TABLE OF CUNTENTS

CHAPTER 1 - SECURITY ORGANIZATION -====== e i= 1
1.1 Management Organization -- - ——— - -1

1.2 Security Organization ====ssc=====-- = 5

1.3 Facility Personnel -- - ————————— 1-13
1.3.1 Personnel Reliability ======c==== o 1-13

1.3.1.1 SCE&G Employee Requirements -=—==============< 1-14

1.3.1.2 Non-SCE&G Employee Requirements ============< 1-18
1.3.1.3 Security Clearance Transfer--- 1-18a

1.3.2 Perconnel Training in Security Practices =~=========== 1-19

1.4 Plant Security Personnel --- — 1-20
1.4.1 Qualifications for Employment in Security -=========== 1-20

1.4.2 Screening =====- - - -- 1-25

" 1.4.3 Training =====m-m-eecmmcmc s —— e e e e s s 1-25
. 1:4.4 Retraining ==~=——=ccce= e ——— - - - 1- 26
1.4.5 Security Equipment =~===--- —————————— e 1-26

1.4.6 Authority of Guards to Use Weapons -----= - 1-28

1.4.7 Security Force Composition ====wscescercccccccscnscess 1-29

1.5 Local and Other Law Enforcement Agencies -- - 1-30

1.6 Access Authorizations =====emcccccccccccsnssncscaonmesnmsmes 1-32
CHAPTER 2 - FACILITY AND ENVIRONS ====-eeccccccccssmmmonescsssmsmmsmee- 2- 1
2.1 General Site and Area Layout =---- ——————— 2- 1

‘ 2.2 Fixed and Mobile Security Posts in the Owner-Controlled Area- 2- 1
2.3 Early Warning Detection Systems ===-=====—-ccssssssssosssososs 2- 1
CHAPTER 3 - PROTECTED AREA PERIMETERS --- e e e e 3- 1
3.1 Perimeter Barrier and Isolation Zone ====<weessccccccccssccnes 3-1
3.1.1 Layout =e=—===e - —————————— e 3-1

3.1.2 Physical Barriers -- - - 3-1

3.1.3 YIllomination snd Survelllance =weessesscesnnmmndenmnen 3- 4

3.1.4 Intrusion Detection HardWare =—————memewnmmmemmmesnmms 3- 8

3.1.5 Security Posts (Fixed and Mobile) ----========-==—=-=- 3-11

3.2 Protected Ares Portals s=sreorsssnsnesmcoscanmmnnstesansmn e 3-11
3.2.1 Personnel Access Portals and Ports ---- -—— - 3-11

B.2. 0.1 LEVOUL oo oot onat s oo o o b i 98 5 45 o s s 3-11

3.2.1.2 Physical Structures ==—e—eccscscccsceseaneans 3-12

3.2.1.3 Locks, Keys, Combinations and Related Equipment 3-14

3.2.1.4 Security Posts ==————ememecccccsccrcsceccrennas 3-14

3.2.1.5 Search and Admittance Control Hardware ------ 3-16

3.2.1.6 Picture Badge System =====ce-——ecccccceem—o=- 3-17

3.2.1.7 Communications ===e—scccccccccccrsnnannocnans 3-19

3.2.2 Vehicle and Cargo Access Portals and Posts --========= 3-19

3.2.2.1 Layout ===esccccccscaccccscsssscssneesssnssse 3-19

3.2.2.2 Physical SLrucCtures =—=weemscmwneeomsnacsnes 3-20

3.2.2.3 Locks, Keys, Combinations and Related Eouipment 3-20

3.2.2.4 Security Posts ~=-~cemcsmssemcsceescsscnsenns 3-20

. 3.2.2.5 Vehicle and Cargo Search Hardware --========= 3-23
3.2.2.6 Communications =—esmecmeammnnassesnn s 3-23

Amendment 8

82121460329 821213
PDR ADOCK 05000395 October 1982
F PDR



CHAPTER 4 - PROTECTED AREAS - ——————— A
4.1 Layout - —— - - ———
4.2 Physical StrUCLUTeS == ==m=mmm=m—mom—e o e e e
4.3 Illumination and Surveillance ==—==——mmeemm e ———————
4.4 Security Pusts (Fixed and Mobile) ======e-eemcmcmmmc e
4.5 Escorts —=---- - i e
4.5.1 Individuals Not Authorized for Unescorted Access =—---
4.5.2 Vehicles =====- — — - R

CHAPTER 6

6.

1

w

4.5.2.1 .Licensee Designated Vehicles --- —
4.5.2.2 Non-Licensee Designated Vehicles ------cece——

- VITAL AREA BOUNDARIES -- -
Layout ===== —_—— - ——
Physical Barriers ======- US— S o
5.2.1 Barrier Description -=--- ————————— -
5.2.2 Intrusion Detection Hardware =--===---
Vital Area Portals —=——=—emecmme e
5.3.1 Personnel Access Portals and Posts

5.3.1.1 Layout ~- -

5.3.1.2 Physical Structures -- - ——

5.3.1.3 Locks, Keys, Couiinations and Related Equipment

5.3.1.4 Security Posts - -- -- -

5.3.1.5 Access Control Hardware --

5.3.1.6 Coded Badge System =—==secececccecccnmenee———
5.3.2 Vehicle Access Portals and Posts --=----

5.3.2.1 Physical Structures --- ————————————

5.3.2.2 Security Posts ~—-—==-ceeccccemc e ————————
- VITAL AREAS - —-—— - e i A i T
Central Alarm Station ==——eem e e e
6.1.1 Location and Layout ==——=—mmecmm e ———————
6.1.2 Physical Structures ==—=———--ee e ————————
6.1.3 Alarm and Surveillance Monitoring Hardware -=--—====—-
6.1.4 Manning --=====m===e-- S
6.1.5 Communications ====—mmmemc e
Secendary Alarm Station ==---=-- e e e cm—— e ———————
Other Vital ATeas =———m—=mme oo o o o o o e o o o o e
6.3.1 Surveillance Hardware =====——=m—m e ——————————————
6.3.2 Security Posts (Fixed and Mobile) ======-ececcecnccaa
6.3.7 ESCOTLS mmmmm o o o o o o e o e e e e o
6.3.4 CONETO]l ROOM == mm e oo o e e e
~ CENTRAL COMMUNICATIONS SYSTEMS ~=ccccmmcccccccccccc e m e
Telephone System -=-========—==- S —
Intercom and Public Address System ===—-ecmmeccmmc e e
Other Centrs! Communications Systems =---——=—ceecmcmcceccmmae—=

Amendment 7
July, 1982

S WWNNN ™~

—

FIF S N T R R

—

[a——



