NUREG/CR-1785
UCRL-53012

Performance Evaluation of Loss
Detection Schemes for Uranium
Recovery Plants

Prepared for
U.S. Nuclear Regulatory C ommission

B LAWRENCE
LIVERMORE
ILABORATORY

_____



NOTICE

This report was prepared as an account of work sponsored by
an agency of the United States Government. Neither the
United States Government nor any agency thereof, or any of
their employees, maxes any warranty, expressed or implied, or
assumes any legal liability or responsibility for any third party's
use, or the results of such use, of any information, apparatus
product or process disclosed ir .his report, or represents that
its use by such third party wo ild not in‘ringe privately owned
rights.

Available from

GPO Sales Program
Division of Technical Information and “acument Control
U. S. Nuclear Regulatery Commission
Washington, D. C. 20555

Printed copy price: _$4.25

and

hNetional Technical Information Service
Springfield, Virginia 22161




NUREG/CR-1785
UCRL-53012
RS

Performance Evaluation of Loss
Detection Schemes for Uranium
Recovery Plants

Manuscript Completed: November 1980
Date Published: November 1981

Prepared by
D. T. Gavel

Lawrence Livermore Laboratory
7000 East Avenue
Livermore, CA 94550

Prepared for

Offie of Nuclear Regulatory Research
U.S. Nuclear Regulatory Crmmission
Washington, D €, 20555

NRC FIN No. A0115



ACKNOWLEDGMENTS

The author wishes to thank J. Candy and D Punn for their techknical

discussions and helpful review of this report. R. Rozsa provided invaluable

assistance with the chemical engineering details. Special thanks are due to
I. Morris and M. Hamilton for typing this report.

iii



ABSTRACT

This report presents four loss detection schemes for special nucliear
material (SNM) accounting at a typical uranium recovery facility. We
conceptually define a detector and discuss loss detector performance
evaluation criteria, The loss detection schemes are evaluated for a
hvpothetical SNM loss scenario. The schemes presented are (1) material
balance accounting (MBA), where single measuraments are made of incoming and
outgoing SNM; (2) MBA, augmented by additional measurements (i.e., multiple
inetruments) made on chemical processes with'rn the plant; (3) augmented MsA,
with the measurement instruments improved by multiple independent reading; and
(4) a detector based on a parameterized model of the chemical process. The
results of our analysis show that better process models and improved accuracy
measurements can greatly enhance the performance of an SNM diversion detectcr .

Detector performance was evaluated for an 8-hour batch processing time.
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Chapter 1
INTRODUCTION

The safegquarding of special nuclear material (SNM) continues to be of
vital importance to the naticn. The attractiveness of weapons grade SNM to
terrorist organizations presents a grave danger to the general public.
Unfortunately, existing methods of material balance accounting (MBA) in
nuclear fue' reprocessing plants may be inadequate for timely detection of the
loss of significant amounts of SwM; therefore, it is necessary to investigate
alternative methods,

This rerort presents some simple signal processing techniques that can
enhance the probability of detecting a loss of SNM. A model facility is used
as an example of a nuclear fuel reprocessing plant in which to characterize
our loss detection schemes.

Signal processing techniques involve the monitoring of process variables
inside thc chemical plant and the analysis of data using a process model. MBA
is an example of a simple signal processing technique, viz., SNM input and
output are compared, Statistical techniques1 are used to determine if SNM
diversion has occurred. In an MBA scheme, the chemical process dynamics
inside a plant are rot modeled.

We are presenting detection schemes that utilize more process information
than traditional MBA. Figure 1.1 shows a "staircase"” of models that can be
used in a loss detection  ‘heme. 1In this report, we discuss two improved-
accuracy input/output (MBA) mcdels and one parameter model. These correspond
to the first two levels of process models in the staircase. We then develop
three detection schemes and characterize their performance, in comparison to
the MBA scheme, in a hypothetical diversion scerario for the model facility.
Future work will cover the reduced order and true process model!s, the third
and fourth levels of process modeling.

The improved accuracy MBA and parameter models offer improved detection
performance over simple MBA schemes in the sense that probability of detecting
an SNM loss is increased. The higher level models have an additional advantage
of timeliness because they are dynamic process models coupled with on-line

monitors.
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FIG. 1.1. Classes of process models.

Chapter 2 of this report discusses the general properties of a detector,
defines some terms, and introduces performance evaluation criteria. Chapter 3
gives a brief description of a model uranium recovery plant that is used in a
hypothetical SNM diversion scenario.

In Cha;“er 4, four detection schemes are evaluated for the hypothetical
scenario. Each succeeding scheme preserted has a better process model or uses
more accurate measurements than the previous scheme, and therel'r offers
improved performance, as shown in the .eport. The four schemes presented
iwclude the following: (1) material balance accounting (MBA), where single
measurements are made of incoming and outgoing SNM; (2) MBA, augmented by
additional measurements (i.e., muitiple instruments) made on chemical
processes «ithin the plant; (3) augmented MBA, with the measurement
instruments improved by multiple independent readings; and (4) a detector
based on a parameterized model of the chemical process.

In the hypothetical scenario discussed in the ceport, if 1 kg of SNM is
stolen, the MBA scheme can only hope to detect the ‘oss with a probability of



0.2 (this is assuming a false alarm probability of 0.05). The multiple
instrument, multiple measurement, and parameter model schemes have detection
probabilities of 0.4, 0.97, and 0.99, respectively (also assuming a false
alarm probability of 0.05). These results are derived in detail in the report
and are valid for an 8-hour batch processing time period. Therefore, we can
conclude that better process models and improved accuracy measurements can
greatly enhance the performance of an SNM diversion detector.

A summary of results is presented in Chapter 5. Chapter § gives some

suggestions for future work.



Chapter 2
DETECTORS

The detection schemes described in this report all fit within the realm
of binary hypothesis testing. This chapter aefines binary hypothesis testing,

and it describes how to cha-acterize the performance of a binary detector.
Appendix A gives a mathematical review of detection theory since this chapter
gives only a brief presentation of basic concepts, Section 2.2 describes how,
in terms of hardware, a detector would be put on-line at a nuclear processing
facility.

2.1 PROPERTIES OF DETECTORS

A birnary detector uses all the information available to it to make a

choice between two possible outcomes or "hypotheses," hence the term "binary
hypnthesis test."™ The two hypotheses in our case are (1) HO, all the SNM

is accounted for; and (2) H,: some SNM is missing. As a general rule, the
more accurate the information given, the better the detector performs. How do
we quantify performance? What makes one detector better than another? We
define three important measures of detector performance: probability of
detection, probability of false alarm, and time to detection.

The probability of detection is a measure of how likely it is that an
alarm will trigger when a diversion occurs. We would like this probability to
be in the 0.95 to 1 range, but in designing a detector for maximum detection
probability, the false alarm rate must be kept low. False alarm probability'
is a measure of how often the alarm is triggered when in fact no diversion
occurred. In a practical diversion detection scheme, false alarm probability
is usually constrained to about 0.05 (5 percent). The solution to the problem
of maximizing probability of detection under a false alarm probability
constraint is the so-called "likelihood ratio" detector (Appendix A). The
detectors described in this report are all likelihood ratio detectors.

Another important quality of a detector is timeliness, Time to detection

is the (average) time lag from diversion to detection. For the detectors

*

The terms rate and probability are interchangeable here. To pe precise,
the rate is the probability divided by the sampling interval. The sampling
interval here is the batch process time, 8 hours.
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described in this report, the time lag can be anywhere from 0 to 8 hours
because the accounting does not take place until after an B-hour long batch
process. A timely detector would be an on-line detector that monitors a
chemical processing unit during the batch process and warns of the diversion
most nearly after the event as possible.

Let us return to the criterion of probability of detection. We have
fixed the false alarm probability at a certain value. We now discuss what
factors contribute to an increased probability of detection.

The probability of detecting SNM loss is a function of the signal-to-
noise ratio (SNR), as shown in Fig. 2.1.' The signal is the amount of lost
SNM, and the noise is our uncertainty (standard deviation) in the total amount
of SNM lost.

The SNR performance curve can prove useful to an NRC regulator/assesssor.
For example, suppose the total plant uncertainty is characterized by the
standard deviation 01, then for a given loss (signal) of material, S, the
detection probability is fixed, say P1 (Fig. 2.1). If the regulator

1 1

Probability of loss detection

l
|
I
|
|
|
[
|
|
|
l
]

S ——

Slo, Slo,

Signal-to-noise ratio

FIG. 2.1. Probability of detection vs signal-to-noise ratio.

.This function is derived mathematically in Appendix A.



required a higher detection probability for the same loss, S, then the plant
uncertainty must decrease; 1i.e., 9, < 9 for Pz > Pl. 1f 02 is impractical,
then the regulator knows that P2 is not realistic. Other similar scenarios
could be imagined. Thus, the performance curve, along with cost information to
indicate the feasibility of reducing 01 to 02 (e.g., improved measurements),
will prove to be a powerful "nomogram" for the NRC.

In Chapter 4, we evaluate the performance of detectors by plotting pciats

on the performance evaluation curve for each example detection scheme.
2.2 DETECTOR IMPLEMENTATION AT A PROCESSING PLANT

We have conceptually described how to characterize a Giversion detector.
Let us now explain physically what a detector may look like when implemented
at a nuclear fuel reprocessing plant.

The detector system complexity depends on the complexity of the process
model in the scheme (Fig. 1.1). A material balance accountirj system may
simply be an accountant with pencil and paper; however, the more complicated
models require a computer to perform the required calculations reliably. A
fully automated system would use a minicomputer (or microprocessor)
electronically interfaced to the measurement instruments. Many instruments
used in reprocessing plants already have interfaces built in, such as the
Ruska-Taylor pressure sensors, which have an electrical ocutput sigral. The
computer provides all the computations necessary to make a decis.o-. The
output is merely a "yes" or a "no," plus perhaps an estimate of how much
material was stolen (loss estimate) and from what part of the plant the -nelt

occurred (localization estimate).
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We sh to evaluate signal processing techniques for SNM loss detection
for a model nuclear material recovery facility. I o this we first describe
the operation of the model facility and then explain the techniques for
measuring the amount of SNM present at various j essing stages within that
facility. We next perform an error analysi  the measurement schemes, and
we investigate the sources f rmal, 1 Nn~pI € , SNM loss. The results f
the error and 1 analysis are sed ir hapter 4 t haracterize los
jetector performan at 1 plant
3.1 PLANT OPERATION

The p e of the model plant to extract and purify uranium from fuel

ds . Figure 3 itlines the proce: As fuel rods er r the plant they
Are gr d up and dissolved in nitr acid. Pulse columns extract the uranium
solution and the resulting 6 kg/m iranium nitrate is stored in tanks. These
anks feed solution to the concentrator init where the solution y is
: : - 3 =
increased from 6 kg/m” tc 100 kg/m”. 'he concentrate 1 tor in a tank
ntil ready for precipitation. The precipitator sed t convert the
oncentrated solutici to solid f .
The concentrator/precipitator ection has four hem 3 mnits of interest
Fig. 3.2 ] storage tank for yw-concentration uranium nitrate solution,
o y a3 concentrator unit, ) a storage tank for high-concentration uranium
)'ssolution
r £ . S50V 1 Extr 110
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a tru 3
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FIG. 3.2. Concentration/precipitation stages.

nitrate solution, and (4) a precipitator unit. Volumes and batch process
times for each unit are summarized in Table 3.1.

Let us first discuss the concentrator and precipitator units in more
detail since we are concerned with measurements on the processes in these

units.

3.1.1 Concentrator Unit

The concentrator is shown in Fig. 3.3. At the start of a batch p:zocess,
it is filled with about 0.05 n3 of 6 kg/m3 uranium nitrate solution. The
solution is heated by steam in a reboiler.

Nitric acid evaporates, thus increasing the solution concentra. ion. The
liquid level is held constant by a continuous incoming stream of 6 kg/n3
solution from the fex< tank. The concentration continuously increases until
(about 7 hours later) the concentration has reached 100 kg/lj, At this
time, the feed is shut off, and the batch of 100 kg/n3 solution is pumped
into overhead storage tanks. During a 16-hour, 2-shift period, twc batches of

SNM can be processed through the concentrator.

TABLE 3.1. Volumes and batch process times for model
plant processing units.

Volume, Batch processing
Stage n3 time, hr
1. Tanks 0.7
2. Concentrator 0.05 7
2, Tank 0.17

4. Precipitator 0.02 1
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3.1.2 Precipitator Unit

Figure 3.4 shows the precipitator unit. The precipitator is smaller in
volume than the concentrator, handling only about 0.02 m’ of liquid at a
time. Air and ammonia gas are bubbled through the precipitator full of the
100 kq/n3 uranium nitrate solution. The reaction forms solid ammonium
diuranate. At the end of l-hour-long run, the precipitant is filtered-outr and
the remaining liquid discarded. The precipitant is a wet "cake," containing a
high percentage of water, that is later dried and calcined to result in the
final product, powdered uranium.

We now direct attention to the plant operating procedure and the

techniques for determining the amount of SNM in various stages of the process.

Air‘v“'! —pe4—Amonia gas

RO 8 . (i

j } } S/S duct Exhaust duct
o | Hood - .
I I Filter

1 T

“—~12 in. solid concrete block wall

H Gas metering manifold
B Floor elevation

Conchem bluck divider vl gy 4 liter buchner flask and filter

~ Vacuum

Amonium diuranate precipitation hood

F1G. 3.4. Precipitator unit,.
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3.1.3 Plant Operating Procedure

To keep our investigation simple, we assume that the low-concentration
liquid storage tanks are full before the concentrator runs are started.
Precipitation is not started until all the concentrator runs are completed and
stored in the high-concentration liquid storage tank. In this manner we have
an easy way ~¥ keeping track of all the SNM during the batch nrocessing.

3.1.4 Measuring SNM Content

In this section, we discuss methods of determining SNM content at four
points in the concentration/precipitator process: (1) in the low-concentration
uranyl-nitrate storage tanks; (2) in the SNM mass fed to the concentrator
during a batch process; (3) in the SNM mass drained from the concentrator
after batch process completion; and (4) in the cakes resultant from
precipitation runs.

We have assumed that the storage tanks are filled before concentrator
vatch runs are performed; therefore, the volume of the tank determines the
total amount of solution present and is easily calculates from its dimensions.
In our model, that volume, V, is 0.7 n3 (refer to Table 3.1). We further
assume that there is some inowleage ot the SNM concentration of the solution
in the tank. 1In our model, that concentration, c, is 6 kg of SNM per cubic
meter of solution. Thus, we can deduce the mass, M, of SNM in the storage

tank:
M= cV (3.1)

where
¢ = solution concentration (kg Sml/ll3 solution), and

V = tank volume (ll3).

In a second SNM mass measurement scheme, we use an existing instrument, a
set of pressure gauges connected to bubbler tubes attached to the concentrator
unit. Figure 3.5 shows the arrangement. The bubblers are useful for measuring
two items: solution concentration (SNM density) and the iia: 'd level inside

the concentrator.

11
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FIG. 3.5. Pressure gauge attachment to the concentrator unit.

Three bubble:r tubes extend into the concentrator. Two tubes extend into
the liquid space and one intc the vapor space above the liquid.

The air pressure inside a particular bubbler tube is kept at equilibrium
with the liquid (or vapor) pressure at the tube opening in the concentrator.

Pressure gauges, G, anc Gz, measure air pressure differential between the

1
tubes. Gauge G1 reads

P1 =g [:)1':l (3.2)
Py is pressure (nt/mz).
g is the gravity constant (9.8 nt/kg),

o is the density of the liquid (kg/m>), and
1, is the bubbler tube height differential (m).

12



Since g and 1, are known and we measure Py, we can compute the liquid
density:

P
1
D & v (3.3)
9 ld

Now Gauge Gz reads

where 12 is the level of the ) quid with respect to the bottom bubbler
tube. Therefore,

1 ) S - (3. 5)
Substituting Eq. (3.3) into the above gives
P
2
1, = 5. 1 . (3.6)

To deduce the volume of liquid in the tank we need an accurate measurement of
the "heel" space, that is, the liquid space below the lowest bubbler tube.
Let us assume this has been previously measured to be Vh. So the total

volume of liquid in the concentrator is

V=v +p—21a (3.7)

where a is cross-sectional area.
We can use the measurement of liquid density to deduce the concentration

of SNM in the liquid. The concentration is approximately given by

CcC=p0 - ‘)8 (Jag)

13



where . is the density of the nitric acid solvent, i.e., the liquid

density if no SVM were present. The approximation is valid in the range of
concentrations we are interested in. For total SNM mass, multiply

soncentration by solution volume:

\

P P
(V + 2 lda) (3.9)

1
(9 s ®/\0 P

where

SNM mass in concentrator (kg),

g reading from pressure gauge G1 (nt/lz)p

M

P

Pz = reading from pressure gauge G2 (nt/nz).

p_ = density of the nitric acid solvent (kg/l3)-

g = gravity constant (9.8 nt/kg),

1. = distance between bubbler tubes in the liquid space of the
concentrator (m),

V, = volume of the liquid space below the lowest bubbler tube (I3), and

a = cross-sectional area of the concentrator above the lowest bubbler

tube (m°).

To measure the amount of SNM in the concentrator at the end of a batch run, we

use the pressure readings Pl and Pz and Eq. (3.9).

We can also use the pressure gauges to help us determine the amount of
SNM that enters the concentrator during the run (this may differ from the SNM
mass in the concentrator at the end of the run because diversion may occur
during processing). 1Initially, the concentrator is filled with low-
concentration uranyl nitrate solution. At that time, we use Gauge G1 to
deduce the concentration of the solution stored in the tanks. Combining
Egs. (3.3) and (3.8) gives

S W= g (3.10)

If we have some knowledge of the flow rate, f, of solution from the tanks
into the concertrator (we will assume this is constant; and time, t, for the
concentrator run (we assume that an accurate clock is available), we can

compute the total SNM that flows into the concentrator:

14
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Negtts [wde. ') £t (3.11)

g1,
where
¢ = solution concentration (kg SNH/:J solution),
f = flow rate (nJ/sec),
t time (sec),
Pl « pressure reading from Gauge Gl (nt/nz).
g = gravity constant (9.8 nt/kg),
ld = distance between bubbler tubes (m), and
D. = density of nitric acid solvent (kq/ua).

Our last SNM measurement scheme is the weighing of precipitant cakes.
These cakes [(ammonium diuranate) have a certain percentage of water and
contaminants, so if we subtract the known amount of non-SNM weight we can

deduce the amount of SNM present:

M= "cakes (1-k) (3.12)
where

b = fraction of contaminants and water by weight,

We have now explained four methods of ascertaining SNM mass in the
processing plant. We have computations for SNM in the storage tanks (3.1),
SNM entering the concentrator (3.11), SNM leaving the concentrator (3.9), and
SNM in the precipitant cakes (3.12).

3.2 ERROR AND LOSS ANALYSIS
We now consider the sources of SNM accounting uncertainty. We start by
discussing sources of normal material loss within the plant (in-process

losses). Then we analyze the sources of error introduced by the SNM

measutement techniques explained in Section 3.1.4,

3.2.1 Normal Sources of Material Loss

Each chemical processing column, tank, and associated pipes and valves
will be a source of SNM loss that is not necessarily a hostile diversion., For

15



example, some uranium may deposit onto the walls of a stcrage tank or there
may be a small concentration in the ligquid discarded frow the precipitator
column,

Exper ience may show that some certain average loss is to be expectad, and
hence can be accounted for in the final material balance. There is always
some random variation around this average loss, so random loss must be
included in the system model.

We assume that SNM loss uncertainties are relatively small compared to
measurement errors, The assumed uncertainties for four types of loss at the
model plart are shown in Table 3.2. The total loss uncertainty reflects the

combinatiorn of all the random loss sources.

TABLE 3.2. Sources of in-process SNM loss.

Percentage Equivalent SNM
uncertainty, mass uncertainty,

Source % kg
Tank deposit 1 0.05

Vapor 3 0.15
Leakage 1 0.05
Discard 3 0.15
Total B 0.2

3.2.2 Sources of Measurement Error

We now perform an error analysis. for each of the example
SNM-measurement methods described in Section 3.1.4. The analysis will
determine how measurement errors reflect in the uncertainty of SNM mass. We
intend to use the results of the measurement error analysis in characterizing

SNM loss detection schemes in Section 3.1.4.
Consider Eq. (3.1) for computing the mass, M, of SNM in the storage tanks:

M = cV (3.13)

*
See Appendix C for a mathematical derivation of the linear error analysis
technique.

16



There is always some error in our guess of SNM concentration, ¢, and
calculation of tank volume, V. Let us reflect that error in terms of the
error in computing SNM mass:

AM = (Ac)V + c(AV) (3.14)

In our development, it is more convenient to express these errors as

fractions of their full-scale value:

Ac AV
M = (c )cv+(v)cv (3.15)
or, since cV = M by Eq. (3.13),

= w[ (%) (2] - 3,16

We now compute the variance of AM as

2 2 2 2
Op = M (oc + cv) (3.17)
where
2 2
UST = e {Am } in the Storage Tank

2
2 _ I(Q!) {
% * B I\v/ |
In our model plant, we are assuming oc = 0.1, ov = 0.1 (i.e., the
concentration and volume are determined with 10 percent uncertainty), and
M = 5 kg. Therefore,
1/2

2 2
Ogp = !5 kg) [0.0% + (0.1) ]

OST = 0.71 kg . (3.18)

17



The subscript ST indicates that we are talking about the variance of the SNM
mass in the storage tanks.

The SNM mass being fed to the concentrator during a batch run is given by
BEq. (3.11). Consider errors in the pressure reading, Pl' the flow rate, f,
and time, t:

e (52) () e (B me(2) w (3.19)

Now, the mass of the nitric scid in the tank is given by

P
M =f—| ft . (3.20)
8 glc

Since SNM is present in the solution at 6 kg-SNH/n’-aolutlon and the
solution density is roughly 1000 kg/-J (the density of water) we can say

Mg = oM (3.21)
where

a = 1—229- = 167 (kg-solution/kg-SNM), and

M = mass of SNM.
So, substituting into Egq. (3.19) gives
Ap
AM = (-—1)m+(g—)nt(ﬁ)n : (3.22)
li'1 f t

We can see from Eq. (3.22) that SNM mass uncertainties are more sensitive
to pressure-reading error than flow rate or time errors, because of the

factor, o.

18



Computing the variance,

2 2 2 2 2

O!c M (op + of + ot) (3.23)
where

2 2

Opc * E {A!I } Fed to the Concentrator

ap.\?
oo}
2 !I(_A_g)zl
% **W\e /|

4 2
e l(8))
e v " |(t
Notice ““-t we have lumped the a term into op. We assume that the pressure
gauge is a. irate enough so that op = 0.1. We further assume Og = 0.1 and
ot = 0.01. Using these values in Eq. (3.23) gives

2 2 29172
Ope = 5 ka[(0.1)% + (0.1)% + (0.01)?]

CJ'IC = .71 kg (3.24)

We have completed error analyses for the measurement of (1) SNM mass in
the storage tanks and (2) SNM mass fed to the concentrator. We now perform an
error analysis on Eq. (3.9), which is the expression for SNM mass removed from
the concentrator after a batch run. We consider errors i1n the two pressure
readings, P, and P,. An argument similar to the one presented in Egs. (3.19)

1 2
through (3.23) is used, and after some tedious manipulations, the result is

- :
o:C .« \oz s 02 ) (3.25)
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where

o:c =E {Anz} Removed from the Concentrator,

2
AP
oi -x’u»mz(;i)} J
1 1
2
AP
0: ’E{BZ(F-Z)}'
2 2

a =M/,
8 =M m,
M = mass of solution in the concentrator (kg),

M_ = mass of SNM above the lowest bubbler tube (kg), and

M = mass of SNM in the concentrator (kg).

We assume O = 0.1 and o = 0.1 .
P Py

Therefore,

2 27172
0pe = 5 k3 [(0.1)% + (0.1)%]

= 0.71 kg (3.26)

Our final measurement is weighing the precipitant cakes. The major
source of error here is the lack of knowledge concerning the percentage of

water and contaminants in the cakes.

oM = - "cakesAb (3.27)

=¥ 0 (3.28)
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where

o:,c = £ (A%} Weight of the Cakes

We assume og = 0.3 (i.e., very little is known about the contaminate and

water concentration in tne cakes).

Owe = (5 kg) (0.3)
= 1.5 kg (3.29)

Thus concludes o r analysis of the four measurement schemes introduced in
Section 3.1.4. A summary of our assumed measurement (or guess) uncertainties
appears in Table 2.3, We now proceed to characterizing SNM loss detection
schemes.

TABLE 3.3. Assumed accuracy of measurements (percentage of full scale).

Assumed
percentage Equivalent SNM
uncertainty, mass uncertainty,
Measurement % kg
Tank volume 10 0.5
Solution density 10 0.5
Time 1 0.05
Flow rate 10 0.5
Solution level 10 0.5
Weight of preci itant 30 1.5
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Chapter 4
DETECTOR PERFORMANCE AT THE MODEL FACILITY

We wish to evaluate the performance of some simple signal processing
techniques for detecting SNM diversion. In Chaptzr 3, we described an example
uranium processing “acility and stated the assumptions made concerning plant
operation. We now present detector performance evaluaticn for (1) material
balance accounting (MBA), (2) MBA augmented by additional instrumentation on
the process units, (3) augmented MBA with multiple, redundant measurements,
and (4) diversion detection using a parameterized model of the chemical
process.

Detectors are constructed typically of a signal processing algorithm
(e.g., averajzing) and a decision criteria (e.g., threshold exceeded). (See
Fig. 4.1.) The cignal processing algorithm is primarily used to obtain or
enhance the incoming signal in noise. Once the signals of interest are
estimated, a decision function is formed and tested against the decision
criteria. MBA is basically a detection technique in which some signal
processing could be employed in the form of increasing measurement instrument
precision. In MBA the decision functions take different forms (e.qg.,

CUHSUM)1 and so do the associated decision functions (e.q., V'-HASI().2

4.1 MATERIAL BALANCE ACCOUNTING

In an MBA scheme for the total facility, the amount of incoming raw
material is measured and assayed for uranium content. At the end of
processing, the resultant outgoing uranium is weighed, and a check is made to
soe if the output equals the input.

Loss detector

m————-

I
| Signa! Decision Decision —4— Decision —e
ram———— . — ecision
data 'l processor function | criteria |
|
|

S v — — — —— — — — —— — — —— — — ;'--J

FIG. 4.)l. Tvgical ioss detector.
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let us introduce a hypothetical MBA scheme only around the concentrator/
precipitator section (Fig. 4.2). The amcunt of incoming SNM to the
concentrator/precipitator section is the amount of SNM in the filled, low-
concentration storage tanks. Our uncertainty in the volume of this tank and
the density of the solution reflacts our uncertainty in the amount of incoming
SNM according to Bg. (3.17). Assume that the only measurement of outgoing SNM
is the we‘ghing of the wet precipitant cakes. The *otal error in this
accounting is the combination of the input and output measurement errors plus
the arror associated with natural sour~es of SNM loss, such as deposit on the

inside walls of pipes and tanks.

2 2 2 2
Ovma = 957 * %wc * %L el
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