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This guide is approved for use by the U.5. Nuclear Regulatory Commission
(NRC), NRC wuntractors, licensees, and other personnel in classifying
safequards information.

USE OF THIS GUIDE

v 85

Information designated as either "CONFIDENTIAL or SECRET" in this
guide will be classified accordingly by users of the guide. This
guide corstitutes a record of an original classification decision by
the approving authority and directs the derivative classification of
information which the guide indicates is classified. Any questions
concerning the applicability of this guide should be directed to the
Director, Division of Security, U.5. Nuclear Regulatory Commission,
washington, DC, 20555.

Certain topics indicate that information to which they apply may be
either CONFIDENTIAL or SECRET. Application of these topics requires
informed judgment based on knowledge of the overall context of the
information. Any questions concerning the applicability of this
guide should be directed to the Director, Division of Security,

U.S. Nuclear Regulatory Commission, Washington, OC, 20555.

In some cases, more detailed supplementary guides may be required.
proposals for such guides should be forwarded to the Director,
Division of Security, U.S. Nuclear Regulatory Commission, Washington,

DC, 205%5.

Compilations of unclassified information are generally considered to
be unclassified unless some additional factor is added in the process
of compilation. For example: (a) the fact that the information is
complete for its intended purposes may be classified; or (b) the fact
that the compiled information represents an official evaluation may

be classified.

Care should be taken that the declassification of a document does not
violate provisions of the guide when evaluated in connection with
information already unclassified.

If classified information can be discerned from the use, presence,
or capabilities of any equipment, the equipment will be classified
at the level of and as long as classified information can be discerned

from the equipment.

DEFINITIONS USED IN THE GUIDE

1.

Formula Quantity of Strategic Special Nuclear Material (SSNM) -
(sometimes referred to as: formula grams, trigger quantity, strategic
quantity, threshold quantity, and significant quantity), a formula
quantity of strategic special nuclear material is 5,000 grams or mote
computed by the formula, grams = (ar~ . contained U-235) + 2.5 (grams

U=233 + grams Pu).
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12, Special Nuclear Material (SNM) = (1) plutonium, uranium enriched in
the isotope-233 or in the sotope-225, and any other material which
the Commission, pursuant to the provisions of Section £1 of the
Atomic Energy Act, as amended, determines to be special nuclear
material, but does not include source matarial; or (2) any material

artificially enriched by any of the foregoing but does not include
source material.

13.  Strategic Special Nuclear Material {SSNM) - uranium-235 (contained
In uranium enriched to 20 percent or more in the U-235 isotope),
uranium=233, or plutonium.

DECLASSIFICATION - E.0. 12356

Restricted Data is exempted from automatic declassification and does not
require declassification markings. National Security Information identi-
fied in this guide will be marked for declassification or review for
dec.assification as specified by the applicable topic of this guide. This

guide has heen approved by an original Top Secret classification authority.

ABBREVIATIONS

The following abbreviations are used in this guide:

S = Secret

C = Confidential

U = Unclassified

RD - Restricted Data

NSI - National Security Information

OADR - Originating Agency's Determination Required
SSNM - Strategic Special Nuclear Materia)

>
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140 QUANTITATIVE SSNM BALANCE DATA

The classification guidance in these topics applies
to S5NM balance information not classified by other
guides, e.g., production or naval reactors; classi-
fied topics in such guides take precedence where
applicable.

141 Receipts.

142 Shipments.

But see Topic 312.

143 Other removals: measured discards, decay
losses, and losses due to fission and
transmutation and !0,

143.1 Total "other removals. "

143.2 Itemized “"other removals" for a

reporting period.

U when 1D is unclassified. See
Topic 144,

144 Inventory Difference in any amount

150 OTHER ITEMS PERTAINING TO MATERIAL CONTROL AND
ACCOUNTING

151 Any computer output displays or printe

which provide itemized "other removals or
inventory difference data.

200 PHYSICAL PROTECTION AT FIXED SITES

201 The physical security plan for a nuclear facility
or site. Plans may be SNSI in accordance with
other applicable ciassification guidance.

Secret if significant vulnerability is revealed,
e.g., degree of seriousness, or explicit means of

penetrating existing security defenses are disclosed.

See, for example, Section 400 of this guide,

U

U=CNSI = See
declassifica~
tion note for
Topic 144

CNSI*

CNE1 - See 143.2
or lTopic 144 for
applicabie drclas-
sification maring

C-SNST -
Declassify
On: OADR

*May be declassified after a period of 6 months from date of inventory assess-
ment, provided (a) any resulting investigation is completed, and (b) the
initial classification determination was not due to extenuating circumstances.

ID data remains classified for the duration of an investigation.
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210 SITE AND FACILITY DESCRIPTION

220

221

211

el2

213

214

Only the general layout that can be seen from U
uncontrolled areas and which does not identify

a vulnerability, This general layout may

include: buildings, parking areas, access

roads, fences, outside storage areas, natural
terrain, landscaped areas, tunnels, storm and

waste sewers, water intake and discharge conduits,
culverts, creeks, canals, and any other physical
characteristics such as features of buildings,
barriers, fences, guard stations, etc.

Site-specific "as built" drawings, diagrams, CNSI -
sketches, maps, etc., showing identity together Declassify
with location and/or description of facility On: OADR

features of specizl interest because of their
relationship to the physica’ security system,
that if revealed could facilitate theft or
diversion of SSNM o1 sabotage of a facility.

But see Topics 211, 213, and 221.

Scope, conceptual design, and construction U
drawings showing construction characteristics

of buildings and associated fencing, electrical

and other utility system layouts.

But see Topic 212.

Government sponsored or required evaluations C~SN3I -
of site-specific construction features or Declassify
physical security barriers revealing vulnera- On: OADR

bilities or limitations which could facilitate
penetrating or bypassing physical security
barriers,

Secret if significant vulnerability, e.g.,
degree of seriousness, or explicit means of
defeating these systems is revealed.

INTRUSION AND DETECTION ALARM SYSTEMS

Includes Manually Activated Duress Alarms.

Scope, conceptual design, and construction CNST -

plan.

Declassify
On: OADR

See Topic 222.
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222

223

224

225

226

230

240
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As installed details of alarms system layout,
location, and electrical design that if disclesed
could facilitate gaining unauthorized access to

SSNM, nuclear facilities, or zlassified information.

Vendor hardware performance specifications.
Specification” for vendor custom design
equipment may be classified.

Infoy= * n, including the effect of specific
modif s, revealing in-place operating
capabi that if disclosed facilitates

bypassi., such systems.

Security-related vulnerability or weaknesses.

Secret if significant vulnerability is
revealed, e.g., degrec of seriousness or
explicit means of dr.eating these systems.

225.1 Vulperabiity information directly
available from vendor specifications.

Sensitivity ‘evels or limits to which installed
systems have been set.

PLANT RADIO AND TELEPHONE COMMUNICATION SYSTEMS

231 Government sponsored or required evaluations
of site-specific existing plant radio and
telephone communications systems revealing
vulnerabilities or limitations in operating
capability or procedures.

Secret if significant vulnerability is

revealed, e.g., degree of seriousness or
explicit means of defeating these systems.

TAMPER INDICATING SKALS

241 Information revealing ways of successfully

circumventing seals which are used to protect

SSNM.

Secret if explicit means of successfully
typassing seals are disclosed.

242 Methodology of manufacture.

243 Methodology of application.

CNST =
Declassify
On: OADR

CNST -
Declassify
On: OADR

C-SNST -
Declassify
On: OADR

CNST =
Declassify
On: OADK

C~SNSI -
Declassify
On: OADR

C=SNSI -
Declassify
On: OADR
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250 KEYS, LOCKS, AND COMBINATIONS

260

251 Generic types and models of keys and locks
used.

252 Mechanica) key design, e.g., key cut depths
coding systems which are used to protect
areas of a security interest.

Classify consistent with the leve” and dura-
tion of classification of information being
protected.

253 Combinations and codes.

Classify consistent with the level and dura-
tion of classification of information being
protected.

264 Site .pecific evaluation of lock or door
locking systems that reveals vulnerability.

Secret if explicit means of surreptitiously
gaining access are disclosed,

THREAT KcSPONSE CAPABILITY AND PROCEOURES

See also Section 400, Safeguards Analyses and
Plans.

261 Number of security personnel,

261.1 Information available by visual access
from uncontrolled areas to routine
guard patrol activities.

261.2 Tota) security personnel available
onsite at a particuler Lime for a site
or particular activity including number
and type of weapons, other than
standard sidearm,

261.3 Guard force deployment plan or scheme.

261.4 Size and armament of in-house reserve
force.

9
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C=5NS1

May be RD

C=SNSI
May be RD

C~SNSI =
Declassify
On:  OADR

U

CNSI -
Declassify
On: OADR

CNSI -
Declassify
On: OADR

CNST -
Declassiiy
On: QALK




262 Contingency plans.

263

264

"62.1

262.2

262.3

Response to a specific threat, e.g.,
disposition, armament or planned
response of security forces including
numt or of personnel responding to
speciic incidents.

Secret when revealing increased degree
of vulnerability of a site as a result
af a specific action,

Arrangements with local, state, and
federal law enforcement units.

See Topic 262.1.

Numerical threat leve! for contingency
planning.

Response time of guards and backup force.

263.1

263.2

Response time required.

Unclassified if stated in unclassified
NRC manual chapters or regulations.
Actua)l response time capabilities.
Sacret when revealing increased degree

of vulnerability of a site as a result
of a specifi action.

Security patrols.

2641

264.2

Procedures, schedules, and frequency
for routine security tours,

Actual prearranged schedule including
the specific times and locations,

270 PERSONAL VERIFICATION (EMERGENCY OR DURESS) CODES

AND/GR HOW THEY ARE USED

10

C-SNSI
Declassify
On: OADR

(NST -
Declassify
On: OADR

U-CNST =
Declassify
On:  OADR

C-SNS] -
Declassify
On:  OADR

CNST -
Declassify
On: OADR

CNST -
Declassify
On: OADR

CNS1 -
Declassify
On: OADR










333

Operating procedures,

3331 Base Station Operating Procedures. CNST -
Classify
On: OADR

333.2 General Mobile Operating Procedures. U
But see Topics 333.3 and 334,

333.3 Appendices Lo General Operating CNSI* -
Procedures that concern the Classify
security/safeguards of shipments. On: OADR

334 Detailed description cf:
334.1 Operation and Equipment, CNS1* -
Declassify
On: OADR
334.2 Checkpoint System. CNSI* -
Declassify
On: OADR
334.3 Authentication System. CNSI* -
Declassify
On: DADR
335 Emergency Response Procedures CNSI* -
Declassify
On: OADR
336 Authenticator Lists CNSI* -
Declassify
On; OADR
(see Topic 336.2)

336.1 Before use,

336.2 After use, if information relevant to u
subsequent use is not revealed,

337 Maps showing in-transit locations of CNST - Maps become

shipments,

declassified after
removal of in-transit
locations.

*Individual items of information not revealing (1) significant information
concerning the (a) security protection, (b) the disposition, armament, or
planned response of security forces or (2) information classified under other
topics of this guide or other applicable guides should be submitted through
channels to the NRC Division of Security, for possible declassification.
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