UNITED STATES
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D. C. 20555

January 11, 1978

NOTE TO: Ralph Jones, Chief
Material Protection Standards Branch
Office of Standards Development

FROM: L. J. Evans, Jr., Chief
Requirements Analysis Branch
Office of Nuclear Material Safety
and Safeguards

SUBJECT: PRELIMINARY RECOMMENDED UPGRADE RULE CHANGES AND CONSIDERATIONS
FOR INCLUSION IN STAFF PAPER TO COMMISSION

Enclosed for your use in preparation of the Commission Paper concerning
the resolution of the public comments regarding the Upgrade Rule, are
three attachments. The first attachment contains a preliminary list of
items that should be included in the revised Upgrade Rule and Statement
of Considerations (SOC). This paper proposes general modifications to
the rule or SOC without specifying the specific wording for the changes.

The second attachment is a preliminary list of decision points, requiring
the development of a staff position prior to inclusion in the rule or SOC.

The third attachment is a marked copy of the Upgrade Rule. It includes
revisions to the rule based on staff response considerations received
regarding the public comments. These revisions do not include the pro-
posed changes in attachment 1.

The proposed changes for transportation will be forthcoming shortly.
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L. J. Evans, Jr., Chief 7
Requi/ements Analysis Branch
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{2) within 20 days after the effective date of these amencme

’d

or SC cays after the plan(s) sutnitted cursuant to paragrazn {(c)(1)
of tnls secticn is approved, vhichever f¢ lasar, izpleme. < 198
épproved plan;

(2} within 270 cays efter the affective date ¢f these gTercments
submit & revised Tixed site safeguards physical pretection plan and,
i7 eptrosriate, a revised safeguards transpertation gsrotecticn clan
cescridbing now tne Ticensee will comply with the requiremants of
paragragh (2){2) of this section; and

(#) within 540 days zfter the effective czte of thoza gmencments
er 20 czys after the plan(s) submitteg pursuant to paras-azh (e){3)
of this saction is c,,.;xcd, whichever is lazer, irclesz:znt ihe

eppreved plan.
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(1) Pretected areas or torporary exclusic- areas to isolate
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(i1)
communicate any attempts
ruclear nat
prevent the removal.

(d) Response:
capacility to assure that the two perfo
n paragraphs
this capability, the licensee shall:
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(i) provide trained

red cuifes and responsibilities, and
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(iv) enable both the esccri commancer and mcvemant sontro)
center to potify law enforcement authorities of naed for acsictance
as specified in the safeguarcs contingency plau.

{4) Provide equipment for the escort forces te 5rovids for a
restcnse which is sufficiently rapid ana effective so as to achieve
the precetermined objective of the response.

§ 75.26 Transpertztion Physical Proteciion Systems, Subsystems,
Elerants, Cecmponents, and Procedures

() A transportaticn physical protecticn systen estzblisned

ot

"

purzuznt Lo the general perfermance recuirements of § 73.20(2)(1)

and (2)(Z) ard performance czpebility requiremsnis ¢f § 73.25 of
ARL

this part 9"f! include, but‘ﬂc. necessarily bte limited te, the

measures s;e:i‘ved in paragraghs (b) through (k) of t5is sectica.

The Comnission may require, dap

in

rding on the individ.al trarsgorta-
ALTE v wat E on

tica conditiens or circumstences,Aa:diticasl measures decved recsssary
o miis the general performance regquirements of § 73.20 ¢f zhis

pari. The Cormission also may zuthoriz% protecticn measu-.c ether
than hese reguired by this sectica §i7 in its opinfon the overall

teve’ of performance meets tne generz) performance reguirc-ents of

§ 72.20 anc the performance cazczility requirements of § 73,28 of
o [ s J
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§ 73.43 Perfurmance Cizabilities f2r F xed Site Ph.s1C£1 frotection

‘1) To meet the general perfernarce requirszents ¢f § 73.20 a

fixea site phy sica'

'naéce ce;abi?it‘es.:escriaed in para-
greons (=) trrcugh {g) of this s2ction unless ctherwise authorized
o he Cimzission,

{5} Przvent unauthcrized zccess ¢f perscns and materizls into
ratzrial access areas and vital areas. To achieve this cepabilisy
protecticn system shall:

(1) Detect attespts to ¢iin unesutherized ccsess or (norocduce
unautnorized wzterial across material asccess or vita! arez scundaries
by steaith or Torce using the following subsystene 2ad sutfunssicas:

{1) barriars to channs) perscns and materiz! ts material
eccess and vital area eniry cortirol points end to deliy ary unzuthors
tien altlemptis by perscas or matorials sufficiert %o

> TE +* nmed : £y PR L s e
€SS it cotacticn énd permit 2 response tRat wi.l jSrevent Lh: peneirs

-

(i) @&ccess detection suusystems end prozedires 42 celals,
2ssc7¢ and coinunicate ény unauthorizec penztrztion attemcis by

persens cr materials et the ti
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rotecticr. ~vstem sﬁits inciude, but not necessarily
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strategic special nuclear met:ria) remcval attenpts sufficient to

asziss ‘éxcc*vap,cnd cerait e,.-.po'se that will grevent the remcval;

(i1) detection subsystems and procec.res to cetect, assiss and
craunicate any atiewpts at unauthorized remcval of strategic special
nuclear material sc that respense to the attempt can be such as to
przvent the renoval.
(2) Cenfirm the identity and quentity of strategic spacial
nuclear material presented for ramoval from & mzierial zccess area
anc detect attempts al unauthorized removal of wretegic special

from meterial access areas by c:izeft using the

- ..
l

cr
-y
O
=3
wn

rellowing subssstems and subfi

scradylies for authorizea remova

- s & . - -3 - ' el sl an < - . =
which specify the authorized preperties and cuartities of rate=~i:)
- LIPS — - & = e < . - - - F =% -

«C T remcvec, lae persors authorized to remove the materiil, and

ne authorizaed time schedule;

(13 removal conirels anc procedures to ‘centify an: -anfir=m

cafere porzitting remeoval; and

(ii1) corunicaticons sudDsystems anc orgcedures %c provide far
notificaticen of an altempted unzuthorizad or uncsafirmed sl g2
that ressonse Zan be such as to prevest the remcual.
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(f) Provide for au;hori:e: access and assure cdetecticn ef an
respurse to uravtherized penetraticns of the proiected area %o
sreve t theft of strategic special nuclear material and to protact
agairst radiolcgical sabotzge. To achieve this cgpabiiity the
physical protection system shall:

(1) QDetect attempts to gain unauthcrized access or introduce
unauthorized persens, vehicles, or materials into the protected arez -
by stealth or force using the following subsystens and subfuncticns:

(i) barriers to chznnel parscns, vehicles, ana materials tc

protected arec eniry cenirol points; and to delay ary unauthorized

peneirztion atlempts cr tine introducticn of unautharized vehicles or
a _*“;c)tun—ll;
materials,suf? :ent“tc asc-st,dkﬂat11on ard permit & response that

4117 prevent the penetraticn cr rrevent such penetration fram result-

ing in theft ¢7 strategic special nuzlear material cr raiislegica’

unautrorized access or penetration, or prevent such seneiraiion from

resuiting in theft of strategic special ruciear materizl v radice-




(ii1i) previde protection fc~ the ascessment znd r2sponse personre!
€0 that they can cvuplete their assigned duties.
(4) Provide communications networks to:

(i) provice rapid and accurate transmission of security i~forma-

prs
-de
o
ot |

ameng cn-site forces for rcutine security cperation, assessment

o
-
e

centingency, and response to a contingency; and

(ii)} provide rapid and accurate transnmission of detection and
assessrent information to off-gite assistance forces.

§ Zé;ié rixed Site Physical Prctection Systems, Subsystems, Elenente,
Components, and Procedures

(a) A licensee physical protection system establishad pursuant

Lo the gareral perfcrmance reguiremants of

v
1w
]
Lo ]
~~
m
o

and the perferaance capebility requirements of § 73.45 cf tnis nart

MAY . Ate - ks A
—— include, but Aot necessarily be limited to, the me:zs.res
specities in paragraphs (b) through (R) ef this sesction. The Ceamis~

sicn may reguire, depanding on individua! Tacility aad site cendi-
ALTermare o

ttcns,hfc“xticra. measures ceemzd necessary o0 meet the genara)

performance requirenents of § 73.20 of this part. The Cozmissice

also may autterize protzction measures other than these reguired by

this section if, in its opinion, the overall ievel of periormancs

meats the gensral perfcrmance rejuirements ¢f § 73.20 and Lhe pe-fora-
anca cap:dility requirements of § 72.45 of tnis part.

{b) CSfecurity Organizatica

(1) The Ticensee shall establish a security srganizziisn,
including guards. Criteris -and recuirenests for securisy perscnne

(1]
o
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¥, training, equipmen:, gqualificaticns, and recualifica~
5 eére st forth in Apcendix 8’ tp tnis part "General Criteria for

-

Sezirity Personnel” as propesec 2isewhere in ihi

w
N
v
w
f
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(2) The licensee shall have onsite at all time at least one
full time member of the security organization with autherity to
cirect the physical security activities of the security organiza-
tiea.

(3) The licensee shall have a management system tc provide for
the agevelopment, revision, implementation, and enforcemers of security

prezeduras. The system shall includa:

(i) writtan security procedures which tccurent the saructure
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uerc, armed response individual, or otser security organizaticn
merter unless the individual in accordance with his assigrad cuties

:ets the requirements of Appendix £ 2t proposed 21sewhere in this

Tezst evary twelve maaths
\\<\ (€) Cuz~Z and armed resgonse personnel arsament shall incluce
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(3) 1Isolsztion zones shal) be maintained in cutdser 2recas
ecjacert to the physical barrier a2t the parimeter of the s-octected
area anc shall be large encugh td permit obse..ation of the activities
of people on either side of that barrier in the event of its penetra-
tien. If parking facilities are provided for employees or vistors,
they shall be located cutside the isolation zone and extericr te the

(4) TIsolation zones and &1l exterior arezs within the protactad
ara2 shai} be provided with illumiration suificient for the menitoring

&nc observation requirements of paragraprs (€)(3), (e)(8), {h)(3)

exd (h)(3) of this section, but rot less than 0.2 footcardls mezsursd
&t ground level

whidh 1y uuﬁwJ...‘a procass an

(3) Strategic special nuclear raterial not ds-—procersachall be

vA- -
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chips, ¢ ms which rescit from a manufacsicing
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uranium=-233 content of less than 0.23 grams per Yiter, =2y be stored
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HArRMON & WEISS

1725 | STREET, N.W.

ST
il TELEPHONE

GAIL MEGREELIY HARMON
ELLYN B.WEISS WasniNGToN, D. C. 20006 (202) 833-9070

WILLIAM S JORDAN, 1

LEE L. 2i8M00 OF COUNSEL

DIANE CURPAN L. THOMAS GALLOWAY
e G FREEDOM OF INFORMATION

ACT REQUEST
FOTA-2;. Y4

! -
September 15, $;.5 'd P-20 -2

Joseph M. Fe.ton, Director
Division of Rules and Records
Office of Administration

U.S. Nuclear Regulatory Commission
Washington, D.C. 20555

SUBJECT: Freedom of Information Azt Request
Fear Sir:

Pursuant to the federal Freedom of Information Act,
the Natural Resources Defense Council requests the following:

1. Any documentation of inventory differences at
NFS-Erwin since August, 1979.

Q. All NRC inspection reports pertaining to NFS~Erwin
and analyses thereof since August, 1979.

3. All correspondence between NFS and NRC with regard
to NFS-Frwirn since August, 1979.

4. 211 ccrrespondence between DOE and NRC with regard
to NFS-Erwin cinze August, 1979.

. NRC or contractor comments on possible changes to
the Material Control and Accounting and Physical Security
rules, Advance Wdtice of Proposed Rulemaking, 46 F.R. 45144,
Sept. 10, 198l; Proposed Rule, 46 F.R. 46333, Sept. 18, 1981.

Please note that I am cleared by NRC to receive
classified material in connection with the Commission
proceeding regarding the NRS-Erwin facility, Docket No. 70-143.
as are the three other pereons at NRDC who will deal with it.
We also have an NRC-approved secure facility in which to
store the documents.



