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NOTE T0: Ralph Jones, Chief
Material Protection Standards Branch.

.; Office of Standards Development -

I
FROM: L. J. Evans, Jr., Chief

Requirements Analysis Branch'

Office of Nuclear Material Safety.

and Safeguards,

*

SUBJECT: PRELIMINARY RECOMMENDED UPGRADE RULE CHANGES AND CONSIDERATIONS
FOR INCLUSION IN STAFF PAPER TO COMMISSION

'
.

Enclosed for your use in preparation of the Commission Paper concerning
the resolution of the public comments regarding the Upgrade Rule, are
three attachments. The first attachment contains a preliminary list of
items that should be included in the revised Upgrade Rule and Statement
of Considerations (SOC). This paper proposeri general modifications to
the rule or S0C without specifying the specific wording for the changes.

,

The second attachment is a preliminary list of decision points, requiring
the development of a staff position prior to inclusion in the rule or S0C.

The third attachment is a marked copy of the Upgrade Rule. It includes'

revisions to the rule based on staff response considerations received
regarding the public comments. These revisions do not include the pro-
posed changes in attachment 1.-

:

The proposed changes for transportation will be forthcoming shortly.
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' '.L. J. , Evans, Jr., Chief
Requigeinents Analysis Branch
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(3) Any other physical ob:tructica ::nttr : ed in a n:nner a..d
..

O' m arials sci able f:r the p rpose fcr whicn the costrue:i:n is
*

1n....a.... . . .

.

a x x x x

; (h) " Vital area" traans arf aren .thich centains vital e:;uipment.

> x x a x

(k) "Isciation zona" means any area, clear of all Ob|*ects which.

.

could conceal er shield an ir.dividual, adjacer.t to a physic:1 carrier..

I

x x x x x
.

(p) Rt.diclcgical sabotact" teans any deliberste a:: dire::sd

against a pla.t cr transport in 'shich rn activity 'icentac' pers :.t
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r.uclear =ctarial; takes delivcry of' formula quar.ities of strate ic
..

special nuclear material free on board (f.o.b.) the peint at which

it is delivered to a carrier fer transcortction; or inparts or

ex;crts formula quantities of strategic special nuclear caterial
'

shall establish and caintain or cake arrangetants for a physical
,

; protsction system which will prevent. with h,igh_a.ssuran.ce theft of
_ .

e

:trategic special nuclear caterial and protect against radiological.

'

cabstage by the following:

(i) A determined violent external assault, attack by steal.h,
,

'

cr dece.o'tive actions, .by a scall grcup with the following attributes,
.

, cssistance ar.c ecuipnent: (i) Well-trained (including ?.ilitary

tra4 'ng and 3< ills) and dedicated individuals, (ii) ir.sida assist-

tace wnich ccy include a knculedgeable individual who attempts.::

participate in oath a passive role (e.g. , provide information) and

:.n active role (e.g., facili. ate entrance and exit, disabic alarms
-

c .,. ,: . _ .a n w- . . , c ,s , p a ,. 1 c 1..,m- . ...
-. - - .in viele.,.. . ..c.s, ( 1 m. . > :. a . . .,1 =.. . . . . . ., . .c c..m y ...:

weacans, up to and including hand-held aut:ma.ic weapont. squip;:.J

wita r.iltncers and having effec .ive Ic$g rar.ge accuracy, (iv) bar:.-

carried equipmant, including ircapacit :ing cgents and explcsivt:.

for use as tocis of entry or ot:erwisa des .roying the plunt er !
e

tra .s:crt integrity, and (v) the ability t:, cpera:e as t..c cr acre
.

..
; . C | .,..

,

4

(2) An insider, including an empicyce (in cny pcsitica), and,

I -

... . . .. .
.

CC..spiracy oi 1r.Sicers cr e2p,icyeCs #n r...y pciitiCO)( 0, ) n
.
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cr 50 days after the plan (s) submitted pursuar.t to paragra;n (c)(1)

of tnis sec,tien is approved,'.:hichever is latar, ' plcme.- th-3

appecved plan;
.

(3) witnin 270 days after the effective date of these amer.tments

sub-it a revised fixed site safeguards physical protection plan and,,

.. . . .
. .17 appropriate, a revised sar.eguarys transportation protecticn p.lan.

cascribing how the licensee will comply with the requirements of
.

carcara.ch /a)(2) of this section. and. . s
.

(4) within 540 d,ays after the effective date of these a..enczents
.
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'i) Prctected areas or tc:;crary cxclusi: arcas to isolate
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access to the transports or shipmen ;
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(ii) Acce'ss catection subsystems and procedures to detect,

Essess arc cc aunicate ar.v unautnerized access cr c.enetration of a.

.e porary exclusion area, cr rich atcern .s by-pe: rens, . .nic+es7r
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iiii) surveillance subsysttes and prccedures ;c detect, assess,,

and Oc.T;Unicate any uneuthorized presence of persons or tatErials

anc any unauthorized attempt '.o penetrate the transcert so tna; the

.

response can prevent the unautncri:cd penetration.

(-) Prevent unauthcrized remova! of strategic special nuclear

.! .T.aterial from transports by da: sit using the follcwing subsystens

.
'

and suofunctions:

(i) at:ncrization controls and procedures to provide current
,

schedules fcr authcrized removal of strttegic s--ecial nuclear catariale
. (

which specify the persons rut - .' zed to smove anc receive ths,
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(ii) detection subsystems and procedures to detect, assess and
..

ccc:enicate any attempts at unauthorized removal of strategic special

nuclear aaterial so that respcnse to the attempt can be such as to

prevent the renoval.
.

(d) Response: Each safeguards prcgram shall provide a response
4

'

. capacility to assure that the two performance capabilities described
t.

in paragraphs (b) and (c) of this'section are achieved. To perform -

this capability, the licensee shall:

(1) Establish a security organization to:,

; % m G ~J JA
: % +=~+ ,v(i) provide trai,ned and qualified personnel to carry cut
.

i

assigned duties and responsibilities, and
I (ii) provide armed escorts to respcnd to and ccordinate trar.spert
,

and escort activities fer routine security cpera icas anc safe;ur ;s

cor. ingencies.

(2) Establish a predetermined plan to respcnd to sa'eguard:
"

,

cerc.ingency events.

(3) prcvide cc nunication networks to:

(i) er.acle the esccrt cc.mande/ to communica e en routine and

nco-rcutine situations to a~ccvement controi center for assessman;

of the status ar.d position of a shipment;

(ii) enable the covement centrol center to cen unicate to t.".a

escort c;Tnander to assist in carrying cut cc; ions as identifiec in

the safeguards'ccatingcncy plan;
,

(iii) enable the escert ccamander to cctmunicate with escort'
, .

venicles ic- impla:er.:ation of 'ie safe; carts centin'gency plan; anc,

.-
-s

, -- w- - . -e w.

.

-
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.

. .
,

!.. .
.

. .

(iv) enable both the escort ccamar.cer and acvement centrol-..

center tc notify law enforcement authorities cf naed'for assistance
'

j as specified in the safeguards contingency piai;.

(4) Provide equipment for the escort forces to provide for a; . ,

i !I *

' '
i respcase which is sufficiently rapid anc effective so as to achieve.

I

j the predetermined objective'of the response. -

- -

: _

,

i
! 5 75.26 Trans~portation Physical Protection Systems, Subsystems,

t .

'
! Elements, Cceponents, and Procedures

i i
8

| ! (a) A transportation physical protection system established
; 1 -
'

i pursuant to the general performance requirements of 5 73.20(a)(1)
. -

| and (a)(2) and performance capability requirements of s 73.25 cf.
,

*

this part . g include,.but nct necessarily be limited tc, theAn8-1

; '

.m.. g
i ;

! measures specified in paragraphs (b) through (k) of this section.
a *

The Ccmmission may require, depending on the individ al trar.sporta-
4 LN o.47 F. od. *

tica conditions or circumstances,4 additional measures deer.ec 'neccssary,

tc mtct the general performance requirements of s 73.20 cf this

i part. Tne Commissicn also may author.izi protec icn maastr;s ethcr
I

taan ncse required by this sectica if in.its opinion the everall- '

t

; leve' of performance meets the general performance requircments of
'

G 72.20 ar.c the performance capsbility requirements of s 72.25 of
I

' hic cart.'

.
; (b) Planning and Scheduling. .
,

..

(1) Shipments shall be scheduled te avoid regular patterr.s and
<
'

preplanned to avcid areas of natural cisaster er :ivil discrcers,
.

'

sucn as strikes or riots. 50ch shipmsr.;s shall te planacc in order

.

27
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s 73.45 Perf:rmance Capabilities f:r F xed Site Physic: Protect oni-s,
,

Systems

'. :) To ccet the general perfer:cr.ce require:cnts cf s 73.20 a
..

fixea aite physical rotecticr. -" stem shal.1 includs, but not necessarily
. ,_, , . .s u

' :e 'imited tu, the perioreance capabilit es described in para-i

#
.

; gr:pos (;) trrcugh (g) of this section unless ctherwise authori:ed
,

i
. s 0 r. ., ,.. _.. : .e s :e o n ..e,y. .4

I

(b) Prevent unauthorized' access cf persens and materials into

: . Tat: rial access areas cr.d vital areas. To achieve this capabilityt

,

j Ine pr.ysical pectectic. system shall:
,
.

g (1) Detec attempts to gtin unauthcrized cc:ess er introduca
.
.

u.,. ....o :4 e, ...., iu,l a ross .. er;.u-,.,
-

i z
- . . .. ..---e -- v.... c..e. ..n . ,2a m u . a. .c o.

....... . . . . . . . .. u . v .

.

!

by. stealth or force usin9 the followinc sucs.ysts:s and su~functicns:.
. c

(i) barriers to channel persons and caterial to cattrial

c: cess cr.d vit:1 area entry cor:rol points and t' del;y cry una:..tr.or-
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st ategic special r.uclear cet: rial reccval attecpts sufficient to,,

.d' Aes. z # -'

assi:: detectiow and permit a,rerpor.se that will prevent the rs7.cval;
.

anu

(ii) detection subsystems and procedures to detect, assess and,

j ccr.aunicate any attampts at unauthorized rencval cf strategic special
,

I nuclear material so that respcase to the attempt can be such as to
i

4

: prt<ent the removal.
!.

! (2) Confirm the identity and quantity of strategic special
f
.

nuclear material presented for rencval frc a material access area.

.s

anc detect atte.mpts at unauthorized re oval of strateoic special
-

'

i nuclear material from :Eterial access areas b.v diccit usine. the
'

fcllowing subsystems and subic :tions:i
i

(i) authorization ccatrols and precedures te provica current
i scredules for autnorizea removal of strategic s,cccial nuclear :starial

v.hich sp;cify the authcrized prcperties and cuar.;itias c' tatcria!

;c Lc re cved, the persons authorized to rcmove the materi-i, ar.J

:ne authorized time scnedule;
..

i
; (ii) re cvai centrols anc precedures to icentify ar.d :enfir:.

.{ tne prcperties and quantities of caterial being ra cved anc .t-ify

the ider. ity of the persons making the re:cyal and time cf remeval

! cr.d assess th2se agair.st the current aetherized rencval scredule
-

', b e r.tre crr.ittinc. rencval; and
. .

.

.

(iii)' cc.:,unicaticns subsystems and procedures tc prc.ide for.

'

noti'ication :f an attempted unauthcritec cr unc:afirmed : .: .01 se

that response can be such as to prevent :ne renc.al..

:
1

.=
41
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a - (f) Provide for authorized access and assure detectica of and
,, .

respanse to unauthorized penetrations of the protected area to
.

, prever.t theft of strategic spe:ial nuclear material and to protect

agairst radiological sabotage. To achieve this' capability the

physical p,rotection system shall:.

,

.

(1) Detect attempts to gain unauthorized access or introduce
.,,

a>

; unauth:rized persons, vehicles, or materials into the protected area -

.

by stealth or force using the fc11owing subsysteas and subfuncticns:
I

j (i) barriers to channel perscns, vehicles, and materials te3

t

|
protected area entry control po'ints; and to delay cr.y unauthorized-*

j [ penetration attempts cr the i.ntroductica c'f unauthorized vehicles er.

i ! A w ,+ mo s - 5
i caterials sufficient te assist detection ar.d permit a respcase that'

a a,

j ! #

: -j will prevent the penetration er prevent such penetration fr:m result-
t : -

; ing in theft cf strategic special nuclear'caterial or radic1cgical
.

sahctage; and

(ii) access-detectica subsystems and prece:ures te ctie: ,.
.

.

.j , essess and cczmunicate any unauthorized access er penetraticns er

J7. . seen attsspts by perscns, vehicles, c~r catcrials at the tin: of the
. . ..'

7-

. act cr the attempt so that respense can be such as to prevent.-he

unautnorized access or penetratien, or prevent such penctrction fr a
.

| resulting~ in theft of strategic special nuclear naterial cr radic
,

*

1 i

logical sabotage.i :
.

t
*

(2) Detect attempts, to gain unautherincd access or intrccuca

una_thorize: persons, vehicles, or caterials into the preti::ec a sa
.

by deceit using the following subsystems and sttfer.cticns:.

.

.

W e w w= a , e ,
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(iii) provide protection fe; the assessment and respense perscr.nel-

so that they can cceplete their assigned duties.

(4) Provide cc municatior.s networks to:

(i) provide rapid and accurate transmission of security informa-

tion among en-site forces for rcutine security cperation, assessmant,

!

T cf a centingency, and response to a contingency; and
,

f

' (ii) provide rapid and accurate transnission of detection and

assessment infcrmation to off-site assistance forces.
i.
.

S 73.46 Fixed Site Physical Prctection Systems, Subsystcms, Elements,*
.

!, Components, and P.rocedures

! (a) A licensee physical protection systcm established pursuant
4

{ to the ;cr.eral performance recuiramcats of s 73.20(a)(1) and (a)(2)
I

and the perfer..unce capability requirements of s 73.45 cf tr.is part
ruy a n.e.
e+J include, but not necessarily be limited to, the mess;res3

spccified in paragraphs (b) through (h) cf this section. The Ccamis-

sicn ney requ:re,' depending en individual facility and site ccr.di-
twra .,<. . a.

ticas,hadditional measures deemed neces-sary to meet the cer.eral-

parformance recuirements of s 73.20 of this part. The C: missien

also may autterize protection ceasures other than these reqaireJ ty

this section if, in its cpinica, the overall level of performar.ce

meet: the general performance requirements cf $ 73.20 and tne pe-form-

anca cap 1Dil|tmy requirements of s /s.,9es ci tais part.s ~ a wn *

(b) Security Organizatica
.

(1) The licenset shall establish a sec;rity ceganizati n,

includinc guards. Criteria and requirements f:r security persc- el

,

. mj
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-

suitsoility, training, equipment, qualifications, and requalifica ,,,

ticas are s&t forth in Appendix B tp-tais part " General Criteria for

Se:urity Personnel" as preposed elsewhere in this issue.

,
The' licensee shall have onsite at all tice at least one(2)

,

j full time .cember of the security organization with authority to
s

| d,irect the physical security activities of the security organira-
;
-

i tien. -

i

j (3) The,iicensee shall have a management system.tc provide for

1 the develop:cnt, revision, implementation, and enforcement of security
i
'

; prc:edures. The syste.m shall include:
i.

| (i) written security procedures which dccu.ent the structure
i

cf the securit.v orc.anizaticn and which detai. ;he duties of guards,'

,

waterce, and other individuals responsible for security;
,

(ii) provision for written approval of such procedures and any

revisions thereto by the ir.div' dual with overall respcasibility for
s.t.+. 4 y

the steurity function and by L'---ear- --t canagentr.t;'

(iii) prevision for a review at least every 12 conths of the
4,

-

-

security systen by individuals indepencent of b :n security progra

aanagement and perscnnel who have direct respcasibility fer imple:enta-
. . . au emuAT'M'

| ticr ci the security program. Thereviewshallincludee--+sirsa.9.D,,ds4

n o. m e,v .,( c o.-, , % % . w .n . A J w.m i.ut a - . u.

atait c security procedures and practic:s'.gan aucit of :ne ;; .us'te yw
. 2 uw.

g _- :;=. -

# -- *{ 2 Paw '** t.
9.g

. J %5 dy"$r%'2 Ad Evasante.a
.

5."---: testln; and caintenance ,1- e- , :.-- . . ' . ".. . ._'.u___. :- -. ...

- _ d h fp.u [ sa t ,,.. +7 s y g 7% ,
'

en u t e s c$, W "Tc W 'tb. ,MS

s.3G ; .. c i v..a . ;P :-~', - '- '-''''#-'.-~-
~

'.. '. ' , .'
- . .,.....=.. .,_ - - - - - - - .s. . ,

&v Aku AThenJ)g 4_ ,, -, + _ .. .- 3-*
. . 7p. x. g] A g .?e t ...;.t . , . p .r , . ,. J . .s.1. s. . .,... g.

. . . .
.r_ _ ... .- . . . ..

.. .3
conte er e.4 es0

With rec;rcenca:icns f0r iCpro'.*erents sha'l be d Cur.ents:' rep; rte:
,
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+a s+ %s es'

to the licensce's :L p.'. c u..c plant management, and kr-- ="n41*51e..

hhost leatj c3 46 c.# ra.ra40 WfWehro 4kai cl es **ev 44*** Wy == DAf
at ;. ' . . . . . fr in:p:cti;n fcc ; ;: 'ad n' '# , _ rt.ar5

r ., Aou (*dri.S Sy es.ey Kyt AVaiI AA A T* T HC.-Rt :. Pee l.+ t 4 48 a c.

c e ,,t%) eersw. y-ine licensee shall.on:t percit an ir.dividual to act as a
cp ri -eau

* ,

P8*#r s*

guard, arced respcnse individual, or otner security organiaaticn,

i

cenber unless the individual in accordence with his assigrad dutiesr
.s

-| neets the requirements of Appendix B as proposed elsewhere in this
!

-| issue.
,

I / (5) Guards and armed response p'ersennel shall pass a physical
'

; >

4

examinaticn, receive training and requalify with assigned weaper.; at'

least every t,.cive months.
.

. ,
', (6) Gua-d and armed response personnel ar. ament stall include

j
! hand;'_ns, shctgens, and semi-autcoatic rifles cor.sistent with site

! specific conditions.

| (g) Physical Barrier Subsystems

(1) Vital cquipment shall be located caly within a vital areai

f and strategic special nuclear caterial shall ba s:cred c? prccesst.d
?

| cnlj ir. a caterial access area. Both y. ital areas and : erial
-

6

access areas shall be located within a prctected area s: that accass

to vital ecuipment and to strategic special nuclear tattrial recuires
.
.

| - -
, .

passace throuch at least two physical barriers. .4cre than ene vital*

1 ,
' I crez or catericl access area may be lecc:ad within a single protectcc
!

arca.

| (2) The physical barriers at the perimeter of thc p :tectac
,

arei shall be separated frc3 any cther barrier cCsig a:I- cs a

physical b2rrier fCr a Vital area or material Ecc ss aret witn*7 tn;'

?rctact0d area.

52
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(3) -Isolation zones shall be maintained in cutdoor Orcas
..

adjacer.t to the physical barrier at the perimeter of the p-otected

arca and shall be large enough to permit obse..ation of the activities
<

. f people on either side of that barrier in the event of its penetra-
'

o

' tien. If. parking facilities are provided for employees or vistors_,;
4

; they shall be. located outside the isolation zone and exterior to the
.i

! protected area. -

n

*

(4) Isolation zones and all exterior areas within the protected
!

: area shall be provided with illumination sufficient for the monitorir.g
.
.

| and observation requir.ecents of paragrapns (c)(3), (e)(8), (h)(4)
.

| and (h)(5) of this section, but r.ot less than 0.2 footcandle ceasured.

.

at grounc. . level.

Strategic special nuclear catcrial not te-p. .. 4. g Pe*<-45 'g
. wk. k .g v oou.

, ,
(5) s :_3shall be

stored in a vault.cr .2 It 0;_ .......

svary: ;,c. s pe<..a t<v%M ~4~.)
_

(6) Er h.J'cr;c.i_+e scrap in the form of small pieces, cuttings,-
~

chips, cc'.uticas or in other ferms which rescit from a canufacc ring.

precess, cor.tsir.ed in 30 gallor. cr larg'er centainers with a

j : uranium-235 content of less than 0.2,5 grams per liter, may be stcred
-

:

within a icckcd and separately fenced ar6a withir. a larger protected
.

area crevidec that the storaga area fence is nc. closer than 25 feet
.

- i

! to the perimeter of the protected area. The stcrage area when
'

unoccupied shall be protected by a guarc or watchman who snali,

'

patrol at intarvals not exceecir.g 4 hcurs, or cy intrusicr. aiar r.
:

(d) Access Contrcl Subsystems and .Oroced;res,

.

(1) A numbered picture badge identification sQbsystem snali be

used for all individuals who are authorized access to prctectec

1 .

4 .

I

e

e b
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.e

areas without esccrt. An individual not empicyed by thc licensce,, .

but vinc requires frequent and extended access to pro ected, acterial

acc?sc, and vital areas may be authorized access to such areas
uk.c.~

itrcut escort provided that he receives a picture badge upc k inosuuso
.

:ncrcn:c-
;-m ,. m en- -_a o, ..M<+-..- - n-

l
__ n_ _ n_ . u. . ,. - e_ <> , . _ - v_ ., <. s. - . . . . . . ..,

,

_ , .

.i .r;txt:d :ra =d *i:5 i-dic nc: (i) Ncn-employee no escort required;I

: Nod E-
BAS @" NIk |$4

| (ii) arets to whica accass is authorized, W (* * /).y=c M '*"-M
,.a , .J +- N t.m a. .t A - .wl is r= % A s n ,.r Sr.~-- A I*''L "/".

!
.g .----- -- t--- -.."~4 M. --Sadces shall be displ aved by all

{ S< A ev.*o a. n eno. * y so u t-es os ys .'> ~

j indiv' duals v;hile inside the protected areas.
i
i
! (2) Acc:ss to vi.tal areas and material access areas shall be
k

-

li.TJ.ted to individuals who are authorized access to vitti ecuip e..t

Enc strategic special nuclear caterial and who require sech eccss!
.

; to .perfcra their duties. No activities other thcn those '.dich.

,

require cccess to strateg;.c special nuc.acar cateria,. cr ca.ipmer.:
. .

,

.
.

| used in the processing, use, or storage of stratstic spe:'s; nuc:uar
i

.j material, shall be permitted wi*.hin a caterial r.ccess aret. /.utr. riza-
t

{ tics for sucn individuais shall be ir.dicated by the issur. :e cf.

I
-

*

I soeciall.y cadac numbered badges indicatica vitd areas a..c :.1staria'.. . 3
1

| access arcas :s which access is authcrized.

(2) The licensee shall establish and follow prececurut. tha-

wiii identify to access control personnel those vehicles x - : .l.
"

,

'
pc.<u.w ~.<v.45 A r a. w._r 4 ~ .s.ve4, .

!
_

; chat ? re au:h:rized er.try to protected, materic! sccess, and vi- 'g
,

.

,

ca

3. .e
egl *I EI ...I,

. . . . . . = . ._.....-.._=._e s .. , -

e L g .g .*. 4-.- -
= md.3p W.. .p% me e g3 . en eog

.
,

(. . . + .. .c
.

__

.

t

I
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N! The licensee hhall.centrol all peints of personrol and(4). .

vehi:le at ess inte a protected area. Identific:ti:n anc sear:P cf-
by a phyvul se o n. ' hy m e4 vir-+ " n La- A

s11 - dividuals !uA-O rmarms3 e.xglosivesi ano incendiary.dtvic adJ,.
w A. . . .

" shall b'5 made anc authorization shall be checked at such p:ints. $7("'.
,

ERDAcouriersengagedinthetransportofSNMncednotdescarched...
t
t

Lictnsee empicyees I. /ing an NRC or ERDA clearance may be searched
; . -

en a randc= basis. The individual responsible fer the las access.

1,

i cen:r:1 fun:tica (controlling admission.to the protected area) sa:ll e

be isolated within a structure, with bullet-resistant walls, cocrs, $
.

cei'.ing, flocr, and wi,ndows.
.

(5) At the point of perscnnel and sehicle access 'r.tc a protected

area, all hand-carried packages shall be searched for fi rearms ,

t/ explcsives, and incendiary devi::s. . L..
.

(5) Alhpacktgesandmaterialfordeliveryintotr.. protected -

,

' arc _ shall be checked for preper identification and authcrizati:n
- ,

; and searched f:r firearms, expicsives, and ircer. diary devices price

:: acrittance into the protec Ed area,.axcept thosc C :r's:icn

; epproved delivsry and inspection activities specificall; cesigr.ated

'. cy tne li:ensae to be carried ott within materia' access, vital, or,

,

! pre ected areas for ceasons of safety, se:urity er Operational,

, i, -
'

!
; necassity.
i

.' (7) All vehicles, except E.10A vehicles enga;2d in :.ansper;ing
i :

ShN and cterg:ncy vehicles under ecercency conditi:ns, srt'l be'
,

i

s6 5.ec for firearms, explcsi.'es, and incenditry davi:s: prier ::
i

(
.

entry into the protected area. '/ehicle areas to La sear: red 5P:11

incitde the c:h, ergine c:mpar:asnt, uncercarri ;c, and car; cc:2.
|

|
|

| c-
[ w)

.
%

I

[.
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pur;cse of visit and empicyment affiliation, citizenship, anc name,,

of tre ir.dividual to be visite:.

(11) Ali keys, lock:, cc:Mnations and related equip:ent used
"

to control access to protected, material access, and vital areas-

'

shall be controlled to reduce ti e probability of ccmpromise. Wnenever

there is evidence that a key, icck, combination, or related equipment
,n-
'"

g may have been compromised it snall be changed. Upon terminaticn of -

' e
; empleg ent of any employee, keys, locks, combinations, and related .,Y

'3
.

I ecuipment to which that employee had access, shall be changed.,

1
(e) Detection aqd Alarm Subsystems

,

(1) The licensee shall provide an intrusica alarm subsystem-

J
sucn that penetraticn or attempted penetration of the protected area

cr.an isolatica zone adjacent to the protectad area barrier will be'

c f ;hich. we a ow-a% <u r-~ sa, G~a -. ww w
; detected at t'.: t' : ; :-t n tier :r it . t : 0 ; - .n t : M ' : ~-
i +M. mm. 4- y - .< pi s 4, . s cw E , .+,4+ 4.
| (2) All emergency exits in each protected, materici access,
-

l an:. vitt1 area shall Le lockec(y,r :paa.6 L.,bu. .g +L. is Ma,
i

a. r : -t''n :n:Valar:c:. toi wngi

I previce local visible and audible alarm annunciaticn.
|

'

..

(3) All unoccupied vital creas and materia' access crcas shall'

be 1ccked and protected by an intrusien alarm subsystem M :n will.

alarm upon the entry of a person anywhere into the area epon exits

from the area, and upon movemer.t of an individual within t:.e area,
I

except that for prccess material access areas only the loca:ic, cf

i tha strategic specit.1 nuclear iaterial within tne area is requir d
I

i to be so alarmed.
.

! -

1
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September 15, 2 O - P 2_-

, ,

.

Joseph M. Felton, Director
Division.of Rules and Recordsj
Office of Administration
U.S. Nucle ~ar Regulatory Commission
Washington, D.C. 20555

SUBJECT: Freedom of Information Act Request
t

Pear Sir:
{ '

/ Pursuant to the federal Freedom of Information Act,
} the Natural Resources Defense Council requests the following:

J
'

? l. Any documentation of inventory differences at
NFS-Erwin since August', 1979.

2. All NRC inspection reports pertaining to NFS-Erwin
and' analyses thereof since August, 1979.

3 .' N11~ correspondence between NFS and NRC with regard
to NFS-Erwin since August, 1979.

4. All'cdrrespondence between DOE and NRC with regard
to NFS-Erwin eince-August, 1979.
,

5. NRC or, contractor comments on possible changes to
the Material' Control and Accounting and Physical Security

. rules, Advance. Notice of Proposed Rulemaking, 46 F.R. 45144,
<# Sept. 10, 19817 Proposed Rule, 46 F.R. 46333, Sept. 18, 1981.

'

,,

Please note that I am cleared by NRC to receive,

classified material in connection with the Commission
proceeding regarding the 1RS-Erwin facility, Docket No. 70-143.1
as are the three other persons at NRDC who will deal with it.
We also have an NRC-approvdd secure facility in which to
store the documents. -
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