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MEMORANDUM FOR: Safeguards Working Group

FROM: L. J. Evans, Jr., Chief
Requirements Analysis Branch

SUBJECT. SAFEGUARDS UPGRADE RULE STRUCTURE AND FIRST
PERFORMANCE CAPABILITY NARRATIVE DRAFTS FOR
COMMENT

The first draft products to be circulated for comment to the Safe-
guards Working Greup, as indicated in my January 24 memo, are ihe
attached draft © - f:guards Upgrade Rule structure and draft .arra-
tive of the first performance capability, integrated with illus-

3 trative safeguard system specifications from Part 73.

The attached Safeguard Upgrade Rule structure was drafted by
Standards Development. It lays out a structure that identifies

(1) the material covered; (2) general performance requirements (the
design basis events) for licensees who possess such material;

(3) performance capabilities and criteria; and (4) specific safe-
guerd system requirements (which wou d include procedures, mechanisms,
and personnel requirements). Alter.ative structures for the perfor-
mance capabilities and system requirements sections which are being
considered include: (a) a completely integrated regulation, where
the specific safeguard systems would be completely integrated with
the performance capabilities; and (b) a regulation with specific
systems separated from performance capabilities, but referenced to
the performance sections by introductory notes.

The January 24, 1977, draft narrative of a performance capability was
drafted by Andy Poltorak. It is limited to the part of the first
basic capability relating to personnel access control. The sections
of Part 73 that directly pertain to each subsystem are indicated
directly under that section. This format is an example of alternative
(a) above.
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(' Safeguards Yorking Group 2 January 26, 1977
Your comments regarding any <pecific issues relating to either of
the attached documents or the general structure options outlined
above would be appreciated. In addition, your suggestions on terms
which should be included in a definition section would be appreciatei.
“odid As stated in the earlier memo, comments on the drafts and issues dis-

cussed above, would be appreciated within three working days (February
1) because of the very restrictive schedule required to get a draft
regulation to the Commission by March 30.

Thank you for your assistance.

: SR 2

L. J. Evans, Jr., Chief
Requirements Analysis Branch

Enciosure: 2, as stated
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Addresees - Memorandum dated 1/26/77

_ Safeguards Upgrade Rule Working Group
vt RJones (SD)
) TMichaels (SD)

RFonner (ELD)
MSmith (SG)
DKasun (SG)

et CSouth (SG)

cavand BHatter (SG)

APoltorak (SG)

JMiller (NRR)

OChambers (I1E)

Information List
KChapman (NMSS)
RPage (SG)
BErickson (SG)
JPowers (SG)
TThayer (SG)
RBrightsen (SG)
EPerchonok (SG)
FArsenault (Res)
METTiott (NRR)
NHaller (IE)
TSherr (SG)

C EMcAlpine (SG)
FCrane (SG)
BNulsen (SG)
DSutton (SG)
DKunihiro (SG)
JPrell (SD)
RRamirez (SD)
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SAFEGUARDS UPGRADE RULE STRUCTURE o

$ 73.50 Requirements for Physical Protection of Licensed Activties

(' and Special Nuclear Material

In addition to any reguirements of this part, esch Ticensee who
is-authorized -to operaie-a-fuel -reprocessing plant—pursuant—te Part-50-
-of-this—chapter-or-who possesses or uses uranium-235 (contained in
uranium enriched to 20 percent or more in thc U-235 isotope), uranium-233,
or plutonium alone or in any combination in a quantity of 5,000 grams
or more computed by the formula, grams = (arans conta ined U-235) + 2.5 (grams
U-233 + grams plutonium), including licensees vho are authorized to
operate a nuclear reactor pursuant to Part 50 of this chaptea"\::ho
possess or store such material shall comply with the following require-
ments. The requirements of this section do not apply to such reactor
licensees who possess such material only when it is located in the core

(\ of a nuclear reactor and/or whe possess or store such material only
when it is contained in irradiated fuel elements removed from the
reactor core.

(a) General Performance Recuirements.

(1) The licensee shall use the following design basis events to
establish and maintain an onsite physical protection system and
security organization which will provide protection with high
assurance against successful theft of special nuclear material or
industrial sabotane by both of the following:

(1) A determined violent external assault, or attack by
stealth of wp=te==  persons with the following attributes,

assistance and equipment: (A) Well-trained (including military

-

o iliny -
Enclosure

. 3

= —
¥ i AL
P R A i e B AT i -



(b)
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training and skills) and dedciated individuals, (B) Inside
assistance af knowledgeahle individualswho ray attempt to
participate in both a passive role (e.g., provide information)
and an active role (e.g., facilitate entrance and exit, disable
alarms and communications, participate in violent attack),
(C) Suitable weapons, up to and including hand-held automatic
weapons;);;a4pped—w$%h—e++eneers—ond having effective long range
accuracy, (D) Hand-carried equipment, including explosives for use
as tools of entry or otherwise destroying the facility security
system integrity, and

(ii) An internal threat of Fretoeror employee £
(in any position)

Perfornmcne Capabilities and Criteria

In meeting the gencral performance requirements of paragraph (a)
of this secticen, the onsite physical protection system and security

organization shall include but not necessarily be limited to

basic capabilities that will assure: f] . t
a,v-c*-/VQ.t

(1) Admission of only authorized personnel, awd materials into

/

: 1% L
material access and vital arcas, juetudings V1 --Qatailss | g
ALl Abttane, | e COari %LM;WQ— .

(i) Carriers desiyned to assure prevention or delay of

penotratlon until nppxupr1atc sresponse can be made,
(T Lo~ s
(i1) s to assure that only uutherized vehicles,

personnel, and materials are permitted access to prctected areas,

material access arcas, and vital areas; and
(iii) Measures to assure detection of penetration or attempted

penetration of protected areas, material access areas or
¥k
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response;
~
(2) Iﬁme%y~de¢ee&+on—ené‘§%fective response to,
~onartrens—of access to special nuclear material o

.....

vital arcas in sufficient time to permit appropriate

at CLTJIt e
1o

? unauthorized

to, unauthorized

activities within material access areas or vital areas including

(i) Measures to assure that special nuclear material

is used, processed., and handled only by authorized personnel

in an authorized manner;

(ii) Measures to assure that only those personnel whose

immediate job function requires access to material access

areas or vital areas can gain such access; and

(iii)

or presence_in a protected area, material access area or

vital area in sufficient time to permit an appropriate

response;

(3) Removal of only authorized and confirmed raterials from

/\ lbf
d;f}kr1a1 §§ce§s areas including:
’ ~

N

(i alo¥4a. access areas within barriers designed to

.

- * » :
‘assure against unauthorized removal of material and to

assure control of ingress to and egress from such areas;

(i)

authorized, controlled routes, at auchorize

Measures to assure that special nuclear material is
not removable or removed from authorized arcas except by

Ltimes, in

authorized quantities, and by authorized personnel;

(iii)

Measures to assure that special nuclear material is

used, processed, handled, and stored only in authorized

[ —
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areas for authorized purposes;
(4) Timely detection and effective response to breaches in
the containment of special nuclear material including:
(i) Measures to assure the detection of unauthorized routes

*-,\PP?) ———
B which special nuclear material could be removed from

Ré’j;kL(" : authorized locations in sufficient time to assure that
e e -7 such routes are not used for unauthorized removals;
’ ‘v LI‘) . i
\rTS’ s (ii) Measures to assure the detection of unauthorized
; -
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removal or attempted unauthorized removal of special nuclear
material from authorized locations in sufficient time to
permit a response that will prevent removal of the special
ruclear material from the protected area; and
(iii) Measures to assure that emergency conditions cannot
be used to compromise material containment systems te effect
theft of the material; 2nd
(5) Timely deteclion ase—etdoaiipompammesment (,{ intruders
penetrating the protected arca Ssedudines
(1)

penetrayror-unti b-appropr

(11)-- Measures-te- assure.detection-
attempted-penetration—of- the=prot
time to permit a response that will permit effeetive engagement
"
of the intruders;
(iii) A security organization composed of personnel trained
M N /

and qualifie%‘}o ;ﬁoviiﬁ mmediate and effective response to
penetrations of the protected area; . = e
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(;:;//gpcﬁTEFned resfonse measures’T“ assure ef?@ctive'
response to ‘ area,_aﬁE’,

{v) Communlcat*ons measures dcs1gned to provxde 2
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summoning of aid, if necess;;y; in uesponse to a threat

and for coordination of act1ons of respon force ,i

counteract1ng a th(g&t/

(c) Quality Assurance.

(d)

The applicant or licensee shall demonstrate the establishment
and maintenance of a quality assurance program for special
nuclear material safeguards systems to assure control over

the activities affecting the effectiveness, reliability, and
availability of such systems including demonstration that the
quality assurance program will be maintained throughout the
plant 1ife to assure that any defective safeguards systems,
subsystems, or components are promptly detected and corrected.
The criteria for quality assurance programs set forth in
Appendix B of Part 50 of this chapter, "Quality Assurance
Criteria for Nuclear Power Plants and Fuel Reprocessing Plants,”
provides guidance regarding the essential elements of a quality

assurance progranm.

Redundancy and Diversity.

Safeqguards systems shall be designed against common mode and
single failures of subsystems or components that would render
the system inoperable or ineffective. Subsystem or component

diversity provides protection against common mode failure. For
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(e)

example, an adversary cannot cut off communication with local

law enforcement authority by eliminating the telcphone service
from the plant if there is also radio service. Subsystem or
component redundancy provides protection against single failure.
For example, an adversary cannot defeat an alarm system by
cutting off the power if therc is an emergency or back up power
source for safeguards equipment.

Specific Requirements

In meeting the general performance requirements of paragraph (a)

of this section, and in assuring the basic capabilities of
paragraph (b) of this section, the onsite physical protection
system and security organization shall include but not necessarily
be limited to capabilities to meet the specific requirements

of paragraph (f) through (?) of this section. The Commission

may authorize an applicant or licensce to provide mecasures for
protection against theft of special nuclear material and industrial
sabotage other than thoce required by this section if the applicant
or licensee demonstrates that the overall level of system per-
formance provides protection ecquivalent to that which would be
provided by paragraphs (f) thru (?).
[Thru (?) would include the specific rcouirements now in §73.50

and 873.60.]
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FIRST PERFORMANCE CAFACILITY NARRATIVE

Access Control subsystems shall provide the capabilities to

et
detect and respond to unauthorized attempts to gain access or introduce

unauthorized material into MAAs and VAs. The licensee must provide
safequard systems that are able to detect unauthorized attempts to

gain access or attempts to introduce unauthorized material in sufficient
time to permit an effective response, and must be able to provide re-
sponse in an effective and acceptable manner to prevent unauthorized
personnel entry or introduction of material.

(Note: the following relates to the personnel access controlsonly,
/ material access controlswill follow later.)

The following safeguard subsystems are necessary to assure the
above detection capability. To support this capability, the subsystems
T must perform the functions identified below. (See Section __ for
details of the response.)
A. To detect attempts to gain access by deceit, the following
subsystems are needed:

(1) Authorization Controls: The licensee shall provide
authorization controls that will (a) establish accurate
and updated entry lists, based on routine operational
requirements and non-routine/emergency requirements;

and (b) establish updated entry requirements based

kit o Lk o
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on the immediate facility situation.
(4) Acress Lo vitl areas and material
arrpss oreas shall be limited to indi-
viduals v ho are autliorized access t vital
cauipinent or special nuciear material
Beasn and who require such ncecess to perform
their dulles Tire '
s PR
e, W
m treir dutles. 1 b6 §
(2) Entry Controls: The licensee shall provide entry con-
trols to confirm the identity of persons presenting
(; themselves for access, to &csess the identity against
the authorization and requirements lists, and to appro-
priately interface with reaction forces.
g 2
ey Aveess reguirerients. The hicensce
shall control all gty of perconnel and
Veele Gocess N0 a=prabecled-nres=ir
sheme-«hinpmg-csrerciving arsas-nm
Sate coclevital area. Identtfication of yer-
soune! and vels des chall be made and
authorsation sHall e ehecked at such
0ot - A““) c
(8) Admittance to n materinl acceas
area shnall be under the control of aye
thortze? Individuanls Yo AB . &
e .i',.. e
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(» B. Tou detect attempts to gain access by stealth, the following

subsystems are needed:
(1) Barriers: The licensee shall provide barriers that

will: (a) channel casual penetration attempts of un-

e e ]

authorized persons to MAA and VA entry conirols; and
(b) delay penetration attempts by unauthorized individuals
sufficiently to permit the detection and response systems

to function in an effective manner.

thy Physical barric=s. (1) The Meensee
sho!t Ingate vitsl] equbitnent onlv within
B vital wier, winch, s turn, shall be lo-
cated withun a protested orea such that
access to vital cquipinent requires pas-

i sape throuch at least two physieal bar-
( viers. More than one 1112l area mav be
within a sinele protecied area.

(27 ‘The leensee shall lecate material
RCCOES wreas only within protected ureas
such that aceess to the mAaterial aceess
ares requares passage through at Jeast
twe obiyviical barriers More than one
(A S TN L &re, T ke ity
sinple proteeted area

€1 ‘The physienl barrier at the pe-
rimeter of the protectied arva shall Lo
separated {rom anv ottier barrer desie-
nated as a physical barrizr within the
protected  area, and the intersening
space monftored or pericvhically checked
to deteet the presence of }CIsOnS or ve-
hicles ro that the facility se urty orpani-
Zation can respond to S us e cous activiny
or to the breachdng of any physieal bar-

tler. > % )
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Detection Systems: The licensee shall provide effective
detection systems and procedures that will: (a) detect
and annunciate in a timely manner to the reaction and
response personnel unauthorized access or penetration
attempts of MAAs or VAs; (b) permit the accurate and
timely collection of sufficient information for assess-
ment of adversary characteristics and intent; (c) pro-
vide for assessment of information and the resulting
decisions regarding response force notification in a
timely and efficient manner; and (d) permit communica-
tions with reaction and response forces in a timely

manner,

b
Netretion ald, requirement. Each

uncecupled materfal ‘nccess area shall be
locked .

. Un-
ascumed vitabareas and maferial access

areas shall be vroterted by an active In-
trision alarm svstem. and A\

’ * &l emergency
exits shall be continuceusly nlarmed
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2h.60.
ks _
- Sy - 4
5 Enclosur =
- e -3

& " o - . =



h UNITED STSTES
% NUCLEAR REGULATORY COMMISSION
% WASHINGTON, D. C. 20555
$
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January 26, 1977

MEMORANDUM FOR: Safeguards Working Group

FROM: L. J. Evans, Jr., Chief S
Requirements Analysis Branch —

SUBJECT: SAFEGUARDS UPGRADE RULE STRUCTURE AMD FIRST
PERFORMANCE CAPABILITY NARRATIVE DRAFTS FOR
COMMENT

The first draft products to be circulated for comment to the Safe-
guards Working Group, as indicated in my January 24 memo, are the
attached draft Safeguards Upgrade Rule structure and draft narra-
tive of the first performance capability, integrated with illus-
trative safeguard system specifications from Part 73.

The attached Safeguard Upgrade Rule structure was drafted by
Standards Development. It lays out a structure that identifies

(1) the material covered; (2) general performance requirements (the
design basis events) for Ticensees who possess such material;

(3) performance capabilities and criteria; and (4) specific safe-
guard system requirements (which would include procedures, mechanisms,
and personnel requirements). Alternative structures for the perfor-
mance capabilities and system requireme. ts sections which are being
considered include: (a) a completely integrated regulation, where
the specific safequard systems would be completely integrated with
the performance capabilities; and (b) a regulation with specific
systems separated from performance capabilities, but referenced to
the performance sections by introductory notes.

The January 24, 1977, draft narrative of a performance capability was
drafted by Andy Poltorak. It is limited to the part of the first
basic capability relating to personnel access control. The sections
of Part 73 that directly pertain to each subsystem are indicated
directly under that section. This format is an example of alternative
(a) above.
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Safeguards Working Group 2 January 26, 1977

Your comments regarding any specific issues relating to either of

the attached documents or the general structure options outlined
above would be appreciated. In addition, your suggesticns on terms
which should be inciuded in a definition section would be appreciatei.

As stated in the earlier memo, comments on the drafts and issues dis-
cussed above, would be appreciated within three working days (February
1) because of the very restrictive schedule required to get a draft
regulation to the Commission by March 30.

/54*(9 2 l_ua,u)o

L. J. Evans, Jr., Chief
Requirements Analysis Branch

Thank you for your assistance.

Enclosure: 2, as stated



(' "AFEGUARDS UPGRADE RULE STRuCTL{ e
$ 73.50 Requirements for Physical Protection of Licensed Activties
and Special Nuclear Material ) yvfj‘.
- ! bn;l ;
ot 5

In addition to any requirements of this part, each licensee who */
is authorized to operate a fuel reprocessing plant pursuant to Part 50
of this chapter or who possesses<;r uses uranium-235 (contained in
uranium enriched to 20 percent or more in thc U-235 isotope), uranium-233,
or plutonium alone or in any combination in a quantity of 5:999 grams
or mo;; computed by the formula, grams = (araus contained U-235) + 2.5 (grams
U-223 + grams plutonium), including licensees vho are authorized to
operate a nuclear reactor pursuant to Part 50 of this chapter who
possess or store such material shall comply with the following require-
ments. The requirements of this section do not apply to such reactor
licensces who possess such material only when it is located in the core
of a nuclear reactor and/or who pussess or store such material only

when it is contained in irradiated fuel elements remgved from the

reactor core.

7w

(a) General Performance Requirements.

(1) The Ticensee shall use-the-fellowing design basis—gvents to ‘
establish and maintain an onsite physical protection system and
security organization which will provide protection with high
assurance against successful theft of special nuclear material or .-

industrial sabotage by both of the following:  Jiied Lovy .

*e 0

(i) A determined violent external assault, or attack by \

stealth of up to persons with the following attributes,

= it
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(b)
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training and skills) and dedciated individuals, (B) Insiog

assistance of knowledgeable individual who may attempt to
participate in both a passive role (e.g., provide information)
and an active role (e.g., facilitate entrance and exit, disable
alarms and comwnications, particirite in violent attack),
(C?%,Su?iigTé weapons, up to and including hand-held automatic
weapon;, equipped with silencers and having effective long range
accuracy, (D) Hand-carried equipment, including explosives for use
as tools of entry or otherwise destroying the facility security
system integrity, and

(ii) An internal threat of insider or enployee
(in any position) —i/ le

-

5 s L s » s . o ," d‘”~
Perforancne Capabilities and Criteria L7 AT Linre

'

2 .".VA. ‘ L)
In meeting the general performance requiremenis of paragraph (a)

of this scctien, “he onsite physical protection system and sccurity "

N
organization shall include but not necestarily be limited to ffJ i

basic capabiiities that will ascure:
(1) Admission of only wuthorized personne! and materi:’< in%o
material access an! vital areas including:

(i) Sarriers designed to assure prévention or delay of
penetration until appropriate response can be made,

(1i) Measurcs to assure that only autiorized vehicles,
persorinel, and materials are permitted access to protccted arcas,
material access areas, and vital areas; and

(iii) Measures to assure detection of penectration or attempted

penetration of protected areas, material ac:ess areas or
s =

-~ —
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Enclosure == -~



. S ae St -
, > at e’ . o b —ie e, ¥ oo 10 i ~ o
v s - e . o e i et A il e e e p- g
P S g N et T Read WS v« i Bt b - “% > - %
(D o

-3 e

'o. 2 -

(‘ vital arcas in sufficient time to permit appropriate

i
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response;

(2) Timely detection and effective response to unauthorized

conditions of access to special nuclear material or unauthorized

wctivities within material access areas or vitil areas including
(i) Measures to assure that special nuclear material
is used, processed, and handled only by authorized personnel
in an authorized manner;
(ii) Measures to ass:re that only those personnel whose
immediate job function requires access to material access
areas or vital areas can gain such access; and
(iii) MNeasures to assure detection of unauthorized activity
or presence ‘n a protected area, material access area or

( vital area in sufficient time to permit an appropriate

response;

(3) Removal of only authorized and confirmed rizterials from

material access areas including:
(i) Material access areas within barriers designed to
assure against unauthorized removal of matcrial and to
assure control of ingress to and egress from such areas;
(ii) Measures to assure that special nuclear material is
not removable or removed from authorized arcas except by
authorized, controlled routes, at authorized times, in
authorized quantities, and by authorized personnel;
(iii) Measures to assure that special nuclear materiai is

used, processed, handled, and stored only in authorized
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areas for authorized purposes;

(4) Timely detection and effective response to breaches in

the containment of special nuclear material including:
(i) Mecasures to assure the detection of unauthorized routes
by which special nuclear material could be removed from
authorized locations in sufficient time to assure that
such routes are not used for unauthorized removals;
(ii) Measures to assure the detection of unauthorized
removal or attempted unauthorized removal of special nuclear
material from authorized locations in sufficient time to
permit a response that will prevent removal of the special
rnuclear material from the protected area; and

( (ii1) Measures to assure that emergency conditions cannot

be used to compromise material containment systems to effect
theft of the material; and

(5) Timely detection and effective engagement of intruders

penetrating the protected area including:
(i) Barricrs designed to assure prevention or delay of
penetration until appropriate response can be made;
(i) Mcasures to assure detection of penetration or
attempted penetration of the protected arca in sufficient
time to permit a response that will permit effective engagement
of the intruders;
(i3i) A security organization composed of personnel trained

(" and qualified to provide immediate and effective response to

R penetrations of the protected area; - acie)
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(iv) Preplanncd response measures to assure effective

respense to penetrations of the protected arca; and

(v) Communicaticns measures designed to provide for
Sg—— summoning of aid, if necessary, in response to a threat

and for coordinaticn of actions of response forces in

counteracting a threat.

(c) Quality Assurance.

The applicant or ;icensee shall demonstrate the establishment
and maintenance of a quality assurance program for special
nuclear materiai safeguards systems to assure control over
h the activities affecting the effectiveness, reliability, and
availability of such systems including demonstration that the
quality assurance program will be maintained throughout the
plant 1ife to assure that any defective safeguards systems.
e \ ’ subsystems, or components are promptly detected and corrected.
The criteria for quality assurance programs set forth in
Appendix B of Part 50 of this chapter, "Quality Assurance

Criteria for Nuclcar Power Plants and Fuel Reprocessing Plants," ™\

- providcs ghiaﬁﬁéé régard{ng the é§sentidluelements of a quality
assurance progran.
(d) Redundancy and Diversity.
Safeqguards systems shall be designed against coumon mode and
single failures of subsystems or components that would render
the system inoperable or ineffective. Subsystem or cemponent

(4! diversity provides protection against common mode failure. For

-
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(e)

oy

example, an adversary cannot cut off communication with local
law enforcement authority by climinating the t2lcphone service
from the plant if there is also radio scrvice. Subsystem or
component redundancy provides protection against single failure.
For cxample, an adversary cannot defeat an alarm system by
cutting off the power if there is an emergency or back up power
source for safeguards equipment.

Specific Requirements

In meeting the general performance requirements of paragraph (a)

of this section, and in assuring the basic capabilities of
paragraph (b) of this section, the onsite physical protection
system and security organization shall include but not necessarily
be limited to capabilities to meat the specific requirements

of paragraph (f) through (?) of this section. The Commission

may authorize an applicant or license to provide meacures for
protection against tueft of special nuclear material and industrial
sabotage other than those required by this section if the applicant
or licensee demonstrates that the overall level of system per-
formance provides protection equivalent to that which would be
provided by paragraphs (f) thru (?).
[Thru (?) would include the Lpocific requirements now in §73.50

and $73.60.)
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