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- MEMORANDUM FOR: Safeguards Working Group I ,

!
FROM: L. J. Evans, Jr. , Chief

Requirements Analysis Branch'

SUBJECT. SAFEGUARDS UPGRADE RULE STRUCTURE AND FIRST
PERFORMAflCE CAPABILITY NARRATIVE DRAFTS FOR

COMMENT

The first draft products to be circulated for comment to the Safe-
guards Working Grcup, as indicated in my January 24 memo, are the
attached draft S af': guards Upgrade Rule structure and draft narra-
tive of the first performance capability, integrated with illus-
trative safeguard system specifications from Part 73.'

.

(
The attached Safeguard Upgrade Rule structure was drafted by
Standards Development. It lays out a structure that identifies
(1) the material covered; (2) general performance requirements ~(the
design basis events) for licensees who possess such material;

"- (3) performance capabilities and criteria; and (4) specific safe-
guard system requirements (which wot .d include procedures, mechanisms,
and personnel requirements). Alter.ative structures for the perfor-

mance capabilities and system requirements sections which are being
considered include: (a) a completely integrated regulation, where
the specific safeguard systems would be completely integrated with
the performance capabilities; and (b) a regulation with specific
systems separated from performance capabilities, but referenced to
the perfonnance sections by introductory notes.

The January 24, 1977, draf t narrative of a performance capability was
draf ted by Andy Poltorak. Ir. is limited to the part of the first

basic capability relating to personnel access control. The sections
of Part 73 that directly pertain to each subsystem are indicated
directly under that section. This format is an example of alternative
(a) above.
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y]., Your coments regarding any specific issues relating to either of7
the attached documents or the general structure options outlined,-

-- above would be appreciated. In addition, your suggestions on terms
which should be included in a definition section would be appreciated.

~# As stated in the earlier memo, comments on the drafts and issues dis-
cussed above, would be appreciated within three working days (February

1) because of the very 'ssion by March 30. restrictive schedule rr. quired to get a draft .regulation to the Commi

Thank you for your assistance.

M ~

L. J. Evans, Jr. , Chief
Requirements Analysis Branch

Enclosure: 2, as stated
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~ Safegilards Upgrade Rule Working Group'

j[I6 RJones (SD)
Y 'f.'; TMichaels (SD) -

'J RFonner (ELD)3

1 MSmith (SG)
'

DKasun(SG)
. .. CSouth(SG)

M BHatter (SG)'''
APoltorak (SG)

- JMiller (NRR)
.

0 Chambers (IE)

h Infonnation List
KChapman (NMSS)
RPage (SG)t

BErickson (SG)
JPowers (SG)-

TThayer (SG)
RBrightsen (SG)
EPerchonok (SG)
FArsenault (Res).

MElliott(NRR)
Nilaller (IE)
TSherr (SG)( EMcAlpine (SG)
FCrane (SG)
BNulsen(SG)
DSutton (SG),

'DKunihiro (SG)
'

JPrell (SD)' " ' '

RRamirez (SD)
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'

5 73.50 Requirements for Physical Protection of Licensed Activties
,

( and Special fluclear Material

'

In addition to any requirements of this part, coch licensee who

is-authorized-to-operate-a-fuel-reprocessing plant pursuant-to-Par-t40-

-of-tW-chapter-or-who possesses or uses uranium-235 (contained in
-M

uranium enriched to 20 percent or more in the U-235 isotope), uranium-233, -

or plutonium alone or in any combination in a quantity of 5,000 grams'

'

or more computed by the formula, grams = (graus contained U-235) + 2.5 (grams

U-233 + grams plutonium), including licensees who are authorized to
n...-

operate a nuclear reactor pursuant to Part 50 of this chapter who
e

possess or store such material shall comply with the following require-

ments. The requirements of this section do not apply to such reactor

licensees who possess such material only when it is located in the core

( of a nuclear reactor and/or who possess or store such material only

when it is contained in irradiated fuel elements removed from the

reactor core.
.

m

(a) General Performance Requirements.

(1) The licensee shall use the following design basis events to

establish and maintain an onsite physical protection system and

security organization which will provide protection with high

assurance against successful thef t of special nuclear material or

industrial sabotage by both of the following:

(i) A determined violent external assault, or attack by

steal th of w,, L persons with the following attributes,
'

assistance and equipment: (A) Well-trained (including military

n
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( training and skills) and dedciated individuals, (B) Inside
#

assistance Arf" knowledgeable individual who may attempt to

participate in both a passive role (e.g., provide information)
,

and an active role (e.g., facilitate entrance and exit, disable

-M alarms and communications, participate in violent attack),

(C) Suitable weapons, up to and including hand-held automatic

weapons quippd ''ith ;ikr.;cc; ;;d having effective long range

accuracy, (D) Hand-carried equipment, including explosives for use

as tools of entry or otherwise destroying the facility security

system integrity, and

(ii) An internal threat of .iw ,1, u c employees
,

(in any position)

(b) perforzindne Capabilities and Criteria(-
In meeting the general performance requirements of paragraph (a)

of this section,the onsite physical protection system and security
'" organization shall include but not necessarily be limited to

basic capabilities that will assure:

(1) Admission of only authorized personnel pd materials into
j g ,

| material accessjt.nd vitalareas...$r hdi. g !Yl# ^ Y.w.eg. > e c.a ..t. q A um. _t.'

.

(i) Carriers desibned to assure prevention or delay of
!

penetration until appropriate response can be made,
'Let.t.u M v0(ii) (.:cnures to assure that only authorized vehicles,

'

personnel, and materials are permitted access to prot.ccted arcas,

material access areas, and vital areas; and

(iii) Measures to assure detection of penetration or attempted

G;
Q

_ ;;. :F5-

penetration of protectcd areas, material access areas or
s r. -

- % . .r.%%'~ mw'
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P vital areas in sufficient time to permit appropriate

'

' , - response; -

,, ,

'% Q,L L.-

-O' (2) !!- cly itcctix xdbfective response to unau horized
'

hac"ditix; cf access to special nuclear material or unauthorized
A

activities within material access areas or vital areas including

(i) Measures to assure that special nuclear material
- is used, processed, and handled only by authorized personnel

.

-.

in an authorized manner;
f '1

ff (ii) Measures to assure that only those personnel whose
s .

p.

5'r immediate job function requires access to material access9

s)L gz/.

f 'i areas or vital areas can gain such access; and.' , *
. ,

\. ' ,] (iii) lleasures to assure detection of unauthorized activity,

' . I' ' / k . b'5'

v : -
,

' ' ' ' or presencecin a protected area, material access area or

(s - vital area in sufficient time to permit an appropriate
. - yf

, ) .: 'Vs p ', . response;

. . JF (3) Remo. val of only authorized and confirmed r..aterials from'

y n t-'p- - - - '
v'n

WP / mathrial c,e{sareasincluding:

t-[( nichelaccessareaswithinbarriersdesignedto
'

Y)!
,'w,y,

.,. .,

hssure against. unauthorized removal of material and to
' '

, ' ' , <

1.r.

.- -f|] v
-

assure control of ingress to and egress from such areas;
s
"

|

| ; ,,. ' e/ (ii) Measures to assure that special nuclear material is
.

% ~>
f\

i .not removable or removed from authorized areas except by-

U
Sy| L x'

h' authorized, controlled routes, at authorized times, in~

h,
ty h p' authorized quantitics', and by authorized personnel;

*[ ,M (iii) Measures to assure that special nuclear material is-

3

f. 'h used, processed, handled, and stored only in authorized'

ld
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areas for authorized purposes;.3r
.,

. (4) Timely detection and effective response to breaches in
Uu
' '

the containment of special nuclear material including:

(i) Measures to assure the detection of unauthorized routes

@ 0[ Sy which special nuclear material could be removed from"'

. . - % y,p s @ authorized 1pcations in sufficient time to assure that
'

.i .'do g , jf
~% A-

) .

SU g such routes are not used for unauthorized removals;.

l,

<s ,.v>
i

. LuS (ii) Measures to assure the detection of unauthorized
~~V

g /ir>d.:b Ve
removal or attempted unauthorized removal of special nuclear,..

. material from authorized locations in sufficient time to

permit a response that will prevent removal of the special

r,uclear material from the protected area; and

(iii) Measures to assure that emergency conditions cannot

be used to compromise caterial containment systems to effect
,

theft of the material; cnd

(5) Timely detection e.d .f fx t ! . m.,, ,..._ of intruders

penetrating the protected area 'n i di g

(i) Darc ccs dcsig ed to c;.,o p, c. en u un m dci .y Of

penetrn ron-unt-il--appropni tc rcs3 nse-een-be cede;

(ii) Measures--to-anure dert inn ' etration ei-

attempted penetratien-of- t:. g vluci.ud n. 9in sufficient.

t me togperm3 a response that will permit cff m ..- engagement.

ML '

of the " truders;

A
(iii) A secu ity organization composed of personnel trained |O_ n J.

.ud qualified to 990vis1d mmediate and effective response to

8,
.

'

: .-- PiF ^5:6 c.I.5:5 Enc 1osure% f-

. a
penetrations of the protected area; , .13, .. . %.. , .

Ak ~ ii.:h .
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' |J), (iv) P anned r onse measuro(Tc assure,efpctive"'-

rp onse to letrations'o prote d area; d
,

(v) Communications measures desi ned to providefo!L ,
,

summoningohaid,ifnecessfar'inresponsetot} cat [*( '

-i
and for coordination of actions of responpo' forces,i

/ J.

countbracting a t'h d

(c) Quality Assurance.
.

The applicant or licensee shall demonstrate the establishment

and maintenance of a quality assurance program for special..

nuclear material safeguards systems to assure control over

the activities affecting the effectiveness, reliability, and

availability of such systems including demonstration that the

quality assurance program will be maintained throughout the

plant life to assure that any defective safeguards systems,
-'' subsystems, or components are promptly detected and corrected.

The criteria for quality assurance programs set forth in

Appendix B of Part 50 of this chapter, " Quality Assurance

Criteria for l'uclear Power Plants and Fuel Reprocessing Plants,"

provides guidance regarding the essential elements of a quality

assurance program.

(d) Redundancy and Diversity.

Safeguards systems shall be designed against common mode and

single failures of subsystems or components that would render
,

the system inoperable or ineffective. Subsystem or component
'v .:..

E'Q . . . . . . ._, .. .. .. .. . . ._.'f.A. .E.ncl o.s.u re

diversity provides protection against common mode failure. For

.Yib: "T. ".s

g 5. 11
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. example, an adversary cannot cut off communication with local

law enforcement authority by climinating the telephone service
,

from the plant if there is also radio service. Subsystem or

_
component redundancy provides protection against single failure.

'
'

For example, an adversary cannot defeat an alarm system by
'

cutting off the power if there is an emergency or back up power

source for safeguards equipment.

(c) Specific Requirements

In meeting the general performance requirements of paragraph (a)

of this section, and in assuring the basic capabilities of

paragraph (b) of this section, the onsite physical protection

system and security organization shall include but not necessarily

( be limited to capabilities -to meet the specific requirements

of paragraph (f) through (?) of this section. The Commission

may authorize an applicant or licensee to provide measures for
. _ ,

protection against thef t of special nuclear material and industrial

sabotage other than those required by this sectior, if the applicant

or licensee demonstrates that the overall level of system per-

formance provides protection equivalent to that which would be

provided by paragraphs (f) thru (?).
'

[Thru (?) would include the specific requirements now in 573.50

and 573.60.]

.
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FIRST PERFORMAllCE CAPACILITY ?!ARRATIVE

.

Access Control subsystems shall provide the capabilities to
. . _ ,

detect and respond to unauthorized attempts to gain access or introduce

unauthorized material into MAAs and VAs. The licensee must provide

safeguard systems that are able to detect unauthorized attempts to

gain access or attempts to introduce unauthorized material in sufficient

time to permit an effective response, and must be able to provide re-

sponse in an effective and acceptable manner to prevent unauthorized

personnel entry or introduction of material.

(flote: the following relates to the personnel access controls only,
material access controls will follow later.),

k The following safeguard subsystems are necessary to assure the

above detection capability. To support this capability, the subsystems

must perform the functions identified below. (See Section form

details of the response.)

A. To detect attempts to gain access by deceit, the following

subsystems are needed:

(1) Authorization Controls: The licensee shall provide

authorization controls that will (a) establish accurate

and updated entry lists, based on routine operational

requirements and non-routine /cmergency requirements;

and (b) establish updated entry requirements based

. h .

"'
. .. .. g.. g. -

.

.; . -.- -
,
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on the immediate facility situation.
.

4

(4) Arrrss la vitil preas and material
access areas .l.all be limited to indi->
viduals nho are authosaml necess to vit:tl
couipinent or special nucIcar material

* and who scquire such necess to perform
their d uties im... . . . .. . . . .. u..s.-.

.t.,$.. . , .-

,

~ ' ' ' " ' - ' ' ' 'of speg"

c h ".L.1 % -, -- g s~^'
,

/ i W. ,,., yapwh , u. u m .

.(5) Adm.. *e to n materint necess
area sh1ll be ur ... .c.nac k a.:.w-
thvir.:4:' - .. uQ.s.: . 1ted to tr.dt-
vlt- who rcQu!re f.uch aci.. * to r.ct-

m t!. air duties. 7 /10. s.. f

(2) Entry Controls: The licensee shall provide entry con-

trols to confirm th t identity of persons presenting

themselves for access, to ar.sess the identity against
L'

the authorization and requirements lists, and to appro-

priately interface with reaction forces.
'w A.

tcs .1r ress rer;t:srements. The licensec

sh.tli reent s ol n!! p. !nt.*. of 3 cr:;onnel anti
Vrharle? at (#:w into .-ptwinled-aree-tm
htem: ^hini.in1:-t.--- eectV:rt:; ttr*am.ml

"

12.t* cath vital area. Identification of rcr-
?.:mnet a nd s t-!': les = hall he inade and
author:7.stion ria. ll be cheri:cd at such

, . . ; >. eox:;t..

-|
.

IS) Adm!ttnnee to n mnt'er!nt accett
nrea shn11 he umler the control of nu.
thortic;t IndhMunts -) j . t o. g . ,5~

,

.

.
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B. To detect attempts to gain access by stealth, the followin9
'

.
.

'

subsystems are needed:

(1) Barriers: .The licensee shall provide barriers that ~

will: (a) channel casual penetration attempts of un-

authorized persons to VAA and VA entry controls; and

(b) delay penetration attempts by unauthorized individuals

sufficiently to permit the detection and response systems

to function in an effective manner.
.

1
(b' Physical barrires. tIi The llectuce

th:.!! lxate v;tr.1 equin::. cut c.niv w: thin
i. *.it.d ea rts, v.luch, ni turn, shall be lo-
cated within n protreter! crea ruch that

acrer.s to vital altit;nnent requires pas-i
3 '

sal:e throtich at least two physical bar-
rierr. ?.Inte thari one vital aren inny be
within a sincle protected area.

(2) The lleensec rhall locate rr.aterial
necers areas only within protected 1.tcas

such that acerss to the n.1terial arress
a:o.: tequires panas.e thrnuch at least
t'.vo phyr.ical harliers. Afore thatt noe

i % int.ti:i:.1 r - er- r.rt- 1:e v.ithin a' " *

s.Incle prritectort area.
8:11 The phystral barritr at the pc-

rl:ncter e,! the prcteettd rs'.i shall f.e
separated frotn any other barrier (testu-
nated as a physical barr! r within the
protec ted area, and thc intervenint:
space anonits ted or por <=ll' ally checkeds

to detect'the presuite ut i e:Stuts or ve-
hirles e n that Ihe f.irility.=rit:rtty otrant-
ration a an irsporu! In :ta U.rtoits artisity

or to ll.c brearhtly; of any phystral b.ir-
' I#I*

, 6 . *; a !, f, I.,J
'

i

1
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!%Q (2) Detection Systems: The licensee shall provide effective

y.w;:)yn detection systems and procedures that will: (a) detectbG
-bf/s ;>r: and annunciate in a timely manner to the reaction anda

jh' response personnel unauthorized access or penetration
1,. 4

'?8W} attempts of MAAs or VAs; (b) permit the accurate and
.2@..:

iy%;$.~ ' timely collection of sufficient information for assess-
. e.;
{^ > ment of adversary characteristics and intent; (c) pro-

.2.y
. , g. .

vide fnr assessment of information and the resultingj;~.}*
. . , ,

decisions regarding response force notification in a;

timely and efficient manner; and (d) permit communica-

tions with reaction and response forces in a timely-

manner.
.;

.

Detection c!d, rcquirement. ach
unc.ccupfed material |necess area'shn!! be

N, t locked !,- Un.,

oerupices r!!atrhtcas atial maferInl necess
nicam .sh.ill be proterted by nn active in-
truelon nlarm strtem.aucI \

/ .

/ ' O.11 cmergency
exits */[n!! be continuemly alarme,d.

.
,

*

/ 7.t s'e. '.. Y-
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MEMORANDUM FOR: Safeguards Working Group
*

'j
FROM: L. J. Evans, Jr. , Chief '

-

Requirements Analysis Branch' R
SUBJECT: SAFEGUARDS UPGRADE RULE STRUCTURE AND FIRST

PERFORMANCE CAPABILITY NARRATIVE DRAFTS FOR
COMMENT

The first draft products to be circulated for comment to the Safe-
guards Working Group, as indicated in my January 24 memo, are the
attached draft Safeguards Upgrade Rule structure and draft narra-
tive of the first performance capability, integrated with illus-
trative safeguard system specifications from Part 73.

,

The attached Safeguard Upgrade Rule structure was drafted by
Standards Development. It lays out a structure that identifies
(1) the material covered; (2) general performance requirements (the
design basis events) for licensees who possess such material;

' 'ri (3) performance capabilities and criteria; and (4) specific safe-
guard system requirements (which would include procedures, mechanisms,
and personnel requirements). Alternative structures for the perfor-
mance capabilities and system requirements sections which are being
considered include: (a) a completely integrated regulation, where
the specific safeguard systems would be completely integrated with
the performance capabilities; and (b) a regulation with specific
systems separated from perfonnance capabilities, but referenced to'
the perfonnance sections by introductory notes.

The January 24, 1977, draft narrative of a performance capability was
drafted by Andy Poltorak. It is limited to the part of the first
basic capability relating to personnel access control. The sections
of Part 73 that directly pertain to each subsystem are indicated
directly unde that section. This. format is an example of alternative
(a) above.
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Safeguards Working Group 2 January 26, 1977

Your coments regarding any specific issues relating to either of
the attached documents or the general structure options outlined
above would be appreciated, in addition, your suggestions on terms
which should be included in a definition section would be appreciatei.

- ~ . As stated in the earlier memo, comments on the drafts and issues dis-
cussed above, would be appreciated within three working days (February
1) because of the very restrictive schedule required to get a draft
regulation to the Conmission by March 30.

.:. ,

Thank you for your assistance.

< (9'

L .l)Cbt0*
L., J. Evans , Jr. , Chief
Requirements Analysis Branch

Enclosure: 2, as stated
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s 73.50 Requirements for Physical Protection of Licensed Activties'"

C and Special Nuclear Material p
. w

;.g - -] y.;j.

. . ~
, ;O**

In addition to any requirements of this part, each licensee who fvj '''
.. .

.

is authorized to operate a fuel reprocessing plant pursuant to Part 50
.

of this chapter or who possesses or uses uranium-235 (contained in
w

uranium enriched to 20 percent or more in the U-235 isotope), uranium-233,
.

or plutonium alone or in any combination in a quantity of 5,000 grams,
,

- .:. ~
bI

7 or more computed by the formula, grams = (graus contained U-235) + 2.5 (gramsg

-

m

|* ' U-233 + grams plutonium), including licensees who are authorized to

operate a nuclear reactor pursuant to Part 50 of this chapter who
,

t ~

-

i. possess or store such material shall comply with the following require--

i

ments. The requirements of this section do not apply to such reactor
'

licensees who possess such material only when it is located in the core,,-

( of a nuclear reactor and/or who possess or store such material only
_

.' when it is contained in irradicted fuel elements remqved from the
,7

reactor core.
.

-

(a) General Performance Requirements. ':

(1) The licensee shall use-tiMaingJesign bach:cycnts- to i

establish and maintain an onsite physical protection system and
, ,

security organization which will provide protection with high ..

u,

assurance against successful theft of special nucicar material or ;-
'

,

- /

- industrial sabotage (by both of the following: 'j. g i , ,3. , ,
-

,

. . - .

(i) A determined violent external assault, or attack by s, .'.s

,' N
,

,s

stealth of up to persons with the following attributes, IN;
, ,

' '

.~
~r

3 assistance and equipment: (A) Well-trained (including military ( \,.
'

-

.

. .
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" fy.! 2 training and skills) and dedjiated individuals, (B) Inside
i'd

g:?th, -

,<

assistance of knowledgeable individual who may attempt to
-

r r; participate in both a passive role (e.g., provide information)
R \
., , and an active role (e.g., facilitate entrance and exit, disable g

N5 alarms and comhnications, particirf te, in violent attack),'
'

.

, 1 .

(C)p $taye weapons, up to and inc10 ding hand-held automakic~ "0 S
.. y ,

,
_ _ . _ . .

weapons, equipped with silencers and having effective long range

accuracy, (D) liand-carried equipment, including explosives for use

.g as tools of entry or otherwise destroying the facility security
,

'
"'system integrity, and + ;,

i l' Y,
.

<
,

(ii) An internal threat of insider or c5pliDyee
, ,

,, .
' '

d(in any position)' / , , f, / ' ~ ,,.

(b) Perforzindne Capabilities and Criteria gt)fk/ c/ u'( &*' r. ,\

In meeting the general pcrformance requirements of par;agraph (a)..'',
*

.s

of this section, the onsite physical protection system and security i '.
\, 'Q. '| ? :..y / / ,(organization shall include but not necestarily be limited to e

I
' . jp''" '| .t

basic capabilities that,will assure: . > ' ' . ,7

~

,
<

, ,

/* *'

(1) Admission of only authorized personneba'nd inaterids into' *

'8 ( V, ,
t

material access an(vitalareas includiiig: /

(i) Carriers designed to assure hr6vention or'dclay'of2
Y 7

penetration until appropriate response can be made, t

(ii) ficasures to assure that only aut!.ori:.cd schicles, b ,
'

personnel, and materials are permitted access to p otccted'arcas, '
,

material access areas, and vital areas, and I. ' s- . . .

(iii) !!casures to assure detection of penetration or attempted
. . , ,,

h per.etration of protected areas, material aN$est, areas or
/ Mr- 2:

n -.

' ~ r
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vital areas in sufficient time to permit appropriate{
response;~

(2) Timely detection and effective response to unauthorized.

.

conditions of access to special nuclear material or unauthorized

bctivities within material access areas or viti.1 areas including
'M'

' (i) fleasures to assure that special nuclear material

is used, processed, and handled only by authorized personnel
<

in an authorized manner;

(ii) fteasures to asst:re that only those personnel whose

immediate job function requires access to material access

areas or vital areas can gain such access; and

(iii) fleasures to assure detection of unauthorized activity

or presence in a protected area, material access area or
,

( vital area in sufficient time to permit an appropriate

response;

(3) Removal of only authorized and confirmed r.aterials from
. . . -

material access areas including:

- (i) flaterial access areas within barriers designed to

assure against unauthorized removal of material and to

assure control of ingress to and egress from such areas;

(ii) fleasures to assure that special nuclear material is

not removable or removed from authorized areas except by

authorized, controlled routes, at authorized times, in
,

authorized quantities, and by authorized personnel;

(iii) lleasures to assure that special nuclear material is'

,

used, processed, handled, and stored only in authorized

. . '.5 .--
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areas for authorized purposes;'

(4) Timely detection and effective response to breaches in
.

the containment of special nuclear material including:
.

',.__ (i) Measures to assure the detection of unauthorized routes

i by which special nuclear material could be removed from

I authorized 1pcations in sufficient time to assure that

such routes are not used for unauthorized removals;

(ii) Measures to assure the detection of unauthorized

I removal or attempted unauthorized removal of special nuclear

material from authorized locations in sufficient time to.

permit a response that will prevent removal of the special

nuclear material from the protected area; and

(iii) Measures to assure that emergency conditions cannot

be used to compromise material containment systems to effect
'

theft of the material; and-

.a

(5) Timely detection and effective engagement of intruders
.,

penetrating the protected aren including:

(1) Barriers designed to assure prevention or delay of

penetration until appropriate response can he made;

(ii) Measures to assure detection of penetration.or

attempted penetration of the protected area in sufficient

time to permit a response that will permit effective engagement

of the intruders;

(iii) A security organization composed of personnel trained

,

and qualified to provide immediate and effective response to

penetrations of the protected area; .4 ,6~N .
,G'
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(iv) Preplanned response measures to assure effective,.

response to penetrations of the protected area; and
,

(v) Communications measures designed to provide for

im summoning of aid, if necessary, in response to a threat

and for coordination of actions of response forces in

counteracting a threat.

(c) Quality Assurance.

; The applicant or licensee shall demonstrate the establishment .

and maintenance of a quality assurance program for special

nuclear material safeguards systems to assure control over-

.

v the activities affecting the effectiveness, reliability, and

availability of such systems including demonstration that the-

(: quality assurance program will be maintained throughout the'
,,

- ,

plant life to assure that any defective safeguards systems..

,

1:
subsystems, or components are promptly detected and corrected..e4

,

The criteria for quality assurance programs set forth in;. .

Appendix B of Part 50 of this chapter, " Quality AsstirHiite -..

_

C[iteria for fluclear. Power Plants and Fuel Reprocessppnts,")'
#

, ,

. .'
-

._ providcs guidance regarding the essential elements of a quality
*

,- assurance program.

I
(d) Redundancy __and Diversity.

Safeguards systems shall be designed against coaraon mode and;

single failures of subsystems or components that would render
.

the system inoperable or ineffective. Subsystem or component

diversity provides protection against common mode failure. For:Mk,
r w ..

^
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example, an adversary cannot cut off communication with local '

j law enforcement authority by eliminating the telephone service

from the plant if there is also radio service. Subsystem or *

,

component redundancy provides protection against single failure.
'

For example, an adversary cannot defeat an alarm system by
'

cutting off the power if there is an emergency or back up power
,

-

i

source for safeguards equipment.

(e) Specific p.equirements

In meeting the general performance requirements of paragraph (a)

of this section, and in assuring the basic capabilities of
' paragraph (b) of this section, the onsite physical protection
I system and security organization shall include but not necessarily

( be limited to capabilities to meet the specific requirements

of paragraph (f) through (?) of this section. The Commission

may authorize an applicant or license. to provide measures for
,

protection against ti.Ef t of special nuclear material and industrial

sabotage other than those required by this section if the applicant

or licensee demonstrates that the overall level of system per-

formance provides protection equivalent to that which would be

provided by paragraphs (f) thru (?).

[Thru (?) would include the wrecific requirements now in 573.50

and 573.60.]
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