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MEMORANDUM FOR: Upgrade Working Group

FROM: L. J. Evans, Jr., Chief
Requirements Analysis Branch

SUBJECT: STATUS REPORT~--UPGRADE RULE ACTIVITY

Consistent with decisions made at the February 1 working group meet-
ing and our earlier scoping of the safeguard upgrade rule effort,
work is proceeding to develop alternative approaches to implement-
ing the upgrade. At present, three options appear to be viable.
First, a totally performance-oriented rule. Second, a rule which
includes both performance requirements and detailed systems_specifj-

'+ cations, which are not integrated. Third, a rule which includes

7 and integrates both performance requirements and minimum essential

system specifications.. Doewain( sl e o, . 4

Attached piease find examples of drafts which should be useful for
developing the third option. The attachments include narratives of
the first three basic capabilities which have been developed by A.
Poltorak and a write-up of minimum essential safeguard system speci-
fications which have been developed by D. Kasun. Obviously, these
have not been integrated yet. However, work has begun to show how
such integration would be accomplished. All of the attached drafts
are in early stages of development and therefore numerous changes

are anticipated and comments by working group members would be appre-
ciated. As you review the basic capability documents, it would be
helpful if you would organize your comments under the following
categories: (1) Are all sections and entries complete? (2) Are the
sections organized logically? (3) Does the narrative say what it was
meant to say?

Review of the tasks delineated in the safequards working group respon-
sibilities chart which was forwarded to you by memorandum of January
24, 1977, shows those tasks to have the following status.
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Upgrade Working Group 2 February 10, 1977
Task Immed
Task Leader Prod Due Status

o Formulate Performance Poltorak 1/28 Drafts submitted
Oriented Specifications

o0 Formulate Minimum Safe- Kasun 1/28 Draft submitted
guards System Specifica-
tions

0 Integrate Performance- Poltorak 1/28 2 weeks slippage
Oriented Specifications
& Minimum Safequards
System Specifications

0 Formulate Regulatory Michaiels 2/8 Draft submitted
Design Guidance

0 Insure GESMO Safequards Hatter 2/4 1 week slippage
Supplement Consistency

0 Insure NRR 73:55 Miller 2/15 On schedule
Consistency

o Develop Upgrade Guides Jones 2/28 On schedule
& Technical Reports

0 Develop License Review Levy 2/28 On schedule
Plans

0 Develop Site Assessment _South 3N On schedule
Procedures

Finally, a working group meeting will be held on Friday, February 18,
Therefore, please submit your comments on the attached drafts by c.o.b.
Wednesday, February 16, so that we can compile them and give copies to
ali menbers of the working group for use during that meeting. We will
call early next week to schedule the time and place.

TS T

L. J. Evans, Jr.
Attachment
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DISTRIBUTION:

Upgrade Working Group
0. Chambers (IE)

R. Jones (SD)

T. Michaels (SD)

R. Fonner (ELD)

Mike Smit? (?G)

D. Kasun (SG

C. South (5G) v
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John J. Miller (NRR)
B. Nulsen (SG)

Information List
R. Page (SG)
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Prell (SD)
Ramirez (SD)
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' Basic Capability 1 Harrative .
The safeguard system shall provide the capabilities to prevent
( unauthorized personnel entry and prevent introduction of urauthorized

material into MAA's and VA's. The )icensee must provide access

* control systems that are able to defggg’unauthori;eg attempts to gain

- . s E—

-access byfbersons and detect attempts to introduce unauthorized
. v ~

material in sufficient*time to permit an effective and acceptable

———

P v g .
- responseqnp4eh~prevents-unauehor1ze¢"personne} entry-and-introduction

of-unauthorized-material.

hv;n(.uwan

The following safeguard subsystems are/nesessary to assure the rccunrf«_

\‘ detectlon capab1l1ty j (See Section for necessary aspects of the v

\

response capabllxty.)
= ] ne Tl :rv}b&
A. To detect attempts to galnﬂpccess or introduce material by

stealth across MAA and VA boundaries, the following are needed:

1. Access. Detection Systems: The licensee shall provide detection
( AU.I&- o idlrarl

systems and procedures that, in‘a timely manner, will:

a.) detect and annunciate to the reaction and/or response
= I e A "HQI' /f‘ 0’4"1"!"(-4
forces any access or penetratth&e&temptg\by persons or
of material;
b.) collect sufficient information for assessment of
adversary characteristics and intent;
c.) assess the information' and
Ve mrreismeer o oSl {9

d.) appropriately conmun1catenp+&h reaction and resnonse
forces.

2. Barriers: The licensee shall provide barriers that will:

a.) channel casual penetration of persons and material

to MAA and VA Entry Controls; and




b.) delay penetration ittempts by persons and e
introduction of mater‘al sufficiently to permit the

L detection and response syste%s to function in an

effective nmnner{i&¢c. Zettionm ---\).

h : B. To detect attempts to ga{n access by deceit into MAA's and

“*VA's, the follewing are needed:

! ] " . 5 = - .
pa——, Access Authorization Controls: The licensee shall provide

authorization controls and procedures for personnel and

9
——

material entry that will: PP AR
1 T e
a.) establish updated entry requirements;

b.) establish accurate authorization schedules based

J on routine operatiqna] and non-routine/emergency requirements.
A 2. Entry Controls: The licensee shall provide entry controls
and procedures to:
{ ' o a.) verify the identity of persons presenting themselves
‘ for access and/or material presented for introduction;

b.) assess the verified identity and/or material against

CrgsTdelioty .ty

e the authorization schedules and entry requirement§& and

. c.) appropriately interface with reaction forces. 4 v, .. =

* 7. ¢ les n t2 f"’ﬂn

[~ PERS———

!
1
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The safeguard system shall provide the capabilities to prevent
unauthorized activities and unauthorized conditions within PA's, VA's,
and MAA's. The licensee must provide activity and condition control
systems that are able to detect unauthorized activities and unauthorized

cond1t1ons in sufficient time to permit an effective and acceptable
e

#’

response/whfch-prevonts-unauthor»zed.actlitJes—and-unauthor1zed'con-
ditions-to-exist or-continue,

cAT l“"' Shuty.T0 ] A v e A st e

The following; fuactions ase-:equ%ned—oi-xha-saioguard-sys%em to

W - ——

assure the detection capab111ty (See Sectlon ___ for required funct1ons /

-

o
-

of the response capab1l1ty ) -
A. To detect unauthorlzed activities or unauthorized conditions
within PA's, VA's, and MAA's, the following are needed:
1. Authorization Controls: The licensee shall provide authori-
zation controls and procedures that will establish the activities
and conditions permitted within each of the areas with
g PR

. . - ¥ . . -
unique requirements. ... - Ltims ¢y Cim T XA 2 -~

-

2. Boundaries: The licensee shal] def1ne boundaries for the
[andics o otsfoes
L‘!

areas that have ynique requirements for authorlzed activities

and conditions.

#. Activity and Condition Detection Systems: The licensee shall p
Q)&s“ "‘" U/ll

vide detection systems and procedures that, ina timely manner, will

a.) surveil, monitor and/or inspect each of the defined
areas to discover activities and conditions that are not
authorized;

b.) collect sufficient information for assessment of the
nature of the activity and/or condition;

c.) assess the information; and

f/u.: a: 4‘3’1-.“* rc‘vl', '{.’
d.) appropriately cowmun1catgkw4§h reaction/response forces.
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Basic_Capability 3 Narrative

The safeguard system shall provide the capabilities to prevent
unauthorized and unconfirmed removal of SNM"from MAA's. The licensee
must provide removal control systems that are able to detect unauthorized
attempts to remove SNM in sufficient time to permit a response, confirm

that SNM is being removed in an-authorized manner, and provide an

-_‘._..

effect1ve and acceptable response'yn4db-pceuents-unauthor+zed—and~unco»-

firmed removal—-ef—ShM.

A ARt e i

The following safeguard subsystems areApasosseﬁy to assure the

e —— e —

™
detect1on and conf1rmatlon capab111t1es (See Section ___ for necessary

—— S

aspects of the response capabzlity )

- b, —— -

A. To detoct attempts at unauthorized removal of SNM by stealth
from MAA's, the following are needed:
1. Removal Detection Systems: The licensee shall provide detection
systems and procedures that, in a timely manner, will:
a.) detect and annunciate to the reaction and/or response
forces any attempts to remove SNM;
b.) collect sufficient information for assessment of
removal aitempt characteristics;
c.) assess the information; and
R N T
d.) appropeiately communicate w+%h reaction and response forces.
2. Barriers: The licensee shail provide barriers that will:
a.) channel exit attempts to exit controls;
b.) delay any attempts to remove SNM sufficiently to permit
the detection and response systems to functicn 1in an

A / - ‘
effective manner: 5" o IS TES ey . e
\




r
B 19 's
23
A

-" A ;t: v
55 o

e
L el e

AN

——— —— . . N

- ———

> -t ah " . . .
g 0% Ao Besets & -~ s s » el PeRN . & el P i ooy = T b ———

B. To detect attempts at unautlorized removal of SNM by deceit
from MAA's, the following are needed: .
1. FRemoval Authorization Cungro]s: The licensee shall provide
authorization controls and procedures that will establish
accurate properties for authorized removal of SNM by specifying
the characteristics of the SNM authorized for removal, the
person(s) authorized to remove the SNM, and the removal schedule.
2. Removal Controls: The liqensee shall provide removal controls

and procedures that will:

a.) determine the apparent characteristics of the SNM
presentec for remoVai;

b.) verify the identity of the persun(s) presenting the
.SNM fer removal;

c.) verify the removal schedule;

d.) assess the apparent SNM characteristics and the

verified identity and removal schedule against the authorized

Io e2vaghs, va ,,,4','77

removal propertie§? and
e.) apprepriately interface with the SNM Confirmation Controls
and/or reaction forces=: vo,n:/T i ciisia. St T ws fw.a:Q::;?'
C. To confirm the identity of SNM presented for authorized removal
from MAA's, the following is needed:
1. SNM Confirmation Controls: The Ticensee shall confirm the
authorized removal of SNM by providing controls and procedures
that will:
a.) verify the apparent characteristics of the SNM presented

for removal;
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b.) assess the confiirued SNM characteristics against the author
Ly, o5tabtish eal 1’-?/
( characteristics; and

c.) sppropriately interface with the reaction force.» perni T

?;_1'.«( CrayiretTIive NeC Ty,

/ ;"DJ¢A/ .
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( CSALLGUARDS UFGHADE RULE

Hivinum bssentdal | cquirenents

A.  Security Organization

o~ . (1) A security organization including a quard force having the
size, armament, equipment, deployment and training capable
of edeardy defeatina the design basis violent assault
without oulside assistance.

(2) Liaison with LLFA to insure (i) rapdd apprehencion (offsite)
of attackers (ii) execution of powers of arrest and
(iii) assistance against assaults larger than the design
basis event.

Accompanyinag Guides

| - - Guard force armament, equipment and training
- fGuard force size and operation
y - Liaison with LLEA ‘

Q B. Barrier Protection g ;
PR ; .‘2'((100"

(1) A system of barriers to delay or deny entrance by
personnel and vehicles into the protected area, vital
areas and malerial access areas. '

o /"f' Vi)

e (2) Penetration resistant vaults for storage and protection

of high quality ST,

(3) Structures containing alarm, control and defensive
positions hardencd to prevent penetration by the
design basis weapons. a1

' = .

§ 3 b o s

: (4) Area denial svstemssto protect SHM in process. (non-lcthal

Jdebilitating vapors or liquids)

Accompanying fuides

- Barrier Design
PA, VA and MAA (general
Vehicle barriers
Vaults -
Hardering of alarm and control stations
Defensive l'osilions
(\ - Area Denial Systoms
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R C. Comwnications

(1) Capability for continuous radio voice communication
between the guard force and alarm and contral stationa
, and between the facility and LLEA.(4% ¢ #1- channel 2y
SECuC frane 30wt 0’. A Fi- an welAaoep et .’)J.v*ﬂ ’ %10 1i0a I7ome,
(2) A facility wide tamper-indicating dufess alamqﬂsystem '
linked to LLEA( /a., 4 : :
in A Sand fine sniy f)

Accompanying Guides

-
- '9.n:...nnu|fl~n¢ ‘,yr’.‘-l..,
- Duress alarm system

D. Intrusion Alarm System

//Jflnl:‘
(1) Aa-ales&aani{ftawner-indicating alarm system fur‘high /

assurance detection of unauthorized entry (i) into a
protected arvca and (ii) into or within vital areas and
material access areas.

'_gfg ;/:\é/

iut (2) A system for rapid assessment of (i) a riveter or interior
a0 alarﬁi,'aLd (ii) 1 mmthis

IS LA, ) the nature and extent of, L (th
| : NTE: - includes clear areas, illumination, emergency lighting
i s s 4h S and CCTV) . liwpl ¢5 o dorerars of C2isynimn A’c Az ar
& : ! e P T T y un"!-e.uuu‘&r'( #
. (3) Duplicate iudependeiit alarm and control stations ' y
- SRR f’w:u Pives o, 'y af/,-,,yg-:.n,.ly ..g. Vf}pﬁa?" >
o Associated fuides (Tt e S ML bie WRAY I i
! ; TE Mnthiy wds viimiped ¥a
‘ L. UY- Perimeter Intrusion Alarm Systems T Yoo . RTL
e g T 7 <« Interior Intrusion Alaym Systems J

- Alarm and conlrol stations
- Alarm Asczessment

E.  Control of Entry and [xit

(1) A system, including access controls and search of personnel ,
vehicles, packaaes and material, to prevent unauthorized
entry of personnel, vehicles, weapons and explosives
into the protected area, vital areas and material access
areas.




-

(2) A system, including searchlof personnel, vehicles,
packaqes awd material exit ng a material access
area, Lo prevent unauthorized removal of SNH.

. . Lefine)
Special containment of hiah quality, divertible size
SHM including isolation of work areas, limited access,
surveillance of employees and restrictions on rersonal
articles and clothing (this includes a prohibition
against the wearing of metal bearing clothing and the
carrying of wetal objects thru the material access area
exit point)

Accompanyina fuides

- Access conlrols ‘
= Search Techniques and Equipment

¢{l&h!5

(1) A systen, includinag frbguent functional tests, to insure
that securily equipment sub-systems are operating pggpg%gy.
el i mé,
(2) A system to insure that the performance of security
organization personnel is adequate.

<& ' 2

: . i
(3) A procedure for the—utowcated testingg of the overall y
facil ity Safeauards systew.. 4. spakenty &) el i e Tern,
2w Suntlss CerTerla

(4) A planA for testing the LLEA response capabi]itics.:’ﬂ ;c...-...v, ,/)
Accompanying Guides

- Alarm System and Communications Testing
- Performance Testina of Security Personnel
- Safeqguards System Testing

- Verification of LLEA Response
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FEMOINDUM FOR: Upgrade Working Group el et
-I\ " : (7_', o
FROM: L. J. Evans, Jr., Chief Y My J
Requirements Analysis dranch frer S
SUBJECT: STATUS REPCRT--UPGRADE RULE ACTIVITY

Censistent with decisions mads at the February 1 working group meet-
ing and our earlier scoping of the safeguard upgrade rule effort,
work is preceeding to develop alternative aprrecaches te implemant-
ing the upgrace. At present, throe ocptions oppear to be viable.
First, a tetally performance-oriented rule. Second, a rule which
includes boih performarce requiresents and detailed systems specifi-
caticns, whicn are not integrated. Third, a rule which inzludes

and integrates both perfcimance requirements cnd minimum essential
system specifications.

Attached please Tind examples of drafts which should be useful for
Geveloping the third uption. The attechments include narratives of
the first three basic capabilities which have Leen developed by A.
Poltorck and a write-vp of minimun cssential safeguard system speci-
fications which have been developed ty D. Kasun., Cbviously, these
have not been integroted yet, Hewaver, viork has begun to show how
such integration would be accompiizhed. A)1 of the attached drafts
are in early stages of development and therefore numerous changes

are anticipated and comments by working group members would be appre-
ciated, As you review the bacic cepability documents, it would be
helpful if you would crganize your cumments under the following
categories: (1) Are all sections and entries complete? (2) Are tne
sections organized i2gically? (3) Does the narrative say what it was
meant to say?

Review of the tasks delincated in the safeguards working croup respon-
sibilities chart which was forwa-ded to you by memorandum of January
24, 1977}‘§?ows those tasks to have the following status.

A}
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Upgrade Working Group 2 February 10, 1977
Task Immed
Task Leader Prod Due Status
o Formulate Performance Poltorak 1/28 Drafts submitted
Oriented Specifications
E AT
‘ \\d Formilate Minimum Safe- Kasun 1/28 Draft submitted
_ guards System Specifica-
~ .. tions
L 1ntegrate Performance- Poltorak 1/28 2 weeks slippage

\Oriented Specificaticns
& Minimum Safeguards
i y'System Specifications
e \”o Formulate Regulatory Michaels 2/8 Draft submitted
- Design Guidance

0 Insure GESMO Safequards Hatter 2/4 1 week slippage
Supplement Consistency
S N s BE . EY :
~ > 0 Tnsure NRR 73:55 Miller ) 2/15 On schedule
— Consistency g
0 Develop Upgrade Guides Jones 2/28 On schedule
& Technical Reports
"o Develop License Review  “Levy 2/28 On schedule
\\P}_‘iis_l”'_' ety -
o Develop Site Assessment — South 3N On schedule
Procedures .

Finally, a working group meeting will be held on Friday, February 18.
Therefore, please submit your comments on the attached drafts by c.o.b.
Wednesday, February 16, so that we can compile them and give copies to
ail menbers of the working group for use during that meeting. We will
call early next week to schedule the time and place.

————

& 09 S
Al £
- &/L,L (N oA
) L. . Evans, Jr.
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y . Basic Capability 1 larrative

St s The safeguard system shall provide the capabilities to prevent
( unauthorized personnel entry and prevent in‘troduction of unauthorized 4
material into MAA's and \{_A‘s. The l,icer:seé must provide access T
» control systems that are able to detect unauthorized attempts to gain ks
- access l?,)! persons and detect attemp'ts to introduce unauthorized g
material in sufficient*time to permit an effective and acceptable
response which prevents unauthorized personnel entry and introduction
of unauthorized material. 2 -:::
The following safequard cubsystems are necessary to assure the —
detection capability. (See Section _ for necessary aspects of the
response capability.)
A. To detect attempts to gain-aécess or introduce material by “:"‘
stealth across MAA and VA boundaries, the following are needed: A
1. Access Detection Systems: The licensee shall provide detection )
L systems and procedures that, in a timely manner, will: ‘
a.) detect and annunciate to the reaction and/or response .&"b-
forces any access or penetration attempts by person< or ’ ‘\ & _Z';."
of material; . r)}‘, C ‘:“!Y&' '-—
P ‘_i_"::.,’ Jb.) collect sufficient information for assessment o} A/ I"" L :_é
T 7 " adversary characteristics and intent; o ;__'-V ,:\“u"”.‘i;
! b= c.) assess the information; and ‘Jw,n\ ¥ ""l\:;’
d.) appropriately communicate with reaction and respsd;;’):". . (’,V'"C
forces. 'u..y‘_ | :,;:“ &
2. Barriers: The licensee shall provide barriers that will::L
a.) channel casual penetration of persons and material . "
,“;\ to MAA and VA Entry Controls; and -
N t i




-~

5 . b.) delay penetration attempts by persons and
(' introduction of material sufficiently to permit the
detection and response syste&s to function in an
effective manner.'.
B. To detect attempts to gaih'access by deceit into MAA's and
“*VA's, the following are needed:
1. Access Authorization Controls: The licensee shall provide
authorization controls and procedures for personnel and
material entry that will: :
a.) establish updated entry réquirements;
b.) establish accurate authorization schedules based
on routine operational and non-routine/emergency requirements.
2. Entry Controls: The licensee shall provide entry controls
and procedures to:
| a.) veriiv the identity cf persons presenting themselves
for access and/or material presented for introduction;
b.) assess the verified identity and/or material against

tne authorization schedules and entry requirements; and

c.) appropriately interface with reaction forces.

-
- —— e " = W e ———
< -
- » " gy -
- f * - oo »STe a2 > o
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basic Capabilily 2 Narralive

-~

The safeguard system shall provide the capabilities to preyent
(’L unauthorized activities and unauthorized conditions within PA's, VA's,
and MAA's. The licensee must provide activity and condition control
v systems that are able to detect unauthorized activities and unauthorized
conditions in sufficient time to permit an effective and acceptable
resé;nse which prevents unauth;}iied a;tivities and unauthorized con-
diticns to exist or continue.
5 The following functions are required of the safeguard system to
b assure the detection capability. (See'Section ___ for required functions
of the response capability.) . :}..
A. To detect unauthorized activities or unauthorized conditions \/xzﬂ"i\ s
within PA's, VA's, and MAA's, the following are needed: ,;f.j, :

1. Authorization Controls: The licensee shall provide au or{-f' R

and conditions permitted within each of the areas with

- —

unique requirements.
2. Boundaries: The licensee shall define bou.daries for the~\ '3?

- areas that have unique requirements for authorized activities ' '

and conaitions.

\

3. Activity and Condition Detection Systems: The licensee shail pro-

vide detection systems and procedures that, in a timely manner, will:

a.) surveil, monitor and/or inspect each of the defined
areas to discover activities and conditions that are not
authorized;
b.) collect sufficient information for assessment of the
nature of the activity and/or condition;

‘(: c.) assess the information; and

d.) appropriately comunicate with reaction/response forces.

- - .
- - o

. a » St S : & *r
e s . g L ' - - Tk = e TN 1 R e



Basic Capability 3 Narrative st o Q*]' R
. e /r/v/”' : LL\:/V-/{
> "

The safeguard system shall proyidé the capabilities tu prevent Y

-
unauthorized and unconfirmed removal of SNM from MAA's. The licensee
must provide removal control systems that are able to detect uni-thorized
attempts to remove SNM in sufficient time to permit a response, confirm y
tﬁét-SNM is being ;emoved in an-authorized manner, and provide an
effective and accepiable response which prevents unauthorized and uncon-
firmed removal of SNM.
The following safequard subsysteﬁé.are necessary to assure the
detection and confirmation capabii:ties. (See Section ___ for necessary p
aspects of the response capability.)
A. To detoct attempts at unauthorized removal of SNM by stealth
from MAA's, the following are neéded:
1. Removal Detection Systems: The licensee shall provide detection
systems and procedures that, in a timely manner, will:
a.) detect and annunciate to the reaction and/or response
forces any attempts to remove SNM; ' “i .- A
¢ b.) collect sufficient information for assessment oﬁ . /;;;‘&'A)
removal attempt characteristics; / ﬁ:._ f
c.) assess the information; and P
d.) appropriately communicate with reaction and response forces.
2.. Barriers: The licensee shall provide bizriers that will:
| .a.) channel exit attempts to exit contrg]gi
b.) delay any attempts to remove SNM sufficiently to permit
the detection and response systems to function in an
effective manner,
!

- - -~ ». i "ol b olRfr .
s Bt e i e g
< : A=
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¢ B. To detect attempts at unautrorized removal of SNM by deceit

{' ‘ from MAA's, the following are needed:

1. Removal Authorization Controls: The licensee shall provide

- Ay
authorizatiun controls and jrocedures that will establish !
il

accurate properties for authorized removal of SNM by specifying

- —— - ——— o

e - -
the characteristics of the SNM authorized for-removal, the

-

—

person(s) authorized to remove the SNM, and the removal gchedule. '
- e N
2. Removal Controls: The licensee shall provide removal controls i,/

L I ™
- and procedures that will: : Vv -

.~

—

a.) determine the apparunt characteristic§ of the SNM

presented for removal;

. b.) verify the identity of the person(s) presenting the
(\ SNM for removal;

c.) verify the removal .
) y schedule; .

d.) assess the apparent SNM éﬁéracteristicé and the

sagal 3 . M e
verified identity and removal schedule against the”aath°riz;;\‘\
s - b,
! removal properties; and

e.) éppropriately interface with the SNM Confirmation Controls
and/or reaction forces.
C. To confirm the identity of SNM presented for authorized removal
from MAA's, the following is needed:
1. SKNM Confirmation Controls: The licensee shall confirm the

authorized removal of SNM by proeviding controls and procedures

that will:
o AP "
a.) verify the apparent characteristics of the SNM presented
. B _’,/
(\ for removal; '
2
; F
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L b.) assess :the confirmed SNt-‘,ﬁharacteristics against the authorized
\

52 = \ _
( characteristics; and v e i -

c.) appropriately interface \h‘th the reaction forze,

.
- ‘
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A. Security Oraanization 3 I P 4
(1) A security organization including a quard force having the
size, armancnt,.equiprent, deploywent and training capable
of cleartydéfeatinag thedesign basis violent assault
kgithout outside assistance.
(2) Liaison with LLEA to insure (i) rapid apprelicncion (offsite)
of attackers (ii) execution of powers of arrest and
(1i1) assistance against assaults larger than the design
basis event.
Accompanying Guides
s
. - Guard force armament, equipment and training '8,
- fuard force size and operation , ° ’ § iy
- Liaison with LLEA L.; I L )1 A o NS
ot ' ."»
. o ) - ' - 4 o
B. Barrier Protection . -"h‘ o ﬂi \ ‘ 0L1<"
e R % ‘ Lo Tade g
(1) A system of barriers.to delay or deny entrance by ¢ + ’zljurt
personnel and Vehicins into the protected area, vital — b} '
areas and natériat-access areas. F- PR
(2) Penetration resistant vaults for storage and protection
of high quality SKM,
(3) Structures containing alarm, control and defensive
positions hardened. to_prevent penetratlon by the :i
des1gn baSIS Weapons. iy WP | .”\kh.ab o=
(4) Area denial systems to protect SHM 1n process (non- lethal AT
debilitating vapors or liquids) LRk P S
- ! '
‘y - p
Accompanying Guides K w M
- Barrier Design B N o i
PA, VA and MAA (general St 3 e
Vehicle barriers AR e
Vaults o ¥ \_‘/ \
Hardening o0 alarm and control stations A 4 b oAt
Defensive Iositions G o o
- Area Denial Systems ~$ AP gy
‘ ty, -2v
-~ P‘r
A=
- EESTETTTTT T T T e = . Tt
TN S, s - I R e
oy ¥ e ® '\.-‘l‘ [ v oo -~ :‘ ’ :t;;:..' i .:“'ﬂ.-,-'.::':".'c -
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ot Vot e
¢ 1=
‘ €. Communications : \_‘ .
et L IOn: i
(1) Capobilit,-;g[or contjnuous radio voice coumunication
between 1hél quarg~force and alarm and control stations
b i and betweeti the facility and LLEA. '
Loer L e e g — -l =
PR | ')/' (Zl).CT_ﬁcﬂit'-y"wide tamper-indicating duress alarm system
e . ~# t linked to LLEA. . et
! 3 ‘qy / . ~!.~\!. — J ; . e el
v A 7 . Accompanying fuices
" L] \-1_. - ..
¢ v - Duress alarm system
\ - . 2
o + D, Intrusion Alarm System
N-/b‘ (1) An electronic tamner-indicating alarm systen for high ,,,o-""
\ assurance crtection of unauthorized entry (i) into a - '-L‘ A o
-t"“ : protected area and (ii) into or within vital aveas and )/
\ v material access areas. — P o2
: ——/ \; o " \? ,b
(2) 7 system for vapid assessmertfof (i) a periveter or interior
alarm and (ii) the nature and extont of a tireat (this! :
includes clear areas, illumination, energency lighting; \
( t+ and CCTV). d
( o+ ¥ A"
i i T U P (3) Duplicate independent alarm and control stations : '\
'“' - Associated fuides | ‘dc' i
= Perimeter Intrusion Alarm Systems o g w*
- Interior Intvusion Alarm Systems e :L'."
= Alarm and control stations ; \'h-f oy
. - Alarm Assessuent : . T
‘ SR
E.  Control of fntry and Exit . Vo
rJ
(1) A system, including access controls and search of personnel,
vehicles, packages and material, to prevent unauthorized
entry of personnel, vehicies, weapons and explosives
into the protected area, vital areas and material access
areas.
» ‘,:.'. :‘..,.- ez ol % P v R ‘L . . iy, - per s ‘_.:‘.::.";.' L
R e A A 2 Mo T L R M e
AP . ~ 2 = o B2 SIS g




(2) A system, including search
packages and material cxit#
area, to prevent unauthorized removal of SN

of perc<onnel, vehicles,

ng a material accecs s
s

o —

(3) Special containment of hinh qual.t, @ivrrtihleaégz;) ,&r
‘. SHI including isolation of work a.-as mtrd-actess, p
: ~ surveillance of employees and restrictions on personal W >
’ a
\ articles and clothing (this includes a prohidition € » * o\
i —againstthayearing of-wetal bearing clothing and tHe * A vﬁ‘ :
% carrying o netal obJects thru the material accoss req\ e D
"L exit point). N\ _~ o \./ U g
W Accompanying fuides Y A ‘le-
¢ ‘EN‘ -~ < R
- Access controls AT
- Search Techniques and Equipment RS
T v
F. Testing N
(1) A systen, includina freguent fumc{iuvra) test .5, to insure
o that security equipment sub-systems are operating properly.
, (2) A system to insure that the pc#formance of security
\ organization personnel is adecuaate. _
(3) A procedure for the 1nteorated test1nqs of the overall LU T
fac111ty sarnnuards system, ] o
(4) A plan for testing the LLEA response capabilities. N
i
: L
Accompanyina Guides \ f{\ o
- iy \\ "Y \r 3 ‘\
= Alarm System and Cownunications Testing > il \‘:“‘
= Performince Tesiina of Security Personnel o \\
- Safequards S)stcm Tcst:nﬂ l

Verification of [LEA Response
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$ 73.50 Requirements for Physical Protection of Licensed Activties

and Special Nuclear Material

In addition to any requirements of this part, each licensee wvho
is authorized to opurale a fuel rcprocessing plant pursuant to Part 50
of this chapter or who possesses or uses uranium-235 (contained in
uranium enriched to 20 percent or more in the U-235 isotope), uranium-233,
or plutonium alone or in any combination in a quantity of 5,000 grams
or more computed by the formula, grams = (grans containéd U-235) + 2.5 (grams
U-233 + grams plutonium), including licensces vho are authorized to
operate a nuclear reactor pursuant to Part 50 of this chapter who
possess or stere such niaterial shall couply with the following require-
ments. The requirements of this section do not apply to such reactor
licensees who possess such material only when it is located in the core
of a nuclear reactor and/or who possess or store such material only
when it is contained in irradiated fuel elements removed from the
reactor core.

(a) General Performance Requirements.

{1) The licensee shall use the following design basis events to
establish and maintain an onsite physical protection system and
security organization which will provide protection %gfh high

: / 1
(neews 1o Lo a<frnetGand '»-e/ukc‘f)
assurance against successful theft of special nuclear material or

industrial sabotace bv both of the following
(i) A determined violent external assault, or attack by
stealth of up to persens with the following attributes,

assistance and equipment: (A) Well-trained (including military

Cnclosure
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training and skills) and dedciated individuals, (B) Inside
assistance of knowledgeable individual who may atltempt to
Gzt participate in both a passive role (e.qg., provide information}
and an active role (e.g., facilitate entrance and exit, disable
alarms and communications, participate in violent attack),
fes s (C) Suitable weapons, up to and including hand-held automatic
' weapons, equipped with silencers and having effective long range
accuracy, (D) Hand-carried equipment, including explosives for use
as tools of entry or otherwise destroying the facility security
system intecrity, and
(ii) An internal threat of insider or employee
(in any position)
( (b) Perfordncne Capabilities and Criteria_
In meeting the general perforwance requirements of paragraph (a)
of this sectien, the onsite physical protection system and security
Reasn erganization shall include but not necessarily be limited to
basic capabilities that will assure:
(1) Admission of only authorized personnel and materials into
material access and vital areas including: i S i‘:f, ‘b"l‘,‘,‘? b
£ :
(:E)(i) Carriers designed to assure prevention or delay of
penetration until appropriate response can be made,
(l)(ii) Measurcs to assure that only authorized vehicles,

personnel, and materials are permitted access to sscdeeted arcas,

material access areas, and vital areas; and

s

>

s C};(iii) Measures to assure detection of penetration or attempted

penetration oMprotectod—seeas, naterial access areas or

- i 4
-

-
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,‘:f (') vital arcas in sufficient time to permit appropriate
*‘i : resnonse;
- ;7:_ ".
;: (2) Timely detection and effective response to unauthorized

conditions of access to special nuclear material or unauthorized
activities within material access areas or vital areas including
(i) Measures to assure that special nuclear material
is used, processed, and handled only by authorized personnel
in an authorized manncr;
(i1) Measures to assure that only those personnel whose
immediate job function requires access to material access
areas or vital areas can gain such access; and
(ii1) Measures to assure detection of unauthorized activity
or presence in a protected area, material access area or
( vital area in sufficient time to permit an appropriate
response;
(3) Removal of only authorized and confirmed r2terials from
material access areas including:
(i) Material access areas within barriers designed to
assure against unauthorized removal of material and to
assure control of irgress to and egress from such areas;
(ii) Measures to assure that special nuclear material is
S or Fhe othee, e
bt et bsta ! not removable or rcmoved from autherized arcas except by
authorized, controlled routes, at authorized times, in
authorized quantities, and by authorized personnel;

(iii) Measures to assure that special nuclear material is

( used, processed, handled, and stored only in authorized

. '.'. - 7 .
- chn". ~'C-:-.-*',
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areas for authorized purposes;

Timely detection and effective response to breaches in

containment of special nuclear materiail including:

(i) Measures to assure the detection of unauthorized routes

by which special nuclear material could be removed from

authorized locations in sufficient time to assure that

such routes are not used for unauthorized removals;

(ii) Measures to assure the detection of unauthorized

removal or attempted unauthorized removal of special nuclear

material from/ﬁﬁ?ﬁg;;iia locations in sufficient time to
s L il

permit a response that will prevent removal of the special

nuclear material from the protected area; and

(ii1) Measures to assure that emergency conditions cannot

be used to compromisc'materia] containment systems to effect

theft of the material; and

(5) Timely detection and effective engagement of intruders

ohe ©F the ethos,
v ~S but et bod iy 'l
(i) Barriers designed to assure prevention or delay of

penetrating the protected area including:

penetration until appropriate response can be made;

(i1) Measures to assure detection of penetration or

attempted penetration of the protected area in sufficicent

time to permit a response that will permit effective engagement
of the intruders;

,V'r.f } '{rl'.luln¢ 5

"‘;';2”'" of \(iii) A security organization composed of personnel trained
¢ t{r&an flfn, s s s 'slf' = i
and qdll{z;ea to provide immediate and effective response to

k Lrrs flt'l’ﬁc.u//‘,dl
-

penetrations of the protected area; _._ S -
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(iv) Preplanned response measures to assure effective
or e tte m,)f(/ wotritiens
response tc penctrations,of ‘the protected arcy; and

(v) Communications measures designed to provide for
-éﬁ‘}"fnu.'

summoning ofyaid, if necessary, in response to a threat

and for coordination of actions of response forces in

counteracting a threat.

(c) Quality Assurance.

The applicant or licensee shall demonstrate the establishment
and maintenance of a quality assurance program for special
nuclear material safeguards systems to assure control over
the activities affecting the effectiveness, reliability, and
( _— availability of such systems includiqﬁ/azgghstration )hat the

quality assuruince program will be maintained throughout the
plant life to assure that any defective safeguards systems,

ok subsystems, or components are promptly detected and corrected.
The criteria for quality assurance programs set forth in
Appendix B of Part 50 of this chapter, "Quality Assurance
Criteria for Nuclear Power Plants and Fuel Reprocessing Plants,”
provides guidance regarding the essential elements of a qualitly
assurance prograr®

(d) Redundancy and Diversity.

Safequards systems shall be designed against coimon mode and
single failures of subsystems or components that would render
the system inoperable or ineffective. Subsystem or component

diversity provides protection against common mode failure. For

-
———
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example, an adversary cannot cut off communication with local
law enforcement authority by eliminating the telcphone service
from the plant if there is also radic service. Subsystem or

/_.—-——‘
component redundancy provides protection against single failure.

(e)

For example, an adv~rsary cannot defeat an alarm system by
cutting off the power if there is an cmergency or back up power
source for safeguards equipment.

Specific Requiremenrts

In meeting the general performance requirements of paragraph {a)

of this section, and in assuring the basic capabilities of
paragraph (b) of this section, the onsite physical protection
system and security organization shall include but not necessarily
be limited to capabilities to meet the specific requirements

of paragraph (f) through (?) of this section. The Commission

may authorize an applicant or licensee to provide measures for
protection against theft of special nuclear material and industrial
sabotage other than those required by this section if the applicant
or licensee demonstrates that the overall level of system per-
formance provides protection equivalent to that which would be
provided by paragraphs (f) thru (?).
[Thru (?) would include the specific requirementis now in §73.50

and 873.60.]

2
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FIRST PERFORMAHCE CAPAGILITY NARRATIVE

Access “ontrol subsystems shall provide the capabilities to

detect and respond to unauthorized attempts to gain access or introduce
unauthorized material into MAAs and VAs. The licensee wust provide
safeguard systems that are able to detect unauthorized attempts to

gain access or attempts to introduce unauthorized material in sufficient
time to permit an effective response, and must be able to provide re-
sponse in an effective and acceptable manner to prevent unauthorized
personnel entry or introduction of material.

(Note: the following relates to the personnel access controlsonly,
material access controlswill follow later.)

_ So.of.-‘ Vs S
The—foowing—safequard, subsystems are necessary to assure the

above detection capability. To support this capability, the subsystems

must perform the functions identified below. (See Section for

details of the response.)
A. To detect attempts to gain access by deceit, the following
f(«'.cﬁ Tians sviv. T L-c’ _"".."i ~:‘Il“,f
subsystems are—peeded:
(1) Authorization Controls: The licensee shall provide
authorization controls that will (a) establish accurate
and updated entry lists, based on routine operational

requirements and non-routine/emergency requirements;

and (b) establish updated entry requirements based

s
ey
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on the immediate facility situation.

(4) Arress 1o vit areas and material
arrese areas <Lall e lunited to indi-
: viduals who are authiorised necess to vital
s eauipment or special nuciear material
- and who require such necess to perform
their dutles. Authorization for such indl-
viduals sball e nrovided by the issuance
of sneciollv coded ninmbered badges Indl-
cating vital areas and material access

areas to which access is authorized o SO Y

(8) Admittance to n material access
area ahall be unJoredi ) -con e e Zai-
tivardzed laliriZul gaaind Hintted to irdl-
viduals who require such access to per-
form thre!r duties b 8

(2) Entry Controls: The licensee shall provide entry con-
trols to confirm the identity of persons presenting
(\ themselves for access, to assess the identity against
the authorization and requirements lists, and to appro-

priately interface with reaction forces.

ey Aceexs regre ments, Tie licensee
shiall conbral all odnts of persannel st
B R L o e B e et Laa
AP e M T eI I AT e e
dole ety vital sren. Identification of y'er-
synnel and veld des shuall e made and
authuaisation sl be ensecked at such

noeht g X

(8) Admittance to n materin! nccess

nrea ahnll be under the control of aye
thortzed Individuely

4460, . a. .5
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B. To detect attempts to gain access by stealth, the following

(;.’d(‘ {NM,S s - ’J:l }'n-nlc/:

(1) Barriers:

will:

The Ticensee shall provide barriers that

(a) channel casual penetration attempts of un-

authorized persons to MAA and VA entry controls; and

-

(b) delay venetration attempts by unauthorized individuals

sufficiently to permit the detection and response systems

to function in an effective manner.

(b Phuricul barrirrs. (1) The Heensee
el nsute vital equtpieent only within
W ditae slen, winch, in turn, shadl be lo-
catedd within a protested area such that
access to sital cquipment requires pass
sape thraugh at least two physical bar-
ricys Mare than one vital aren mav he
within a single protecied area

2 The beensee chall locate nutertal
Heeess adeas only withan protected oreas
such that zoeess to tie moaternt] acvess
ares teqguares passape through at deast
twa nhysical barriers. More than one
et rinl reee i Ao ol - S 194 P
sinrle protectod wrea

O The phivsieadl barrier at the pe-
rineter of thie protected arva o Hall Le
separated (rom any other barvier desig-
nated as a physical barrior withun the
protected area, and the intervemng
space monftagred or periedically chesked
to detert the prescuce ol § crsons or ve-
hicles o that the facility se urty orprant-
Zauon can respond to suspeeions ettty
or to the hreachhy: of any phivsienl bar-

vier » s |
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(2)
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Detection Systems: The licensee shall provide effective
detection systems and procedures that will: (a) detect
and annunciate in a timely manner to the reaction and
response perconnel unauthorized access or penetracion
attempts of MAAs or VAs; (b) permit the accurate and
timely collection of sufficient information for assess-
ment of adversary characteristics andAntent; (c) pro-
vide for assessment of information and the resulting
decisions regarding response force notification in a
timely and efficient manner; and (d) permit communica-
tions with reaction and response forces in a timely

manner.

Deteetion gid requirement. Each
urcccupled materfal access arca shall be

lrrkes

4 Un-
eocupetd vital areas and material access
areas b0l be proterted Ly an active in-

trireion alarm svstem. an

exiis rhall be continuously alarmed.

s -
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