
, ,
. . .. ... _ .

..m.. . .

.

* * ** *

[pn ng cq
.,,

b UfJtif D STATf:S
*

f% 'k NUCLEAR REGui.ATORY COMMisslON
( ,k ./h,k $ Y.' ASHING rnN. D. C. 20555

( %g,I'd$IIIO / February 10, 1977
e,m p

*****

- -

MEMORAllDUM FOR: Upgrade Working Group

/ .FROM: L. J. Evans, Jr. , Chief
Requirements Analysis Branch

SUBJECT: STATUS REPORT--UPGRADE RULE ACTIVITY

-Consistent with decisions made at the February 1 working group meet-
ing and our earlier scoping of the safeguard upgrade rule effort,
work is proceeding to develop' alternative approaches to implement-
ing the upgrade. At present, three options appear to be viable.
First, a totally performance-oriented rule. Second, a rule which
includes both performance requirements and detailed systems _.specifi-

,g ' , gt.ip0S, which are not integrated. Third, a rule which includes
r ,,, .- 7;and integrates both performance requirements and minimum essential-

isystem speci ficati.ons,.
.

. . . . - h ,,, y ( , ,,, g gg, y 6 .._,, q,y,, , , ,, ,g
-

.

.4. / Attached please find examples of drafts which should be useful for
T ' developing the third option. The attachments include narratives of

the first three basic capabilities which have been developed by A.
Poltorak and a write-up of minimum essential safeguard system speci-
fications which haye been developed by D. Kasun. Obviously, these. '

have not been integrated yet. However, work has begun to show how
such integration would be accomplished. All of the attached drafts
are in early stages of development and therefore numerous changes
are anticipated and comments by working group members would be appre-
ciated. As you review the basic capability documents, it would be
helpful if you would organize your ccmments under the following
categories:

(1) Are all sections and entries comp.lete?(3) Does the narrative say(what it was2) Are the.

' sections organized logically?
meant to say?

.

Review of the tasks delineated in the safeguards working group respon-
sibilities chart which was forwarded to you by memorandum of January
24, 1977, shows those tasks to have the following status.

.
.

N.. 8212000161 821025
&* " "' PDR FOIA

WEISS 82-441 PDR

f~ |
,
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-Ffsk Task Immed
y,:.3 Task Leader Prod Due ' Status,g

~. a
~ o Formulate Performance Poltorak 1/28 Drafts submitted

-

Oriented Specifications
13
jr0 /.

o Fonnulate liinimum Safe- Kasun 1/28 Draft submitted.

guards System Specifica-
,

tionsd

. .

o Integrate Performance- Poltorak 1/28 2 weeks slippage
>

Oriented Specifications.,

si .y & liinimum Safeguards
9< System Specifications

; .4-

o Formulate Regulatory liich aels 2/8 Draft submitted,

Design Guidance

o Insure GESl40 Safeguards Hatter 2/4 1 week slippage
Supplement Consistency3

,

Ii

{ o Insure flRR 73:55 liiller 2/15 On schedule
Consistency

| o Develop Upgrade Guides Jones 2/28 On schedule
-

& Technical Reports

. .,y o Develop License Review Levy 2/28 On schedule..

Plans

o Develop Site Assessment . South 3/1 On schedule
Procedures

Finally, a working group meeting will be held on Friday, February 18.
Therefore, please submit your concents on the attached draf ts by c.o.b.
Wednesday, February 16, so that we can compile them and give copies to
all members of the working group for use during that meeting. We will
call early next week to schedule the time and place.

O
{ -

'

) D' U 4 ,s G C

L. J. Evans, Jr.
_
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' Basic Capability 1 Harrative,

.
**

, .
-,, ,

The safeguard system. shall provide the capabilities to. prevent
#

unauthorized personnel entry and prevent introduction of unauthorized
'

material into MAA's and VA's. The 1,icensee must provide access
.

control systems that are able to detec3htidrized) attempts to gain-

m - _ _

access byJpersons and ' detect attempts to introduce unauthorized

material in sufficient' time to permit an effective and acceptable
.A f 4

; j response,pic4t-preyents-unauthorired personnel-entry-an(L-introduct-ion
r

of-unauthor-ized-ma terial . 'e
*

i e,,,,~...-..,
j The following safeguard subsystems are reressary to assure the ec|useM.

.

g

\ detection capability.} (See Sectio [o) neceEary aspects of the
\ . __ _ . _

. _ . . . . -__ .__. ....._. -response capability.) .

' . ... .. - -- ^ v , , +). n pi
A. To detect attempts to gainj, access or introduce material by

s

stealth across MAA and VA boundaries, the following are needed:
-

! 1. Acce.ss. Detection Systems: The licensee shall provide detection'

systems and procedures that, in'%) C. dJ,4)
'

a timely manner, will:(

a.) detect and annunciate to the reaction and/or response,,
: <-~...,r 1.,<.. 4is a r'pa w /t bn.a'.uo U'

forces any access or penetratf694attemptgby persons or
of material;

b.) collect sufficient information for assessment of

adversary characteristics and intent;

c.) assess the information; and
,e nen ,<.,. n: M io

d.) appropriately communicate /pi4h reaction and response

forces.

2. Barriers: The licensee shall provide barriers that will:

a.) channel casual penetration of persons and material
-

.

to MAA and VA Entry Controls; and-

'
.

%.c<- .

.2 .

5
.

-
- --& + . _ ,* :: 3. _. w - -

.. ,
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, . , ,

. 9;- ,

.. q ,

b.) delay penetration attempts by persons and **, .
, , .

.

'. .

introduction of materi l sufficiently to permit the,.2, a
-: '; ;.

detection and. response systeIns ~to function in an's

effectfvemanner[ I,*eison. ,c. - ,

''

] B. To detect, attempts .to gain access by deceit into MAA's and.

~.*%
'

. ..
~~

'' A's, the following are ne'eded:'- - ;

4 f 1. Access Authorization Controls: The licensee shall provide
J

authorization controls and procedures for personnel and
9 a

material entry that will: j, g, n
1 4./ -

a.) establish updated entry requirements;t .

e

! b.) establish accurate authorization schedules based
1 -

J on routine operational and non-routine / emergency requirements.
,,

A 2. Entry Controls: The licensee shall provide entry controls
'

'
. and procedures to:

-
i

-

l ..

a.) verify the identity of persons presenting themselves'
;

.
.

for access and/or material presented for introduction;
'

,
-

, :.

,i b.) assess the verified identity and/or material against.

i > cc.s .da . i, . e toi. y
the authorization schedules and entry requirements /; and.-gu s

\

c. ) appropr.iately interface with reaction forces. 6,a,', ... ,"i
,

* y .w ' -e ,: _.. i . - e (a v . r e t. f r .s
' *

g . . , n,
s

e

t

t

t

8

}

,

-
.

, . ,jy- . ' -

2
'y-

.

:) .
-
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I
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.thi ,ic Liipabili ty 2 flarra t.ive*
.

,

. .. >^
~

The safeguard system shall provide the capabi.lities to prevent

unauthorized activities and unauthorize'd . conditions within PA's, VA's,
'

and MAA's. The licensee must pr, ovide a'ctivity and condition control

's , systems that are able to detect un, authorized activities and unauthorized,

w

conditions in sufficient time to permit an effective and acceptable.

lp
[respo~n~se.phich prevents unattthorized activ.ities-and-unauthori-zed-con-, ,

,

f~. . m j
d-it-ions-to-exist ar--cont-inue.

'
p h r.<u t s vess:~* e .: a >-c n ~ n<usv s,

3 The followingj@nctions are-requj, red-of-.tho-safeguard-sys-tem to
, , ... -_..--_ - .

q assure the detection capability.,i (See Section __ for required functions ,)
- . .. - -., y-

of the response capability.) -- - " ''
.--- ;-

, , .. . . . .
"

A. To detect unauthorized activities or unauthorfzed conditions
' ~

within PA's, VA's, and MAA's, the following are needed:
s

1. Authorization Controls: The licensee shall provide authort-
?

! za. tion controls and procedures that will establish the activities.

!,

'

and conditions permitted within each of the areas with,

.

,' unique requi.r_e_ments. '~ # 4 Se.- < > - (t -
, , f d ie'-t m "./

'

,, - -- --
. ~ . . .

2. Boundaries: The licensee shall define boundaries for the"

e d.% inld s)areas that have unique (re_quirements' for authorized activities'* '

l and conditions.
) -

| 3. Activity and Condition Detection Systems: The licensee shall pro
Qui '; dd. ;.:.

vide detection systems and procedures that, in a timely manne)r, will:
.

!

; a.) surveil, monitor and/or inspect each of the defined
t

areas to discover activities and conditions that are not,

: authorized;
-4

j b.) collect sufficient information for assessment of the
.

,

i. nature of the activity and/or condition;
,

} c.) assess the information; and
- D ft., aussn e f re s If b,..

d.) appropr4ateby communicate w44 reaction / response forces..

A:

.

v:- 1
. .

- - ~ - * - . - - ~~~ :* ~ ' ~%:* L
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Basic Capability 3 Narrative, ,

4

The safeguard system shall provide the capabilities to prevent
,

unauthorized and unconfirmed removal of,5NWfrom MAA's. The licensee
-

must provide removal control syst' ems that are able to detect unauthorizeda t. : .

h attempts to remove SNM in sufficient time to permit a response, confirm
-

+::d i .._"

*' that.SNM is being remove'd in ansauthorized manner, and provide an;
__,,,,__.-;

. y, ,

/j effective and acceptable response,fnich nravants unauthorized-and-uncon-
.

I
,

'

i .fi rmed-removal-ef-SNPt,-

b
, er m o .o r ... vm,

*

The following safeguard subsystems.aregac=_ry to assure the!
; - . . . . - --

. . . _ . .

I , detection and confirmation capabilities (See Section __ for necessary )3.
.- . ~ ~, . . . . - - - . _ . _ . - -

,.

. . aspects of the response capability.)
.. _ . . ..-

i A. To detect attempts at unauthorized removal of SNM by stealth
''

from MAA's, the following are needed:,

3 1. Removal Detection Systems: The licensee shall provide detection

sys'tems and procedures that, in a ~ timely manner, will:
s -

a.) detect and annunciate to the reaction and/or response
* '' forces any attempts to remove SNM;

b.) collect sufficient information for assessment of,

' removal attempt characteristics;
i
; c.) assess the information; and
'

u ., ,: :.:.a..t c : w l & bi
d.) appropria-tely communicatep reaction and response forces.,

2. Barriers: The licensee shall provide barriers that will:,
I

a.) channel exit attempts to exit controls;
.

b.) delay any attempts to remove SNM sufficiently to permit
'

the detection and response systems to function in an,

'
- effective manner' In in r n .3 h. ". . . _ _

.

Ik#
it.- .
8

V
- . , . _

. = - . , . _ .,; .. . y - . --

.

.- . _.
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# ,' B. To detect attempts at unauthorized removal of SNM by deceit
*

4, :4 *

,69 i] from MAA's, the following are needed:
.!

.

A~
, . . : 1. Removal, . Authorization Controls: The licensee shall provide

'.

c., .j ,' authorization controls and procedures that will establish
a I

*
7

.g. o.g
O ~

accurate properties for authorized removal of SNM by specifying
-

.

-2:. :
::f;l j the charac'teristics of the SNM authorized for removal, the
3

i,'.E, person (s) authorized to remove the SNM, and the removal schedule.3

?;:a
. -

.

fg j 2. Removal Controls: The lic,ensee shall provide removal controls
' and procedures that will: -

1
c

;,2 a.) determine the apparent characteristics of the SNM
y |

presented for remo' val;..

1

b.) verify the identity of the person (s) presenting the

.SNM for removal;.
,

I c.) verify the removal schedule;
.

} d.) assess the apparent SNM characteristics and the,.

: verified identity and remaval schedule against the authorized
1o -e:%obs.i va di;ty', ,

removal properties.; andi
g 4
*

e.) apprope-ia4el-y interface with the SNM Confirmation Controls
a J r.:,n,

and/or reaction forces.% y:o a.J' n~sm. ' . ~ m e .- < m a ro<.cg

C. To confirm the identity of SNM presented for authorized renoval

t from MAA's, the following is needed:
(
; 1. SNM Confinnation Controls: The licensee shall confirm the
I

authorized removal of SNM by providing controls and procedurest
.

that will:.
*

. m.

.

a.) verify the apparent characteristics of the SNM presented
'

;

for removal;; , -

.. -,
* "

.?6

.

._ _. . _ _ _ _ _ _ ,,.m ,. m. _ -
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b.) assess the confin:cd Stim characteristics against the author'

-

11 tf+ , o s b l. l o s t. <1

.,
characteristicy, and

c.) apperpeiatel-y interface with the reaction force.ts f er.. ' T
,
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" r */) . 1. Kasun
' -

.' '2/4//7 ,,

.

' Al| CllAltilS UPGi AI)E RilLEi

,

. Minimum E9'. :t:al 1:cquirement's
--

,

.

A. Security Organi7ation.

h1 (1) A security tirqanization including a guard force having the.

size, arinament, equipnent, deployment and training capable
of c! car!-y defeating the design basis violent assault
without cul. side assistance.-

(2) Liaison with 1. LEA to insure (i) m944 apprehension (offsite)
of attackers (ii) execution of powers of arrest and
(iii) assistance against assaults larger than the design
basis event.

Accompanyinci Guides
.

| Guard force armament, equipment and training, -

, - Guard force size and operation
1 Liaison with LLEA-

,

\ B. Barrier Protection~ , .

a .: f;. y de b S '
(1) A system of harriers to dela_y or deny entrance by.

,
'

personnel and vehicles into the protected area, vital
areas and ma terial access areas.

,f.c / a u
---d

(2) Penetratinn resistant vaults for storage and protection
of high quality STSC

(3) Structures containing alarm, control and defensive
positions liardened to prevent penetration by the

, design basis weapons..

%
(4) Area denial svstems to protect SRM in proce.sS(non-lethal*

debilitating vapors or' liquids)s
A .__ .

ACCompanviWI Guides

- Barrier liesiyn
PA, VA and 11AA (general
Vehicle barriers
Vaults '

liardening of alaru and control stations
Defensive l'osi tions

Area Denial Systems-

4'481 -

'Ib$ ,

gag . . - . . . - . . . . . - . . .-. , ,.
-- -

. ~ . - . - . -- ..
.

_ _____ m - _ -
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,

._ C. Conmunica tions
,

!.

*

(1) Capability for continuous radio voice'conmunication .
*

between the guard force and alarm and contral stations
and .between the facility and LLCA.[,d / fi- c /ea o ,s ol Tj '

.:n s.r e,is'r e o ,
,

:n es c ,, .c re. ..s... ,,ac e w s n . t s , 3.,,,,,, , , y,,
(2) A facility wide tamper-indicating duress alarm s,y_s,, tem -glinked to LLEA[/,,, / /,,, e 3,, j7 ,;e}

'
.

" "**d Accompanying Guides -
,

! .n ,, ,.. s. .. ui n fin, c Cit'!< m-

Duress alarm system-

.D. Intrusion Alarm System .

(1) Ae <^ct -Lp/.tamner-indicating alarm system for high(./.e6')
.

.

assurance detcction of unauthorized entry (i) into a
protected area and (ii) into or within vital areas and
material access areas.

;hir ,, .G,

(2)
A systen for ianid assessment of (i) a ggj#p,ioter or interior

:,
'

, 'i ^ alari(drid (ii) the nature and extent ofg $ffithis. ,
< ' ' 3 ,, , , ,

includes clear areas, illumina' tion, emergency lighting! Ns> **'
.j. /'

,

b*
'

i. + . . _, , s' n ' and CCTV).
~*

J...,,/, c s no /ss era es e f <r s s. . .. - .. s . -v,.
y o<meseao. sty 1.,vy<e .,nse k ,(,

_

- --
_ .y.

,

(3) Duplicate i:idependent ala_rm and control stations,

.,_ _ g . ro o r...... ,,y o r ,;i,y e ,e s.ity p,.
,.w y,. o , s ~ ,;*

I @~ ' " , '"
.W~.. :, i.,'. f ' '/ ", , ,"'' d M m ':+ n r,

. .

Associated Guides
,

3
|

' '' ' '' ' y f. . . ' .., .n.
. .

_,,,.,, ;,,.

!
f w,- Perimeter In'.rusion. Alarm Systems '. v

' ' -

c ' ' , ." g .,.., g- Interior Intrusion Alarm Systems
- s e . < .- , , , r ",

.

Alarm and control stations
, .

. -

- Alarm Assessment
.

,

E. Nntrol of Entry and Exit
_

'

(1) A system, including access controls and search of personnel,
vehicles, packages and material, to prevent unauthorized

-

entry of pr'rsonnel, vehicles, weapons and explosives
into the protected area, vital areas and material access
areas.

*

.

.
-

-

.

,- e**
*

*

- .

~

-: . . , .
-

. -

....v... . ..
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(2) A system, includinti r.carc h bfpersonnel, vehicles, '' '

packages anel material exiting a material access
area, to prevent unauthorized removal of Slim. -,

%fe .s i)-(3) Special containment' of _hiqh quality, divertIble size. -

S!!M including isolation of work areas, limited access,
'

surveillance of employees and restrictions on personal.

articles and clothing (this includes a prohibition
against the wearing of metal bearing clothing and the

-

-

carrying of inetal . objects thru the material access area,

/ exitpoint)
.

Accompanyino Guides
4

Access controit.-

Search Techniques and Equipment-

.

F. Testing.
' e(< {rn i)

(1) A systen, including fr'equent ' functional tests, to insure
that securi ty equipment sub-systems are operating proy.e.rly.

-

.
,

7 do ., 4) '
? (2) A system to insure that the performance of' security,

(\ organization personnel is aderg-7;;,.ate
.,a >

(3) A procedure for the 4"'~: ntM testingy of the overall
.

y

;

faciIYtMafeguards system.;'67u,. y n Ew./n -he, J a'i Nr'Jj|. .* ... . n n. :s a, r re o. ,*r
,

-

(4) A pla'h f r testing the LLEA response capabilitics[.6.;<a..fy ,h,

'

Accompanying Guidp_s,

- Alarm System and Communications Testing'

Performance Testing of Security Personnel-

Safeguards System Testing-

, - Verification of LLEA Response
.

I
t

.

. -

"

.

E ; ,..---- _. .
--

- - -
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MEMORA!iDUM FOR: Upgrade Working Group '

p. [[y,
FR0!!: L. J. Evans, Jr. , Chief ' / - - >

Requirements Analysis Branch .P. ~ ' ~ " "j ^ '

, ..a
SUBJECT: STATUSREPORT--UPGRADERULEACYIVITY ,-

Censistent with decisions made at the February 1 working group meet-
ing ar.d our earlier scoping of the safeguard upgrade rule effort,
work is preceeding to develop alternative approaches te implement-
ing the upgrade. At present, three options appear to be viable.
First, a totally performance-oriented rule. Second, a rule which
includes both performar.ce requirements and detailed systems specifi-
cations, which are not integrated. Third, a rule which includes
and integrates both perfcrmance rcquirements cnd minimum essential
systcu specifications.

Attached please find examples of drafts which should be useful for
developing the third option. The atti.chments include narratives of
the first three basic capabilities which have been developed by A.
Poltorck and a write-up of ruinimum essential safeguard system speci-
fications which have been developed by D. Kasun. Obviously, these
have not been integrated yet. I!cwever, work has begun to show how
such integration would be accomplished. All of the attached drafts
are in early stages of development and therefore nu.T.erous changes
are anticipated and co.ments by working group members would be appre-
ciated. As you review the basic cc.pability documents, it would be
helpful if you would organize your ccmments under the following
categories: (1) Are all sections and entries complete? (2) Are thesections organized lcgically? (3) Dces the narrative say what it was
meant to say?

Review of the tasks delineated in the safeguards working group respon-
sibilities chart which was forwarded to you by nemorandum of January
24,1977, jfiows those tasks to have the following status.

\/

/
/

/
{ ( f

( d /-
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Upgrade llorking Group 2 February 10, 1977,

.

Task Immed
Task Leader Prod Due Status

o Formu' late Performance Poltorak 1/28 Drafts submitted
Oriented Specifications

[ g"j F ate liinimum Safe- Kasun 1/28 Draft submitted
' guards System Specifica-.'

'. . ,:~ c tiorfs,

.s.

o ' Integrate Performance- Poltorak 1/28 2 weeks slippage
- '

.

' s 0riented Specifications.

'

.b
.. _y.8111nimum Safeguards

_

System Specifications2g-,
,

..s,

Q' \''
( Design Guidance

'

o Formulate Regulatory flichaels 2/8 Draft submitted-

s .

Y o Insure GESfi0 Safeguards Hatter 2/4 1 week slippage,.
,

Supplement Consistency.'
,,

' 4 o Insure f1RR 73:55 liiller 9
'

,s- ' Cons _istency ~
2/15 On schedule

'

, ._ _ _ _ _ _ _ _

'

T o Develop Upgrade Guides Jones 2/28 On schedule
& Technical Reports

.
i, -.-

. . _ .,

. 'o Develop License Review Levy 2/28 On schedule
,] 'Qns --

, _ . _
'l~

t
,

.o Develop Site Assess _ ment ? South 3/1 On schedule.
,

Proceduress -
. -

T q ,

-

-

:).

Finally, a working group meeting will be held on Friday, February 18.
Therefore, please subniit your coninents on the attached drafts by c.o.b.
Wednesday, February 16, so that we can compile them and give copies to
all menbers of the working group for use during that meeting. We will
call early next week to schedule the time and place,

(Qi - '
.

'
V:\

"

'', hk (. , U V N U.,_.

:.',J .' Evans , J r._ i' . L.',

* '
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DISTRIBUTION:

_ Upgrade Working Group
0. Charabers (IE)
R. Jones (SD)
T. Michaels (SD)
R. Fonner (ELD)

'. Mike Smith (SG)
D. Kasun (SG) '

C. South (SG)
,

B. Hatter (SG)
A. Poltorak (SG)
John J. Miller (f!RR)
B. t?ulsen (SG)

Information Listf
R. Page (SG) /
B. Erickson (SG)
J. Powers (SG)
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Basic Capability 1 ffarrative,

.
. .

.

* *

The safeguard system shall provide the capabilities to prevent*.,

(
. -r

unauthorized personnel entry and prevent. introduction of unauthorized

material into MAA's and VA's. The 1,1censee must provide access --

....
control systems that are able to detect unauthorized attempts to gain S.D-

. access by persons and ' detect attempts to introduce unauthorized
'

material in sufficient' time to permit an effective and acceptable

response which prevents unauthorized personnel entry and introduction
~-

of unauthorized material . . L: .."

gt.

lhe following safeguard subsystems are necessary to assure the

detection capability. (See Section _ for necessary aspects of the
"responsecapability.)

~

A. To detect attempts to gain access or introduce material by
'.7. "-_...

stealth across MAA and VA boundaries, the following are needed: N-
-

1. Acce.ss. Detection Systems: The licensee shall provide detection

systems and procedures that, in a timely manner, will:-

a.) detect and annunciate to the reaction and/or response tN ,
, 3--

forces any access or penetration attempts by persons or k .v :.
.. . - |-. ,t g, . < -

y ~W ,, .:of material; g ,

'

g ,.j ,I,,,. . b.) collect sufficient information for assessment of
'

r - }
W 7. ' " adversary characteristics and intent; E.i"

r ,. , a

c.) assess the information; and
-y,.,. g

,

~.
. ,i , , ' i, cgv<

v'

.v g>j.

d.)appropriatelycommunicatewithreactionandrespodse-g-
*forces.

, :I:,,
. , .

F -

2. Barriers: The licensee shall provide barriers that will: ( -

~. .

*a.) channel casual penetration of persons and material
'

to MAA and VA Entry Controls; and P... '. -.. > .

' . .. . . , .

\ P

. ' . ,, @
.

.

.

L_.:2 .:

W;P.x *. ~
* '*?.S' :;X4*~-r ;X" . .g ~.: . . c. :.. .

- s' - ; - . M .- ; -
-

. .s . .;, . - . .-j:. . s. . . . q :.t. ?;3 ;y:-g ,:. . ~.Q[39p -

~
.

. .ew. <.~x . ,., 9. - .: . ;~ ...?.. y. .
.

- -
.

.
.. .. .

*

.. .
... .: 3 _3 a g?.-

.
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:: .
..

b.) delay penetration attempts by persons and*
._ .,

,,
' "

g introduction of material .sufficiently to permit the
i./

detection and response systems to function in an
,

.

.: effecti.ve manner.
*

' .

9 B. To detect, attempts to gain access by deceit into MAA's and .

~
..

! ''EA's,thefoll'owingareneeded:
'

1. Access Authorization Controls: The licensee shall provide
t

authorization controls and procedures for personnel and'

D . .:.

material entry that will: -

1 -

a.) establish updated entry requirements;
,

b.)' establish accurate authorization schqdules based

,' on routine operational and non-routine / emergency requirements.
,,

A 2. Entry Controls: The licensee shall provide entry controls

' and procedures to:

' a.) verify the identity of persons presenting themselves
,

.

for access _ and/or material presented for introduction;.
.

. .

b.) assess the verified identity and/or material against.

t' e authorization schedules and entry requirements; and -n
,

*f
- c.) appropriately interface with reaction forces.

:

.

.

4

O

|

8

.

.

2
, s

*

. = ..

.9

e
'

e

.
.
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Basic Capabil_i ty 2 fiarra tive

' . . ' -
~

.

. .

The safeguard system shall provide the capabi.liti.es to prevent.-
,

unauthorized activities and unauthorize'd conditions within PA's, VA's,

and MAA's. The licensee must pr, ovide a'ctivity and condition control
'

systems that are able to detect unauthorized activities and unauthorized-

n
conditions in sufficient time to permit an effective and acceptable '

.

. . , - s

response which prevents unauthorized activities and unauthorized con-

ditions to exist or continue.

3 The following functions are requjred of the safeguard system to

assure the detection capability. (See Section _ for required functions ,c(.-a
)

.

'of the response capability.) *

t.

.J. T, :i

A. To detect unauthorized activities or unauthorized conditions . ' i''
,' J '

- within PA's, VA's, and MAA's, theI ollowing are needed: I
f

,
/

The licensee shall provide au\,.. .
.

:~i. f \./,i';
l. Authorization Controls: thori .' --

p

zation controls and procedures that will establish the acti)yigies.'--
m

.>v~

y//and conditions permitted _within each of the areas with
._ _ --

unique requirements.
,,

2. Boundaries: The licensee shall define boundaries for the\ -P
\ (

] areas that have unique requirements for authorized activities I '

1
and conaitions.

,\
.

3. Activity and Condition Detection Systems: The licensee shall pro-
.

vide detection systems and procedures that, in a timely manner, will:

a.) surveil, monitor and/or inspect each of the defined

areas to discover activities and conditions that are not.

authorized;

b.) collect sufficient information for assessment of the

nature of the activity and/or condition;

c.) assess the information; and'
.

.

.

m

d.) appropriately communicate with reaction / response f,orces..

|

}].~ j *'

,

,s

2|i%%.8 & h.k |T;:|.:?..;@ sN:.Oj$,.N..;.Q&'b
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*Basic Capability 3 Narrative- '

,. y., M .p s.v ..j s
.

. . .
.

..

y .nf-

,,

The safeguard system shall p vid the capabilities tu prevent.
s

.-s

j unauthorized and unconfirmed removal of SNtrfrom MAA's. The licensee
-.

, ..

must provide removal control syst' ems that' are able to detect un.:ithorized
'

attempts to remove SNii in sufficient time to permit a response, confirm,

' '~-
.

that-SNf4 is being removed in an. authorized manner, and provide an
'

effective and acceptable response which prevents unauthorized and uncon-
.

firmed removal of SNii.
,

The following safeguard subsystemi.are necessary to assure the4

detection and confirmation capabilities. (See Section _, for necessary
*

aspects of the response capability.)
.

A. To detect attempts at unauthorized removal of SNM by stealth
.. .

from MAA's, the following are needed:'

..

1. Removal Detection Systems: The licensee-shall provide detection*
-

: sys'tems and procedures that, in a timely manner, will:

a.) detect and annunciate to the reaction and/or response -

_ . - ~ .

forces any attempts to rercove SNM;'- -

4,,-
.

\ -\. 4 ,,' V >.
b.) collect sufficient information for assessment of

.fLa w
,

removal attempt characteristics; ,,

c.) assess the infonnation; and

d.) appropriately communicate with reaction and response forces.

2.. Barriers: The lic__en.see shall provide barriers that will:y _

,,
.

.. ,, '' gchannel exit attempts to exit controls;
_ _

' '

b.) delay any attempts to remove SNM sufficiently to permit

the detection and response systems to function in an.

effective manner.
.

.

.

.

. -

-Stpe:Mge= W.w. +.: :: :- ..W . ;g... ag::.ggg:s. .
. . . .

. _ .,
..,_ . _-;.----

.- .
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- - - ,. - . -._ . : m:2 :, - , . _ , . ..



.A; ,
. . . ..

-

. .
, .

B. To detect attempts at unautnorized removal of SNM by deceit-

4

*

from !%A's, the following are needed:-
m .

I 1. Removal Authorization Controls: The licensee shall provide p
. ..

*authorizaticn controls and procedures that will establish'

' - , -
. ,._._ . , _ _

. .

-

.

; accurate properties for authorized removal of StjM by specifying-~
-

, . ,

theEhfract ics"o'f'the Sthik author.ized removal, the
' ~'

w --

person (s) authorized to remove the SNM, and the removal schedule. '.

The li~c,ensee shall provide removal,. controls l,
.t. .. .

. .

,- 2. Removal Controls:'

f6
and proce'dures that will: g/

.

' -'
t

,

* 1

.
. . * = = =

a.) determine the apparent characteristics of the SNM
.-

,
. . .

_ _

presented for remo' val;.

b.) verify the identity.of the person (s) presenting the
,

. Stui for removal;

c.) verify the removal schedule; .

, . . - ,
,

d.) assess the apparent SNM'dharacteristics' and the, , -

% . . -
*

-

verified identity and remaval schedule _agajnst the40thorized
_

,

removal properties; and
s . . . =. .

e.) appropriately interface with the SNM Confirmation Controls

and/or reaction forces.

C. To confirm the identity of SNM presented for authorized removal

from MAA's, the following is heeded:

1. SNM Confinnation Controls: The licensee shall confirm the

authorized removal of SNM by providing controls and procedures
,

that will:.

,. - . . . , . _

a.) verify the apparent characteristics of the SNM presented
t - - _ _ -

~ ~

4,

,, , , , ,3 ,
.

.

2
f

.] 4 -

. . . .- -. .. . ~ . , . - ... --
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.- -
~~

,,C-,

b.) assess the confinned SNM/ characteristics against the authorized-
, ,

,

s-

characteristics; and / **

c.)appropriatelyinterfacev)iththereactionforce.
.,

-

,.
.

.-

- ,

m
; . . .

.. -, s.

5

%

t!
.

,-
. .

7

S

.

.

..
.

.I

n

.

-;a
,

.

t

:
.

|

.

.

.

-] ,

-
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t
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'd
' ~ b''.Minimum Essential icequiremen't's 7 '. - -
i

y- 4 w ,,. , . . .

V R y' P..) ,

*'
s ;*i', af Q.. ., *.

.

y. .

A. Security Oroanization 7 9,. ,P,.. ,.

A security cirqanization iricluding a guard force havin(g the
, ,

6e y - .

(1).

size, annauent. cmijpnent, deployment and training capable .

of _clearb-d6feating 'the esign basis violent assault ~

,

Qiithout outside assistance.
-

(2) Liaison with LLEA to insure (i) rapid apprehensinn (offsite)
of attacl:ers (ii) execution of powers of arrest and
(iii) assistance against assaults larger than the design
basis event.

Accompanyin,q Guides

-
- Guard force annament, equipment and tra,ining %s

'

l' h ],p ',
- Guard force size and operation

(, .- LTe ,g'
- -.,

- Liaison with LLEA
[,! {' ;- j Tv ' p .- ) -)

,
. -. . g. . .

,"..+ p .N
~

. ,
. ,' gB. Barrier Protection K-

f ''\p,(* ,"
- - s,>f .1: -

.

,.
- s-

(1) A system of barrle.ts.-to delay or deny en' trance by L I
personnelaudiehiclesintotheprotectedarea,vidal,' ' J ' /-

'

areas and natbr-i& access areas. / f* ,...

/ 1"
(2) Penetration resistant vaults for storage and protection

of high anality SNM.
,

(3) Structures containing alarm, control and defensive
positions _hardeneJLto-prevent penetration by the */

ps,ign basis]icapons. ~ 4,4 3. c,,w .: tt - ' - -
-

_

J N
(4) Area denial systems to protect SI!M in process (non-lethal h '" ''' ',

debilitating vapors or liquids) 9). g ,pl .
'

,

.

Accompanying Gui. des ''
..--

.

' - @~ "
'- Barrier Design ,

PA, VA and T1AA (general F'.' .%-

Vehicle barriers <p .i- " ",t- y.4.Vaults p (liardening of alana and control stations
'%,.-'_.),_!j t,<, <

Defensive l'ositions *

'#Area Denial Systems de, [--

u ,pu
- ,

. p
M

-

y
,

. . _ _ . . _ . , ,.. .. ..
.

. . . . . . _ . . _ _ .., . __ ,.

.
"h . ,-h is.' .' A. Y.';5.' * * * ' * " . * . . . "' I ' . , ' ' . f.''hN5, . h. ,Q*
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/ .
'

C. Comnunica tions- - -
4

-

".ii

(1) Capability [or centJn'uous radio voice con:nunication

and ~ betweeti I.hd [f acility and LLEA.between lidt ouar t-force and alarm and control stations*.

,i' v\ f~
\ f

- (2NT . -V ',"w
--y ~

i
_' .s i. linked'th.y ide lamper-indicating duress alarm s W e%

. _ . . .

f5cilit'
'

'

"

.LLEA.,.

,. ,,,v6 ' ' -,

h.'/ y# g - p _ .j _ ..
. _ _ _ . . _ _

s i
_ _ .

Accompanying Guides
., .. ', a . :.

~

,
.

..

i Duress alann system-

v.* J. . ;- ,.:'
7# , ' -~ D. Intrusion Alann System,.s ..s

.a

/. (1) An electronic tarner-indicating alana system for high
v

- ; ; M,[-i
-''

''
. assurance detection of unauthorized entry (i) into a

,

*
, ,

~

- protected area and (ii
material access areas.) into or within vital areas and#"[e[-

'.

i,'~

\ f ' ).,() ' ,t.,
.'- .

f,

(2) f system for rapid assessment of-(i) a peri!reter or int'erior. '
alarm and (ii) the nature an extent of a threat (thisi [.includes clear area'sDi~lumination, emergency lighting!

l\

(Q
s7 and CCTV). ',W (W

nj . ' \ $!(3) Duplicate independent alarm and control stations I
,,
.. ,- -

.

..((, ~{,. 5ssociatedGuides
,

i-

y g #'

k--
s

s,
\ '

- Perimeter Inf.rusion Alarm Systems [ # '-
-,

. . .. - Interior Intrusion Alarm Systems W ib -'"
-

.

'. - Alarm Assessment .. (if '. V
- Alarm and control stations '

-
'

e '
i : e.v.'

3, 3E. Control of Entry and Exit ,

i s. -,

(1) A system, including access controls and search of perso&nnel, -

vehicles, packages and material, to prevent unauthorized
entry of personnel, vehicles, weapons and explosives
into the protected area, vital areas and material access
areas.

.

.

--
- -..

.

-
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(2) A system, includion search nf perconnel, vehicles, d6 ''-

packages and material exiting a mr.terial access [ f .Yarea, to prevent unauthorized ren. oval of Sl|M. ) s.
,

.

(3) Special containment ~ of high qualktyj ivertible size ,.h,' { t.

Sl#1 including isolation of work ar6as, uittnd- ess,. ' (, f /
'.
"

surveillance of employees and restrictions on persoral s "/,.
-

-

{ , ; ,. articles and clothing (this includes a prohibition t.'
'

p [l -
.

-s. , . ,,- . . . ~ a qai n c t- 'hyt' g-a.fmaetal bearing clothing and tt e '' ,y
'''i'# .a carrying or tietal objects thru the n:aterial accas|s

,

-

7,, .
~

j re( .a'. , .{ j-exit point). (.n. '
- sd O'

h.[,',5s \. N ;.
;

-
'

.

\ Accompanyino Guides
.f; .(. , p

' '

T.
- \*

* v.,. v ..

Access controls y . ,\ ...-

. < . . ' W- Search Techniques and Equipment'
.

'{ p .y .

'
-

F. Testing. , .s %e4
Y

(1) A systen, in'cluding frequent fwwttinual. tests, to insure
-

4 that security equipment sub-systems are operating properly.

(2) A system to insure that the performance of security
organization personnel is adeqJate. ,,

. -
.

- '-. -. - m
_

*'

'

(3) A procedure for the integrated testings of the overall
..

" -

.ufacility safeguards system. _
#

.- -. _._-.- -.
, 1

. y} .. , . .- ;
,

(4) A plan for testing the LLEA response capabilities. S / \/ '
'

L
\ f '

Accompanying Guides \ 9 ?s-

Ny}['\- Alarm System and Coranunications Testing 3~- Performance Te-ting of Security Personnel l' s -

,[J (,- Safeguards System Testing j- Verification of ! LEA Response
.

'V:. ''
/

.i

. . s-s

-\.

jY
i.

.

J g

, -

-

: ,
, ,

s .

.

; ,.
,
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:
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,

s 73.50 Requirements for Physical Protection of Licensed Activties

( ,

i

and Special fluclear Material
'

~

In addition to any requirements of this part, each licensee who

is authorized to operate a fuel reprocessing plant pursuant to Part 50

of this chapter or who possesses or uses uranium-235 (contained in
u,

uranium enriched to 20 percent or more in the U-235 isotope), uranium-233,

or plutonium alone or in any combination in a quantity of 5,000 grams
'

or more computed by the formula, grams = (oraus contained U-235) + 2.5 (grams

U-233 + grams plutonium), including licensees who are authorized to

operate a nuclear reactor pursuant to Part 50 of this chapter who

possess or store such uaterial shall comply with the following require-

ments. The requirements of this section do not apply to such reactor

licensees who possess such material only when it is located in the core
( of a nuclear reactor and/or who possess or store such material only

when it is contained in irradiated fuel elements removed from the

reactor core.
.,

(a) General Performance Requirements.

(1) The licensee shall use the following design basis events to

establish and maintain an onsite physical protection system and

security organization which will provide protection with high i

(na,6 -{s tu .a b..a%wL m e talc C)
assurance against successful thef t of special nuclear material or

industrial sabotage by both of the followiny

(i) A detennined violent external assault, or attack by

stealth of up to persens with the following attributes,

assistance and equipment: (A) Well-trained (including military
/
L-

Ln.
O:3
p ,
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pf training and skills) and dedciated individuals, (B) Inside
39.?Lj assistance of knowledgeable individual who may attempt to

N,.s participate in both a passive role (e.g., provide information)
9.g

*

s :!..i and an active role (e.g., facilitate entrance and exit, disables r.g
: v.r.m

iTeiiiii alarms and communications, participate in violent attack),
!b' -' w..>.u.p (C) Suitable weapons, up to and including hand-held automatic
m;;

.

^* weapons, equipped with silencers and having effective long range
_t

./r;p accuracy, (D) liand-carried equipment, including explosives for use4
,

I as tools of entry or otherwise destroying the facility security

system interrity, and.

j;| (ii) An internal threat of insider or employee
,

[ (in any position)

h (b) Perfortigine Capabilities and Criteria :

In meeting the general pcrfonr.ance requireacnts of paragraph (a)
,

; of this section, the onsite physical protection system and security
;

W organization shall include but not necessarily be limited to
x

basic capabilities that will assure:

(1) Admission of only authorized personnel and materials into'

'

. . . . c , . 0,- % s' Us s F hsW
material access and vital areas including: tu, g /,, g

w3 *
.

(i) Carriers designed to assure prevention or delay of|

penetration until appropriate response can be made,...

| Q(ii) 11easures to assure that only authorized vehicles,
*

.4 personnel, and materials are permitted access to " ^^!nidr_.ca s .
. r ::?

'

I ~ksi, material access areas, and vital areas; and

- >1
; .

r

| J.-d g(iii) fleasures to assure detection of penetration or attempted,

E" (- 9 -5:25 .MU

.M7!
'" penetration of 7. v@m, material access areas or

- rr.Q -t7-

:.c.:y( l os u re j,.~; r
.c.
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(} vital areas in sufficient time to permit appropriate
%:,i

zga. response;-vr

TGf
~ 9 73 (2) Timely detection and effective response to unauthorized
:

' %r; conditions of access to special nuclear material or unauthorized!
activities within material access areas or vital areas including

(i) fleasures to assure that special nuclear material, ,

A is used, processed, and handled only by authorized personnel*

1

in an authorized manner;

''

(ii) Measures to assure that only those personnel whose

immediate job function requires access to material access

areas or vital areas can gain such access; and

(iii) lleasures to assure detection of unauthorized activity

or presence in a protected area, material access area or
(-

vital area in sufficient time to permit an appropriate,

,

-

response;

(3) Removal of only authorized and confirmed micrials from
-

material access areas including:

(i) !!aterial access areas within barriers designed to

. assure against unauthorized removal of material and to

assure control of ingress to and egress from such areas;

(ii) Measures to assure that special nuclear material is
..., v. s,. f h e o lh e n ms
b. p ,,ir b ft. / not removable or removed from authorized areas except by

authorized, controlled routes, at authorized times, in

authoriz.ed quantitics, and by authorized personnel;

(iii) licasures to assure that special nuclear material is'

,

..

e ,2,(--. used, processed, handled, and stored only in authorized
a

' .:.--
-r- -~sW -- m ;
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areas for authorized purposes;

(4) Timely detection and effective response to breaches in

the containment of special nuclear material including:

(i) Measures to assure the detection of unauthorized routes

by which special nuclear material could be removed from

authorized 1pcations in sufficient time to assure that

such routes are not used for unauthorized removals;

(ii) Measures to assure the detection of unauthorized

removal or attempted unauthorized removal of special nuclear

'
. material fro D locations in sufficient time to

t s
permit a response that will prevent removal of the special

nuclear material from the protected area; and

(iii) lleasures to assure that emergency conditions cannot

be used to compromise material containment systems to effect

theft of the material; and- -

W
(5) Timely detection and effective engagement of intruders

c < / 4 4 < d v e,penetrating the protected area including: c s. <
y% ba t os e t- />c J.h *I

-

(i) Barriers designed to assure prevention or delay of

penetration until appropriate response can be made;

(ii) Measures to assure detection of penetration or

attempted penetration of the protected area in sufficient

time to permit a response that will permit effecti.ve engagement
~

' of the intruders;
,W r.t 1 ia :i..<..e.os

a * ^ 2 /<< > < V (iii) A security organization composed of personnel trained
-

r
9 -4 fie fics., <. s is ,, '

, ..
(,, . ro r- /<<. , &.d/4,c/,. a nd ! 4 to provide immediate and effective response to

penetrations of the protected area; Mfl.,. 4.

. $ E.- 5 ... -:- :, -
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(iv) Preplanned response measures to assure effective
n. a +4. ~,,idp sw.tra -ire s

response tc penetrations 0f the protected arti; and'

3
.,

(v) Communications measures designed to provide for
-e x h ~ .6|

summoning of aid, if necessary, in response to a threatgQ 4

and for coordination of actions of response forces in

counteracting a threat.

(c) Quality Assurance.

The applicant or licensee shall demonstrate the establishment

and maintenance of a quality assurance program for special

nuclear material safeguards systems to assure control over

the activities affecting the effectiveness, reliability, and

( availability of such systems includi nstrathhatthe
quality assurance program will be maintained throughout the

plant life to assure that any defective safeguards systems,

subsystems, or components are promptly detected and corrected.
. .q .-3

The criteria for quality assurance programs set forth in

Appendix B of Part 50 of this chapter, " Quality Assurance

Criteria for Nuclear Power Plants and Fuel Reprocessing Plants,"

provides guidance regarding the essential elements of a quality

assurance prograei

(d) Redundancy and Diversity.

Safeguards systems shall be designed against common mode and

single failures of subsystems or con:ponents that would render:, . . .
.

the system inoperable or ineffective. Subsystem or component'

,

. ..
diversity provides protection against common mode failure. For

. . : .: . .

-~- . n ** : mp- 'M
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example, an adversary canno't cut off communication with . local

law enforcement authority by eliminating the telephone service

from the plant if there is also radio service. Sgystemor
,

component redundancy provides protection against single failure,
e

For example, an adversary cannot defeat an alarm system by

cutting off the power if there is an emergency or back up power

source for safeguards equipment.

(e) Specific Requirements

In meeting the general performance requirements of paragraph (a)

of this section, and in assuring the basic capabilities of

paragraph (b) of' this section, the onsite physical protection

system and security organization shall include but not necessarily

be limited to capabilities to meet the specific requirements

of paragraph (f) through (?) of this section. The Commission

may authorize an applicant or licensee to provide measures for

protection against thef t of special nuclear material and industrial

sabotage other than those required by this section if the applicant

or licensee demonstrates that the overall level of system per-

formance provides protection equivalent to that which would be

provided by paragraphs (f) thru (?).

[Thru (?) would include the specific requirements now in 573.50

and 573.60.]

.
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[' ' FIRST PERFORMAf1CE CAPABILITY f!ARRATIVE

a:4
..

Access control subsystems shall provide the capabilities to

detect and respond to unauthorized attempts to gain access or introduce

unauthorized material into MAAs and VAs. The licensee must provide

safeguard systems that are able to detect unauthorized attempts to

gain access or attempts to introduce unauthorized material in sufficient

time to permit an effective response, and must be able to provide re-

sponse in an effective and acceptable manner to prevent unauthorized

personnel entry or introduction of material.

(flote: the following relates to the personnel access controls only,( material access controls will follow later.)
h%.wis

The-4elle..ing cafeguard subsystems are necessary to assure theA

above detection capability. To support this capability, the subsystems
e must perform the functions identified below. (See Section for

details of the response.)

A. To detect attempts to gain access by deceit, the following
fc..e too,, s u. - > 1 b fr. r.ded';
subs-ystems are necdcd:

"

(1) Authorization Controls: The licensee shall provide

authorization controls that will (a) establish accurate

and updated entry lists, based on routine operational

requirements and non-routine / emergency requirements;

and (b) establish updated entry requirements based

.

+
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A.y 1 on the immediate facility situation.
MJ p
e- A

f ~ :. (4) Arecss ta vitil arcas and material
'' arress areas ?),all lie hmited to indi-

.' S - viduals who are autho11 td access to tttal

.I M.%i
coulpment or special nucIcar material#"

' and sho rcouire such necess to perform

!. . thcar duties. Authos tration for such endl-.

'.1'!M viduals simll I,e provided by the it.suance
A of snecially coded numbened badges ind!-

* Y,' cating vital areas and materlil access

nreas to which access is authorized. < ,. Sv. c,4

.(5) Admittance to n mater!al access
' area shall be ur.Jcr=6ha -codren-<1.:.ta-

<. thwindit.t!Mit::J.4.snd lim!ted to tr.dl.
%!'luals viho recutic such access to r.ct-

* g,' form ther clutles. P f l. a. s. 5'
u

A.

(2) Entry Controls: The licensee shall provide entry con-

~ trols to confirm the identity of persons presenting

themselves for access, to assess the identity against

the authorization and requirements lists, and to appro-

priately interface with reaction forces.

, , .

Ich Ar ress ret;rn'ements. 'I*ne licettste

sh.ill routs 01 all s..ilots t,I I crr.<>nnel n r.d
vehir ir auess into a-3 r 1-ted-aven- e
ai*i+!m-' biter.m! -rrTractrm : nra-'mnd.

&a.L. e ath vital arca. Identification of rcr-
sanm l and 5:11 les . hall I,e made and

author:7.ition otsall lic rhecked at such
$'s::.t * ,,,,ye

(81 Admittnnee to n material necess
area shnll be under the control of nu.
thor!re ! Indts!'Junts > p o. g . 5

..G.

.. q.; (.
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B. To detect attempts to gain access by stealth, the following. .,;_,7

, . . . - .

.,U5 fu,s e f a n 5 s.. s<r F bs yyov, j'ef:W subsy;tcr u m needed:i

;..y

| '' Y (1) Barriers: The licensee shall provide barriers that
4

! ,.3 will: (a) channel casual penetration attempts of un-
*'meut'll,

dif$ authorized persons to MAA and VA entry controls; and. ,n
y.a

'[ (b) delay penetration attempts by unauthorized individuals

, sufficiently to permit the detection and response systems

to function in an effective manner,

ibi l'hurictd barriers. (1) The-Iteen.ec
| rh:.!! beate vitt.1 rquir: cent oniv w; thin

u *.it./. un en, v.luch. In turn. shall be lo-
cated withitt n prctected area r.uch that
acce*a to \ltal equipment requires pas-
sat:c throuch at least two physical bar-

ricrr ?.inte th in onc vital aren snav he
within a :.inric protected area.

,

tb The lirt.nsee thall locate material;'
'strers attar. only will.in protortett nirat.

such that :teress to the n.Tternal arter.s
area acquir(s passas.c through at least
two phyrdeal barriers. .\1 ore than one

ent.: : n.1 r - e- r.rtr. t : 1:e 7.1:htn a
s!!irle protecetti nrea. '

815 The 1:hysical barricr at the pc-
rl:r.c'er c: the protected nrc.i : hall I.e

'
separated from any other barrier (tmn:-
nated as a physical barri:r within the
proterted area, and thc intertrin nt:
sp;tce runnitored or per1<=.ll' ally rherked
to s!cte cl. the picstnce ut I casons or se-
hirles so that the Iarihty sr ursty otrant-
ration ran re imnd to ru p:cious as tnity

or to fl.c ha rachlur of any physical b.tr-
"'c-
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(2) Detection Systems: The licensee shall provide effective
' detection systems and procedures that will: (a) detect

and annunciate in a timely manner to the reaction and
.

response personnel unauthorized access or penetration
~-w-

attempts of VAAs or VAs; (b) permit the accurate and

timely collection of sufficient information for assess-

ment of adversary characteristics and ntent; (c) pro-

vide for assessment of information and the resulting

decisions regarding response force notification in a

timely and efficient manner; and (d) permit communica-

tions with reaction and response forces in a timely

manner.

Detterion cid rectairentent. Each
unc.ccupled mnterial necess area shall be

' locked Un-
occupett t!!al areas anti rnatcrial access
arens sh tll bc protected !;v an active in.
tru= son alarin srstem.and \

. ;f,ll emergency
exitt fliall be continuotitly alarmed.
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