
--

- _ _ - . _ - - . _ - .

.. .

, /y -
.-,a

*0 :.c,.
-' ,f c* -i- .

U!'l ID, STATES :,,

7Q, .

. .. t NUOLEAR REGl.:./. TORY COMf.11sslON
, f . $t . Qh h WAGHIN. TCtJ. D. C 20555 [.

~
' . . ~

'', .*
. - . ,- ,9m

C.i ?,, * b.;',f Februi.ry 'S,1977 I
i,,, cs .--

| .b 7} (|Y' v
.' '* ,

. , , . . ' '
.

k}
,

"
) W ,-

1

m * j .i \
-

,, : ,
' '

.?-,

.

{ ] ey,[ .
5,

'
'

MEMORAMDUM F0r.: Upgrade Working Group

FROM: L. J. Evans, Jr. , Chief
Requiren.ents Analysis Branch

,

!m SUBJECT: REVIEW 0F BASIC CAPABILITIES FOR TRANSPORTATION

Attached is a draft paper presenting proposed basic capabilities
for transport safeguards and the rationale for their choice.,

' Five capabilities, r;hich are similar to the fixed site basic
cipabilities but tailored to in-transit security, are presented.
Ar.other draft paper, which will present an alternative set of*

transportation security capabilities is being developed for re-"
| view by the Working Crcup. It will.be circulated in the near futurefor your ccranents.

-,

'In the recantin:c, please review trd submit connents regarding the
.

N. .

attached to n:e by February 23, 1977. I will arrange for a rneeting
to discuss all conments after that date.

, ; / .'7

. N <''b''.: w I .h.'' m ,/:"{ c .G g?*

~

'L J '/ Evans , Jr. ,# Chief'

Req 6irements Analysis Branch

Cnclosure: As stated
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BASIC CAPdBILITIES FCR TRANSPORTATION -

/

The basic capabilities essential to assure c/ontrol and protection of ,SNM
~

,

against theft or diversion while n trbporDhave generally the same
'

characteristics as the fixed site capabilities required for the protection

7 $..; of SNM against thef t or diversion. The more obvious differences are in
- 3. '

the transportation characteristics of: mobility, control of transportsj ,

accessibility of material loaded (transport)and the requirement to
-

utilize transfer points under certain conditions. This can be elabo' rated
, ,

'as follows: -

-

The mobility of the transpop precludes it from taking advantage of
i -

static defenses,but or the bther hand, it does provide the capability to 'r-
,u

i i
avoid aidangerous sitMtion if sufficient timely intelligence is received.s ,

Si will generally be those of a common carrier
...

,
s, %. .v

,

(t.eiicks, a'irplanes., ships and rail cars) there is a security problem that.y
'

I.~isuni e to transportation. For example, carriers are exempt from -

q 6J
. . .

s

\f ', , licensing and the licensed organization for which the carrier is under contract
' Ag (, v. ..

p'k |N. *'' ' * pis not able to exert direct control in order to properlyyfeguard the SNM.
'

i
,

\ Mi TheqMloade transports presentsanother dimension of accessi & g
- .

bility that' differs from that at_f_ixed-titus'_,'iiamby an adversary fo2e ./vh, , ,

9'
- -- -, -

_ . . . -
.

can gain control of the transport. Therefore,it is not necessary for the

adversary force to physically remove the SNM from the transport at the

time of the thef t as long as the movement o can be controlled
,f'.. --- .g

Once the transport ,is hijacked,iant the SNd can be removed at the convenience Gg*-
. _ _ _ _ _ _ ~ . ,

or the userwy. // .j iP| r-%--
.

. . _ _ _ . . - -
.

u. ;,,, _

Ig%p|w ,fh.
cq< p 9 -

? f :], ,. m. .- , . . . . . . . . . . . m ;.# ~/ f it'.L ;- ni www--
_

.

'ry.[.j.~7f.).'' 7 ., .

,, , ,,

,N6~ '
,

*

;Y . . , -
- f. m.. p .,., y,q

,

. - . ..

~+:=-- t
__ _ . . _ _ . __



*
.

''
*

~rj i .Y
- '.

. w*

. , d~,.' h<>, 1 r' * &- cf''!-

| |r9. T -' )4 -
O , pe0 p, .1 sc'.[v|,

*

1 G' \

|(. . .
'

ur;. ~:'[ , , p ,4'
L .-

x \_I'},
q o

N ..g .<- ,s , f-.v

In addition, the Si:M will be most vulnerable to theft or diversion whil.e'/.* '
~

,-

._ v .,
,

transfers are being made from one mode of transportation to anothep When/ . .l . t .Y'~

formulating basic capabilities for protection of in-tr sit SfM74 hey j
existence of trans'fer points, either inside of or ou s prq cted g.

f - ~-- - .. ,fM
areas, must be ;f considered. The transfer of SN! (dthinkgrt'ected?

_

__ j,_ __ _ -
'

'

areas should be' the joint responsibility of the fixed sitajIt ', ,
.-.

.

-rq t rans !

. security organization. H'oGer, since the fixed site facility has\ he originalt

control of and inherent capabilicies to protect the St;M, the transport system will

rely heavily on protection from the fixed site security forces. Security
.

should pass from joint responsibility to the transport driver and guards
- i-

.

when theimaldPial has been locked and sealed aboapd the transport and the

(. . transport leaves the protected area. Tr/ansfers outside of protected areasN.~~~~.
-

,
-

g . ;. --
-

. . _ _ _ .

3
i Ql . reg'uires that soma type of temporary protected area be established to facil-

.,- yf M '
A 'S itate the passing of responsibility from the consignor to the consignee.

.,v - .

Basic Capabilities ~p , y.

-

The basic functional capabilities are intended to assure the protection
,

4 .s

of SIC 1 against thef t or diversion while(n transport . . asic ca -F ./
#

ave-7{;X.
- n.

bilities to assure the physical security of /SNM while on transpor g (j
been identified. Two of these capabilities relate to control of access to

i .

SitM. Two relate to the containment of Sf!M, $nd the last relates to pro-
(I

tection against ext?rnal assaults. !.'hile the SNM loaded t ansports' :are in
l J'

transit outside of a protected area, the basic capabilities are those that

will assure: y ;- j ,

-
',...,-f
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1.(Admission f only authorized personnel ~on carriers; associated ].

-
.

.k/
,,

, 4

with transport of SNM..

2. Timely detection and ef"ective responses to unauthorized con- /

ditions of access to SNM on transports or unauthorized activities on
:- s ,

;
add around transports carrying SNM.-

'
.

/ .

i

.., s.c > : ;r Removal from and loading on transports of only authorized and
, . ,. , . * .? y e,-. ,

" j' confirmed materials. F. "'''* e f, / .. y,; ." '_ , - ., ,

. . . y - $ ' j|Y / ,. t
.

'' j -.,
.

4. ~* Timely detection and effective responses to attempts to reachy- t.-
.t,' ,

.y .. jV ". the containment of SNM while on transports. j'f. f ,-

5. Timely detection and effective engagement of intruders using '

</ I
_

; force prior to penetrating shipping containers or gaining control
~

; --.

hf transports carrying SNM.
.

The following descriptions are intended to amplify and give examples of

the basic capabilities. *

Capability 1. Admission of only authorized. perscr.nel on carriers associated
.

I s

'with the transport of SNM. ~ ~ ~ "

0
<

,

The basic detection systems and identification procedures used to identify.

individuals entering at fuel cycle plants can be used to identify only author--

ized guards and drivers and must be developed to the same degree of effec-

tiveness. Identification and verification procedures of authorized drivers

and guards are needed for all poinhhile in transit and at all transfer
~

-
points. '

_, .,,

;,f , ' (- H '- M
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Capability 2: Timely detection and effective responses to unauthorized*
.

conditions of access to Si34 k or unauthorized activities on-

Q.e ,;

and around transports carrying Si34.

.. :

,- mm

Safeguards should detect and deal with any conditions in and around a trans-

portthatmightpermitunauthorizg[personstohaveaccesstoandstealSNii.
'

ogb.t
These conditions could inclu[e ' leaving a transport unattended, unguardedj

II- -n..
or unobsdrved,,tt)us providing easy access to the interior of the transporter, _ , ,

- .

( or {to,i,ts,cd'nthl!g. Detection of unauthorized conditions could be accom-
us . a

m
. .. / ,z

'pIished h t.hi use of various alarm systems (such as when a key is lefs ,
1 . . . - - ~ ~ . . -. . . .

, _ ,#f /the transpMt or e door is lef t unlocked, etc.) and by requiring surveillance
' ,

. + . , _ . .
- -

_ .i
. \; , activities by the personnel on the transport and in the escort vehicles.s , --- .

*
,

, . t
^ ~ ' " '

Many of the same detection systems can be used on a transport that are used

7'
'

' for fixed sites but are not as necessary if proper surveillance
-( . 1

techniques are used.
.a m,

,T . Ca pa bil i__ty 3 : . Removal from and loading on transpor.ts of mnly authorized and N

. ' _ .confinned ma terials. J .3,

~ ~'''
-} ^ z . _ jc' p. ,

*^

Y-.m..
,

r.- <.~.^ '

1 . '* .'' p r| W ' y '**~ ,.u u
,

. . , .
,

s. ''. ~ Systems and procedures must be established to monitor SNM being loadedw'
sap

. ( \ or unloaded to determine that it is what it is supposed to be and in
,

.

, , , - . . -

s. ,. # authorized quantities. Once the SNM is loaded and sealed on the transport
i

ki and leaves the protected area,no one is authorized to open the sealed
'

v
. . A, compartment until the shipment reaches its ultimate destination. Thus the

.

complexity of protection is less Juring the intransit phase than at a'

~~'
fixed site since the material is never exposed or handled. As stated earlier,

the responsibility for protection is retained by the fixed site licensee until,

- the Sici is loaded and the transport leaves the protected area.

h.'
.
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Timely detection and.' effective responses to ct(tempts to*

Capability 4:,

($: breach the containment of SNM on transports.
-

.

... . - - * ~7

Much of the protection afforded SNM while on a transport will be provided by the |-

'
~

structure of the transport' and the size and strength of the containers holding th:
w _-

SNM. The other major aspect of protection will be provided as a result

of the training and care with which transport personnel guard and survey
d the transport. In addition, detection could be aided by the use of alarms

. -

and inspection.
If a breach is detected, an appropriate r mespon , s'hould

correct the situation.

Capability 5: Timely detection and effective engagement of intruders using,

force prior to penetrating shipping containers or gaining control of trans-
tports carrying SNM.

,

.

De rense against external assault can be viewed in both passive and

active terms. Passive defenses are expressed by hardened con-
.7

tainers, transport iiimobilizing characteristics, maneuverability of the-

't

| transport and route selection. Active defenses are expressed in terms of

! guard and escort reactions and response force activities. An expected

sequence of response to an external assault might consist of attempted

intrusions being detected, assessed, and delayed by means irmiediately

available until an effective response can be summoned. The maneuverability

of the transport should also be considered. If intelligence is received..

' that intruders will attempt to penetrate the transport while it i: outside
.

of a protected area, efforts should be made to get the transport to a safe
-- -

haven. If this is not possible, then a route should be taken that will take.

L

[
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, , .
th6 transport closer to alerted responsive forces to make use of the more

-

e

h active defensive measures. If thq situation is such that the mobility of
the transport cannot'be utilized, then th(mperson3e. Von, or attending the

z.5 - .x,tL < i . , .- 4 .transport must hQg,of scmch" delay utilizing passiyh
~ ,

"cb.c-j v
defenses to allow the response forces more time'to act. Reliable communica-

tions will be required to facilitate the timely arrival of the response force.

.O: The response force could include the escort guards, private _ guard forces
"

in the area, local police forces, the National Guard, or t h.
% _.

The emergency signal could be connunicated direct to the local police "'
; c.

l*
forces over their net, by CB to private citizens, by radio telephone, ham )/r ...

/w
.

' , ' radio, or any other means which would allow an effective response. , j, ;d j '-,

. ..m -,.-

'.-

Performance Criteria '
-

The safeguard systems designed to provide these capabilities should be

expected with high confidence to thwart a theft of SNM; A theft should
.

be considered successful when the adversary has taken possession of the
-

SNM free from any immediate interceding actions (engagement er hot pursuit).

, . .

of the response forces.

The nuclear materials of greatest concern are those which could be used

for nuclear explosives. Protection of SNM should .r_eglude the theft ofJ- -

N
2000 grams or nore-of plutonium or uranium-233, or1000 grams of uranium-

-235 (contained in uranium enriched to 20% or more ' the U-235.. isotope)-..
. . 7.

- .. -- ; , __
_

_

in a single theft or continuing series,oHhcTts wi hin a 12 ponthferiodm
. . . . . . .

,o

Thesequantitiesarejudgedtobesd$stantiallylessthanthatrequired
-

L. for the illicit saanufactt.re of a. nuclear explosive.
~

'
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