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HENORANDUM FOR: Upgrade Working Group '
FROM: L. J. Evans, Jr., Chief
Requirements Analysis Branch
SUBJECT: REVIEW OF BASIC CAPABILITIES FOR TRANSPORTATION

AND NARRATIVE FOR BASIC CAPABILITY FOUR

Attacned please find a draft paper by Marty Levy presenting some
potential basic capabilities for transport safeguards and a rationale
for their choice. These, like the one circulated by my February 16
memorandum, are obviously not fully developed and, therefore, the
thrust of your comments should relate to whether these capabilities
vould provide_coverage of all theﬁesseniig]-funcf?ﬁhs»which,mu&t,bg
performed in_order touadequately_safeguqrd_§5ﬂ*yhi]gwpgiqg trans-
portcd. In addition, your comnments would be appreciated regarding
whether this breakout provides a readily useable, locical means of
assuring that all such functions and any essential system specifica-
tions are covered,

Your comments would also be appreciated regardinc the attached basic
capability narrative. As you review this narrative, any assistance
you can develop regarding the issues delineated in the cover sheet
entitled "Ciscussion of Basic Capability 4" would be appreciated.
Also, as you did with the First thru Third Capability Narratives,
please organize your comments under the following categories: (1) Are
all sections and entries complete? (2) Are all the sections organized
logically? and (3) Is the narrative concise and does it say which you
belicve shculd be said?

Please submit your comments on the attached drafts by c.o.b. Tuesday,
March 1. lle will schedule a meeting for Wednesday afternoon, March <y
L0 review your comments. The second cut at the essential safequard
systems whicn siiould be specified in the rule should be available for
your review and comment either at the meeting or shortly thereafter.
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SUBJECT: ALTERNATIVE APPROACH TO THE BASIC CAPABILITIES REQUIRED FOR
SAFEGUARDING SSNM WHILE IN TIL TRANSPORT SYSTEM

1. The purpose of this paper is to discuss the three basic capabilities
that I reconmend as being those required for the protection of SSNM while in
the transport system. By transport system is meant the transporter; the escorts;
the communicaticn system between the transporter, the escorts and the outside
world; and anything else required for a complete transport system. It is not
intented to exclude the transport system while it is immobile, but it is intended
to exclude the base of operations, the fixed sites themselves and their com-
munications. The goal is for the three basic capabilities to be the basis
for developing the regulations for the protection of SSNM while in the trans-
port system. A future memorandum will give a detailed discussion of the
system specifications and performance functions required for each capability.

2. The first of the basic capabilities to be discussed will be the
apab1l1ty to efficiently avoid situations which may lead to the loss of
SSNM or increasé the danger of 1njury to the pdbl]C There are several
factors that contribute to thé CapabiTTty to avoid problem situations.
. Unlike thc fixed site, the transport system is moveable and this gives it
an advantage over the fixed site in that it has, with proper planning and
training, the ability to stay clear of problems. While the transport system
~does have this advantage, it also has certain disadvantages and they are; the
* adversary force can select his location of operations, adversary information
requirements are greater in that the location of the attempt to obtain SSNM
or sabotage the system will be important but <ifficult to obtain, communica-
tions will be more difficult and there are many problems in isolating the
transport system and thus the SSNM. If we can nullify the disadvantages and
then use the advantage of mouility, the transport system will have a capability
for the protectior of SSNM not available for fixed sites. The proper approach
~ to the problem is to first consider the routes that can be taken as primary
routes and then consider those routes available as contingency routes in an
emergency. Next the ability to receive and utilize information as to adversary
. activities must be considered. Once the routes are selected and communications
considered, then maximum use should be made of the mobility of the trarsport
system which can be accomplished through proper training of drivers and
quards. Appropriate guard and driver training will also prepare taem for
required communications, the isolation of the transport system and the
defending of it if necessary.

“

3. If the transport system is unable to avoid situatiorn:s which could
lead to the loss of SSNM, then in order to carry out its mission of protecting
and controlling the SSNM, it must have the capability to_timely detect
adversary.attempts to obtain the SSNM. The adversary has basically three
different modes for obtaining SSNM from the transport system and tney are by
stealth, by deceit and by force. Regardless of the mode used by the adverSary,
the ern§r371fsystem must detect unauthorized activities in and around the
transport system and must detect the unauthor1zed removal of SSNM from the
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transport system. In order for the detection to be timely, the transport ,~% -
system must be able to delay the adversary and iqsziify the threat. . c 4

—— ‘\_ -

a. In this paper, by delay is meant the difference betweeh the time

when an adversary will obtain the SSNM or sabotage the transport

system and the time he would have, had not something increased his \
time. HNote that this can be developed into a very useful definition \
of delay since it gives the overall delay which is of prime importance
in protecting SSNM while in the transport system. Partial delays which
occur because, for example, a given barrier was used may not contribute /
to the ability to protect since the time lost may be recovered by /
taking a different route or in avoiding detection. Once we accept t-is
definiticn, then if delay is to have any value, it is in the use that .,”
can be made ofj}ﬁ% delay and not in the delay itself. Delay is important
for -detection™in that gﬂg_longe:J;he delay, the greater the p:gpabil' y
B W Ao ol T AT, -
b. In order to respond to any adversary-attempts to obtain SSNM, the
transport system guards or.drivers must first have an indication that
something is_happenirg and then some idea of what it is. If the
detection 15 simply that something is happening and they don't have

any idea what it is, their reaction may be ineffective., Therefore,
the transport system must identify the threat.

T ——

4. The timely detection of attempts by an adversary to obtain SSNM by
stealth, deceit or force, is not sufficient for the protection of the SSMM. The
transport system, or some outside force must have the capability to effectively
respond to the threat. The response can either be by forces internal to the
transport system or external to it or both.

a. By internal response is meant the ability of the transport system

quards or drivers to respond either actively or passively. By active

response is meant to take some action back against the adversary by for
example, the use of force, the use of delaying tactics or the use of
communications to bring in reinforcements. The purpose of the internal o U
response should be to neutralize the threat forces but if unable to Pe
neutrilize, to delay until sufficient reinforcements can arrive. By .
passive response is meant those actions which while not directed at the
adversary force, will still deny the transporter and its SSNM to him.

Passive response should be used when active resronse will not protect

the SSNM.  The passive response can include deactivating the tractor

50 it cannot be driven, immobilizing the trailer so it cannot be hauled

and inundating the trailer so that it cannot be penetrated and even if | >
penetrated, nothing can be removed. Such actions will add to the delay ! ol
allowing the reinforcements to respond in the required effective manner. *

b. By external response is meant the ability to reinforce, with the
use of force if necessary. There must be adequate communications
between the transport system and the external response forces in order
for the external response forces to react in an effective manner. In
addition the transport system itself and actions taken by the internal
response forces must delay the adversary forces to the extent necessary
for the reinforcements to react in an effective manner.

e — e -




Enclosure 2

Discussion of Basic Capability 4: W
Timely Detection and Effective Response to Unauthorized Breaches X .
L 3 - .-
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This capability has been developed with the fo]!g:ing definiticn of’i!; 7 e
e, S s "

containment: Safeguard system componentﬁaencompassing an authorized amount

of SNM which must be breached to gain effective access to SNM.

LM;' The,jnéént of this capability is to cause the licensee to provide appropriate
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cantdThment for SNM, whether it be physical barriers, surveillance systems,
'\\ ‘
or personal responsibility and control_for SNM during processing. The purpose

of this encompassing or enveloping of the SNM is to protect against theft by

providing early warning and delay of attempted adversary access. (It should . ’
A T
be recognized that this is the third layer in a defense in depth to an out=» =l v

e

-

side adversary, but may be the only layer of defense to an insider.) The- o

capability requires that detection be made and appropriate response be taken
when the security of the SNM is threatened by any of these protective envelopes
being breached. If a breach is detected, the response should correct the situ-
ation to the extent that an attempted theft would be prevented or discovered
in time to prevent the loss of SNM.
In developing this capability some problems in terminology and emphasis

have been identified for which comments would be especially welcome. These
are in the areas of:

a. Clarification of the description of the envelope that "contains"

the SNM which can be comprised ot either physical or personnel

components of the safeguard system or both;

b. The assurance that containment is provided for small enough

amounts of material;



i
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¢. Should cortainment be increased in intensity as the desirability
of the SNM increases;
d. Is there sufficient emphasis in the capability on looking for

the holes or breaches in the containment.

e




?r Basic Capability 4 Narrative iy
(

The safequard system shall provide the capability to assure no
unauthorized breaches in containment of SNM. The licensee must previde
SNM containment systems that are able to detect unauthorized breaches 1in
containment of SNM in sufficient time to permit an effective and acceptable
response which corrects the situation to ihe extent that an attempted theft
would be prevented or discovered in time to prevent the loss of SNM.

The following safeguard subsystems are necessary to assure the detegtgon;

capability. (See section ____ for necessary aspects of the response capability.
1. Containment Controls: The licensee shall provide containment e
7 &
controls and procedures that establish authorized envelopes for SNM 3 .
e Y
which: T
s *’* -

( ‘A _;,-.--’-;:_Z;}: a. delineate authorized location for Sl:t_ﬂ_;,_and""i} aar" "

L
. e
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3O et b. provide early warning and delay offggzz:;ary access to SNM.

2. Authorization Controls: The licensee shall provide controls and .

: o il Ao T S
procedures which: 7 - | S 2 3
L et —

a. establish the authorized amounts of SNM within the various
-+ _ envelopes; and

MY S B e, &R

v gty | providg for authorized movement and operations on SNM.

* 3. Detection Systems: The licensee shall provide detection systems
and procedures that, in a timely manner, will:

a. surveil, monitor and/or inspect to discover SNM in unauthorized

- : ) “r A - Ry :
amounts within authorized envelopes; jaus s vese 3000 2, oL
\ 4 ."\.)U".bfb:‘.'

b. surveil, monitor and/or inspect to discover unauthorized

envelopes containing SNM;

( ‘ c. collect sufficient information to permit assessment of the
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condition of the unauthorized

4 -~

envelopes and/or the unauthorized envelopes containing SNM;

d.

assess the information; and

appropriately communicate with reaction/response force.

amounts of SNM within authorized
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containment for SNM, whether it be physical barriers, surveillance systems, /

\or personal responsibility and control for SNM during processmg The .purpose
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; Timely Detection and Effective Response to Unuuthumzed Breaches 1
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This capability has been developed with the fo]lowi'n'a definition of ——{

containment: Safeguard system components encompassing"&n authorized amcunt
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of SNM which must be breached to gain effective access to SNM.
|

Fa The intent of this capability is to cause the licensee to provide appropriate
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capability requires that detection be made and appropriate response be taken 23
B
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«hen the security of the SNM is threatened by—awy-of -these-protective-easelopes
being.bueacbrea:\-#—e—bﬁeae#-med,ihe response should correct the situ- &4
4

ation to the extent that an attempted theft would be prevented or discovered s,
e e~ .

side adversary, but may be the only layer of defense to an insider.) The
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in time to prevent the loss of SNM. N '
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In developing this capability some problems in terminology and emphasis ,;w
have been identified for which comments would be especially welcome. These t{

are in the areas of:

a. Clarification of the description of the envelope that "contains”

o —
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the SNM which can be comprised of either physical or personnel
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components of the safequard system or both; -, 2
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b. The assurance that containment is provided for swall enough
) \ o Lo
amounts of material; \
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c. Should containment be increased in intensity as the desirability

of the SNM increases;

d. Is there sufficient emphasis in the capability on looking for

the holes or breaches in the containment. Il
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Basic Capability 4 Narrative

The safeguard system shall provide the capability to assure no
unauthorized breaches in containment of SHM. 'fhe Ticensee must provide
SNM containment systems that are able to detect unauthorized breacﬁgz:ia
containment of SNM fn su%ficient time to permit an effective and acceptable
response which corrects the situation to the extent that an attempted theft
would be prevented or d‘i‘s‘cﬁv‘?rjgg.___ij_gj_me to prevent the loss of SNM. 2
The following safeguard subsystems are necessary to assure the dé;ection
capability. (See section _ for necessary aspects of the response capability.)
1. Containment Controls: The licensee shall provide containment”
controls and procedures that establish authorized envelopes for SNM
which:
a. delineate authorized locdation for SNM; and
¢ b. provide early warning and delay of adversary access to SNM.
2. Authorization Controls: The licensee shall provide controls and
procedures which:
a. establish the authorized amounts of SNM within the various
envelopes; and
b. provide for authorized movement and operations on SNM.
3. Detection Systems: Thc licensee shall provide detection systems
and procedures that, in a timely manner, will: e s e
a. -surveil, monitor and/or inspect to discover SNM in unauthorized

-

s . - - L el ) '
amounts within authorized envelopes; - . oy T oo
o " - YN
b...surv=il, monitor and/or inspect-to-discover-unauthorized d

envelopes containing SNM; !

¢, .coliect sufficient information to permit assessment of the

e i - — ————
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condition of the unauthorized amounts of SNM within authorized

» N
( envelopes and/or the unauthorized envelopes containing SNM;
d. assess the information; and
e. appropriately communicate with reaction/response force.
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Basic Capability 4 tarrative
3
( 1 ot

The safeguard system shall pro-ide the capability to assure o=
+##Hauthorized breaches in containment of SHM. The licensee must provide
SNM containment systems that are able to detect unauthorized breaches in

containment of SHM in sufficient time to permit an effective and acceptable

e —

/”" responsgzwh+ch—eeﬁ¢e€£5~fhe—s+tuat+on~to—the—euteutwthatnan_attempeeé-theft
weuld_bs‘pfeven%ed—or—d+seovered—#n—time~to—preventuthe-+oes—of—SNM.

,1_ L P I T R rMVII’\'.d.
’ The following safequard subsystoms are,aeeeeserz tn assure the,detection s,
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capability. {(See section ____ for necessary aspects of the respanse capability.) ')

e st s . e s .t #
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1. Containment Controls: The licensee shall provide containment
controls and procedures that establish authorized envelopes for SNM

which:

a. delineate authorized lodation for SHM; and

- Vh'.‘?»-pp,f_.,_‘.'\
( b.  provide early warning and delay Oﬁd access to SNM.

2. hAuthorization Controls: The licensee shall provide controls and
procedures which:
a. establish the euthorized amounts of SHM within the various

envelopes; and K

21
b. provide for authorized movement and operations on SNM,

Vil WM B T ey g

K Detection\Systems: The licensece shall provide detection systems

and procedures that, in a timely manner, will:
a. surveil, monitor and/or inspect to discover SHH in unauthorized
amounts within authorized envelopes;
b. surveil, monitor and/or iaspect to discover unauthorized
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COMMENTS ON "BASIC CAPABILITY FOUR AND ALTERNATE

TRANSPORTATION CAPABILITIES APPROACH"

GENERAL - Attached are comments on the basic capabilities package

included with the memorandum of 24 February to working group members.

Two general comments apply. First, the enclosure No. 2 on basic
capability four, while following the same format and style of the
previous draft covering capabilities one, two and three, reflected
none of the comments previously made on that set. Second, requests
have been made on two previous occasions for draft material to be
double spaced for case of review and yet enclosure No. 1 violates

this.

Are all sections and entries complete? Basically yes for capability
fou;. but corrections need to be made as indicated on the marked up
copy attached. Basically no for the transportation enclosure, details

of which are specified in an attachment on that subject.

Are the sections organized logically? Yes on both counts but that
is not sufficient in the case of the transportation option, again see

separate attachment.

Is the narrative concise and correct? Conditionally yes for capability

four, pending corments inclusion. Not yet for the transportation option.

SPECIFIC - Comments included in the form of a marked up copy attachment

for capabiiity four. The transportation option is discussed in separate

comments paper (attached).
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