UNITED STATES
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D. C. 20558

March 8, 1977

MEMORANDUM FOR: Upgrade Working Group

FROM: L. J. Evans, Jr., Chief
Requirementt Analysis Branch

SUBJECT: DRAFT OF 5th CAPABILITY NARRATIVE

Attached please find the draft of the 5th capability narrative.
With the circulation of this capability at least one drait of
all of the capabilities have now been distributed for working
group review.

As you have done with other capability narrative documents, it
weuld be helpful if you would organize your comments under the

, following categories: (1) Are all sections and entries complete?

{ (2) Are all sections organized logically? and (3) Is the narra-

: tive concise and does it say what you believe should be said?
Please submit your ccmments on the attached draft by c.o0.b. Monday,
March 14, 1977.

We will have a meeting on Wednesday, March 16, at 2 p.m. in Room
825 Willste Building to review the comments received regarding this

eeveran capability and to discuss the orcvanization and overall coverage of
the revised capabilities in toto.

oy

L J,/evans. Jr.,

Reqirements Analysis Branch

Attachment
\ 821208?101 821025
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?f@ Capability 5: Protect agaisnst unauthorized access to prociected areas.
- The licensee safecuards system must include penetration control
' systems which protect against unauthorized access to PAs by persons,
q-;;j vehicles and/or materials, by providing_}or the capability to detect
: such access or attempts in sufficient time to permit an effective and
acceptable response,

The following functions are required to assure this detection
capability. (See Section _ for necessary aspects of the response
capability,)

A. To detect attempts to gain access by deceit across PA boundaries,
the followino are required:
i 1. Authorization: The licensee shall provide systems and procedures
that will:
a) establish accurate authorization entrance rosters for personnel.

material, and/or vehicle PA entry; and

At

"7/‘ b) establish updated PA entry requirements for personnel, material

L and vehicles.

S

S—

2. Entry jontrols: The licensee shall provide systems and pro-
qepures that: ﬁf:]‘
: a)"ﬁeterm1ne and verify the identity of persons presenting them-
i g agjqes\for access and/or materials and vehicles presented for introduction;
‘plw'- o b) assess the determined and verified identity, material and/or

vehicle against the authorization and entry reguirements, and

c) appropriately interface with the reaction forces.
/Qlasovv¢247 S
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B. To detect attempts to gain access by stealth or force across
PA boundaries, the following are required:

1. Barriers: The licensee shall provide systems that will:

a) define the PA area and channel casual penetration of persons.
material, and vehicles to the entry control function;

b) delay penetration attempts of persons and introduction of
material and/or vehicles sufficiently to permit the detection and
response capabilities to function in an effective manner;

2. Penetration Detection: The liceasee shall provide systens

AR o S Y
and procecdures that will: AﬂZLJF. vl i Tt
/L-v-« N7 ‘MZ:,..\ ’,

. a) detect and annunciate to the reaction force any PA access or
penetration attempts by persons, and of materials and vehicles;

b) collect sufficient information for assessment of the oenetrat1on
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characteristics and extent; P A o;tZLj CL#- by ¢ —
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¢) assess the information; and G 0k } b R '
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d) appcopr1ate;;\communc1ate w1th reaction and response forces.
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UNITED STATES
NUCLEAR REGULATORY COMMISSION
WASHINGTON, D. C. 20555

March 8, 1977

MEMORANDUIY FOR: Upgrade Working Group

FROM: L. J. Evans, Jr , Chief
Requirements Analysis Branch

SUBJECT: DRAFT OF 5th CAPABILITY MARRATIVE

Attached please find the draft of the 5th capability narrative.
With the circulation of this capability at least one draft of
all of the capabilities have now been distributed for working
group review.

As you have done with other capability narrative documents, it
would be helpful if you would organize your comments under the
following categories: (1) Are all secticns and entries complete?
(2) Are all, sections organized logically? and (3) Is the narra-

__élxg_ggggiig;and does it say what you believe should te sai1d?
lease submit your ccmments on the attached draft by c.o.b. Monday,

March 14, 1977.

We will have a meeting cn Yednesday, March 16, at 2 p.m. in Room
825 Willste Building to review the comments received regarding this
cepability and to discuss the organization and overall coverage of
the revised capabilities in toto.

L. j/’gvans, Jr., pfi
Requirements Analysis Branch

Attachment
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ENCLOSURE

March 8, 1977 .

k i BASIC CAPABILITY 5 NARRATIVE
~_Z",; Capability 5: Protect against unauthorized access to protected areas. 7
The licensee safe_g__uc"ds system must include/penetration control /
prenead
systems which eeeeeet=ssssme unauthorizeu access t@ by persons,
)
cary vehicles andﬂ materials, by detecWJ

such access or attempts 1fsu%mto permit an effective and
acceptable response. M? M?k

The following functions are required to assure this detection
capability. (See Section _ for necessary aspects of the response
capability.)
A. To detect attempts tc gain access by deceit across PA boundaries,
the followino are required:

1 Authorization: Th‘e licensee shall provide systems and procedures ‘
that w 1”/, AN fw’* P2V E RS et

e o~ <, 3EQ 10902 F pu Thore e nyl
W/ estabhsh/(accwat GLLLLn It ILL SATemeG ROS Lo Dersonnel.

material, and/pi vehwc]e@eﬂ}n&. and

~ ‘ Y/b) Pstabhsh dated PA entry reqmremont/\for personqe] matemal}\fwf;

é }‘ | .and vehicles. W{”A_da/v\ (/ ’t‘;;.',n
Y \/

~# 2. Entry controls: The licensee shali provide systems and pro-

cedures that will: .. -
O \a}&n«ﬁ 3"/’/&‘“

7 a) determine and vpr)}y the 1dent1ty/\c persons, presentina them-
\ -
» selves for accesssana/ m; and vehicles -

b) assess the determined and verified identity, material and/or
vehicle acainst the authorization and entry reauirements, and

”
\ . 7’c) appropriately interface with the reaction forces.
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B. To detect attempts to gain access by stealth or force across n
L
PA boundaries, the followinc sre required: v A

1. Barriers: The licensee shall provide systems that will:
a) define th@araa and channel casual f persons, ",1\\(
mater:al, and vehicles to the entry control function: ,5
b) delay penetration attempts of persons and introduction of
material and/-\\/ehicles suff1c1ent1y to ‘Q_ermt ion and
resoonse ca‘peb-ﬂ—rtm to

2. Penetration Detection: The liceasse shall precvide systers

and procedures that will:
a) detect and annunciate to the ea>chon force any?access or
VIR ET Sl
penetration attempts by persons, a.nd—-of-matemalsaad;vehw'les.
b) collect sufficient information for assessment of the penetration
characteristics and extent;

c¢) assess the information; and

d) appropriately communciate with reaction and response forces.
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BASIC CAPABILITIES NEED TO PROTECT '
SNM WHILE IN-TRANSIT

—

v

o
%
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SCOPE

The purpose of this paper is to set forth a 1ist of generalized basic

;
3
e
2
i
]
'
i

capabilities that are necessary for a8 transportation company to perform to

l protect SNM against theft or diversion during the SNM in-transit phase of
the nuclear fuel cycle. Befora the basic capabilities are discussed, it
would be helpful to state the scobe and to define the terms used in this
vaper. In addition it would be useful to mention some of the tra:sporta:
tion characteristics which lead to the uniqueness of in-transit security

requircients . |

£ i
> ¥ \ \
K \-‘ \\

57\ Or air conveyance. Thus transport covers such cummon carriers as trucks.
>" v — Sty - ——— — , |
\w \ (’ships. a1rplan s and rail cars. Although much of the discussion and the .\;;?,
A - 7L
8’ ) J-\\l
\‘\\ ,f§

| The term transport is used in a generic sense to denote any land, sea

9as1c capabilities are written with particular empha51s on_grggg-frans-
'ﬁ;rta;1on. the generalities shcould apply equally to other modes. Vhen the
ib;;QL\ '.commonality is difficult to discern, the variances between the modes will F:
Q¢ 3 be delineated. | 0
0 There are certain transport operational characteristics that must be
considered before cepabilities can be established. The more obvious
features zre the transport mobility and vulnerability; and the phasing of
transportation operations. The mobility of a transport gives it the ad-

vantage of being able to avoid a dangerous situation and the disadvantage

locations and situations. Transports are especially vulnerable to take-
overs by hi-jacking techniques. This gives the adversary an added ad-

} vantage of designing an operation to gain centrol of the transport first
-

————
-

|
\
\
|
|
|
1
of having to plan: for protection over a wide variety of geographical
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vﬂ
and then removing the SNM at his-conveni?an. The operat10na1 phasing of \ A
(-\-‘- kb\, Ve 7S W L & ~\ s v L=\ @y Wy \l\»\- o
1 SNM shipments into movement and transfer point operation§ ‘confronts. the A culag

Za N W vouge

shippers with a wide variety of planning contingencies Transports within

protected areas‘\at fixed site transfer»points. are perhaps the least

— complex to protect because the fixed site security force is available to
1€ - seluadedin”
augment the drivers and guards. Mransfer points at seaports, airfields

and rail heads are not usually within protected areas as defined by CFR 73.2 g;
and thus are sufficiently different in character that special planning\ ,:uL“Ak*\#

LU vt seadied ¢ ¢
precautions have to be taken to assure adequate protection. ™ e

U,Mb\rt S AL T PR o T Y S S A ‘_\ CevienwemY  Yuawaws en \eo ¢ Yh=n y\»\v)(\‘.lkn).‘::-{u'::‘
A final p01nt 1s that the complexlty of protecting SNM wh11e fﬁ transit, &~ -
\-m“w

from a covert attempt to steal it,is different and perhaps less demanding .
\\(k \L\ Laaa 'L’ )

than protect1ng St at a fuel cyc]e facif;ty; since the material aboard a
9\"(4\\) b}_ N eatay WA ITaran Guaay T8 SN I N e LIS R Y

transport,is never exposed or handled during the in-transit phase. This,

S/

1 of course, means that there is no requirement to inspect fer diverted material
among the drivers and guards while enroute in the same manner that a fuel

cycle facility inspects for SNM among tne emnloyees before entering and leaving
MAAs and VAs. Once the SNM is loaded and sealed on the transport, no one is

EUthorjZedaro open the:séaled container until the shipment reaches its

VERY AMbIevic

ultimate destination. (L cavXbumine ¢ c*& M tfi“ \
Cc_‘»\mcj,o Comnitindinaan
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The basic capabilities essential to assure control and protection of

-

/V\ \ //"——\ —
SNM shipments against theft diversion or sabotage while on transports are

e *‘\)tbL‘ (-

\N\/)kr x '\ C\/\‘.k\f\-) oA

3. essentiai'ly to contro] acce5° to the S/Mi to assure susficient initial
e ‘4 =

» e physica] protection and if needed to provide effective response to an
Ay ;7

ti S attempt to steal or sabotage SHM. These capabihties are developed in the T
\\ ; / g ¥

AR fonoi.ing discusswn. ' \ b\, W ’S%\c St \rw\h\#.f' au,d\.(. .

- el /

- N 1. Access Control. .Qs.sm:a_that only authorizcd d parsognel and :

R S — ' T O wo¥ k»wQLV

® V Tmaterials in authorized quantities are admitted on transports. | e

The- essent/i elements of capability 1 would include procedures:

\¥ ooy woo/el

\ }» For establishing job functions that shmﬂd .pema-t' access to

“transports, transfer point storage areas or escort vehicles o enfAh,
vI\._. DA o limit access to those persons in authorized job functions.
. o~ Such procedures should take into account access to transports and

[N NN n \
N \Q-\:storage ared prior to their being used for SHM transport or storage

-y % ) : Zand particularly during maintenance. This should also include escort
NV

\ ~

N N Sto S
\1‘« NN W .

N e ARy " . . T . p
N o d. To verify and confirm the identity of material placed in or
IN SN\,

‘e N9 -5 removed from the transport or storage area.

Y. \

. N e. To assure that there is a search for unauthorized materials M‘ 2
already in thelcargo compartments of transports or transfer storage
areas that could assist in the theft or sabotage of the SNM.

f. To lock and seal material containers, cargo compartments and

— ctorage areas.

g. To verify and confirm that the locks and scals of material containers,
ravnn romnartmante and storaqe arcas have not been tanpered with. - ¢ -



il BT T . . s

WaeT

h. To provide for initial detection of attempts to gain unauthorized

access to SNM or introduce unauthorized materials on transports.

2. Physical Protection. Assure that effective physical security

measures are present in order to prevent an attempt to steal SNM by stealth

or by force and to prevent sabotage.

The essential elements of cagabi]ity 2 would include:
a. Provisions for hardened containers and vehicles for land
" transportation and hardened containers for air and sea transportation.
b. Proper training, arming communications and assigning appropriate

numbers of drivers and gj&orts for in-transit shipments.

—

i . €. The use of temporary barriers to isolate transports while

\ 5?: ‘1siopping in unprotected areas.

o A —— ' et

.“,,,,d.i_P;oyjsion for initial detection of'unguthorized cond.tions or
immediate threat through use of adversary information, surveillance,
electronic detection systems and alarms.

e. Route selection witt minimum stops and transfer points.
3. Response. Assure timely detection and effective response to an
attempt to steal or sabotage SIM.
The essential elements of capability 3 would include:
a. Provisions for an immediate response force of eséort§-£é
N delay or defeat any adversary force attempting to steal or sabotage
SNM. |
b. Establishment of effective comnunications systems and contin-
gency procedures with LLEA and transfer point security forces.

c.. Establishment of communications systems and procedures with a

fixed base to record transport location and permit continucus moni-

L

: e e g
toring of transport status and location. o P o
e oy v, = - ™




d. Provisions for continuous surveillance and communications during

adversary engagement to provide for updated information to response forces.

e. Provisions for passive response to include immobilization and

jnundation with irritants or obscurants.

£. Provisions for material recovery in the event SNM control is lost.

s
a
l



COMMENTS ON "RESPONSE CAPABILI*Y“ DRAFT

GENERAL - The draft as it is currently written does not clearly
delineate several capabilities that are integral to effective
response. They have to do with (a) deployment for timely
mobilization, (b) protection of the guard force in such deploy-
ments, (c) quality and availability of defensive equipment,

(d) quantity of guards vs. capability of (LLFA) offsite response
forces and timeliness of support when requested, and (e) motivation
of the onsite force to protect the SNM (use of deadly force if

necessary).

While parts of several of these can be inferred from different
sections of the draft, it is not at all certain that they will be.
To preclude this possibility we should specifically include them.
The "Response Plan" section might be a place to start. As worded
now, it says very little of substance and is referred to in the

other sections.

Deployment measures should be called for (in some part of the
document) which (a) provide timely mobilization of onsite response
forces, including vehicular support if site topography requires it,
and (b) prevent neutralization of the guard force before arrival

of the offsite response force.

Protection of the quard force in their deployments should be

required which includes at least (a) hardening of the onsite alarm



stations against small arms fire, and (b) secure silent duress

alarms between alarm stations and guard posts. These measures,
plus others, should make unlikely the overrun or interdiction of

response forces before they could engage in an assault.

Qualitative aspects of the defensive capability during an
engagement need to be stated, such as types of arms and their
availability when needed, training and exercises, existence of a

clearly defined chain of command, etc.

Quantitative aspects of the defensive capability for
engagement need to be stated in context with probable LLEA support
when requested. These include numbers of guards, numbers of defen-
sive weapons, range of time delays from LLEA request to onsite
appearance, and the geometry of the site defense problem. The
point to be stressed is the trade-off required between the site
specific speedddc and other variables to satisfy a generic protec-
tion requirement. Time delays must be included as well as the kind

of external support realizable.

Guard force motivation is an essential element of the response
capability, particularly with regard to the use of deadly force,if
needed,to defend against theft of SSNM, and should be so stated.
Without this ingredient the effectiveness of a guard force to

ward off a determined violent assault is in question.
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In summary, each of the above needs to be worked into the
draft narrative somewhere and should be explicitly worded so the

reader has no doubts of the meaning intended.

SPECIFIC - Two kinds of forces are called out, reaction forces
and response forces, but not defined. Apparently the former is
the guard force and the latter the LLEA. Correct? The introduc-
tion should state that safequards response is a possibly two
pronged affair and introduce/define these terms at that time

(since it pertains to several of the sections).

Also all of the other four capabilities have referenced the
response capability section in the area of response to repo:ted
intruder alarms or other unauthorized activity detections. Now
is the time to define for one and all what we mean by "respond
in an effective and acceptable manner". Again, it should be done

in the introductory section.

Additional detailed comments are offered via a marked up copy
which is attached, although I do not believe a draft update with
only these comments included would constitute an acceptable product.
A major rewrite is required along the lines of the general comments

above.

£l DeZE—
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( ENCL.OSURE

Response Capability

The safeguard system shall provide a response capability that will’

be compatible with, and complete in an effective and acceptable manner,
theliizzﬂbasic functional capabilities described in Sections _
The following safequard subsystems and functions are recessary to
assure the g;éiééigzééapab111ty
1. Security Orgcanization: The licensee shall establish a security
organization that will:
a) provide trained and qualified personnel to carry out

assigned duties and established procedures of the safeguard

- e g -
system; T2 p»nfes™ can,nsT ThefT ot s/t
-
( b) assess information collected by the detection systems and

designate appropriate reaction/response activities based on the
g

response plan; )
reaeest LLST
c) react or implement response activities based on the assess-

ment; "
» ‘ ’T -
d) provide command and control 4@ reaction and response forces

for direction and coordination of activities to assure an
effective and acceptable response; and

e) provide liaison with LLEA and other security organizations
rezo7” 04,.1.;:! "vf'n- £

P

toAa&sure the1r ,a551stance to reaction forces 1n cases of ne<« 2 L
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2. Response Plan: The licensee shall establish response plans -
;rt‘vaﬂon; inv s (219 aa nﬂﬂren’.’ar el ~€y¢r$4r/ 'torcc
to cover all anticipated,poaiﬁeutine—s%%uations. consisting of:

a) assessment procedures which provide methodology for i
evaluating detected situations based on the established chbfadl'lf
authorizations;

b) alternative courses of action to be employed by the

security organization based on the detection and assessment
adversary relate
function ¢ [uts for all anticipateqﬁpen—foue+ne situations; and

¢) procedures for when and how to interact with the LLEA for

assistance.aml awha 15 52 .1u‘r/o.~rr",)l4(o ¥
Aefensied
3. Equipment and Facility Design: The licensee shall provide,
rotee tive
equipment for the security organization and incorporatgAfaciTity

design measures that will:
z. aporT
a) assist the performance of the assessment and response

activities;

b) facila;ate the implementation of response activities by
APERT e n2ss

providing for,ease of movement and physical protection of

reaction/respc.se activities (provide primary and secondary
regunaan T

alarm stations to facilitatqﬂassessment and command, control

and communication activities); 2 .
Uo asve’i k) TIrS

¢) minimize exposure of reaction/response force personnel; and
\

d) minimize opportunity for access to SHM & wernz n}/-upy:..e..'
b Vv
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: 4. Communications: The licensee shall provide communicatiocns

‘3 facilities and equipment for the security organization that will: » fog
o : .

! ) a) interface with the detection capability to permit rapid

Aakenie —,
J and accurate transmission of detections and collected informa-

*M reacTion €po0

tion, forAassessment purposes and to notify reaesdenyresponse

forces; ) 45 20 udtwesl Shais
5o prowléns asiiiimiwii Ar i &@V3 ki

b) notify LLEA of,\noed-—for assistance, as identified in the

response plan;
‘{ P P ’ aetinties
o
.t ) c) coordinate ca=site reaction and response force,\ with
per
S multiple, independent communication links; and

27
' d) alert appropnate authorities (key personnel/appropriate
g N L - P T (tl"so”"’f rilared
RO aoenmes) via t1mely communications op\m-seu&me situations

! as identified in the response plan.

Vel P & tl:'o.' o 4% """ /l' "~ c’/,,‘— T ot “ ﬁ‘/ -
i P Ll B L ‘f‘f: P ._J-. v e ‘., o :\””/ \/
o2 o e by J'a.wl' / Pan Ants V' Prw Dt ARG
‘/J\.{(/v*‘ F. 434&»-' r S Cot a«‘.. - /7{1&.‘.‘(’;’&«./ el - A /—‘(t'_v/ Aot
AL s iy . ,,é... -~ *//C:?a Lt /.: P ..«vwakf: =

~¢p o bt bt A ‘4r/‘ -t 4‘4"’/'«"’ 7 - ’;“""‘\- 271 &t L ANy >
.

-

~L >

p . s -
T e e At EPrrev it AP, e VB Griw
- 3 4 b '/ » & .
o /»/"..‘ i T e B -s-)apl Fy g gt o o' gt~ ¢ ADBANA L VT

> ot f' ‘./ ‘:”-/:// -

A e

-& , 4
-~
~ ;

Lol —rtn '€1\7(‘ 2 -/.\.?'f'.‘t\y
AP Tl e c'-‘)vo

~"




P

P P 2o el & R T . B T L e e e

7 March 1977

Note to C. South

RESPONSE CAPABILITY NARRATIVE -- DRAFT DATED MARCH 2, 1977

We cannot comment meaningfully on the subject draft until we understand
the relationship, if any, of the proposed "Response Capability" to the
licensee safeguards contingency plans for dealing with threats, thefts,
and sabotage relating to special nucléar material and nuclear facilities
resulting from all activities licensed under the Atomic Energy Act of

1954, as amended.

For your information, the Commission will, during the week of March 28,
act on the proposed rule requiring licensee safeguards contingency plans,
a copy of wnich was given to L. J. Evans, Jr. with a suggestion that the
"Upgrade" rule making take cognizance of this forthcoming regulatory

requirement.

J. T. Long




