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,' FROM: L. J. Evans, Jr. , Chief.

Requirement $ Analysis Branch..

4

SUBJECT: DRAFT OF 5th CAPABILITY TIARRATIVE

Attached please find the draft of the 5th capability narrative.
With the circulation of this capability at least one draft of
all of the capabilities have now been distributed for working
group review.

As you have done with other capability narrative documents, it
wculd be helpful if you would organize your comments under the
following categories: (1) Are all sections and entries complete?,

(2) Are all sections organized logically? and (3) Is the narra-'

( tive concise and does it say what you believe should be said?
Please submit your ccmments on the attached draft by c.o.b. lionday,

k- llarch 14, 1977.

We will have a meeting on Wednesday,11 arch 16, at 2 p.m. in Room
825 Willste Building to review the comments received regarding this

am capability and to discuss the organization and overall coverage of
the revised capabilities in toto' .
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m; - yr.,.r,s s'y
Protect against unauthorized access to pr/e h4 Fa

.sN Capability 5:y;
m d1

_

ctected areas.

] The licensee safcpuards system must include penetration control
a
} systems which protect against unauthorized access to pas by persons,
j ~

d'pj vehicles and/or materials, by providing for the capability to detect
..,

: such access or attempts in sufficient time to permit an effective and

acceptable response.

The following functions are required to assure this detection
,

capability. (See Section _ for necessary aspects of the response,;

"[ capability.)
,

.

A. To detect attempts to gain access by deceit across PA boundaries,

the following are required:
( ,

( l. Authorization: The licensee shall provide systems and procedures

that will:

a) establish accurate authorization entrance rosters for personnel,

material, and/or vehicle PA entry; and
,,

dg,I. r :, y
, ,

. lt ,~ 5 i ."
fa ;' - . b) establish updated PA entry requirements for personnel, material

,
.

'''

,

i- dndvehicles.
4,

L
2. Entry coritrols: The licensee shall provide systems and pro-

. puresthatqfi 5 .p
a)b''de'termineandver.ifytheidentityofpersonspresentingthem-

i
'; , , i['' , ,7

, C, '] {(,p\ i'egves"for access and/or materials and vehicles presented for introduction;
. y'\.,. .. ,.

,

"h 7 - I ' b) assess the determined'and verified identity, material and/or

-I vehicle against the authorization and entry requirements, and

c) appropriately interface with the eaction forces.-

Shh
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B. To detect attempts to gain access by stealth or force across

PA boundaries, the following are required: i

.

1. Barriers: The licensee shall provide systems that will:
...

. ~';
a) Jefine the PA area and channel casual . penetration of persons,

material, and vehicles to the entry control function;

b) delay penetration attempts of persons and introduction of

material and/or vehicles sufficiently to permit the detection and

response capabilities to function in an effective manner;

2. Penetration Detection: The licensee ~shall provide systens

/j/wdNPn-/J-fr*lL P T k,and procedures that will: , e

h '', w,lwl,8- o.
a) detect and annunciate to the reaction force any PA a csss or

penetration attempts by persons, and of materials and vehicles;

b) collect sufficient information for assessment of the penetrat;on
'"'"#~

characteristics and extent; ' ll * ''
. igl~c.LLL.f/ e~ ? n.ss .'

.

c) assess the information; and -

l

d) appropriately)communciatewithreactionandresponseforces.
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MEMORANDUM FOR: Upgrade Working Group.
co

$5] FROM: L. J. Evans, Jr. , Chief
7tj Requirements Arialysis Branch
n

. M. SUBJECT: DRAFT OF Sth CAPABILITY NARRATIVE

'h@J. Attached please find the draft of the 5th capability narrative.
' 'tB With the circulation of this capability at least one draft of

3 all of the capabilities have now been distributed for working
p group review.

As you have done with other capability narrative documents, it><

would be helpful if you would organize your comments under thec.

, . folicwing categories: (1) Are all sections and entries complete?
., M (2) Are all.dections organized logically? and (3) _Is the narra-3
i ( Jo tive concisejand does it say what you believe should te said?;':

71 ease submit your comments on the attached draft by c.o.b. Monday,,

March 14, 1977.. . . . ,
's

We will have a meeting en Wednesday, March 16, at 2 p.m. in Room
-1 825 Uillste Building to review the comments received regarding this

****M capability and to discuss the organization and overall coverage of'

the revised capabilities in' toto.

g. m/.
Y- L. J, ' Evans , Jr. , , ief

) Req irements Analysis Branch
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m" 1. , . BASIC CAPASILITY 5 f1ARRATIVEe
iT
cp

.E J Capability 5: Protect against unauthorized access to protected areas.
; :@

. 9
. pf,i The licensee safecuteds system must include penetration control , /

systems which yt CMx
. unauthorizeu access t PA by persons,

,

I
ceM vehiclesandhmaterials,byF"""idi".gfe. Un: wrL;l;h w detect 4Mg

suchaccessorattemptsijncu""'-' ' ' to permit an effective and
-

acceptable response.

The following functions are required to assure this detection

capability. (See Section _ for necessary aspects of the response

capability.)

A. To detect attempts to gain access by deceit across PA boundaries,

the followino are required:

1. Authorization: The licensee shall provide systems and procedures
( eM Psn

'yD Vthat wil s is *

& y
"

'

,t t p iny- Tc . 3CLAQ i,C4(L 4 b 9x T]<fVw
-- -

.f j} ' establish accurats au+bn+'"r" :nt,- a retter_ .1. personnel .g

, material, and/g vehiclkg; and
G'

''n ']i -m'

.-

,7.'~ ' b) establish pdated PA entry'Ie uireme[t

L, /,
J0hq%j[WhAN^pers6n I~ Y[i

or 1, material .f

h.' /and vchicles. i

j
d 2. Entry controls: The licensee shall provide systems and pro-

hcedures that will: uw.ko#r
7 a) determine and ver p the identitygo? persons presenting them-

h 'selves for access lhandvehicle w " ' " #~ 4 "'rM = . ,(_
b) assess the determined and verified identity, material and/or

vehicle against the authorization and entry reouirements, anda

. . ' ( e/c) appropriately interface with the reaction forces..

) YM 6
d tc& 7t;T~3-

. <. -- .:a1. . .ans. ;1rs .

.-L . = = . . &M. -:,:|.,: ;2 ETC+ . 3
-
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B. To detect attempts to gain access by stealth or force across D
PA boundaries, the followinc are required: [);f

''

1. Barriers: The licensee shall provide systems that will: n k'
r V'

a) define th P area and channel casual. enetration of persons, 'M(_ &__ .

material, and vehicles to the entry control function; ( .

b) delay penetration attempts of persons and introduction of

materialand/hehiclessufficientEtogrmitthedetecionandl
V %m a cLU16.&response capabil; Lis to . fem' inn nFo ''.- ...m ? -m an '

2. Penetration Detection: The licensee shall provide systens

and procedures that will:

detect and annunciate to,the hegtion force anyhccess ora)
'v2 itA"l:wp.e. . , p

penetration attempts by persons, and-of-materials 5 vehicles;
- b) collect sufficient information for assessment of the penetration

characteristics and extent;

c) assess the information; and
r,.aw

d) appropriately communciate with reaction and response forces.

7
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.n 2 BASIC CAPABILITIES (fiEED.T0 PROTECTEJ.y. Sf"4 HHILE Ifi-TRAt1 SIT
*

.(#b l
nMa .~-

_ SCOPE . - - ~* '.u wm.. -

@g
- The purpose of this paper is to set forth a list of generalized basic

-

*r" J, capabilities that are necessary for a transportation company to perform to
,

- ?
], ' protect Stili against theft or diversion during the SfE4 in-transit phase of

M
j'f4 the nuclear fuel cycle. Before the basic capabilities are discussed, it
d -- -

T would be helpful to state the scope and to define the terms used in this
.s

paper. In addition it would be useful to mention some.of the transporta-

tion-characteristics which. lead to the uniqueness of in-transit security
,

,
.

N requirenents.
"

% ji
.i -& }The term transport is used in a generic sense to denote any land, sea

6

.s my Ar air conveyance. Thus transport covers such common carriers as trucks,
,}Vq1 ,W\ pm O '*~. .,

' y (ships (airplanes and rail cars. Although much of the discussion and the p ', 2
.

,

W.. .
-

,. i
f i basic capabilities are written with particular emphasis on truck trans- *

~

JL* n

,sl.-t'portatio_n, the generalities should apply equally to other modes. Chen the
.i

', 7,

a a
- hcommonality is difficult to discern,'the variances between the modes will g|
' [ be-delineated. ~

,e

-Q There are certain transport operational characteristics that must be

considered before capabilities can be established. The more obv'ious

features are the transport mobilit'y and vulnerability; and the phasing of

transportation operations. The mob ~ility of a transport gives it the ad-

| vantage of being able to avoid a dangerous situation and the disadvantage
|

of having to plan for protection over a wide variety of geographical
l
i locations and situations. Transports are especially vulnerable to take-

. ri.-
..

overs by hi-jacking techniques. This gives the adversary an added ad-
i

| vantage of ifesigning an operation to gain control of the transport first
'

.. . 46& 2+ --

: U55 dh.i. b~ _N b. . . ,. -c
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I and then removing the Sfiti at his-convenience
% ms.bdk .he operational phasing of

T,

Stili shipments into movement and transfer point op\ b.&in, b ms ww-(ik divu.
~

'

!6,d
..d ' confronts)the M AXw

erationg k . S s.
.

'' Y&& - W
J shippers with a wide variety of planning contingencies. Transp, orts within
; c

protected areasg at fixed site ' transfer points, are perhaps the least-'

M complex to protect because the fixed site security force is available to
'

See - st lam' .9
'; augment the drivers and guards. VTransfer points at seaports, airfields

t .

and rail heads are not usually within protected areas as defined by CFR 73.2 g;
.

. 6and thus are sufficiently different in character that special planning hdb'
-

y a sma J ' ,D \precautions have to be taken to assure adequate protection. " M-'T-

. \e.' cat-u g g g.Mu qa..W \c cds.: e W,. mv 4 esip u t h v.m c.s
,, ,

A final point is that the compleicity of protecting Stili Ghile in-transit, p. .-.,
f.11b..

' '

from a covert attempt to steal it,is different and perhaps less demanding s
A w at w u ,.

than protecting Stili at a fuel cycle faqility! since the material aboard a
s\s.0bL\eu.'r.y, ss rc.r, t.a' < .b'-) . >~ t w y.& wW-) ~

transport;is-never exposed or . handled during the in-transit phase. This,

of course, means that there is no requirement to inspect for diverted material
%
b among the drivers and guards while enroute in the same manner that a fuel

'
cycle facility inspects for Stiti among the employees before entering and leaving

. k. MAAs and VAs. Once the Silti is loaded and sealed on the transport, no one is
.

, . - - --

g (aii0iori?cfyo open the}ealed container until the shipment reaches .its

ultimate destination. 'C bc c ~ $4 M6miv

C (i,,,,V bh ObN'k

gG. g!r t FA hP'et t< '
s .e f C+ .< ;

|c. % w J Z x . , c d . h @ - L a , *72.

fM~ j& .?
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BASIC CAPABILITIES-

{

&p *T
E'- The basic capabilities essential 'to assure control and protection of

3 W \ P. -- .
'SNM shipments against,.thef.t', diversion or sabotage while on transports are-

! O C ,, ..' N '
'

. eq * sessentially to control accest'to the St#1, to assure sufficient initial
,

',' ' g ? j% // // ./ //
) N " physical protection and, if 'needed, to provide effective response to an

" 4 N. % ? /' |-

_ attempt to steal or sabotage Slim. These capabilities are developed in the .

Ud b3 k Sch;vfollowing discussion / W L.-

n% % / / / J-

h '

l. Access Control. Auurn_that only.. authorized personnel and .Y R( .

..n.- do } u. siXj i -

"
V 4 materials in authorized quantities are(admitted on transports. ,

The ss'ent1 1 elements of capability 1 would include procedures:
% a /or establishing job functions that shoi .44wMF pam.t access to3

+ . .
d .'. transports, transfer point storage areas or escort vehicles # J W
W N To limit access to those persons in authorized job functions..

' Such procedures should take into account access to transports and

s'torage area 3 prior to their being used for SNM transport or storage
$33
A g Pand particularly during maintenance. This should also include escort,, y

% NJ
E q- or driver surveillance procedures during stops in-transit.

c. For assuring the trustworthiness of personnel having access'

'% sD sto SNM.

k
a \ ,d.J To verify and confinn the identity of material placed in or

D.s k
M d *. reinoved from the transport or storage area..n

MV 3 m'

' Y e. To assure that there is a search for unauthorized materials ' M ,2
-

W Q'g lready in the cargo compartments of transports or transfer storage
*

'v a

: areas that could assist in the theft or sabotage of the SNM.-

f. To lock and seal material containers, cargo compartments and
s .. . .

V storage areas.-

. , . .

g. To verify and confirm that the locks anbseals of r terial cont iners.
-

,-nn enmnartm.,nts and storace areas have not been ta:npered with. -fc.



;azi.: s. .. .. :.a,:, . .:n ,. . .. m .. . ,,, .

.. . - -
^ ~~ g -

. I)ll.f\ F T
'*

'- " '
4. . , . s. ..

-.
. .

,, .

,

h. To provide for initial detection of attempts to gain unauthorized
,

_ ,

access to Sfui or introduce unauthorized materials on transports.
__ ,

2. Physical Protection. Assure that effective physical security

measures are present in order to prevent an attempt to steal SNM by stealth

.g or by force and to prevent sabotage.. ~

.

- The essential elements of capability 2 would include: -

,

.

a. Provisions for hardened containers and vehicles for land

' transportation and hardened containers for air and sea transportation.

b. Proper training, arming, communications and assigning appropriate
_

numbers of drivers and fcorts for in-transit shipments.
__ ,

Y q c The use of temporary barriers to isolate transports while

Pf . stopping in unprotected areas..
. . . . . .. . . . . . ..4 . ,

A. Provision for initial detection of' unauthorized conditions orP e
,

p imediate threat through use of adversary information, surveillance,
,, ,

*'' b , ' . .. . . . . . . . .-

electronic.. detection systems and alarms. .

'
.

.. , e. Route selection witt minimum stops and transfer points.
3. Response. Assure timely detection and effective response to an.

attempt to steal ~ or sabotage 'S!!M.
~ ~

| The cssential elements of capability 3 would include:
,

. . . . . . .
.

_ Provisions for an immediate response force of escorts toa.
..

. delay or defeat any adversary force attempting to steal or sabotage
. - .

SNM.
.

b. Establishment of effective communications systems and contin-

gency procedures with LLEA and transfer point security forces.

c. . Establishment of communications systems and procedures with a(.
- fixed base to record transport location and pennit continuous moni ...

'~
-u.- m. :.g-.- - -

--

toring of transport status and location. . ,b: E6E: TE,

% -- - .v,r.
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d. _ Provisions for continuous surveillance and communications during
.

adversary engagement to provide for updated information to response forces.

Provisio'ns for passive response to include immobilization ande.

inundation with irritants or obscurants.
Provisions for material recovery in the event St'M control is lost.f .'- - - -
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COMMENTS'ON " RESPONSE CAPABILITY" DRAFT

GENERAL - The draft as it is currently written does not clearly

delineate several capabilities that are integral to effective

response. They have to do with (a) deployment for timely

mobilization,(b) protection of the guard force in such deploy-

ments,(c) quality and availability of defensive equipment,
.

(d) quantity of guards vs. capability of (LLEA) offsite response

forces and timeliness of support when requested, and (e) motivation

of the onsite force to protect the SNM (use of deadly force if

necessary).
.

While parts of several of these can be inferred from different

sections of the draft, it is not at all certain that they will be.

C To preclude this possibility we should specifically include them.

The " Response Plan" section might be a place to start. As worded
^

now, it says very little of substance and is referred to in the

other sections.

Deployment measures should be called for (in some part of the

document) which (a) provide timely mobilization of onsite response

forces, including vehicular support if site topography requires it,

and (b) prevent neutralization of the guard force before arrival

of the offsite response force.

Protection of the guard force in their deployments should be
.

required which includes at least (a) hardening of the onsite alarm ~

~
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stations against small ams fire, and (b) secure silent duress

f alarms between alarm stations and guard posts. These measures, .

'

- plus others, should make unlikely the overrun or interdiction of

~, response forces before they could engage in an assault.
M

, Qualitative aspects of the defensive capability during an-

~

engagement need to be stated, such as types of anns and their

availability when needed, training and exercises, existence of a

clearly defined chain of command, etc.

Quantitative aspects of the defensive capability for

engagement need to be stated in context with probable LLEA support

when requested. These include numbers of guards, numbers of defen-

sive weapons, range of time delays from LLEA request to onsite~

<

(
appearance, and the geometry of the site defense problem. The

point to be stressed is the trade-off required between the site

specific sp::i'ic and other variables to satisfy a generic protec-%

tion requirement. Time delays must be included as well as the kind
,

of external support realizable. -

Guard force motivation is an essential element of the response

capability, particularly with regard to the use of deadly force,if

needed,to defend against theft of SSNM, and should be so stated.

Without this ingredient the effectiveness of a guard force to

ward off a determined violent assault is in question.
~

.

9

. :. .

.

.

%,*
,WM
!
1

, - .~ .,

_ _ _ _ --



..

-n
.3. ._ ,

-
- . ~

-c
,

-
, ,

. .
.

P

-3-
-

C In summary, each of the above needs to be worked into the

draft narrative somewhere and should be explicitly worded so the

reader has no doubts of the meaning intended.

SPECIFIC - Two kinds of forces are called out, reaction forces
,

w
and response forces, but not defined. Apparently the former is

the guard force and the latter the LLEA. Correct? The introduc-

tion should state that safeguards response is a possibly two

pronged affair and introduce / define these terms at that time

(since it pertains to several of the sections).

Also all of the other four capabilities have referenced the

response capability section in the area of response to reported

intruder alarms or other unauthorized activity detections. Now

is the time to define for one and all what we mean by " respond

in an effective and acceptable manner". Again, it should be done

in the introductory section.
. .

.

Additional detailed coments are offered via a marked up copy

which is attached, although I do not believe a draft update with

only these comments included would constitute an acceptable product.

A major rewrite is required along the lines of the general coments

above.
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.f
y Response Capability

.

!

- The safeguard system shall provide a response capability that will'
~

be co,mpatible with, and complete in an effective and_acceptab,l_e_ manner,
am nwe-

the Ei.ve basic functional capabilities described in Sectionf_.

The following safeguard subsystems and functions are necessary to
ra w nss

assure the detxtien capability.

1. Security Organization: The licensee shall establish a security

organization that will:

~

a) provide trained and qualified personnel to carry out

assigned duties and established procedures of the safeguard

N'# d f N M /*/*system;i)twr 2 s'' e<M
,,

( b) assess information collected by the detection . systems and

designate appropriate reaction / response activities based on the

response plan;
ew.au i U E.8

'''#"" c) react or implement response activities based on the assess-

ment;
,

- sT
d) provide command and control 4e reaction and response forces

for direction and coordination of activities to assure an

effective and acceptab.le response; and

e) provide liaison with LLEA and other security organizations
e s s.~ : 1.sfaaut' y for

to aesttre their /, assistance to reaction forces in cases of ne< e.42
,

j
S up u r ( -e ne[ 'D a<. g.:un fl a rr |s h e lo *^t os! T i t;:yfa r Tj+' "$

GAergenC-+e9. . , ,

|-: J.&~d b'.o.s . .n ,ak. s-- w't s 'e v " v sc - **- <* n S t**A*
o ,

c 6< e.<-L. 267 t/sn ' . & <a i. v i. w . ./ w&Wu.12;. 4w.% 't.

.,o26, . d&*bL ~/L&...'A ax%Gd~ ;G esLw.-

(' .2dL .$4 <, .~/ .* s n LAG. w -i v ,.- m e,, J . / p
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_ :3i 2. Response Plan: The licensee shall establish response glans ,

_ Jrtv~%= :, tws/ sing u 9pzreso r or s~eni neverse/ for c t'g to cover all anticipated acnhcutin:-situatic-c, consisting of:
-

@A Anw
'i

a) assessment procedures which provide methodology for, .:st .
,

mc/f
gj. [ evaluating detected situations based on the established .c44

AM G.' authorizations;
.

eg 3 g>

4 3 b) alternative courses of action to be employed by the
+n

. D
'L security organization based on the detection and assessmentaine-sao y ala ted%-

h function c:.thuts for all anticipated, gen . atinc situations; and

. ', . j c) procedures for when and how to interact with the LLEA for

assistance. w d JIts '' C' a vi|* "'?) A'
. :. . ,.

/.e t e n S e r.'
.

3. Equipment and Facility Design: The licensee shall provide 4
. yrotee n. c.,*e

equipment for the security organization and incorporate 3 facility

design measures that will:('
a)wppe rass4&t the performance of the assessment and response

-

activities;

b) facilitate the implementation of response activities byS SN2 Meu,ess
providing forjease of movement and physical protection of

reaction /respc.ise activitigs (provide primary and secondary
v.u vo. a n ,, 7

alann stations to facilitategassessment and command, control

and communication activities); fa akers u.y cs'v L
c) minimize exposure of reaction / response force personnel,; and/\

d) minimize opportunity fnr access to Stift du O e rs,v ,. <.. "j

s f +A c s t n 7 i. ;, .~ ;durars. .pn. : .
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t 'p" 4. Communications: The licensee shall provide communications
r-

.0$3
fl$'i facilities and equipment' for the security organization that will:J,
. ?'f' %__

_ #o .-~
-

v'
'T~ g a) interface with the detection capability to permit rapid .

.

.
h|a ', 2

'*

W f and accurate transmission of detections and collected informa-
.Q rs <e rt o o, varac

Ti; tion, forgassessment purposes and to notify rcrt? ' response

forces;

3 [7 po hlt , a m nors,,h D e rg. V Cs i. % '"
b) notify LLEA of nced for assistance, as identified in theA..

response plan;-
^ v acrwo ton,

.s e'' .,...^'./ c) coordinate on-site reaction and response forceAwith,,

urp ~ . g.4*N' d
c' F '^ s multiple, independent communication links; and
3?

d) alert appropriate authorities (key personnel / appropriate
ahct s.uy rakt +d

,Sf.. . . agencies) \ la ti_nlely communications of ncr-routine situations
v

A
( as identified in the response plan.
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7 March 1977

Note to C. South

RESPONSE CAPABILITY NARRATIVE -- DRAFT DATED MARCH 2, 1977

We cannot comment meaningfully on the subject draft until we understand

the relationship, if any, of the proposed " Response Capability" to the

licensee safeguards contingency plans for dealing with threats, thefts,

and sabotage relating to special nucl6ar material and nuclear facilities

resulting from all activities licensed under the Atomic Energy Act of

1954, as amended.

For your information, the Commission will, during the week of March 28,

act on the proposed rule requiring licensee safeguards contingency plans,

a copy of which was given to L. J. Evans, Jr. with a suggestion that the

" Upgrade" rule making take cognizance of this forthcoming regulatory
_ , - ,

requirement.
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J. T. Long
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