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.3{ MEMORANDUM FOR: Upgrade Working Group

, , . ' FROM: L. J. Evans, Jr. , Chief

|'~ Requirements Analysis Branch

SUBJECT: BASIC CAPABILITIES NEEDED TO PROTECT SNM WHILE IN-TRANSIT

Attached are drafts of the narratives for the three basic capab!. ! ties
for protecting SNM while in-transit. These drafts are a follow-on to
the discussions of the basic capabilities paper held last Wednesday,
March 9,1977.

Please submit your comments by COB Thursday, March 17th so we can discuss

( them at our next meeting on March 18th at 2 pm, Room 825. Contact Bob
y

' Nulsen at 427-4043 if you have any questions.

A
/ / |

[' [{ y, .

L. d Evans , Jr. , ' Chief
' Reqdire nts Ana ysis Branch'"
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Capability #1, Access Control -
3 -- /P Q

'

,
. <

,

The safeguard $ system shall provide the cdpabilities to. prevent the
'

undetected introduction of unauthorized personnel and materials (including

SNM in unauthorized amounts) aboard transports by stealth or deceit.
/

The licensee must provide or make arrangements for a'ccess control syste.ns

that are able to detect unauthorized attempts to'/
,

gain access by persons g
'

and to detect attempts to load thorized mat onto transports, in

sufficient time to permit an effective and acceptable response.'
-' i

!

/ ,

, The following sateguard> subsystems.. ara necessNytoassuredetection
'

'

c., u t ., . i

Icapab'ilities. -

'

l .\) Access Authorization Controls.The licensee shall provide'or
'

r .,

.

hake trangements for authorization controls and procedures for personjel !

%. , ,
.'

,. that will: '

\ ' ' ' .

(';' '. ' a. establish job positions and identify iridividuals whose

,} ,g, duties require access to transports, transfer-point stTrage areas [d
N'

' ,,
. .

escort vehicles.. - ,

3
i.* ',('

!
'

b. limit access to those individuals. i
*

-s. ,
.

,.

1 c. assure the trustworthiness of personnel having acdess to SNM.
*

'
> .s

"
'

,7 - d. assure access to SNM only when individual is schafuled to,

\ perfonn his job function. -

e. establish loading and reboval procedures for both

routine and emergency operations.
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'q. ,' ,|, 2. Access Detection Systems. The licensee :; hall provide or make
Mr' ' * * arrangements for detection systems that will: oy
' ,

d. 4.. -~

verify the integrity of, and confirm the identity of3NMa.,

~. . '
containers placed in or removed from transports o p torage areas,

m ---~ ~.b. assure that un.., authorized material,s are not placed on the transport.
.

- c. assure that e 6 ering with transport doors and

cargo containers can be detected.

.

d. immediately detect and inform reaction forces (escorts) of:

(1) any unauthorized penetration of transports;

(2) any introduction of unauthorized material aboard
- transports; and

(3) any unauthorized person or thing within the established
.,

temporary protected areas and storage areas.

e. collect adversary information sufficient to allow the escort control
~* element to determine appropriate response.

f. assess the gathered infonnation.

g. communicate information and alann annunciations to the

escort command and control element.

3. Isolation Measures. The licensee shall provide or make arrangements

to isolate transports at all scheduled and emergency stops by measures

that will:

4

L
# m.

n .~ n. .

$~ . T
.. .. . JG.:. -- L. . .' _L:-

_ .-- - . . . .. . .. : .

. . _ .-



. - . -.. .

, .
.

4 . Q p.2 L~nM ^

-.V.L
- . .- . .

.

akY *. . . .

q.. .L.-);w .. aua-- c63% : -s 1 ~. . 2 AGS9 --. .

, .

.

&. v. .t.
. a

* '

v .

.-rw 3
-

.

r ..s .

.

. .qc. , . %. _ .
. . . _ . _ _ _ . ..-

i ,s_.ss . ~- . . . _ .
..a,.,. ,, - w

~ . .
-

~. m.. . e.W.|n
. .yj5..

' ,)
.

'

channel casual flow of persons or materials to a temporary'T
.

a.
. ..e

N . protected area access point. .t
-
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i D. assist in detection of unauthorized activity. -
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..} Capability #2, Carao Securi+y.

,
A transportation safeguards system shall provide effective cargo

..,

[i.j security. measures in order to prevent theft and protect against sabotage
.' -

, M1 of SNM. The licensee shall provide or make arrangements for protective

n;easures which detect attempts to steal or sabotage SNM and also which,

-

.-

'',f"' delay the adversary for sufficient time to permit an effective response.
-a]'yj The following safeguards subsystems are necessary to the physical2

-:

M- protection capabilities.
,

n '

g 1. Escorts - The transportation safeguards system shall provide an
.

escort of armed guards and escort vehicles to protect SNti in-transit / '

'

. <

The licensee shall arrange for an in-transit escort organization '
t

that will: |
1

. a. Provide trained, equipped and qualified guards to carry out all

anticipated escort duties including immediate reaction procedures.
,

/

b. Provide mobile and redundant escort command and control for
/

direction and coordination of transport and escort reaction adtivities.
,

'"

e. Establish plans to cove;- -1; .;aicipated situations. (Ref

Contingency Plans Appendix B).

2. Detection Systems - The licensee shall provide or arrange for

detection systen;s and proc 6dures which, in a timely manner, will:

a. Immediately detect and inform escort conuland and control of:

(1) any unauthorized person or thing within th9 establ.ished
3

/ .

!/ ,pt,emporary protected area;
,
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. .( - (2) any unauthorized penetration of transports; and gg,q
, , .

.

(3) any introduction of unauthorized material onto transports.
'

h .' Collect information sufficient for the es{ ort command and control
todetermineappiopriateresponse.

c. Allow escort command and control to assess the gathered information.
,

d. . Communicate escort command and control assessment to escorts.w

e. . Provide both close-up and stand-off surveillance operations to

gather, assess, and communicate to escort command and control, information

on the enroute transport status.

3. Planning /Information Systems - The licensee shall arrange for planning

and information systems not co-located with the transport & escort force that will

a. Gather and assess information to provide pre-shipment

planning to reduce shipment vulnerability.

b. Gather updated route conditions and adversary activity

information while the shipment is enroute to assess for increased shipment-

vulnerability and to communicate assessment to escort command & control authority

for implementation of appropriate response action,

c. Verify delivery of SNM shipments.

4. Transoort Security Features - The licensee shall provide or make

arrangements for vehicles which will delay the access to SNM sufficently to

permit the detection and response systems to function in an effective manner.
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Capability #3, Response (REF, Continge (y Plans!, ' ppendix B) IA .-

The transportation safeguards system shall provide a response:capa-

bility that is in support of and separate from the escort force and shall

include a LLEA element and others if necessary. The following safeguards

mrr.) subsystems and functions are necessary to assure a timely and effective

response capability.

1. Response Force Liaison - The' licensee shall~' provide liaison with

LLEA to assure their assistance to the escort force in cases of emergencies.

2. Resoonse Plan - The licensee shall establish response plans to
~

prevent the theft of and protect against the sabotage of SNM for all anticipated

situations. The plan shall include:

a. An assessment procedure providing a methodology for evaluating

each anticipated situation.

b. A procedure for when and how to interact with the response

forces.

Communications - The licensee shall provide communication faciliti.e{s
% 3. 3

and equipment that will: h. ""
.

a. Enable escort command and control to communicate on non-routine

situations to a movement control center for assessment.

b. Enable the movement control center to communicate to

escort command and cortrol to assist in carrying out actions as identified
? 7. g .

-,

in response plan. / '. t/#
. .

# " . .;1 - Ai t-

.V */j\f'mmand an|d, bntrol to communicate witbsescort
i t

c. Enable escorr'/t aco
(f.N ,

vehicles forj'J ,p}ementatQn of r, esp,onse plan. fE , /{
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d. Enable both escort command and control and movement centrol

center to notify LLEA of need for assistance as outlined in the response

plan. -

e. Enable movement control center to alert appropriate agencit.s

of non-routine situations as outlined in'l.he response plan.
,
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MEMORAllDUti FOR: Upgrade Working Group

FROM: L. J. Evans, Jr., Chief
Requirements Analysis Branch

SUBJECT: BASIC CAPABILITIES f1EEDED TO PROTECT SilM WHILE IN-TRAf1 SIT

Attached are drafts of the narratives for the three basic capabilities
for protecting SNM while in-transit. These drafts are a follow-on to
the discussions of the basic capabilities paper held last Wednes'iay,
March 9,1977.

!

Please submit your comments by COB Thursday, March 17th so we can discuss
f them at our next meeting on March 18th at 2 pm, Room 825. Contact Bob

Nulsen at 427-4043 if you have any questions.

/ A
.

W [ Evans, Jr. , ChiefW7.'-
L . J.
ReqMrementsAn ysis Branch
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The safeguard system shall provid the ~ capabilities to preveEt the

undetected introduction of unauthorized personnel and materials (including

.

SNM in unauthorized amounts) aboard transports by stealth or deceit.~

The licensee must provide or make arrangements for access control systems

that are able to detect unauthorized attempts to gain access by persons

and to detect attempts to load unauthorized material onto transports, in

sufficient time to permit an effective and acceptable response.

The following safeguard subsystems are necessary to assure detection

capabilities.

1. Access Authorization Controls. The licensee shall provide or

make arrangements for authorization controls and procedures for personnel

that will:

a. establish job positions and identify individuals whose

duties require access to transports, transfer-point storage areas or
'escort vehicles.

b. limit access to those individuals.
d

c. assure the trustworthiness of personnel having access to SNM.

d. assure access to SNM only when individual is scheduled to

perfonn his job function.

[ e. establish loading and removal procedures for both

routine and emergency operations. .
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Capability #1, Access Control 3 A.K , " 7. : Y -
The safeguard system shall provide the capabilities to prevent the* jv

,'q. .
. c, u c

p' ,

undetected intr, duction of unauthorized personnel and mate, f als (including 9''\}
I

~

,
SflM in unauthorized amounts) aboard transports by stealth pr deceit.

The licensee must provide or make arrangements for access | control systems

that are able Mec j empts-to-gain- access by erso
-h br b . ..W '

and to k M.It.empts-to+ad-unauthorizedmateriaTo'iito' transports,in-

sufficient-time-to-permit-an-effective and-acceptatrie responser

The following safeguard subsystems are necessary to assur

capabilities.

1. Access Authorization Controls. The licensee shall provide or
8 make arrangements for authorization controls and procedures for personnel

i

i that will:

a. establish job positions and identify individuals whose

duties require access to transports, transfer-point sto~ rage areas or

escort vehicles.

b. limit access to those individuals.

c. assure the trustworthiness of personnel having access to SNM.

d. assure access-to SNM only when individual is scheduled to

perform his job function.

e. establish loading .and removal procedures for both

routine and emergency operations.
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A transportation safeguards system shal-1 provide effective cargo *'

security measures in order to prevent theft and protect against sabotage

of SNM. The licensee shall provide or make arrangements for protective

measures which detect attempts to steal or sabotage SNM and also which
_

delay the adversary for sufficient time to permit an effective response.
;.c.

The fellowing safeguards subsystems are.necessary to the physical -

g protectinn, ca.pabi.] ies.
'/

'

li Escort's ' -'

N), he transportation safeguards system shall provide an
4

(N
I ort'of. armed guards and escort vehicles to protect SNf1 in-transit.

'

_

g The licensee shall arrange for an in-transit escort organization,

that will: fM,

a. Provide trained, equipped and qualified guards to carry out ally

anticipated escort duties including immediate reaction procedures.

b. Provide mobile and redundant escort command and control for

direction and coordination of transport and escort reaction activities,

e. Establish plans to cove. cil c:Gicipated situations. (Ref

Contingency Plans Appendix B).

2. petection Systems - The licensee shall provide or arrange for j
detection systems and procedures which, in a t'imely manner, will: i

a. Immediately ' detect and inform escort command and control of:

(1) any unauthorized person or thing within the established
I

tpmporary protected area; "
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#.Capability A Response EF, pgency Plans. Appendix B)

The transportation safeguards system shall provide a response capa-
,

bility that is in support of and separate from the escort force and shall
,

include a LLEA element and others if necessary. The following safeguards

, subsystems and functions are necessary to assure a timely and effective

response capability. '

1. Response Force Liaison The licensee shall provide liaison with

LLEA to assure their assistance to the escort force in cases of emergencies.

2. Response Plan - The licensee shall establish response plans to

prevent the theft of and protect against the sabotage of SNf1 for all anticipated

situations. The plan shall include:

a. An assessment procedure providing a methodology for evaluating

8 each anticipated situation.

b. A procedure for when and how to interact with the response

[forces. f, ,

Ce{M / p [ ee $
3. Communications ?e ! 1 provide communication facilities

;.
and equipment that Qill:

\
~

'

a. Enable escort command and control to connunicate on non-routine

situations to a movement control center for assessment.

b. Enable the movement control center to communicate to

escort command and control to assist in carrying out actions as identified

in response plan.

c. Enable escort command and control to communicate with escort

vehicles for implementation of response plan.
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