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' # ' Attached please find drafts of: af
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'
- A complete set of revised basic capabilit(ips gegula y provis'ip s,..

g

\r 'h V 'r' \.,- - A basic capability overview writeup, hv 3, 't,,
,.

- Disaggregation of basic capability charts,,y' 1.,
, , , . .,..i.' '

(. |:
-

''-
- A cross-reference ccmparison of the basic capabilities with the

basic essential elcmants, and

- A matrix manifesting explicit and implicit basic capability
coverage of the basic essential elements.

""
The matrix, and the comparison of the basic capabilities with the basic
essential elements are for your information and need not be commented upon.

The basic capability regulatory provisions and overview writeup are
circulated as a ccmplete set, along with the disaggregations, in order
to provide you an opportunity to com.nant on the capabilities as a complete

| set. As in the past, th:se comments should be organized to address the
following quests:

1. Are all the sections and entries complete?

2. Are the sections organized logically?

3. Are the narratives concise and do they say what you believe should
be said?
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o$ y'1 zed [s ,ons, material and vehicles into

'-m
Capabilit : Admit bnly

,

A/ g. ^~ \*VAs and l'AAs,

-

The licensee safcguard sys$ must include access centrol systems

{'.
for VAs and tiAAs that aie able to detect unauthorized attempts to gain*

access by persons and detect attempts to introducehut zed mater

' and vehicles in sufficient time to permit an effective and acceptable-s
Fn a

...

i response. .x

) bsystem functions are required to assure /'
(h.i

._..}
ThefollowingSgIegua su 7

'tr

this detection capability. (See Section for required functions
h.

.

of the response capability.) .

-
'

'
To detect atte:apts to gain access by stealth or force inA. a

#

IMAs and VAs, the following are needed: \,,g#-

.

The licensee shall delineate VAs and MAAs' with
6 ,p#

f y''

l. Barriers:
, p, p * y ' y.r,,pgV

.

/o -

systems that will:. ,. 4
p

s '- J*

,j ls;a y

a) channel casual _ penetration _ attempts of persons,c

and vehicles to VA or MAA entry controls; g,"X /* * '
#/ 1

. delaypenetrationattemptsbypersons7.ndk'a.mntroduction of
b.

- m
, _ detection and response;- raterial and/or vehicles sufficiently to permit the

,

'

systens to function in an effective manner.

2. Access Detection: The licensee shall provide systems and pro-

cedures that will:
. i.

'

a- ) detect and annunciate to the reaction force any access orr
'"

N,
or vehicles;

T.: _
penetration attempts of VAs and MAAs by persons and' of materia

.

k % .- _..#

I' b.) collect and assess information to determine the adversary
-r-~

m:. : .3
-

.2: " * ~~

t_ . ,, } 7
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J- (''/, c) appropriately communicate with reaction and response forces.' '

' s '3 /..

-)/g'\(/B.
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. To detect attempts to gain access by deceit into MAAs and VAs,
' -j

..

l ! th
k ,;s ,e following are needed:

}: 4

.i . .| ' l.. . Access Authorization: The licensee shall provide systems and.-
..

5.. ' .'i e
v'- procedures for personnel, material and vehicle access that will:

-
-

:.
./ \. a) establish accurate and updated SUM access authorization

.

.
'

' ~ .' ? _ requirements for each VA and MA; and
. .

?- 2 b) establish updated VA and IMA cntry requirements;
.o.Q .. 'y 2. Entry Controls: The licensee shall provide systems and pro-

ceduresth$kwill: -

- g a) de$''i .. .f. -

termine and verify'the identity of persons, material and( )'( . 3, i.)'-
.

i w7jvehicles presented for access;
'~

*

~T ''
b) assess the verified identity against the authorization andt. .

A' s
-.

s,? T .,- entry requirements; and
- b-. . . , ,

c) appropriately in rface wi,kthe reaction force.'
,
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Capabirlity 2: Permit only authorized activities and 'Ii t' sjethi,n\y
- -

.

>As,'

h ''

s;. t.,
VAs and MAAs. );.y,If j

3 The licensee safeguards system must include actlyi,ty-and'conditi.on~-

1
control systems that are able to detect unauthorized activities and un-

.

authorized conditions in sufficient time to permit an effective and-

,

accbfdbleresponse.
t

The followin safeguardk ubsystem functions are recuired to assure this'

i '

,-

. -

E, 'de'tection capability. See Section for required functions of the re-
.
'

.. (''\~ysponsecapability.)
,

-

af;

Q. / To detect unauthorized activities or unauthorized conditibns.1," Q
,

W '- A.

W Q'

:. .

p ( w- .7 %.
within pas, VAs, and [1AAs, the follcwing are needed: '

.

Cv.- ,

,O'
l. Coundaries: The licensee shall define locations to be con-

b
trolled for authorized activities and conditions."-

L [2. Authorization: The licensee shall provide systems and proceduresJ.
.

'~i

8 ; that will establish' accurate and updated activities and conditions
Q- -- ..

.- permitted within each of the defined locations.

.- -- .
_

3. Ac t.1y'itt S The licensee shall provid h
#

v, , tems:a#p.td ; Condition Detection: b-..- -

sys nd procedures that will: ',

' . V ;. .- .,

,.. .- ,

h'a)surve {1donitogaidor~ t each of the defined areas.s f '"- cs

'. '. 03' , , . . h. .s . . -; to iscover activities and conditions that are not authorized;
..

y - .,s .

e. , '

.4 h b) collect and assess information against the authorizatiope
,

"
,

. v## % /'' S
to determine the imoact of the activity and/or condiM, .

and
/ m,w

~
m..d( c) appropriately communicate with reaction and response forces.

_ .e_ - m e;-
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BASIC CAPABILITY 3 REGULATORY PROVISION g y '..y/ Y.Y-
~

..

Capability 3: Permit only authorized location and novement of SNM MAAs.
. V

The licensee safeguards system must include SN!i control systems that

are able to detect unauthorized location and move:nent of SNM within MAAs

in sufficient time to permit an effective and acceptable response.

The fellewing safeguard 5 subsyr. tem functions are required to assure

this detection capability. (See Section for reo,uired functions

of the response capability.)

1. Constraints: The licensee shall delineate authorized locations and

controls that will:
~

a. lin'it access to and exposure of SNM; and

b. r.iinimize the novement of SNM. ~

2. Location and 11ovement Authorization: The licensce shall provide
,

systems and nrocedures that will:

a. establish the authorized location and/or control of all SNM;

b. establish authorized access to SNM; and

c. provide for the authorized movement of and operations on j

L.-( h
SNt1 within the MAA.

1 I.
k.,3. Location and Movement Detection: The licensee shall provide

'

\ h' i ',.'.. n -systems and prortdures that will: 4 b ') -

j .- $!!
assure discovery of SNM in unauthorized locations and/or not unde { ' .

- a.

.i 4.

authorized control; .;g{ /

b. discern unauthorized access to SNM; 4 I /
1

c. assure discovery of unauthorized movement of SNM;
,

,

-; . . . . _. 2 -. - .
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collectand'assessinformationagai,n/st the authorizations iT,.
. ..

(' d.
i - .

togennine the impact of the detected condit@ and
'

e. appropriately comunicate with reaction and response forces.
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6 ' BASIC CAPABILITY 4 REGULATORY. PROVISION3-A 1

. t;,,g; j
- w

j Capability 4: Removd only authorized and c~onfirmed SNf1 from f1AAs
-.- :, .,

~

The licensee' safeguards system must include removal control systems that
7.Q
g are able to detect unauthorized attempts to remove SN|4 and confirm that

5 SNii is being removed in an authorized manner, in sufficient time to permit an

j effective and acceptable response.

The following safeguarcFsubsystem functions are required to assure
,

~

(See Section for requiredthese detection and copfirmation capabilities.
~

functions of the resho s'e apability.)

's' tea ti[or forMfr m riA,As,! Wr.. A. o dete'c \ attempts to remove SU!1 by - :-

.' [~ "' i hL4k '.'t",N . /*
'
,

- the follow npp,re,needed: _ t '. 3 7
;

,s,,,.,

TA
''

.
. li Ba\rriers: The licensee shall provide sh' stems that will:

.

7

. y\ r. 7) channel exit attempts to 11AA removal controls;
,,

.
--

-. , y.
, , ,*

s 'a s J.
''

.\ ,, g r ,;- , 1. , % ._, x 4 % @'
' - - - -

a ,t .

W' - -

,

:\r, - ( b) delay any attempt to reemve SN!1 sufficiently 'to permit the s. 7-
. . , . , o c ,s

e * . . as

~ ,' -

:q detection and response systems to function in an effective a
' '

; j-
. manner. :g:. " -,. ,.

~'' 2. Removal Detection: The licensee shall provide systems and . 3T, . >: .

'

- procedures that will: 'x
%. , .

... a) detect and annunciate to the reaction force any, attempt S'
,

i; < ,. . .~.-
""

g[ n e -to remove Sr!!4;- - b '- " ''t ' ' 'i-s-<
.,

\ L. ' # '. .i b) collect and assess information to detennine the
. , ' ,
''

.

-3 l- .

'k removal attcmpt characteristics; and
. ' '.

I

. .] I ) ' ' .
. 9

M . ,,U . ., - .h
ic) appropriately communicate with reaction a d dI rg .

'' #

]h

Y.y.|I
. f5

'

G W- $#p+,

+=._
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fj ; Basic Capability 4 - , g/b'E $ '

G . . L .' s
,

. . .:., .; s v :. .,. . _ . .
3 .>,

a
:) B. To detect attempts at removal of Silil by deceit from fiAAs, the

7.$
Vp,q following are needed:
* 23
. a .

fM 1. Removal Authorization: The licensee shall provide systems and

y[
, -

procedures that will establish accurate requirements for authorized
, . . - . . . _ - _ _ . . _ . . _ .

"b4 removal of St!it by specifying the characteristics of the SNil author-
1 -

.- . _ . _. _ . .
.f . . .

.

ized for removal, the person (s) authofized to remove the SNii,'bnd-

,'
N. [ . ,; pv- the removal properties (e.g., containment, time of removal, mode of !

..

_transpo.rt,etc.).- - - - -

_

2. Removal Cnntrols: The licensee shall provide systems and pro-

cedures that will: ,g_e.d a-,d d -t "
-- C

a) deteraine the (,pparent<6racteristics 'of the SNf1 presented
,

- ' / ..

for removal; '

b) determine and verify the identity of the person (s) presenting

the SNi1 for removal; #-

< ha v ~

. _ . .~
c) detennine and verify the removal properties; O

d) assess the(ap%ent 551 characteris' tend the verifiedi
.::.~:':: ~ _ . .

-

identity and removal propertids against the autnorized removal
'

~ ~ ~ ~requirements'f and 7
. -

e) appropriately interface with the SNf1 Confirmation Controls'N,
%~ .

__

-

and/or reaction forces.

C. To confirm the identity of St#4 presented for authorized removal from

!4AAs, the following is needed:

1. SNM Confirmation Controls: The licensee shall confirm the
.

authorized removal of SNil by providing controls and procedures that '

'

/ will:
: \

. .$..

,4 -

Eb .~ . . . . . . , .- __=
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d.~
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a)confim the hcharacteristics of the Std presented
.

w -. -
,

for removal; ]
-

_

'

b) assess the confimed SIM charact s against the authorized4,;9 w ._s
'

characteristics; and

c) appropriately interface with the reaction force.. _.
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BASIC CAPABILITY 5 REGULATORY PROVISION '
'

Capability 5: Timely detection and effective response to intrusion f pas.. .

M The licensee safeguards system must include intrusion control systems

for pas that are able to detect unauthorized access or attempts by persons,

vehicles and/or materials in sufficient time to permit an effective and

acceptable response.
.

The following safeguardi subsystem functions are required to assure.

this detection capability. (See Section for required functions of the

response capability.)
.

A. To detect attempts to gain access by stealth or force into pas, thec

' following are required:
.

'

l. Barriers: The licensee shall delineate the PA with systems
..

7
that will: ,

,__
"_ # a)-ch'hidel cisual penetration atterppt., of persons, material,

u _-
and vehicles to the entry control;

( b) delay penetration attempts of persons and introduction of,.
,

and/or vehicles sufficiently to permit the detection and
3 .,v y /

response systems to function in an effective manner;

2. Intrusion Detection: Tht. licensee shall provide systems and

procedures that will: ' '

... N
a) detect and annunciate to the reactTon force any access or.

penetration attempts of the PA by persons, and o and

vehicles;

:

ma . .. ~- .
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Basic Capability 5
_ f ,.

b) collect''and assess information to detemine the adversary
..

'

,

characteristics; and

c) appropriately comunicate with reaction 'and response forces.;

To deNet attempts to gain access by deceit into pas, the followingB.
.3- ~ - . - - ,,, '

are. reqto red:
,

\, '.. a~
1[': Access Authorization: The licensee shall provide systems and procedures

.
.

/

. ,g - .,
,

,

-,,

ff,orpersonnel,materialandvehicleaccessthatwill:
a

'',' ,
. a) establish accurate and updated access authorization requirements for

'

i
~

PA entry; and'.

[ b) establish updated PA entry requirements.
s

2. Entry Controls: The licensee shall provide systems and procedures

that will:

a) determine and verify the identity of persons, materials and vehicles
.. %

presented for access;

b) assess the verified identity against the authorization and entry

requirentents; and
.

c) appropriately interface with the reaction force.

. .
,

i

N.

Eb;. 4.
._ g,y W .- %
;2. .E . sddt. 'M,

. . . . . . . 1 M::. : .t^43 7N - M ~-
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"
'" ' The licensee s' afeguards system must include a response capability' -
.

, Y,' L .-. , i

'

?..\/ / thati, in'an effective and acceptable manner, will provide' the reaction
::.2 , U R.

.|,. .artd/respo'nse fdnctions required by the five basic functional capabilities
*

,
,

):' . 'f x
.M

, ty Q -. described in Sections The fcllowing functions are required to.-
.

3
\ assureth(responsecapability. -

,
-- ,

,,

>
.,. i. . s

"N '% ' l.i Seturity Organization: The licensee shall establish a security''

C
-;orgailization that will:''
\

. ' - s% ) ,
\. a) provide trained and qualified personnel to carry out assigned\,

''
duties and established procedures and plans of 6he safeguard $e

"
\ .

' 1- system;
~

i b) provide command and control to reaction and response forces -

i- s'.
N N,[ for direction and coordination of activities to assure an effective

.

D:.&L- /-1j+ 'M'
i j '6'm

and acceptable response; and .
i

, '

isg /-\ .m
'

- . . ,

- \ c) establish liaison with LLEA and'other organization's to assure
.\. \N 1. ' 'n *

._
-

' ' their assistance to reaction forces in case of emergency.
1 i

'

2. Response Procedures and Plans: The licensee shall establish.,

procedures and plans that will: -

,

g( a) assure effective routine security operations;
- -

'

c. r' *

,. w.- a
b) provide assessment methoh for evaluation of detected situa-

' tions based on established authorization;
-

.

- .. . . . . . . . - . ~

c) provide predetermined decision alternatives and courses of
f

action for security organization and operations personnel in

response to events (ref. Contingency Plan, Appendix B); and
.

'

.
, s. .. . ..- 8.
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M ''. Response Capability / .-c w $ ,-

su.A.._.
. ./

.s* Q.

,

@M}, d) provide for implementina 'LLEA and/or.other :,ecurity organizatio
w - - ~ _ -4_.;

assistance.
:; . y
2, 3. Equipment and Facility Desi-}n: The licensee shall provide equip-
.M:'
.[ ment for the security organization and incorporate facility design

.-

measures that will:

a) assist the performance of the assessment and response activities;
'

f, b) facilitate the implementation of assessment and response activi-
_

J)
~

ties (provide primary and secondary alarm stations to facilitate
\s ..

'x / -

'
ii . ;

assessment and command, control and communication activities); t .-
''

. -)o, ,.

c) limit exposure of reaction / response force personnel while inter-'
,

( ,t
. ' , . .,}

.

facing with adversaries; and - F
< ./ j ', -

y,

d) limit opportunity for access to SMii. -' '
5

. _ ,

4. Communications: The licensee shall provide communication equip-
x

ment and facilities to: .'/', (
-

a) ib.terface with the detection capability to permit r and
.

, ' )\k. accura.te transmission of security information to the reaction
.,.

,

'and/or response forces,
i.

* %..
' b) notify LLEA of need for assistance, as identified in the response ..

- -

(Q
w

i.. plan; l'
.

.- u. , t
,

"i,' - c) coordinate reaction and response forces; and en.-.s ,

J .A | :. .'' t
iV d) alert appropriate authorities (key personnel /appropri'atey ,' ' " '

agencies) of non-routine situations as[ide6tjf.i'ed'in ,th}e response
\,-- .q j,,., a s

' [
,
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BASIC CAPABILITY R ATORY PROVISIONS OVERVIE ,

g ;.'

The basic perfomance c/a ability regulatory provisions, attached, were-
designed to establish a regulatory base for the upgraded physical protection

of SNM against theft a/nd diversion at fuel cycle facilities. Although not

specifically designed to assure upgraded coverage against sabotage, these

capabilities also provide for increased protection against this adversary

goal. In addition, it should be noted that provision has been made for ' -

<

facing between these capabilities and future material accounting,upgta_de p
A

[t
/

.k ' 16vrecommendations (see Basic Capability 3). v

' ' f,t'-\ l.i / y'Stated simply, the basic perfomance capabilities are: -

. Admit only authorized personnel, material, and vehicleh f' N -''

a9
([Y yL. - 7

y. F s -
'

; J ..into MAAs and VAs; '

M . Permit only authorized activities and condition witT) -

b ''
p ' ~ A,j p. -$v/' A/pas, VAs, and MAAs;

'

,.. iv
-

Permit only authorized location and movement of.SNM'wih LtAAs;
[n 'Y

.
.

i .q -

Remove only authorized and confirmed SNM from MNAs-[~<
s

,17 ;. c' h.

Assure timely dete tion and effective response to' int, ef ' , . '
-} . |. ,

[Q ,
.

, (Ppas; $ - -

$ -; p %.?
In order to assure.T.omplete coverage of all potential strategies 0g,.

.

,

rttheft, .~ v'g,

and diversi'on 'Ef SNM, the basic performance capabilities were - ign d-tih ..

*\f { '. , " . - %

provid,ejiver,se interruptions of generic action sequences necess , 7for I- -

/
'

. sf \ 4 m

act,1ie\ n'ving those goals. This can be illustrated with the following'chkrt.p~Q'fk'

tvQ ) ' f Q .s .e/ .6 ,

s. d.q
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which manifests the focus, scope, and location of the basic performance

capabilities.
..

Focus (I) Scope ( ) location
'

BC 1 Access Pers., mats., vehicles 1%A, VA Boundary
, -w

BC 2 Perdons & things Activities &' conditions Within PA, MAA, VA

BC 3 SNM Location & movement Within MAA

BC 4 Removal SNM MAA Boundary

BC 5 Intrusion Pers., mats., vehicles PA

(1) Focus - topic to which primary attention is directed

(2) Scope - characteristics which delineate the applicability of the focus

Thus the capabilities provide for interrupting an adversary upon his:
~ intruding the PA.

entering the MAA.

undertaking unauthorized activities within the MAA.

(or VA and PA). . , .

moving SNM within the MAA.

removing SNM from the MAA.

The approach taken to assure implementation of an appropriate safeguard

system was to develop a hierarchy of functions required to achieve each

basic capability. Associated with each function is a level of performance

describing the degree to which the safeguard system must implement the

respective function. This functional hierarchy is developed until a
.

measurable level of perfonnance is reached or until site specific factors

{ influence the prescribed level. -

- sp., .-.
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g}i' For example, the functions required for the basic capability to allow only

6.M authorized access into MAAs and VAs are detection of all access attempts
4

. ,

:

.!
+

Sf3 and response to unauthorized access. The subfunctions required to implem'ent
ej-

,73 detection of access by deceit are:
-@

Establishing access authorization requirements:-sj
'

.
.

am
O Establishing entry requirements.

9. .
.j Detennining and verifying access identity.

. . c.

O$ Assessing identity vs the requirements.

7;~i

if Interfacing with reaction force.

..:",
~ '

. . and for detection of access by stealth and force,
m

$ Channeling entry.

Delaying penetration
7

.

(
Detecting access attempts.

Collecting and assessing information. .

. Communicating with reaction force.

s,cca The levels of performance associated with the subfunctions reflect site

specific factors, thus the hierarchy is stopped.
3

Overlaid on this structure of functions and performance levels is a

structure of systems of various complexity necessary to implement the| ,

functions. These systems become site specific in detail at the same time
.

as the level of performance, thus stopping the hierarchy at the same level

of detail.

'
1

| . ..

') f .
_

-
,

,ee
*s.,.s

- p e.m e|)
s

- -eJ6W ig--
..:..

'i yx . ._ . - - - .
- m -n

;-

.. C ~ ~ T- . #, ~ NYM $. 4 ..'
.

, , _ . , , ,
.

, , 4. . _-- . . = = __. .
_ _



.

-

. ~ . . . . . . , , _ . . , - . ..
.

_2aG wu w.__t 1 - 1 ssw .: . _;.& w ' _ . 2 :X _ .&. , .& ;g.g;g.;, 3_;,j}b.y - _ j$ _,

.

:nM
_

_

n?R -

1:ts e;(;i.9
;Yhsfe'f -

. i'
'

"4 1,;} +&3 '1
'

#p' , -4-;.g . .
W.A
$$$ For example, an access control system is needed to achieve the first basic
Y

. capability, and implements the detection and response functions. The sub-
'

'N systems needed to implement the subfunctions are barriers, detection
i

-%.7
systems, access authorization controls, and entry controls. Any further.f

ff
':4 detail, like types of barriers, becomes site specific.

'Y,,
' Thus, the attached basic capability regulatory provisions are designed to,

require all of the generic functions and performance levels, and systems
,

and subsystems without which a facility safeguard program could not satisfy
+ ,

the stated capability. Taken as a set, the capabilities are also designed

to assure complete coverage of all strategies (at specified adversary

levels) for the theft or diversion of SNM at fuel cycle facilities.
('
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Uodrade L'orkina Group ,f[
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-
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, 1 >)' F -}' F7 R. Jones (SD)
I,e ('. . qi',"1 T. flichtels (SD)

'" ~ \ . ', a?, ' Y. .
N..L! R. .Fonner (ELD) ? *. i V

Mike Smith (SG) f ,,',T d
, s

eM ; -,

'*'D. Kasun (SG) v>

f' - '/C. South (SG) -

g
,a

.j C. Hatter (SG) ;v , j ,g'

A. Poltorah (SG) , y' y ['.

John J. f;ilTer (f!PR) ( ' .1 g M ~ b,1 B. f;ulsen (SG)
f y, ,,,,. ',t7 . , \ ..-
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Infermation List
l! _ R. Pace (SG) 8W ,b

L. Erickson (SG)~

J. fo'.>ers (SG)
*

T. Thayer (SG)
R. Brightsen (SG)

'P E. Perchenck (SG)~

F. Arsenault (RES)\ I;. Elliott (f!RR)
I;. liclier (IE)
T. Sherr (SG)

'3 E, f;cAlpine (SG)
F. Crane (SG)
D. Sutten (SG)

m ui C. Kunihiro (SG)
]p J. Prell (SD)
-5 R. Ranirez (SD)

D. licConaick (IE)>
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