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. " Attached please find drafts of: , rn)’ )

.\\ \ 5 5 V ’
- A conmplete set of revised basic capab111ti§s regu]ﬁ prov1s1
- A basic capabilily overview writeup, (X’P i

L 1 R

Disaggregation of basic capability charts,,“;

A cross-reference cemparison of the basic capabilities with the
basic essential elemonts, and

A matrix manifesting explicit and implicit basic capability
coverage of the basic essential elements.

R

The matrix, and the comparison of the basic capabilities with the basic
essential elements are for your infoirmation and need not be commented upon.

The basic capability rcgulatory provisions and overview wr1teup are
circelated as a conplete set, along with the disaggregations, in order

to provide you an opportunity to comnznt on the capabilities as a co plete

set. As in the poSL, thise comments should be organized to address the

following queast

Are all the sections and entries complete?

p—

2. Are the sections organized logically?

Are the narratives concise and do they say what you believe should
be said?
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Capabilitlwv'( Adm1t bnly @o;'fédﬂwsons material and veh1c'les into
: VAs and MAAs. ,‘J«‘ A ~ ??\
The licensee safequard ys€e1\ must include access control systems
for VAs and MAAs that a.e able to detect unauthorized attempts to gain
3 access by persons and detect attempts to introduce unuutho:zmed materi@
and vehicles in sufficient time to permit an effective and acceptabYe

response

The following @ubsystem functions are required to assure ?;_J’v
this detection capahility. (See Section ______ for required functions\ x"r
. of the response capability.) -::f
k A. To dotect attempts to gain zccess by st2alth or Torce [Q)i &
ivhs and VAs, the following are nceded: \ A W

1. Barriers: The licensee shall delincate VAs and MAAS with ) et

'
g | ._’)

" T,
y v \mthat will: " Y S VL‘X AL;/

S— ~
a) channel casval penetraticn _attempts (f persons, at/e/?ﬁ]s \/

%

and vehicles to VA or MAA entry controls; ’% ~ /

b. del ay penet ation attempts by pem;\s\and ntroduction of

-

material and/or vcmcl ¢ sufficiently to permit the detcction and response

systems to function in an effective manner.

2. Access Dotection: The licensee shall provide systems and pro-
cedures that will:
a.) detect and annunciate to the'reaction\force any access or
penetration attempts of VYAs ard MAAs by persons and&mt@ or vehicles;

b.) collect and assess information to determine the adversary =

- - ~ -
Pl

- a e . -
-

-
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/ ,,""B To detect attempts to gain access by deceit into MAAs and VAs,

; Y thg follewing are needed:
‘ﬁl \‘A / ‘i
$ . -/~ " 1. Access Authorization: The licensee shall provide systems and

; procedures for personnel, material and vehicle access that will:

c) appropriately communicate with reaction and response forces.

v '.47
§\\ /; ) a) establish accurate and updated SKM access authorization
oy L requirements for each VA and MAA; and

.i /‘ b) establish updated VA and MAR entry requirements;

'4E R 2. [Entry Controls: The licensee shall provide systems and pro-

T
cedures_ thard,wﬂ]:
\ & x

- a) determine and verify the identiiy of persens, material and

=_* vehicles presented for access;

g

- b) assess the verified identity against the authorization and

\ \‘
. : entry requirements; and
- ey = ‘\. :
\ v c) anpropr1ate1y 1n§$rfacc w1d¥_the reaction force.
\ - B x‘ \/n.
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BASIC CAPABILITY PEGULATDﬁY P VISION_‘r

VAs and MAAs.

The licensee safeguards system must include actiyity And condition
control systems that are able to detect unauthorized activities and un-
authorized conditions in sufficient time to permit an effective and
acceéféblp response.

ﬂ; \’ The fO]lOVlug//;feﬂuardé ubsystem functions are reguired to assure this

~{;6gtcct10n capability. (See Section for reauired functions of the re-

. ~sponse capability.)

\*  §
l‘ ! /
( \ - A. 7 To detect unavthorized activities or unauthorized condItlbns e W
", \’.

L ]

with?ﬁ PAs, VAs, and IMAAs, the following are needed: [0

o "

1. Boundaries: The licensee shall define locations to be con-

\g!
- trolled for authorized activities and conditions.

2. Authorization: The licensee shall provide systems and procedures

i £ that will establish accurate and updated activilies and conditions

‘. A —— —_——

permitted w1th1n each of the defined locations.

,J

A

5. Art}kay andkfondltwon Detection: The licensee shall pnov1d£
systéns'and proredures that w111 ’"’r§Z4

— -_,‘

¥ a),5urve1 S Yoni tor jand{or spoct each of the defIned areas
. \ -
to‘HTEEZC(r activities and cond1t10ns that are not authorized;

b) collect and assess 1nformatlon aqalnst th° authorizatio

o B

/ A R ———
to determine the impact of the activity and/or conditinnyy and
S s g B

D i i ' sonse forces.
c) appropriately commun1CfE¢ with retgijon and fequn o
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BASIC CAPABILITY 3 REGULATORY PROVISION \-(Lj W “le'

Capability 3: Permit only authorized location and movement of SNM;&iftip'MAAs.
The licensee saieguards system must include SNM control systems that
are able to detect unauthorized location and movenent of SNM within MAAs
in sufficient time to permit an effective and acceptable response.
The felicinng safeguard$S subsystem functions are required to assure
this detection capability. (See Section ___ tor required functions
of the response capability.)
i. Constraints: The licensee shall delincate authorized locations and
controls that will:
a. limit access to and exposure of SNM; and
b. minimize the movement of SNM.
2. Location and lovement Authorization: The Ticensce shall provide

svstems and nrocedures that will:

a. establish the authorized location and/or control of all SNM;

b. establish authorized access to SEM:; and

€. provide for the authorized movement of and operaticns on \
SNM within the MAA, ’ ()
N
: . . . i B AT
3. Llocation and lovement Detection: The licensce shall provide ; i Rl o
T8 i AR
systems and proccduces that will: S VI
. LA
a. assure discovery of SNM in unauthorized locations and/or not undeq ""~L
LR |
authorized control; o ! o
("" ' T’
b. discern unauthorized access to SHM; . \'J\f

c. assure discovery of unauthorized movement of SNA; \jbb
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Basic Capability 3 /72'*“*”"5 ‘ {:}3;::‘5 o

d.

e.

collect and assess information aga}ﬁét the authorizations =

appropriately communicate with reaction and response forces.
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* BASIC CAPABILITY & REGULATORY PROVISION
: Capability 4: ﬁ;;g;é only authorized and confirmed SNM from MAAs
' h<i The 1icenscc‘géfeguards system must include removal control systems that
i are able to detect unauthorized attempts to remove SNM and confirm that

SNM is being removed in an authorized manner, in‘sufficient time to permit an
effective and acceptable response.

N The following safeguar§75ubsystem functions are required to assure
these detection and copfirmation capabilities. (See Section __ for required

3
functions of the resp@Ase'capnbility.)

& AT ———
£, A. I? detect -attempts to remove SHM by steulth or force" fr?m MAAs.,
( e \ LV.-\\ ;__4;’! ' . [.,; ‘_.. I"—— v-(,‘. ) 0'\
the follo'rn"~qre nu'dcd PRt L t -
\‘ \ o

1& Barrlers The 11censee shall provide systems that will:

5 EIR——_ N : -
U\ < _a) channel exit attempts to HAA removal controls; 3
A

~
E . e Tarenade P, ¢ 1 \u‘,f
‘”"\3 . < " b) delay any attcmpt tGQnemeve SNM sufficiently to permit the . ¢ "
\ oy ) . ':,: :
‘ o detection and response systems to function in an effective N “.
/ :;\,
manner. s - =
" : i
2. Removal Detection: The licensee shall provide systems and W
\ \'. L »
procedures that will: _“ >
2) detect and annunciate to the reaction force dny attempt . Pt
to remove \NM “L“. Mg SRR TN NS g o
. ¢ e \::‘ ~ e
: : n Yoo 1 p) collect and assess information to determine the . ;
g Lt 0=~ « 7 removal attempt characteristics; and I3 ' 'LL*'
SR < . ,J; vy
: - o c) appropriately communicate with reaction a sé”g
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B. To detect attempts at removal of SNM by deceit from MAAs, the
-f}i following are needed:
f 1. Removal Authorization: The licensee shall provide systems and

procedures that will establish accurate requ1rements for authorized

cancic e ———— < e

"15‘ removal of SNM by specifying the character1st1cs of the SNM author-

) ized for removal, the person(s) authorized to reﬁove the SNM, and
s e 8 ‘\
ens the removal properties (e.g., containment, time of removal,node of
' b e et e
transport, ctc.).

2. Removal Controls: The licensee shall provide systems and pro-

cedures that will: qw.g;,_ﬁl.. v—u{ "lcfffhr
e, &
a) determine the qpparcnt'fﬁ’;acter1st1cs of the SHM presented
S e

D PE— J——---—-» .

for removal;

E b) determine and verify the identity of the person(s) presenting

J

the SNif for removal; .
)Q Y 3 My

—

c) determine and verify the removal propentxcs. v
i d) assess the, apparent SVH character1st1cs‘and the verified

\_-

- A
identity and removal propert1es dgatnst the autnorized removal

et

rcquirements;'and—** : I

’‘

e) appropriately interface with the SWM Contirmation Controlé'\,
.

R — . " —————

and/or reaction forces,

C. To confirm the identity of SNM presented for authorized removal from

MAAs, the following is needed:

1. SNM Confirmation Controls: The licensee shall confirm the

authorized removal of SN by providing controls and procedures that

wiil:
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a)confim the aﬁaﬁrent characteristics of the Shl Zresented
\ ’ . i
for removal; Sl e
: T
Sident b) assess the confirmed SNM characteristics against the authorized
* \““m NEVSIOTY aly _—//
characteristics; and
¢) appropriately interface with the reaction force.
oy
- ~m




(

——n,

o

s . s ,
.1‘\\ o ‘l, { e 3
\ ~ J \,\ - \j & .‘ :"l :’,
.3 v r rydy » -"‘:'j
-~ - - \ Sl 2 y
3/17/77 ¥ adb . = i G R
L A { i 9\ o Y
NS
.\‘NIQ ’ M!‘ ey

BASIC CAPABILITY 5 REGULATORY PROVISION

Capability 5: Timely detection and effective response to intrusion\sf PAs.

The Ticensee safeguards system must include intrusion control systems
for PAs that are able to detect unauthorized access or attempts by persons,
vehiicles and/or materials in sufficient time to permit an effective and
acceptable response.

The folilowing safeguard} subsystem functions are required to assure
this detection capability. (See Section ____ for required functions of the
response capability.)

A. To detect attumpts to gain access by stealth or force into PAs, the
following are required:
1. EBarriers: The licensee shall delineate the PA with systems
-

that will: -

i S SRE——

e —

a)-channel Tasual penetration attempt) of persons, material,
N -

and vehicles to the entry control;

e o
i S e et

b) delay penetration attempts of persons and intreduction of

"’ﬁéié}ial‘and/or vehicles sufficiently to permit the detection and

\‘- -,’ . . Y
response systems to function in an effective manner;

2. Intrusion Dpetection: The licensee shall provide systems and

procedures that will:

\
a) detect and annunciate to the reaction force any access or

e s —\
penctration attempts of the PA by persons, and of materials and
\ /
\w/.—'
vehicles;

B o
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Basic Capability 5

b) collect and assess information to determine the adversary

characteristicss and

AN c) appropriately comunicate with reaction and response forces.

B. Ip de{z:t attempts te cain access by deceit into PAs, the following
are required:

. 4

\V A

-

. " Access Authorization: The iicensee shall provide systems and procedures
\
for personnel, material and vehicle access that will:

a) establish accurate and updated access authorization requirements for
PA entry; and
( b) establish updated PA entry requirements.

o

¢. Entry Controls: The licensce shall previde systems and procedures
that will:

a) determine and verify the identity of persons, matcrials and vehicles

presented for access;

b) assess the verified identity against the authorization and entry
requirenents; and

c) appropriately interface with the reaction force.

fies
e
i
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‘& : = The Ticensee safeguards system must include a response capability
s - }‘1 ,*~ that, in qp:effective and ecceptable manner, will provide the reaction

.‘Q )
v vand’ response functions required by the five basic functional capabilities

L

' s.described in Sections . The fcllowing functions are required to

., assuire thk response capability.

-

R R
Joi ~ 1. Serurity Organization: The Ticensee shall establish a security
.

férgahization that will:
~N )
a) provide trained and qualified personnel to carry out assigned
( \\’ duties and established procedures and plans of .he safeguardﬁf
: ’ system;
b) provide comnand and control to reaction and response forces

\ ' for direction and coordination of activities to assure an effective
. ki S
- LL 7 Yre / T P, i
= and acceptable response; and » A H
= N —~ B,

c) establish liaison with gLEK and 6iﬁé;to;ganizatioﬁs to assure

% . ‘\ b st e o b i
g\ their assistance to reaction forces in case of emergency.
2. Response Procedures and Plans: The licensee shall establish

\ procedures and plans that will:

A a) assure effective routine security operations; - o
‘\ S W

b) provide assessment methol. for evaluation of detected situa-

v

tions based on established authorization;
c) provide predetermined decision alternatives and courses of
(’ action for security organization and operations personnel in

response to events (ref. Contingency Plan, Appendix B); and
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o ; d) provide for implementina 'LLEA and/or other .ecurity orqanizafiEB)

assistance.
3. Equipment and Facility Desijn: The licensee shall provide equip-
ment for the sccurity organization and incorporate facility design
measures that will:
a) assist the performance of the assessment and response activities;
2 b) facilitate the implementation of assessment and response activi- \
‘ ties (provide primary and secondary alarm stations to facilitate . 2t
assessment and command, control and communication activities); P
¢) limit exposure of reaction/response Torce personnel while inter- {1
i facing with adversaries; and ‘&:f

d) limit opportunity for access to SNM. - |

4. Communications: The licensee shall provide ccmmunication equip-
i

ment and facilities to: T s
a)- 1hterface with the detection capability to peimit raﬁpd and

* \raccurate transmission of security information to the reaction
and/ox response forces:

:'b) not1fy LLEA of necd for assistance, as identified in the response ,

plan; . \\
w4

oA ¢) coordinate reaction and response forces; and \J:gr'” \Y

d) alert appropriate authorities (kcy personnel/appro rlL

F 4 l!‘ ~

agencies) of non-routine situation as 1de£ ified 1n h response
1 l

v . o
L plan. , \— i" x yb iw"k«( h
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BASIC CAPABILITY R ATORY PROVISIONS ovfznv'reﬁ\

{i
The basic performance capability regulatory provisions\ attached, were -
designed to establish a'/regulatory base for the upgraded physical protection
of SNM against theft a/nd diversion at fuel cycle facilities. Although not
specifically designed to assure upgraded coverage against sabotage, these
capabilities also provide for increased protection against this adversary

goal. In addition, it should be noted that provision has been made for -

v -~
facing between these capabilities and future material accounting,upgrade '“b
L
recommendations (see Basic Capability 3). )//Q ,\; G i
\:J-'v J./ i 1"/‘.{\\“ J
Stated simply, the basic performance capabilities are: ! ' v c‘ - .}. Q
. . 4

Admit only authorized personnel, material, and veh1c1es~/~\\ "\y‘&-'

. . ¥ .
into MAAs and VAs; )’}’ “ s = 4"

»
| R
Q‘}/ M\t o

Permit only authorized activities and condwtwns w1tﬁy‘ . S‘By
Ny v \\- :

PAs, VAs, and MAAs; li\-" ' V” ) T AL
Al N4 -

Permit only authorized location and movement of. S'*{M m\fM/ MAAs, Y 2 '\.'

Remove only authorized and confirmed SNM from MAAs:," -~ "" Q"Jv'.;l

Assure timely detection and effective response to int(es{ge \fnf\‘ g /"/ '
\\ e J \ ;
PAs; ﬁaf.:"/ SN .

AW \
\\ \{ e "*\ “\

In order to assure tomplete coverage of all potential strategwsprr theft

and dwers_wn bf SNM, the basic performance capabilities were d lgned t&:{\,\
uy

prov1dey1verse interruptions of generic action sequences necessx% for ("/

\

\
achieving those goals. This can be illustrated with the foHowmg chart ‘\
. : ‘. .

- gy

o gl
=T



- B
which manifests the focus, scope, and location of the basic performance

capabilities.

(1) (2) :

Focus Location

Scope

BC 1 Access Pers., mats., vehicles MAA, VA Boundary

BC 2 Persons & things | Activities & conditions Within PA, MAA, VA

BC 3 SNM Location & movement Within MAA
BC 4 Removal SNM MAA Boundary
BC 5 Intrusion Pers., mats., vehicles PA

(1) Focus - topic to which primary attention is directed

(2) Scope - characteristics whicii delineate the applicability of the focus

Thus the capabilities provide for interrupting an adversary upon his:
intruding the PA
entering the MAA

undertaking unauthorized activities within the MAA
(or VA and PA)

moving SNM within the MAA
removing SNM from the MAA

The approach taken to assure implementation of an appropriate safeguqrd
system was to develop a hierarchy of functions required to achieve each
basic capability. Associated with each function is a level of performance
describing the degree toc which the safeguard system must implement the
respective function. This functional hierarchy is developed until a

measurable level of performance is reached or until site specific factors

influence the prescribed level.

e



.l

For example, the functions required for the basic capabiiity to allow only

authorized access into MAAs and VAs are detection of all access attempts
and response to unauthorized access. The subfunctions required to impleﬁent
detection of access by deceit are:
Establishing access authorization requirements
Establishing entry requiremenis
Determining and verifying access identity
.”q . Assessing identity vs the requirements
; interfacing with reaction force
and for detection of access by stealth and force,
Channeling entry
Delaying penetration
Detecting access attempts
Collecting and assessing information
.Communicating with reaction force
The levels of performance associated with the subfunctions reflect site

specific factors, thus the hierarchy is stopped.

Overlaid on this structure of functions and performance levels is a
structure of systems of various complexity necessary to implement the
functions. These systems become site specific in detail at the same time
as the level of performance, thus stopping the hierarchy at the same level

of detail.




.

ol)w
For example, an access control system is needed to achieve the first basic
capability, and implements the detection and response functions. The sub-
systems needed to implement the subfunctions are barriers, detection

: systems, access authorization controls, and entry controls. Any further

o detail, like types of barriers, becomes site specific.

Thus, the attached basic capability regulatory provisions are designed to
require all of the generic functions and performance levels, and systams
and subsystems without which a facility safeguard program could not satisfy
the stated capability. Taken as a set, the capabilities are also designed
to assure complete coverage of all strategies (at specified adversary

levels) for the theft or diversion of SNM at fuel cycle facilities.
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