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"'f"" IGORANLLM 10: L. J. Evims, Chief, Pequirements and Analyscs Bianch, NVSS
FRCi: ' 0. S. Charbars, Safeguards Progran Branch, OTE

SORJECT: RASIC CAPABILITY REGULATCRY PROVISICONS AND CORPARISN
0: BASIC CAPABILITIES WITH! BASIC ECCENTIAL ELEMNTS
(L. J. EVANS MEXD DTD MARGL 17, 1977)

fn response to your request for comments on the meterial transmitted by
the uz_rch 17, 1977 memorandum, subject as above, the following courents
are offered:

1. To recure the confusion cavsed by the vaviety of conno-ations given
to the terms “program’, “'systos'’, and “michanism’’ they should be Jdefined
a:d used consistencly throughout the 1ulz. See Erclosure (1)

( 2. GSeeh capebility marrvative requires a hierarchial statemsnt of

. requireionts which expresses an increasing amount ol detail. All
lovels of dotail shouvld be pubiished as part of thc rule and should be
ascociated with the epplicable capability statesent. See Enclosuce (1)
For a suzgested hicvarchy. S

_——— 3. Frclosure (2) reflects on attempt to re-write the five basic
capability narratives in a nanner that sat.sfies my perception of how
they should be stated to make them (1) complete, (2) organized logically,
e (3) concise. The wording and structwce reflect ny first tio comments.
Tnere is probzbly sume redundancy and/or repetition, but I believe this
miy be decirsble. Soms statemcnts may be superflucus, but are inciuded
for conpletensss. 1I my expressicn of the capabilities is adopted, it
vill he necessary to develop level C and D of the detail (2ssential
functions, systems and mechanisms). This would involve shuffling scme
of the existing "subsystems functions" around, re-stating sowe, and
cAliny others. The essential elements would have to be segregated under
the applicable capability stetement. The "Regulatory Provisions Overview"

vould require re-writing. These can be done later if the intcrest warrants.
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I like the attempt to express an overview, and to relate the provisions
of the capability statements to (he essencial elements by displaying
them on a matrix. If my approac: is rot acceptable or practical,
I will devote more effort toward. trying to correlate the disajgregation
anl the matrix, so that I can prcside sone ascistance in asscssing the

/ / { " l O L__

Cwven S. Chambers
Safeguards Program Branch )
Office of Inspection and Enforcement

o U3
As Stated Above

cc: N. M. Haller
J. G. Whitecaker
D. R. Chapell
R. MzCormick
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( 5 ' CAPABILITY (1)
" 2
g e A. Pemmit only authorized persons, meterial and vehicles to enter
e certain areas at licensed facilities.
e A
B. The licensees safeguards program must include mechanisms to contrn)
ke access inte PA's, VA's, and MAA's that are capable of (1) preventing,
-M deterring or detecting (a) attempts by unauthorized personnsl to grin
A access by stealth, force, or deceit or to introducz unauthorized
i material or vehicles or (2) preventing, deterring, cr dotecting attempts
g by authorized personnel to introduce by stealth, -—ce, or deceit un-
authorized material or vehicles, or (3) preventing, deterring, or
detecting, attempts by stealth, force, or deceit by authorized personnel
to enter VA's or MA's for which they are not authorized.
‘{ ' : _:A‘.'. Enclosure (2)
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CAPABILITY (2)- o S

A. Permit only authorized activitks and conditicd to occur, only

within those arcas at licensed facilities for which they are authofi:ed.

-

B. The licensees safeguards program must include mechanicms that are
capzble of preventing,

deterring, or detecting in a timely manner, .
in eack PA, VA, or MAA (1) authorized activities or conditions w» unqu"\vnac
avess ot yxmautherized activities or conditions in authorized areas,

————— —



CAPABILITY (3)

A. Permit only the location and movement of authorized SSM in those
areas of licensed facilities where the location and movement is
authorized.

B. The licensees safeguards program must include mechanisms that

el are capable of preventing, deterring or detecting within each PA, .
VA, or MAA, in a timely manner, (1) unauthorized location or movement
of authorized S\M or (2) authorized location or movement of un-
authorized SNM. .

Nl -




3
\
!

.

( - | CAPABILITY (4)

A. Pemit only the removal of authorized S\M in a confirmed manner
from }l\ose areas at licensed facilities from which it is authorized
to benmoved.

B. The licensees safeguards program must include mechanisu{ capable

of preventing, detecting, or deterring in a timely manner the removal -

by stealth, force, or deceit of (1) authorized or confirmed SNM from
PA's, VA's, or MAA's in which the movement or location is not authorized
or confirmed or (2) unauthorized or unconfirmed S\M form PA's, VA's “
MAA's in which its location or movement is authorized.
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CAPABILITY (5) .

A. Provide tumely and effective re.ponse to the detection of
unauthorized activities at licensed facilities.

B. The licensee safeguards program will provide mé-h2nisms capable

of timely and accurate assessment and timely and eftective response

to detection of (1) authorized persons, materials, vehicles, conditions,
or activities in unauvthorized PA's, VA's, or MAA's, or (2) unauthorized
persons, materials, vehicles, conditions, or activities, in authorized

PA's, VA's, or MAA's.
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Comments on ""Basic Capability Fegulatory Provisions and Comparis:ﬁ'of
Basic Capabilities with Basic I'sseatial Elements" (Evans memo dtd
March 17, 1977) e s

General Comments

1. The effort needs a hierarcly of terminology. ¥e suggest the
following: .

© Programs - NRC Safeguards Licensing Pyogram
NRC Safeguards Inspection Program ‘
Licensees Safeguards Progrum 5

0 Systems - Physical Security Syvstems
Materia! Control Systems
Inventory Verification Systems
Accounting Systems

o Mcchanisms-(Consisting of Hardware Cunponents, Personnel and
Procedures)
- Pveuwiwg Mechanisems
- Dedervan) Mechunis s
- Control Mechanisms
- Response Mechanisms
- Detection Mechanisms
- Assessment Mechanisms

2. The effort needs a . .erarchy of depth of detail in the capability S‘c"c
most of which presently exists. We suggest the following:

A. General Statement of Performance Requirement
B. Statement of Focus and Scope
C. Statement of Essential Functions

D. Statement of Essential Systems and Machanisms

. Enclosure (1)
g

i et
= - :a _‘.‘x
8 =




-~

ING AND TRANSMITTAL SLIP

S

mbol or location) |
i
|

joam

!

inr »-u;r.o.?

S—
TE ano
LT

~O
"

LR CON
VERSATION

SEE mt

-

S6 AaTUNE

[ REMARKS

Do NOT use this form as a RECORD of approvals, concurrences,
disapprovals, clearances, and similar actions

g
OATE

7 ROM T\..,-. .,’r‘;.. e symbol or location)

.
R. G. Page
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