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7 tE2GRUJ4 lut: L. J. Evans, Chief, Pcquirements and Analyscs Branch, WSS

51l 0. S. Chaobers, Safeguards Progra a Branch, OIEl'EC'4: go .

SULTCT: BASIC CAPABILITY REGUUGORY PROVTSIONS RfD CQ4PAlWM
OF InSIC CAPAB11.1 TIES hTIII BASIC FSSENTIAL El1KdifS
(L. J. EVR4S MEQ ITfD biWJI 17, 1977)

In resp;mse to ycur request for comments on the matcrial transmitted by
the March 17, 1977 n:c.norandten, subject as above, the following cetrents
are offered:

1. To rc6uce rho confusion cat' sed by tha variety of conno .ations given
to the tems " program", "systard', and "m;chanism" thcy should be defined
and used consistcntly throughout the lule. See Fnclosure (1)

2. Erch captbilit'/ narrative requires a hierarchial statement of -

itc,uiremer,ts which expresses an increasing amount of detail. All
IcVels of detail should be publishcd as part of the rule and should be
aarociated with the cpplicable capability state; cent. , See Enclosure (1)
br a sujgested hierarchy.

* 3. Enclosure (2) reficcts en attempt to re-urite the five basic
capability narratives in a manner that sat:isfies my perception of how
they should be stated to make them (1) co 3.plete. (2) organized logically,
er.d (3) concise. The wording and structtree reficct my first t::o cocments.
Tnere is probably suae redundancy and/or repetition, but I believe this
may be desirnble. Some statements may be superfluous, but are included
for can.pleteness. If.my expressica of the capabilities is adopted, it
vill be necessary to develop 1cvel C and D of the detail (2ssential
functions, systems and nochnnisms). This would involvo shuffling smo
of the ex.isting " subsystems functions" around, re-stating some, and
cilin'; others. The essential elements would have to be segregated under
1Ac applicable capability statement. The " Regulatory Provisions Overview"
i;ould require re-writing. These can be done later if the interest w rrants.
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/ I like the attempt to express an overview, and to relate the provi.: ions
y%g of the capability statenents to the essential cicments by displaying
ug.6 them on a matrix. If my approac t is not acceptable or practical,
- % Tj 1 uill devote more effort tomrds trying to correlato the disay,gregation
|2fj a ul the matrix, so that I can picdde sono ast.istance in assessing the
f,f| conpleteness of the package.
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% Owen S. Chambers

Safeguards Progran Branch **

Office of Inspection and Enforcement
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l CAPABIL1'IY (1)' :rj ;,j,

-. n. . ,
,.

, w_ .

Mjt; A. Permit only authorized persons, material and vehicles to enter-
$ 4:.; certain areas at licensed facilities. -

*'
. ~>

. -::n.n .-:
" .' ; B. The licensees safeguards program must include mechanisms to contml
.3 ; ; access into PA's, VA's, and MAA's that are capable of (1) preventing,
,Q deterring or detecting (a) attempts by unauthorized personnel to 3:'.in'

'Gy access by stealth, force, or deceit or to introduce unauthorized.

4:q material or vehicles or (2) preventing, deterring, or detecting attempts
':j by authorized personnel to introduce by stealth, f ce, or deceit un-
't authorized material or vehicles, or (3) preventing, deterring, or -

,

''d detecting, attempts by stealth, force, or deceit by authorized personnel
;- to enter VA's or M\'s for which they are not authorized.
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CAPABILITY (2)- A/-

. .. y
',uf , ,

..o 4

. " ' ' A.-

Pemit only authorized activiths and conditied to occur only' .s.
-

fithin those areas at licensed facilities for.which they are authorized.
' .w..

-r ,
.(

-

.:..~_..m

'

B. Tne licensees safeguards program must include cechanis:.1s that are
capabic of preventing, deterring, or detecting in a tiraly tranner,

a.se.aa ofi. gin each PA, VA, or MAA (1) authorized activities or conditions m unadbegd
.,w

r v.. authorized activities or conditions in authorized areas.
.
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_ 7_ CAPABILITY (3)
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#

~

A. Permit only the location and movement of authorized StN in those
areas.of licenselfacilities where the location and movement is '

authorized.
.

. B. The licensees safeguards program must include mechanisms that
WM are capable of preventing, deterring or detecting within each PA, .

VA, or MAA, in a timely manner, (1) unauthorized location or novement
of authorized S.1 or (2) authorized location or movement of un-4
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CAPABILITY (4)
~~~

,

A. Pemit only the removal of authorized SNM in a confimed manner
from hhose areas at licensed facilities from which it is authorized
to be m.oveo..

.

4
.

B. The licensees safeguards program must include mechanism $ capable
of preventing, detecting, or deterring in a timely manner the removals.,,

by stealth, force, or deceit of (1) authorized or confirmed S?ct from
.PA's, VA's, or MW s' in which the movement or location is not authorized
or confimed or (2) unauthorized or unconfirmed SNM fom PA's, VA's .

FAA's in which its location or movement is authorized.
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CAP /.BILITY (5), ''S -- *:-

:.
w.
;'.;gf
"d c .. , A. Provide timely and effective response to the detection bf
S.EA unauthorized activities at licensed facilities..

<:ey

&,')} ~

B. The licensee safeguards program will provide mdthanisms capable
- *',>

..

..

of timely and accurate assessment and timely and efth.tive response
- + $||cq; to detection or~ (1) authorized persons, materials, vehicles, conditions,
.:;t;j or activities in unauthorized PA's, VA's, or RM's, or (2) unauthorized

H persons, materials, vehicles, conditions, or activities, in' authorized,
. *

Ji PA's, VA's, or MM's.s
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. _ Com nts on " Basic Capability Pegulatory Provisions and Compariscn of
Basic Capabilities with Basic rssential Elemnts" (Evans memo dtd
March 17i 1977)

., .

..
*

General Comments -

1. The effort needs a hierarchy of terminology. re suggest the.

. .. following: ,Wyg ,

o Programs - NRC Safeguards Licensing Program
NRC Safeguards Inspection Program '*

Licensees Safeguards Program *

o Systems - Physical Security Systems
Material Control Systems
Inventory Verification Systems
Accounting Systems

bbchanisms-(Consisting of flardware Components, Personnel ando
Procedures)
- Preetvd we M e<.k o.wis m i
- DeAc e v ai M e k u.m s a s
- Control Mechanisms
- Response Mechanisms
- Detection Mechanisms
- Assessment Mechanisms

2. The effort needs a it.crarchy of depth of detail in the capability 55decc
most of which presently exists. We suggest the following:

A. General Statement of Performance Requirement..,

B. Statement of Focus and Scope
,

C. Statement of Essential Functions

D. Statenent of Essential Systems and !Lhsms
.

.-
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@ i. g . .- .n. Enclosure (1)
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