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1. rey, persons Contacted
1

A. Anderson, 5tnior Shif t surervisor
'M. Ferris, Captain, Nucicar security
*R. Gayne, Assistant Superintencent, Operations
G. Gilmer, Supervisor, Technical Services
D. FacVittie, NVclear Security Specialist

'F., Miller, Certain, hucicer Security
B. Murtha, Senior Shif t Supervisor
T. Verno, Lieutenant, Nucicar Security
D. kilson, Ast,istant Senior Shif t Supervisor

'fresent at the exit recting.

2.0 pgera tions-Security, Inte rf ace

The purpose of this inspection was to review the interface Letween the

eperations organization and the security organitetion relative to threatsof sat'otage, suspected sabotage, actual sabotage, cec external threats or
attacks.

2.a leferences
The folicwing cocu ents were reviewee in pre arition for thec

ir.5; ec tion:

Nine Mile Foint security plan
-

IE Infornation Notice 63 27, Operatioral Resgnse to Events
Concerning Leliberate Acts Directed A;einst Plant Equipaent

-

practices on
IE Infomation hotice 83 36, !c' pact of Security-

Safe Operations

[rogramReview2.b o_
A review of the administrative procedures, erergency plan
inplementing procedures, operating procedures, emergency operating
procedures, security plan, security procedores, and security
contingency plan itoplerenting procedures was cade to determine
whether:

|

the licensee has a program for responding to threats of(1) Sabotage, suspected sabotage, actual sabotage, and external:

| threats er attacks;
>

procedures for both security personnel and oprations personnel(2) clearly identify responsibilities and actions in dealing with
these events;
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(3) adequate manpener requirerents have been established ~io re'Epond
to these events;

(4) appropriate means have been established to assure that local law
enforcement agencies would be notified.

The fellcwing procedures were identified as being germane to the
area under review by the inspectors:

Nine Mile Point Nuclear Site Emergency Plan, Rev.15, Sections-

4, 5, and 6
,

EPP - 13 Rev.14 Emergen:y Facilities Operations-

EPP - 14, Rev. 6, Emergency Access Plan-

EPP 20, Rev. 7. Emergency Notifications-

EPP 22, Rev. 4, Damage Control-

$ - SEC - 4.3, Rev. O. CAS/SAS Operations-

S - SEC - 8.5, Rev. O, Response to Vital Area intrusion Alarm-

Annunciation

$ SEC - 8.6, Rev. O Respense to Perin.eter Intrusion-

Detection Alarm Annunciation

S - SEC 8.7, Rev. O, Response to Obvious Attempt to Cemmit-

Sabotage or Confirmed Vital Area lntrusion

S - SEC ; 8.8, Rev. O, Response to Bomb Threats-

5 - SEC - 8.9, Rev. O, Response to Attacks Threats-

N2 - E0P - RL, Rev. 1, RPV Vater level Control-

N2 - E0P RP, Rev.1, RPV Pressure Control-

N2 E0P - RQ, Rev.1, RPV Reactivity Control-

N2 E0P - 01, Rev.1, level Restoration-

N2 E0P - C2, Rev.1, Emergency RPV-

Depressurization

N2 E0P - C6, Rev.1, RPV Flooding-

N1 - E0P - 1, Rev. O, Cautions and General Instructions-

-- -
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N1. E0P 2, Rev. O, RPV Control ,-
1,

N1. [0P 3, Rev. O, Failure to Scram |- -

! In addition, interviews were conducted with security, operations,
and training personnel. The purpose of these interviews was to i

i

j( detennine whethert
Ii

(1) personnel understand and were sensitive to their i
iresponsibilities in these areas;

|' (2) operators were trained to consider the potential nuclear safety
| ,- consequences of such events;
.

(3) interface responsibilities between the operations ar.d security
organizations were clearly understood; and

(4) operator responses were ccnsistent and appropriate.
!

2.c Findings

.

Based upon the reviews and interviews by the inspectors, it was
detertnined that the licensee cces not ccepletely acdress the4

operations security interf ace responsibilities for nuclear plant
;

Safety when threats of sabotage, suspected sabotage, actuali

sabotage, and external threats or attacks occur. The following
weaknesses were identified:
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Based on the above findings this is an unresolved item. (50 220/86 23-01
and 50-410/66-39-01). An unresolved item is one where more information-is
necessary to determine whether or not a violation of NRC requirements
exist 5.
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The inspectors determined that the licensee has adequately addressed the'

following:

(1) security ranpower requiretrents for responding to threats and the
conduct of security contingency drills to exercise the
response plans;

(2) local law enforcerent notification and response
capabilities;

($') and security notification and corrunications with '

operations on a priority basis.

3.0 Ext _t Interview

The inspectors ret with the licensee representatives listed in paragraph
I at the conclusion of the inspection on October 29,1986. At that tirre,

the purpose and scope of the inspection were reviewed and the findings
presented.

The lictnsee represertatives, without exception, expressed the opinion
that guidance ano training were needed in dtaling with security relatedFewever, they indicated that theyevents that aff tet re'ctor oFerations.
would not establish any formal procedures as a result of the inspection
findings, but would await guidance and/or recorrenced action from the hRC.

At no titre during the inspection was any written naterial pr0vided to the
licensee.

...
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In May 1983, the NRC informed reactor licensees and permittees in Information
Notice No. 83 27 (" Operational Response to Lvents Concerning Deliberate Acts
Of rected Against Plant Equipment") of two it.cidents in which deliberate acts
had been taten against plant equipment. TFe Notice also pointed out the lack 1

of Station procedures concerning response to such incidents by operatingpersonnel. Information Notico No. 83 27 noted that licensees may not be
preparad to a55e55 such situations and take necettery steps to assure
ope abliity of systems important to safety ct te mate decisions concerning
contirived operation. Accordingly, it was suggested that guidelines or
procedures outlining a process for foll:cp of both deliberate and inadvertent
acts with rettect to plant operation be prepared and availsble. As a minimut,
it was suggested that the guidelines and procedures include:

*
verification of the af fected systen(s) alignment, the system (5)
control logic, and the availability of the System (5) main powerSupply.

* inspection of interrelated syste 5, including, as necessary,
inspection of Selected safety re'ated electrical panels and
cabinets, both in the plant and in the control room.

It was further suggested that the licensee should be prepared to make a
cecision on whether or not continued 0; cation is justi'ied anj whether or not
Systems necessary for saf e shutdevin wee c:crable, if additional tampering isdete:ted,

it was concluded that the poten;4 41 impact of ary deliberate act
dire:ted against plant equipment mv5t be e aiwated, and actions taten to
mitigate the anticipated safety conse:p.eaces.

Follcwing diss'.mination of Information hotice No. 83-27, the NRC espected
recipients ci the Notice to revie,< their procedures, determine if they wereadeqsate to deal with acts of sabotage, tarpering, etc., and, if not, to
den'iop and adopt appropriate station procedures and policies. It was
anticipated that_ plant operations personnel and supervisors would be trained
to recognize that: (1) sabottge or taepering threats are primarily directed
against them and the equipment they operate; (2) the security 5taf f can delay
arid even possibly prevent an ef fect on nuclear safety, but only the operations
staf f 15 trained to recognize the safety priority of equipment and to tnow the
appropriate techniques to cope with its loss; and (3) the operations staf f
must take the lead in developing the Strategy of responses and providing
direction to the integrated plant staf f (including security, maintenance and
operations) in dealing with security threats. Further, it was expected that
station procedure $i not just Security procedures, would be developed that

_

firmly estabitsh the policy that (1) the operations staff is responsible for
directing security threat response activities; (2) the Technical Support

_ __
_ - . . . . . .- _ . ..

= -r*- v + = - g r-- r, ., w -'v +



j;w;a.a us..w m .%i. w ~v=xau u a w s.%hw M*u ~~ man N A S M.55.xy
*

,

,

.
..

, ,

.
'

Cnclosure 2 2
*

.

.

Center would be activated to enhance response capability and provide response
direction; (3) teams composed of operations, traintenance and security
personnel would be used to search for sabotage devices or disabled equipnent;
(4) search strategies would be established to confire equipment operability in
descending order of safety importance, given existing plant conditions; (5)
equipment cleared should be lef t guarded, espanding the envelope of eperable
equipment; (6) the security force would provide area a: cess control, protect
searcher $ and operators, defend cleared equipment and detain subjects; and (7)
all potentially involved Staf f would be trained, periedically retrained, and
drilled in implementing these procedures.

However, dsring recent inspections at four selected r. clear pcwer plants in
Region I to determine the entent of licensee 5' resperses to Information 'iotice
No. 83-27 and to confirm our a55v ptions, it was deterrined that the
licen$ces cere, at best, only mar 9 nally prepared to deal with such events.i
Some examples of the basis for this conciv51on are as follows:

Two of the four licensees did not have stat'on policies or*

procedures that addressed the subject.

TFe operations s'af f at one plant, where See procedures had been*

developed to deal with the subject, were n:t aware of their
existence or the responsibilities assigned *.o then in those
procedures.

Tre. operations staff at another plant where sore procedures were*
provided did not demonstrate a consistent .* fer$tanding of the
procedures.

Only one licensee provided formal training te its operators on the*
subject and that training was minitral.'

At none of the four plants were interf ace re sponsibilities*
adequately delineated or understood.

The majority of the operations personnel irterviewed indicated a'
'

need and desire to have established policies / procedures.

These inspection results also indicated that, at all f our plants, the
licensee 5' security contingency plans and procedures address, with varying
degrees of specificity, responsibilities and actions to be taken ty the
Security organization and the operations organization. Unfortunately, there
is'not integration with operations plans and procedures, in addition, the
results of routine inspections of contingency plan exercises indicate that
f requently the plant operations organization declines to participate in the

. exercise.or only simulates its role.
|
|
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