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U.S. NUCLEAR REGULATORY COMMISSION
REGION |

Report Nos. $0-220/86+23
60-410/86-59

Docket Nos. 50-220
$0-410

Licerse Nos. OPR-63
: CPPR=112

Licenses: Niagara Mohawk Power Corporation
300 Erie Boulevard west
Syracuse, New York 13202
Facitity Name: Nine Mile Point Units 1 ene 2
Irssection At: Scriba, New York e
Irspection Conducted: October 27-31, (386

Pate of Last Physica) Secyrity lnaspectior:  unit June 17420, 1586, ynit ¢
July 2‘ August 1, 1986

Type of Inspection: smm r»,ucn fecur'ty

Irspectors: WW //,
W8 Marvin, Fhysical Security Irspector te
& AL i P
. . Z ar

i L PrcH Reactor Engireer te
Approved by: /i‘_'.f{.; Forrecp e 72247 .
A Keimig, Cnief, Safediarzs Section date
Diviston of RaciatiobAatety and Safeguards

Inspection Summary: Areas reviewed: Cortingency Plan events angd gu'dence for
operational interfaces, '

Resylts: Guidance concerning operatiora! interface: for Contingency Plan
events was found to be minimal.
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DETAILS

P e i

1. ey Persons Contacted

A, Ardersor, Sentor Shift Supervisor
oM. Ferris, Coptain, Nuclear Cecurity
R, Go{nc. besistant Superintencent, Operations
6. Giimer, Supervisor, Technica) Services
D, Macvittie, Nuclear tecyrity Specialist
ok, Miller, Coptain, Nocleor Security
B, Murtha, Sentor Shift Sypervisor
1. Yerno, Lievtenant, Nyelear Security
0. Wilson, Assisrent tentor Shift Supervisor

sPresent at the exit meeting.

2.0 Operetiuns-Security lnterfoce
The purpose of this tnspection was 10 review the
cperstions
of sabotage,
altachs,

2.0 heferences

{rterface Letween the

oryenization anc the security orgenizetion relative to threats
suspected sabotage, actual sabotage,

ar¢ erxternal threats or

The following cocuments were reviewed in prejaration for the

frepection:
. Nine Mile Point Security Plan

. 1L Infornetion Notice B3.27,

Cperaticral Resjonse 10 Events

Concerning Leliberate Acts Directed Azeinst Plant Equipnent

. 1€ Informetion Notice £3.36, Impact of
tafe Operations

2.b Prograr Review

tecurity Practices on

A review of the sdministrative procedures, erergency plan

fnplementing procedures,
procedures, security plan,
contingenty p
whether:

(1) the Yicensee has a program for
sabotage, suspected sabotage,
threats or attacks;

procedures for both security personnel
clearly 1dentify responsibilities anc

these events;

(2)

-~

operating procedures,
security procecores,
1an implementing procedures wis

energency operating
and security
rade to determine

responding to threats of
actua) sabotage,

and exterral

and operations personnel
actions in dealing with






. Nl « EGP « 2, Rev, O, RPY Control
- N‘o * (V; '3. r&"- C. rd“u't‘.’ ‘0 S-qu’r‘

In addition, interviews were conducted with security, operations,

and training personnel, The purpose of these interviews was i
determine whether;

(1) personne) understand and were sensitive to their
responsibilities in these areas;

(2) operators were trained to consider the potentie] nuclear safety
consequences Of such events,

(3) interface responsibilities between the cperations and security
organizations were clesrly understood; and

d) operator responses were consistent and appropriate.

sed upon the reviews and interviews by the inspectors, 1t was

termined that the Yicen.ee ¢oes not completely ecdress the
rations-security interface responsibilities for nuclear plant
’

L o0

Vv
ety when thrests of sabotage, suspected sabotage, actusl
sabotage, #nd external threats or attacks occur, The following
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3.0

The {nspectors ceternined that the Yicensee has adecvately pddressed the
following:

(1) security ranpower requirements for respon¢ing 1o threats and the
conduct of security contingency drills to erercise the
response plans;

(2) Yoca) lew enforcement notification and response
capabilities;

(!) ang security notificetion and corpunications with
operations on & priority besis,

Exit Interview

The inspectors met with the 1icensee representatives Yisted {n paragreaph
1 at the conclusion of the 1nspection on October 29, 1986, At thet time,
the purpose and scope of the frnspection were reviewed and the findings
presented,

The Yicensee represertatives, without exception, expressed the opinfon
that ouidance ano trafning were needed in sealing with security related
events that affect re ctor operations, Fowever, they indicated that they
would not establish eny formal procedures 85 3 result of the inspection
findings, but would await guidance and/or recorrendes action from the AKRC,

At no time durfng the 1nspection was any writlen reteria) provided to the
Ticensee,
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ENCLOSURE 2

OPERATIONS /SECUR]TY INTERFAL "
CERTAIN SECORITY FVinTg

é:t?:: ::"§3!;; ng informed reactor Vicensees and permittees in Information
Gtestsed Aoiria ;1.::r£;$?;;:n::;p::s: to1lv7nts Concerning Deliberate Acts
O incidents in which deliberate act
had been taken against plant equipment i The Notd ! { ‘
of s}at%on procedures concerning resporse to suchc:h:i;:nf: g;.gp:::t::; e
pcrfurnqi. Information Notice No. 83-27 noted that licensees may not be
Presares 1o assess such situations and take necessary steps to assure
operaby ity of systems fmportant to safety ¢/ te mahe decisfons concernin
can}i:ued operation, Accordingly, 1t was suggested that guidelines or ’
;:e.eagres evtlining o process for followyp o? both deliberate and fradvertent
0Cts with respect to plant operation be prepared and avatlsble. As g minimum
't was suggested that the quide) snes and procedures tnelude: .

. 4
verificatfon of the affected system(s)
eligrment, the system(s)
contro) logic, and th , 1
. 9 and the availability of the system(s) main power

inspection of interrelated systes

‘ yore=s, incluging, as nec r
ihspection of selected safety-ro'ated o’oczr?cn' po::::s:nz’
cabinets, both in the plant and in Lhe contro) room

It was further suggested that the )icensee should be prepared to mak

gecision on whether or not continved opEration 18 Justifled ane H‘ : :
Systems necessary for safe shutdowr were c:troblo.'sf .ag¢;s°p;1't:; or‘or o
Cetested. It was contluded Liat the poteriial impact of ary q,]sb,rp:' i Al
ireited ageinst plant equipment must be évdluated, ard actions tak T
mitigate the anticipated safety Consegue ces ' i

Following disscmiration of Information Notie
. 587 ; te No. £3+27, the NR -
recipients » the Notice to review their procedures, deto:m:nc Efttzzkt:gr
adeg,ot' 0 dea) with acts of sabotage, tarsering, etc., and, 1f not ytg )
de s op and adopt dppropriste station procesures and ps\icie;, It -;s
:gt:::s;::g.t:;t‘p1a?:)opegat1ons personne! and supervisors wouid be trained
at. sabotige or tampering threats are primarily df

agatnst them and the equipment they operate; (2) g iy

! the security staff can de)
and even possibly prevent an effect on aue) X il i d

ear safety, but only th
staff fs trafned to recognize the safet : g Lol

Y priority of equipment and to &
appropriate techniques to cope with its loss and (3) o - iy
] (3) the operations staff
must take the lead in developing the strate :
of responses and provids

direction to the integrated plant staff (tngy tetarasal

cluding security, maint
operations) fn dealing with security threats, f F i b g

: urther, 1t was expected th
station procedures, not just securit roced ' e e
g T iy (l)y procedures, would be developed that
the operations staff is res

directing security threat response activities; (2) the Techn1c01p§:;;g:: e
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; " Enclosure 2 H

Center wou'ld be activated to enhance response capability and provide response
direction, (3) teams composed of operations, maintenance and security
personne! would be used to search for sabotage Cevices or disabled equipment
(4) search strategies would be ostablished to confirm equipment operadility ia
descending order of safety ifmportance, given existing plant conditions; (%)
equipment ¢leared should be left guarded, expanding the envelope of operable
equipment; (€) the security force would provide area atcess control, protect
searchers and operators, defend cleared equipment and detain subjects, and (7)
o)) potertially involved staff would be trained, pericdically retrained, and
drilled in implementing these procedures.

However, during recent inspections at four selected r.clear powe plants in
Region | to determine the extent of licensees' resporses to Information totice
No. B3+27 and to confirm our assumptions, 1t was determined that the
1icensees were, 8t best, only marginally prepared to Zea) with such events
Some examples of the basts for Whys conclusion are os follows:

® Two of the four licensees did not have staton policies or
procedures that addressed the subject.

. The operations staff at one plant, where sive procedures had teen
developed 10 dea! with the subject, were nzt aware of their
existence or the resporsibilities assigred 4o them in those

procedures.,

’ The operations staff at another plant where some procedures were
provided 9id not dempnsirate & consistent L Jerstanding of the
procedures.

. Caly one Yicensee provided formal training Lo its operators on the
| subject and trat training was minimal,

’ At none of the four plants were interface responsibilities
adequately delinested or understood.

| ®  The majority of the operations personne) irterviewed indicated a
| need and desire to have established policies/procedures

These inspection results also indfcated that, at all four plants, the
Ticensees' security contingency plans and procedures address, with varying
degrees of specificity, responsibilities and actions to be taken by the
security organization and the operations organization, Unfortunately, there
fs not integration with operations plans and procedures. In addition, the
results of routine fnspections of contingency plan exercises indicate that
frequently the plant operations organfzation declines Lo participate in the
exercise or only simulates its role,



