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NIAGARA MOMAWK POWER CORPORATION 200 ERE BOULEVARD WEST SYRACUSE N 13200 TELEPAONE (315 474 181)

January 30, 1987

4r. Richard W, Starostecki, Director

Division of Project and Resident Program

United States Nuclear Regulatory Commigsston, Region I
631 Park Avenue

King Of Prussia, PA 19406

Re: Nine Mile Point Unit #2
Docket No, 50-410
NPF-54

Dear Mr. Starostecki:

In accordance with 10 CFR 73.71 (¢), enclosed for your information is 3 Copy
of a Report of Physical Security Event reported to the NRC Region I office by
telephone on January 26, 1987,

This information concerns subject matter which is exempt from disclosure under
2.790 (d) of the NRC's Rules of Practice, part 2, Title 10, Code of Federa!
Regulations, Accordingly, we request that the attachment not be placed in the
public Document Room and that they be disclosed only in accordance with the
provisions of 10 CFR 9.12.

Very truly yours,
NIAGARA MOHAWK POWER CORPORA:&E!
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oseph P, Beratta
Supervisor, Nuclear Security
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REPORT OF PHYSICAL SECURITY EVENT

REGION 1, USKRC, OFFICE OF INSPECTION AND ENFORCEMENT
31 PARK AVENUE, KING OF PRUSSIA, PA, 19406
PHONE (215) 337-5000

Date of Occurrence: 01/25/87; 01/26/87*
Time of Occurrence: 0738 hrs; 1419 hrs*

«Date and time Security Hana?ement became aware that the appropriate
procedures had not been complied with,

Facility and Locatfon: Nine Mile Point Nuclear Station Docket No.: 50-410
Unit 2, Lycoming, NY 13093 License No. NPF-54

Licensee's Occurence Report No. 87-01

Brief Title (Subject)t Lost yital Area Key

DESCRIPTION OF EYENT: On Sunday, January 26, 1987, at approximately 0738
hours, the Security Department was notified via telephone that an operator had
lost a Vital Area Key. A search was fimmedfately {nitiated with negative
resylts, As 2 direct result of the lost key, & new core change must be
{nitiated {1n accordance with our Security Adminfstrative Procedure, However,
on January 26, 1987, at 1413 hours, it was confirmed that the appropriate
gecurity Pr ~~dure had not been fully complied with,

RESPONSE BY LICENSEE: Imediately upon being made aware of the lost keyﬁ:;;;:::::::'
Captafn, Nuclear secyrity made the proper notificatfons as {nit1ally {ndicated
{n the Captain's tog ard complied with Security Administrative ProcedurA
g.SAP-1,1 which reguires 8 N al area core change be 1n1:1ated(w

7 . However, 1t was determinec @
nitfal core change did not commence until

B of January , tha e

0900 on the 26th of January 1987 and completed at 1130, which as @ result
exceeded the and required us to report the {ncident by way of
ENS, The results © further dnvestigations into the f{ncident and actions

taken to correct the root causes are contained on attached pages.

; any use of the lost vital Area Ke would

CONSEQUENCES AT FACILITY: Minim)
have resulted {n

H e was tound at ours on 28 Jan y security
ersonnel 1naicating that 1t was not found and used by unauthorized personnel.

Licensee Employee Reportin?: Danfel D, O'Hara, Asst. Nuclear Security
specialist 15) 349-1319

NRC Staff Employee Receiving Phone call: Mr, William Jones, H.0.0,

Date Of Phone call: 01/26/87
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Secur ity Event Report 87-0)
Nine Mile Point Unit §2
50-410/NPF-54

At 1100 hours, January 26, 1387, Security management became aware that @
security proceuure may not have been properly f{mplemented, Ar frvestigation
was {mmediately f{nftiated to ascertatn the circumstances involved and to
fdentify the causes,

™e focus of the investigation was to:

1) Learn the reason why the loss of the vital area key went yndetected
during the daily audit conducted on| Jshift,

2) Determine why the appropriate Security Procedure “as not properly
followed,

™e vital area key was first reported lost at 0738 hours on Jansary 25, 1987,

when the individual to whom 1t was issued reported for work, The day S sasae
supervisors were apprised of the incident, filed a Security Incident RepRrt, eemee
and initiated the appropriate Security Procedure,

At approximately 0930 hours on January 25, 1987, the Supervisor of Operations,
was notified by the on-duty Captain, that an operator had lost her vital area
key. A search of the area was conducted with negative results, The Captain
advised that he had left a message on the telephone answering machine of the
individual responsible for lock core changes and that the appropriate
procedure was being complied with,

At

Mthe shift supervisor reporting for them“
shift learned of the missing key from the on-duly Captain, e sae timé,
the quard who had been tnvolved n the audit conducted during thefm
Wleuned of the incident, The (uar

nformed her (mmediate supervisor that she had been aware of the ke2y missing

when she made the count on the preceding shift, The Captain contacted the
Supervisor of Operatfons and advised that a core change had been done on the

previous shift which kept us fin compliance with S$-SAP-1,1 and the Plan.
Additionally, he advised the Supervisor that the key had been lost prior to

0730 hours. The Captain was then advised to take statemewii from the parties

involved with the improper key count on the previous

Statements taken from the Guasrd and supervisor findicated that the Guard had
mentioned the missing key to the supervisor while he was finvolved fin other
duties and asked what course of action should be taken, The response by the
supervisor was apparently misinterpreted and, as a result, the key count
showed no discrepancy. Thus, tne fact that a vital area key was missing was
not dis-overed until 0738 hours on January 25, 1987,

On January 26, 1987 at 0700 hours, the Supervisor of Operatfons spoke with the
{ndividuals concerned and considered the matter ¢losed, However, at 11:30
hours he was notified that the core change had just been completed. As 2
result, of further conversation, ft was recognized that no cores had been
changed unt{1 0300 hours on the 26th of January 1987,



Attempts were made to contact the Captafn responsible for inftfating the core
change, however, he was unavaflable unt{l 1400 hours,

At 1419 hours on January 26, 1987, 1t was confirmed that the appropriate
Secur {ty Procedure had not been fully complied with, as had been fmplied ¥n @
Security Log entry, According to the log entry, 8 message had been left on
the telephone answering machine of the {ndfvidual responsible for lock core
changes, That individual never recefved the message, When relieved, the
on-duty Captain, who had left the message on the answering machine, brought
the log entry to the attentfon of his relfef, The relieving Captain
{nterpreted the log entry as indicating that a core change had been initiated
per the referenced security procedure,

The following protlems have been identified:

1) 1t s apparent that the Guard who conducted the vital area key audit and
was aware that one was missing, failed to ensure that her comment to the
supervisor was fully understood. The fmportance of vital area key
accountability 1s well known by all securfty pcrsonnel and 1s addressed in
training, Since the supervisor took no frmed-ate action, it should have
been apparent to the Guard that the supervisor was not really aware that 2
vital area key had not been accounted for during tie audit,

The importance of vital area key accountability as well as proper audit
techniques will be strongly emphasized with the parties concerned. This
matter, in ftself, will be further reviewed with procedural changes if
applicable,

2) The supervisor to whom the Guard inftially reported the missing key was
remiss in not following up the Guards comment, 1In an effort to preclude
similar problems, the procedures befng cnanged require 2 duplicate count
of vita) area keys. All levels of security supervision will be instructed
on the implementation of changes,

3) The Captain, who finitially received the report of the missing key,
initiated the appropriate security procedure. However, neither he, nor
the Captain who relieved him followed up to ensure that the individuals
responsible for core changes had, in fact, rece‘ved the message and was
iirecting his personne! to perform the task,

This deficiency will be addressed with the procedural change requiring the
on-duty supervisor to expediate the core change on his shift and follow up
with documentation that has been complied with,

On January 28, 1987, the subject key was located within the protected area and
returned to the Security Department,



