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REPORT OF PHYSICAL SECURITY EVENT

REGION 1, USNRC, OFF1CE OF INSPECTION AND ENFORCEMINT
63) PARK AVENUE, KING OF PRUSSIA, PA 18406
PHONE (273) 337-5000

Date of Occurrence: 11/3/86; 11/6/86*
Time of Occurrence: 2010 hrs; 0445 hrs.*
* Time and Date Breach was recognized

Facility and Location: Nine Mile Point Nuclear Statfon  Docket: 50-410
Unit #2, Lycoming, NY 13093 License: NPF-54

Licensce's Occurrence Report No, 86-0

Brief Title (subject): Breach of Vita)l Arca Barrier (,’,,,,/f'-
Description of Event: On Monday, November 3, 1986, at approximately 20 U””’ﬂ’/’

hours, an a s plug, measuring 6'X12'x2', was removed froo the ceilin of
the{‘x ARBETE T RERIR ~ i ch is Yocated within tha, y
This was remove authorized reason in accordance with existing Ureac

Permit procedyures. Such procedures do not currently inclyde consideration, or
notification, of security. On Wednesday, November 5, 1986, at approximately
0506 hours, two members of the security or%anization entered the ared and
noticed the penetration, They, however, failed to notify their supervisors,
or to mention the breach to anyone because they assumed that it had already
been reported by previous patrols and that management had already evaluated it
and taken required measyres, Security supervision first heard of the
penetration on November 6, 1986, at approximately 0445 hours, when it was
mentioned by the two guards in an informal discussion regarding procedures,

Response by Licensee! Immediately upon being made aware of the penetration,
the Lieutenant, Nuclear Security initiated a response by the Sergeant, Nuclear
Security to confirm that the breach stil) existed and to estadlish a guard
post at the breach until the plug was replaced, The Sergeant, who was on
patrol of the exterior protected ared at the time of notification, arrived at
the Service wWater Pump Room at 0500 hours and remained in the area until @
guard post was established at 0511 hours. The results of further
fnvestigation into the incident and actions taken to correct the root <causes
are contained on attached pages.

Consequences at Facility: Minimal; the penetration was made on the roof of
the Vital Area which was located approximately 19 feet above the floor of the
which {tself was located within the protected area.
ccess to the roof 1s normally gained through the vital area docrs to the
vital area. Station is presently conducting fnitial fuel load.

Licensee Employee Reporting: Dennis K. MacvVittie, Nuclear Security Specialist
(316) 349-1030
NRC Staff Employee Receiving, Phone Call: John MacKinon, H.0.0.

Time of Phone Call: 1900 hours, November b, 1986
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On November 6, 1986, at 1150 hours, Security Management was made aware of the
subject inctdent. An fnvestigation was inmediately initfatcd to verify the

facts and to fdentify the problems and root causes.

Inftially, the scope of the investigation was limited to determining: when
the breach had occurred; how the breach had occurred without securit
notificatfon; and why the penetration was not noticed by security personne

conducting Interior watchtours,

The fact that a breach had occurred and gone unrecognized by security
personnel for iuout 87 hours was reported to the VR resident fnspectors at
approximately 1600 hours on November 6, 1986, At that time it was thought
that the two guards had made their observation on November 6th, and that they
had fmmediately notified thefr supervision. A review of computer records,
however, indicated that the security personnel involved actually entered the
area the previous day. This fact was verified with the individuals by
telephone, The correct sequence of events, as described on the first page of
this report, were reported to Region [ by ENS telephone at 1900 hours.

During the period 2344 hours, November 6, 1386 through 1400 hours, November 7,
1986, the two security personnel who first observed the breach and their
supervisors were interviewed and statements were taken. The movenents of the
involved individuals were confirmed via a review of computer records, and time

estimates were better defined.

At 1420 hours, November 7, 1986, the NRC resfdent inspectors were updated, and
incorrect information from the previous day was corrected.

The following problems have been fdentified:

1) The procedyre for obtaining a Breach Permit does not include an evaluation
of the effects of the breach on security commitments, nor does it address
notifying security,

This deficiency was recognized approximately two months ago and a revision to
the procedure was requested by the security department, The revision had been
prepared and {s undergoing technical review by other discip)ines,

2) The subject Breach was never discussed at the Plan of the Day meeting,

3} Security Supervision had been directed to make guards aware of the
deficiencies fn the existing breach pemit procedure, ard to stress that they
had to carefylly verify the integrity of vital area barriers during their

routine interfor patrols. This was not done,

4) The penetration was not detected by security personne) during thefr
performance of watchtours through the area,

§) When the penetration was detected, it was not recognized as a breach and
procedures were not followed to properly compensate,
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6) Secyrfty Supervision, when made aware of the breach, fatled to follow up
and obtatn a)1 of the facts. :

7) The root cause of this prodblem {s poor cormunication between site
departments and within the Security department,

Security Management {s working closely with other departments such as Fire and
Operations fn order to develop the necessary coordination between
disciplines. Subsequent breach permits have been diecussed at the Plan of the

veen informally notified by the Fire Department

Day meeting and security has
when such permits are {ssued, The formal change to the Breach Permit

procedure s progressing at @ faster rate,

onnel are cycled into trafning every five weeks, One to two
hours are being set aside each woeek for {informal discussions between the
guards and security management, ™is will be used to discuss philosophy,
problems, procedures, etc, in an effort to fincresse the effectiveness ©

intradepartmental cormynications.

Secyrity Pers

Security supervision will recefve more extensive training {n supervisory

skills, comunfcation,, and security philosophy. In additfon, regular
{nformal discussfons will be held between supervision and management fn an

effort to increase the effectiveness of such communication.
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