NENORANDUN FOR:  Victor Sted

JUL 3 0 1989

lo, Jr., Director

Office of Inspection and Enforcement

FRUIT: William J,

Dircks, Executive Director

for Operations

SUBJECT : CETERMINATION OF PUBLTC SAFETY MECESSITY FOR RECORDIN
CAPABILITY 1t THE HKC uPESATIONS CENTER

The iluclear Regulatory Cormission is charged with responsibility for
protection of the public health and safety in the uses of nuclear mater-
ials and facilities licensed under its authority.

The NRC Operations Center has been designed to improve MRC's capability
of assuring protection of the public kealth and safety in the event of
an incident involving NRC licensed facilities or authorized activities,
during the course of response to such an event it will be necessary to
transmit accurately specific and sometimes technically complex itens of

. information. Such information must be readily available for evaluation

X to detemiine whether appropriate actions are being taken by the licensee
and other responsible local, State and lederal agencies. " chronoloqical
record of all information received and of all actions taken by the nRC
must be available for subsequent review by the Incident Investigation
Review Committee as prescribed in RC Manual Chapter 0502 and other groups

concerncd with the adeguacy

of NRC's response to significant incidents.

I have reviewed the previous determination, same subject, dated January 3,
1930, in conjunction with the provisions of Federal Property Manacement
fegulations, Part 101-37.311, “Listening-in or Recordino of Telephone
Conversations,” and of the Federal Communications Cormission Meworandum
Opinfon and Order "In the 'atter of Use of Recording Devices in Connection
with Telephone Service (Docket to. 20040)" adopted May 7, 1931. I find

that the requirement to record telephone conversations in the NRC Operations
Center is valid and ecssential to the effective performance of this aoency's
mission to assure protection of the public health and safety, As an integral

part of this determsination,
that the equipnent operated

I charge you vith the responsibility to assure
under this detenmnination is protected from abuse

or uses cther than that of protection of the public health and safety.

This deteraisation applios specifically to the brergency Notification System,

the Health Physics Fetwork,
FRC Operations Center, the ¢
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telephone lines and arrangenients supporling the
wlti-channel and ancillary recording devices
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andlor record televhone conversations
without the knowledge of onc or more of
the parties 10 the conversatic 4

(d) “Determination” mean o written
document {usually a letter) 1 :at specifies
the operatinnal ne~d for list ming-in or
recording of telephon, =~ . ersations,
indicates the specific system and
location where it is 1o be performed,
lists the number of telephones and/or
recorders involved. establishes
operating times and an expiration date.
and justifies the use. It is signed by the
apency head or the agency head's
designee

§101-37.511-2 Nonconsensual listening-
in or recording.

Nonconsensual listening-in or
recording of telephone conversations
shall be authorized and handled in
accordance with the requirements of the
Omnibus Crime Control and Safe Streets
Ac! of 1968. as amended (16 U.S.C. 2510
et seq.). and the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801
el seq.).

§101-37.311-3 Consensual listening-in or
recording.

Consensual listening-in or recording
of telephone conversations on the
Federal Telecommunications System or
any other telephone system approved in
accordance with the Federal Property
and Administrative Services Act of 1949,
section 201{a) (1) and (3) {40 U.S.C.
481(a) (1) and (3)), and implementing
regulations thereof i« prohibited except
under the following conditions:

(a}) When performed for law
enforcement purposes in accordance
with procedures established by the
agency head, as required by the
Attorney General's Guidelines for
Administration of the Omnibus Crime
Control and Safe Streets Act of 1968,
and in accordance with procedures
established by the Attorney General.

{b) When performed for counter-
intelligence purposes and approved by
the Attorney General or the Attorney
General's designee

lc) When performed by any Federal
employee for public safety purposes and
when documented by a wrilten
determination of the agency head or the
designee citing the public safety needs.
The determination must identify the
segment of the public needing protection
and cite examples of the hurt, injury,
danger. or risks from which the public is
to be protected Examples of these
praclices are police end fire department
operations, air traflic safety control, and
air/sea rescue operations.

{d) When performed by a
handicapped employee, provided a
physician has certified {and the head of

the ageney or designee concurs) thatl the
employee is phivsically handicapped and
the head of the cgency or designee
determines that the use of a listening-in
or recording device is required to fuliy
perform the duties of the official

pusition description. Equipment shall be
for the exclusive use of the handicapped
employee. The iecords of any
interceptions by handicapped
empioyees shall be used, safeguarded.
and destroved in accordance with
appropriate agency records management
und disposition systems,

{e) When performed by any Federal
agency for service monitoring but only
aflter analysis of alternatives and a
determination by the agency head or the
agency head's designee that monitoring
is required to eflectively perform the
agency mission. Strict controls must be
established and adhered to for this type
of monitoring. {See §1.-37.3114 on
agency responsibilities for minimal
procedures.)

(f} When performed by any Federal
employee with the consent of a!l parties
for each specific instance. This includes
telephone conferences, secretarial
recording, and other acceptable
administrative practices. Strict
supervisory controls shall be maintained
to eliminate any possible abuse of this
privilege. The agency head or the agency
head’s designee shall be informed of this
capability for listening-in or recording
telephone conversations.

§101-37.311-4 Agency responsibllities.

Each agency shall ensure that

(@) All histening-in or recording of
telephone conversations as defined in
§101-37.311-3 (c), (d). or (e) shall have a
written determination approved by the
agency head or the agency head's
designee before operations 4

(b) Service personnel who monitor
listening-in or recording devices shall be
designated in writing (see § 101-37.311-
3(e)) and shall be provided with written
policies covering telephone conversation
monitoring. These policies shall contain
at a minimum the following instructions:

(1) No telephone call shall be
monitored unless the Federal agency hes
taken continuous positive action to
inform the callers of the monnoring.

(2] No data identifying the caller shall
be recorded by the monitoring party.

{3) The number of calls to be
monitored shall be kept to the minimum
necessary to compose a statistically
valid sample.

(4] Agencies using telephone
instruments that are subject to being
monitored shall conspicuously label
them with a statement to that effect.

(5) Since no identifying data of the
calling party will be recorded,

information abtuined by the monitoring
shall not be used against the calling
party: .

(c) Current copies and subsequent
changes of agency documentation,
determinations, policies, and procedures
supporling operations under § 101-
37.311-3 (c). (d), or [e) shall be
forwarded before the operational date to
the General Services Administration
(CPEP). Washington. DC 20405. Specific
telephones shall be identified in the
documentation and/or determination to
prevent any possibie abuse of the
authority.

(d) Procedures for monitoring
performed under § 101-37.311-3(a) (law
enforcement) shall contain at a
minimum:

(1) The identity of an agency official
who is authorized to approve the actions
in advance;

(2) An emergency procedure for use
when advanced approval is not
possible;

(3) Adequate documentation on all
actions taken;

(4) ' ecords administration and
dissemination procedures: and

(5) Reporting requirements.

{e) Requests to the General Services
Administration for acquisition approval
and/or installation of telephone
listening-in or recording devices shall be
accompanied by a determination as
defined in § 101-37.311-1(d).

(M) A program is established to
reevaluate at least every 2 vears the
need for each determination authorizing
listening-in or recording of telephone
conversations.

§101-37.311-5 GSA responsibilities.

{a) GSA’s Automated Data and %
Telecommunications Service, Officé of
Policy and Planning (CPEP), will be
accountable for information concerning
the use of listening-in or recording of
telephone conversations in the Fede: al

* Government as requested under § 101-

37.311-3 (c). (d), and (e). 4

(b) GSA will periodically review the -
listening-in programs within the
agencies to ensure that agencies are
complying with the intent of the Federal
Property Management Regulations,

{¢) GSA will provide assistance to
agencies in determining what
communications devices and practices
fall within the listening-in or recording
category: i.e., those that have the
capacity to listen in. monitor, or
intercep! telephone conversations. GSA
will also help develop administrative
alternatives to the listening-in or
recording of telephone conversations.
Requests for assistance shall be
addressed to: General Services
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Adsiinistration (CT), Washington, DC

- e::g’ CSA will 1ake appropriate steps to
obtuin comphiance with this regulabion if
an agency has nol documented its
devit os in accordance with this sechion

3. Section 101-37.313 1s added 10 read

* as follows: .

§ 101-37.313 Use of line identification
egquipment.

Line identification equipment.may be
instailed on FTS telephone facilities to
assist Federal law enforcement agencies
to investigate threatening telephone
calls, bomb threats, and other criminal
activities. No invasion of privacy is
involved, and the use of this equipment
does not violate the Privacy Act of 1974
or any Federal or State wiretap laws;
e.g.. litie 111 of the Omnibus Crime
Control and Safe Streets Act of 1968,
Information and as«istance may be
obtained from General Services
Administration (CT), Washington, DC
20405.

[Sec. 205(c). 63 Stat. 390; 40 U.5.C. 4866(c))
Dated: March 6, 1981

Ray Kline, B

Acting Administrator of General Services

IFR Doc 81906 Filed 3-30-81 845 am)
BILLING CODE 6820-25-M

S & — S

- -

-



Lrilapnr 7

Before the .
Federal Communications Commissicii ~ Fec 81-217
Washington, D. C. 20554 - 26301

In the Matter of )
)
Use of Recording Devices in ) Docket No. 20840
Connection with Telephone )
Service )
MEMORANDUM OPINION AND ORDER
Adopted: May 7, 1981 ; Released: May 18, 1981

By the Commission: Commissioner Fogarty concurring in part and
issuing a statement in vhich Comm‘susioner Quello
joins. 1. INTRODUCTION

, 1. The Commission has before it proposals to wodify it. policies
concerning the use of recording devices ino connection with telephone service,
This proceeding has its genesis in a Notice of Inquiry (NOI) released June 24,
1976 (FCC 76-536) and a Notice of Proposed Rulemaking (Notice), &7 FCC 24 1392
(1978), both aimed at reexamining the Commission mandated provision in the
American Telephone and Telegraph Company's (AT&T) interstate telephone service
tariff requiring that. a beep tone accompany any recording of telephone
conversations. _l/ These documents sought comment on the feasibility and
effectiveness of the beep tone in protecting the privacy interest of telephone
users from the unauthorized use of recording devices during telephone
conversat.ons.,

2. 1In the Notice we proposed to order ATAT to revise its interstate
tariff by deleting the tone-warning and replacing it with an all-party consent
requirement which we would adopt as a rule of the Commission., 2/ We have
decided, however, that various factors militate against adopting the proposed
Commission rule. Nevertheless, we shall adopt certain policy revisions
proposed by the Notice which provide alternatives to current requiremen’s,
These revisions will facilitate the use of state-of-the-art recording devices
and will alleviate the need for costly recording equipment. Moreover, they
will allow the telephone user to choose the most appropriate method of
notifying the other party of the proposed recording of the conversation.
Therefore, to imrlement these revisions, we will require{telephone companies
under our jurisdiction to revise their interstate tariffs to allow a customer
to record a telephone conversation when all parties to the conversation
consent to the recording or when a tone warning device is used. In addition,
the ban on acoustic and inductive recording devices will be 1ifted. Contrary
to our position in the Notice, however, private line services that do not
access the public ewitched network will continue to be exempt from our
recording restrictions. Other revisions are discussed below.

1/ See, AT&T Tariff FCC No. 263 (Message Telecommunications Service).

2/ The proposed rule is discussed in the Notice and set forth in Appendix A,
67 FCC 24 at 1403,
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II. BACKGROUND

A. Docket 6787

3. In 1945 the Commission ordered s general investigation ioto the
use of recording devices im conncc.ion with interstate and foreign wmessage
toll telephone service and facilities, At that time various telephone
companies had regulations 1in their tariffs which prohibited the use of
recording devices.

4. That investigation resulted ino a report aod order, 11 FCC 1033
(1947), which recuired that all interstate variffs allow the use of recording
devices in connection with two-way telephone conversations 3/ where interstate
message toll telephone servica or wide .area telephone service or their
facilities, were diovolved, 4/ while recognizing the need for recording
devices and the widespread use of such devices by government and private
business, the Comumission acknowledged that it was

keenly appreciative of the importance and desirability of
privacy 1m telephone conversaticns, Such conversations
should be free from any listening im by others that is
not done with the knowledge and authorization of the
parties ‘v the call . . . and the Commission is prepared
to take all steps within its authority to accomplish this
objective. Accoraingly, the Commission is firmly of the
opioion that the use of telephone recording devices
should be permitted only when measures are in effect to
assure notification to the parties that their conversa-
tions are being recorded,

11 FCC at 1050, Therefore, the Comaission required that an automatic tone
wvarning mechanism (“beep tone”) be activated vhenever the recordiog device was
being used, and that this tone be superimposed on the telephone conversation
at regular {intervals. The Commission further provided that the tariff
regulation must require that the recording device be used only when it could
be physically disconnected from the telephone lina or switched off. In a
subsequent ruling, those recording devices that did not have a direct
electrical connection to the telephone were prohibited, Public Notice,
released March 28, 1951, This ruling meant that telephone coaversations could

3/ One—way conversaticos vhera, for example, the caller speaks into an
electronic answering device, were not included,

4/ The recording of {intrastate aod local exchange telephone calls 1is
governed by regulations in the tariffs offering those services to the
public, on file with the various state commissions, Alsc, private line
communicatica systems were not covered by the Commaission's order except
en !nterconnected with the public switched ratvorks,
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not be recorded by either acoustic or inductive mears vithout violating the
tariff, Since the temmination of Docket 6787 in 1948, the Commission has
recognized five limited exceptions to the beep tone requirement, 5/

B. Docket No, 20840

5. In 1976 the Commission issued an NOI in response to several
petitions requesting exemption from the beep tone requirement and ellegationsg
of numerous instances of violations of the tariff provisions. The Commission
questioned whether recent developments in communications policy and practices
and technological changes had rerdered the present beep tone requirement
unenforceable and {mpractical, The NOI set forth several {ssues for
consideration concerning the desirability and enforceability of the beep tone
requirement, Comments were requested from interested parties.

6. After examining the comments filed in response to the NOI, the
Commission 1issued 4its Notice proposing several changes to the beep tone
requiresent ,“the most notable of which was to make this requirement & rule of
the Commission in addition to a prescribed tariff provision. The NOI comments
had brought to 1light several instances of wviolations of the existing
requirement and confirsed our suspicions that the tariff requirement was
largely unenforceable. The purpose of the proposed rule was to enhance
enforcement and deter violations by subjecting violators to certain sanctions
under the Act, specifically, Sections 401 and 502, 47 U.S.C. $8401 and 502. 6/

7. Additionally, the Commission determined that the beep tone
requirement was too restrictive since it served to prohibit any recording
where the tone warning was not used, whether consensual or non-consensual, It
therefore proposed that the beep tone requirement be eliminated awl replaced
with 2 provision which allows recordings when all parties to the telephone
conversation give their prior consent. Acknowledging the availability of low
cost, high technology recording equipment, the Commission also proposed to
rescind its proscription on the use of acoustic and inductive recorders.

5/ These exceptions are: 1) where the recording equipment is used by =
Commission licensed broadcast station to record two-way conversations
solely for broadcast purposes; 2) where conversations are recorded solely
for broadcast purposes by a broadcast network or by a cooperative pro-
gramning entity composed exclusively of Commission broadcast licensees;
3) where the recording equipment 1s used by the United States Secret
Service to record conversations that concern the safety and security of
the President of the United States, menbers of his immediate family, or
the White House and its grounds; 4) where the recirding equlpment 1
being used at the United States Department of D fense Command Centers to
record emergency communications transmitted §u part over the Command
Center's private line network; and 5) where t.: recording equipment is
used at the Operations Center of the Nuclear Regulatory Commission to
record conversations iovolving or relating to nuclear emergencies.

6/ Section 401(b) provides for injunctive relief against violators of the
rulee and regulations of the Commission; Section 502 provides for a fine
of not more that $500 for “[a)lny person who willfully and knowingly
violates any rule, regulation, res’riction, or condition made or imposed
by the Cozmission under authority of this Act”.,
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8. As proposed, the Commission's all-party consent rule would
extend to private line voice services, even where there is no interconnection
with the public switched cetwork, Where disputes arise as to whether prior
consent was obtained, the proposed rule would place the burden of proof on the
party who made the recording.

I11I. COMMENTS

9, Comments on the proposed rule have been received from parties
having a variety of interests in the beep tone requirement. ]_/ Basically, no
party disagrees with the proposition that consensual recording of telephone
conversations should be allowed, However, many parties question our juris-
diction to promulgate a rule which would subject customers of common carriers
to sanctions under .ne Communications Act. (To repeat, our present indirect
regulatory scheme 1is predicated on a tariff provision enforceable by common
carriers.) Moreover, several commenters argue that the recording of telephone
conversations should not be regulated by Commission rule or by tariff, They
are generally of the opinion that both the current and proposed tariffs are
unenforceable, instilling a false sense of security in the telephone-using
public. Therefore, they maintain, 1t would be preferable to have no
Commission regulation., Some add that the Federal Omnibus Crime Control and
cafe Streets Act of 1968, 18 U.S.C. §2510 et. seq. (Cmnibus Act) 8/ and
Section 605 of the Communications Act, 47 U.S.C. %605, _9_7 are sufficient
restraints on the use of recording devices and that no additional regulatiom
(s needed, Further, many contend that the Omnibus Act is a “comprehensive”
treatment of the subject ané preempts any Commission regulation in this
area. Indeed, some parties allege that our proposed rule, requiring all-party
consent, conflicts with the Omnibus Act, which allows recording of telephone
conversations with only one-party consent, 7inally, several parties find that
{f the Commission {is to continue regulating recording of telephone
conversations, either by rule or by tariff, use of a beep tone device is
preferable toc obtaining specific consent before each conversation. Some of
these parties suggest that the tone warning be retained as an alternative to
the all-party consent proposal,

7/ A list of the commenting parties is included as Appendix A to this Order. -
An {n-depth discussica of the comments is coantained in Appendix B,

8/ Sectiom 2510 et. seq., generally prohibits ioterception of wire and oral
communications. Section 2511(2)(¢) and (d) |thowever, excepts
conversations recorded with the consent of one party, unless the contents
will be used for a criminal, tortious, or other injurious act fia
violation of the laws of any state or of the United States,

9/ See, footnote 14, i{nfra, for a discussion of Sectiom 605.
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IV. DISCUSSION
A. General »

1. The Present Tariff Requirement

10, There 1s no dispute that the current beep tone requirement,
standing alone, is not an effective method of regulation in this area.
Advanced technology and changes in regulatory policy have combined to make the
present tariff restrict.ons unenforceable. In 1948, when we first required a
beep tone device, the state of the art was such that in order to make a
satistactory recording, the recording device had to be physically connected to
the telephone system, 10/ The “physical connection”™ requirement allowed the
telephone company to detect the presence of recorders on the telephone line,
This, plus the high cost of recorders at that time, entanced enforcement to a
great extent. 11/ Today, however, customers can provide and connect their own
equipment, and there 1s an increased availability of low cost and easy to use
recorders, Thus, because of this proliferation of portable acoustic and
inductive recorders, whose use cannot be detected by the telephone company, as
well as the 1ifting of the “foreign attachment™ restrictions in tariffs, 12/
enforcement of the present requirement is practically impossible,

11. There are still other reasons which contribute to the
ineffectiveness of the existing tariff provision. First, the only sanction
available against the customer, discontinuance of service, is insufficient as
a deterrent. In fact, the wmajor telephone companies allege numerous
undisclosed acts of recording, yet we are informed that there ha'e been
virtually no disconnections of service for violation of the regulatifon since
its inception in 1948. 13/ Second, unlike the day when violatorr could be
detected at the central office of the telephone company, today they can
generally be detected only when some use is made of the recording,

10/ The telephone company performed the connections since the tariffs of the
various companies prohibited interconnection of foreign attachments to
the telephone system,

11/ At the time of Docket 6787 the cost of a device that recorded telephone
conversations (inclusive of acoustic and inductive recorders) ranged from
$280 to $950. See our 1947 Opinion and Order, supra, 11 FCC at 1037,

12/ See, e.g., Use of the Carterfone Device in Message Toll Telephone Service
(Carterfone), 13 FCC 2d 420, recon. denied, 14 FCC 2d 571 (1968). 1In
Carterfone the foreign attachment restriction was found to violate the
customer's right to interconnect a device to the telephone system which
ifmproved his utility of the system and did not adversely effect the
telephone company's operations or the telephone system's utility for
others, Consequently, the installation, maintenance, and provision of
equipnent necessary for connecting recording devices to the telephone
network was no longer restricted to the telephone companies and customers
could connect their own equipment directly,

13/ Actually, the tariff specifies that the telephone cozpany “may”
discontinue service where violations are found. It 1s not required to
discontinue service even if a violation occurs. In practice the customer
is filret warned to cease violating the tariff and if he/she agrees to
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2. The 1978 Notice

12, As stated previously, in our 1978 Notice we proposed replacing
the beep tone with an all-party consent requirement, lifting our proscription
on acoustic and inductive-type recorders, and adopting a suitadble Commission
rule which would subject violators to certain sanctiune under the Act, The
idea here was to lend the clear weight of the Commission to enforcement of
this policy.

13, At that time we were of the opinion that by adopting a rule we
could improve the effectiveness of the tariff provisions, However, a closer
examination of the practicalities and the facts brought to 1light by the
comments convinces us that a Commission rule in this area would be an equally
hollow regulatory device, The simple fact is that this Commission could not
enforce such a rule, just as the telephone companies are unable to enforce
their tariff provisions effectively, For one reason, there is still no way to
detect violations in their inception., Consequently, the added sanctions under
the Act would not be 80 much a deterrent as a punitive measure for the small
percentage of vicolators detected, Beyond this, the adoption of a Commission
rule might lull the public into believing that undisclosed acts of recording
will not occur, vhen in fact the possibility always exists. Thus, on balance,
it seems preferable to acknowledge that the job of guarding against personally
ffensive acts of recording has always rested in the first instance with the
ielephone users theamselves, After all, it 1is the users who have complete
control over what they say over the telephone and to whom they say {it,

14, Another significant factor behind our decision not to adopt a
Commission rule in this area is that in the period since our beep tone
prescription was adopted, Congress has seen fit to change federal law by
{mposing strict peralties for certain acts of interception and divulgence of
telephone communic tions. 14/ A closer eramination of Title III of the Omnibus
Act convinces uz that our concerns regarding the interception of telephone
communications are adequately remedied by its provisions, and that a separate
rule of the Commission under these circumstances i{s unnecessary,

14/ See, e.z., Title 18 U.S.C. §92510-2520, Pub. L. 90-351, Title 1ii, $802,
June 19, 1968, 82 Stat 212. See also, Section 605 of the Communica:tions
Act, 47 U.S.C, -$605, Prior to the enactment of the Omnibus Act, Sectiom
605 covered the unauthorized interception and divulgence of wire or radio
communications. In 1968, however, at the same time Congress <nacted the
Omnibus Act, 1t also anended Section 605 so that the Omni“us Act now
covers virtually all {nterceptions favolving wire ccammications and
Section 605 covers interceptions of radio communications. Sectioca 605,
however, continues to prohidbit the interception and divulgence of wire

comaunications {aovolving telephone company and other commonm carrier
personnel,
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15, Specifically, the Oanibus Act prohibits the interception of oral
and vire comsunications in general , and (d) 15/ excepts
the recording of a conversation
conversation. 16/ Though our propo
(1.e. we proposed that all part{
consznt), Title I1II of the Act n
-requirements regarding consensual and uonconsensual recording of telephone
counversations, as well as strong civil and criminal penalties for violations

15/ Section 2511(2)(c) and (d) provides:

(c) It shall not be unlawful under this chapter for a person
acting under color of law to intercept a wire or oral
communication, where such person is a party to the com-
munication or one of the parties to the communication has
given prior consent to such ioterception,

(d) It shall not be unlawful under this chapter for a person
not acting under color of law to intercept a wire or oral
comzunication where such person is a party to the com-
munication or where one of the parties to the communi-
cation has given prior consent to such interception un-
less_such communication 1s {ntercepted for the purpose of
Comnitting any criminal or tortious act in violation of
the Constitution or laws of the United States or of any
State or for the purpose of committing any other

1::1\xriaxi.ét. (exphasis added)

Under Title III, intercept 1s defined as: "the aural acquisition of
‘the contents of any wire or oral comasunication through the use of
any electronic, mechnanical, or other device™, 47 vu.s.cC. $2:.0(4).
This would include the use of a8 recording device,

16/ 1t should be noted, nowvever, that under Section 2511(2)(d) there are
limitations to one-party consent recording. Thus, the “criminal,"
“tortlous™ and “injurious” use limitations were placed on recordings by
Private parties made without the knowledge or consent of the other
parties, . -




of its provisions., 17/ Moreover, as we construe this statute and {tg history,
Congress iatended to create & comprehensive set of rules governing various
aspects of privacy of wire and oral communications in Title III, covering both
{nterstate and {ntrastate conversations. 18/ Section 605 of the

Comaunications Act acknowledges this and thus a Commission rule in this area
" 1s not only unnecessary but, as the comments point out, could be perceived by

some as conflicting with the provisions of Title 111,

B. Revisions of the Current Tar{iff

16, Nevertheless, we conclude that certain basic changes to the
current tariff provision are in the public interest, Although we perceive
Title III of the Omnibus Act as a more comprehensive and effective

prophylactic to invasions of privacy in telephonic comaunications, we continue
to endorse some method of notification to a party when a recording device is

17/ 18 U.S.C, $§2520. Section 2520 provides for civil remedies:

Any person whose wire or oral communication {s
intercepted, disclosed, or used 1in violation of
this chapter shall (1) have a civil cause of action
agalnst any person who intercepts, discloses, or
procures any other person to intercept, disclose,
of use such communications, and (2) be entitled to
recover fram any such person~

(a) actual damages but not less than liquidated
damages computed at the rate of $100 a day for
each day of violation or $1,000, whichever 1s
higher;

(b) punitive damages; and

(¢) a reasonable attorney's fee and other
litigation costs reasonably {ncurred,

A good faith reliance on a court order or
legislative authorization shall constitute 4
complete defense to any civil or criminal action
brought under this chapter or under any other law,
[ footnote comitted) .
The criminal penalties for violation of Title III are a 510,000

fine and/or not more than five years {aprisomment, 18 u.s.c,
§2511(1)

18/ The legislative history of chapter 119, Title 18 U.s.C. §§ 2510-2520,
feveais that one of Congress' prizary concerns was to “protect =
effectively the privacy of wire and oral comaunications.” (emphasis
ddded).  Public law 90-351, Title IIT $802, June 19, 1968, 82 Stat,
212, Moreover, according to Senate Report No, 1097 accompanying the
legislation, Title III amended Section 605 of the Coamunications Act of
1934, 47 u.s.c. §605, to provide a substitute for that section 80 that
“[tlhe regulatfon of the intercepticn of wire commumications 1in the
future (s to bde governed by proposed new chapter 119 of title 18, United

States Code."™ Sen. Report No. 1097, 90th Cong., 2d Sess, 1968 U.S. Code
Cong. and Admin, News, 21i2, ZiiJ. {i%68),



. used, Accordingly, we vill require telephone Companies to revige their
‘lntenute tariffs to reflect our deterzination that the requirements are too
restrictive and do mot coaport vith current technology, Therefore, we wil)
revise the present beep tone warning provision by requiring carriers to permit
all-party consent as ac alternative, We will also rescind our requirement of
probibiting the use of &coustic and inductive Trecorders,

17, Since 1948, the method of notification has been limited to the
_ use of a tone-warning device, In the Notice, we Proposed lubltituting all-
~ party consent for the beep tope warning. While no Coumenters object to
allowing recording 1f all parties to the conversation consent, several partfes
OPpoke replacement of the beep tone by a mandatory consent requirement,
Indeed, 1n ®ioy iostaaces (such a5 service repairs for electric utilities,
road service and ezergency distress calls) 1t 1s got practicable to obtaip
prior consent to record the conversation. From our examinaticn of the com-
ments, we are convinced that 1t would not be in the public interest to select
one method of notification over the other, Since the tone warning has proved
toe be effective for Some, 19/ the conseat reqirement will, 1nstead of
replacing the beep tone, be added 48 an alternative method of notification,

18, Finally, our adoption or the all-party consent alternative to
the beep tone enables us to

inductive recording devices, As explained, this prohibition {g now
unnecessary as an aid in the enforcement of the beep tone Tequirement gince
the tone {s po longer the 80le method of notification, Moreover, {tg

requirement which will supersede the five current €xceptions, 20/ The first
eéxception 1s for incoming calls made to telephone numbers prliclzed for
emergencies and outgoing calls made {n immediate response, 1Inp many types of
emergency situations, guch as thoge involving fire, health care, and police,
it {s infeasible to obtain consent, and ugse of the beep tone could confuse
callers or obliterate importaant portions of the message. Therefore we will

19/ See the Detailed Comments in Appendix B,

20/ The Present exceptions for the Secret Service, Department of Defense, and
the Nuclear Regulatory Cormission are included {n the new exceptions
noted below, Broadcasters and broadcast organizations will not require ap
exception under the revised policy (see €.g. 38 FCC 24 579 (1972) and
_lix_‘ga_d_cggg of Telephone Convereation. Docket 18601, 23 Fcc 24 1 (1970))
8ince they are reéquired to obtain prior consent before a cooversation can
be recorded for broadcasr See e.p., 47 C.F.R. $73,:206. Moreover, since

Section 73,1206 excepts from the prior-consent ryle for broadcastetc.
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G0t Tequire the beep tone or prior consent for the recording of calls
reporting or made in immediate fesponse to these exergencies, Recordings made
at the Deparment of Defense Cormand Centers and the Operations Center of the
Nuclear Regulatory Coamission will be fncluded under thig exception, See 59
FCC 24 538 (1976) and Mimeo No. 06482 (January 29, 1981), .

20, The second €xception 1a for the recording of calls made for
patently unlawful purposes, such as bomb threats, kidnap ransom Fequests, and
obscene telephone calls, ODutgolng calls made in immediate response to guch a
call will also be excepted, Under this exception the U.S, Secret Service wil}
still be allowed to record calls referred to {¢ vhich threaten the safety and
security of the President, his {zmediate fanily, and the White House,

21, The third €xception 1{s for recordings made Pursuant to ap
explicit and lawful order of a court {ssued pursuane ¢o 18 u.s.c, §2516, We
adopt this exception 50 that our requirement will not hinder law eaforcement
efforts or conflice with Title III of the Omnibus Ace,

D. F_’l_'l_v{a_g_e“l,( ne Service

22, ln light of our revised restrictions on the use of recording
devices, and the fact that the privacy €xpectation favolved with private line
services {g adequately distinguished frog that of the public switched network,
It would be Incongruous to extend the same restrictions to private 1ipe
service, We agree with the parties Commenting 1a this ares that the
conditions under “hich dedicated private 1ineg are used give reasonable

irfe to be recorded, Therefore, we will continue to exclude private 1line

service from our tequirement, éxcept where there 1g access to the publie
S¥ltched network,

VI SUMMARY AND CONCLUS IONS

23, As discussed above, after carefully considering the couments
subnitted {n response to our Notice of Proposed Rulemkig, bocket 20840, 67
FCC 24 1392 (1976), we have decided not to adopt a rule in this area., wWe have
further decided to revise our present beep tone requiresent to include, ag an
alternative, the all-party consent requiremeat, Addltloully. we are

24, As a result of this Proceeding, Section 64.501 of our Rules, 47
C.F.R, §64.501, dealing with the use of recording devices by telephone
Companies, will pbe revised to comport with our findings. The revisions to
Section 64,50] are set out {n Appendix C,

25. In view of the foregoing and Pursuant to the authority granted
{n Sections 2(a), 4(1), 4(3), 201, 205, 303(r) and 403 of the Comunicationg
Act, 47 u.s.c. §8152(a), 154(1), 154(3), 201, 203, 303(r) and 403, IT 18
ORDERED, That all common carriers Subject to Title II of the Communicationg
Act, 47 u.s.c, 151 et seq. shall revige such tariff regulatio
this Commission which provi
vith Interstate and foreig




telephone service, to Comport with this

Order.

27, IT 1s FURTHER ORDERED, That
TERMINATED,

FEDERAL COMMUN ICATIONS COMMISSION o

William J, Tricarico
Secretary

*lee attached

Statenment of
wvhich Comnisgs

Comn!sl!oncr J
ioner James H

oseph R, Fonnrty in
+ Quello joins




Appendiy A

The fouovxng parties filed tizely Coments {p Tesponge to the
Proposed Rulemaking 4q this Docket:

Aeronautthl Radio, 1Inc, and Afr Transpor Auochtton of America
AMF Hnrkethg Research

Alan N, Jonesg

Alta Medical Supply Company

Azerican Telephone and Telegraph Company
Aasoctation of American Railroads

Atlant{e City Electric Company (Atlantgc tlectric)

Bryan k., Gerrltsen, antructor. Utah School for the Bling
Bureay of Police, City of Lancncter. Pcnnaylvania
Chcinmtl Cas & Electrie Canpany

Cynthia Mashburn

Delphy Conmuntcatlonl Corporation

Dep:partnent of Trancportatlon. u.s,
Dictaphone Corporation

Celderman and Company, Inc,

CTE Service Corporatton

lnternatxonal Association of Chiefs of Police
Maaufacluring Chemistg Association

Callfornia
Special Interese Autos
State Farp Mutua] Automobi]e Insurance and State Fare Fire and Cacualty

|
|
|

Continentay Illinotg National Bank and Trust Company of Chicago
Dow Chemical Company

Herbere i, Terry

Latha §, West

Lout ge Estes

Hetromedin. Inc,

New York State Electric and Cag Corporation

Pat Downs, News Dlrector. WNRK

Pennsylvan!n =~ New Jersey - Maryland lnterconnectton




£ Reply Comments:

Azerican Broadcasting Company
Delpht Communications Corporation
National Telephone Cooperative Association

Supplg@ental_gggmentl:

National Broadcasting Company



Appendix B

Detailed Comment g of the Partieg

The Comment g
categor!ea;

Posed rule g ge.eral | pye

(B) Those Opposed to replacing the beeptone fequirement wvith al]-
Party consent and who suggest that we retain the bceptone. with

(C) Those wvho seek éxceptions frog Conmiss{on Fegulation,

(D) Those that suggegt that we *liminate the beeptone Or any other
1

A, CeneralAComments

Suggest various 1mprovements. For €xanmple, Several partfes have Problems with
Our use and description of the term 'emergency Situationg™ in the Preposed
fule., The Dictaphone Corporation (chtaphone), Department of Defenge (DoD),
and the American Automob{]e Association (AAA), ¢to Name a few, contend that we
have defined 'emergency” in our éxceptions too Rarrowly, They Suggest that it
should pe €xpanded ¢o include not only police, fire, and health Care
emvrgencies, but also €mergency road Service, €zergency electrical Outages,
chemical €mergencies, £as leaks, water maip breaks, reports of downed "live"
electrical wires, and other similar type eémergencies,

3. Other Parties request that we define “unlawfy] Purpeoses™, a¢
used jp Paragraph “(c¢)~ of the Proposed prior Consent ryle, (Paragraph "(e)”
of the ryle excepts incoming calls that are “threatening. harassing. obscene
or [made) for other unlawfy] Purposes, ag defined 1n 47 v.s.c. §223~),

4. As to our Proposal o include private 1ine 8ervice f{n the
Fegulationg, Certain partfes adamant]y OPpose such , move , contending that
there are different Privacy Considerationg inherent in the use of private line
Service ag contrasted wiphp the public switched network, -The conditiong under
vhich "pure” Private l{neg (private line service without access to the Public
switched Network) are used, they assert, give Feasonable assurance that those
having ACCess to thegp would know that theqr conversation eight be Fecorded,
Horeover, they subag » Private 1ine Services are generally ygeq for Specific
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o 5, There were also cooments directed at publicizing the rule., Some
_-sUggest publicizing the rule through bill inserts and by a notice azppearing in
the Call-Guide gsection of the white pages of the telephone book. Others
suggest that a half or full page of the telephone book be dedicated to

describing the all-party consent oOf beep tone rule.

8. Parties Opposed to Replacing the Beep Tone with All-Party Consent

6. Many comments were received advocating the continued use of the
beep tore, These parties had either expended vast amounts of time and money
{n perfecting their business activities to coaply with the beep tone
requirement of pelieved that they would be subjected to a great disadvantage
and difficulty by being required to go through a formal consent process with
each party before recording. The most forceful comments received in this area
were from Delphi Communications Corporation, Inc. (Delphi), the Utilcies
Telecommunications Council (UTC), and from various public utility companies,
Delphi asserts that {t has engaged in the research and development of an
advanced state-of-the-art telepone answering system which {ncorporates the
latest in computer technology. This system represents an {nvestment of
millions of dollars and is designed to process the receipt and forwarding of a
high volume of telephonic messages. The system complies with the beep tone
requirement, but would sacrifice amuch of its efficiency {f the prior consent
rule were adopted.

r A UTC and various utility companies state that all telephone
conversations into and out of the control and dispatching centers of members
of the utilicty industry are recorded using the beep tone. They assert that
the recordings are necessary for the continued efficiency and safe operation
of these utilities. They explain that conversations between and among utilicy
control and dispatching centers involve discussions of emergency conditions
Jffecting the safety and welfare of the public or the utility's employees and,
almost always, time is of the essence. Under these circumstances, they
contend, the proposed prior consent rule 1is patently incompatable with the
general urgency of utility system control. Furthermore, Cthey assert that
blanket written consent to record would be {mpractical because of the
t remendous number of employees and various non-affiliated companies invclved.
Finally, they saintain that if the new rules are adopted to replace the beep
tone, most of the lawful and useful utility telephone recording practices
would have to be abaidoned because of the impossibility of complying with
either the oral or written prior consent requirement.

§. Other parties assert that our proposed rule would conflict with
state regulations requiring the beep tone OF that a federal rule eliminating
the beep tone requirement might well be interpreted toO preewp- local
suthorities from maintaining that requiresent ©on intrastate calls. Moreover,
they argue that different interstate and intrastate regulations aight confuse
the general public. These parties maintain that uniformity will save time,
cffort and money.

9. Finally there are conments which suggest that we retain the beep
tone, but, as an alternative, also allow a person to record after obtaining
consent of the other pacty. Specifically, the Public Utilities Conmission of
California and the Attorney General of California suggest that the philosophy
of promoting the privacy of communications will be compromised by the proposed
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rule in this proceeding. They assert that the Commission should pot choose
one method of securing privacy in telephone conversations. over another where
both together may Pprove even more effective.

C. Parties lequzotlgé Exceptions

10. A number of commenting parties seek exceptions to the proposed
rule if adopted. For example, the Utah School for the Blind points out that
blind persons, in many {nstances, rely heavily on tape recording their
telephone conversations because they cannot take notes. To require a blind
person to obtain permission to record each telephone conversation might elicit
undesirable and uncooperative reactions from the other party. The U.S.
Department of Justice, Drug Enforcement Administration (DEA) asserts that the
proposed regulation will be in derogation of congressional intent unless
modified to recognize & legal exception for law enforcement of ficials. DEA
and GTE note that §2511(2)(c) of the Omnibus Crime Control and Safe Streets
Act of 1968, 18 U.S.C.§ 2511(2)(c), allows persons acting under color of law
to intercept a wire or oral communication where such person is a party to the
conversation or one of the parties has given prior consent to such

interception.

11. The American Broadcasting Company, Inc. (ABC), the National
Association of Broadcasters (NAB), the National Broadcasting Company (NBC),
and Doubleday Broadcasting Company, Inc., all take the position that
broadcasters should be excepted from our "prior consent” rule and be allowed
to record without prior consent as long as consent to broadcast 1is obtained
before broadcasting the telephone conversation. 1/ (Our rules presently
require broadcasters to obtain consent before the telephone conversation is
recorded for broadcast, 47 C.F.R. $§73.1206.)

12. Other parties seek exclusion for "dispatch” and “crewcalling”
in the railroad and related industries; for emergency road service calls; for
reservation calls 1in the airline {industry, for communications personnel
engaged 1in receiving and forwarding telephone messages to the intended
addressee; for recordings made of calls for service and quality control; for
exergency calls {nvolving hazardous chemicals; and last, but by no means
exhaustive, for dealers in precious metals, stock, commodities and option..

D. zggties_OgEoslng Any Commission Regulation

13. Some parties suggest that we eliminate any regulation regarding
recording of telephone conversationk. Many commenters in this category
contend that the Commission lacks the authority under the Communications Act
to implement the proposed new rule. In support of this proposition UtC
asserts that the sections of the Act cited as conferring power on the
Commission to promulgate this rule are {nsufficient. UTC specifically asserts

1/ Doubleday submitted a Petition for Rulemaking in July 1975, RM-2571,
seeking such a revision to Section 73.1206, 1In its comments Doubleda:
now requests that we address 1its pending petition in this Docket.

However, the petition is being considered in another proceeding and wil)
be forthcoming in the near future.
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chat Section 2(a) of the Act, &7 U.S.C. $152(a), confers Commission

common carriers and not over custoaers of common carriers;

(1), 4(3) and 403, 47 U,S.C. §81564(1), 154(3), and 403, are

confer additional authority on the

"authorizing™ sections of the Act,

jurisdiction over
and that Sections &
enabling sections only snd do not
Commission, but must be used with other
Others argue that we were preezpted by Congress, wvhen it enacted Title III of

the Omnibus Crime Control Act of 1968, 18 U.S.C. $2511 et seq. Still others
assert that Section 605 of the Comzaunications Act, 47 U.S.C. §605,
suffictlently covers this area of privacy. The cocmenters suggest that these
sections should suffice to protect any legitimate privacy interes® which any
party to the conversation may have, and that we should not enact any

additional restrictions or regulations,




Appendix C

l. Part 64 - Miscellaneous Rules Relating to Common Carriers - Subpart E -
~'ﬁu of Recording Devices by Telephone Companies - {g anended as follows:

-

§64.501 18 revised to read as follows: .

§64.501 Mo telephone common carrier, subject 1n vhole or in part to
: the Comzunication Act of 1934, as amended, may uge any recording
- device 1in connection wfth any 1interstate or foreign telephone
conversation between any meamber of the Public, on the one hand, and
any officer, agent or other person acting for or exployed by any such
telephone common carrier, on the other hand, except under the
following conditions:

(a) Where such use shall be preceded by verbal or written
consent of all parties to the telephone conversation, or,

(b) Where such uge shall be accompanied by an automatic tone
varning device, which will automatically produce a distincet
signal that 4{g repeated at regular intervals during the
course of the telephone conversation when the recording
device is in use. Provided that:

1. The characteristics of the varning tone shall be the
8ame a8 those specified 1in the Orders of this

in Connection With Telephone Service,”™ Docket 6787,

11 F.c.c. 1033 (1947); 12 F.c.c. 1005 (Noveaber 26,
1947); 12 F.c.c. 1008 (May 20, 1948),

}



STATEMENT OF COMMISSIONER JOSEPH R, FOGARTY .
IN WHICH COMMISSIONEK JAMES N, QUELLO JoIns -

CONCURRING IN PART

Use of Recording Devices {n Connection with Telephone Service
(Docket No. 20840).

! can only concur in the
beep tone rule.

Connﬁssion's decisien to modify the

I do not believe that in practice the “all-party consent"

tone rule,

Lo the public at the wWrong time.

Comvnission is sitting on g *

time bomb"

1s ”unenforceable.“

a justification for its e]imination.

The only Proper baiis for the
elimination of a rule jg that the rationale underlying the rule is
Incorrect or unsupportable

Such cannot be said for the Commission's
beep tone requirement

The underlying rationale--that telephone
1

/  See Statement of Commissioner Joseph R. Fogarty, Amendment of Part
90 of the Commission's Rules and Regulations to Allow the yse of
Digita) Voice Modulation in the Fower Radio Service FCC 24
(adopted April 23, 1981) [Stateme

nt of Commissioner Fogarty]. ™
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conversations "should ve free from any listening in by others that fs not done

«ith the knowledge and authoriz tion of the parties to the call”gl- is

<ti11 valid. Assuming that the rule is "unenforceable,” it still retains

deterrent value because of the possibility of the imposition of sanctions

if a violator is caught. It is for these reasons that I am pleased that

the Commission decided not to g0 forward with a rulemaking proposing

to eliminate both the beep tone and the “all party consent” requirements.
This decision points out once again that the Commission must

develop a uniform policy in the privacy and security areas. 1 recommend

apain that the Commission form a task force, including representatives

f}om otner interested agencies and departments of the government, tO s tudy

the problem of maintaining the privacy and security of the telecommunications

network in the face of the threat presented by new technologies.g/ This

task force after study, would report to the Commission on policies and rules

that the FCC might adopt in this area and on any amendments to the

Communications Act and the Omnibus Crime Control and Safe Streets Act of

19685/ that the Commission might recommend to Congress. Until the Task

Force is formed and its study completed, the Commission will continue to

4eal with important issues of privacy and security on an ad hoc basis, if

at all. The coatinuation of such a practice is dangerous and intolerable.

37 "Use of Recording Devices in Corscction with Telephone Services,
11 FCC 1033, 1050 (1947).

3/ See Statement of Commissioner Joseph R. Fogarty.

4/ 47 U.S.C. Sec. 2510 et seg.




