UNITED STATES

September 27, 1982

Mr. Daniel Hirsch, President
Committee to Bridge the Gap

Box 1186 IN RESPONSE REFER
Ben Lomond, CA 95005 TO FOIA-82-381

Dear Mr. Hirsch:

This is in further response to a letter dated August 10, 1982, from
Dorcthy Thompson, in which she requested, pursuant to the Freedom of

Information Act, documents relating to the UCLA Lab and research reactors.

Appendix A is a partial list of documents which are relevant to your

request. You will subsequently be billed by our Division of Accounting
for the enclosed documents.

Additional documents relevant to your request are still undergoing

review and segregation by NRC headquarters and our Region V office to
remove any safeguards information they may contain. You will be notified
of our determination when this review is completed.

Sincerely,

. M. Felton, Director
Division of Rules and Records
Office of Administration

Enclosures: As stated

:cHB2-381  PDR

I
NUCLEAR REGULATORY COMMISSION
WASHINGTON, o. C 20555



Re: FOIA-82-381

Appendix A

SECY-79-187, Strengthened Physical Protection Requirements for Fuel

Cycle Facilities and Transportation Involving Formula Quantities of

Strategic Special Nuclear Material (Short Title - Safeauards Uparade
Rule), 3/16/79. 158 pages)

Memo for L. V. Gossick, from Samuel J. Chilk, "Discussion of Safequards
Upgrade Rule," 5/1/79. (1 page)

SECY-79-187A, Change to Upgrade Rule: Making"High Assurance" Requirement
an Objective, 7/13/79. (5 pages)

Letter to A1l Nonpower Reactor Licensees from Robert W. Reid, with
enclosure, 7/30/79. (7 pages)

Memo for L. V. Gossick from Samuel J. Chilk, "Discussion of SECY-79-189/A/B -
Upgrade Rule," 8/3/79. (2 pages)

Memo for William J. Dircks from John C. Hoyle, "Staff Requirements" -
8/12/81. (3 pages)

ACRS Transcript - "Impact of the Safeguards Upgrade Rule on Nonpower
Reactor Licensees," 8/27/79. (153 pages)
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March 16, 1979 NUCLEAR REGULATORY COMMISSION SECY-79-187

For: The Commissioners

From: Robert B. Minogue, Director, SD
William J. Dircks, Director, NMSS

Thru: Executive Director for Operatio

Subject: STRENGTHENED PHYSICAL PROTECTIOQ QUIREMENTS FOR FUEL CYCLE
FACILITIES AND TRANSPORTATION INVOLVING FORMULA QUANTITIES OF
STRATEGIC SPECIAL NUCLEAR MATERIAL (SHORT TITLE - SAFEGUARDS

" UPGRADE RULE) - S

Purpose: To obtain Commission approval to publish a final rule that would
require strengthened physical protection safeguards systems for
fuel cycle facilities and transportation involving formula
quantities of strategic special nuclear material.

Category: This paper covers a major issue requiring Commission action.

Discussion:

“sidered particularly significant and result from the recommendations
_of the "Task Force on NRC Safeguards Policy" convened by Mr. Gossick.
It should also be noted that two comprehensive guidance documents for

Contact:
J. Montgomery
443-5504

Background:

On August 9, 1978, the Commission issued for public comment revised

propcsed amendments to 10 CFR Part 73 to upgrade physical protec-
tion safeguards systems for fuel cycle facilities and transporta-
tion involving formula quantities of strategic special nuclear
material. Interested persons were given forty-five days to comment
on the revised amendments. This was the second round of public
comment. Proposec amendments were first published for comment in
July 1877. A summary of the second round of comments and staff
responses is included as Enclosure "B". Enclosure "A" consists

of revised proposed amendments and a statement of considerations
which explains the changes made as a result of the second round

of public comment and other deliberations during the comment review
period. The statement of considerations also discusses the reasons
why scme suggested changes were not made. There are eight proposed
substar “ive changes and other less substantive changes of an
editoria’, clarifying or defining nature. The first th-ee are con-

this rule have been completed and issued for comment.

Changes:

The proposed substantive changes are as follows:

, The general performance requirements of both existing §73.55(a),

for power reictors, and proposed §73.20(a), for facilities
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and transport activities possessing formula quantities of
SSNM, have been modified to delete reference to "high assur-
ance" protection and to substitute "reasonable assurance"
that activities involving SNM are not inimical to the common
defense and security and do not constitute an unreasonable
risk to the public health and safety. :

The existing design basis threat stated in §73.55(a) for
power reactors has been modified and is now referenced as a
general radiological sabotage statement which is also appli-
cable to other facility types as rejuired.

The proposed design basis threat contained in §73.20(a) for
facilities processing formula quantities of strategic special
nuclear material and for transport of such material has been
modified and is now referenced as a general theft or diver-
sion of formula quantities of SSNM statement which could be
applicable to other facility types as well. The result is
that design basis threats are now referenced to acts to be
protected against, rather than to specific facility types.

The submission and implementation schedules have been changed
to allow licensees to meet the amended requirements with a
single submission and implemertation period for all aspects |
of the design basis threat referenced by the general perform- -
ance requirements of § 73.20(a). The published proposal ’ |
called for two submissions to give licansees time to develop
plans to protect against collusion and to give staff time

to develop guidance. This is no longer necessary because

of the early completion of the collusion guidance. Submis-
sion time has been changed to 150 days after the effective
date of tlese amendmenrts, while implementation time has

been changed to 360 days. The allowable time to complete
new construction or significant physical modification of
existing structures or major equipment remains the same.

The number of armed escorts reguired to protect the road

and rail transportation and transfer of SSNM has been changed
from nine to seven. A reevaluation of the minimum number
necessary concluded that the interded functions could be

met by two less individuals, thus saving the industry a

degree of labor expense. In the staff's judgment, this change
will not diminish the degree of protection provided shipments
of SSNM. This would provide comparability with DOE safeguards
for SSNM shipments.
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6. The requirement for use of penetration-resistant containers
has been deleted as there was considerable question concern=
ing the availability of and need for penetration-resistant
containers.

7. The requirement for closed circuit television monitoring of
unoccupied vaults or process areas containing unalloyed or
unencapsulated SSNM by a continuously manned onsite location
in addition to the twe alarm stations has been changed.

The intent of this requirement can be better met by stating
that means shall be used which fequire that an individual
other than either alarm station operator be present at or
have knowledge of the opening of such vaults or process
areas. -

8. The definition of vault has been changed to reflect a more
general description. Specific delay characteristics have
been added to §73.46.

Other comments which resulted in clarifying or definition changes
of a less substantive nature are discussed in the statement of
considerations in Enclosure "A" and in staff response to comments
in Enclosure "B".

Other Comments:

1. Commenters continued to question the threat statement and
justification for the amended requirements. Such concern
was not based on new arguments, and some modifications have
been made. Nevertheless, much of the justification has
been restated in Enclosure "A".

2. Commenters noted that a comprehensive evaluation of the amended
regulations was dependent upon the nature of the design
guidance to be furnished and that effective publication of
the amendments should be delayed pending comment on such
guidance. A comment period for the guidance should be
adequate for providing such additional evaluation. Staff
does not believe a third comment period for the revised amend-

- ments is desirable or necessary.

3. Costs - Additional general comments that the amendments would
prove too costly were made; however, no details were given
nor were specific criticisms of the previously prepared value
impact statement made. The changes proposed for final publi-
cation would provide a small decrease in the overall cost
while providing some increase in the value of the proposed
upgraded physical protection system. The changes have not
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been such as to require revision of the vaiue impact prepared
for the proposed amendmerits published in August 1578. There
are license fee costs which the licensees would be required
to pay for the review and approval of their revised physical
protection plans. These were not noted in tre original value
impact analysis because the regulation requiring them had

not been promulgated at that time. These fees would amount
to about $108,000 for the total industry or an average of
about $8,300 par licensee. The fees are discussed in more
detail in a revised Report Justification Analysis included

as Enclosure "C".

Other Safeguards Actions

IAEA Category II and III Effective Rule submitted to

Miterial Protection Rule Commission in January 1979

Material Access Authori- Pending recommendation of Hearing

zation Program Board and Commission decision
estimated April 1979

Non-power Reactor Protec- Proposed rule in preparation

tion Rule

b}

The Category'll and III rule adds a new section to Part 73 and
covers many of the materials and facilities not covered in the
proposed upgrade rule.

The upgrade rule depends on the materiatl access authorization
program to the extent that such access authorizations provide a
measure of protection against the insider. The upgrade rule
specifically refers to material access authorizations in its treat-
ment of scarch requirements and in its treatment of conspiracy
betveen insiders. The rule also limits unescorted access to

vital areas, material access areas, and controlled access areas

to individuals having an NRC or DOE material access authorization.
Until such a program is implemented by the NRC, some licensees

may have to employ escort procedures for such areas.

The non-Jower reactor protection rule will eventually cover non-
power reactor protection (exclude them from the proposed require-
ments of the safeguards upgrade rule and the Category II and 111
rule). If and until such a rule becomes effective, requirements
of the safeguards upgrade and Category II and III rules would
apply depending on the guantity of materials irvolved.

These separate rulemaking actions are being coordinated to ensure
need and consistency.
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Recommendations:

Issues and Alternatives

The major issue after two rounds of public comment and response
and accelerated preparation of necessary guidance documentation
is whether to further delay publication of effective amendments
pending public comment upon the guidance documentation recently
orepared. After two rounds of public comment and the associated
staff deliberations “hereof, there is little, if any, substantive
information that co: 1d be expected to be gained from another
round of public comment on the amendments themselves. However,
for the public to be able to effectively comment on the guidance
to be issued, they should have the final regulations available

to put the guidance in its proper context. The staff, therefore,
is recommending that the proposed amendments be published in
final form but that the effective date be far enough advanced so
that the comments on the guidance can be received and final
guidance be published when the amendments become effective. The
guidance is being published for a 60-day comment period. In addi-
tion, the staff will hold a meeting to brief licensees and other

interested parties on the guidance and to answer gquestions concern-

ing it. Staff has estimated that another 60 days will be needed
to revise the guidance based on comments. The effective date of
the amendments has, therefore, been recommend.d as 120 days after
publication in the Federal Register. Considering the large volume
of guidance documents being published, this 120 days for comment
and revision is a minimum, .

That the Commission:

1. Approve for publication in effective form revised proposed
amendments to 10 CFR Part 73 as centained in Enclosure "A."

2. Note that the value/impact analysis previously placed in
the Public Document Room has been reviewed and determined
to still be valid for the revised amendments except for the

_Report Justification Analysis which has been revised
(Enclosure "C").

3. Note that a public announcement such as Enclosure "D" will
be i1ssued when the proposed amendments are filed with the
O0ffice of the Federal Register.

4. Note that the appropriate Congressional Committees will be
notified of this action.

5. Note that the Environmental Impact Appraisal, supporting a
Negative Declaration, as prepared for the original proposed
rule and placed in the Public Document Room, is still
applicable.

———— Y -
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Coordination: The Offices of Nuc.ear Reactor Regulation, Inspection and Enforce-
ment, and International Programs concur in the recommendations
of this paper. The Office of the Executive Legal Director has
no legal objection to the recommendations of this paper. The
Office of Public Affairs prepared the draft public announcement.
Scheduling: For consideration at an early policy session.
Sunshine Act
Recommendation: It is recommended that this paper be considered in an open meet-

ing. The Executive Director for Operations concurs in this

recommendation.

Robert B. Minogue, Director
Office of Standards Development

LASNDL.

William J. Dircks, Director
Office of Nuclear Material Safety
and Safeguards

P
Enclosures: “VV\E)GD»

"A" - Federal Register Notice

"8" - Summary of and Response to Comments
"C" - Report Justification Analysis

"D" - Public Announcement

This paper will be scheduled for consideration, in conjunction with

SECY-79-188, at an Open (Portions may be closed) Meeting in the near
future. Please refer to the appropriate Weekly Commission Schedule,
when published, for a specific date and time.

DISTRIBUTION
Commissioners

Commission Staff Offices
Exec Dir for Operations
ACRS

Secretariat
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ENCLOSURE "A" '
NUCLEAR REGULATORY COMMISSION i
[~ CFR PARTS 70 AND 73]
PHYSICAL PROTECTION OF PLANTS AMD MATERIALS

AGENCY: U.S. Nuclear Regulatory Commission

ACTION: Final Rule osins

SUMMARY: In July 1977, the Commission published for public comment

proposed amendments to its regulations for strengthened physical !
protection for strategic special nuclear material, certain fuel v
cycle facilities, transportation and other activities involving
significant quantities of strategic special nuclear material.

Extensive comments were received and a revision of the proposed
amendments was published in August 1978 requesting public comment on
the changes made. .

In response to public comments, some additional changes have been
made to the proposed amendments. The Nuclear Regulatory Commission now
is publishing these revised amendments in final form.

[Eoncarrentiy;-t]The NRC [is] has issu[ingJed* for public comment
guidance documentation to assist the licensee in the development of
safeguards physical protection and transportation protection plans and
the imﬁlementat{on of such plans required by the amendments. The

effective date of the revised requirements has been set to permit

*Comparative text to the regulations published for public comment.
Deletions are lined through and additions underscored.

1 Enclosure "A"
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public comment on the guidance and its issuance in final form at the

time the requirements become effective.

EFFECTIVE DATE: 120 days after publication in FR.

NOTE: The Nuclear Regulatory Commissfon has submitted this rule to

the Comptroller General for review of its reporting requirement under
the Federal Reports Act, as amended, 44 U.S.C. 3512. The date on which
the reporting requirement of the rule become; effective, unless advised

to the contrary, includes a 45-day period which that statute allows for

for Comptroller General review (44 U.S5.C. 3512(c(2)).

FOR FURTHER INFORMATION CONTACT: Mr. L. J. Evans, Jr., Chief, Require-
ments Analysis Branch, Division of Safeguards, Office of Nuclear Mate-

rial Safety and Safeguards, U.S. Nuclear Regulatory Commission, Washington,
D.C. 20555, 301-427-4181, or Mr. R. J. Jones, Chief, Safeguards Standards
Branch, Division of Siting, Health and Safeguards Standards, Office of
Standards Develcpment, U.S. Nuclear Regulatory Commission, Washington,

D.C. 20555, 301-443-5907.

SUPPLEMENTARY INFORMATION: On July 5, 1977, the Nuclear Regulatory
Commission published in the FEDERAL REGISTER (42 FR 34310) proposed
amendments to 10 CFR Part 73 of its regulations. Interested persons
were fivited to submit written comments and suggestions in connection
with the proposed amendments within 45 days after publicaticn in the

FEDERAL REGISTER. The comment period was subsequently extended

thirty days. Upon consideration of the comments received on the

Enclosure "A"
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proposed amendments published on July 5, 1977 and upon consideration
of other factors involved, the Nuclear Regulatory Commission published
revised proposed amendments on August 9, 1978 in the FEDERAL REGISTER
(43 FR 35321) to obtain further pubiic comment on the changes that

had been made to the proposed amendments.

Significant differences from the original proposed amendments
published for comment on July 5, 1977 were: (1) the definition of
the conspiracy threat was changed to a conspiracy between individuals
in any position who may have access to and detailed knowledge of the
facilities and activities referred to in 73.20(a) or items that
could facilitate theft of special nuclear material or both; (2)
export/import requirements were revised to reflect the jurisdictional
aspects of the regulatign; (3) the phrase "...but not necessarily
limited to..." was deleted from the general performance requirements
and capability requirements; (4) the package search requiremeﬁts
were changed so that packages carried into a protected area by
persons having access authorization need only be searched when that
person is chosen for random search. The package search requirement
also was changed to require only random search of packages delivered
into a protected area; (5) the Contingency and Response plan require-
ments for in-transit protection was revised to add more detailed
response requirements consistent with the fixed site requirements;
(6) the requirement for three armed escorts on cargo aircraft and
for sea shipments was changed to two, (7) the requirement for Pu and

U-233 containers resistant to small arms fire was deleted; (8) the

3 nclosure "A"
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export/import security plan approval requfrement was changed to

apply to all shipments ahd was clarified as to timing; (9) the
requirement for alarm stations to be considered vital areas was
changed; (10) the use of vault type rooms for storage of strategic
special nuclear material directly useable in a nuclear explosive
device was prohibited and the definition of vault changed to better
reflect the purpose of vaults; (11) the word immediately was deleted
from the requirementAthat armed response personnel be immediately
available; (12) definitions were added for deceit, stealth, and
force, and other changes in wording and language were made throughout
the rule to clarify the intent and be more specific in the meaning

of the requirements; (13) obsolete sections to be deleted when the
effective rule is published were noted; and (14) planning and implemen=

tation times were changéa.

After review of the latest round of comments, the foliowing
substantive changes have been made: (1) the definition of vault has
been further revised [to-account-for-the-response-time-of-on-stte
security-forces;-and-aiso-to-refiect-the-significance-of-the-detection
and-communication-aspects-of-the-site-security-system-in-determining
both-response-time-of-security-forces-and-penetration-deiay-time

required-of-the-vauit;] and required vault attributes have been added

to § 73.46(c)(5)(i); (2) the number of armed escorts required for

transfer, rail and road transportation of domestic shipments of SSNM
has been reduced from nine to seven individuals; (3) the requirement

for "penatration resistant" tamper-indicating containers for storage

4 Enclosure "A"
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of certain SSNM has been changed to tamper indicating containers;

(4) the requirement for a third closed circuit television monitor of
vaults has been changed; (5) a definition has been added for "undergoing
processing;" [ard] (6) planning and implementation times have been
changed; (7) the design basis threat relating to theft of strategic
special nuclear material has been modified and moved to § 73.1(a); (8)

the design basis threat statement relating to radislogical sabotage
(present § 73.55) has been modified and moved to § 73.1(a); and (9)

the phrase "reasonable assurance" replaces the phrase "high assurance"

in describing protection levels. In addition, changes in wording and

language have been made throughout the rule for clarification, and con-

forminq'changes in references to and by existing sections have been made.

The following discussion pertains to items (1) through (9)

above.

(i) Commenters noted that the definition of vault, while
attempting to specify a delay capability tied to the response time
of LLEA, failed to account for the significance of other aspects of
the security system, such as intrusion detection and communication,
in determining that response time. Additionally, the use of LLEA
response time as the criterion for measuring vault delay time was
critic{;ed as being impractical and ignoring the protection afforded

by response of the armed onsite security force. Accordingly, the

definition has been changed [to-account-for-these-factors-] and an

5 Enclosure "A"
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additional discussion of required vault attributes has been added to
§ 73.46.

(2) 1In determining a specific number of armed escorts for

domestic transfers, rail, and road shipments, the basic principles
were that force size be large enough to engage a small group of

attackers and delay theft and that this force would always be composed

of two distinct separated groups, so“ihat no\sing]e act which interrupted

communications of one group would totally dé;troy the ability to commu-
nicate to the movement control center. The Commission, in reviewing
the differences in performance that could be expected from different
group sizes, determined that seven armed individuals could provide

the necessary protection while lessening labor expense. The rule has
been changed accordingly.

(3) Comments questioned whether a "penetration resistant" tamper-
indicating container was adequately defined, available, or even
necessary. As the meaning of penetratfon resistant was not clear,
availability of containers was not certain, and the need for such
containers was not defined, the rule was changed to delete the terms

"penetration resistant."

(4) Commenters stated that requiring a third continuously
manned location to monitor closed circuit television was equivalent
to reqﬁiring a third alarm station. The intent of this provision
was to add a third factor to protect against collusion between the

two alarm station operators. After review, the Commission has

6 Enclosure "A"
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determined that this factor could be provided without the specific
requirements of a third CCTV monitor. The rule has been changed
accordingly.

(5) Commenters expressed confusion as to when protection
requirements were required while SSNM is undergoing procéssing. A
definition has been added to § 73.2 to define undergoing processing
and to clarify the distinction between such processing and storage

for application of protection requirements.

(6) The implementation schedule has been simplified. There is
now one schedule required for planning and implementing a revised
security program, rather than separate schedules for the externai
threat plan and internal conspiracy plan as previously propesed.

The prior two schedule approach was to permiE'time for development
of guidance for protection against the internal conspiracy. This
guidance has now been developed so that a schedule delay is not

necessary.

(7) Based upon review of the design basis threat, the previous

threat description stated as a general performance reguirement in

§ 73.20(a) has been modified to reflest a reference to the malevolent

act of concern (theft or diversion) rather than a reference to the

type of facility to be protected and has been moved to § 73.1. Appro-

priate reference changes have been made accordingly.

(8) The existing design basis threat stated in §73.55(a) for

nuclear power reactors has also been modified as in (7) above to be

7 Enclosure "A"
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referenced to the radiological sabotage threat rather than to the

facility to be protected and has been moved to § 73.1. Appropriate

reference changes have been made accordingly.

(9) The term "high assurance", as used to describe required pro-

tection levels in the general performance requirements of both existing

§ 73.55(a) for power reactors, and proposed § 73.20(a) for facilities
and transport activities processing formula quantities of SSNM, has
been deleted. Both general performance requirements now require a
physical protection system which "will provide reasonable assurance
that activities involving special nuclear material are not inimical
to the common defense and security, and do not constitute an unreason-
able risk to the public health and safety." This change will improve
consistency with existing reactor health and safety terminology, as
contained in existing re;ulations. It is important to note that this
change will not affect the Comnission'sAjudgments of what regulatory
requirements are necessary to assure provision of adequate safeguards
against radiological sabotage, theft or diversion. Regardless of
which modifier is used, the Commission is stil]l obliged by law to
assure that licensed activities do not pose an unreasonable risk to
the health and safety of the public and are not inimical to the

common defense and security.

In adopting these amendments, the Commission decided that the
requirements should not be made effective unti]l guidance had been

published assisting licensees in conforming to performance-oriented

8 Enclosure “A"
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physical protection requirements for affected facilities and activities.
Allowance for consideration of public comments on this guidance has

been built into the time period specifying the effactive date of the
amendments. [Eoncarrent-with] Prior to the publication of these amend-
ments, two guidance documents [are-being] have been published for public

comment. These are: (1) "Fixed Site Physical Protection Upgrade Rule

- 8

Guidance Compendium, Volumes I and II" and (2) Regulatory Guide 5.(SG904-4),
"Standard Format and Content, Physical Protection of Strategic Special

bog
|
i e
|
l
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feo
t‘ -‘v

Nuclear Material In Transit."

‘-—‘-r"—’

In addition, revisions to Regulatory Guides 5.7, "Exit/Entry

i

Control to Protected Areas, Vital Areas, and Material Access Areas,”
5.14, "The Use of Observation (Visual Surveillance) Techniques in
Material Access Areas," 5.44, "Perimeter Alarm Systems," and 5.57,
"Shipping and Receiving Control of Special Nuclear Material," have
been made. These documents also [witi-be] have been published for

comment.

Copies of these new and revised guidance documents are being
sent to persons who have expressed an interest in this matter.
Comments are being requested by (60 days after publication) so that
final guidance can be published by the time the rule becomes effective
on (126 days after publication). Copies of these documents also
will b; placed in the Commission's Public Document Room at 1717 H

Street, NW., Washington, D.C.

9 Enclosure "A"
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The Commission believes that a significant number of comments
for which no changes to the amendments were made will be satisfactorily
addressed by this guidance documentation to be published concurrently

with these amendments.

In addition to the comments that resulted in change§ in the
proposed amendments, the threat and gepera] performance requirements
were again questioned. The Commnssio; belieﬁgs it is worth restating
the purpose and intent of the threat characterization and its relationship

to the general performance requirements.

The purpose of the threat defined in the proposed amendments is
to define the general character of the domestic safeguards challenge.
It is intended to provide a design basis for physical protection
systems; therefore, additional adversary attributes are not necessary
to cerve this purpose. Physical protection systems, when designed
to the level specified in the general performance sections of the
rule and in accordance with the reference system specified in the
rule and other design guidance to be provided, will be responsive
to a general range of threats characterized by that stated in the
amendments.

Ni}h respect to specific numbers of adversaries, the numbers
are not_as significant as are the capabilities and resources of the
adversary. For example, the threat from a disorganized mob of fifty
or so people is much different from that of only a few well-organized,

well-trained people.

10 Enclosure "A"
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Given that the described threat is a design basis for a physical
protection system, additional design criteria are given in the form
of required system capabilities. These capabilities are further
supported by the subsystems and components of the reference systems
in the regulations designed to meet the general performance require=

ments and required capabilities.

The Commission has determined under Council of Environmental
Quality guidelines and the criferia 16 10 tFR Part 51 that an environ-
mental impact statement for the amendments to 10 CFR Part 73 is not
required. Concurrently with publication of the notice of proposed
rulemaking of July 5, 1977 (42 FR 34310), the Commission made available
in its Public Document room at 1717 H Street NW., Washington, D.C., an
"Environmental Impact Aporaisal of Amendments to 10 CFR Part 73" to
support a Negative Declaration. This document is appropriate for
the revised amendments as well.

Pursuant to the Atomic Energy Act of 1954, as amended, the
Energy Reorganization Act of 1974, as amended, and sections 552 and
553 of title 5 of the United States Code, notice is hereby given
that the “ollowing amendments to Title 10, Chapter 1, Code of Federal

Regulations, Parts 70 and 73, are published as a document subject to

codification.
1. Paragraph 73.1(a) of 10 CFR Part 73 is revised to read as

foilows:

Enclosure "A"
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§ 73.1 Purpose and scope.

(a) Purpose. This part preséribes requirements for the establish-
ment and maintenance of a physical protection system which will have
capabilities for the protection of special nuclear material at fixed
sites and in transit and of plants in which special nuclear material

is used[3]. The following design basis threats, where referenced in

ensuing sections of this part, shall be used to design protection

systems to protect against acts of radiological sabotage and to prevent
the theft of special nuclear material:

(1) Radiological Sabotage.

(i) A determinad violent external assault, attack by

stealth, or deceptive actions, of several persons with the following

attributes, assistance and eguipment: (A) well-trained (including :

military training and sk{11s)7and dedicated indiv?dua]s, (B) inside

assistance which may include a knowledgeable individual who attempts

to participate in both a passive role (e.g., provide information)

and an active role (e.g., facilitate entrance and exit, disable alarms

and communications, participate in violent attack), (C) suitable

weapons, up to and including hand-held automatic weapons, equipped

with silencers and having effective long range accuracy, (D) hand-

carried equipment, including incapacitating agents and explosives

for use as tools of entry or for otherwise destroying reactor,

facility, transporter, or container integrity or features of the

safequards system, and

(ii) an internal threat of an insider, including an

employee (in any position).
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(2) Theft or Diversion of Formula Quantities of Strategic
Special Nuclear Material

(i) A determined external assault, attack by stealth, f‘ii

or deceptive actions, by a small group with the following attributes,

assistance and equipment: (A) well-trained (including military training

and skills) and dedicated individuals, (B) inside assistance which may

b b T W
y o 2k
!

TR
P W ]“‘\1"’
4

include a knowledgeable individual who attempts to participate in both

a passive role (e.q., provide information) and an active role (e.qg.,

facilitate entrance and exit, disable alarms and communications, parti-

cipate in violent attack,) (C) suitable weapons, up to and including

hand-held automatic weapons, equipped with silencers and having

effective long range accuracy, (D) hand-carried equipment, including g

incapacitating agents and explosives for use as tools of entry or for i

otherwise destroying reactor, facility, transporter or container

integrity or features of the safeguards system, and (E) the ability to

operate as two or more teams,

(ii) An individual, including an emplovee (in any position), '

and

(iii) A conspiracy between individuals in any position

who may have: (A) access to and detailed knowledge of nuclear power t

plants-or the faciiities referred to in 73.20(a), or (B) it'ms that

could facilitate theft of special nuclear material (e.q., small tools,

substitute material, false documents, etc.), or both.

13 Enclosure "A"




{75%0-01] -

2. Paragraphs 73.2(c), (f), (h), (k), (n), and (p) of 10 CFR Part 73

are revised to read as follows:

§ 73.2 Definitions
As used in this part:

(c) "Guard" means a uniformed individualuarmed with a firearm
whose primary duty is the protection of special nuclear material
against theft, the protection of a plant against radiological sabotage,
or both.

x x x x "

(f) "Physical barrier" means
(1) Fences constructed of No. 11 American wire gauge, or heavier

wire fabric, topped by three strands or more of barbed wire or similar

material on brackets angled outward between 30° and 45° from the vertical,

with an overall height of not less than eight feet, including the barbed

topping;

(2) Building walls, ceilings and floors constructed of stone,
brick, cinder block, concrete, steel or comparable materials (openings
in which are secured by grates, doors, or covers of construction and
fastening of sufficient strength such that the integrity of the wall
is not lessened by any opening), or walls of similar construction,

not part of a building, provided with a barbed topping described in
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paragraph (f)(1) of this section of a height of not less than 8

feet; or

(3) Any other physical obstruction constructed in a manner and
of materials suitable for the purpose for which the obstruction is
intended.

(h) "Vital area" means any area which contains vital equipment.

» x ® x x

(k) "Isolation zone" means any area, clear of all objects
which could conceal or shield an individual, adjacent to a physical

barrier.

x x *x A 2

(n) "Vault" means‘h windowless enclosure [constructed] with
walls, floor, roof and door(s) [that-wiii-deiay-penetration-appro-
préate-to-the—response~tine-of-the-ioci%-iaw-euforcement-authorﬁty
that-wouid-respond-to-a-safeguards-contingency-at-the-siter] designed

and constructed to delay penetration from forced entry.

. x x x x

(p) "Radiological sabotage" means any deliberate act directed
against a plant or transport in which an activity licensed pursuant
to the regulations in this chapter is conducted, or against & com-
ponent of such a plant or transport which could directly or indirectly

endanger the public health and safety by exposure to radiation.
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3. Section 73.2 of 10 CFR Part 73 is amended to add paragraphs (z)
thru (i1).

§ 73.2 Definitions.
As used in this part:

x x * x x

(z) "Controlled access area"” means any temporarily or perma-
nently established clearly demarcated area, access to which is
controlled and which affords isolation of the material, equipment ar
persons within it.

(aa) “Strategic special nuclear material” means uranium-Z35
(contained in uranium enriched to 20 percent or more in the U-235
isotope), uranium-233, or plutonium.

(bb) "“Formula quanéity” means strategic special nuclear matarial
in any combination in a quantity of 5,000 grams or more computed by
the formula, grams = (grams contained U-ZBS) + 2.5 (grams U-233 +
grams plutonium).

(ce) "Transport" means any land, sea, or air conveyance or
modules for these conveyances such as rail cars or standardized
cargo containers.

(dd) "Incendiary device" means any self-contained device intended
to create an intense fire that can damage normally flame-resistant
or retardant materials.

(ee) "Movement control center" means an operaticns center which

is remote from transport activity and which maintains periodic
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position information on the movement of strategic special nuclear ;
material, receives reports of attempted attacks or thefts, provides !
a means for reporting these and other problems to appropriate agencies
and can request and coordinate appropriate aid.

(ff) "Force" means [potentiaiiy] violent methods used by an

adversary to attempt to [gain-unasthorized-access-or-introduce-unacthorized
nnter+ais°4nte-or-reuove-strategic-:pecﬁaiigyciear—nateriai-fron-protected
areas:-vftai-areas:-aateriai-aecess-areas:-éBntro%ied-access-areas:-or

transports:] steal strategic special nuclear material or sabotage a

nuclear facility cor violent methods used by response perscnnel to

protect against such adversary actions. : ;;

(gg) "Stealth" means [covert] methods used to attempt to gain
unauthorized access, [or] introduce [er-remeove] unauthorized materials,

or remove strategic special nuclear material, where the fact nf such

attempt is concealed or an attempt is made to conceal it.
(hh) “"Deceit" means methods used to attempt to gain unauthor-
ized access, [or] introduce [or-remove] unauthorized materials, or remove

strategic special nuclear materials, where the attempt involves falsifi-

cation to present the appearance of authorized access.

(ii) "Undergoing processing" means performing active operations
g F g

on material such as chemical transformation, enrichment, physical trans-

formation, or transit between such operations, to be differentiated

from storage or packaging for shipment.
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4. The undesignated first paragraph of section 73.6 is revised to
read as follows:
§ 73.6 Exemptions of certain quantities and kinds of special nuclear
material.
A licensee is exempt from the requirements of §§ 73.20, 73.24
73.25, 73.26, 73.27, 73.45, 73.46, 73.70 and 73.72 of this part, with
respect to the following special nuclear material:

.
\ .
x 5 x A *x a

§. Section 73.6 is amended to add paragraph (d) to read as follows:

§ 73.6 Exemptions of certain quantities and kinds of special nuclear
material.

(d) Special nuclear material that is being transported by
the United States Department of Energy transport system.

6. Sections 73.30 through 73.36; and 73.60 are deleted.

7. The undesignated first paragraph of Section 73.50 is revised to
read as follows:

§ 73.50 Requirements for physical protection of licensed activities.

Each licensee who [$s-authorized-te] possesses, uses, or stores
formula  quantities of strategic special nuclear material which is not
readily separable from other radioactive material and which has a total
external radiation dose rate in excess of 100 rems per hour at a

distance of 3 feet from any accessible surfacs without intervening
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shielding other than at a nuclear reactor facility licensed pursuant

to Part 50 of this chapter shall toaply with the following:

* x x x Al

8. Paragraph 73.40(a) 1s:revisod to read as follows:

§ 73.40 Physical protection: General requirements at fixed sites.

(a) Each licensee shall provide physical protection against

[industriat] radiological ;abotéﬁe ah¢ against theft of special nuclear
material at the fixed sites where lfé;nsed activities are conducted.
Physical security systems shall be established and maintained by the
licensee in accordance with security plans approved by the Nuclear

Regulatory Cemmission.

9. Paragraph 73.40(b) is revised to replace references to §§ 73.50
and 73.60 with references to §§ 73.20; 73.24; 73.25; 73.26; 73.45;
and 73.46.

10. New sections 73.20, 73.24; 73.25, 73.26, 73.27, 73.45 and 73.46

are added to read as follows:

§ 73.20 General Performance Requirements.

(a) In addition to any other requirements of this part, each
licensee who is authorized to cperate a fuel reprocessing piant
pursuant to Part 50 of this chapter; possesses or uses formula
quantities of strategic special nuclear material at any site or
contiguous sites subject to control by the licensee; is authorized

to transport or deliver to a carrier for transportation pursuant to
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Part 70 of this chapter formula quantities of strategic special

nuclear material; takes delivery of formula quantities of strategic
special nuclear material free on board (f.o0.b.) the point at which it
is delivered to a carrier for transportation; or imports or exports
formula quantities of strategic special nuclear material, shall estab-
1ish and maintain or make arrangements for a physical protection system

which will provide reasonable assurance that activities involving

special nuclear material are not inimical to the common defense and

security, and do not consiitute an unreasonable risk to the public

health and safety. The physical protection system shall be designed

to protect against the design basis threats of theft or diversion of

strategic special nuclear material and radiological sabotage as stated

in § 73.1(a).

(b) To meet the génera] performance requirements of paragraph (a)
of this section a licensee shall establish and maintain, or arrange
for, a physical protection system that:

(1) provides the performance capabilities described in sec-
tion 73.25 for in-transit protection or in Section 73.45 for fixed
site protection unless otherwise authorized by the Commission;

(2) 1is designed with sufficient redundancy and diversity to
assure maintenance of the capabilities described in section 73.25 or
73.45; and

(3) includes a testing and maintenance program to assure control
over all activities and devices affecting the effectiveness, reliabil-

ity, and availability of the physical protection system, including a

20 Enclosure “A"

LA R R ol N

Y

e o

e ———— T
. LT fuw =



[7590-01]

demonstration that any defects of such activities and devices will

be promptly detected and corrected for the total period of time they |

are required as a part of the physical protection system. }j..
(c) Each licensee subject to the requirements of paragraphs (a) f; ‘.
and (b) of this section shall: : § ;'

(1) within [328] 150 days after the effective date of these Lj;
amendments, submit a revised fixed site safgguards physical protection ;H
plan and, if appropriate, a revised safeguafas transportation protection ;53;:
plan describing how the licensee will comply with the requirements |
of paragraph(s] (a)[{33-and-€a3€23] of this section; and

(2) within [368] 360 days after the effective date of these P
amendments or 90 days after the plan submitted pursuant to para-
graph (¢)(1) of this section is approved, whichever is later, imple-
ment the approved plan except for activities specifically identified
by the licensee which involve new _onstruction, significant physical
modification of existing structures or'major equipment installation
for which 540 days after the effective date of these amendments or
180 days after the plan(s) is approved, whichever is later, will be
allowed.

[€3)--within-216-days-after-the-effective-date-of-these-amend-
ments-submit-a-revised-fixed-site-safeguards-physicai-protection
pian-and;-if-appropriate;-a-revised-safeguards-transportation-pro-
tection-pian-describing-how-the-iicensee-witi-compiy-with-the-require~

ments-of-paragraph-faj{3)-of-this-sections-and
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f4)--within-396-days-after-the-effeactive-date-of-these-amendments
or-96-days-after-the-pianfs)-submitted-pursuant-to-paragraph-fcif3)
of-this-sec*ion-ts-approved;-whichever-is-jater;-impiement-the
approved-pian-except-for-activities-specificatiy-identified-by-the
ticensee-which-invoive-new-construction;-significant-modification-of
existing-structures-or-major-equipment-instaiiation-for-which-548
days-after-the-effective-date-or-thesé-amendments-or-186-cays-after

the-pian(s)-is~apprcved:-whichever-is-iater§:i4§§-be-a§iowedr]

§ 73.24 Prohibitions.

(a) Except as specifically approved by the Nuclear Regulatory
Commission, no shipment of special nuclear material shall be made in
passenger aircraft in excess of (i) 20 grams or 20 curies, whichever
is less, of plutonium or uranium=-233, or (ii) 350 grams<of uranium=-235
(contained in uranium enriched to 20 percent or more in the U-235
isotope).

(b) For any series of shipments of strategic special nuclear

material by a licensee to the same or different consignee in which

individual shipments are less than the gquantities requiring physical
protection in transit under 10 CFR 73.1(b)(2), but the total quantity
for the series exceeds the formula quantity of strategic special
nuclear.material the licensee shall confirm and log the arrival, at
the final destination, of each shipment in the series before releasing

the subsequent shipment.
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§ 73.25 Performance capabilities fﬁr physical protection of strategic
special nuclear material in transit.

(a) To meet the general performance requirements of § 73.20 an
in-transit physical protection system shall include the performance
capabilities described in paragraphs (b) through (d) of this section
unless otherwise authorized by the Commission.

(b) Restrict access to and activity in the vicinity of transports
and strategic special nuclear material. To achieve this capability
the physical protection system shall:

(1) Minimize the vulnerability of the strategic special nuclear
material by using the following subfunctions and procedures:

(i) Preplanning itineraries for the movement of strategic
special nuclear material;

(ii) Periodically updating knowledge of route conditions for
the movement of strategic special nuclear material;

(iii) Maintaining knowledge of the status and positicn of the
strategic special nuclear material en route; and

(iv) Determining and communicating alternative itineraries en
route as conditions warrant.

(2) Detect and delay any unauthorized attempt to gain access
or introduce unauthorized materials by stealth or force into the

vicinity of transports [at-ai}-stops] and strategic special nuclear

material using the following subsystems and subfunctions:
(i) Controlled access areas to isolate strategic special nuclear

material [or] and transports [at-aii-stops] to assure that unauthorized
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persons [or-materiais] shall not have direct access to, and unauthorized

|
|
materials shall not be introduced into the vicinity of, the transports ;
[er] and strategic special nuclear material, and i
|
|

(ii) Access detection subsystems and procedures to detect,
assess and communicate any unauthorized penetration (or such attempts) e,
of a controlled access area by persuns, veﬁicles or materials [at-the |
time-of-the-penetration-(or-attempti]’%o that the response [can-prevent
the-penetration-fer-attempt)-from-resuiting-in-the-theft-of-strategic L;::_

specisi-nuciear-materiai-or-radiotogicai-sabotager] will satisfy the Lo

general performance requirements of § 73.20(a).

[¢3)--Betect-and-deiay-any-unacthorized-attempt-to-gain-access L
by-steatth-or-force into-the-vicinity-of-strategic-spectai-nuciear

materiai-on-board-moving-transports-using-the-fotiowing-subsystems

3 v

and-subfanctionss]
[(i)--Eontro%ied-access-areas-to-assure-unauthorized-persons-shaii-‘
not-have-direct-access-to-the-strategic-spectai-nociear-materiais;-
€11)--Secured-cargo-compartments;-and-
£114)--Monitoring-and-surveiiiance-subsystems-and-procedures-%o
detects-assess-and-communicate-any-unsuthorized-access-into-the
vicinity-of-strategic-spectai-nuciear-materiai-or-penetration-of
cargo-compartments-or-controiied-access-areas-for-such-attempts)-
so-that-the-response-can-prevent-the-theft-of-strategic-speciat

noc ear-materiais]
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(3) Detect attempts to gain unauthorized access or introduce

-

unauthorized materials into the vicirity of transports by deceit
using t"e following subsystems and subfunctions: :
(i) Access authorization controls and procedures Lo provide ;312;
current authorization schedules and access criteria for persons, £
materials anc vehicles; and -
(ii) Access conirols and procedures to verify the identity of ?ﬁff
persons, materials and vehicles and assess such identity against t?i.i
currrent authorization schecules and access criteria before permitting u,f;
access and to initiate response measures to deny unauthaorized entries. ‘

(c) Prevent or delay unauthorized entry or introduction cf

unauthorized materials into, and unauthorized removal of, strategic
special nuclear material from transports. To achieve this capability
the physical protection ;ystem shall: ‘ !
(1) Detect attempts to gain unauthorized entry or intreduze |
unauthorized materials into transports 5y deceit using the fullowing
subsystems and subfunctions:
(i) Access authorization controls and procedures to provide

current authorization schedules and entry criteria for access into

transports for bath perssns and materiais; and

(ii) Entry controls and procedures to verify the identity of
persons and materials and to permit transport entry only to those
persons and materiais specified by the current authorization schedules

and entry criteria.
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(2) Detect attempts to gain unauthorized entry or introduce
unauthorized material into transports by stealth or force using the
following subsystems and subfunctions:

(i) Transport features to delay access to strategic special
nuclear material sufficient to permit the detection and response
systems to function so as to [pravent-the-theft-of-strategic-spcctat

nuciear-materiai;] satisfy the general performance requirements of
o,

§ 73.20(a); . - e i a1 O By S

(i1) Inspection and detection subsystems and procedures to detect

unauthorized tampering with transports and cargo containers; and
(ii1) Surveillance subsystems and procedures to detect, assess
and communicate any unauthorized presence of persons or materials
and any unauthorized attempt to penetrate the transport so that the
response [can-prevent-the-theft-of-strategic-speciat-nociear-mazteriat-

will satisfy the general performance reguirements of § 73.20(a).

(3) Prevent unauthorized removal of strategic special nuclear
material from transports by deceit using the following subsystems
and subfunctions:

(i) Authorization controls and procedures to provide current
schedules for authorized removal of strategic special nuclear material
which specify the persons authorized to remove and receive the
material, the authorized times for such removal and receipt and

authorized places for such removal and receipt.
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(i) Removal controls and procedures to establish [removai
procedures] activities for transferring carge in emergency situations;
and

(iii) Removal controls and procedures to permit removal of
strategic special nuclear material only after verification of the
identity of persons removing or receiving the strategic special
nucfear material, and the identity and integrity of the strategic
special nuclear material being removed from tfansports. ‘

(4) Detect attempts to remove strategic special nuclear material
from transports by stealth or force using the following subsystems
and subfunctions:

(i) Transport features to delay unauthorized strategic special
nuclear material removal attempts sufficient to assist detection and
permit a response to [prevent-the-theft-of-strategic-speciai-nociear

materiat] satisfy the general performance requirements of § 73.20(a);

and

(ii) Detaction subsystems and prucedures to detect, assess and

communicate any attempts at unauthorized removal of strategic special
nuclear material so that response to the attempt can be such as to
[prevent-the-removai-theft-of-strategic-spectai-nuciear-materiai]

satisfy the general performance requirements of § 73.20(a).

(d) Respond to safeguards contingencies and emergencies to
assure that the two capabilities (b) and (c) of this section are

achieved, and to engage and impede adversary forces until local law
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enforcement forces arrive. To achieve this capability, the physical
protection system shall:

(1) Respond rapidly and effectively to safeguards contingencies
and emergencies using the following subsystems and subfunctions:

(1) A security organization composed of trained and
qualified personnel, including armed escorts, one of whom is desig-
nated as escort commander, with procedures for command and control,
to execute response functions.

(ii) Assessment procedures to assess the nature and extent
of security related incidents.

(iii) A predetermined plan to respond to safeguards contin-

gency events.

(iv) Equipment and procedures to enable responses to

security related incidents sufficiently rapid and effective to
achieve the predetermined objective of cach action.

(v) Equipment, vehicle design features, and procedures to
protect security organization personnel, including those at the
movement control center, in their performance of assessment and
response related functions.

(2) Transmit detection, assessment and other response related
information using the following subsystems and subfunctions:

(i) Communications equipment and procedures to rapidly
and accurately transmit security information among armed escorts.

(ii) Equipment and procedures for two-way communcations

between the escort commander and the movement control center to
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rapidly and accurately transmit assessment information and requests
for assistance by local law enforcement forces, and to coordinate
such assistance.

(iii) Communications equipment and procedures for the armed
escorts and the movement control center personnel to notify local
law enforcement forces of the need for assistance.

(3) Establish liaisons with local law enforcement authorities
to arrange for assistance en route.

(4) Assure tha® a single adversary action cannot destroy the
capability of armed escorts to notify the local law enforcement

forces of the need for assistance.

§ 73.26 Transportation Physical Protection Systems, Subsystems,
(Etements;] Components, and Procedures.
(a) A transportation physical protection system established
pursuant to the general performance requirements of § 73.20 and
performance capability requirements of § 73.25 of this part shall

include, but are not necessarily limited to, the measures specified

in paragraphs (b) through (1) of this section. The Commission may

require, depending on the individual transportation conditions or
circumstances, alternate or additional measures deemed necessary to
meet the general performance requirements of § 73.20 of this part.
The Commission also may authorize protection measures other than

those required by this section if, in its opinion, the overall level
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of performance meets the general performance requirements of § 73.20
and the performance capability requirements of § 73.25 of this part.
(b) Planning and Scheduling.
(1) Shipments shall be scheduled to avoid regular patterns and
preplanned to avoid areas of natural disaster or civil disarders,

such as strikes or riots. Such shipments shall be planned in order

to avoid storage times in excess of 24 hours and to assure that

deliveries occur at a time when the receiver at the final delivery
point is present to accept the shipment.

(2) Arrangements shall be made w!th law enforcement authorities
along the route of shipments for their response to an emergency or a
call for assistance.

(3) Security arrangements for each shipment shall be approved
by the Nuclear Regulatory Commission prior to the time for the seven-
day notice required by § 73.72. Information to be supplied to the
Commission in addition to the general security plan information is

as follows:

(i) Shipper, consignee, carriers, transfer points, modes of
shipment,
(ii) Point where escorts will relinquish responsibility or will
accept .responsibility for the shipment,
(iii) Arrangements made for transfer of shipment security, and

(iv) Security arrangements at point where escorts accept respon-

sibility for an import shipment.
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(4) Hand-to-hand receipts shall be completed at origin and
destination and at all points eiroute where there is a transfer of
custody.

(c) Export/Import Shipments

(1) A licensee who imports a formula quantity of strategic
special nuclear material shall make arrangements to assure that the
material will be protected in transit as follows:

(i) An individual designated by the li;énsee or his agent, or
as specified by a contract of carriage, shall confirm the container
count and examine locks and/or seals for evidence of tampering, at
the first place in the United States at which the shipment is dis-
charged from the arriving carrier.

(ii) The shipment shall be protected at all times within the
geographical limits of the United States as provided in this section
and §§ 73.25 and 73.27.

(2) A Ticensee who exports a forﬁula quantity of strategic
special nuclear material shall comply with the requirements of this
section and §§ 73.25 and 73.27, as applicable, up to the first point
where the shipment is taken off the transport outside the United
States.

(d) Security Organization.

(1) The licensee or his agent shall establish a transportation

security organization, including armed escorts, armed response

personnel or guards, and a movement control center manned and equipped

to monitor and control shipments, to communicate with local law
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enforcement authorities, and to resﬁond to safeguards contingencies.
A1l individuals engaged in the protection of a shipment, including
armed escorts, armed response personnel, employees of the licensee
or his agent who accompany the shipment, and the operators in the
movement control center shall have an NRC or DOE [materiai] access
authorization.l/

(2) At least one full time member of the security organization
who has the authority to direct the physical protection activities
of the security organization shall be on duty at the movement control
center during the course of any shipment.

(3) The licensee or his agent shall establish, maintain, and
follow a management system to provide for the development, revisior,
implementation, and enforcement of transportation physical protection
procedures. The system shall include:

(i) Written security procedures which document the structure
of the transportation security organization and which detail the
duties of drivers and escorts and other individuals responsible for
security; and

(ii) Provision for written approval of such procedures and any
revisions thereto by the individual with overall respensibility for

the security function.

l/Proposed amendments requiring an NRC material access authorization
program for licensee access to or control over special nuclear mate-
rial (SECY-76-508) were published as a proposed rule on March 17, 1977
(42 FR 14880) and were discussed in a public hearing on July 10, 11,
and 12, 1978.
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(4) Neither the licensee or his agent shall permit an individ-
Jal to act as an escort or other security organization member unless
such individual has been trained, equipped, and qualified to perform
each assigned security job duty in accordance with Appendix B, of
this part, “General Criteria for Security Personnel." [tc-be-pubiished

soon-as-an-effective-rute] Upon the request of an authorized representa-

tive of the Commission the licensee or his agent shall demonstrate the
ability of the physical security personnel to cérr& out their assigned
duties and responsibilities. Armed escorts shall requalify in accord-
ance with Appendix 8 of this part at least every 12 months. Such
requalification shall be documented.

(e) Contingency and Response Plans and Procedures.

(1) The licensee or his agent shall establish, maintain, and
follow a safeguards coné}ngency plan for dealing with threats, thefts,
and radiological sabotage related to strategic special nuclear mate-
rial in transit subject to the provisions of this section. Such safe-
guards contingency plan shall be in accordance with the criteria in
Appendix C to this part, "Licensee Safeguards Contingency Plan"

(43 FR 11962).

(2) Upon detection of abnormal presence or activity of persons or
vehicles attempting to penetrate a moving convoy or persons attempting
to gain access to a parked cargo vehicle or upon evidence or indication
of penetration of the cargo vehicle the armed escorts or other armed

response personnel shall:
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/. Determine whether or not a threat exists;
(1i) Assess the extent of the threat, if any;
(ii1) Take immediate concurrent measures to neutralize the threat
by:
(a) Making the necessary tactical moves to prevent or impede

acts of radiological sabotage or theft of strategic special nuclear

material, and

~

(b) Informing local law enforcement agencies of the threat and
requesting assistarce.

(3) The licensee or his agent shall instruct every armed
escort and all armed response personnel to prevent or impede acts of
radiological sabotage or theft of strategic special material by
using sufficient force to counter the force directed at him or her
including the use of deadly force when armcd escorts or armed response
persocnnel have a reasonable belief that it is necessary in self-defense
or in the defense of others.

(f) Transfer and Storage of Strategic Special Nuclear
Material for Domestic Shipments.

(1) Strategic special nuclear material shall be placed in a
protected area at transfer points if transfer is not immediate from
one transport to another. Where a protected area is not available a
controlled access area shall be established for the shipment. The
transport may serve as a controlled access area.

(2) A1l transfers shall be protected by at least [nine] seven

armed escorts or other armed personnel - one of whom shall serve as
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commander. At least [seven] five of the armed personnel (including
the commander) shall be available to protect the shipment and at least

three of the [seven] five shall keep the strategic special nuclear mate-

rial under continuous surveillance while it is at the transfer point.
The two remaining armed personnel shall take up . positions at a
remote monitoring location. The remote location may be a radio-
equipped vehicle or a nearby place, apart fppn the shipment area, so
that a single act cannot remove the capabil%;y of the personnel
protecting the shipment for calling for assistance. Each of the
[nine] seven armed escorts of other armed personnel shall be capable
of maintaining communication with each other. The commander shall
have the capability to communicate with the personnel at the remote
location and with local law enforcement agencies for emergency
assistance. In addition, the armed escort personnel at the remote
Tocation shaii have the capability to communicate with the law
enforcement agencies and with the shipﬁent movement control center.
The commander shall call the remote location at least every 30
minutes to report the status of Lhe shipment. If the calls are not
received within the prescribed time, the personnel in the remote
location shall request assistance from the law enforcement author-
ities,~notify the chipment movement control center and initiate the
appropriate contingency plans. Armed escorts or other armed personnel
shall observe the opening of the cargo compartment of the incoming
transport and ensure that the shipment is complete by checking locks

and seals. A shipment loaded onto or transferred to another transport
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shall be checked to assure complete loading or transfer. Continuous

visual surveillance of the cargo compartment shall be maintained up
to the time the transport departs from the terminal. The escorts
shall observe the transport until it has departed and shall notify
the licensee or his agent of the latest status immediately thereafter.

(g) Access Control Subsystems and Procedures.

(1) A numbered picture badge identification procedure shall be
used to identify all individuals who will have custody of a shipment.
The identirication procedure shall require that the individual who
has possession of the strategic special nuclear material shall have,
in advance, identification picture badges of all individuals who are
to assume custody for the shipment. The shipment shall be released
only when the individual who has possession of strategic special
nuclear material has assured positive identification of all of the
persons assuming custody for the shipment by comparing the copies of
the identification badges that [he-has] have been received in advance

to the identification badges [that-the] carried by the individuals who

will assume custody of the shipment [carry].

(2) Access to protected areas, controlled access areas, trans-
ports, escort vehicles, aircraft, rail cars, and containers where
strategic special nuclear material is contained shall be limited to
individuals authorized access to these areas after they have been

properly identified.
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(3) Strategic special nuclear material shall be shipped in {
containers that are protected by.tamper-indicating seals. The con- LE'
tainers also shall be locked if they are not in another locked
container or transport. The outermost container or transport also ['*fi
shall be protected by tamper-indicating seals. 1 ii;

(h) Test and Maintenance Programs.

The licensee or his agent shall establish, maintain and follow
a test and maintenance program for communications equipment and
other physical protection related devices and equipment used pursuant

to this section which shall include the following:

(1) Tests and inspections shall be conducted during the instal-
lation, and construction of physical protection related subsystems
and components to assure that they comply with their respective
design criteria and per%ormance specifications. v

(2) Preoperational tests and inspections shall be conducted
for physical protection related subsysiems and components
to demonstrate their effectiveness, availability, and reliability
with respet to their respective design criteria and performance
specifications.

(3) Operational tests and inspections shall be conducted for
physical protection related subsystems and components to assure
their maintenance in an operable and effective condition.

(4) Preventive maintenance programs shall be established for
physical protection related subsystems and components to assure

their continued maintenance in an operable and effective condition.
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(5) A1l physical protection related subsystems and components
shall be maintained in operable condition. Corrective action pro-
cedur2s and compensatory measures shall be developed and employed to
assure that the effectiveness of the physical protection system is
not reduced by any single failure or other contingencies affecting

the operation of the physical protection related equipment or

structures.

-~

(6) The transportation security program shall be reviewed at
least every 12 months or prior to each use, whichever is greater, by
individuals independent of both security management and security
supervision. Such a review shall include a review and audit of
security procedures and practices, evaluation of the effectiveness
of the physical protection system, an audit of the physical protec-
tion system testing and maintsnance program, and an audit of commit-
ments established for response by local law enforcement authorities.

The results of the review and audit along with recommendations for

improvements shall be documented, reported to the responsible crgani-

zation management, and kept available for inspection for a period of
five years.

(i) Shipment by road.

(1) A detailed route plan shall be prepared which shows the
routes ‘to be taken, the refueling and rest stops, and the call-in

times to the movement control center. All shipments shall be made
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on primary highways with minimum use of secondary roads. A1l ship-
ments shall be made without intermediate stops except for refueling,
rest or emergency stops.

(2) Cargo compartments of the trucks or trailers shall be
Tocked and protected by tamper-indicating seals.

(3) The shipment shall be protected by one of the following
methods: 3

(i) A specially designed cargo vehicle truck or trailer that
reduces the vulnerability to theft. Design features of the truck or
trailer shall permit immobilization of the truck or of the cargo-
carrying portion of the vehicle and shall provide a deterrent to
physical penetration of the cargo compartment. Two ceparate escort
vehicles shall accompany the cargo vehicle. There shall be a total
of [nine] seven armed escorts with at least two in the cargo vehicle.
Escorts may also operate the cargo and escort vehicles.

(ii) An armored car cargo vehicie. Three separate escort
vehicles shall accompany such a cargo v:2hicle. There shall be a
total of [nine] seven armed escorts, with at least two in the cargo
vehicle. Escorts may also operate the cargo and escort vehicles,

(4) A1l escort vehicles shall be bullet-resisting.

(5) Procedures shall be established to assure that no unauthor-
ized persons or materials are on the cargo vehicle before strategic
special nuclear material is lcaded, or on the escort vehicles, imme-

diately before the trip begins.
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(6) Cargo and escort vehicles shall maintain continuous intra-
convoy two-way communication. In additicn at least two of the
vehicles shall be equipped with radio telephones having the capabil-
ity of communicating with the movement control center. A redundant
means of communication shall also be available. Calls to the move-
ment control center shall be made at least every half hour to convey
the status and position of the shipment. In the event no call is
received in accordance with these requirements, the Ticensee or his
agent shall immediately notify the law enforcement authorities and

the appropriate Nuclear Regulatory Commission Inspection and Enforce-

ment Regicnal Office listed in Appendix A of this part and initiate
the appropriate contingency plan.

(7) At refueling, rest, or emergency stops at least [nine] seven
armed escorts or other armed personnel shall be available to protect
the shipment and at least three armed escorts or other armed personnel
shall maintain continuous visual surveillance of the cargo
compartment.

(8) Transfers to and from other modes of transportation shall
be in accordance with paragraph (f) of this section.

(j) Shipment by Air.

(1) A1l shipments on commercial cargo aircraft shall be accom
panied by two armed escorts who shall be able to converse in a

common language with the captain of the aircraft.
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(2) Transfers of these shipments shall be minimized and shall
be conducted in accordance with paragraph (f) of this section. Such
shipments shall be scheduled so that the strategic special nuclear
material is loaded last and unloaded first.

(3) At scheduled stops, at least [nine] seven armed escorts or
other armed personnel shall be available to protect the shipment and
at least three armed escorts or other armed personnel shall maintain
continuous visual-surveillance of the cargo compartment.

(4) Export shipments shall be accompanied by two armed escorts
from the last terminal in the United States until the shipment is
unloaded at a foreign terminal and prime responsibility for physical
protection is assumed by agents of the consignee. While on foreign
soil, the escorts may surrender their weapons to legally constituted
local authorities. Aftér leaving the last terminal in the United
States the shipment shall be scheduled with no intermediate stops.

(5) Import shipments shall be acéompanied by two armed escorts
at all times within the geographical limits of the United States.
These escorts shall provide physical protection for the shipment
until relieved by verified agents of the U.S. consignee.

(6) Procedures shall be established to assure that no unauthor-
ized persons or material are on the aircraft before strategic special
nuclear material is loaded on board.

(7) Arrangements shall be made at all domestic airports to

assure that the [nine] seven required armed escorts or other armed
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personnel are available and that the required security measures will
be taken upon landing.
(8) Arrangements shall be made at the foreign terminal at

which the shipment is to be unloaded to assure that security measures

will be taken on arrival. A f};
(k) Shipment by Rail. B
(1) A shipment by rail shall be escorted by [nine] seven armed |

escorts in the shipment car or an escort cé;:next to the shipment car

of the train. At least threé escorts shall keep the shipment -~ar under

continuous visual surveillance. Escorts shall detrain at stops when

practicable and time permits to maintain the shipment cars under f:~:

continuous visual surveillance and to check car or container locks

and seals.

(2) Procedures shall be established to assure that no unacthor-
ized persons or materials are orn the shipment or escort car before ' E
strategic special nuclear material is Toaded on board. |

(3) Only containers weighing 5000 1bs or more shall be shipped |
on open rail cars. i

(4) A voice communication capability between the escorts and
the movement control center shall be maintained. A redundant means
¢f continuous communication aiso shall be available. Calls to the
movement control center shall be made at least every half hour to
convey the status and position of the shipment. In the event no
call is received in accordance with these requirements, the licensee

or his agent shall immediately notify the law enforcement authorities
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and the appropriate Nuclear Regulatory Commission Regicnal Office
listed in Appendix A of this part and initiate their contingency plan.

(5) Transfer to and from other modes of transportation shall

be in accordance with paragraph (f) of this section.

I

(1) Shipment by Sea

(1) Shipments shall be made only on container-ships. The

W9

> = y—— ————
g .

strategic special nuclear material containeggs) shall be loaded into

-
exclusive use cargo containers conforming to American National

v AR T
- y

Standards Institute (ANSI) MH5.1 or International Standards Organiza-

TR L

tion (ISO) 1496. Locks and seals shall be inspected by the escorts
whenever access is possible.
(2) A1l shipments shall be accompanied by two armed escorts
who shall be able to converse in a common language with.the captain
of the ship.
(3) Minimum domestic ports of call shall be scheduled and
there shall be no scheduled transfer to other vessels after the
shipment leaves the last port in the United States. Transfer to and
from other modes of transportation shall be in accordance with
paragraph (f) of this section. |
(4) At all ports of call the escorts shall ensure that the
shipment is not removed. At Teast two armed escorts or other armed
personnel shall maintain continuous visual surveillance oi the cargo
arca wherz the container is stored up to the time the ship departs.
(5) Export shipment shall be accompanied by two armed escorts

from the last port in the United States until the shipment is unloaded
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at a foreign terminal and prime resbonsib11ity for physical protection
is assumed by agents of the consignee. While on foreign soil, the
escorts may surrender their weapons to legally constituted local
authorities.

(6) Tmport shipments shall be accompanied by two grmeq escorts
at all times within the geographical limits of the United States.
These escorts shall provide physical protection for the shipment
untj] fg]jeveq_by'veriffeq.agentgugf.tbg‘yﬂ§.“coqugnee. x

(7) Ship-to-shore communications shall be available, and a
ship-to-shore contact shall be made every six hours to relay position
information, and the status of the shipment.

(8) Arrangements shall be made at the foreign terminals at
which the shipment is to be unloaded to assure that security measures

will be taken uron arrival.

§ 73.27 Notification Requirements.

(a) (1) A licensee who delivers formula quantities of strategic
special nuclear material to a carrier for transport shall immediately
notify the consignee by telephone, telegraph, or teletype, of the
time of departure of the shipment, and shall notify or confirm with
the consignee the method of transportation, including the names of
carriers, and the estimated time of arrival of the shipment at its
destination. (2) In the case of a shipment (f.o0.b.) the point
where it is delivered to a carrier for transport, a licensee shall,

before the shipment is delivered to the carrier, obtain written
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certification from the licensee who‘is to take delivery of the
shipment at the f.o.b. point that the physical protection arrange-
ments required by §§ 73.25 and 73.26 for licensed shipments have
been made. When a contractor exempt from the requirements for a
Commission license is the consignee of a shipment, the licensee
shall, before the shipment is delivered to the caréier, obtain
written certification from the contractor who is to take delivery of

-.the shipment at the f.o.b. point that the physical protection arrange-

ments required by the United States Department of Energy [Manuai
Ehapters-2481-or-2485] Order Nos. 5632.1 or 5632.2, as appropriate,

have been made. (3) A licensee who delivers formula quantities of
strategic special nuclear material to a carrier for transport or
releases such special nuclear material f.o.b. at the point where it
is delivered to a carrier for transport shall also make arrangements
with the consignee to be notified immediately by telephone and
telegraph, teletype, or cable, of the arrival of the shipment at its
destination or of any such shipment that is lost or unaccounted for
after the estimated time of arrival at its destination.

(b) Each licensee who receives a shipment of formula quantities
of strategic special nuclear material shall immediately notify by
telephone and telegraph or teletype, the person who delivered the
material to a carrier for transport and the Director of the appro-
priate Nuclear Regulatory Commission Inspection and Enforcement
Regional Office listed in Appendix A of the arrival of the shipment
at its destination. When a United States Depa(tment of Energy
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license-exempt contractor is the consignee, the licensee who is the
consignor shall notify by telephone and telegraph, or teletype, the >
Director of the appropriate Nuclear Regulatory Commission Inspection

and Enforcement Regional Office listed in Appendix A of the arrival ,?%/:

¢f the shipment at its destination immediately upon being notified
of the receipt of the shipment by the license-exempt contractor as
arranged pursuant to paragraph (a)(3) of this section. In the event % }
such a shipment fails to arrive at its desi%%ation at the estimated I %;&é%;
time, or in the case of an export shipment, the licensee who exported :
the shipment, shall immediately notify by telephone and telegraph or ‘
teletype, the Director of the appropriate Nuclear Reguiatory Commis- | 4L
sion Insyection and Enforcement Regional Office listed in Appendix A !
of this part, and the licensee or other person who delivered the
material to a carrier for transport. The licensee who made the 2
physical protection arrangements shall also immediately notify by

telephone and telegraph, or teletype, the Director of the appropriate :
Nuclear Regulatory Commission Inspection and Enforcement Regional b
Office Tisted in Appendix A of the action being taken to trace the b
shipment.

(c) Each licensee who makes arrangements for physical protec-
tion of, a shipment of formula quantities of strategic special nuclear
material as required by §§ 73.25 and 73.26 shall immediately conduct
a trace investigation of any shipment that is lost or unaccounted
for after the estimated arrival time and file a report with the

Commission as specified in § 73.71. [if—the-*fcensee-who-conducts
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the-trace-investigation-is-not-the-consignee;-he-shaii-aiso-immedi-
ateiy-report-the-resuits-of-his-investigation-by-teiephone-and
tetegrapn; -or-teietype-to-the-consigneer]

§ 73.45 Performance Capabilities for Fixed Site Physical Protection

Systems.

(a) To meet the general performance requirements of § 73.20 a
fixed site physical protection systen’%hall_incIude the performance
capabilities described in paragraphs (b) thrgbgh (g) of this section
unless otherwise authorized by the Commission.

(b) Prevent unauthorized access of persons, vehicles and materials
into material access areas and vital areas. To achieve this capability
the physical protection system shall:

(1) Detect attempts to gain unauthorized access or introduce
unauthorized material across material access or vital area boundaries
by stealth or force using the following subsystems and subfunctions:

(i) Barriers to channel persons aﬁd material to material
access and vital area entry control points and to delay any unautho-
rized penetration attempts by persons or materials sufficient to
assist detection and permit a response that will prevent the penetra-
tion; and

(i) Access detection subsystems and procedures to detect,
assess and communicate any unauthorized penetration attempts by
persons or materials at the time of the attempt so that the response

can prevent the unauthorized access or penetration.
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(2) Detect attempts to gain unauthorized access or introduce

unauthorized materials into material access areas or vital areas by
deceit using the following subsystems and subfunctions:

(i) Access authorization controls and procedures to provide

current authorization schedules and entry criteria for both persons
and materials; and

(ii) Entry controls and procedurés to verify the identity of
persons and materials and assess such identity against current
authorization schedules and entry criteria before permitting entry
and to initiate response measures to deny unauthorized entries.

(c) Permit only authorized activities and conditions within

protected areas, material access areas, and vital areas. To achieve
this capabilitiy the physical protection system shall:

(1) Detect unauthorized activities or conditions within pro-
tected areas, material access areas and vital areas using the following

subsystems and subfunctions:

(i) Controls and procedures that establish current schedules é
of authorized activities and conditicns in defined areas;
(ii) Boundaries to define areas within which the authorized
activities and conditions are permitted; and
(ii1) Detection and surveillance subsystems and procedures to

discover and assess unauthorized activities and conditions and l 1
communicate them so that response can be such as to stop the activity | 1
|

or correct the conditions [before-strategic-speciai-nuciear-materiat
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ts-stoten-or-radioiogicai-sabotage-committed] to satisfy the general

performance requirements of § 73.20(a).

(d) Permit only authorized placement and movement of strategic
special nuclear material within material access areas. To achieve
this capability the physical protection system shall:

(1) Detect unauthorized placement and movement of strategic
special nuclear material within the material access area using the
following subsystems and subfunctions:

(i) Controls and procedures to delineate authorized placement
and control for strategic special nuclear material;

(ii) Controls and procedures to establish current authorized
placement and movement of all strategic special ruclear material
within material access areas;

(ii1) Controls and procedures to maintain knowledge of the
identity, quantity, placement, and movement of all strategic special
nuclear material within material access areas; and

(iv) Detection and monitoring subsystems and procedures to
discover and assess unauthorized placement and movement of strategic
special nuclear material and communicate them so that response can
be such as to return the strategic special nuclear material to
authorized placement or control.

(e) Permit removal of only authorized and confirmed forms and
amounts of strategic special nuclear material from material access
areas. To achieve this capability the physical protection system

shall:
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(1) Detect attempts at unauthorized removal of strategic
special nuclear material from material access areas by stealth or
force using the following subsystems and subfunctions:

(i) Barriers to channel persons and materials exiting a material
access area to exit control points and to delay any unauthorized
strategic special nuclear material removal attempts sufficient

to assist detection and assessment and permit a response that will

prevent the removal; and satisfy the general performance require-

ments of (§ 73.20(a); and

(ii) Detection subsystems and procedures to detect, assess and
communicate any attempts at unauthorized removal of strategic special
nuclear material so that response to the attempt can be such as to

prevent the removal and satisfy the general performance reguirements

of § 73.20(a).

(2) Confirm the identity and quantity of strategic special
nuclear material presented for removal from a material access area
and detect attempts at unauthorized removal of strategic special
nuclear material from material access areas by deceit using the
following subsystems and subfunctions:

(i) Authorization controls and procedures to provide current
schedules for authorized removal of strategic special nuclear material
which specify the authorized properties and quantities «f material
to be removed, the persons authorized to remove the material, and

the authorized time schedule;
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(ii) Removal controls and procedures to identify and confirm
the properties and quantities of material being removed and verify
the identity of the persons making the removal and time of removal
and assess these against the current authorized removal schedule
before permitting removal; and

(ii1) Communications subsystems and procedures to provide for
notification of an attempted unauthorized oréynconfirned remcval so

that response can be such as to prevent the removal and satisfy the - "

general performance requirements of (§ 73.20(a).

(f) Provide for authorized access and assure detection of and
response to unauthorized penetrations of the protected area to
[prevent-theft-of-strategic-speciai-nuciear-materiai-and-to-protect

against-radiotogicai-sabotage] satisfy the general performance require-

ments of § 73.20(a). To achieve this capability the physical protec-

tion system shall:

(1) Detect attempts to gain unautﬁorized access or introduce
unauthorized persons, vehiclies, or materials into the protected area
by stealth o~ force using the following subsystems and subfunctions:

(i) Barriers to channel persons, vehicies, and materials to

protected zrea entry control points; and to delay any unauthorized
penetration attempts or the introduction of unauthorized vehicles or
materials sufficient to assist detection and assessment and permit
a response that will prevent the penetration or prevent such penetra-

tion [from-resuiting-in-theft-of-strategic-speciai-nuciear-materiat
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or-radiologicai-sabotage and satisfy the general performance require-

ments of § 73.20(a); and

(ii1) Access detection subsystems and procedures to detect,
assess and communicate any unauthorized access or penetrations or
such attempts by persons, vehicles, or materials at the time of the
act or the attempt so that the response can be such as to prevent
the unauthorized access or penetraticn, [or-prevent-such-penetration
fron-resuiting-*n-theft-qf-strategic-speciai-nnciear-materiaf-or

radiotogtcat-sabotage] and satisfy the general performance requirements

of § 73.20(a).

(2) Detect attempts to gain unauthorized access or introduce
unauthorized persons, vehicles, or materials into the protected area
by deceit_using the following subsystems and subfunctions:

(i) Access authorization controls and procedures to provide
current authorization schedules and entry criteria for persons,
vehicles, and materials; and

(ii) Entry controls and procedures to verify the identity of
persons, materials and vehicles and assess such identity against
current authorization schedules before permitting entry and to
initiate response measures to deny unauthorized access.

{g) Response. Each physical protection program shall provide
a response capability to assure that the five capabilities described
in paragraphs (b) through (f) of this section are achieved and the
adversary forces will be engaged and impeded until offsite assistance

forces arrive. To achieve this capability a licensee shall:
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(1) Establish a security organization tu:

(i) Provide trained and qualified personnel to carry out
assigned duties and responsibilities; and

(ii) Provide for routine security operations and planned and
predetermined response to emergencies and safeguards contingencies.

(2) Establish a predetermined pian to resp~..a to safeguards
contingency avents.

" (3) Provide equipment “or the security organization and facility
design features to:

(i) Provide for rapid assessment of safeguards contingencies;

(ii) Provide for response by assigned se~.rity organization
personnel which is sufficiently ranid and effective so as to achieve
the predetermined objecﬁive of the resoonse; and

(iii) Provide protection for the assessment ani response personne’
so that they can complete their assigned duties.

(4) Provide communications networks to:

(i) Provide rapid and accurate transmission of security informa-
tion among onsite forces for routine security operation, assessment
of a contingency, and response to a contingency; and

(ii) provide rapid and accurate transmission of detection and
assessment information to off-site assistance forces.

(5) Assure that a single adversary action cannot desiroy the
capability of the security organization to noctify the offsite assis-

tance forces of the need for assistance.

53 Enclosu=e "A"

PEE———

~—y——
d .
-




[7590-01]

§ 73.46 Fixed Site Physical Protection Systems, Subsystems, [Eiements;]
Components, and Procedures.

(a) A licensee physical protectior. system established pursuant
to the general performance requirements of § 73.20(a)[€33-and-fa3¢23]
anc the performance capability requirements of § 73.45 of this part
shall include, but are not necessarily limited to, the measures
specified in paragraphs (b) through (h) of }b“ section. The Commis-
sion may require, depending on individual fasf1ity and site condi-
tions, alternate or additional measures deemed necessary to meet the
general performance requirements of § 73.20 of this part. The
Commission also may authorize protection measures other than those
required by this section if, in its opinion, the overall level of
performance meets the general performance requirements of § 73.20
and the performance capability requirements of § 73.45 of this part.

(b) Security Organization

(1) The licensee shall establish Q security organization,

including guards. If a contract guard force is utilized for

security, the licensee's written agreement with the contractor w.il

clearly show that (1) the licensee is responsible to the Commission

for maintaining safequards in accordance with Commission regulations

and the licensee's security plan, (2) the NRC may inspect, copy, and

take away copies of all reports and documents required to be kept by

Commission regulations, orders, or applicable license conditions whether

such reports and documents are kept by the licensee or the contractor,

(3) the requirement, in Paragraph 73.46(b)(4) gf this section that
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the licensee demonstrate the ability of phvsical security personnel to

perform their assigned duties and responsibilities, include demonstration

of the ability of the contractor's physical security personnel to perform

their assigned duties and responsibilities in carrying out the provisions

of the Security Plan and these regulations, and (4) the contracter will

not assign any personnel to the site who have not t “st been made aware

of these responsibilities. - RS

(2) The licensee shall have onsite at all time at least one full

time member of the security organization with authority to direct the
physical protection activities of the security organization.

(3) The licensee shall have a management system to provide for
the development, revision, implementation, and enforcement of security
procedures. The system shall include:

(i) Written security procedures which document the structure
of the security organization and which detail the duties of guards,
watchmen and other individuals responsible for security; and

(ii) Provision for written approval of such procedures and any
revisions thereto by the individual with overall responsibility for
the security function.

(4) The licensee shall not permit an individual to act as a
guard, ‘watchman, armed response person, or other member of th:
securiiy organization unless such individual has been trained,
equipped, and qualified to perform each assigned security job duty
in accordance with Appendix B of this part "General Criteria for

Security Personnel." [to-be-pubiished-scon-as-an-effective-ruier]
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Upon the request of an authorized representative of the Commission the
Ticensee shall demonstrate the ability of the physical security

personnel whether licensee or contractor employees to carry out their

assigned duties and responsibilities. Each guard, watchman, armed

response person, [and] or other member of the security organization

whether a licensee or contractor employee shall requalify in accordance

with Appendix B of this part at least every 12 months. ‘Such regualifica-

tion shall be documented. - A -

(5) Within any given period of time, a member of the security
organization may not be assigned te, or have direct operational
control over, more than one of the redundant elements of a physical
protection subsystem if such assignment or control could result in
the loss of effectiveness of the subsystem.

(c) Physical Barri;r Subsystems

(1) Vvital equipment shall be located only within a vital area
and strategic special nuclear material'shail be stored or processed
only in a material access area. Both vital areas and material
access areas shall be located within a protected area so that access
to vital equipment and to strategic special nuclear material requires
passage througn at least two physical barriers. More than one vital
area or material access arca may be located within a single protected
area.

(2) The physical barriers at the perimeter of the protected

area shall be separated from any other barrier designated as a
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physical barrier for a vital area or material access area within the
protected area.

(3) Isolation zones shall be maintained in outdoor areas
adjacent to the physical barrier at the perimeter of the protected
area and shall be large enough to permit observation of the z-tivi-
ties of people on either side of that barrier in the event of its
penetration. If parking facilities are provided for employees or
visitors, they shall be located outside the isolation zone and exterior
to the protected area.

(4) Isolation zones and all exterior areas within the protected
area shall be provided with illumination sufficient. for the monitoring
and observation requirements of paragraphs (c)(3), (e)(8), (h)(4)
and (h)(5) of this section, but not less than 0.2 footcandle measured
at ground level. ‘ .

(5) Strategic special nuclear magerial, other than alloys,
fuel elements or fuel assemblies, shall:

(i) Be stored in a vault when not undergoing processing if the
material can be used directly in the mamifacture of a nuclear explo-

sive device[;]. Vaults used to protect such material shall be capable

of preventing entry to stored SSNM by a single action in a forced

entry attempt, except as <uch single action would both destroy the

barrier and render contay ‘d SSNM incapable of being removed, and

shall provide sufficient delay to prevent removal of stored SSNM

prior to arrival of response personnel capable of neutralizing the

design basis threat stated in § 73.1.
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(ii) Be stored in [penetration-resistant] tamper-indicating
containers;

(iii) Be processed only in material access areas constructed
with barriers that provide significant delay to penetration; and

(iv) be kept in locked compartments or locked process equipment
while undergoing processing except when personally attended.

(6) Enriched uranium scrap (enriched to 20% or gredter) in the

form of small pieces, cuttings, chips, solut;bns or in other forms
which result from a manufacturing process, contained in 30 gallon or
larger containers with a uranium-235 content of less than 0.25 grams
per liter, may be stored within a locked and separately fenced area
within a larger protected area provided that the storage area fence
is no closer than 25 feet to the perimetar of the protected area.
The storage area when unoccunied shall be protected by a guard or
watchman who shall patrol at intervals not exceeding 4 hours, or by
intrusion alarms. |
~ (d) Access Control Subsystems and Procedures

(1) A numbered picture badge identification subsystem shall be
used for all individuals who are authorized access to protected areas
without escort. An individual not employed by the ‘icensee but who
requires frequent and extended access to protected, material access,
and vital areas may be authorized access to such areas without escort
provided that he receives a picture badge upon entrance into the pro-
tected area which must be returned upon exit from the protected area

and which indicates (i) Non-employee-no escort'required; (ii) areas
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to which access is authorized and (iii) the period for which access
has been authorized. Badges shall be displayed by all individuals |
while inside the protected areas. f,'+

(2) Unescorted access to vital areas, material access areas _;J
and controlled access areas shall be limited to individuals who have .5
an NRC or DOE [matertai] access authorization,gl who are authorized
access to the material and equipment in sucp\areas.-and who require

such access to perform their duties. Access to material access areas : L%f‘

shall include at least two individuals. Authorization for such indi-

viduals shall be indicated by the issuance of specially coded numbered
badges indicating vital areas, material access areas, and controlled
access areas to which access is authorized. No activities other

than those which require access to strategic special nuclear material

or equipment used in the processing, use, or storage of strategic special f

a material access area.
(3) The licensee shall establish and follow procedures that

nuclear material, or necessary maintenance, shall be permitted within |
will identify to access cuntrol personnel those vehicles that are

authorized and those materials that aie not authorized entry to 5

-

Z7broposed amendments requiring an NRC material access authorization
program for licensee access to or contrel over special nuclear material
(SECY-76-508) were published as a proposed rule on March 17, 1977
(42 FR 14880) and were discussed in a public hearing on July 10,
11, and 12, 1978.

protected, material access, and vital areas f oF
|
i
|
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(4) The licensee shall control all points of personnel and
vehicle access into a protected area. Identification and search of
all individuals for firearms, explosives, and incendiary devices,
shall be made and authorization shall be checked at such points.
United States Department of Energy couriers engaged in the transport z‘l?
of special nuclear material need no: be searched. Licensee employees :

having an NRC or United States Department of Energy [materiai] access

O3 7

PR, B2
iy g S}

authorization shall be searched at least on a random bagis. The

individual responsible for the last access control function (control-

o

ling admission to the protected area) shall be isolated within a

structure, with bullet-resisting walls, doors, ceiling, floor, and I
windows.
(5) At the point of personnel and vehicle access into a pro-

tected area, all hand-carried packages shall be searched for firearms,

explosives, and incendiary devices except those packages carried by
persons having an NRC or DOE [materia3] access authorization which
shall be searched on a random basis when the person carrying them is
selected for search.

(6) A1l packages and material for delivery into the protected
area shall be checked for proper identification and authorization |
and searched on a random basis for firearms, explosives, and incendiary
devices prior to admittance into the protected area, except those
Commission approved delivery and inspection activities specifically

designated by the licensee to be carried out within material access,
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vital, or protected areas for reasons of safety, security or operational

necessity.

(7) A1l vehicles, except United States Department of Energy
vehicles engaged in transporting special nuclear material and
emergency vehicles under emergency conditions, shall be searched for
firearms, explosives, and incendiary devices prior to entry into the
protected area. Vehicle areas to be searched shall include the cab,
engine compartment, undercarriage, and cargo area. '

(8) A1l vehicles, except designated licensee vehicles, requiring
entry into the protected area shall be escorted by a member of the
security organization while within the protected area, and to the
extent practicable shall be off-loaded in an area that is not adjacent
to a vital area. ODesignated licensee vehicles shall be limited in
their use to onsite pla;t functions and shall remain in the protected

area except for operaticnal, maintenance, security and emergency

purposes. The licensee shall exercise positive control over all

such designated vehicles to assure that they are used only by authorized

persons and for authorized purposes.

(9) The licensee shall contirol all points of personnel and
vehicle access to material access areas, vital areas and controlled
access areas. Identification of personnel and vehicles shall be
made and authorization checked at such points. Prior to entry into
a material access area, packages chall be searched for firearms,
explosives, and incendiary devices. Al)l vehicles, materials and

packages, including trash, wastes, tools and equipment exiting from
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a material access area shall be searched for concealed strategic
special nuclear material by a team of at least two individuals who

are not authcrized access to that material access area. Each indi-

vidual exiting a material access area shall undergo at least two

separate searches for concealed strategic special nuclear material.

For individuals exiting an area that contains only alloyed or encap-

sulated strategic special nuclear material, the second search may be

conducted in a random manner.

(10) Before exiting from a material access area, containers of
contaminated wastes shall be drum scanned and tamper sealed by at
least two individuals, working and recording as a team, who do not
have access to material processing and storage areas.

(11} Strategic special nuclear material being prepared for
shipment off-site, including product, samples and scrap, shall be
packed and placed in sealed containers in the presence of at least
two individuals working as a team who shell verify and certify the
content of each shipping container through the witnessing of gross
weight measurements and non-destructive assay, and through the
inspection of tamper seal integrity and associated seal records.

(12) Areas used for preparing strategic special nuclear material
for shipment and areas used for packaging and screening trash and
wastes shall be controlled access areas and shall be separated from

processing and storage areas.
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(13) Individuals not permitted by the licensee to enter pro- I
tected areas without escort shall be escorted by a watchman, or
other individual designated by the licensee, while in a protected
area and shall be badged to indicate that an escort is required. In i S
addition, the individual shall be required to register his name, [22s
date, time, purpose of visit and employment affiliation, citizenship, E
and name of the individual to be visited. - 5%

o~ o

(14) A1l keys, locks, combinations and related equipment used ‘3%*‘

to control access to protected, material access, vital, and control- Eﬁl
led access areas shall be controiled to reduce the probability of

compromise. Whenever there is evidence that a key, lock, combina- i
tion, or related equipment may have been compromised it shall be

changed. Upon termination of employment of any employee, keys,

locks, combinations, and related equipment to which that employee
had access, shall be changed. ' 2
(e) Detection, Surveillance and Alarm Subsystems and Procedures
(1) The licensee skall provide an intrusion alarm subsystem
with a capability to detect penetration through the isolation zone {
and to permit response action.
(2) A1l emergency exits in each protected, material access,
and vital area shall be locked to prevent entry from the outside and
alarmed to provide local visible and audible alarm annunciation.

(3) AN unoccupied vital areas and material access areas shall

be locked and protected by an intrusion alarm subsystem which will

alarm upon the entry of a person anywhere into the area, upon exit

63 Enclosure "A"



(7590-01]

from the area, and upon movement of an individual within the area,
except that for process material access areas only the location of
the strategic special nuclear material within the area is required
to be so alarmed. Vaults and process areas that contain strategic
special nuclear material that has not been alloyed or encapsulated
shall also be under the surveillance of closed circuit television

that is monitored in both alarm stations. [and-at-}east-one-other

continuousiy-manned-on-site-iocations] Additionally, means shall be

employed which require that an individual other than an alarm station

operator be present at or have knowledge of access to such unoccupied

vaults or process areas.

(4) A1l manned access control points in the protected area
barrier, all security patrols and guard stations within the protected
area, and both"alarm st;;ions shall be provided with duress alarms.

(5) A1l alarms required pursuant to this section shall annun-
ciate in a continuously manned centra1'a1arm station located within
the protected area and in at least one other independent continuously
manned on-site station not necessarily within the protected area, so
that a single act cannot remove the capability of calling for assisi-
ance or responding to an alarm. The alarm stations shall be controlled
access areas and their walls, doors, ceiling, floor, and windows
shall be bullet-resisting. The central alarm station shall be
located within a building so that the interior of the central alarm

station is not visible from the perimeter of the protected area.
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This station may not contain any operational activities that would
interfere with the execution of the alarm response function.

(6) A1l alarms required by this section shall rem#in operable
from indapendent power sources in the event of the loss of normal
power. Switchover to standby power shall be automatic and shall not
cause false alarms on annunciatsir modules.

(7) A1l alurm devices including transmission lines to annun=
ciators shall be tamper indicating and se]f;éhecking e.g., an auto-
matic indication is provided when a failure of the alarm system or a
component occurs, when there is an attempt to compromise the system,
or when the system is on stzndby power. The annunciation of an
alarm at the alarm stations shall indicate the type of alarm (e.g.,
intrusion alarm, emergency exit alarm, etc.) and location. The
status of all alarms and alarm zones shall be indicated in the alarm
stations.

(8) A1l exterior areas within the protected area shall be moni-
tored or periodically checked to detect the presence of unauthorized
persons, vehicle, materials, or unauthorized activities.

(9) Methods to observe individuals within material access
areas to assure that strategic special nuclear material is not moved
to unauthorized locations or in an unauth~rized manner shall be
provided and used on a continuing basis.

(f) Communication Subsystems

(1) Each guard, watchman, or armed response individual on duty

shall be capable of maintaining continuous communication with an
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individual -in each continuously manned alarm station required by
paragraph (e)(5) of thii section, who shall be capable of calling et
for assistance from other guards, watchmen, and armed response =
personnel and from law enforcement authorities. . [
(2) Each alarm station required by paragraph (e)(5) of this ’Lf“
section shall have both conventional telephone service and radio or »;_57
microwave transmitted two-way voice communication, either directly &
or through an intermediary, for the capability of communication with

the law enforcement authorities.

(3) Non-portable communications equipment controlled by the f
Ticensee and required by this section shall remain operable from £ ";
independent power sources in the event of the loss of normal power, ;

(g) Test and Maintenance Programs : ;

-The licensee shall %ave a test and maintenance program for
intrusion alarms, emergency exit alarms, communications equipment,
physical barriers, and other physical ﬁrotection related devices and
equipment used pursuant to this section that shall provide for the
following:

(1) Tests and inspections during the installation and construc-
tion of physical protection related subsystems and components to
assure that they comply with their respective design criteria and
performance specifications.

(2) Preoperational tests and inspections of physical protection

related subsystems and components to demonstrate t-eir effectiveness
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and availability with respect to their respective design criteria
and performance specifications.

(3) Operational tests and inspections of physical protection
related subsystems and components to assure their maintenance in an
operable and effective condition, including:

(i) Testing of each intrusion alarm at the beginning and end
of any period that it is used. If the period of continuous use is
longer than seven days, the intrusion alarm shall also be tested at
least once every seven days.

(ii) Testing of communications equipment required for commu-
nications onsite, including duress alarms, for performance not less
frequently than once at the beginning of each security personnel
work shift. Communications equipment required for communications
offsite shall be testedsfor performanc2 not less than once a day.

(4) Preventive maintenance programs shall be established for
physical protection related subsystems.and components to assure
their continued maintenance in an operable and effective condition.

(5) A1l physical protection related subsystems and components
shall be maintained in operable condition. The licensee shall
develop and empioy corrective action procedures and compensatory
measures to assure that the effectiveness of the physical protection
system is not reduced by failure or other contingencies affecting

the operation of the security related equipment or structures.

Repairs and maintenance shall be performed by at least two individuals
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working as a team who have been trained in the operation and perform
ance of the equipment. The security organization shall be notified
before and after service is performed and shall conduct performance
verification tests after the service has been completed.

(6) The security program shall be reviewed at least every 12
months by individuals independent of both security management and
security supervision. The review shall include a review and audit
of security procedures and practices, eva1ua€fcn of the effectiveness
of the physical protection system, an audit of the physical protection
system testing and maintenance program, and an audit of commitments
established for response by local law enforcement authorities. The
results of the review, audit, and evaluation along with recommenda-
tions, corrections and improvemsnts, if any, shall be documented,
reported to the licensee's plant management, and to corporate manage-
ment at Jeast one level higher than that having responsibility for
the day to day plant operations. The r?ports shall be kept available
at the plant for inspection for a period of five years.

(h) Contingency and Response Plans and Procedures

(1) The licensee shall have a safeguards contingency plan for
dealing with threats, thefts, and radiological sabotage related to
the strategic specfal nuclear material and nuclear facilities subject
to the brovisions of this section. Safeguards contincency plans shall
be in accordance with the criteria in Appendix C to this part, "Licensee

fafeguards Contingency Plans" (43 FR 11962). Contingency plans
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shall include, but not be limited Lo, the response requirements in
paragraphs (h)(2) through (h)(5) of this section.

(2) The licensee shall establish and document response arrange-
ments that have been made with local law enforcement authorities.

(3) A minimum of five (5) guards shall be available at the
facility to fulfill assessment and response requirements. In addi-
tion a force of guards or armed response personnel also shall be
availabie to provide assistance as necessar;:' The size and avail-
ability of the additional force shall be determined on the basis of
site-specific considerations that could affect the ability of the
total onsite response force to engage and impede the adversary force
until offsite assistance arrives. The reason for determining the
total number and availability of onsite armed response personnel
shall be included in the physical protection plans submitted to the
Commission for approval.

(4) Upon detection of abnormal pfesence or activity of persons
or vehicles within an isolation zone, a protected area, a material
access area, or a vital area, or upon evidence or indication of
intrusion into a protected area, a material access area, or a vital
area, the licensee security organization shall:

(1) Determine whether or not a threat exists,

(i7) Assess the extent of the threat, if any,
(i11) Take immediate concurrent measures to neutralize the

threat by:
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{A) Requiring responding guards or other armed response person-
nel to interpose themselves between vital areas and material access ‘
areas and any adversary attempting entry for purposes of radiological s
sabotage or theft of strategic special nuclear material and to 9

intercept any person exiting with special nuclear material, and

(B) Informing local law enforcement agencies of the threat and ok
requesting assistance. E;j
".' j‘: s

~ -~ --(5) The Ticensee shall instruct every guard ard all armed e

response personnel to prevent or impede acts of radiological sabotage

or theft of strategic special nuclear material by using force suffi-

cient to counter the force directed at him or her, including the use |-
of deadly force when the guard or other armed response person has
a reasonable belief that it is necessary in self-defense or in the
defenée of others. E

(6) To facilitate initial response to detection of penetration
of the protected area and assessment of the existence of a threat, a

capability of observing the isoiation zones and the physical barrier

at the perimeter of the protected area shall be provided, preferably
by means of closed circuit television or by other suitable means
which Timit exposure of responding personnel to possible attack. ;,-
(7) Alarms occurring within unoccupied vaults and unoccupied ’
material access areas containing unalloyed or unencapsulated strategic
special nuclear material shall be assessed by at least two security

personnel using closed circuit television (CCTV) or other remote means.

70 Enclosure "A"

|
|
|
i
!
|
i
i .




{7550-01]

(8) Alarms occurring within unoccupied material access areas
that contain only alloyed or encapsulated strategic special nuclear
material shall be assessed as in paragraph (7) above or by at least
two security personnel who shall undergo a search before exiting the

material access area.

11. Paragraph 73.55(a) is revised to read as follows:

§73.55 Requirements for physical protection of licensed activities

in nuclear power reactors against radiological sabotage.

(a) General Performance Reguirements

The licensee shall establish and maintain an onsite physical

protection system and security organization which will provide reason-

able assurance that activities involving special nuclear material are

not inimical to the common defense and security, and do not constitute

an unreasonable risk to the public health and safe‘y. The phys’cal

protection system shall be designeu to protect against the design basis

threat of radiological sabotage as stated in § 73.1(a). In meeting

these general performance requirements, the onsite physical protection

system and security organization shall include, but not necessarily

be limited to, the capabilities to meet the specific requirements con-

tained in paragraphs (b) through (h) of this section. The Commission

may autho. ize an applicant or licensee to provide measures for protec-

tion against radiological sabotage other than those required by tnis

section if the applicant or licensee demonstrates that the overall
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level of system performance provides protection against radiological

sabotage equivalent to that which would be provided by paragraphs ?;
(b)-=(h) of this section and meets the general performance requirements .
of this section. Specifically, in the special cases of licensed ll;/
operating reactors with adjacent reactor powerplants under construc- $ﬁ::“
tion, the licensee shall provide and maintain a level of physical :; ‘
protection of the operating reactor against radiological sabctage E?g
eguivalent to the requirements of this sectigﬁ. t;?%,

1[3]2. Paragraph 73.55(b) is revised to read as follows:
§ 73.55 Requirements for physical proteé%ion of licensed activities

nuclear power reactors again- radiological sabotage.

x x x *x x

(b) Physical Security Organization i |

(1) The licensee shall establish a security organization,
including guards, to protect his facility against radiological
sabotage.

(2) At least one full time member of the security orgarization
who has the authority to direct the physical protection activities
of the security organization shall be onsite at all times.

(3) The licensee shall have a management system to provide for
the deJe]opment, revision, implementation, and enforcement of security

procedures. The system shall include: o
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(i) written security procedures which decument the structure
of the sacurity organization and which detail [and] the duties of
guards, watchmen and other individuals responsible for security; and

(ii) provision for written approval of such procedures and any
revisions thereto by the individual with overall responsibility for
the security functions.

(4) The licensee shall not permit an\ipdividual to act as a
guard, watchman or armed response person, of>6ther member of the
security organization unless such individual has been trained,
equipped, and qualified to perform each assigned security job duty
in accordance with Appendix B, of this part "General Criteria for
Security Personnel." [to-be-pubitshed-scon-as-an-effective-raier]
Upon the request of an authorized representative of the Commission
the Ticensee shall demonstrate the ability of the physical security
personnel to carry out their assigned duties and responsibilities.
Each guard, watchman, armed response pérson, and other member of the
security organization shall requalify in accordance with Appendix B
of this part at least every 12 months. Such requalification shall
be documented. By (300 days after the rule becomes effective) each
chensee shall submit a training and qualifications plan outlining
the processes by which guards, watchmen, armed response persons, and
other members of the security organization will be selected, trained,
equipped, tested, and qualified to assure these individuals meet the
requirements of this paragraph. The training and qualifications

plan shall include a schedule to show how all security personnel
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will be qualified by (within two years after the rule becomes
effective) or within two years after the submitted plan is approved,
whichever is later. The training and qualifications plan shall be
fallowed by the licensee after (500 days after the rule becomes
effective) or 60 days after the submitted plan is approved by the
NRC, whichever is later.

1[2]3. Paragraph 73.55(g) is amended to add a new paragraph (4) to

read as follows:

§ 73.55 Requirements for physical protection of licensed activities

in nuclear power reactors against radiological sabotage.

x *x *x *x *

(g) Testing and Ha%ntenance

x * x : ® *

(4) The security program shall be reviewed at least every 12
montiis by individuals independent of both security management and
security supervision. The review shall include a review and audit
of security procedures and practices, evaluation of the effectiveness
of the physical protection system, an audit of the physical protection
system testing and maintenance program and an audit of commitments
established for response by local law enforcement authorities. The
results of the review audit and evaluation along with recommenda-

tions for corrections and improvements, if any, shall be documented,
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reported to the licensee's plant management and to corporate manage-
ment at least one level higher than that having responsibility for
the day to day plant operation. The reports shall be kept available

at the plant for inspection for a period of five years.

1[3]4. Paragraph 73.55(h) is amended to renumber paragraph (h)(5) as

(h)(6) and revise paragraph h(4) as paragraphs (h)(4) and (5) as

follows: .

§ 73.55 Requirements for physical protection of licensed activities
in nuclear power reactors against radiological sabotage.

x x *x x x

(h) Response requirement.

x x * *x x

(4) Upon detection of abnormal presence or activity of persons
or vehicles within an isolation zone, a protected area, a material
access area, or a vital area; or upon evidence or indication of
intrusion into a protected area, material access area, or vital
area, the licensee security organization shall:

(i) Determine whether or not a threat exists,

(ii) Assess the extent of the threat, if any,

(iii) Take immediate concurrent measures to neutralize the threat

-

by:

(A) Requiring responsing guards to interpose themselves between

material access areas and vital areas and any adversary attempting
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entry for the purpose of theft of special nuclear material or [indos-

triat] radiological sabdtago and to intercept any person exiting with

special nuclear material, and, E
(B) Informing local law enforcement agencies of the threat and (g,;
requesting assistance. %;l?
{5) The licensee shall instruct every guard to prevent or Ef:
impede attempted acts of theft or [industria}] radiological sabotage [f??
by using force sufficient to counter the force directed at him FE;

including deadly force when the guard has a reasonable belief it is

necessary in self-defense or in the defense of others.

1[4]5. The prefatory language of § 73.70 and paragraphs 73.70(c)

and (g) is revised to read as follows:

§ 73.70 Records.
Each licensee subject to the provisions of §§ 73.20, 73.25,
73.26, 73.27, and/or §§ 73.45, 73.46, and/or § 73.55 shall keep the

following records:

*x x x * x

(c) A register of visitors, vendors, and other individuals not

employed by the Ticensee pursuant to § 73.46(d)(10) and § 73.55(d)(6).

x x v x x

Y ———
» il oy ' ' ’ .

(g) Shipments of special nuclear material subject to the require-

ments of this part, including names of carriers, major roads to be used,
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flight numbers in the case of air shipments, dates and expected times
of departure and arrival of shipments, verification of communication
equipment on board the transfer vehicle, names of individuals who are
to communicate with the transport vehicie, container seal descriptions
and identification, and any other information to confirm the means
utilized to comply with §§ 73.25, 73.26 and 73.27. Such information
shall be recorded prior to shipment. Information obtained during

the course of the shipment such as reports of 111.comnunications.
change of shipping plan including monitor changes, trace investiga-

tions and others shall also be recc-ded.

1[5]6. Part 73 is amended to change the term "industrial sabotage" to

"radiological sabotage" wherever it appears.

17. Paragraph 73.50(c)(1) is amended to change the reference to "an

NRC or ERDA personnel security clearance” to reference to "an NRC or

Unfted States Department of Energy access authorization."
-

1[7]8. Paragraph 73.77(a) is amended to change the reference to

§ 73.36(f) to reference § 73.27(c).

1(8]3. Paragraph 70.22(g) is amended to replace references "...§§ 73.30

through 73.36...." with reference to [Par¢-73-] §§ 73.20, 73.25, and

73.26.

20. Paragraph 70.22(h) is amended to delete reference to § 73.60 and

add references to §§ 73.20, 73.45, and 73.46.
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2[8]1. Paragraph 70.32(d) is amended to replace the reference to para-
graph 73.30{e) with reference to [Part-73:] § 73.20(c).

2[1]2. Paragraph 70.32(e) is amended tn replace the reference to para-
graph (f) with reference to [Part-73:] § 73.20(c).

2[2]3. Paragraph 70.32(f) is deleted.

EFFECTIVE DATE: (120 days after publication in FR)
(Sec. 53, 1617, Pub. L. 83-703, 68 Stat. 948, Pub. Law 93-377, 88 Stat
475; Sec. 201, Pub. L. 93-438, 88 Stat. 1142-1243, Pub. Law 94-79,
89 Stat 413 (42 U.S.C. 2073, 2201, 5841).)

Pated at Washington, D.C. this day of

1979.
For the Nuclear Regulatory Commission.

Samuel J. Chilk
Secretary of the Commission
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1.0

2.0
2.1
2.1.1

ENCLOSURE "B"

PUBLIC COMMENT SUMMARY AND STAFF RESPONSE

Comments were received from eighteen organizations and individuals.

These included comments of a general nature and comments which
addressed specific sections and paragraphs of the proposed rule.
Those of a general nature are summarized under the heading of
Generic Issues while the remainder are categorized in the same
order as the applicable sections and paragraphs of the rule. A
code appears at the end of each summary which identifies those
commenters who had similar or identical comments. Appendix A
lists the commenters, their identification code, and the date
their comments were 'received. Also, the commenters individual
letters have been coded and cross-referenced and will be made
available in the Public Document Room. Many of the comments
were identical or similar to comments received during the first
comment period and therefore had been previously answered. Such
comments are identified as having been responded to previously.

Generic Issues

The Threat and General Performance Requirement

Comment Summary: Commenters again questioned the description

and nature of the threat and the level of safeguards necessary
to satisfy the genera! performance requirement. The views are

sunmarized as follows:

1 Enclosure "B"




a. Commenters feil that the level »f safeguards proposed may

be excessive. These views ranged from concern that the

defiani%ion of the threat was too general and would allow ‘;
the imposition of ever iscreasing requirements, to concern
that the (equired' subsystems and components of the phssical
protection system were excessive. There was concern that

tha general performance requirement\might be impossible to o8ce
enforce and that compliance will be\toc costly. (BWC2, g
AIF, WEC RI/ES, AGN)

One rommenter stated that the threat was not useful unless

it specified acversary numbers. (BWC2)

Commenters noted that a comprehensive evaluation of the
rule was not possibie without review of the guidance doci=
mentation. It was suggested that an additional comment

period be allowed for ihe rule fellowing publication of the

guidance documertation. (NFS, BW:2)

Commenters suggested that the proposed rule be further

reviewed, then tabled until there {c< a significant commercial

activity involving special nuclea® material to warrant the
rule. (WEC, AIF)

One comuenter felt the rule for transport was too weak.

Use of federal forces was suggested. (NYS)

Response:
a. The original staff response to criticisms af the general

performance requirement and postulated threat level

Enclosura 8"



adequately answer these subsequent comments. Additional
clarification was added by expanding the detail in the
reference systems in Section 73.26 and 73.46 after the
first round of comments. Additionally, publishing of
extensive, detailed guidance documentation should further
define the intent and application of the pioposed rule.
This comment was responded to prevﬁ?usly.

The Staff agrees that a comprehensi#é evaluation of rule
implementation depends upon the nature of the guidance
documentation. All interested parties will be allowed to
comment on the guidance documentation itself, its relation-
ship tc the rule, or to provisions of the rule affected by
the guidance. The comment period for the guidance documenta-
tion cur be used for any of the above purposes without
establishing an independent third comment period for the
proposed rule changes.

The proposed rule has been published for public comment
twice and thoroughly reviewed during a two-year period.

The NRC staff considers this level of attention more than
adequate when compared with past rulemaking experience. In
addition, NRC considers the level of commercial activity
sufficiently significant to warrant the upgrading of physical
security requirements as well as updating the requirements
to reflect the latest Ticense conditions.

Responded %o previously.
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2.2
2.2.1

2.2.2

2.3
2.3.1

2.3.2

2.4
2.4.1

Value/Impact of Proposed Amendments

Comment Summary: There was general criticism that the cost of

implementing the rule was not justified by the resultant increase
in protection. Specifically, 1:rge operating costs for expanded
guard forces and initial expense for expensive redundant security
equipment were identified as too costly. (WEC, RI/ES, ENC, AGN)
Response: This general criticism was voiced earlier, and the

same response applies, that no supporting details are given

which would allow comparison to the value/impact analysis prepared
by the staff.

Impact on Research and Test Reactors

Comment Summary: Commenters stated that exceptions should be

made for research and test reactors and research and test fuel
cycle facilities whizh are not presently operating. ' (NBS, ENC)
Respcnse: (Previously responded to) The basic criterion for
applicability of the rule is posseésion of a formula quantity of
strategic special nuclear material which is not self-protecting.
Therefore, most research facilities would not be covered.

Impact on Nuclear Power Reactors

Comment Summary: One commenter complained that the rule had not

been properly identified as affecting nuclear power reactors.
It was suggested that the changes to Sectior 73.55 be republished
for comment so that affected reactor licensees would have a fair

opportunity to respond. (DPC)
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Response: Changes to Section 73.55 are not considered substantive
and were made so that certain language in the proposed amendments
would be identical to that in Section 73.55. No additional
requirements are levied on nuclear power reactor licensees.

Specific Issues

Purpose and Scope (Section 73.1)

Comment Summary: One comment suggested including a qualifier,

noting the rule is not intended to overrule the laws of any

local jurisdiction. (RI/ES)

Response: In response to this comment, staff does not believe
that such a qualifier is necessary. As suggested by the commenter
the qualifier is too broad and would lead to much confusion
because in those areas where the Atomic Energy Act authorizes
specific requiremenés implementing regulations may supersede
conflicting local laws. Local law is relied upon, however, to
give added content to the use of force in response to a threat
Fycause there is no applicable Federal law.

Definitions (Section 73.2)

Comment Summary: Commenters requested or suggested additional

clarification of definitions as follows:
a. Commenters stated that the definition of vital area was too
general and that the concept of an enclosed space be included.

(AIF, ENC)
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Response:
a. the definition of vital area was changed to provide greater
flexibility. As some vital areas may not be enclosed

spaces, enclosed space should not be part of the definition.

Comment:
b. Commenters noted that the definition of vault should not

use LLEA response as a criterion as_it varies from site to

site. It was also suggested that the delay responsibility

of a vault should be assessed giving consideration to other
parts of the protection system. (BWC2, AIF, UNC2, GEC)

Response:

b. The intent of the vault definition was to specify vault
delay characteristics which will, at a minimum, match the
anticipated time for security forces to respond to the
vault location and prevent the removal of SSNM. The defini-
tion has been modified and additional criteria have been
added to §73.46 to better specify the required delay
characteristics of vaults.

Comment:

c. Comments suggested that the definition of radiological
sabotage be changed to better define what is intended by
"indirectly endanger” and explain why the rule deletes the

exception to enemies of the U.S. (NFS, GPU, AIF, ENC, DPC)
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Response:
&

The exception to enemies of the U.S. was deleted from the
definition of radiological sabotage as it proved unnecessary.
The exception still applies with respect to reactors, but

is provided for in existing Part 10 Section 50.53.  The
intent of using the term "indirectly encanger" is to provide
for acts which could contribute tot‘or be part of, a sequence
of interrelated or interdependent evénts all of which taken
together could directly endanger the public health and
safety.

Comment:

d.

One commenter suggested that "vital equipment" be redefined
to reflect only that equipment whose loss would result in

offsite radiation exposure above defined values. (ENC)

Response:

d.

No change is considered necessary to the definition of
vital equipment, as the suggested change fails to consider
the importance of protecting against onsite radiation

exposures.

Comment:

-

One commenter suggested that the definition of movement
control center include the provision that it be continually
manned. It was also suggested that the government establish

and man such centers. (AIF)

7 Enclosure "B"
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Response:
No change is considered necessary to the definition of

movement control center as the activities defined automatically
require manning. As to the suggestion that the government
establish and man such centers, the government does for

transport of government material. The responsibility for

_providing appropriate protection for commercial shipments,

to include the requirement for setting up and operating a

movement control center, rests with the licensee.

Comment:

f.

One commenter suggested deletion of the word “potentially"

from the definition of force. (ENC)

Response:

f.

)
The suggestion that "potentially" be remcved from the
definition of force is considered a good one and will be
adopted. It is intended that other changes will be made to

the definition of force to improve clarity and intent.

Comment:

g.

It was suggested that the definitions for stealth and
deceit be reworded to reflect that removal of unauthorized
SSNM, rather than removal of any unauthorized materials, is

the intent of the definition. (NFS)

Resgonse:

The suggestion that the definitions for stealth and deceit

be reworded to limit the intent to removal of unauthorized
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3.3
3.3.1

3.3.2

3.4
3.4.1

SSNM is a good one and the definitions will be changed
accordingly.
Revision of Requirements for Spent Fuel Storage (Sec. 73.50)

Comment Summary: One commenter noted that Section 73.50 requires

a much more extensive revision than just the undesignated first
paragraph, as the existing version applies to more than spent
fuel facilities other than at a power reactor. Another commenter
suggested changing the wording of the first paragraph soc that
only "licensees whe possess, use or store" are affected, rather
than "licensees who are authorized to possess, use, or store..."
(NFS, BWC1)

Response: The proposed werding of the first paragraph of Sec-
tion 73.50 specifically designates spent fuel facilities as the
type of facility wh;ch would now be covered. It is intended

that the subsequent parts of Sectiqn 73.50 sections, as they
presently appear in the regulations, apply. The comment suggest-
ing that the wording be chahged Trom "licensees who are authorized
to possess” to "licensee who possess” is a good one and the
change will be made.

General Performance Requirements (Section 73.20)

Comment Summary: Commenters continued ta show concern with the

overall generality of this section. The meaning of the phrase
"high assurance" was questioned and it was suggested that it be
defined in Section 73.2. Concern was expressed that even with

completed revisions, the explanation of the threat remains
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ambiguous and requires further clarification. Suggestions
included better i
definitions of the upper level of conspiracy which must be protected £ .

against, specification of the size of an assault force, and the elimina~ ?:_g
tion of Section 73.20 altogether in favor of more detailed paragraphs b s
Section 73.26 and Section 73.46. (RI/ES, TEC, ENC, BWC2, NFS)

-4 »

i

50

3.4.2 Response: The design basis threat statements have been modified and fﬁ
“reasonable assurance” substituted for "high assurance." 9

3.5 Performance Capabilities for Material in Transit (Section 73.25)

|

3.5.1 Comment Summary: One commenter noted that the inclusion of the

phrase "unless otherwise authorized by the Commission" could f
allow ratcheting without benefit of rulemaking. (TEC)

3.5.2 Response: The inclusion of the phrase "unless otherwise authorized
by the Commission" could conceivably allow ratcheting. However, it
also is necessary to allow the NRC decisionmaking fiexibility for
approving licensee proposed altern#tive measures which would meet

~the intent of the performance-oriented rule. Therefore, the phrase
shall continue to be used.

3.6 Transportation System, Subsystems, and Procedures (Section 73.26)

3.6.1 Comment Summary: The views are summarized as follows:

a. “ One commenter expressed opposition to the ~equirement that
material access authorizations be required, on the grounds that
the material access authorization program is not constitu-

tional. (DPC)
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3.6.2

The same commenter also considered both the requirement for
written aﬁprova] of security procedures and the requirement
for nine armed escorts to be excessive. (DPC)

Another commenter noted that there was an unstated assump-
tion that trip rcouting would remain confidential until
trips were completed. (DOE/SG)

One comment questioned whether or pot "transfer points", as

.

discussad in this section, included originating and destina-

tion facilities. (UNC2) ;
Another comment recommended that the paragraph dealing with
shipment by sea be amended tu allow the use of other than
container ships (when container ships are not available),
as long as the material is placed in a locked and sealed

secure compartment. (WEC)

Resgonse:

a‘

Whether or not material access authorizations will be
required is the subject of a separate rulemaking. Ample
opportunity, including the holding of public hearings, has
been provided to solicit comments on such a requirement.
The constitutionality of the requirement is adequately
discussed in the background documentation involved with
that i siemaking.

The cuncern that requirements for v, (ten approval of

security procedures are excessive . answered previcusly.
The number of escorts has b~e1 - . ' from nine to seven.
11 Enclosure "B"

&

> X

e
. . & ' 3 omh
: & " LIRS Y
8 ‘

el s A



3 —

€. The Commission is presently considering a separate rulemaking
that would make such information classifiable as naticnal “,;
security information. P,

d. Origination and destination facilities are not to be included

1 el

g 9 e Nyl m

&

within the scope of the definition of transfer points.

i

Guidance will clarify this point. X
e. Container ships are intended to be the standard for shipments ngg?]
of SSNM. If special circumstances should limit the availabil- 'fff?

re
L Ml

Wy W

ity of container ships, other arrangements could still be
considered on a case-by-case basis.

3.7 Performance Capabilities for Fixed-Sites (Section 73.45) Sy

W O Comment Summary: Commenters provided the following remarks:

a. Section 73.45(b)(1) and (2) were criticized as unclear.

were described as open ended. It was suggested that the

rule specify the events that are to be protected against.

(WEC) o
Response:

The use of the‘terms “stealth" and "deceit" in this section
1
a. The Staff does not agree with these comments. Stealth and
deceit are defined in Section 73.2 and hence are not open f
ended. Events to be protected against are adequately
described in the threat characterization of Section 73.20.
Comment:

b. The use of the word "boundary" in Section 73.45(c) confuced

one commenter. It was suggested that boundary be defined
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if meant to mean something different than physical barrier.

Another commenter noted that the descriptions of required

controls and proc :qures were too general and could cause

both system design and inspection problems. Another comment

stated thal having these requirements apply to protected

areas could severely and unnecessarily restrict activities

in multiple-use facilities. (BWC2, ENC)
Response:

b. Boundary is used as it appears in the dictionary, as a

limiting 1ine or a border. A physical barrier may or may
not be placed at a boundary. In regards to the criticism

that Section 73.45 is too general, it is intended to provide

a description =7 .eneral capabilities. System design
3

specifications are described in Section 73.4% and pending
guidance documentation. As to the restrictiny of activities
in multiple~use facilities, this could conceivably occur.

However, to provide defense in depth, the contemplated PA

requirements are necessary and will not be changed.

Comment:

c. Paragraph Section 73.45(d)(1)(iii) describes material con-
trcl and accounting procedures and was identified as almost
identical to existing Section 70.58(h). It was suggested
that it be deleted. Additionally, a commenter noted that

Section 73.45(d) implies a real time inventory system which

13 Enclosure "B"
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does not directly relate to the physical protection of
material and hence is not required. (BWC2, RI/ES)

Resggnsc:

c.

The similarity noted between existing Section 70.58 and
proposed Section 73.45(d)(1)(iii) simply reflects the

interface between material control and accounting and

physical protection coencerns. However, the sections differ

in content. § 70.58(h) requires cd;fent knowledge of loca-

tion of discrete items, the proposals :re aimed at preventing
unauthorized movement of material. This section is not intended

to imply a real time inventory.

Comment.:

d.

One commenter suggested that review of a descriptive ship-
ping document signed by a nuclear material control supervisor
with signature properly verified should be sufficient to

meet the requirement of Sectién 73.45(e)(2), that the
identity and quantity of SSNM be confirmed. - Another comment
suggested that paragraph (e) was not required as it dealt
with a material control and accounting concern rather than

a physical protection concern. (RI/ES, UNC2)

Response:

4.

The suggestion that review of a shipping document signed by
a supervisor and properly verified be an acceptable means
to satisfy the requirement of Section 73.45(e)(2) belongs

in a discussion of evaluation or licensing criteria or in a
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discussion of acceptable alternatives. Whether or not this §

or any other proposed alternative would be acceptable §~

depends upon not only the specific procedure, but also upon ﬁf 3;

the other components of the system which together meet the 4 f

redundancy and diversity intent of the rule.
Conment: |
e. One commenter believed the languagg\of Section 73.45(f)(1)(i)

and (ii) could be clearer if the wording required "permitting

a response that would prevent a theft" rather than permitting

“such a response that will prevent the penetration or
prevent such penetration from resulting in theft". (ENC) ‘ |
Response: 5
e. The suggested rewording is not considered to provide a E ‘
significant difference. ‘ |
Conment: | ‘
f. One commenter suggested that Section 73.45(g)(1)(ii) and 7
(g)(2) were redundant and that (g)(2) could be deleted. ;
Other comments suggested that the requirement "to impede"
and hto assure" could not be met with absolute certainty ‘
and would better be stated as "attempt to impéde“ or

.

something less than assure. (Bw_2Z, ENC)

Reégonse:
f. The subsections 73.45(g)(1)(ii) and (g)(2) provide for two

separate capabilities and are not redundant. The first

requires establishing the necessary organization and the

15 Enclosure "B"
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3.8
3.8.1

e LA VRS =

second requires planning a response action. The comment
concerning the inability of the system to assure with
absolute certainty is recognized. The total system or
program is clearly stated to mean provide “reasonable®
assurance, certainty is neither implied nor expected.

Fixed-Site Svstems, Subsystems, & Procedures (Section 73.46)

Comment Sumnary: Comments were received from various commenters

as follows:

a. Commenters suggested changes to paragraph 73.46(a). Comments
recommended celetion of the phrase "but not necessarily
Timited to". It was also suggested that the last sentence
be deleted, as existing section 73.5 serves the same purpose
by allowing Ticense exceptions. Another comment took
exception to ;;ferencing "site specific conditions" in the
second sentence and recommended deletion of the entire
sentence. Another comment réquested clarification as to
whether or not the measures specified in this paragraph
were expected to protect against both interim and long term
threat levels. (NFS, BWC2, AIF, TEC)

Resporise:

a. The wording of this paragraph is specifically designed to
allow the Commission flexibility in decisionmaking in
allowing reasonable alternatives to the suggested reference
design system specifications outlined in Section 73.45(b)~(h).

The concept of requiring short and longer term implementation
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‘against different threats has been dropped. The longer
term period was to permit development of measures against
insider collusion. The time involved in the second round
of public comment eliminated this need .for further delay.

Conment:

b.1. One commenter requested clarification of whether or not the
individual who provides full-time, onsite direction, as
stated in paragraph 73.46(b)(2), of the physical protection
activities must be a member of security management.

Response:

b.1. The full-time onsite director described in Section 73.46
(b)(2) must be a member of the security organization, but

need not be a member of security management.
: :

- Comment:

b.2. Another commenter noted that the requirement in paragraph
73.46(b)(4) for requalification of all security personnel
at least every twelve months does not account for some
occupational categories which may not need requalification
in accordance with Appendix B, such as lock and key control
personnel, badge fabricators, or investigators. It was
also recommerded that the time interval, "at least every
twelve months", be changed to, "annually, with the period

not to exceed 14 months."
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Response:

b.2. Requalification of security personnel only applies to those
specified as requiring annual requalification by Appendix B
to Part 73. The suggestion to change the requalification
time from 12 months to annually, with the period not to
exceed 14 months, is not supported by any evidence to
justify such a change. Lacking such evidence, or a docu-
mented hardship caused by the presé;t time frame, this
requirement will stand as is.

Conment:

b.3. A number of comments questioned the intent of paragraph
73.46(b)(5). A1l these comments requested further clarifi-
cation of this requirement. (TEC, RI/ES, NFS, UNC2, BWC2,
AIF, ENC, UNC1) (GEC)

Response:

b.3. The guidance will provide furiher clarification concerning
intended security personnel control of the security system.

Comment:

c. Commenters suggested that isolation zone, as used in this
section, be better defined to include a minimum distanca

© specification. Another comment took issue with the require-
ment in paragraph 73.46 (c)(4) that the protected area be
illuminated. It was claimed that illumination was a hazard
as it made better targets of security forces. (AIF, BWC1,
HFS)
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Response:

c. The comments concerning physical barrier subsystems either
stated that specifications were too vague, e.g. an isolation
zone not defined by a minimum distance, or that certain
sections were unclear. Certain specifications, such as
isolation zone, are defined in terms of performance expected,
rather than by a specific arbitrarily chosen distance, so
that licensees can design this comﬁbnent in concert with
local site variations. The staff recognizes that such
definitions may seem initially confusing, but will prove
more useful to licensees once they have seen the guidance.
Thce comment claiming illumination of the PA may be hazardous
to security forces is answered as follows. If properly
installed and directed, illumination can be an advantage to
the security force and be a deterrent to an adversary. The
lack of illumination would create undo confusion and be an

unacceptable alternative.

Comment Summary:

Comments related to paragraph Section 73.46(c)(5) are for
the most part answered or clarified in the design guidance
with the following exceptions: The comments concerning
paragraph 73.46(c)(5) were as follows:

Comment:

c.1l. Significant delay requires greater definition (ENC).
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Response:
c.1l. The guidance will furthef explain the meaning of signif-

icant delay.

Comment:

c.2. MAA barriers, rather than vault barriers, should delay penetra-
tion appropriate to the response time of the LLEA. (ENC)

Response: i i UL L ST ) .-

¢.2. Both vault and MAA barriers must provide significant delays
if protection to SSNM stored in a vault is to be provided
from the insider who has access to the MAA.

Conment:

c.3. It is not clear as to what requirements apply to fuel
elements, alloys or fuel assemblies. (DOE/SG)

Response: ]

c.3. All requirements other than those specifically limited to
SSNM other than alloyed or fuel elements or assemblies, as
contained in §73.46(c)(5), would apply. Guidance will
provide further clarification.

Comnent:

c.4. The materials which could be used directly to manufacture a
nuclear explosive device should be specified. (NFS) UNCI1)

Response:

c.4. The staff does not believe that further specification of what
constitutes materials which could be directly used to manufacture

a nuclear explosive device is necessary in the rule.
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Comment:

c.5. What is an acceptable pehetration-resisiant, tamper-indicating
container? Must such containers be used when material is
within a vault? If so, why? (NFS)(AIF)(BWC2)(UNC2)(DOE/SG)

Response:

c.5. After reconsideration, the staff finds the requirement for
penetration-resistant, tamper-indicating containers to be
unnecessary. The rule will be changed to eliminate the
phrase "penetration resistant."

Comment:

c.6. What would be acceptable as "significant delay" to penetra-
tion? (NFS)

Response:

c.6. Significant defay is that delay which will prevent access
to and theft of SSNM from occurring when considered in
light of other site security éystem characteristics such as
detection and communication capabilities and security force
response time. Guidance will provide further clarificaticn.

Conment:

c.7. The use of locked compartments or locked process equipment
could adversely affect safety or production requirements.
(NFS)

Response:

c.7. The requirement for locked compartments or process equipment

applies to unattended production equipment and is a necessary
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form of protection for unattended SSNM. However, safeguards
requirements should never interfere with safety considerations,
and in the case of a specific problem or conflict, some alter-
native measure would be considered on a case-by-case basis.

Comment:

c.8. One comment took issue with the elimination of approval for
use of vault-type rooms as it was claimed that "the pene-
tration power of explosives virtua]i} negates the difference
in barrier resistance" between the two. (DOE/SG)

Response:

c.8. The revised definition of vault eliminates the old distinc-
tions between vault and vault-type room. The reqguired
degree of penetration resistance expected is explained in
73.46(c)(5)(i) and in detail in guidance documentation,
including means to upgrade existing vault-type rooms.

Coment: '

c.9. What is meant by "undergoing processing"? (BWC2)

Response:

c.9. A definition of undergoing processing will be added to
§73.2 to reflect the intended differences between active

“ processes and storage.

Comment:

c.10. Does the requirement for locked compartments and process
equipment mean that all gloveports on a glove box require

locks? (AIF)(BwC2)

22 Enclosure "B"
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Response:

c.10. The intent of this provision is to preclude direct access

to normally unattended material in processing, hence glove
ports would not require locks.
Comment:

c.1l. Paragraph 73.46(c)(6) inadvertently includes scrap other
than SSNM. It-should be clarified so that only SSNM is
addressed, such as could be done b;\changing "enriched
uranium scrap" to "strategically enriched uranium scrap”.
(ENC, NFS)

Response:

c.11l. The use of the phrase "enriched uranium scrap" is not
intended to include other SSNM but only high enriched
uranium. This will be clarified by adding the phrase
“enriched to 20% or greater."

Comment.:
d. Commenters offered the following remarks concerning para-
graph 73.46(d):
. Commenters suggested deleting the requirement that "badges
shall be displayed" as it sometimes conflicts with healt
and safety practices which require the use of protective

clothing. (AIF, 3WC2)
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Response:

d.1. Special measures may be necessary to meet health and safety
practices in high contamination areas and will be discussed
in detail in guidance documentation.

Comment:

d.2. One comment stated that equipment not specifically involved
in the use, storage, or processing of SSNM may be required
in MAA's and hence the last sentence of the undesignated
second paragraph of 73.46(d) should delete the reference to
"equipment used in . . . . " (WEC)

Response:

d.2. The last sentence of the undesignated second paragraph has
been changed to allow maintenance activities. The intent
of this sentence s to prohibit extraneous activities which
could weaken or complicate access control of MAA's.

Conment:

d.3. A comment noted that the requirement for material access

authorizations did not include unescorted access to protected

areas (which is a requirement of the proposed access autho-
rization rule) and questioned which rule governed. (ENC)
Response:
d.3. Both the proposed material access authorization rule and
this proposed rule would require a material access autho-

rization for unescorted access to PA's.
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Comment:

d.4. One comment questioned the intent of the search function at

T VS ——

access control points and whether or not the requirement

was practical. (DOE/SG)

Response:
d.4. Search functions are intended to protect against the
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introduction of firearms, explosives, and incendiary

devices or the unauthorized removal of SSNM from MAA's.
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Discussion of practicality will be included in guidance

documentation.
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Comment.:

d.5. One commenter requested deletion of the requirement for
badges to indicate area authorization and time limits of
such authorizaiion, as it would require badge redesign and
employees require access to all such areas in any event.
(UNC1) '

Response:

d.5. The requirement for badges to indicate areas to which
access is authorized is considered necessary, even if badge
redesign is required. However, alternative procedures
which accomplish the authorization intent of this paragraph
would be considered.

Comment:

d.6. Another commenter requested that greater credit be given

for material access authorizations. (RI/ES)
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Response:

d.6. Material access authorizations are the subject of a separate

rulemaking and will be considered in the overall system
evaluation when that rulemaking has been completed.

Conment:

d.7. Commenters exnressed confusion over the search requirements
of paragraphs 73.46(d)(4)(7). They stated it was unclear
as to who would be searched random;§’and that the rationale
for varying search requirements (some random, others not)
was unclear. It was suggested that these requirements be
clarified or deleted. There was confusion as to how the
last access control point could remain "hardened" in pro-
tecting the person controlling access when a search would
require that person leaving the confines of the protection.
There also was a question of whether or not remote operated
gates were intended by this section. Vehicle search require-
ments were criticized as ineffective. (UNC1l, ENC, UNC2,
AIF, BWC2)

Response:

d.7. The search requirements and rationale will be discussed in

. greater detail in the guidance documentation.
Conment:
d.8. It was noted that the escort requirements of paragraph

73.46(d)(8) and 73.46(d)(13) are inconsistent and contradict
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each other. It was suggested that the less stringent E
requirement be followed. (WEC) ;; |
Response: b
d.8. The escort requirements of Section 73.46(d)(8) and Section
73.46(d)(13) are not inconsistent. One deals with escort e ;{'
of vehicles other than designated licensed vehicles, the other
with individuals not permitted to enter PA's without escort.
Comment: e »ie
d.9. Commenters criticized the requirements for two separate
searches of personnel exiting MAA's and the necessity of
using two search personnel who cannot have access to the |
MAA. The reguirement for search personnel who do not have
access was stated as unrealistic and would contribute to
excessive personnel costs. It was suggested that a require-
ment disallowing individuals "who process" material from
searching would serve the samé purpose. Paragraph 73.46(d)
(10), which requires that wastes be drum scanned and sealed
by two individuals not having access to process or storage
areas, was criticized as being excessive and as potentially
requiring additional access controls within MAA's. Addi-

“ tionally, the decentralization involved was stated as
creating additional vulnerabilities by increasing supervi-
sion and monitoring difficulties. (UNC2, UNC1, WEC,

RI/ES, ENC, AIF, NFS) |
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Resggnse:

d.9. The requirement for a sécond search of individuals exiting

-

a material access area is intended to break up potential
collusion pathé between individuals who have normal access
to SSNM and the member of the security organizatian
responsible for the exit search function. This is the
final 7ine of defense in deptn and is considered necessary
in case the other ele~ants ‘surveillance, work rules, etc.)

fail or are compromised.

Because trash, wastes and other large objects leaving a
material access area have the potential of masking unautho=
rized removals of SSNM, the staff believes that extraordinary
search measures are warranted. Using individuals to conduct
the exit search of these objects who have access to the

SSNM and to trash or wast: containers or other objects that
pass throogh the MAA boundary amounts to a $elf search and
cannot be considered an effettive safeguard. However, use
of personnel who have acuess to SSNM might be an acceptable
alternative if the search is conducted by a team (rather
than two individuals) whose composition has an element of

randomness in its selection.

With respect to limiting the search to individuals who do

not process materiail, it is noted that in certain facilities
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individuals cther than material processors often have
access to SSNM in the course of their duties or by virtue

of their authorized presence within the MAA.

These special searco procedures and the separation of
functions requirements contained in 73.46(d)(12) are indeed
additional access controls that will probably result in
incre nands on licensee supervision to monitor all
phases of the material-processing operation. Essentially
all the specific requirements in Section 73.46 for protec-
tion against conspiracies fail into the category of addi-
tional access control or increased monitoring.

Comment.:

d.10. One comment suégested that paragraph 73.46(d)(12) apply te

solid waste oniy. (NFS)
Response:

d.10. Wastes, whether solid or in other form, should be screened
and packaged in areas other than processing or storage
areas to minimize collusion paths. No compelling reason
for this paragraph only applying to solid wastes was given.

e. Comments on paragraph 73.46(e) areas follow:

e.l. One comment recommended deletior of the requirement

for local alarms on protected area perimeter exits and
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deletion of the requirement for visible al.rms on all
exits. (UNC1)

Response:

e.1. Deletion of local alarms on PA exits and visible alarms on
all exits would remove a potent:ally significant detection
and communication capability and is not considered desirable.

Coment: :

e.2. Commenters noted that the requiremlit for three CCTV monitors
in vaults and process areas containing unencapsulated or
unalloyed materials is excessive and could be interpreted
as requiring three alarm stations. (ENC, UNC1, AIF, BWC2,
NFS, GEC)

Response:

e.2. The intent of the third monitor is to provide a degree of
protection for unoccupiad vaults containing the most signif-
icant material against collusion between the alarm station
operators. The effectiveness of this measure has been
reevaluated and the requirement has been modified.

Conment:

e.3. One comment suggested rewording paragraph 73.46(e)(3) to
only require alarms to activate upon entry into an area
instead of entry, movement, and exit. (NFS)

Response:

e.2. The wording to require alarm indication upon entry, movement,

and exit is specifically designed to ensure that all designed
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openings are alarmed and that some form of volumetric alarm
is used to indicate human movement. Detection of entry
alone is not considered sufficient.

Comment:

e.4. Commenters noted that duress alarms used by security patrols
were not cost effective and could cause interference with
computer conirolled equipment in pfyduction areas and hence
this requirement should be de1ete&f\ (UNC1, GEC)

Response:

e.4. Duress alarms causing interference with computer controlled
production equipment could be due to a number of causes,
most either installation or engineering weaknesses. Rather
than solve such a site specific problem by deleting the
requirement, it is suggested that the computer controlled
equipment be shielded or duress alarm transmissions be
changed. If a specific problén proved insoluble, an
exception could be requested.

Comment:

e.5. A comment stated that the rule does not provide adequi‘e
guidance for the design of an emergency power supply. (BWC2)

Response:

e.5. Guidance for design of backup power supplies is contained

in the guidance documentation.
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Coment:

e.6. Some confusion was expreésed concerning the meaning of
annunciation in the alarm station. The question was raised
as to whether or not a real-time graphic display panel was
required. (BWC2) P b T

Response: A"

e.6. A real time graphic display is not specifically required by ;{;‘
this section, further guidance on annunciation design will ﬁvti.
be contained in the guidance documentation. :

Comment:

e.7. Paragraph 73.46(e)(8) requires monitoring of exterior areas
within the protected area. The intent of this section was
not. clear to one commenter who requested a definition of
monitor. (BWC2) ’

Response:
e.7. This will be clarified in the guidance.

Comment:

e.8. It was suggested that the "two man" rule be acceptable to
meet the requirement of paragraph 73.46(e)(9). (UNC1)

Response:

e 8. The use of the two-man concept will be considered acceptable
in meeting the intent of paragraph 73.46(e)(9).

Comment:

f. A commenter nuted that the use of the word subsystem is not

consistent throughout the rule and that it should be better
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defined. Another commente; suggested adding the phrase “in
turn” to paragraph 73.46(f)(1) between “(e)(5) of this
section, who . . . ." and "should be capable". Another
comment claimed that portable radio transmitters, as required,
cannot be used in many production areas due to the inter-
ference it causes with computer controlled equipment.

(BNC2, UNC1)

Response:

f.

The interrelationships intended between system, subsystem,
and other levels of protection will be further clarified in
the design guidance. The problem of interference of
portable radio transmitters with computer controlled equip~

ment was answered under the duress alarm response.

Comment: ~

One commenter noted that the requirement for independent
review of the security program every twelve months could
probably be more helpful and less wasteful of management
time if restricted to programs which have shown signs of
being less than satisfactory. The requirement "to maintain

. in operable condition" was criticized as impossibie.
It was suggested the words "or repaired expeditiously" be
added to §73.46(g)(5) first sentence. Commenters questioned
the advisability of requiring two individuals to complete
all repairs. It was noted that simple, non-critical repairs

be excluded or the requirement be changed to require test
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and inspection by two individuals instead. A last comment

suggested that "skilled" rather than "trained" maintenance

individuals be required. (DOE/SG, BWC2, AIF, ENC, UNC2)

Response:

The conduct of the annual security program review is left

up to the discretion of licensee management as long as all

elements described in §73.46(g)(6) are covered. An acceptable

procedure would be for the licensee to identify, during the
first stages of the review, problem areas. These could
then be targeted for a more rigorous audit than other

elements of the security system.

The intent of having two individuals working as a team
performing maintenance on the security system is to preclude
compromise of the system by a single insider. Performance
verification after the maintenance has been completed is
only a partial solution since other portions of the system
could be altered at the same time without the knowledge of

the security organization.

. With respect to the qualifications of the maintenance team,

the staff believes than an individual who has been trained

in the operation and performance of the security equipment

would acguire the necessary skill during the training period.

On the contrary, an individual who has a general skill in
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h.

security equipment but no knowledge of a specific system could

not be depended on to assure that only authorized services have

been performed. Of the two, trained is the better word.

The requirement in §73.46(g)(5) for maintaining the security
system in operable condition is intended to assure that
adequate resources are committed to both preventive main-
tenance and timeiy repair. The poifibility of single mode
failure of security equipment is ngognized by the remaining

text of this paragraph. No change is considered necessary.

Comment.:

Commenters expressed confusion concerning the response
force requirements of paragraph 73.46(h). One comment
questioned whether or not response personnel must be solely
dedicated to a response function. Another asked if five
guards were required to respond to each alarm. One comment
questioned whether or not alarm station operators were
counted as part of the minimum of five required guards.
Another comment noted that the requirement for additional
response forces (over and above the minimum five) is
excessive since LLEA support is available. Another comment
stated that no minimum response force should be reguired.
One comment on allowing optional response methods suggested
that external CCTV surveillance of vault walls should serve
to meet the requirement of paragraphc 73.46(h)(7)(8).
(BWC2, AIF, UNC1, ENC, RI/ES, GEC)
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Response:
h.

Guards and armed response personnel can have other duties
so long as such duties do not interfere with their response
to a safeguards contingency. Normally it is expected that
the response force would be made up of guards who have
routine duties other than response, other members of the
licensee's organization who are qualified and trained in
accordance with Appendix B, and guards from the Ticensee's
organization who may be located at a facility that is
adjacent to the protected area. Alarm station operators
have continuing duties in case of an assault and are not

considered to be part of the response force.

The requirements for alarm assessment vary depending on the
Tocation of the source. Alarms occurring within unoccupiad
vaults and material access areas that contain unalioyed or
unencapsulated SSNM are to be assessed by at least two
security personnel using remote means. Alarms in other
material access areas are to be assessed by at least two
security personnel working as a team in the area. Alarms
initiated at the perimeter barrier or in the isclation zone
are to be assessed by CCTV or other means that reduce the
exposure of the responding personnel to ambush. Once it
has been determined that a penetration or attempted penetra-

tion has occurred, the actual response should be sufficient
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to neutralize the intruders and may include both the five

guards and members of the reserve force.

Considering the violent nature of the threat described in
Section 73.20, the staff believes that a force of at Teast
five armed persons is necessary to provide for initial

engagement and containment.

Provision for an additional response force (over and above
the five guards) is necessary to insure that resources are
available to counter multiple intrusions or diversionary
tactics and attrition of the primary response force during
the period before the arrival of local law enforcement.

s
External surveillance of vault walls could be an acceptable
alternate to the requirements of Section 73.46(h)(7) if it
includes methods to detect penetration thru the floor and
ceiling. With respect to large processing material access

areas, external surveillance may not be effective.

Requirements for Power Reactors (Section 73.55)

Comment Summary: Commenters noted the following:

It was suggested that "but not necessarily limited to" be

removed from paragraph 73.55(a)(2). (TEC)
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Response:

a. "But not necessarily limited to" provides for flexibility
in assuring adequate protection on a site-by-site basis, no
compelling reason for deleting it was expressed.

Comment:

b. One comment requested the justification for changing
“industrial" to "radiological” saboEage. (TEC)

Response: \

b. This comment was previously responded to.

\v>

Conment:

¢c. One comment suggested that the requirement for approval of
procedures and revisions (as in paragraph 73.55(b)(3)(ii))
by the individual with overall responsibility for security
be changed to allow the responsibility to be delegated. (FPL)

Response:

c. This requirements does not prdhibit deiegation of responsi-
bility, hence no change is considered necessary.

Comnent:

d. One commenter claimed that the requirement for demonstration
of ability by security personnel is not justified and too

« costly. Iu was recommended that it be deleted. Another

commenter recommended restricting the authority to ask for such

demonstration to inspectors and to reasonable times. (GPU, FPL).
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Response:
d.

RV AT

The requirement for demonstration of ability by security
personnel is crucial to the Commission's being assured that

security personnel are capable of pertorming assigned

method to provide some assurance that such ar important
part of the physical protection program will function

functions. In the absence of any reasonable alternative r;24
|
|
|
!
|
effectively, this provision will remain. f

Comment:

Response:
e.

The requirement for annual independent review of the security
program was questioned. The time interval was questioned

(24 months was suggested), the content of such a review was
not clear, and whether the review could or could not be

performed by company employees was questioned. (DPC, FPL, GPU)

The Staff believes the statement defining independent review
is sufficiently clear. It states "independent of both
security management and security supervision". Such review
conducted by company or corporate management other than
security management would be acceptable according to this
language. No justification was given for doubling the time

interval, therefore the twelve month interval has been retained.
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Comment:

Response:

f.

g.

One commenter noted an apparent inconsistency in that para-

graph 73.46(b)(6) requires random search of packages while

73.55 requires a search of all packages. (TEC)

There is not an inconsistency. As sabotage is the primary

threat at power reactors, searching of incoming material to

B 7t ease fu g b S s

assure that sabotage aids are not introdu-ed must be accom-
plished on a greater than partial basis, hence the requirement

that all packages be searched. At fuel cycle facilities, theft

is the major threat, with sabotage a secondary concern, the -

consequences of sabotage at a fuel cycle faciiity are con=
sidered to be less than at a power reactor. The search

requirement for’incoming packages is less stringent.

Comment:

Commenters expressed concern with the requirement for guards

to interpose themselves between adversaries and vital and
material ~ccess areas. It was claimed that such a requirement
cov’y unnecessarily endanger security personnel in that other
actions may be more effective and that tactical decisionmaking
must reside with the onsite supervisor. It was also suggested
that this action specifically refer to theft of nuclear material

and radiological sabotage. (GPU)

40 Enclosufe "



Response:

The requirement that guards interpose themselves has been a

part of existing regulations (10 CFR 73.50(g)(2)) since
Jdanuary, 1978. Whether or not this requirement could
unnecessarily endanger security personnel depends upon a
number of factors, primarily local response and training
plans and guard experience and judgment as applied to a
given situation. This does §11ow a large degree of tactical
decisionmaking oi. the part of onsite perscnnel and particu-
larly recognizes that security personnel faced with a
threatening situation must use their own judgment in
fulfilling their responsibilities and in protecting them-
selves. In answer to the second part of the comment, the
requirement does specifically refer to theft of SNM or
radiological sabotage.
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Babcock & Wilcox Company, R&D Division BWCl
Exxon Nuclear Company, Inc. R&T Center ENC
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Atomic Industrial Forum, Inc. i AIF
Babcock & Wilcox Company, Nuciear Materials Div BWC2
GPU Service Corporation GPU
U.S. Department of Energy, Office SG & Security DOE/SG
Nuclear Fuel Services, Inc. NFS
Westinghouse Electric Corp., Water Reactor Div. WEC
National Bureau of Standards. Reactor Rad. Div. NBS
Florida Power and Lignt Compan’ FPL
Rockwell International, Energy Systemé Group RI/ES
United Nuclear Corporation, Fuel Recovery Opn. UNC2
Toledo Edison Company TEC
Duke Power Company DPC
Allied General Nuclear Services AGN
New York State NYS
Generd] Electric GEC
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ENCLOSURE C

REPORT JUSTIFICATION
PHYSICAL PROTECTION OF PLANTS AND MATERIALS

Proposed Amendments to 10 CFR Part 73 - Strengthened Physical

Protection Requirements for Fuel Cycle Facilities and
Transportation Involving Formula Quantities of
Strategic Special Nuclear Material -

(Short Title - Safeguards Upgrade Rule)

Need for the Report

Proposed amendments to 10 CFR Part 72, 42 FR 34310, July 5,

1977, and 43 FR 35321, August 9, 1978, commonly referred to as
the upgrade rule, ptopose that fuel cycle licensees, and licensees
involved in the transportation of certain quantities of strategic
special nuclear material (SSNM) upgrade their physical security
requirements to prevent theft with high assurance and to protect

against radiological sabotage by the defined threat.

These proposed amendments included requirements for general per-
formance to protect agairst adversaries as defined in the regila-
tion. They also included a generic safeguards reference system

for fixed site and transportation physical protection which pro-

vides the capabilities to meet the general requirements.
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The proposed amendments are in the interest of‘national security
to assure protection of public health and safety and are fer the
purpose of protection against theft of formula quantities of

strategic special nuclear material.

The proposed regulations were the result of two studies, the
Security Agency Study and a Joint Energy Research and Development
Administration/Nuclear Regulatory Commis;fon (ERDA/NRC) Task Force
Study. The Security Agency Study concluded that creation of a
Federal guard force for maintaining security in the nuclear indus-
try would not result in a higher degree of guard force effective-
ness than can be achieved by the use of private guards properly
qualified, trained and certified. The ERDA/NRC task force was
formed to propose a plan of action for improving the controls and
protection of nuclear materials at ﬂRC licensed fuel cycle faci-

B addressed the current status of

lities. The task force report,
future direction of physical security protection at NRC licensed
fuel cycle facilities now in possession of certain quantities of

special nuclear materials.

These two studies included conclusions and recommendations which

provide a basis for the NRC's determination that safeguards at

1Joint ERDA-NRC Task Force on Safeguards evaluations of (V). Final Report,
July 1976, NUREG-0095, ERDA 77-34.
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certain existing fuel cycle facilities, power reactors and

transportation requirements should be improved and upgraded.

Cost, Burden or Benefit to Respondents, the Fublic and/or NRC

1.  NRC Operating

Upgraded licensee physical security\heasures will provide
assurance to the NRC and the public, that the security
afforded is adequate to protect this material against
threats having characteristics greater than currently

considered.

The direct impact on NRC will be the costs associated with
the effort expended to perform reviews and evaluations of
revisions to the existing phygical security programs.
Currently, it is estimated that there are 14 physical protec-
tion plans (Annex I, page 22) which will have to be revised.
Twelve for fixed site fuel cycle facilities and two for the
protection of SSNM in transit. It is estimated that an average
* of approximately 6 man-months will be expended by NRC to review
each revised plan. Assuming an estimated average NRC licensing
review cost per man-moith excluding any overhead of $2,800, the
total cost for review of these revisions is estimated at

about $235,200.
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It is further estimated th;t 2 man-months per year per
licensee or 28 man-months per year will be expended by the
NRC to review subseguent revisions to the plans to make
them acceptabie. The costs for this review is estimated at
$78,400.

NRC physical security inspections are currertly programmed
by Regional Offfcers of the NRC Office of Inspection and
Enforcement. The revised security plans will not require

any additional inspection effort by the NRC.

Other Government Agencies

The increased level of physical protection that will exist

at fuel cycle facilities and during transportation will enable

licensees to deter, detect, dé]ay and contain a more signif-
icant spectrum of adversary capabilities. This will provide
the licensee with a security system and response forces which
could more fully cope with threats below the level specified
in the regulation. However, it is expected that the security
posture that will be developed to cope with the threat levels
specified in the regulation will continue to rely on local
law enforcement and other Federal agencies and that the
present involvement of such agencies in providing protection

will continue at the current level or increase.
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Since most of the facilities being affected are processing
government owned nateriaj under the cognizance of the
Depaftnent of Energy and the Department of Defense, a major
portion of cost will revert to these Departments. No addi-
tional effect is anticipated or required with regard to

material protection amendments of the proposed rule.

Industry

The major impact on the licensees will be the capital and
annual costs associated with the additional security per-
sonnel and hardware requirements and the preparation of
revised security plans.

s
Tne total additional cost associated with upgrading physical
security at fixed sites has béen computed to be $8,579,000

capital investment cost and $6,470,000 in recurring annual

b o

cost. These average $780,000 (capital) and $588,000 (annual)
per facility. It is estimated that this represents increases

over present expenditures of 197% capital and 87% annual costs.
The total additional cost associated with upgrading trans-

portation physical security for 20 shipments per year is

estimated at $48,000 (capital) and $68,000 (annual). It is
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estimated that this represents an increase over present esti-

mated expenditures of 39% capital cost and 83% annual cost.

In addition to the capital and recurring annual cost, licensees

will be required to pay license amendment fees for review and
approval of the plans by the NRC. These fees amount to:

Average fee per Materials Licensee $ 9,950
Average fee per Facility Licensee $ 2,666
Total for fixed site plans $108,000*

!Thc question of transportation plan fees is presently
under review, it has not as yet been determined whether
or not fees will be assessed.
10 CFR Part 73, Section 73.20 after publication in effective
form, will require each licensee (who is authorized to
operate a fuel reprocessing plant, possesses or uses formula
quantities of strategic special nuclear material, or is
authorized to transport or deliver to a carrier for tran-
sportationJ;r takes delivery) to establish and maintain a
physical protection system which will prevent, with hign
assurance, theft of strategic special nuclear material and

brotect against radiological sabotage. These licensees will

be given:
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a. 150 days (five months) to submit a ~evised fixed site
safeguards physical protection plan and, if appropriate,

a revised safeguards transportation protection plan.

b. 360 days (one year), or 90 days (three months) after
NRC approval, to implement the approved plan, except

c. 540 days (one and one half yea;s), or 180 days (six
months) after NRC approval will be given for certain
activitiesvinvolving new construction, significant
physical modification of existing structures, or major

equipment installation. -

The safeguards modified security plans are to be submitted to the
Commission for approval. After the plan is approved there are no
requirements for additional reports on the plan provided it is not
changed. If it is changed, the licensee must obtain approval of
the change in advance if the change decreases the safeguards effec-
tiveness of the plan, and, if the change does not decrease the safe-
guards effectiveness, the licensee must submit a report containing
a description of each change within two months after the change 1s
made. Tt is estimated that the changes that have tc be submitted
to the NKC will be minimal.
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Specific Recordkeeping and Reporting Requirements Imposed by the Pro-
posed Changes to 10 CFR Part 73.

a. § 73.26 - Transportation Physical Protection Systems, Subsystems,

Components, and Procedures

1. § 73.26(b) - Planning and scheduling
(a) § 73.26(b)(3) - Licensees shall confirm and log the
arrival at the final destination of each shipment in

the series before releasing the subsequent shipment.

(b) § 73.26(b)(4) - Each shipment(s) shall be approved by
NRC prior to the time for the seven-day notice
required b; § 73.72.

2. § 73.26(d) - Security organiz&tion
(a) § 73.26(d)(3)(i) - Written security procedures which
document the structure of the transportation security
organization and detail duties of drivers and escorts

and cthers responsible for security shall be recorded.
3. § 73.26(e) - Centingeny and response plans and procedures.

(a) § 73.26(e)(1) - Licensees shall establish, maintain,

and follow a safeguards contingency plan for dealing
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with threats, thefts, and sabotage related to.

strategic SNM in transit.

4. § 73.26(h) - Test and maintenance programs
{a) § 73.26(h)(6) - The results of the review and audit
with recommendations of the security transportation
program shall be documented and kept available for

inspection for a period of 5 years.

5. § 73.26(i) - Shipment by roaa
(a) § 73.26(i)(6) - Notificaticn shall be made to law
enforcement authorities and the appropriate Regional
Office of the NRC Office of Inspection and Enforcement
in the event the radio telephone communications to the
movement control center are not received as required at
least every half hour from cargo and/or escort vehicles

and the appropriate contingency plan initiated.
6. § 73.26(k) - Shipment by rail

(a) § 73.26(k)(4) - See 5.(a). above. Same reguirement, but
for rail shipments.

9 Enclosure "C"




b. § 732.27 - Notification Requirements

1. § 73.27(b) = Four reports are required, as fellows:

(a) A report notification, upon arrival at the destination,
of the material receipt by the licensee who delivered
the material to the carrier for transport and notifi-
cation to the NRC Regional Cffice of Inspection and

\ .

Enforcement, and

(b) When a DOE license-exempt contractor is the consignee,

the consignor shall notify the NRC Regional Office.

(c) 1If the shipment fails to arrive at its destination at
the estimated time, or in the case of an export ship-
ment, the licensee who exported the shipment, shall
rotify the NRC Regional Office and the licensee or other
person who delivered the material to a carrier for

transport.
(d) If the shipment fails to arrive the licensee who made
y the physical protection arrangements shall also notify

the NRC Regional Office.

2. § 73.27(c) - Licensees who make arrangements for physical

protection of a shipment of formula quantities of strategic

10 Enclosure "C"
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SNM shall, after the estimated arrival time, conduct a trace
investigation of any shipment that is lost or unaccounted
for and file a report with the Comuission. Also, if the
licensee who conducts the trace is not a consignee, he shall
also immediately report the results of his investigation te
the consignea.

€. § 73.46 - Fixed Site Physical\Brotection Systems, Sub-

systems, Elements, Compcnents, and Procedures

1. § 73.46(b) Security organization
(a) § 73.46(b)(1) - If a contractor guard force
is used, the licensees written agreement will
show that the NRC may inspect and.take away

the copies of documents required to be kept.

(b) § 73.46(b)(3)(i) - There shall be written
security procedures which document the struc-
ture of the security organization which detail
duties of guards, watchmen and other indi-

viduals responsible for security.
2. § 73.46(d) - Access control

(a) § 73.46(d)(13) - Individuals not permitted by

the licensee to enter protected area without

11 Enclosure "C"
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3.

4.

§ 73.
(a)

§ 73.

escort shal)] be required to register name, date,

time, purpose of visit, employment affiliation,
citizenship, and name of the individual to be -

visited.. s

46(g) - Test and maintenance programs

§ 73.46(g)(6) - The fixed site licensees' :

q,_ A —
A .
. N -

security program shall be reviewed at least

“ —s'. o
a L
) ot
+

every 12 months and the results of the review,

,._.,_A_A..

audit and evaluation of the effectiveness of

the physical protection system shall be docu-

mented and reported to the licensee's plant
management ?nd to corporate management at
least one Tevel higher than that having respon-
sibility for the day-to-day plant operation.
These reports shall be kept available at the

plant for inspection for a period of five yeare.

46(h) - Contingency and response p'ans and

procedures

(a)

§ 73.46(h)(1) - Fixed site licensees shall
have a safeguards contingency plan for deal-
ing with threats, thefts and radiological

sabotage.

12 Enclosure "C"



(b) § 73.46(h)(2) - Fixed site licensees shall
establish and document response arrangements
that have .Leen made wilth local law enforcement

authorities.

§ 73.55 - Requirements for Physical Protection of
Licensed Activities in Nuclear Power Reactors Against
Radiological Sabotage

1. § 73.55(g) - Testing and maintenance
(a) § 73.55(g)(4) - The nuclear power reéactor

security program shall be reviewed at least
every 12 months and the results of the review,
'audit and evaluation along with recommendations
for corrections and improvements, if 2ny, shall
be documented, reported to the licensee plant
management and corporate management at leas*
one level higher than that having responsibility
for the day-to-day plant operaticn. The report
shall be kept available at the plant for inspec-

tion for a period of five years.

Tables A and B (Annex II, pages 23 and 24) indicate

the estimated man-hours per reporting amendment
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4,

requirement expected as a result of the proposed
amendment. No man years are stated for the increased

guard force required bv the rule change.
Public

The public will benefit from the fact that the nuclear indus-
try will be protected with higher.}35urancc against malevolent

acts.

Thera is no direci cost impact to the public since, with
the negligible exception of activities supporting the
Ft. St. Vrain reactor, material being protected is not being

used in the production of commercial electricity.

Decision on the Actio:

A decision to require upgraded physical security measures through

rulemaking is consistent with the previous Commissicn decision

that emergency action to increase protection was not required.

It is also consistent with the stated intention of the Commission

to.initiate a program of upgrading the protection of SNM against

theft and nuclear plarts against cabotage. It responds to the

recommendation by the Joint ERDA-NRC Task Force on Safeguards to

14 Enclosure "C"
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provide certain quantities of SNM with a higher level of protec-

tion. The rulemaking acticn to upgrade safeguards physical

protection systems should proceed as planned.

Technical Alternatives

An evaluation of the impact to upgrade ?Pc physical security

system at 12 fuel cycle facilities and SSNM in transit has been
considered. Because of their diverse nature, each of these fuel
cycle facilities and the two transportation companies were evaluated
as to additional performance capabilities required and a judgment
made as to the persornel (guards) and hardware systems needed to
improve the physical security posture to the required level.

This method of evaluation is based on one of several technical
approaches which would meet the regulation. Other technical
approaches may be proposed and found to be acceptable. The
structure of the regulation, i.e., performance capabilities,
permits this latitude to the licensee so Tong as the overall
capability is in accordance with the required level of perform-
ance. Systems which may be proposed by licensees which are accept-
able may result in the same or greater value, i.e., the system
would provide the level of protection and may be less expensive
than the system considered by the NRC staff. The alternative
systems could therefore be greater and acccrdingly would continue

to be acceptable.

15 Enciosure "C"

| S —

Iy

Ty e SR % il
- Y .
ARSI

P!
.T‘J. “ \

[



F. Procedural Approach

1. The procedural approach to upgrade the physical protection
of plants and materials can be accomplished by any of the
following methods:

a. Performance oriented regulation only. -

b. A regulation which includes general performance require-
ments for the capabilities necessary to protect against
adversaries plus a generic safeguards system that nor-
mally would provide those capabilities.

s
c. Specific system type regulaticn only.

d. License conditions.

2. Performance oriented regulations could take the form of

statements such as:

a. The licensee will provide a physical protection capabil-

ity to neutralize a specified threat or

b. To prevent with high assurance, theft of strategic

special nuclear material and to protect against

16 nclosure "C"




radiological sabotage, for fixed sites and special
nuclear material in transit safequards must assure

the licensee's capabilities to:
Prevent unauthorized access of personnel, material
and vehicles into Material Access Areas and Vital

Areas

Permit only authorized activities and conditions
within Protected Areas, Vital Areas and Material

Access Areas

Three more capabilities -- see proposed

section 73.45, 42 FR 34317, July 5, 1977

These capabilities must meet the g<-«ral performance

requirements of section 73.20.

The first statement (a) gives the licensee the widest

latitude as to the type of physical security system to

propose and therefore provides the licensee with the

Enclosure “C"




option of designing an optimum system for a particular
site. It lacks definition, however, as to the specific
performance capabilities that should be considered by
the licensee to assure meetings and the general
performance capabilitiss that are required, and this
couid lead to disputes between the Ticensee and the

NRC as to the regulation.

rd ¢
s’

The second statement (b) also gives the licensee a wide
latitude as to the type of physical security system to
propose, but in addition, channels the system design
into the fulfillment of certain specific performance
capabilities. While this provides more criteria for
system design, there could still be misunderstandings
with regard to performance capability requirements of

specific systems.

A regulation requiring a general performance capability as
well as some specific systems whereby this general perform=
ance capability is met, provides the optimum means of
upgrading licensee protection of plants and material.
Licensee options in the design of systems are allowed. At
the same time, the inclusion of the specific systems in the
regulations assures the public that licensee systems meet a

set of individual performance criteria. Review of proposals

Al
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ts also simplified since acceptance of licensee options is

made only if the capabilities provided are equally effective.

3, System requirements alone, while being explicit in the detail
design, does not provide the'¢esirab1e degree of flexibility
and would not allow other equally or more cost effective
systems or subsystems. X

4. The changes to the iicensee physical protection programs to
upgrade them at fﬁel cycle faéilities and in transit
represent such a magnitude that to implement them by license
conditions would be subject to legal dispute by licensees.
Moreover, this method of implementation would not be in

accordance with the process of public rule making.

Decision on Procedural Approach

Issuance of both performance oriented and reference system
requirements (alternative 2) is the preferred approach and should
be implemented for the upgrade rule. This will provide the
licensee latitude to submit a cost effective site oriented
physical security plan while providing a basis for comparison of
a performance oriented physical security plan to specific

requirements for capabilities.
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Statutory Consideration = NRC Authorityv |

At the Federal level the Energy Reorganization Act of 1974,
section 204(b)(1) allots to the NRC the Atomic Energy Act

- e .
- ey

authority for the "provision and maintenance of safeguards

P
. ,

against threats, thefts, and sabotage of ... licensed facil-

ities, and materials.”

(s prp———r
a .

¢

e

The Atomic Energy Act of 1954, as amended, provides ample =

avthority for the Commission to require licensees to upgrade the

existing physical security requirements. ?Zf}“
|

Relationship to Other Existing or Proposea Regulations or Policies ;

There are no apparent potential conflicts or overlaps with other ‘ .
agencies. [he Department of Energy is implementing a similar up-

grading of physical security at their contractor facilities and ‘
in transportation. Completion of this upgrading program is sched- 1
uled for the end of FY 78. Issues dealing with Federal, State

and local laws, and the interface of international laws on export/

import shipments are discussed in the statement of consideration

(Enclosure A, the Federal Recister notice contained in SECY-78-195).

The interface of the proposed regulation with respect to other
safeguards activities within NRC is discussed in the staff paper

forwarding this action to the Commission.
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Summary and Conclusions

Proposed amendments to the regulations (10 CFR Part 73) should

be provided to upgrade the physical security afforded to certain
quantities of a class of special nuclear material at fixed sites

and while in transit and of plants in which these quantities are
used. The incremental value obtained from these improvements,

i.e., protection against an increased threat level, outweighs the
resulting incremental impact. To provide the option to be flexible
in the design of the physical security system and provide an enfor<e-
able regulatory framework, the amendments should encompass both

general and specific requirements.

References

; Joint ERDA-NRC Task Force on Safeguards (U), Final Report, July 1976,

NUREG 0095, ERDA 77-34.
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ANNEX I

EXISTING PHYSICAL SECURITY PLANS FILED WITH THE NRC

Transportation Physical Protection Licensees

1. Transnuclear, Inc., White Plains, NY
2. Tri-State Motor Transit Co., Joplin, MO

\-4

Fixed Sites Fuel Cycle Licensees

Babcock and Wilcox, Apollo, PA

Babcock and Wilcox, Leechburg, PA
Babcock and Wilcox, Lynchburg, VA
Exson Nuclear Co., Richland, WA
General Atomic Co., San Diego, CA
General Electiric Co., Vallicetus, CA
Nuclear Fuel Services, Inc., Erwin, TN

Rockwell International, Canoga Park, CA

e ® N e » s W

Texas Instruments, Attleboro, MA

—

United Nuclear, Corp., Uncasville, CT

—
3

United Nuclear, Corp., Wood River Junction, RI

—
o

Westinghouse Electric, Corp., Cheswick, PA
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_ ANNEX 11 Page 1 of 2 ’
SAFEGUARDS UPGRADE AM.NDMENT ESTIMATED REPORTING BURDEN
(N.B., no estimated burden is stated for the general requirement in §§ 73.20 and 73.25, to submit a revised
safeguards transportation protection plan, since the specifics or segments of the requirement are contained
in §§ 73.26 and 73.27.)

A. Transportation Physical Protection

Total
il Estimated No. of Estimated Estimated
§ Requirements Man/Hrs.Days or Mos. Licensees Frequency Annual Man/est.
1. 73.26(b)(3) Log Shipment 1/20 Man/hr. ' 4 20 < Man/hrs.
2. 73.26(b)(4) NRC Approve Ship. 2 Man/hrs. 2 20 1/2 Man/month
3. 73.26(b)(3)(i) Sec. Proc. 1/4 Man/hr. 2 20 10 Man/hrs.
4. 73.26(e)(1) Contingent Plan 4 Man/months 2 1 8 Man/hrs.
o 9. 73.26(h)(6) Results of Reviews 2 Man/hrs. 2 1 4 Man/hrs.
w
6. 73.26(i)(6)  Notification to LLEA 1 Man/hr. 2 1 2 Man/hrs. }
7. 73.26(k)(4) Notification to LLEA 1 Man/hr. 2 1 2 Man/hrs.
8. 73.27(b) Notification - Shipment ‘
Arrival 1/4 Man/hr. 2 7 20 10 Man/hrs.
9. 73.27(b) Notification - NRC ;
Office 1/4 Man/hr. 2 10 5 Man/hrs. i
™ 10. 73.27(b) Notification - Shipment ‘ ;
o, Not Arriving or Export 1/4 Man/hr. 2 5 2 1/2 Man/hrs. ;
o {
E 11. 73.27(b) Notification - Shipment ,
™ Not Arriving 1/4 Man/hr. 2 1 1/2 Man/hr. ;
-¥3 12. 73.27(c) Trace Investigation 3 Man/days 2 : 1 6 Man/days :

10 1/2 man/months
and 6 man/hrs.
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ANNEX 11

SAFEGUARDS UPGRADE AMENDMENT ESTIMATED REPORTING BURDEN

(N.B., no estimated burden is stated for the general requirements in §§ 73.20 and 73.45,
to submit a revised safeguards fixed site protection plan, since the specifics or segments of the

requirements are contained in §§ 73.46 and 73.55.)

Page 2 of 2

B. Fixed Site Physical Protection
Total
Estimated No. of Estimated Estimated
§ Requirements Man/Hrs.Days or Mos. Licensees Frequency Annual Man/est. l
1. 73.46(b)(1) Contractor Written
Requirement 1 Man/day 12 1 12 Man/days
2. 73.456(b)(3)(i) Written Sec. Proc. 6 Man/months 12 1 12 Man/months
3. 73.46(d)(13) Sign. In Of People i
Escorted 5 Man/minutes 12 500 3 Man/months
and 1 Man/day '
4. 73.55(g)(4) Reactor System Review 2 Man/wks. 12 1 6 Man/months
5. 73.46(g)(16) Lic. System Review 2 Man/wks. 12 1 6 Man/months
6. 73.46(h)(2) Response to LLEA 3 Man/days 12 1 7 Man/month
and 1 man/day
7. 73.46(k)(7) Contingency Plan 4 Man/months 12 1 4 Man/yrs.
Total 7 Man/yrs and
4 man/days
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ENCLOSURE "D"

FURTHER UPGRADING OF PROTECTIVE MEASURES FOR
NUCLEAR MATERIALS ADOPTED BY NRC

The Nuclear Regulatory Commission is amending its regulations to
upgrade its requirements for protecting strategic quantities of highly

enriched uranium and plutonium. The improved program affects companies

N

licensed to fabricate nuclear fuel and conduct scrép recovery operations,'

and organizations which transport the materials.

The changes being adopted are part of an overall effort to upgrade
protection on a systematic and continuing basis. They further strengthen
NRC requirements in effect since late 1973 for fuel cycle facilities and
transportation activities and supplemented since that time by conditions
added to individual NRC licenses. i

The requirements include general performance requirements to prutect
against the following: .

(1) a determined violent external assault, by stealth, or deceptive
actions by a small group which is well trained (including military train-
ing and skills) and dedicated; these persons could have the assistance of
a knowledgeable insider and be armed with automatic weapons equipped with
silencers; they also could have incapacitating agents and explosives to
gain entry or otherwise destroy plant or transport integrity and the
ability to operate as two or more teams;

(2) acts of theft or sabotage by an insider, including an employee;

and '

1 Enclosure "D"
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(3) a conspiracy of insiders or empfoyees in any position.

The new regulations reflect the inherent differences in protecting
nuclear materials at fixed facilities and during transportation.

Licensees operating fixed facilities such as nuclear fuel manufactur-
ing plants are required to assure that only authorized personnel, materi-
als and vehicles are admitted to areas housing strategic nuclear materials
and to other areas designated as protected or vital areas; to provide
controls on movement or placement of nuclear materials; and to ascure that

any breach or attempted breach of security is detected and a response is

made.

More datailed measures for various aspects of security plans, such as
the security organization, communications and alarm systems, barriers, ,
detection systems, access controls and response plans also are included in
the regulations. ’ 4

New requirements for protecting important quantities of special
nuclear material (high-enriched uranium=-235, uranium-233 and plutonium)
during transportation involve the number of armed escorts, freguency of
communications, types of vehicles and containers, route information and
reporting of shipments. These requirements apply to shipments of five
kilograms or more of high-enriched uranium=-235 and uranium-233 and two
kilograms of plutonium.

Organizations transporting these quantities of nuclear materials must '
assure that the physical security system is capable of restricting access
and activity in the vicinity of a shipment and of preventing unauthorized ;

access to or removal of nuclear material from the carrier.
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New testing and ﬁaintenance pirrograms alsoc are required to assure the
continuing operation and effectiveness of security systems for fixed sites
and for the transportation of the material.

The amendments to Part 73 of NRC regulations were iirst proposed in
June of 1977. Following consideration of public comments, substantial
changes were made and the proposed amendments were again published for
comment in August 1978. In response to the comments, additional changes
have been made and the amendments are now being published in final form.

In adopting these amerdments the Commission decided that the require-
ments should not be made effective until guidance has been published to
assist licensees in meeting performance-orisnted physical protection
requirements for affected facilities ana activities. The Commission noted

it has taken into account the need for considering public comments on this

guidance; this need will be-accommodated by the time period specifying the

effective date of the amendments. Prior to the publication of these amend-
ments, two guidance documents have been published for public comment.
These are: (1) "Fixed Site Physical Protection Upgrade Rule Guidance
Compendium, Volume I and II" and (2) Regulatory 5.(SG904-4), “Standard
Format and Content, Physical Protection of Strategic Special Nuclear
Material In Transit."

Iii addition, revisions to Regulatory Guides 5.7, Exit/Entry Control
to Protected Areas, Vital Areas, and Material Access Areas," 5.14, "The
Use of Observation (Visual Surveillance) Techniques in Material Access

Areas," 5.44, "Perimeter Alarm Systems," and 5.57, "“Shipping and Receiving
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Control of Special Nuclear Material," have been made. These documents
have also been published for comment.

Copies of these new and revised guidance documents are being sent to
persons who have expressed an intarest in this matter. Comments are being
requested by (60 days after publication) so that final guidance can be
published by the time the rule becomes effective.

The complete text of the amendments to Part 73 is being pubiished in
the Federal Register on . TBe amendments will be

effective (120 days after FR).
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‘,c-"" b, % ( UNITED STATES ' |
g 9,‘ .CLEAR REGULATORY COMMISSIO.. A ‘2__ l
s hzd 3 WASHINGTON, D. C. 20555 r. :
P g %
Ay e May 1, .979

L % A
OFFICE OF THE -
SECRETARY b
MEMORANDUM FOR: Lee V. Gossick, Executive .
Director for Operations |
FROM: Samuel J. Chilk, Secretari:
SUBJECT: DISCUSSION OF SAFEGUARDS RADE RULE, 9:30 A.M.,

WEDNESDAY, APRIL 18, 1979 ISSIONERS' CONFERENCE
ROOM, D. C. OFFICE (See SECY-79-187)
(OPEN TO PUBLIC ATTENDANCE)

The Commission* was briefed on a final rule that would require strengthened
physical protection safeguards systems for fuel cycle facilities and
transportation involving formula quantities of strategic special nuclear
material.

> 1. staff report to the Commission on the ongoing program evaluating
the 100 rem/hr at 3 ft. rule (10 CFR 73.6), including an analysis of:

a) the original basis for this rule;
b) the current validity of this rule, and;
c¢) the impact of this rule on various licensed activities
including non-power reactors and storage of spent fuel and
radioactive waste.
(NRR) (SECY Suspense: May 15, 1979)

2. staff elaborate on the statistical sampling technique used for
random searches of packages prior to entering the protected area of
fuel cycle facilities and whether or not this is applicable to DOE
couriers and DOE vehicles.

(NMSS) (SECY Suspense: May 15, 1979)

-

The Commission requested that:
\
|

cc ST e ;
Chairman Hendrie \,L/-n U3 St X \( ;
Commissioner Gilinsky fase (,

Commissionar Kennedy

Commissioner Bredford

Commissioner Ahearne

General Counsel

Actinc Director, Policy Evaluation =

!

e !

W i)
e *Chzirman Hendrie was not in attendance.  __
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|
UNITED STATES ( |
NUCLEAR REGULATORY COMMISSION |
July 13, 1979 WASHINGTON, D. C. 20555 SECY-79-187A

CONSENT CALENDAR ITEM A -3

For: The Commissioners

From: William J. Dircks, Director
Office of Nuclear Material Safety and Safeguards

Thry: Exacutive Director for Operations B

Subject: CHANGE TO UPGRADE RULE: MAKING "HIGH ASSURANCE"
REQUIREMENT AN OBJECTIVE

Purpose: To obtain Commission approval for changes to 73.20(a) and
(b) and 73.55(a) incorporating "high assurance" as an
objective. -

Category: This paper covers a minor issue requiring Commission action.

Discussion: Chairman Hendrie, at the June 27th briefing of the Upgrade

Rule, indicated that it was the consensus of the Commission
that both fuel cycle facilities and power reactors would
use the term "high assurance," as an objective, in contrast
to "reasonable assurance." A draft of a proposed change

in wording to 73.20, which stipulates that "high assurance"
would be an objective for the licensee to attain, was .anded
to each Commissioner. After reviewing the draft, the
Chairman stated that the Commission, at its next meeting

on the Upgrade Rule, would like to see similar wording
applied to requirements of 73.55. This wording is

attached along with previously distributed changes to
73.20(a) and (b). The comparative text indicates the
changes made to the Upgrade Rule draft presently before

the Commission as Enclosure "A" of SECY-79-187.

Recommendations: That the Commission approve the proposed changes to 73.20
- and 73.55.

Coordination: The Offices of Inspection and Enforcement and Nuclear Reactor
Regulation concur in the recommendation of the oaper. The
Executive Legal Director has no legal objection to the
recommendations of the paper.

|
‘
Contact:
L. J. Evans, Jr., SGRI ot : q
427-4181 4 (

\" /
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The Commissioners -2 -

Scheduling: For consideration in conjunction with the Safequards

Upgrade Rule.
.>/,;y’ ¥
7 ’(r £ -
Py AeETYTT A

/ Wi1liam J. Dircks, Director
' 0ffice of Nuclear Material
Safety and Safeguards

Enclosure:
Changes to 73.20(a) and (b)

Commissioners' comments or cohsent should be provided directly to the
Secretary by c.o0.b. Friday, July 20, 1979.

Commission Staff Office comments, if any, should be submitted: to the
Commissioners NLT July 18, 1979, with an information copy to the -
Office of the Secretary. If the paper is of such a nature that it
requires additional time for analytical review and commant, the
Commissioners and the Secretariat should be apprised of when comments
may be expected.

This paper is tentatively scheduled for affirmation at an open meeting
during the week of July 23, 1979. Please refer to the appropriate
Weekly Commission Schedule, when published, for a spacific date

and time.

DISTRIBUTION:

Commissioners

Commission Staff Offices
Exec Dir for Qperations
Regional Offices

ACRS

AS&LBP

AS&LAP



§73.20 General Performance Ob;ectiue and Requirements.

(a) In addition to any other requirements of this part. each

licensee who is authorized to operate a fuel reprocessing plant pursuant

to Part 50 of this chapter; possesses or uses formula quantities of strategic
special nuclear material at any site or contiguous sites subject to contr01

by the licensee; is authorized to transport or oe;iver to a carrier for
transportation pursuant to Part 70 of this chapter formula quantities of
strategic special nuclear material; takes delivery of formula quantities of -
strategic special nuclear material free on board (f.o.b.) the point at which
it is del‘vered to a carrier for transportation; or imports or exports formula
quantities of strategic special nuclear material shall establish and maintain

or make arrangements for a physical protection system which will have as

its objective to provide [reasenable] high assurance that activities involving

special nuclear material are not inimical to the common defense and security,
and do not constitute an unréasonable risk to the public health and safety.
The physical protection system shall be designed to protect against the design
basis threats of theft or diversion of strategic special nuclear material
and radiological sabotage as stated in 873.1(a).

(b) To [meet] achieve the general performance [requirements] objective

of paragraph (&) of this section a licensee [shal}] is required to establish

and maintain, or arrange for, a physical protection system that:

(1) provides the performance capabilities described in Section 73.25
for in-transit protection or in Section 73.45 for fixed site protection unless
otherwise authorized by the Commission;

(2) is designed with sufficient redundancy and diversity to assure
maintenance of the capabilities described in Secticn 73.25 or 73.45; and

(3) includes a testing and maintenance program to assure control over

all activities and devices affecting the effectiveness, reliability, and

availability of the physical protection system, including a demonstration



that any defects of such activities anc devices will be promptly detected
and corrected for the total period of time they are re2cuired as a part of

the physical protection system.

§73.55 Requirements for physical protection of licensed activities in nuclear

power reactors against radiological sabotagex
N

(a) General Performance Objective and Requirements.

The licensee shall establish and maintain an onsite physical protection

system and security organization which will have as its objective to provide
Y e 1§

[reasemable] high assurance that activities involving special nuclear material
are not inimical to the common defense and security, and do not constitute

an unreasonable risk to the public health and safety.l/The physical protection
system shall be designed to protect against the design basis threat of radio-

logical sabotage as stated in §873.1(a). [In-meeting-thesed To achieve this

general performance [requirements] objective, the onsite physical protection

system and security organization shall be required to include, but not

necessarily be limited to, the canakilities to meet the specific requirements

contained in paragraphs (b) throuch (h) of this section. The Commission

As used in this section, ”Ri*h assurance" is comparable to the de
of assurance required Lv‘he Commission in its safety reviews f
protection against severe postulated accidents having potentia

annta

0]
3
|

consequences similar to the potential consequences from reactor s t
It should be aksr°c1aued that the standard "reasonable assurance,’
commonly used in safety evaluations, is applied to a broad category of
safety concerns ranging f he miti ;at1on of minor anticipated
operational occurrences jon against severe postulated
accidents. Thus, urance necessary to provide "reas
assurance" varies with of the safety concern.
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may authorize an applicant or licensee to provide measures for protection
against radiological sabotage other than those required by this section if»_

the applicant or licensee demonstrates that the measures have the same high assurance

e .

objective as specified in this paragraph and thaé—ghe overall level of system per-
formance provides protection against radiological sabotage equivalent to that which
would be provided by paragraphs (b)--(h) of this section. Specifically, in the
special cases of licensed operating reactors with adjacent reactor powerplants
under construction, the licensee shall provide and maintain a level of physical
protection of the operating reactor against radiological sabotage equivalent

to the requirements of this section.
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NUCLEAR REGULATORY COMMISSION titn TEAN G

WASHINGTON, D. C. 20555

July 30, 1979 A - 7

ALL NONPOWER REACTOR LICENSEES

Backaround

On July 24, 1979, the Commicsion published in the Federal Register (FR
43280-285) amendments to 10 CFR Parts 70 and 73 that will provide for

" physical protection measures to detect theft of special nuclear material
(SNM) of moderate and low strategic significance. These amendments apply
to nonpower reactor licensees and have been promulgated to apply the
international standards of physical protection as outlined in Information
Circular 225 (Revision 1) and recormended by the International Atomic
Energy Agency. As noted in the notice issued February 28, 1979, the Office
of Nuclear Reactor Regulation Safeguards planned visits at all affected
nonpower reactor facilities to assist in the review and assessment of site
specific characteristics. Most of the sites have now been visited. The
new rule (10 CFR 73.47) is provided at Enclosure "A" as excerpted from
the Federal Register Notice. .

As noted in 10 CFR 73.47, a1l affected licensees must submit new physical
security plans by 120 days from November 21, 1979 following the content and
format of Regulatory Guide 5.XX, which was previously provided to you. Along with
this submission and to insure licensing conditions reflect the category of
physical protection to be maintainad, each license must be changed to include
the impiementation and maintenance of the physical security plan as a license
condition. As the new regulation defines the categories by quantity and
enrichment .of SNM and exempts SKM that can be maintained continuously at

self protection levels of 100 rem/hour at three feat, the maximum limits of
SNM authorized by the license also must contain these values. Therefore,
submit within 30 days of receipt of this notice, the total amount of SNM
required to be possessed, the total amount required in the core, the total
amount required in storage, and the amounts of each of the foregoing to be
exempt and nonexempt. It should be noted that with the implementation of

the Safeguards Upgrade Rule, all fuel previousiy exempted that was in the

core and had been irradiated is no longer exempt. The only exemption criteria
is the self-protection criterion. If SNM is to be exempt an amendment to

the Technical Specifications also must be made establishing surveillance re-
quirerents for measuring the radiation levels of the exempted fuel.

Sincerely, e :

— el

A s F / . / ! : ' /
7 P > 7
/7/4 ")l 7 /l-/'/b/" “ ol \'{Z:[:’
. 507 Robert Y. Reid, Chief
3}?%7{?7r : Operzting Reactors Branch #4
~ apl Civision of Operating Reactors
’ e

Inclosyre: Federal Register 'lotice
(T2 232aNn_2021
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NUCLEAR REGULATORY
COMMISSION .

10 CFR Parts 70, 73, and 150

Safeguard Regquirements for Special

-~

Nuciear Material of Moderate and Low

Strategic Significance
Agency: US. Nuclear Regulatory
Commission.

AcTION: Fina; rule.

SUMMARY: The Nuclear Regulatory
Commission is amending its regulations
for physica! protection of plants and
materials, including acnpower reaciors,
to require physical protection measures
to detect Seft of special auciesar
material of moderate and low strategic
significance. The amendments are being
made i the interest of common defense
and security. The measures are designed
to provide a level of protection
squivaljent to that recommended in
Informatica Circular/225/Rev. 1 _
(INFCIRC/228) published by the
International Atomic Exergy Agency
{IAZA). The amendments specify
protection requirements for spacial
nuclear material 1t fixed sites, including
nonpower reacters, and for special
suclear material in transit.

Physizal protecion requirements for
independent spent fuel storage
installations and auclear power reactors
are presently covered under 10 CFR |
§73.40 § 73.30 and § 73.55 and
therefore are not included ‘n these
amencments.

Concurrent with the publicatio:n of the
amendments, the NRC is putlishing a
regulatory guide entitled. “Standard
Format and Content for the Licensee
Physical Security Plan for the Protection
of Special Nuclear Material of Moderate
or Low Strategic Significance.” This
document has been prepared as an aid
to upiforzity and compieteness ia the
preparation and review of the physical
security plan for specai nuciere
maténz! of mederate and low strategic
significance. Ia addition. 2 vaive/impact
assesament of these amencxents has
| been prepared and niaced in the
Commission’s Putiic Document Room at
1717 H Street. NW., Washington. D.C.
EFFECTIVE DATE: November 21, 1573,

Nota.—The Nuclear Requistory
* Commission Sas suboutted s rule 1o the
Compooiler Ceneral for meview of it
reporung "equrement under e Feceral
Reporis Act as amencec. «4 US.C 2512 The
daie on whick e reporung "sqwrement of
the muie decomes eflecTve, uniess idvised ‘o
e conTAry, Scuces & 45-Cay jenod whuca

[E—

that starute ailows for Compmolles Ceneral
review (44 US.C 2812{c){2)) =
FOR FURTHER INFORMATION CONTAGCT:
Mz. |. A, Prell. Safeguards Slandards
Branch. C{fice of Standards
Development. U.S. Nuclear Reguiatery
Caommission. Washington, D.C. 0553,
(301) 4433904 or Mr. C K Nulsen,
Reguirements Analysis Branch, Division
of Safeguarcs, Office of Nuclesr
Material Safety and Safeguards, US
Nuclear Regulatery Commission,
Washnington, D.C. 20535, (301) 4Z°—043.
SUPPLEMENTARY INFORMATION: On May
24, 1578 the Nuclear Regulatory .
Co—.aission published in the Federal
Register (43 FR 22216) proposed
amendments to 10 CFR Parts 70, 73, and
150 of its regulations. Interested persons
were invited to submit written
cocmments and suggesticns on the
propeosed amendmeats within thirty
days alter publication in the Federal
Register. Based on the public cumments
and other considerations, the
Commissicn bas adopted the propesed
amencdments, with modifcations as set
forth beiow. ;

The effecuve pbysical protection
amendments are designed 1o have
overall equivalency to the
recommendations of INFCIRC/225 Rev.
1, but there are differencesinthe . °
detailed requirements. INFCIRC/22%
Rev. 1 recommencdations are designed to
minimize the possibilities of theft or
sabotage of SNM of moderate or low
strategic nignificance. The effective
ameadzents have been primarily
designed lo require eariy detection of
theft of SNM of moderate or low
strategic significance. However, in
requiring easly detection capsbilities,
these amendments deter the possibilities
of theft or diversion. In the judgment of
the Commission. the degree of
protect 'm afforded by the containment,
monite.ing and detection procedures
required by these amendments provide
equivaiency to the INFCIRC/225 Rev. 1
recommendations fur protection of theft
or diversion of SNM.

Significant differerces Som the
proposed rule published for comment on
May 24, 1578 are: (1) Plutenium.
Beryllium (Pu3e) sealed souress would
be exempted from the phvsical
proteciicn requirements; (2) Plutonivm
with isotopic concenmation exceecing €3
percest i ~lutonium-228 would be
exempted Tom the physical srotection
requrements: (3] package end vehicle
SERrT2 requirements at facilities whers
special auciear material of Soderate
statepc signiScance is used or stored
tave been crangec: (4) The penod of
tme allotted for sub=uttal o 3 licenses
pian to implement these ecuirementy
as been ctanged Som 50 cavs 10 129
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cays alter e etfective date of the
smencment Ia addition, editerial and
clanfying changes were made and scme
definitions added to clarify the intent of
ihe regulations,

The following discussion pertains to
items (1) through (4) above.

(1) PuBe seaied sources—Commenters
stated that the cost of providing the
required physical protection for PuBe
sealed souwrces would be prohibitive
from the point of view of the limited
budgets available al universities where
most of the sowrces are now located
Imposition of the propesed
requirements, it was said, would result
in the curtailment of the use of Pude
sources at some siles with g significant
impact on the educaticnal and research
programss at those institutions. In view
of the very small quantities of plutonius
found in PuBe seaied sources (generaily.
from 18 to 181 grams) and the {act that
potential adversaries wishing 1o obtain
s § kg formula quantity of plutonium
would have to commut separate acts of
theft at g large number of widely
separated sites without being detected
the Commission bas decided that the
threat to the common defense and
security of this country was rufficiently
low that physical security measures
shouid not be required for PuBe sealed
sources, There is an upper limit of 500
ams of plutonium to which this
exerption can be applied because
greater than a 500 gram accumulation of
piutorium in this form invalidates the
basis for this exemption. [AEA
guidelines allow for such exceptions in
. the case of research type facilities.

(2) More than 80 percent Pu-238—The
proposed rule has heen smended to
reflect that plutonium with isotopic *
concentration exceeding 80 percent in
plutonium-238 would be exempted from
the physcial protecticn requirements.
This change corrects an oversight in the
initially >roposed amendments in whigh
it was iztended that such matenal
would be exempted to Le consistent
with the defimiticns of Category I and
I material in the LAEA document
ONFCIRC/228/Rev. L

(3) Search requirements—Package and
vehicle search requirements at faczlities
it whick special nuclews matesial of
Tocerate strategic significazce is used
or s10v 24 Rave beer ciangea. As
vised fandcm searcaes are caly
*quirec regarcing ite=s lesving
conolled access areas. arc ot of those
smignng. Tae primary objective of esuy
searcies is to detes: =atenals whics
cawd Se usetul in sabotage. Since
sestecton agaiast satotage i3 not withia
=t scope of Se proposed amezciTests,

an entry seasch requirsment is not
necessary. ;

(4) Submission and Implementation of

Plans—Several commenters stated that
more time would be needed than the
sixty days allowed for submission of
physical secunty plans. or amendmests
to them. {ollowing the cate the proposed
ameadments become effective.

The Commission agrees that more
time may be required. especially in the
case of licensees who have limited
managerial and fisacial resowces. and
has changed the submission date to be
120 days following the effective date of
the amendmest o addition. the Lcenses
is now required to impiement the .
approved security plag withia 240 daye
folle wing the effectve date of the
amendmest or within 30 days after the
plan is approved. whichever is later,

Cancurrent with the publication of the
smencments, the NRC is publishing a
guide entitied “Standard Format and
Content for the Licensee Physical
Security Plaa for the Protection of
Special Nuclear Material of Moderate ar
Low Strategic Significance.” The guide
is being published for a sixty-<day
comment period aad will be reissued
with comments takes into consideration.
The amendments to 10 CFR Pars 70. 73
21d 150 would become efTective at this
time (120 days after publication)
(November 21, 1979). Licensees would
therefore have 240 days after publication
of the amendments to submit Seir plans.
The plan would bave 10 be implecented
30 days after approval by the
Commission or 280 days after (date of
publication in the Federal Register)
(July 24, 1579)

Another area of ccmment dealt with -
employee screezing. Some of the
licensees interpreted the scoeening
requirement o call for a full Seld
background igvestigation of ail
persannei entering the contolled aczess
areas where the material is used or
itored. The wording of the rule has been
revised to more clearly indicate that the
requrement is merely one requising &
screening based on kaowledge of
persons perruitted access ratber thana
formal security investigation. The

-guidance package being issued with the
mule expiains :ore fully the intent of this
“requirement

There was one other area of comment
for which no spaciic changes were
=ade '0 the amencments put winch is of
sigificance. These comuments dealt
geners’ly with the techaical jutification
ior the proposed ameacments.

Many ci the commenters guestion
the technical jusrificanon for ‘he
preposed smencments on the basis of
the a lack of Z=tailed izformaticn
segarizg the hoest ‘he acditional costs

of implementation they perceived to be
incommensurate with orly marginal
improvements in physical protectiom
and the impacts on the licensees'
ongoing educational and research -
programs. Particular attention was
focuses by scme commenters on the
physical protection requirements for low
enriched uranium. '

The technical justification for the US.
adoption of the propcsed amendments is
contingent on both domestic and ‘
international factors, which are <losely
interrelated. Current NRC physical
protection regulations apply primarily to
strategic special nuclear material
{wanium enriched in the isotope U-235
to 20% or greater, U-233. and piutonium)
in quantities of five formula kilograms or
greater. There are no speciiic physical

tection requirements for quantities in
esser amounts. Yet it can be properiy
argued that 2 4.9 formula kilogram
guantity of SNM is about as important a
quantty as 5.0 kilograms. Multipie thefts
of such materials in close to formula
guantities could result in the
accumulation of more than a formula
quantity. The proposed detection
requirements are considered !0 provide
sufficient protection with minimum
2dded cost so as not to affect
educational and research programs.
Since the requirements are of a
detection zanwe rather than prevention,
characterization of the adversary in the
regulations was deemed 30t 0 be
necessary. ‘

Ia regard to low enriched wranium
(LEU) (enrichments less than 20%),
clandestine ennchmen! tc higher levels
may go beyond the capability of
sutrational terrorists. but it does aot go
beycond the capability of other
goverznments. Uniess properly
safeguarded. low enniched wanium |
could be stolen on bebalf of foreign
governments and enriched to expiosive
useable levels after it is smuggled out of
the US.

Tae Nuclear Non-Proliferation Act of
1578 specifies that NRC szall promuigate
regquwations which assure that physical
secunity measures are orovided to
special auciear materials exported Som
the United States without specifying
whether tie =aterials are low exricsed
uwrazium or high eariched uranium,
Bursuant to this legisiaticn. the
Cammission has procuigated 10 CFR
Part 11043 which provides among ciber
things that

“b) Commission determinstions on the
aceguacy of szysical secunty programs
rec:piest coustnes for Category J azd I
gquannties of =atemal will be tased on
avalable relevant information and writtea
asswances Som e recipient conaty ar
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§2ouo of countries that physical sacunity
Dessures provicing es 4 minimum protection
cow parable 1o that set fonk in INFCRC/2Z2S
wili be sintained.”

While the proposed amendments
wouid provide a needed exiension of
domestic physical protectica to special
nuclear materials for which the level of
physical protection required was not
previously specified. the full value ot
such protection could not be realized
atil similar protec ‘on is afTorded all
such material among the nations
utilizing such materials. Physical
protection measures similar to those
proposed, which are based on the
recommendations of the [AEA -
Information Circular INFCIRC/225/Rev.
1. have already Seen adopted by several
countries.

Pursuant to the Atomic Ener gy Act of
1954. as amended. the Energy
Reorganization Act of 1874. as amended,
and sections 552 and 333 of title 5 of the
United States Code. the [ollowing
amendments to T te 10 Chapter L Code
of Federal Regulations, Parts 70, 73, and

150 are publisaed as a document subject

lo codification. :
PART 70—~0DCMESTIC LICENSING OF
SFPECIAL NUCLEAR MATERIAL

1. Paragragh 70.22(g) of 10 &R Pant 70
is revised to read a3 {ollows:

§70.22 Contents of Applications

{g) Each application for a license that
would authonize the Tansport or
delivery to a carrier for transport of
. special puciear matenal in an amount

specified in § 73.1(b)(2) of this chapter
snall inciuce (1) a description of the plas
for physical protection of speciai
nuclear material in Tansit 10 accordance
with §§ 73.30 through 73.38. 73.47 (a) and
(e), 73.471g) for 10 kg or 2iore of special
suclesr material of low strategic
significance, ard 73.70(g) of this chapter
including, as appropriate. a plan for the
seiecton, qualification and Taining of
armed escorts, or the specification and
design of a specially designed truck or
wailer, and (2) & licensee sajeguards
ccatingency plan or response
procedures, as appropriate, for dealing
wits threats, thefis, and industrial
sabotage reiating ‘o 'Se special nuclear
Taterial 2 wansit Zach apglicatca for
sucs a license iavolving formuia
quantties of scategic special auclear
=atesal szall inciude the Srst four
categeres of information contained in
the apglizaat's sajeguards contingency
slan (The S-st four categories of
=ioraticn. as et {0528 2 Appendix C
19 10 CFR Part 73, are Sackground,
Gezenc Ps nming Sase. Licensee
Planning Sase. and Respennbility
MaTx The 20h category of

information. Procedures, does noi bave
1o be submitted for approval)

2 Paragraph 70.72(h) of 10 CFR Fant 70
is rtvucf'

ised 10 read as [ollows:

(h) Each application for a license to
possess or use at any site of contiguous
sites subject 1o conuol by the licensee
wranium-238 (contained in uranium
enriched to 20 percent or mere i the
wranium-238 sctope), wanium-233, or
plutonium alone or in any combination
in & quantity of 5.000 grams or more
compu’ed by the formula.
gams=(grams ccutained U-235+25
(grams U-271+grams piutonium], other
than s lice: se for possession or use of
such matenal in the cperation of &
nuclear reactor licensed pursuant to Pant
50 of this chapter, saall include a
physical security plan. consisting of two
parts. Part [ shall address vital
equipment. vital areas. and isclation
zones, and skall demonstrate how the
applicant plans to meet the
requirements of §§ 73.40. 73.50. 73.80.
71.20. and 73.71 of this chapter in the
conduct of the activity to be licensed.
Part O shail list tests, inspections. an~”’
other means to demonswate compli.
with such requiremests,

3. Section 70.22 is amended to add a
new paragraph (k] to read as follows:

. . - - . »

(k) Each application {or a license to
possess or use at any sile or contiguous
gites subject to control by the licensee
special nuclear material of moderse
strategic significance or 10 kg or more of
special suclear material of low strategic
significance as defined under
paragraphs 732 (x) and (y) of this
chapter, other than a license for
possession or use of such material in the
operation of a nuciear power reactor
licensed pursuant to Part 50 of this
chapter, shall include & physical security
plan which shall demonstate bow the
applicant plans to meet the
requirements of paragraph 73.47 (d), (e},
(f) and (g}, as appropriate, of Part 73 of
this chapter.

PART 73—PWYSICAL PROTECTION OF
-PLANTS AND MATERIALS :

. & Paragraph 7.:(b) of 10 TR Part 73
is revised to read as lolows:

§731 Purposr and
(b) Scepe

{2} This part prescibes requirements
for (i) the prysical protecdon of
productice ard utlizadon facilities
licensed pursuant to Part 50 of thux
chapter: (i} the paysical protection of
plants ia which actvities Ucensed
pursuant o Part 70 of s chapter are

conducted and (iii} the physical
protection of special nuclear material by
any person who, pursuant to the
regulations in Part 70 of this chapter,
possesses or uses at any site or
contiguous sites subject to the caatrol by
the license, formula quantities of
stategic special auclear material or
special nuclear material of moderate
strategic significance or special nuclear
material of low strategic significance.

(2) This part prescribes irements
for the physical protection of special
puclear material in Tansportatien by
any person who is licensed pursuant to
the regulations in Part 7N and Part 110 of
this chapter who imports, exports,
transports, delivers to a cammier for
transport in a single shipment, or takes *
delivery of a single shipment See on
board (f.o.b) where it is delivered to a
carrier, formula quantities of strategic
special nuclear matenal or special
puclear material of moderate stategic
sigificance or special nuciear material
of low strategic significanca.

S. Section 7320f 2O CFR Part M3 is-

" amended by revising paragraph (b] and

iding new paragraphs (x), (y), (z), (an)
'd (bb] to read as follows:

§ 12 Cefinttions,

(b) “Authorized individual™ means
any individual including an empioyee. 2
student. a consuitant or an agent of a
licensee who bas been designated in
writing by a licenses to have
responsibility for surveillance of or
control over special nuclear material or
1o have unescorted access {0 areas
where special ouclear material is used
or stored. -

(x) “special suciear material of
moderate strateqic significance” means:
- (1) less than a formula quantity of
strategic specal nuclear material but
more than 1000 grams of uwranium-225

Jcontained in uranium enriched to 20
percent or more i tae U-23S isctope) or
more than 500 grams of wranium-233 or
plutonium or in a combined quantity of
=cre than 1000 grams wiea computed
hv the equation. ams = (gramo
contained U-228) - 2 (grams U=
223 4+ gra.as pivtenuum), or

(2) 20.000 gra=s or =cre of wanium.
225 (contained iz wanium ennched to 19
percent or more but less than 20 percent
iz the U-235 isotope).

(y) “special 2uclear material of low
statepc significance” means:

{1) less than ac amount of strategic
specal suclear material of Soderats
sTategic sigruicance, as daSned in

73.2(xj(1} Sut =cre han 1S Ay of

" uranium-22S (contained i3 urasiusm

erriched to 20 percent or more ia the U-
55 wsotope) or 1S Fams of uranium- 233
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qr 15 grams of plutonium or the
combination of 15 grams when
computed dy the equation.

ifams = grams contained U=

225 4+ grams plutonium + grams U-233,
or

(2) less than 10.000 grams but more
than 1000 grams of wanium-23§
{coutained ia uranium enriched to 10
percent or more but less than 20 percent
in the U-238 isctcpe). or  °

(3) 10.000 gras or more of wranium.
235 contained in wanium enriched .
above natural but less than 10 percent ia
the U~235 isotope.

(z) "Controlled access area” means
any temporarily ar permanently
established area which is clearly
demarcated. access to which is
controlled and which affords isolation of
the material or persons within it

(aa) "Strategic special suclear
material” means wanium-275 (contained
in yfanium enricked 1o 20 percent or
more in the U~235 ‘sotope), wanium-z33,
or plutoniw,

(bb) “Formula quantity™ means .
strategic special nuclear material in: any
combination in & quaatty of 5,000 grams
or more cci.puted by the formaula,
gFams = (grams contained U-235) + 2§
(grams U-223 =~ grams plutonium).

6 A new | 72.47 is added 10 10 CFR
Part 73 1o read as follows:

§ 7347 Ucensee Fixed Site and In-Transit
Recuirements For ™he Physical Protection
of Special Nuctear Materal of Moderats and
Low Strategic Significance,

(a) General Performance Objectives

(1) Zach licensee who possesses, uses
or wansperts special nuciear material of
moderate or low strategic significance )
shall establish and maintaia a physical
prolecoen system that will achieve the
loilowing objectives:

(i) Minimize the gossibilities for
unauthorized removal of special nuclear
=atenial consistent with the potential
consequences of such actions: and

{ii) Faculitate the location and
recovery of missing special nuclear
Satersal

(2) To achieve these abjectives, the
Phvsical zrotection system shall
srovide:

(i) Zarly cetection and assessment of
“nauihonzed aczess or acuvities by an
exiernai adversary witkiz B controlled
3cless area cootawing special auclear
Satenak

(11] EZariy detection of removal of
scecial auciear matesial by an extermal
icversary Som a convolled acsess area;

[) Assure srozer piacement and
Tansier of custocy of spesial nuclear
Zatenal azd

{iv) Respend to indications of aa
unauthorized removal of special nuclear
material and then notify the appropriate
response forces of its removal in order
to facilitate its recovery.

(B)(1) A licensee is exempt from the
requirements of this section o the
exient that ne possesses, uses, or
transports (i) special auclear material
which is not readily separahie from
oL.er racicactive maienal and which
bas a total external radiation dose rate
{n excess of 100 rems per hour ata
distance of 3 feet from any acuessible

surface without intervening shielding or 5

(if) sealed plutonium-beryllium neutren
sowrcas iotaling S00 grams o~ less
contained piutcaium at any one site or
coniiguous sites or (iii} plutonium with
a0 isolopic concentration exceeding 80
percent in plitomium-238,

(2) A licanse"who has quantities of
special nuciear material equivalent to
special auclear material of moderate
suategic significant distibuted over
several buildings may. for each building
which contains a quantily of special
suclear matenal less than or equal to a
level of special nuclear material of low
strategic significance, orotect the
material iz that building urder the lower
Cassification physical s-cusity
requirements,

{c) Each licenses whe possesses, uses,
transperts or who delivars to a carsier
for zansport special nuclear material of
moderate strategic significance of 10 kg .
or more of special nuclear material of
low strate; ic significance shall:

(1) Subr it by [date 120 days fom
effective . te of amendment| a security
plan or an i mended security plan
descibing b w the licensee will comply
with all the re. uirements of Sections
73.47 (d). (el (f) and (g). as appropriate,
including sctedt les of implementation:
and .

(2) Within 240 days after the effecive
date of these amendm ents or 30 days
after the plan(s) sum:tied pursuant to
paragraph (c)(1) of this section is
spproved. whichever 's ater, implement
the approved security plan

(d) Fixed Site Regui~ements for
Special Nuclear Material of Moderate
Strategic Significanca—Zach licensee
W0g possesses, siores, or uses quantities
and types of special nuciear matesial of
Sederate stategic significance at fxed
sites, excezt those wio are licensed to
operate 8 zuclear sowe r reacior
pursuant 1o Part 50, shail:

(1) use the =a erial only within a
conirolled acsess ares waich is
lumizatec sudicently to ailow
getection and surveiilance of
unauilioniec penetation or activities,

12) store he material only within a
cantrolled access ares such as a vault-
type room or approved security cabinet
or their equivalent which is illuminated
suificiently 1o allow detection and
suvedllance of wizuthorized penetation
or activities,

(3) monitor with an intrusion alars cr
other device or procedures the
controlled access areas to detect
unauthorized penetration or activities.

(4) conduct screening prior to Fganting
an individual unescorted accaee tn the
controlled access area whers the
material is used or stored, in order to*
obtain informaticn on which to base &
decision to permit such acceess,

(S, develop and maintain a controlled
badging and lock system to identify and
limit access to the contrnlled access
areas to autherized individuals,

(8] Limit access to the cortrolled
access areas to authorized or escorted
individuals who require such access in
order to perform their duties,

(7] assure that all visilors to the
contolled access areas are under the
constant escort of an individual who kas
been authorized access to the area,

(8) establish a secrity organization or
medify the current security orgaxnization
te consist of at least one watchman per
shift able to assess and respond to any

’

" unauthorized penetrations or activities

in the controlled access arsas,

(9] provide s communication
capability between the security
organizaton and appropriate response
force,

(10) search on a randem basis
vekicles and packages leaving the
controlled access areas, and

(11) establish and maintain response
procecures for dealing with threats of
thefts or thefts of suca materials,

(e} In-Transit Requirements for
Special Nuclear Material of Moderats-

- Strategic Significance—

(1) Each licensee who transports,
exports or delivers to a carrier for
Tansport special suclear matesal of
Toderate strategic signiScance shall:

(i) 2rovide advance notification to the
teceiver of any planaed shipments
spec:iying ‘he mode of Tansport
estzated tze of arrival Jocaticn of the
auclear =atezal Tansfer soint. zame of |

jLarTier and transport idextification,

(if) receive confirmatsa Som the
Teceiver prior {0 he commencement of
the pianned shipment ‘Sat ‘he receiver
will be ready 10 accent ‘he shipment at
‘2e planned ‘ime an< location and
ackzowiedges te speciied mode of
Tansport

(ili) Tarspcrt the =ateralin a tazpen
{ndicating sealed container,
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(iv) & te integrity of b
containers and seals prior 0 shipmen
and

(v) arrange for 'Se in-transit physical
protection of tbe material in accardance
with the require=e=ts of § T2 47 (el(3) of
Rus part unless the receiver is a licensee
and has agreed in wmitng to arrange for
te o-tansit physical protection.

(2) Sach Jcenses who receives special
suclear =aterial of moderate strategic
ngnificance shalk

(i) c2eck the ntegrity of the containers
and seals v-on receipt of the shipment,

(i) notify the shipper of receipt of the
Daterial as required in Section 7054 of ~
Part 70 of this chaptes, and

(Li] arrange for the in-transit physical
protection of the material in accardance
with the requirements of § 73.47(e)(3) of
this part unless the shipper is a licensee
and 2as agreed iz writing to arrange for
Qe in-Tansit physical protecton

(3] Eack lcecsee, either shupper or
recaiver, who arranges for ‘e physical
protection of special suclear material of
=oderate srategic significance while in
Taosit or who takes delivery of such
Daterial See on board (L0.5.) the pein
&t wiich it is delivered 10 & carrier for
Tansport shallk

comumications capabiity, for

zotification of any deiays in the
scheduled shipment, Serween th
and he shipper or “eceiver,

(U] zinimize the =me that e =ate=al
is = Tansit by reducing the aurmber and
curaton of suclear =ateral Tansiers
and Dy routing the material iz the most
safe and direct manzer.

({i] conduce scceening of ail
zZpicyees (avoivea ia the
Taosvortation of the matesial in order
oftawn nformation on which to base 8
cecision 10 parmil ‘Sem contol over the
=atemal

(iv] establish and =aintaia response
procedures for dealing with threats of
Befls or thefls of suca material

(v) zake wrrange—enty 1o be notifed
=meciately of ts arrrval of &
Lpment at it destizaton, or of any
such supment that is lost ar
@maczounted for after the est=ated “mg
of armival at its desti=atics. and

(V1) conduct immedistely g Suce
Svestzaton of avy wir—ent *hat is lowt

ated for afler the egtizated
~=€ a=c report 0 the Nucisar

tary Com=issicn a8 spec=Sed in

acd o he shipper or recaiver ag
‘ate. ke licemses wio made the
sical protecton mrangemeniy ghail
eciately notfy ne Direcior of
rate Nuclear Regulatery
Ingpecticn ang
t Regicnal Ccg isted 3

amer

"

TR RS

¥

Appendix A of tbe action being takea to
tace the shipment.

(4) Each licensee how exports specal
nuclear material of moderate stratepe
significance skall comply with the
regiremests spec:led 3 § "4 (c) (e)(1)
anag (ej{3)

(S) Each licezsec whé imporis special
auclear saterial of =oderate strategic
significasce shail

(1) comply with Se requirements
speciSed i § 73.47(c) (e)(2) and (e)(3)
and

(ii) aotify U\ 2 exporter who delivered
the material to a carmmier for Tansport of
the amval of such matenal

(M) Fixed Site Requirements far Specal
Nuclear Matenal of Low Strategc
Significance--ach lUcensee who
possesses ar uses specal suciear
2aterial of low strategic sigmuficance at
fixed sites. except hose who are
lcensed 'o operate & nuclear power
reactor pursuant to Past SQ, shalk

(1] store or use the material only
within a controlled scoess area,

(2) monitor with an istusion elars or
otber device or procecures the
controlied access areas 1o detect
unautbonzed peceTatons ar actvities,

(3] aswure hat & watciman or offite
response forca will respocd o all
unaullcrized pecetrations or ac=vities,
and

(4] establsh and =aiztain response
procadures {or dealing with threats of
Beils ar heflts of such matemial

3) [a-Transit Require=ments for
Special Nuclesr Matesial of Low
Stategic Significance—

(1) Each lcenses who Tanspars ar
who delivers 10 a carmer for Tazspart
ipecal nucear =aterial of low sraregic
sugnificance sball:

(i) provide advance sotiScadon tg e
recaiver of axy placsed saipmemy
specifying ‘he mode of Tansvors
estmated Sxe of amival locaton of he
auciear matenial Tanaler soiat 2ame af
carmer angd Tansport identificatag,

(i} receive confirmaticn Som the
receiver priar {0 commencement of the
planned shipment that the wesiver will
be reacy ‘0 accept ‘he shisment at the
planced 4ime and locatics and
scknowiedses ‘s specSad =ode of
Tanspart

i) Tazspert ‘e materal i3 3 amser
LQcatng senied coxtaner,

iv) SSeck the Stegnty of the
contaizers and seais prior o as
nd

(v] arrange for ‘be in-Tanat paveical
Frotection of ‘Se =aterial a sccor<ance
Wil e requiue=ents of § TLCT5)(2) of
tus pare cniees ‘Se recomver u s
“censee and Sas agreed 3 writiag o

<3 lcensee who receives
es and types of special nuclear
=ateral of low sTategic significance
scalk
(i) check the integrity
and seais upon receipt o

5y Se skizpe

e requirements of § 72.47(3)(3) of
art, unless e shipper a o licenses
and tas ageed (o writing to arrange for
the =-transit physical Frotectica
(3) Each lcensee. either shizper ar
rezeiver, wio wrrazges [or the physical
srotection of special nuclear =atesal of
low sCategic signlficance while ia
Tazssit or wio taxes delivery of such
=aterial Tee on board (f0.5.) the point
&t wiich it is delivered 0 a carmier far
tansport staik
(1) establiak and =aintaia revponse
procedures for dealing with thrwats of
Qefty or heits of ruch material
) make arrangements 10 be notfed
ately of the wrrival of b
destination. or of azy
ucS shipment ‘Sat is lost or

() conducs im=adiately 1 Tace
Svestigation of acy shipme=t that is logt
of unaccousted for afer e setimated
amival tme and repart 1o the Nuclegr
Regulatery Commusion as specSed in

731 azd to e shipper ar receiver as
opropriate. The lzensce who made the
Foysical protectios wrangements shail
Uso .mmeclately zonfy the Director of
Qe approprste Nuciear Reguiancy
Commissian [nspecon emd
Toiormemient Rewional CSBeoe listed ia
Aspeziix A of e acuion being mien
Tace Lo smpment,

(4] Each licemses who exparts specal
sucear =aterial of low strategic

C =opcms svecal
Ow sCateme

‘slows:
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§ 7471 Reports of unacsounted for
shipmenty, suspecied thef uniawnd
Civerson, or ncdustnal “:Cug&

(a) Each licensee who conducis a
wace investigation of a lost or

unacsounted for skipm

to the appropriate NRC Re

1

Usted in Appendix A he details and
results of his Tace ...‘-'5;;12:;‘"

o
iee

shall ilewilinap
days a written -e~c~. to the appropn
NRC Regional Office setting fordh the
details and results of the Tace
igation. A copy of such writtea
: s"ai.' be sent to he Director,
=spection a:'.: ':'.L‘:':--*.e::'.

-e iS50,

& Section A2 0
revised o read as |,

§ 7372 Reguirement for sdvancs notics
of srupment of wpecisl Nucear Mmatenal,
Each licensee who plans to izport,
xport, Tansport, deliver ‘o a carmier for
Tansport in a single ship=ent, or take
delivery at the powat wh itis
delivered 10 a carmer. formula quantities
of swategic special nuclear matesai or
:;ecm’ ::z:_’ur =aterial of Doderate
gruficance shail ,vx“‘v the

spection and
E ""' reement kr*u. Ofice lUsted in
Aspendix A by US Mail pestsarked at
least 7 days in advance of he shippin
date. The "‘u'ow"g inforzation shall be
fSumushed in he acvance notice shipper,
receiver, carmer(s) estuxzated date and
tme of deparmure and armival Tansfer
;.:'s'; {s) of .-..::e::‘.."‘*

l..“" =cce ia

ree ——enb ;em
I nt Regior
:’;",ed Dy tejep:

uce Las Deen sent
Oy =ail and of any changes 10 the

sZipment (Cnery pnor 1o We stipment

PART 150-=SXEMPTIC
CONTINUED REGU
AUTHCRITY IN AGREZ U:‘h
UNDES SECTION 27

STATES

9. :0 CFR Part 130 is amenced 0

o}

add

? cew Secton 150.14 '0 read as cilows
'S0.14 Commizsion Reguiatory

.

:

Authormty ‘or Phywcal Protectis
:.—.--,

sosses =3 specal

suclear materfal of low strategic
ce i3 quantities greater than 18
grams of piut j 233 or

Wl O WA Wn - edd

_-:a:'.':::-..s (enriched to 20 percent or

sigmiican

«-T38
-

uranum-233

uranium-233 x».a.! meet the physical
protection requirements of § 73.47 of 10
GRPant 7L
EFFECTIVE OATE November 21, 1578
[Sec. 5 1810 Pub Law S3-7T0, 88 Stat 44
Pub. Law 9337, 88 Stat 47X Sec. 201, Pub
Law 83438 88 Stat 1242-1240% Pub Law 84
78, 38 Stat 13 (42 US.C 373, 1201, se41))
Dated st Waskingtoa D.C this 18t day of
July, 1578
For the Nuclear Regulatory Commission,
Semvel |. Chilk,
Secretzry of the Commission
TR Doe. " 0™ N "~ D% 2ol aml
WG COOQ M1t




