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4- UNITED STATES+

[' 1 NUCLEAR REGULATORY COMMISSION
; . jj '3 WASHINGTON; O. C. 20555

%,...../ -

September 27, 1982-

Mr. Daniel Hirsch, President
Committee to Bridge the Gap
Box 1186 IN RESPONSE-REFER
Ben Lomond, CA 95005 TO F0IA-82-381

Dear Mr. Hirsch:

This is in further response to a letter dated August 10, 1982, from
Dorothy Thompson, in which she requested, pursuant to the Freedom of
Information Act, documents relating to the UCLA Lab and research reactors.

Appendix A is a partial list of documents which are relevant to your
request. You will subsequently be billed by our Division of' Accounting
for the enclosed documents. >

Additional documents relevant to your request are still undergoing
review and segregation by NRC headquarters and our Region V office to
remove any safeguards information they may contain. You will be notified
of our determination when this review is completed.

Sincerely,

.

. M. Felton, Director

Division of Rules and Records
Office of Administration

Enclosures: As stated

!

I
.I

1

#
8211050024 820927
FDR FOIA
HIRSOHS2-381 PDR

._ _ . . . - -



. _- _

,
.- , _ - . . _ . _ .

> ,, .

-*,%;e- 1Re: .F01A-82-381 .

. - -

? Appendix A-

L1. SECY-79-187,' Strengthened ' Physical Protection Requirements-. for Fuel-
~

Cycle Facilities and Transportation Involving Formula Quantities-of
. Strategic Special Nuclear Material -(Short-Title -' Safeguards Upgrade
~ Rule),;3/16/79. -(158pages)

..

-

u.
2. Memo for L. V. .Gossick,zfrom Samuel J. Chilk, " Discussion of Safeguards -

-

QUpgradeRule,"}5/1/79.?(1page),

'

.3. .SECY-79-187A, ' Change to Upgrade Rule: Making"High Assurance" Requirement.^

.an Objective,- 7/13/79. '(5 pages) -

'
- .

<4. 1 Letter to All Nonpower Reactor Licensees from Robert W. Reid,:with
~

p enclosure,:7/30/79. . (7pages)
t

j ~
5. Memo,for L. V. Gossick from Samuel J. Chilk, " Discussion of SECY-79-189/A/B -3

Upgrade Rule," 8/3/79. (2 pages)

! 6. Memo'for William J. Dircks from ' John C. Hoyle, " Staff Requirements" - |8/12/81. (3pages)
-;

7. ACRS Transcript " Impact of the Safeguards Upgrade Rule on Nonpower
Reactor Licensees," 8/27/79. '(153 pages) - t
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UNITEo STATES

March 16, 1979 NUCLEAR REGULATORY COMMISSION

POLICY SESSION ITEM
Fcr: The Commissioners

From: Robert 8. Minogue, Director, SD
William J. Dircks, Director, NMSS

,

'

Thru: Executive Director for Operatio ~

. .-

%+ie%,
m

Subj*ct: STRENGTHENED PHYSICAL PROTECTIO QUIREMENTS FOR FUEL CYCLE

1@df
FACILITIES AND TRANSPORTATION INVOLVING FORMULA QUANTITIES OF g;

%E~~.
STRATEGIC SPECIAL NUCLEAR MATERIAL (SHORT TITLE - SAFEGUARDS

N*

UPGRADE RULE) ~ i
. ,.

Purpose: To obtain Commission approval to publish a final rule that would ,.

require strengthened physical protection safeguards systems for
fuel cycle facilities and transportation involving formula
quantities of strategic special nuclear material.

Catconry: This paper covers a major issue requiring Commission action.

Discussion: Background: .

On August 9, 1978, the Commission issued for public comment revised '
proposed amendments to 10 CFR Part 73 to upgrade physical protec-e

tion safeguards systems for fuel cycle facilities and transporta-
tion involving formula quantities of strategic special nuclear _

material. Interested. persons were given forty-five days to comment -
on the revised amendments. This was the second round of public
comment. Proposed amendments were first published for comment in
July 1977. A summary of the second round of comments and staff
responses is included as Enclosure "B". Enclosure "A" consists
of revised proposed amendments and a statement of considerations
which explains the changes made as a result of the seco'nd round
of public comment and other deliberations during the comment review
period. The statement of considerations also discusses the reasons

- why so,e suggested changes were not made. There are eight proposed
I substar.tive changes and other less substantive changes of an

editorial, clarifying or defining nature. The first thiee are con-
"sidered particularly significant and result from the recommendations
, of the " Task Force on NRC Safeguards Policy" convened by Mr. Gossick.

It should also be noted that two comprehensive guidance documents for
this rule have been completed and issued for comment.

Chances:
"

,

-([LL,b
'

The proposed substantive changes are as follows:
. / .

1. The general performance requirements of both existing S73.55(a),
for power reactors, and proposed S73.20(a), for facilities

h
Contact: ',, ,

'S o" EJ. Montgomery
. "f ~ f443-5904

Pbk m
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_

"'and transport activities possessing formula quantities of ,-

SSNM, have been modified to delete reference to "high assur- 7%
ance" protection and to substitute " reasonable assurance" .:S-.
that activities involving SNM are not inimical to the common "9-
defense and security and do not constitute an unreasonable 'T,y.

risk to the public health and safety. - - ,".

''

..:
d

2. The existing design basis threat stated in 573.55(a) for
power reactors has been modified and is now referenced as a

JG;.o
' .W-

general radiological sabotage statement which is also appli-
cable to other facility types as. required. QQ
.

. t!.fi
3. The proposed design basis threat contained-in 573.20(a) for 3,f9ffacilities processing formula quantities of strategic special i'

nuclear material and for transport of such material has been '" ' ,:.

modified and is now referenced as a general theft or diver- '. A

sion of formula quantities of SSNM statement which could be .-
applicable to other facility types as well. The result is .

that design basis threats are'now referenced to acts to be ,"- E
protected against, rather than to specific-facility types.

4. .The submission and-implementation schedules have been changed
to allow licensees to meet the amended requirements with a
single subriiissio'n and implementation period,for all aspects ~-

of the design basis threat referenced by the general perform- - .

ante requirements'of 6 73.20(a). The published proposal -

called for two submissions to give licensees time to develop
_

plans to protect against collusion and to give staff time
to develop guidance. This is no longer necessary because

. of the early completion of the collusion guidance. Submis-
sion time has been changed to 150 days after the effective
date of these amendments, while implementation time has -

~

been changed to 360 days. The allowable time to complete
new construction or significant physical modification of
existing structures or major equipment remains the same.

5. The number of armed escort.s required to protect the road [
and rail transportation and transfer of SSNM has been changed
from nine to seven. A reevaluation of the minimum number
necessary concluded that the intended functions could be :

-

met by two less individuals, thus saving the industry a ! |
'

degree of labor expense. In the staff's judgment, this change
will not diminish the degree of protection provided shipments-

of SSNM. This would provide comparability with DOE safeguards
for SSNM shipments. ;,

|

1
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The requirement for.use of penetration resistant containers &.6. .
has been deleted as there was considerable question concern- .2:.

ing the availability of and need for penetration-resistant 9.r*
containers, y,1 3

w
'7. The requirement for closed circuit ~ television monitoring of' %.

unoccupied vaults or process areas containing unalloyed or s.G.
unencapsulated SSNM by a continuously manned onsite location ' sp.a
.in addition to the two alarm stations has been changed. PG

-The intent of this_ requirement can be better met by stating N+T,

- other than either alarm station operator be present at or .

2[.}[Qi
thatmeansshallbeusedwhichtequirethatanindividual 4

j
have knowledge of the opening of such vaults or process j.| .j

i.. ,-areas. $h"
8. The definition 'of vault has been changed to reflect a more M

general description. Specific delay characteristics have >.
') r-been added to $73.46.

^ 6i
.

.-

Other comments which resulted in clarifying-or definition changes .O
.

-

of a less substantive nature are discussed in the-statement of ",
~-considerations in Enclosure "A" and in staff response to comments-

in Enclosure "B"..
,

~

Other Comments: ': _

,

1. Commenters continued to question the threat statement and
justification for the amended requirements. Such concern
was'not based on new arguments, and some modifications have
been made. Nevertheless, much of the justification has :
been restated in Enclosure "A".

, _
.

2. Commenters noted that a comprehensive evaluation of the amended
regulations was dependent upon the nature of the design
guidance to be furnished and that effective publication of
the amendments should be delayed pending comment on such

"

guidance. A comment period for the guidance should be
adequate for providing such additional evaluation. Staff

a does not believe a third comment period for the revised amend-
ments is' desirable or necessary.-

*4

3. Costs - Additional general comments that the amendments would~
'-prove too costly were made; however, no details were given .*

nor were specific criticisms of the previously prepared value .

impact statement made. The changes proposed for final publi-
cation would provide a small decrease in the overall cost -

1- while providing some increase in the value of the proposed
,

upgradedephysical protection system. The changes have not
:

,

.

i

|
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been such as to require rdvision of the vaiue impact prepared '

for the proposed-amendments published in August 1978h There ..

are license fee costs which the licensees would be required 1

to pay for the review and approval of their revised physical ;

protection pinne,'; These were not noted in tt'e7 original value. v.. ,r i

impact analysis because the regulation requit;i'ng them had ;..

not' been promulgated'at that time. These fees would amount . . . . . ,

to about $108,000 for the total industry or an average of *'!".
about $8,300 per licensee. The fees are discussed in more c-

detail in a revised Report Justification Analysis included ' d ;..
.

-. . _ . . .

as Enclosure "C". .;

.i r.w.Tq4
- --

*
,

- Oth'er Safeguards Actions .;

.w.,

IAEACategor[IIandIII Effective Rule submitted to Jp

Mterial Protection Rule Commission in January 1979 .-
_ e

Material Access Authori- Pending recommendation of Hearing ~.
zation Program Board and Commission decision -

-

estimated April 1979
,

' ^

Non power Reactor Protec- Proposed rule in preparation
tion Rule .

s

The Category II and III rule adds a new section t' Part 73 and
'

o - .

~

covers many of the materials and facilities not covered in'the
proposed upgrade rule.

,

The upgrade rule depends on the materia 1 acdess authorization3

program to the extent that such access authorizat'io'ns provide a
measure of protection against the in' sider. ' The upgrade rule
specifically refers to material acces's authorizations in its' treat-
ment of sedrch requirements and in its treatment of conspiracy a
between insiders. The rule also limits unescorted access to
vital' areas,; material access areas, and controlled access areas.
to in'dividuals having an NRC or DOE material ac'cessiauthorization.
UntiP such a program is implemented by the'NRC, some licensees
may have totemploy escort procedures for such areas.

'

The non power reactor protection rule will eventually cover non- i( "

ipower reactor protection (exclude them from the proposed require .
ments of the safeguards upgrade rule and the Category II (nd III ,

rule .o If and until such a' rule becomes effective, requirements
of tK)e safeguards upgrade and Category II and III rules would

'

apply depending on the quantity of materials involved.
_

,

Thes'e separate rulemaking. actions are being coordinated to ensure
need.and consistency.

A
-

,

.
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Issues and Alternatives [
~:.

.

C'.The major issue after two rounds of public comment and response ~~

and accelerated preparation of necessary guidance documentation
is whether to further delay publication of effective amendments 7- es

pending public comment upon the guidance documentation recently .

D
prepared. After two rounds of public comment and the associated -

staff deliberations ', hereof, there is little, if any, substantive 7
.,

information that could be expected to be gained from another .L
round of public comment on the amendments themselves. However, p.y.
for the public to be able to effectively comment on the guidance ; .?

to be issued, they should have the fi?)al regulations available ~~Ei
to put the guidance i~n its proper context. The staff, therefore, . eci
is recommending that the proposed amendments be published in 7:r
final form but that the effective date be far enough advanced so

~

"' -that the comments on the guidance can be received and final
guidance be published when the amendments become effective. The

-

guidance is being published for a 60-day comment period. In addi- -

-

tion, the staff will hold a meeting to brief licensees and other .

interested parties on the guidance and to answer questions concern-~

ing it. Staff has estimated that another 60 days will be needed
to revise the guidance based on comments. The effective date of
the amendments has, therefore, been recommenLd as 120 days afterr publication in the Federal Register. Considering the large volume
of guidance documents being publ_ished, this 120 days for comment -

,

and revision is a minimum.
'

R commendations: That the Commission:

1. Approve for publication in effective form revised proposed J.
amendments to 10 CFR Part 73 as contained in Enclosure "A." '

l-
'

2. Note that the value/ impact analysis previously placed in
the Public Document Room has been reviewed and determined
to still be valid for the revised amendments except for the

. Report Justification Analysis which has been revised
..

(Enclosure "C").

3. Note that a public announcement such as Enclosure "D" will i
be issued when the proposed amendments are filed with.the i

..
'Office of the Federal Register.

4. Note that the appropriate Congressional Committees will be
~

~

notified of this action.
!

5. Note that the Environmental Impact Appraisal, supporting a
Negative Declaration, as prepared for the original proposed
rule and placed in the Public Document Room, is still
applicable.

|

|

1
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C rdination: The Offices of Nuc', ear Reactor Regulation, Inspection and Enforce-
ment, and International Programs concur in the recommendations '

of this paper. The Office of the Executive Legal Director has ..

no legal objection to the recommendations of this paper. The
Office of Public Affairs prepared the draft public announcement. |-

Sch-duling: For consideration at an early policy session. ;

.

Sunshine Act * . -R* commendation: It is recommended that this paper be considered in an open meet- 5

ing. The Executive Director for Operations concurs in this di_;
recommendation. f3

-
:

Nh '
-

,

Robert B. Minogue, Director
Office of Standards Development - ,"-

s

William J. Dircks, Director
' Office of Nuclear Material Safety

and Safeguards
,

-
,

Enclosures: 4 i

"A" - Federal Reaister Notice ;
+"B" - Summary of and Response to Comments

"C" - Report Justification Analysis i

"D" - Public Announcement
i
,

!

This paper will be scheduled for consideration, in conjunction with'
SECY-79-188, at an Open (Portions may be closed) Meeting in the near
future. Please refer to the appropriate Weekly Commission Schedule,
when published, for a specific date and time.

DISTRIBUTION
Comissioners .

'Comission Staff Offices
Exec Dir for Operations
ACRS t

Secretariat

i
i
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'

ENCLOSURE "A" e., .

q ,,,
NUCLEAR REGULATORY COMMISSION ;f-.

:.

[ b CFR PARTS 70 AND 73] k:.

:.
PHYSICAL PROTECTION OF PLANTS AND MATERIALS .. - .?

'

.N
'

. 2- ?.i. ,
*

AGENCY: U.S.~ Nuclear Regulatory Commission' . ".)%e t;;

. . . ' .
e

-

.

i FACTION: Final Rule "~' i-

i. - N.. $.5;M
SIM4ARY: In July'1977, the Commission published for public comment

. .-

[}._.y
.

. , ~ .
.

! proposed amendments to its regulations for strengthened physical 'i||[,.

;.-

protection for strategic special nuclear material, certain fuel |'..s .;-<

cycle facilities, transportation and other activities involving ! I

significant quantities of strategic special nuclear material. ~

Extensive comments were received and a revision of the proposed.

:
,

amendments was published in August 1978 requesting public comment on _

..

the changes made.
,

In response to public comments, some additional changes have been ;-

! made to the proposed amendments. The Nuclear Regulatory Commission now ;

; .

is publishing these revised amendments in final form. !

[Eencarrentiy--t]The NRC [is] has issu[ing]ed* for public comment

guidance documentation to assist the licensee in the development of

safeguIrds physical protection and transportation protection plans and -

,

^

the implementation of such plans required by the amendments. The
,

effective date of the revised requirements has been set to permit
' ''

-

i
' ''

" Comparative text to the regulations published for public comment. '

Deletions are lined through and additions underscored..

|

|

1 Enclosure "A" .,
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public comment on the guidance and its issuance in final form at the
...

:-

time the requirements become effective. f.1-

3.,*, . .
EFFECTIVE DATE: 120 days after publication in FR. 1

,

, ,.

NOTE: The Nuclear Regulatory Commission has submitted this. rule to b
c@ .,

the Comptroller General for review of its reporting requirement under [-[..
w.-

the Federal Reports Act, as amended, 44 U.S.C. 3512. The date on which d},
+ M'%the reporting requirement of the rule becomes effective, unless advised S r.a

.
. ej ,.L,

,

to the contrary, includes a 45-day period which that statute allows for ' !.$".

- N:,'
for Comptroller General review (44 U.S.C. 3512(c(2)).

|
..

FOR FURTHER INFORMATION CONTACT: Mr. L.' J. Evans, Jr. , Chief, Require-
.

ments Analysis Branch, Division of Safeg'uards, Office of Nuclear Mate-

rial Safety and Safeguards, U.S. Nuclear Regulatory Commission, Washington,.

,

"

D.C. 20555, 301-427-4181, or Mr. R. J. ' Jones, Chief, Safeguards Standards '-

Branch, Division of Siting, Health and , Safeguards Standards, Office of

Standards Development, U.S. Nuclear Regulatory Commission, Washington,
.

~

D.C. 20555, 301-443-5907.
. , . . . .

.

.

SUPPLEMENTARY INFORMATION: On July 5,1977, the Nuclear Regulatory

Commission published in the FEDERAL REGISTER (42 FR 34310) proposed

amendments to 10 CFR Part 73 of its regulations. Interested persons

were invited to submit' written comments and suggestions in connection

with the proposed amendments within 45 days after publication in the .
,

FEDERAL REGISTER. The comment period was subsequently extended

thirty days. Upon consideration of the comments received on the
'~

2 Enclosure "A"
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.

proposed amendments published on July 5,-1977 and upon consideration-

%:,>
of other factors involved, the Nuclear Regulatory Commission published % .1

.

revised proposed amendments on August 9,1978 in the FEDERAL REGISTER

h3h|
(43 FR 35321) to obtain further public comment on.the changes that

'p...-

*
.had been made to the proposed amendments.

, , :pN
-10L. . .

'

Significant differences from the original proposed amendments [d$f
dSr.-

-- published for comment on July 5,1977 were: (1) the definition of i

the conspiracy threat was changed to a. conspiracy between' individuals- ~CS-

TD3
in any position who may have access to and detailed knowledge of the ' .'Ms.

s : *.'

facilities and activities refe: red to in 73.20(a) or items that :S:
5-could facilitate theft of special nuclear material or both; (2) "

~
.:

export / import requirements were revised to reflect the jurisdictional ' . ' ,

aspects of the regulation; (3) the phrase "...but not necessarily .g

limited to..." was deleted from the general perfomance ' requirements D~, _
.-

..

and capability requirements; (4) the package search requirements

were changed so that packages carried into a protected. area by L
,

persons having access authorization need only be searched when that I ','

person is chosen for random search. The package search requirement |_
'

also was changed to require only random search of packages delivered
r..

into a protected area; (5) the Contingency and Response plan require- .' j
,i

ments for in-transit protection was revised to add more detailed
']

.

,

response requirements consistent with the fixed site requirements; i

'

(6) the requirement for three armed escorts on cargo aircraft and
~

for sea shipments was changed to two, (7) the requirement for Pu and
,

U-233 containers resistant to small arms fire was deleted; (8) the
'

!

|
-

;

3 Enclosure "A" I
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.

r
. , _

'

i - ''

..

export / import security plan approval requirement was changed to . !
-

apply to all shipments and was clarified as to timing; (9) the -

requirement for alara stations to be considered vital areas was -.'g;:,:

:*
changed; (10) the use of vault type rooms for storage of strategic QF..w.

special nuclear material directly useable in a nuclear explosive $k:;
; . ..

. ?device was prohibited and the definition of vault changed to better @%y
. ' reflect the purpose of vaults; (11) the word immediately was deleted d"

-

. . . .
-

- .w.
,.

-9 from the requirement that armed response personnel be immediately i,y
,

:,4 y :
available; (12) definitions were added for deceit, stealth, and |g.[,

- =v

force, and other changes in. wording and language were made throughout M/.

,,..

the rule to clarify the intent. and be more specific in the meaning },.:-
,

of the requirements; (13) obsolete sections to be deleted when the ..

effective rule is published were noted; and (14) planning and implemen-
'

tation times were changed. . - x
'

- - ; , ;
.

. _

'

After review of the latest round of comments, the following

substantive changes have been made: (1) the definition of vault has ?

.1
been further revised [to-account-for-the response-time-of-en site ;

security-forces--and-aise-to-reflect-the-significance of-the-detection
.

and-commonication-aspects of-the-site-security system-in-determining
~

;

both response-time-of security-forces-and penetration-deisy-time '

required-of-the vanit-] and required vault attributes have been added ~ -|
J

to S 73.46(c)(5)(i); (2) the number of armed escorts required for
|

transfer, rail and road transportation of domestic shipments of SSNM
. .

' '

,

has been reduced from nine to seven individuals; (3) the requirement
;

for " penetration resistant" tamper-indicating containers for storage ;

.. ?

. !

4 Enclosure "A"
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'

t_..
..

of certain SSNM has been changed to tamper indicating containers; : |
(4) the requirement for a third closed circuit television monitor of [.-
vaults has been changed; (5) a definition has been added for " undergoing kin

.i.$]i.
'

processing;" [and] (6) planning and implementation times have been 0;.

, .r . +

changedi (7)-the design basis threat relating to theft of strategic '',76)
1/:~:.

special nuclear material has been modified and moved to 6 73.1(a); (8) .% |. .(
. re 2

i?y{;;.
j{:the design basis threat statement relating to radiological sabotage

- 's
(present 6 73.55) has been modified and moved"to f 73.1(a); and (9) /4,

c .T.;
the phrase " reasonable assurance" replaces the phrase "high assurance" J.

' v .- --
5 tin describing protection levels. In addition, changes in wording and 'T

..

language have been made throughout the rule for clarification, and con- yr'
forming' changes in references to and'by existing sections have been made. .

^

The following discussion pertains to items (1) through (9)-

>. , . . .
.

above.
,

.
-

~

(1) Commenters noted that the definition of vault, while

attempting to specify a delay capability tied to the response time y

of LLEA, failed to account for the significance of other aspects of ..

.'the security system, such as intrusion detection and communication, j
: . s.,

in determining that response time. A'dditionally, the use of LLEA | ,

'

Iresponse time as the criterion for measuring vault delay time was ,

'

criticized as being impractical and ignoring the protection afforded I: .
.

.

i-
I by response of the armed onsite security force. Accordingly, the ;~''

definition has been changed [to-eccount-for-these-factors-] and an
:

.

1.
'

,

. !

!

|

5 Enclosure "A"
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'
I

additional discussion of required vault attributes has been added to
'

f 73.46. ,

>

n ,
:, , ,.

(2) In determining a specific number of armed escorts for e i;"

' domestic transfers, rail, and road. shipments, the basic principles y', j i .
~~

-

i~
: ..c!

.

.--

were that force size be large enough to engage a small group of W, ..-

gx. .
i attackers and delay theft and.that this force would always be composed 6 {.7-

,

3y, ~ . , .

of two distinct' separated groups, so'that. no single act which interrupted Styg c.m%
communications of one group would totally destroy the ability to commu - h. , , gg,;* - -

.

,nicate to the movement control center. The Commission, in reviewing ~/.Sfy.

*d.'; <*

the differences in performance that could be expected from different Q .,
.e . ..

group sizes, determined that seven armed individuals could provide . jQ,'y
Yv- -

the necessary protection wh'ile lessening labor expense. The rule has - [
been changed accordingly.

.

,

+ .

(3) Comments questioned whether a " penetration resistant" tamper-
. _ . , .

,

indicating container'was adequately defined, available, or even
"

,

necessary. As the meaning of penetration resistant was not clear,
.

availability of containers was not certain, and the need for such Y~

3
containers was not defined, the rule was changed to delete the terms . ,

~

" penetration resistant."
~'

(4) Commenters stated that requiring a third continuously
' a
: manned location to monitor closed circuit television was equivalent*

to requiring a third alarm station. The intent of this provision ,'

was to add a third factor to protect against collusion between the'

two alarm station operators. After review, the Commission has
t .

-

*
,

6 Enclosure "A"
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4 ;

.*
. .

,
..

determined that this factor could be provided without the specific :;
,

:;;
^ requirements of a third CCTV monitor. The rule has been changed g.;

?.
- ~ [,'|accordingly. ...

.:q.,

. =

. g'c'

(5) Commenters expressed confusion as to when protection ;;

re'quirements were required while SSNM is undergoing proc'essing. A- f *.F-
$,.-

definition has been added to I 73.2 to' define undergoing processing 44
ti:-

and'to clarify the distinction'between'such processing and storage ydj
. - -

., . . . |1.*:t
for application of protection requirements.* @-

.:q

(6)~ Theimplementationschedulehksbeensimplified. There is

I,anow one schedule required 'for planning and implementing a revised ;-
.

.

security program, .rather than separate schedules for the external '

;;-)_

threat ~ plan and internal conspira'cy plan as previously proposed.
.

n . .. ..

The prior two schedule approach was to permit time ~ 'for development N.
' '

. . .
s

of guidance for protection against the internal conspiracy. This- -
~

.

guidance has now been developed so that. a schedule delay is not -

necessary. ,g
(7) Based upon review of the design basis threat, the previous 'd

threat description stated as a general performance requirement in

f 73.20(a) has been modified to reflect a reference to the malevolent
Iact of concern (theft or diversion) rather than a reference to the 5 ,

!.
type of facility to be protected and has been moved to 3 73.1. Appro-

. , .

priate reference changes have been made accordingly. .

. .

e
(8) The existing design basis threat stated in 673.55(a) for i

!
nuclear power reactors has also been modified as in (7) above to be

.

; -

7 Enclosure "A"
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.

'

referenced to the radiological sabotage threat rather than to the

facility to be protected and has been moved to 6 73.1. Appropriate '

reference changes have been made accordingly. :; . ,h
. .; j.

(9) The term "high assurance", as used to describe required pro- j.:1,'.h
.

~ :9.

tection levels in the general performance requirements o'f both existing
-v :]1

;

.

'
5 73.55(a) for power reactors, and proposed g 73.20(a) for facilities . .

_

.,<

?;; ..
' i, L1.jand transport activities processing formula quantities of SSNM, has
: a

'

been deleted. Both general performance requirements now require a )Efkf
~ c . .\

physica1' protection system which "will provide reasonable assurance y:2p,;
.;

that activities involving special nuclear material are not inimical ..
r: -

,

"3to the common defense and security, and do not constitute an unreason-

able risk to the public health and safety." This change will improve

consistency with existing reactor health and safety terminology, as
~

contained in existing regulations. It-is important to note that this . ,_

,

change will not affect the Commission's judgments of what regulatory
,

1

requirements are necessary to assure provision of adequate safeguards

against radiological sabotage, theft or diversion. Regardless of x
F .;

which modiffer is used, the Commission is still obliged by law to

assure that licensed activities do not pose an unreasonable risk to

the health and safety of the public and are not inimical to the
.

common defense and security. [
I'

In adopting these amendments, the Commission decided that the
-

.

,
'

requirements should not be made effective until guidance had been
.

published assisting licensees in conforming to performance-oriented
.

.

.

'
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physical protection requirements for affected facilities and activities. .
.

Allowance for consideration of public comments on this guidance has
, ,

been built into the time period specifying the effective date of the .., /
..

amendments. [Eencarrent-with] Prior to the publication of these amend- E
*

,

. = .

ments, two guidance documents [are-being] have been publ.ished for public
e

comment. These are: (1) " Fixed Site Phy.sical Protection Upgrade Rule ' . -
- - .

Guidance Compendium, Volumes I and II7 and, (2) Regulatory Guide 5.(SG904-4), ..g
v .-,.

" Standard Format and Content, Physical Protection of Strategic Special ;jf

Nuclear Material In Transit." :N
'

.. .,

.

In addition, revisions to Regulatory Guides 5.7, " Exit / Entry i-
.

Control to Protected Areas, Vital Areas, and Material Access Areas," '';

5.14, "The Use of Observation (Visual Surveillance) Techniques in

Material Access Areas," 5.44,'" Perimeter Alarm Systems," and 5.57,
,

>.

" Shipping and Receiving Control of Special Nuclear Material," have
~

.

been made. These documents also [wili-be] have been published for
.

'

comment.

Copies of these new and revised guidance documents are being
.

sent to persons who have expressed an interest in this matter.

Comments are being requested by (60 days after publication) so that

final guidance can be published by the time the rule becomes effective
,

Ion(12bdaysafterpublication). Copies of these documents also |
i~

ii_

will be placed in the Commission's Public Document Room at 1717 H i
'

- [' !Street, NW., Washington, D.C. 4

! !

.\
_

|

!
|

e

|

'
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The Commission believes that a significant number of comments -|.|
. .'- . -

for which no changes to the amendments were made will be satisfactorily , , .

O .*:
addressed by this guidance documentation to,be published concurrently id ;ie .i

, w::
with these amendments. ?{

. . .y .
. .

In' addition to the comments that resulted in changes in the j.
.'d.!; C.Mproposed amendments, the threat and general performance requirements
'

/ L
were again questioned. The Commmssion believes it is worth restating MK

' '
<mx. .

- the purpose and intent of the threat characterization and its relationship (ffjf
a :.: :

- to the general performance requirements. Y?i-~
. .,.y -

The purpose of the threat defined in the proposed amendments is f Y
- r '.

-*

''
to define the general character of the domestic safeguards challenge.

It is intended to provide a design. basis for physical protection
..

systems; therefore, additional adversary attributes are not necessary*-

~

to serve this purpose. Physical protection systems, when designed -
*

to the level specified in the general performance sections of the

rule and in accordance with the reference system specified in the ,

rule and other design guidance to be provided, will be responsive

to a general range of threats characterized by that stated in the
,

amendments.

With respect to specific numbers of adversaries, the numbers
.

are not.as significant as are the capabilities and resources of the -

adversary. For example, the threat from a disorganized mob of fifty
,

B

- or so people is much different from that of only a few well-organized,

well-trained people. -

.
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Given that the described threat is a design basis for a physical ",,,I
f, . ,'

protection system, additional design criteria are given in the form w.
ce
'

of required system capabilities. These capabilities are further :a, .

;i,.?
R .f.-

supported by the subsystems and components of.the reference systems Ci.^ -

in the r.egulations designed to meet the general performance require-
f, ..

27; 7
,

c.y
ments and required capabilities. .

$3+
..

.
.. -

The Commfssion has determined ~under Council of Environmental
j,97

..
. .. . , - . . . . - .. .

- pp. .
.-

, . Quality guidelines and the criteria in 10 CFR Part 51 that'an environ- [2.71. , .

,

,

mental impact statement for the amendments to 10 CFR Part 73 is not
o,

~

required. Concurrently with publication of the notice of. proposed ,.
.

..

rulemaking of July 5, 1977 (42 FR 34310), the Commission made available
f ;l' -.

in its Public Document Room at 1717 H Street NW., Washington, D.C., an
'

" Environmental Impact Appraisal of Amendments to 10 CFR Part 73" to
,

support a Negative Declaration. This document is appropriate for
-

;
i-

the revised amendments as well. . ;
'
, .

'

Pursuant .to the Atomic Energy Act of 1954, as amended, the

Energy Reorganization Act of 1974, as amended, and sections 552 and
j.'
l'

553 of title 5 of the United States Code, notice is hereby given ;,
i-

that the 'ollowing amendments to Title 10, Chapter 1, Code of Federal ;

Regulations, Parts 70 and 73, are published as a document subject to
L

codification. I:

Paragraph 73.1(a) of 10 CFR Part 73 is revised to read as .
!

1. '

i

i

follows: !
i'

' .

I..;
,

| !
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' 5 73.1 Purpose and scope.- ..

. . . .

(a) ~ This part prescribes requirements for the establish - ~

Purpose. , .

' ;.

~ f '!?,'ment and maintenance of_a physical protection system which will have
, q:J,

. capabilities for the protection of special nuclear material at fixed . ' , ,
. :: ~
' ':'sites and in transit and of plants in which special nuclear material ; :
-

,

6-|
, , ,

, is used[-]; The following design basis threats, where referenced in . ||.3 . .
'

ir .

' [$ensuing sections of this part, shall be used to design protection .

vs' : . . .

systems to protect against acts of radiological sab~otage and to prevent .)[hi
.

- - ~ gj,;--. .

the theft ,of special nuclear material:- )('yff
c.....-

"''' -(1) Radiological Sabotage. .,
.

(i) ' A determined violent external assault, attack by E..-
9.-

stealth, or deceptive actions, of several persons with the following
'

-

attributes, assistance and equipment: (A) well-trained (including
.

, ,

,

militarytrainingandskklls)anddedicatedindividuals-(B)inside '

,
,

assistance which may include a knowledgeable individual who attempts

to participate in both a passive role (e.g., provide information)
,

and an active role (e.g., facilitate entrance and exit, disable alarms
~

>

and communications, participate in violent attack), (C) suitable
,

weapons, uo to and including hand-held automatic weapons, eouipped ,
,

with silencers and having effective long range accuracy, (D) hand-
,

-

carried equipment, including incapacitating agents and explosives .
.

for use as tools of entry or for otherwise destroying reactor,

'

facility, transporter, or container integrity or features of the
- -

-

safeguards system, and
.

(ii) an internal threat of an insider, including an

employee (in any position).
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.-
(2) Theft or Diversion of Formula Quantities of Strategic. .-

,

Special Nuclear Material ,U 1

(i) A determined external assault, attack by stealth, .I,Y
'

. . . -
.

....
or deceptive actions, by a small group with the following attributes, ,,i|,g ,

(A) well-t'ained (including military training '
_, y

assistance and equipment:
.br -

:: u.
and skills) and dedicated individuals, (B) inside assistance which may Ob-

-

-ds
include a knowledgeable individual who attempts to participate in both

y,$[gm
a passive role (e.g. , provide information) arid an active role (e.g. , 5.~'-p

,

. . . . . .

facilitate entrance and exit, disable alarms and communications, parti- ]$.
.:-

cipate in violent attack,) (C) suitable weapons, up to and including .T .
. . , , .

hand-held automatic weapons, equipped with silencers and having }9
. , .

effective long range accuracy, (D) hand-carried equioment, including ,.

incapacitating agents and explosives'for use as tools of' entry or for~

'

otherwise destroying reactor, facility, transporter or container ~

>

integrity or features of the safeguards system, and (E) the ability to [
ooerate as two or more teams, I'

,

(ii) An individual, including an employee (in any position), :1
.

and

(iii) A consoiracy between individuals in any position

who may have: (A) access to and detailed knowledge of nuclear power '^~
.

plants.or the facilities referred to in 73.20(a), or (B) items that ; .

could ' facilitate theft of soecial nuclear material (e.g. , small tools, -

._.
substitute material, false documents, etc.), or both. -

.

I ;

' i

i

I

.
'
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2.. Paragraphs 73.2(c), (f), (h), (k), (n), and (p) of 10 CFR Part 73
_

.

..
.

are revised to read as follows: j; 7
. 9,:

. % ..
I 73.2 Definitions *; ;,,';

& : ..
As used in this part: - - - d.a.-

: ..

2 A A A A ) f '.q:.;
i.?f.y*i

~

(c) " Guard" means a uniformed individua'(armed with a firearm ;.

whose primary duty is the protection of special . nuclear material f,I)
,

. v. .y
'against theft, the protectio ~n of a plant against radiological sabotage,- [Q.$

or both.
. .9-

'.] -
. ;-;i.e.L

-

4-
-

= a a a a

-

'

(f) " Physical barrier" means
#

.

(1) Fences constructed of No. 11 American wire gauge, or heavier

wire fabric, topped by three strands or more of barbed wire or similar '
'

'

material on brackets angled outward bet' ween 30* and 45' from the vertical,
,n.

with an overall height of not less than eight feet, including the barbed +-

topping;

(2) Building walls, ceilings and floors constructed of stone,

brick, cinder block, concrete, steel or comparable materials (openings

in which are secured by grates, doors, or covers of construction and
. .

.

fastening of sufficient strength such that the integrity of the wall

is not lessened by any opening), or walls of similar construction, -

.

not part of a building, provided with a barbed topping described in '

.

C

.

'
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,.

''
. .

paragraph (f)(1) of this section of a height of not less than 8 -. , . . ,

feet; or
'

~

d.
.. .

(3) Any other physical obstruction constructed in a manner and #[
_ z ! ::=

of materials suitable for the purpose for which the obstruction is ''iYi
M

intended. ppy.
~ '

C*k
'2 2 2 2 2 ,

Q*d
(h) . " Vital area" means any area which contains vital equipment.

' '

~~'
a = a z' a

|.L
(k) " Isolation zone" means any area, clear of all objects *e~

which could conceal or shield an individual, adjacent to a physical [f
'

barrier. -
'

.:..
. .

* * .. *
. = x

. . .

s

(n) " Vault" means a windowless enclosure [ constructed] with'
_

walls, ficor, roof and door (s) [that-wiii-deisy penetration-appro-
'

.

priate-to-the response-time-of-the-locai-iaw enforcement authority

that-would respond-to a-safeguards-contingency-at-the site-] designed -

and constructed to delay penetration from forced entry.
.

= * * * *

. .
.

.I'
I (p) " Radiological sabotage" means any deliberate act directed ""

.

against a plant or transport in which an activity licensed pursuant ~

,

'r.
to the regulations in this chapter is conducted, or against a com- " . ' 'i

.

'

ponent of such a plant or transport which could directly or indirectly -

i

|

| endanger the public health and safety by exposure to radiation. :- '1

,
,

| .i

i.

.
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3. Section 73.2 of 10 CFR Part 73 is amended to add paragraphs (z)
:-

$ ''3,
'

thru (ii).
2;*

...

K.3. . -

5 73.2 Definitions. J ..
. y. -

.

, .
,'g :.As used in this part: .

. > ::
y.-n a s a n

yn
n.1. :

(z) " Controlled access area" means any temporarily or perma- 7.y.

<. . w.
A nently established clearly demarcated area, access to which is yp)v

.

_

.? F
controlled and which affords isolation of the material, equipment or

~

,; ,,

=.a.
'

persons within it.

(aa) " Strategic special nuclear material" means uranium-235 'j ;.
~

.

(contained in uranium enriched to 20 percent or more in the U-235
.

isotope), uranium-233, or plutonium.
s

(bb) " Formula quantity" means strategic special nuclear matarial _

,

' in any combination in a quantity of 5,000 grams or more computed by

the formula, grams = (grams contained U-235) + 2.5 (grams U-233 +

gramsplutonium).
,.

(cc) " Transport" means any land, sea, or air conveyance or

modules for these conveyances such as rail cars or standardized

cargo containers. .

(dd) " Incendiary device" means any self-contained device intended

to create an intense fire that can damage normally flame-resistant
'

or retardant materials. .

.
(ee) " Movement control center" means an operations center which

is remote from transport activity and which maintains periodic .,

,

-

.
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.

-
.

position information on the movement of strategic special nuclear

material, receives reports of attempted attacks or thefts, provides N'

-i ;C
.

a means for reporting these and other problems to appropriate agencies ;-;.|:
- u,

and can request and coordinate appropriate aid. .:-q

1:41
(ff) " Force" means [potentialiy] violent methods used by an j;,(.

.o---

. adversary to attempt to [ gain ananthorized-access-or-introduce annetherized .,

materiais-into-or remove-strategic-speciai-naciear-materiai-from protected hS5
y a,s

areas; vitai-areas;-materiai-access arensi-co'ntrolled access areasT-or -

N??Ai
.

transports-] steal strategic special nuclear material or sabotage a i;fy
u..

nuclear facility or violent methods used by response personnel to {'

$7protect against such adversary actions. .

:-..

(gg) " Stealth" means [ covert] methods used to attempt to gain .-

unauthorized access, [or] introduce [or-remove] unauthorized. materials --

2
.

-

# or remove strategic special nuclear material, where the fact of such m.
.,_

" "

attempt is concealed or an attempt is made to conceal it.

(hh) " Deceit" means methods used t.o attempt to gain unauthor-
'

ized access, [or] introduce [or remove] unauthorized materials or remove2
.-

strategic special nuclear materials, where the attempt involves'falsifi- ,

!

cation to present the appearance of authorized access. I

(ii) " Undergoing processing" means performing active operations ,

on material such as chemical transformation, enrichment, physical trans-

formation, or transit between such operations, to be differentiated

from storage or packaging for shipment. -

. ,

.

,.

.

i
~
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4. The undesignated first paragraph of section 73.6 is revised to ,'
read as 'follows:- .-

. I 73.6 Exemptions of certain quantities and kinds of special nuclear . 3. -

$;/j}material.
:,

A licensee is exempt from the requirements of $f 73.20,. 73.24 , /0;
*. :.a

73.25, 73.26, 73.27, 73.45, 73.46, 73.70 and 73.72 of this part, with ' '. ?
4

.

r.2]. - respect to the following special nuclear material:
.9@4.

). .. __ .. ;.-. .. , . . . . . . . , ,

.5....w.j 5. . Section 73.6.is amended to add paragraph (d) to read as follows: :

$
5 73.6 Exemptions of certain quantities and kinds of special nuclear :.;

i material. - - - :-:;.-

a n n n n '.^

I
'

(d) Special nuclear material that is being transported by.

the United States Department of Energy transport system.
,

6. Sections 73.30 through 73.36; and 73.60 are deleted.
_

.

7. The undesignated first paragraph of Section 73.50 is revised to

read as follows:

9 73.50 Requirements for physical protection of licensed activities.
;

| Each licensee who [is-authorized-to] possesses, uses, or stores i

!,

formula quantities of strategic special nuclear material which is not |
|

Ireadily separable from.other radioactive material and which has a total .

-)
.

external radiation dose rate in excess of 100 rems per hour at a

distance of 3 feet from any accessible surface without intervening
a

.
.

4
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,.

shielding other than at a nuclear reactor. facility' licensed pursuant ,~
. ..

''to Part 50 of this chapter shall comply with the following: -

^

'|.Oa n a n n -

.-
-

af 'w

5[t)
8. Paragraph 73.40(a) is' revised to read as follows: .j

.c.,..
. .

. .

s
f 73.40 Physical protection: General requirements at fixed sites. QT.
. .. -

9._

(a) Each licensee shall provide physical protection against h
. a. . . .: .' .- - . . . . . .- . .-... .. -- ; .:

[industriai] radiological- sabotage and against theft of special nuclear 1.

Q. n - - :- - .. . : . .. . .: . . . . . . . . .

material at the fixed sites where licensed activities are conducted. Ma
~

-

. .- . . g. .... .

Physical security systems shall.be established and maintained by the 'R.

.

3.'

licensee in accordance with security plans approved by the Nuclear
?@.E
s

. . . .

Regulatory Ccmmission. .- "'[,

.

9. Paragraph 73.40(b) is revised to replace references to gg 73.50 ".5,

, ,

and 73.60 with reference's to SH 73.20; 73.24; 73.25; 73.'26; 73.45; ;-
'

,

>.
and 73.46.

~ ' N
..

10. New sections 73.20, 73.24; 73.25, 73.26, 73.27, 73.45 and 73.46
..

_

are added to r'ad as follows: Ue
.u

9 73.20 General Performance Requirements.
'

.:..
"'

(a) In addition to any other requirements of this part, each
~

licensee who is authorized to operate a. fuel reprocessing plant |-

pursuant to Part 50 of this chapter; possesses or uses formula -

.:

quantities of strategic special nuclear material at any site or
-

: .'

contiguous sites subject to control by the licensee; is authorized .f
to transport or deliver to a carrier for transportation pursuant _to

,-

,

,

: : ..
|-
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Part 70 of this chapter formula quantities of strategic special
'

'

nuclear material; takes delivery of formula quantities of strategic
.

.

. , .q'.'jspecial nuclear material free on board (f.o.b.) the point at which it -

:,:. 2

is delivered to a carrier for transportation; or imports or exports ..f r
Mi

formula quantities of strategic special nuclear. material shall estab- 3,;,{2

lish and maintain or make arrangements for a physical protection system f.' '3

'which will provide reasonable assurance that activities involving SS
4x

- " S- - special nuclear material are not' inimical to the common defense and )ff'~~

.i. . d..

- security, and do not constitute an unreasonable risk to the public ]f
'

health and safety. The physical protection i;ystem shall be designed .O
j.

to protect against the design basis threats of theft or diversion of .

.

strategic special nuclear material and radiological sabotage as stated

in 6 73.1(a).
,

. -

s
(b) To meet the~ general performance requirements of paragraph (a)

-
,

.

of this section a licensee shall establish and maintain, or arrange
'

for, a physical protection system that:
a.

(1) provides the performance capabilities described in sec-

tion 73.25 for in-transit protection or in Section 73.45 for fixed
~

site protection unless otherwise authorized by the Commission; !

(2) is designed with sufficient redundancy and diversity to

assure maintenance of the capabilities described in section 73.25 or

73.45; and .

-

(3) includes a testing and maintenance program to assure control -

.

over all activities and devices affecting the effectiveness, reliabil-
.

ity, and availability of the physical protection systein, including a

.
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3

demonstration that any defects of such activities and devices will

be promptly detected and corrected for the total period of time they
'

are required as a part of the physical protection system. ;' .
. .

.

(c) Each licensee subject to the requirements of paragraphs (a) [f[,|
'

c . . ;..

.and (b) of this section shall:- . . 3,(
(1) within [129] 150 days after the effective date of these f'.}|

. n.\

~

amendments, submit a revised fixed site safeguards' physical protection ;jlf.
X

#g,6plan and, if appropriate, a revised safeguards transportation protection g -
..

plan describing how the licensee-will comply with the requirements -

i~

.

of paragraph [s] (a)[(l'3-and-fa3(E3] of this section; and I ".

(2) within [300] 360 days after the effective date of these (
amendments or 90 days after the plan submitted pursuant to para- -

.

graph (c)(1) of this section is approved, whichever is later, imple-
,

>

ment the approved plan except for activities specifically identified
-

.

'

by the licensee which involve new .:onstruction, significant physical

modification of existing structures or major equipment installation

for which 540 days after the effective date of these amendments or
'

a

180 days after the plan (s) is approved, whichever is later, will be
,

allowed. -

;-

[(33- within-210-days after-the effective-date-of-these amend- j,

ments-schmit-a revised-fixed-site-safeguards physicai protection [- -

pian and--if appropriate- a-revised safeguards-transportation pro- ' ,,-

tection plan-describing-hew-the-ficensee-wiii compiy with-the-require- -

|-,

I.
ments-ofparagraph-(a)(33-of-this-section--and i

F..

['.

o

f
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(43- within-390-days-after-the effective-date of-these-amendments

or-90-days-after-the pian (s3 submitted pursuant-to paragraph-(c3(3) .

of-this-section-is-approved- whichever-is-fater--impiament-the .

-

..
approved pian-except-for-activities specificaliy-identified-by-the -

, ,

licensee which-involve new-construction--significant-medification of ;.; .
existing-structures-or-major equipment-instaliation-for which-540

.:
days after-the effective-date of-thesd-amendments-et-180-days-after 3J
the plan (s3-is-approved- whichever-is-iater M ii-be allowed-] hh.,

3 rs -
.a r.

6 73.24 Prohibitions.
.

' '

(a) Except as specifically approved by the Nuclear Regulatory

Commission, no shipment of special nuclear material shall be made in
'~

passenger aircraft in excess of (i) 20 grams or 20 curies, whichever

C is less, of plutonium or uranium-233, or (ii) 350 grams'of uranium-235
_

(contained in uranium enriched to 20 percent or more in the U-235
'

isotope). -

(b) For any series of shipments of strategic special nuclear

material by a licensee to the same or different consignee in which

individual shipments are less than the quantities requiring physical

protection in transit under 10 CFR 73.l(b)(2), but the total quantity

for the, series exceeds the formula quantity of strategic special
,

nuclear. material the licensee shall confirm and log the arrival, at

the final destination, of each shipment in the series before releasing -

the subsequent shipment.

.
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5 73.25 Performance capabilities for. physical . protection of strategic
special' nuclear material in transit. M,-

:*.

(a) To meet the general performance requirements of 6 73.20 an r | 1'
- m

. *

.in-transit physical protection system shall include the performance J,,

-

3 ,[capabilities described in-paragraphs (b) through (d) of,thi.s section :;-
7

unless otherwise authorized by the Commission. ii.i
?6

(b) . Restrict access.to and activity in the vicinity of transports if..,.. . 3:,

..

.,. . and strategic special nug aar material.; To' achieve this capability $$fi
~

-

,

h.. .the physical protection system shall:
^:

(1) Minimize the vulnerability of the strategic special nuclear
:

material by using the following subfunctions and procedures: 3
'

(i) Preplanning itineraries for,the movement of strategic g;,7-

-

special nuclear material; .,

-:

(ii) Periodically 0pdating knowledge of route conditions for '. -
s

~

the movement of strategic special nuclear material; -

(iii) Maintaining knowledge of the' status and position of the
'

j strategic special nuclear material en route; and J

.

i (iv) Determining and communicating alternative itineraries en
.

route as conditions warrant.
.

(2) Detect and delay any unauthorized attempt to gain access ,

~

or introduce unauthorized materials by stealth or force into the g

vicinity of transports [at all-steps] and strategic special nuclear

material using the following subsystems and subfunctions: .

,

(i) Controlled access areas to isolate strategic special nuclear
,

I
material [or] and transports [at-ali stops] to assure that unauthorized :.

|'

!t

V ;-

-
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.

persons [or materiais] shall not have direct access to, and unauthorized ', ,
'

materials shall not be introduced into the vicinity of, the transports -'

y .
[or] and strategic special nuclear material, and 7. <

., < y
.1.

(ii) Access detection subsystems and procedures to detect,

assess and communicate any unauthorized penetration (or such attempts) , j ,.

of a controlled access area by persons, vehicles or materials [at-the ,f-!

time of-the penetration-for attempt 3]'so that the response [can prevent JW

-g&=,
'P

the penetration-for-attempt)-from r'esulting-in-the-theft of-strategic
:: 9.cspeciai nucitar materiai-or-radiciogical-sabotay.-] will satisfy the :. ,.

, . .. .. |
' '

general performance requirements of 6 73.20(a).
~

[(33--Betect-and-deiay any-unauthorized-attempt-to gain access
,

,

by stealth-or-force-inte-the-vicinity of strategic-speciai naciear

materiai-on-board moving-transports using-the-following-subsystems
% ,

and sabfunctionsr] '

~

.

[(i3--Sentrolled-access areas-to-assure-enanthorized persons shali-

not-have-direct-access-to-the-strategic-speciai nneiear-materiai--
_

(ii3--Secured-cargo-cempartments--and-

(iii3--Monitoring and surveiiiance-subsystems-and procedures-to

deteet--assess and-communicate any enantherized-access-inte-the

vicinity-of-strategic speciai nuclear-materiai-or penetration of

carge-compartments-or-controlled-access-areas-for such-attempts 3- !.

I

so-that-the response can prevent-the-theft of-strategic-special

naciear-materiair]
~

-

.: ,

,
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m . . , ,

(3) betect attempts to gain unauthorized access or introduce
.

'
-

,

unauthorized materials into the vicinity of transports by deceit .N
, . ,-

using tde following subsystems and subfunctions: \ F. ~.
.

, ,

yd
(i) Access authorization controls and procedures to provide . Pl;

::.q
current authorization schedules and access criteria- for persons,- M

' 3 eg,
.,

. . 'materials and vehicles;.and
. . t - .:

*

t n.
_

(ii) Access: controls and procedit/ei to verifh the identity of ' 'Ri-~

mm
persons, materials and vehicles.and assess such identity against - - - RW- ~ ~ ~

\. 5 f .ic,,-

current authorization schacules and access criteria before permittids . .|- Q
; > .. 1M\

access and to' initiate: response measures to deny unauthorized entries. ""pjs

s s
,

-(c).. Prevent or delay unauthorized entry or introduction cf jj'

z - -

unaut'horized materials into, and unauthorized removal of, strategic ' ,['
-

.

To achieve this capability
, .

special L. nuclear material from transports.
'

s

the physical protection system shall: s ;
c - .,

(1) Detect attempts to gain unauthorized entry or introduce

unauthorized materials into transports by deceit using the fdliowing|
'subsystems and' subfunctions: -

> }.-

(i) Access authorization controls and procedures to provide '.-
current authorization schedules and entry criteria for access into

,

transports for both persons and materiais; and
..

1
,

N (ii) Entry controis and procedures to verify the identity of !
,

:-
persons and materials and to permit ; transport entry only to those !

'

persons and materials specified by the cu'rrent authorization chedules .-

.

'and entry criteria. ]

.-,

i
*

% |,
,,

+
1

,
-

,
/ '

s

j 25 Enclosure "A"-

__ t.._.



m. .___c . _ .
., . . _ 7- -- . 2 . . _;_m . _ _ u._

* *
- [7590-01] - $,

-

.R .
(2) . Detect attempts to gain unauthorized entry or introduce, 1 |I

'

w
unauthorized material into transports by stealth or force using the k~~h. :. y
following subsystems and subfunctions:' Wd

*..%a

:(i) Transport features to delay access to strategic special' '(.),

. . . .
nuclear material sufficient to permit the-detection and response d.il#

.^::q

W.- c{
systems to function so as to [ prevent-the-theft-of-strategic special j.p,J..

s^ .' nuclear-materiai-] satisfy the general performance requirements of WS
^

N. . $$'#
.. - - f 73. 20(a) ; - - - - -- - - ---- - -- .. x
'

- KiG
(ii) Inspection and detection subsystems and procedures to detect ',' j.:3

, :=
unauthorized tampering with transports and cargo containers; and ' ' . '

.

b., (iii) Surveillance subsystems and procedures to detect, assess #
& s-,

and communicate any unauthorized presence of persons or materials q-
.

and any unauthorized attempt to penetrate the transport so that the ..

, .*
* response [can prevent-the-theft-of-strategic-speciai neciear material-1,.s

_

will satisfy the general performance requirements of 6 73.20(a).
''

.

(3) Prevent unauthorized removal of strategic special nuclear

material from transports by deceit using the following subsystems '

..

and subfunctions: "

(i) Authorization controls and procedures to provide current '

schedules for authorized removal of strategic special nuclear material
s,

which specify the persons authorized to remove and receive the

(- materill, the authorized times for such removal and receipt and
'

j .

~

authorized places for such removal and receipt. --

N .
-

'

W '

T.\
.

3
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,,,,

(ii) Removal controls and procedures to establish [removai

procedures] activities for transferring cargo in emergency situations; ,

,l,

and D~
p

(iii) Removal controls and procedures to permit removal of .I

strategic special nuclear mate' rial only after verification of the -y,1
b

identity of persons removing or' receiving the strategic special h}b
-

. . .;x -
~ nuclear material, and the identity and' integrity of the' strategic ff(-

. s. . :
_

special nuclear material being removed frorg transports. .. .

,

(4) Detect attempts to remove strategic special nuclear material h.:;
i..

from transports by stealth or force using the following subsystems L. '
7

and subfunctions: ,, .E
~

(i) Transport features to delay unauthorized strategic special

nuclear material removal attempts sufficient to assist detection and
>

permit a response to [ prevent-the-theft of strategic speciai neciear
~

.

materiai] satisfy the general performance requirements of 6 73.20(a);

and -

(ii) Detaction subsystems and procedures to detect, assess and
,

'

.

communicate any attempts at unauthorized removal of strategic special

nuclear material so that response to the attempt can be such as to
'

[ prevent-the-removai-theft of-strategic speciai nuclear materiai]

satisf the general performance requirements of S 73.20(a).
..

,(d), Respond to safeguards contingencies and emergencies to !
* ' '

. . .

assure that the two capabilities (b) and (c) of this section are

achieved, and to engage and impede adversary . forces until local law

.
.

i
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- enforcement forces arrive. To achieve this capability, the physical i

protection system shall: . L.
a-

(1)_ Respond rapidly and effectively to safeguards contingencies n
_

| C.:
and emergencies using the following subsystems and subfunctions: 72'

9 :. -

.
(i) A security organization composed of trained.and b

qualified personnel, including armed escorts, one of whom is desig- .
If.i

~

M.g<-
..

nated as escort consander',Iwith procedures for command and control, g5
>;;.: .'

,

to execute response functions.- '...- . .--.- - --- _- - - . --- - - - - -

:e_,

(ii) Assessment procedures to assess the nature and extent b, . .

of security related incidents.

(iii) A predetermined plan to respond to safeguards contin- . .. ;.

gency events. . ..

(iv) Equipment and procedures to enable. responses to
~

security related inciderIts sufficiently rapid and effective to-

_

achieve the predetermined objective of each action.

(v) Equipment, vehicle design features, and procedures to

protect security organization personnel,' including those at the #

movement' control center, in their performance of assessment and '

response related functions. ,''

'

(2) Transmit detection, assessment and other response related

information using the following subsystems and subfunctions: ,

(i) Communications equipment and procedures to rapidly

and accurately transmit security information among armed escorts. ..

(ii) Equipment and procedures for two-way communcations
.

between the escort commander and the movement control center to

.
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-
.

rapidly and accurately. transmit assessment information and requests $'
~

::,-

for assistance by local law enforcement forces, and to coordinate f(ly,
~ th

such assistance. . |,is.
sc.

-(iii) -Connunications equipment and procedures for the armed (q.]
. ..

escorts and the movement control center personnel to notify local .'jf.

. r : ,..:o-
law enforcement. forces of.'the need for assistance. #c:c

- %\. .

(3) Establish liaisons'with local law enforcement authorities ,%K
Mf~ ~ ~ ~ to arra~nge for'assistanci en route. - -- ' - Qhy.

. ..y

(4) Assure that' a' single adversary action cannot destroy the .)
capability of armed escorts to notify the local law enforcement . .

- ,,

forces of the need for assistance. ' ' ''
:

6 73.26 Transportation Physical Protection Systems, Subsystems,
,

[Eiements-] Components, and Procedures.
,-

m
| _ u. .'

(a) A transportation physical protection system established -

'

pursuant to the general performance requirements of 5 73.20 and

performance capability requirements of,5 73.25 of this part shall ^
_

include, but are not necessarily limited to, the measures specified

in paragraphs (b) through (1) of this section. The Commission may

require, depending on the individual transportation conditions or

circumstances, alternate or additional measures deemed necessary to E
.

meet the general performance requirements of f 73.20 of this part.

[ The Commission also may authorize protection measures other than
. .

.

''those required by this section if, in its opinion, the overall level

i
1. .

i

6

.

.
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of performance meets the general performance requirements of f 73.20
... .

and the performance capability requirements of f 73.25 of this part. .)[.,

k'.:-(b) Planning and Scheduling. j f,-
mi

(1) Shipments shall be scheduled to avoid regular patterns and @.1 ~
9'

preplanned to avoid areas of natural disaster or civil disorders, y,,
. a '-

such as strikes or riots. Such shipments shall be planned in order f[g.
to avoid storage times in excess of 24 hours and to assure that f;;k

. 'R W
. deliveries occur at a time when-the receiver ut the final delivery - d ...

NE
. point is present to accept the shipment. 1A1:

(2) Arrangements shall be made with law enforcement authorities # ''

along the route of shipment's for their response to an emergency or a b:

call for assistance. 1

(3) Security arrangements for each shipment shall be approved
-

.#

by the Nuclear Regul'atory Commission prior to the time for the seven-
'day notice required by 9 73.72. Information to be supplied to the- '

'

Commission in addition to the general security plan information is

as follows:
,

(i) Shipper, consignee, carriers, transfer points, modes of
,

shipment, ''

(ii) Point wnere escorts will relinquish responsibility or will p

accept-responsibility for the shipment,
.

''
(iii) Arrangements made for transfer of shipment security, and

(iv) Security arrangements at point where escorts accept respon- - ['..

';

sibility for an import shipment. -

;,

-
.
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- :
(4) Hand-to-hand receipts s. hall be completed at origin and

.

-+

destination and at all points enroute where there is a transfer of ; 5 :~
*
.

;
. .

custody.' Q,3 -

(c) Export / Import Shipments --

ff. f.

.
. .vm

(1) A licensee who imports a formula quantity of strategic (M.;
..e .

special nuclear material shall make arrangements to assure that-the nf,.

Kf]material will be protected in transit as.follows: ?:b
,

.. . S.. M'.
- - -(i) - An individual designated by the licensee or his agent, or -

774:nn
as specified by a contract of carriage, shall confirm ~the container ..:-;.. .

'
. . .;

: count and examine locks and/or seals for evidence of tampering, at h
.,

the first place in the United States at which the shipment is. dis- "

' 'charged from the' arriving cariier.
'

.(ii) The shipment ~ shall be protected at all times within the -.
,

.-

geographical limits of the United States as provided in this section
'

and SS 73.25 and 73.27. .

. . m

(2) A licensee who exports a formula quantity of strategic

special nuclear material shall comply with the requirements af this I$
..'

section and SS 73.25 and 73.27, as applicable, up to the first point !
l.. ;

where the shipment is taken off the. transport outside the United.

States.
.

,

''(d) Security Organization. -

(1) The licensee or his agent shall establish a transportation
.

'-
;

security organization, including armed escorts, armed response - . -'
.

! personnel or guards, and a movement control center manned and equipped t.
i

to monitor and control shipments, to communicate with local law
.

,

,
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2enforcement authorities, and to respond to safeguards contingencies. .

All individuals engaged 'in the protection of a shipment, including
,

t. ,

isarmed escorts,~ armed response personnel, employees of the licensee zic;
or his agent who accompany the shipment, and the operators in the %: . . .

^

,

9
movement control center shall have an NRC or DOE [meterial). access $

' rb
authorization.if

. W
-

74
J'. ,q(2) At least one full, time member of the security organization fm

.__ ._ who has the. authority to. direct the. physical protection activities._ _ _ _ _ fy,
.

of the security-organization shall be on duty at the movement control $|-
s ..

center during the course of any shipment. f+.~
,

(3) The licensee or his agent shall establish, maintain, and
,

follow a management system to provide for the development, revisior., ;f

implementation, and enforcement of transportation physical protection
--

.
,

procedures. . The system 'shall include:
,
,

- .

(i) Written security procedures which document the structure ~

~
.

of the transportation security organization and which detail the

duties of drivers and escorts and other individuals responsible for '

. , .
"

security; and

(ii) Provision for written approval of such procedures and any

-revisions thereto by the individual with overall responsibility for !
i

the security function. !,

E roposed amendments requiring an NRC material access authorization[ P

program for licensee access to or control over special nuclear mate-
rial (SECY-76-508) were published as a proposed rule on March 17, 1977 . ',

-

(42 FR 14880) and were discussed in a public hearing on July 10, 11, *

,

-and 12, 1978. ;
, .

' t

!

!
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(4) Neither the licensee or his' agent shall permit an individ-
- a:

aal to act as an escort or other security organization member unless :- IR
. 2 :., .1

such individual has been trained, equipped, and qualified to perform J'
u

each assigned' security job' duty in accordance with Appendix B, of i@
." .

this part, " General Criteria for Security Personnel." [to-be pebiished .E,n
~

. - . 3 .-.

soon-as-an effective rule] ~ Upon the request of an authorized representa- 4.6
. . ::;.;.1

tive of the Commission the licensee or his agent shall demonstrate the [
~~ ~ ~ ~ bilit of the~ physical sec'drity}ers6ndel td'cirrf'out their assigned

~ ~ ~-~~

a
%t.H

duties and responsibilities. Armed escorts shall requalify in accord- 4
.<

,

ance with Appendix B of,this part at least every 12 months. Such
"

.

1

requalification shall be documented. - W.O

(e) Contingency and Response Plans and Procedures.

(1) The licensee or his agent shall establish, maintain, and
,

follow a sa'feguards contingency plan for dealing with th' eats, thefts,r

'

and radiological sabotage relate'd to strategic special nuclear mate- .

rial in transit subject to the provisions of this section. Such safe-
..

guards contingency plan shall be in accordance with the criteria in
..

Appendix C to this part, " Licensee Safeguards Contingency Plan"

(43 FR 11962).

(2) Upon detection of abnormal presence or activity of persons or~
2vehicles attempting to penetrate a moving convoy or persons attempting -

to gain access to a parked cargo vehicle or upon evidence or indication

of penetration of the cargo vehicle the armed escorts or other armed --
.

response personnel shall:

.
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(1. Determine whether or not a threat exists; '

,

,

(ii) ' Assess the extent of the threat, if any; 1.
"4&

(iii) Take imediate concurrent measures to neutralize the threat |..
.

by: i
-

.(a) Making the necessary tactical moves to prevent or, impede .. ) ,
.. :acts .of radiological sabotage or theft of strategic special nuclear r.i

h'.

material, and
. .

R.
.. : g - w

_ _ (b) Informing. local law enforcement.ag'encies of.the. threat and.
,h;. .

-requesting assistar.ce. E'. 0g

(3) The licensee or his agent shall instruct every armed

escort and all armed response personnel to prevent or impede acts of f.. y
.

radiological sabotage or ' theft of strategic special material by -

'

::-using sufficient force to counter the force directed at him or her s

#
including the use of deadly force when armed escorts or armed response ;
personnel have a reasonable belief that it is necessary in self-defense -

or in the defense of others.
.

~

(f) Transfer and Storage of Strategic Special Nuclear
"

Material for Domestic Shipments.
;

(1) Strategic special nuclear material shall be placed in a '

_.

protected area at transfer points if transfer is not immediate from

one transport.to another. Where a protected area is not available a

controlled access area shall be established for the shipment. The
,.

transport may serve as a controlled access area.
.,

('2) All transfers shall be protected by at least [nine] seven

armed escorts or other armed personnel - one of whom shall serve as
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i

commander. At least [seven] five of t'he armed personnel (including !

h'
the commander) shall be available to protect the shipment and at least d'i

:. :. -
three of the [seven] five shall keep the strategic special nuclear mate- p.f.li

.- we
rial under continuous surveillance while it is at the. transfer point. h$

7.r iThe two remaining armed personnel shall ~ take.up positions at a Q
.i n

remote monitoring location. The remote location may be a radio- ]{.{
. . .

equipped vehicle or a nearby place, apart f om the shipment area, so %$
Fi @..

- that a single act cannot remove the capability of the personnel- -- WE
6.i$.

protecting the shipment for calling for assistance.- Each of the Q
1.;

[nine] seven armed escorts or other armed personnel sha'll be capable *~

of maintaining communication with each other. The commander shall e .' ~

have the capability to communicate with the personnel at the remote L~
location and with local law enforcement agencies for emergency

7
>

assistance. In addition, the armed escort personnel at the remote .

i.

location shall have the ~ capability to communicate with the law I
Ienforcement agencies and with the shipment movement control center.
|
I

The commander shall call the remote location at least every 30
,_

minutes to report the status of the shipment. If the calls are not
'

received within the prescribed time, the personnel in the remote

| location shall request assistance from the law enforcement author- -

!
-

ities,-notify the shipment movement control center and initiate the
,

appropiiate contingency plans. Armed escorts or other armed personnel
_.

-

shall observe the opening of the cargo compartment of the incoming . -

~

transport and ensure that the shipment is complete by checking locks

and seals. A shipment loaded onto or transferred to another transport > -

-
,
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~

shall be checked to assure complete loading or transfer. Continuous .

~.
.

visual surveillance of the cargo compartment shall be maintained up C~_

a .e
to the time the transport departs from the terminal. The escorts ;p,

~. . . . f;, .

shall observe the transport until it has departed and shall notify ;,i

.#
the ' licensee or his agent of the latest status immediately thereafter. [;/

(g) Access Control Subsystems and Procedures. f-1
.G .

(1) A numbered picture badge identification procedure shall be n'
Z.'

- - - - - used to identify all individuals who will have custody of a shipment. .---- @
The identification procedure .shall require that the individual who }k
has possession of the strategic special nuclear material shall have, -

in advance, identification picture badges of all individuals who are
.

s.-

to assume custody for the shipment. The shipment shall be released
~~

only when the individual who has possession of strategic special >

nuclear material has andured positive ~ identification of all of the
.

~

persons assuming custody for the shipment by comparing the copies of - ~

the identification badges that [he-has] have been received in advance

to the identification badges [that-the] carried by the individuals who '

will assume custody of the shipment [ carry].

(2) Access to protected areas, controlled access areas, trans-

ports, escort vehicles, aircraft, rail cars, and containers where

strategic special nuclear material is contained shall be limited to , ..

individuals authorized access to these areas after they have been

properly identified.
.

.

.

.
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(3) Strategic special nuclear material shall be shipped in . . ~

containers that are protected by tamper-indicating seals. ~ The con- 4'!O
d. :

tainers also shall be locked if they are not in another locked O
- 71 -7.'

container or transport. . The outermost container or transport also y:/
m..

shall be protected by tamper-indicating seals. - ?J. .

mg
(h) Test and Maintenance Programs. - : - - %._

:9
The licensee or his agent shall establish, maintain and follow M'

Ski
-a test and maintenance program for communications equipment and . .---g- - - - +-

. $.: '-
:

other physical protection related devices and equipment used pursuant
. -:

to this section which shall include the following: . .).
.O

(1) Tests and inspections shall be conducted during the instal- |7...

'

lation, and construction of physical protection related subsystems

and' components to assure that they comply with their' respective
.

design criteria and performance specifications.
'

- -

_

(2) Preoperational' tests and inspections shall be' conducted

for physical protection related subsystems and components

to demonstrate their effectiveness, availability, and reliability 7-
,

with respect to their respective design criteria and performance

specifications. -

(3) Operational tests and inspections shall be conducted for '

physical protection related subsystems and components to assure - . -

their maintenance in an operable and effective condition. -
,

!.

(4) Preventive maintenance programs shal.1 be established for . .
.

physical protection related subsystems and components to assure

their continued maintenance in an operable and effective condition. |
,

t.|

!,
'
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(5) All physical protection related subsystems and components ,.

| shall-be maintained in operable condition. Corrective action pro- {
| . .-

| cedures and compensatory measures shall be developed and employed to w ;;
.

assure that the effectiveness of the physical protection system is kh-
:.yu

not reduced by any single failure or other contingencies affecting .C;
@

- the operation of the physical protection related equipment or {,;

structures.
. G;.E

-

4 ~ &+2
.

.,

- - - .-. (6) The transportation security prograA'shall be reviewed at- .---h
%Y.

least every 12 months or prior to each use, whichever is greater, by , . . 'g
<

individuals independent of both security management and security Y
supervision. Such a review shall include a review and audit of [

. . ;. .

security procedures and' practices, evaluation of the effectiveness
. . .

of the physical protection system, an audit of the physical protec-
#

tion system testing and maintenance program, and an audit of commit-
_ -

ments established for response by local law enforcement authorities.

The results of the review and audit alo'ng with recommendations for

improvements shall be documented, reported to the responsible organi- ..w

zation management, and kept available for inspection for a period of

five years. '

(i) Shipment by road.

(1) A detailed route plan shall be prepared which shows the
.,

routes-to be taken, th'e refueling and rest stops, and the call-in
. .

times to the movement control center. All shipments shall be made
. 7

,

.

.: .
.

.
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-

'.,

on primary highways with minimum use of.. secondary roads. All ship- [;
. ? '.i

ments shall be made without intermediate stops except for refueling, 3@.;
. . .w

rest or emergency stops.- ' 'ij,]
g@'

(2) Cargo compartments of 'the Trucks. or trailers shall be ;f.s.

uln^

' locked and protected by tamper-indicating seals.
. .

11[Q
$$

.

f,

(3) The shipment shall .be protected by one of the following g.h
d 5. *

methods: b.d- - .e
5 %;&

- - - - - --(i)- A specially designed cargo : vehicle' truck or trailer that - - -- $
?;P.')

reduces the vulnerability to theft. Design features of the truck or -;K
. . .

. ,.

trailei shall permit immobilization of the truck or.of the cargo-
.

;&

.v?-

carrying portion of the veh.icle and shall provide a deterrent to ;! p
physical penetration of the cargo compartment. Two separate-escort 8 ' - .-

,.

,

vehicles shall accompany the cargo vehicle. There shall be a total
#

of [nine] seven armed escorts with at least two in the cargo' vehicle.
~

: Escorts may also operate the cargo ~and' escort vehicles. -

i

(ii) * An annored car' cargo vehicia.' . Three separate escort
*.

vehicles shall accompany such a cargo vshicle. There shall be a h. ' .3

|..'total of [nine] seven armed escorts, with at least two in the cargo .-
!

vehicle. Escorts may also operate the cargo and escort vehicles. |P. .

(4) All escort vehicles shall be bullet-resisting. -

L (5)_ Procedures shall be established to assure that no unauthor- -

ized persons or materials are on the cargo vehicle before strategic
,

;
,

..

special nuclear material is loaded, or on the escort vehicles, imme- ..
,

diately before the trip begins.
'

e .
,

i e

!- |
i
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-

.>.
(6) Cargo and escort vehicles shall maintain continuous intra- '

. , -
> 1e

convoy two-way communication. In addition at least two of the , j-

vehicles shall be equipped with radio telephones having the capabil- JR$
1,y.t

-ity of communicating.with the movement control center. A redundant W
.:;fI

means of communication shall also be available. Calls to the move- jdq

g; s'/sment-control center shall be made at leas.t every half hour to convey
- .g y o

k t.j
.

the status and position of the shipment. In the event no call is ~.fi. v. ..

'
- M6received in-accordance-with these requirements, the licensee-or his -"- gg-----u-

ST2
agent shall immediately notify the law enforcement authorities and ;,;,y

~.m
the appropriate Nuclear Regulatory Commission Inspection and Enforce- 7~[
ment Regional Office listed in Appendix A of this part and initiate 2.dk

. ..c

the appropriate contingency plan.
.

(7) At refueling, rest, or emergency stops at least [nine] seven
'

armed escorts or other armed personnel shall be available to protect
,

the shipment and at least three armed escorts or other armed personnel '

'

shall maintain continuous visual surveillance of the cargo

compartment. .

-

(8)' Transfers to and from other modes of transportation shall
~

,

be in accordance with paragraph (f) of this section.

(j) Shipment by Air. -

(1) All shipments on commercial cargo aircraft shall be accom-

panied by two armed escorts who shall be able to converse in a
'

-

-(

common language with the captain of the aircraft. . .l.

.:

| .!
.

t

,

| |

|
|
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l

.-
-

|
-

. :

(2) Transfers of these shipments 'shall be minimized and shall ,.;. ;-

be conduc'ted in accordance with paragraph (f) of this section.- Such . f'.h
i?z.

shipments shall be scheduled so that the. strategic special nuclear .'2C,
w ,a 3 ., _3.

material is loaded last and unloaded first. - - -

3.f.
(3) At scheduled stops, at least [nine] seven armed escorts or %j.M

.i

s=i
other armed personnel shall be available to protect' the shipment and }-f[a
at least three armed escorts or other armed personnel shall maintain $:t:-j~

. M
-- continuous visual surveillance of the ' cargo compartment. W

a.: .
(4) Export shipments shall be~ accompanied by two armed escorts M

:s
from the last terminal in the United Stiates until the shipment is ;-

,

.-

unloaded at a: foreign terminal and prime responsibility for physical ;

protection is assumed by agents'o'f the co'nsignee. 'While on foreign
,

soil, the escorts may surrender their weapons to legally constituted
,

s

local authorities. After leaving the'last- terminal in the United

States the shipment shall be scheduled with no intermediate stops. ' '

(5) Import shipments shall be accompanied by two armed escorts .

~ ~
u:

at all times within the geographical limits of the United States. ]
These escorts shall provide physical protection for the shipment .

until' relieved by verified agents of the U.S. consignee. 'J'

|

| (6) Procedures shall be established to assure that no unauthor- ,.

ized persons or material are on the aircraft before strategic special = .-
,

-|

nuclear material is loaded on board. -

|

.l
~

.(7) Arrangements shall be made at all domestic airports to ..

| assure that the [nine] seven required armed escorts or other armed
,

! I''

.
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..

personnel are available and that the required security measures will E
~

-
.

.

be taken upon landing. ;.
. .:.y.

(8) Arrangements shall be made at the foreign terminal at Q
which the shipment is to be unloaded to assure that security measures he,

.

will'be taken on arrival. . . k
tv i

(k) Shipment by Rail. . _ 9t:
}, .[;

(1) A shipment by rail shall be escorted by [nine] seven armed pg.,
. . . .. escorts..in.the shipment car.or an escort. car next.to_the shipment car _ ._

.

of the train. At least three escorts shall keep the shipment car under f5
$; m

continuous visual surveillance. Escorts shall detrain at stops when . 7.6
m.: ;

practicable and time permits to maintain the shipment cars under ';- .
,

:_ .

continuous visual surveillance and to check car or container locks :

and seals. -

.
.

* (2) Procedures shall.be established to assure that no unauthor-
~

ized persons or materials are on the shipment or escort car before
~

7*

strategic special nuclear material is l'oaded on board.

(3) Only containers weighing 5000 lbs or more shall be shipped '

on open rail cars. ~

(4) A voice communication capability between the escorts and

the movement control center shall be maintained. A redundant means

; cf cont,inuous communication also shall be available. Calls to the
.

movement control center shall be made' at least every half hour to
,

convey the status and position of the shipment. In the event no . .
,

call is received in accordance with these requirements, the licensee -

I or his agent shall immediately notify the law enforcement authorities
,

4

|
'
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,

and the appropriate Nuclear Regulatory Commission Regional Office .

'

listed in Appendix A of this part and initiate their contingency plan.
,

4

(5) Transfer to and from other' modes of transportation shall . e. -
,

be'in accordance with paragraph (f) of this section. Yh.:
'

i
. . T'.'''(1) Shipment by Sea

'

- 4}

(1) Shipments shall be made only on container-ships. The [?
strategic special nuclear material container (s) shall be loaded into Y) .

N
- - exclusive use cargo containers conforming.to American.Na.tional - -- -- --

$%J.
m.&
m:;-

Standards Institute (ANSI) MH5.1 or International Standards Organiza- [?', , .; . ,,

tion (ISO) 1496. Locks and seals shall be inspected by the escorts
. .

whenever access is possible. i"-
: -

(2) All shipments shall be accompanied by two armed escorts .

who shall be able to converse in a common language with the captain
,

of the ship. -

;
,

_
''

| (3) Minimum domestic ports of call.shall be scheduled and
-

there shall be no scheduled transfer to other vessels after the !,
p..
p..

shipment leaves the last port in the United States. Transfer to and '--

from other modes of transportation shall be in accordance with j.
.

paragraph .(f) of this section.

(4) At all ports of call the escorts shall ensure that the
,

shipment is not removed. At least two armed escorts or other armed 1

,

person 6el shall maintain continuous visual surveillance of the cargo I-'

,

. .

arcs where the container is stored up to the time the ship departs.
.

.

! (5) Export shipment shall be accompanied by two armed escorts
. .

from t' e last port in the United States until the shipment is unloaded |h-

i
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, 1

- at a foreign terminal and prime res'ponsibility for physical protection -
,

-is assumed by agents of the consignee. While on foreign soil, the i.

escorts may surrender their weapons to legally constituted local,

authorities. ~ . " '
'' ~

W|-

(6) Import shipments shall be accompanied by two armed escorts 9;;; y,

''at all times within the geographical limits of the United States. .[, j-

R .;
.These escorts shall provide physical ~ protection for the shipment g.P-

x .:
until relieved by verified agents of. the U.S. consignee. $$il

q .;
E:!-:'- (7) Ship-to-shore communications shal'1 be available, and a

- -.. .- . .
. 97,

ship-to-shore contact shall be made every six hours to relay position A?,
-,. .;

information, and the status of the shipment.
. ,...

;

#(8) Arrangements shall be made at the foreign terminals at
,

which the shipment is to be unloaded to assure that security measures
~

will be taken uron arrival.
N

-

-
..

. . . . .
.

f 73.27 Notification Requirements.
.

(a) (1) A licensee who delivers formula quantities of strategic '

.

..

special nuclear material to a carrier for transport shall immediately 0-

notify the consignee by telephone, telegraph, or teletype, of the

i time of departure of the shipment, and shall notify or confirm with '

the consignee the method of transportation, including the names ofi

carriers, and the estimated time of arrival of the shipment at its

destination. (2) In the case of a shipment (f.o.b.) the point -

'
.

-,

where it is delivered to a carrier for transport, a licensee shall, - I

before the shipment is delivered to the carrier, obtain written

'
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,

certification from the licensee who is to take delive~ry of the
,

shipment at the f.o.b. point that the physical protection arrange- d.,

ments required by SS 73.25 and 73.26 for licensed shipments have '

7. .
,. ,v.

been made. When a contractor exempt from.the requirements for a '[..

, <. e

Commission license is the consignee of a: shipment,. the 1icensee 7.i
. .n

shall, before the shipment.is delivered to the carrier, obtain (
:-.

Written certification from the contractor who is to take delivery.of cg
cy

. _ _ . . . _ _ _ = -the: shipment at.the f.o.b.. point that :the physical protection arrange- . . . _ [r
. , . .

_

ments required by the United States Department of Energy [Manuai [
Ehapters-E481.-or-2405] Order Nos. 5632.1 or 5632.2i as appropriate, ."
have been made. '(3) A licensee who delivers formula quantities of i

.e

strategic special nuclear material to a carrier for' transport or

releases such special . nuclear material f.o.b. at the point where it .

is delivered to a-carrie'r for . transport 'shall also make arrangements .

.

~

with the consignee to be notified immediately by' telephone and -

~

telegraph, teletype, or cable, of the arrival of the shipment at its

destination or of any such shipment that is lost .or unaccounted for
.

after the estimated time of arrival at its destination.

(b) Each licensee who receives a shipment of formula quantities

of strategic special nuclear material shall immediately notify by

telephone and telegraph or teletype, the person who delivered the

material to a carrier for transport and the Director of the appro-

priate Nuclear Regulatory Commission Inspection and Enforcement
.

Regional Office listed in Appendix A of the arrival of the shipment

at its destination. When a United States Department of Energy
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n
.

license-exempt contractor is the consignee, the licensee who is the . ' 1, '.v. ,

consignor shall notify by telephone and telegraph, o~r teletype, the v..E
:v;.

j}[pDirector of the appropriate Nuclear Regulatory.Comission Inspection
f. . '.

and Enforcement Regional Office listed in Appendix A of the arrival jb.y
- k|.C

of. the shipment at its destination imediately upon being notified r?.M
. 3, ..

5..Yx n.!of the receipt of the shipment by the license exempt contractor as

[$y.harranged pursuant to paragraph (a)(3) of thi,s section. In the event
% |

'such a shipment fails to arrive at its. destination at..the estimated .

b..%
_ _ _.__ .

.

4
time, or in the case of an export shipment, the licensee who exported 93.../

the shipment, shall immediately notify' by telephone and telegraph or 3l$.

-:' w

teletype, the Director of the appropriate Nuclear Regulatory Comis- ~jh
As

sion Instection and Enforcement Regional Office listed in Appendix A 1

; of this part, and the licensee or other person who delivered the -[
t

. 6*~ material to a carrier for transport. The licensee who made the
~

.-

~a_

physical protection arrangements shall also immediately notify by. f.
~

telephone and telegraph, or teletype, t'he Director of the appropriate

Nuclear Regulatory Commission Inspection and Enforcement Regional P

Office listed in Appendix A of the action being taken to trace the

,

shipment. !;
,

(c) Each licensee who makes arrangements for physical protec- -f..

. .

',|
tion of.,a shipment of formula quantities of strategic special nuclear -

|
~

; material as required by $5 73.25 and 73.26 shall immediately conduct ,,

i
a trace investigation of any shipment that is lost or unaccounted . , ,e ;,

,.
.

for after the estimated arrival time and file a report with the .
'

s

Commission as specified in 5 73.71. [If-the-iicensee who-conducts ;
'

-
,

|
i

|L .
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i. .

the-trace-investigation-is-not-the-consignee--he shali aiso-immedi- '.
'

ately-rep o rt- the- re s ui ts-o f-hi s-i nv e s tiga ti on- by- tel ep h one-and
.

teiegraph--or-teletype-to-the-consignee-] ' /,;..

, -,
v .y. 4

c.
5 73.45 Performance Capabilities for Fixed Site Physical Protection 'j -Q...

3 ..

.
Systems. . ;j.j.

- c.s.p
~(a) To meet the general performance requirements of S 73.20 a 8;f;~

M. !-
fixed site physical protection system #shallfnclude the performance g

x.. s ? ~.'.' ~ ~~

capabilities described in paragraphs (b) through (g) of this section - ~ ~ ?Z
z..

unless otherwise authorized by the Commission. i J.
:. . ,

(b) Provent unauthorized access of persons, vehicles and materials
''

into material access areas and vital areas. To achieve this capability :.: .

the physical protection system shall:
.

-(1) Det'ect attempts to gain unauthorized access or introduce
'

unauthorized material across material ~ access or vital area ~ boundaries
'

by stealth or force using the following subsystems and subfunctions: [
(i) Barriers to channel persons and material to material !

t.::
access and vital area entry control points and to delay any unautho-

rized penetration attempts by persons or materials sufficient to '

assist detection and permit a response that will prevent the penetra-
.

tion; and
,

(ii) Access detection subsystems and procedures to detect, i' .
~

.
,

m..

assess and communicate any unauthorized penetration attempts by ,

persons or materials at the time of the attempt so that the response - I| .~-

can prevent the unauthorized access or penetration.
*

!. -

I'
:-

I
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'

(2) Detect attempts to gain unauthorized access or introduce '..
. . . ..

unauthorized materials into material access areas or vital areas by '.' %

deceit using the following subsystems and subfunctions: Y[1
4 G.

(i) Access authorization controls and procedures to provide J2"i
:T;W

current authorization schedules and entry criteria for both. persons
y;J.p;;2-

.

and materials; and .. ..'d/ '
;% .

(ii) Entry controls.and procedurds to verify the identity of sieS
:Tsiag

persons and materials.and assess such identity against current .. - - - - Mx;---- - -
.

.

-

authorization schedules and entry criteria before permitting entry if.l[
.:. ;, ,

and to initiate response measures to deny unauthorized entries. ,p
(c) Permit only. authorized activities and conditions within ['5

'+ t
protected areas, material' access areas, and vital areas. To achieve |- -

,

this capabilitiy the physical protection system shall: },
(1) Detect unautho'rized activities or conditions within pro-

'. [:- .

tected areas, material access areas and vital areas using the following '
-

..

subsystems and subfunctions:

(i) Controls and procedures that establish current schedules .[ . ,

of authorized activities and conditions in defined areas;

| (ii) Boundaries to define areas within which the authorized
,

activities and conditions are permitted; and

(iii) Detection and surveillance subsystems and procedures to
, ,

I

discover and assess unauthorized activities and conditions and

communicate them so that response can be such as to stop the activity .
,

|

| or correct the conditions [before strategic-speciai nuciear-material
!

,

4

. ,

;

-

i

.
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,,

, t'

is stoien-or-radiciogical sabotage-committed] to satisfy the general [,

.;

performance requirements of f 73.20(a). l*.

?.:|
_(d) Permit only authorized placement and movement of strategic 1:%

4%4,- . , . .

'special nuclear' material within material access areas. To achieve M.' '
. a;p~

.--

! this capability the physical protection system shall: $N,|
- . .

, ,

*:.

(1)' Detect unauthorized placement and movement of strategic [/.).
y[

. . . , . . . .

special nuclear material within the material access area using the g
_ . . following subsystems and subfunctions ~ m

'
-

.

. .. . _. kf.
-

. . n
(i) Controls and procedures to delineate authorized placement yET

..:q.

and control for strategic special nuclear material; 7(
(ii) Controls and procedures to establish current authorized ,.2

~

. .:

placement and movement of all strategic special r.uclear material
.

within material access. areas;
e..

(iii) Controls and p'rocedures to maintain knowledge'of the

identity, quantity, placement, and movement of all strategic special
_ -

-

-

nuclear material within material access' areas; and

'h(iv) Detection and monitoring subsystems and procedures to '

discover and assess unauthorized placement and movement of strategic -

special nuclear material and communicate them so that response can
'

be such as to return the strategic special nuclear material to
,

?authorized placement or control. .f .,

~

(e) Permit removal of only authorized and confirmed forms and ',

amounts of strategic special nuclear material from material access
.,

,

areas. To achieve this capability the physical protection system ,

: ,. ,

shall: 7,,
' '

:

.
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-(1)' Detect attempts at-unauthorized removal of strategic j

s'pecial nuclear material from-material access areas by stealth or M
i:

force using the following' subsystems and subfunctions: ((,'
~ . -

.(i)' Barriers-to channel persons and' materials exiting a material [:6[-

' ^

. 9 .. L
-

access area to exit control points and to delay any unau.thorized
. fy

-

wp-
strategic special nuclear material removal attempts sufficient P ': "

.. it y
to assist detection and assessment and permit a response that will ;:jj;

Q ?C:.
,_ _ . prevent the removal; and satisfy the general ' performance require . . . g

k+s
ments of (f 73.20(a); and

... ,

.+
,

(ii) Detection subsystems and procedures to detect, assess and ' .O-

communicate any attempts at unauthorized removal of strategic special .|.i.k'
9;

nuclear material so that response to the attempt can be such as-to .{
--

prevent the removal and satisfy the general performance requirements
. -

of f 73.20(a). . -
* ;

(2) Confim the identity and quantity of strategic special
- '.d

1., '-

nuclear material presented for removal from a material access area ~

and detect attempts at unauthorized removal of strategic special .

nuclear material from material access areas by deceit using the

following subsystems and subfunctions:

(i) Authorization controls and procedures to provide current

schedules for authorized removal of strategic special nuclear material
. .

which specify the authorized properties and quantities cf material

to be removed, the persons authorized to remove the material, and
.

.

the authorized time schedule;

,

.

'
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'

(ii) Removal controls and procedures to identify and confim
.

-.~
the properties and quantities of material being removed and verify [
the identity of the persons making the removal and time of removal 4! ,?. 8

..

1
,

3 79..,
, ,

and assess these against the current authorized removal schedule [G
.:.:;i

before permitting removal; and .-- . . Gjj~
.; .c..-. - - -

.'$ ',. sis(iii) Communications subsystems and procedures to provide for

notification of an attempted unauthorited or,unconfirned removal so h
N sa

- --that response can be -such as--to prevent-the reiiioval and -satisfy the -- - g5
y,.y.,

general performance requirements of (S 73.20(a). gj,. .

(f) Provide for authorized access and assure detection of and ,.[.
response to unauthorized penetrations of the protected area to g
[ prevent-theft of-strategic speciai-nuclear materiai-and-to protect sf.
against radiologicai-sabotage] satisfy the general performance reouire- [

.

c.
ments of 6 73.20(a). To achieve this capability the physical protec- -

~

tion system shall:
~

'

(1) Detect attempts to gain unauthorized access or. introduce .

unauthorized persons, vehicles, or materials into the protected ~ area

by stealth or force using the following subsystems and subfunctions:

(i) Barriers to channel persons, vehicles, and materials to q

protected area entry control points; and to delay any unauthorized
.,

penetration attempts or the introduction of unauthorized vehicles or ..
,

materials sufficient to assist detection and assessment and permit {
a response that will prevent the penetration or prevent such penetra- .

.
.

,

tion [from resciting-in-theft-of strategic speciai neciear materiai
. .

u
,

,
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.;.

or-radiciogical-sabotage and' satisfy the general' performance require- 0" .
*|*

. .

' ' , .ments of 6 73.20(a); and.
.

.

(ii)' Access _ detection subsystems and procedures to detect, p$.
;.c :,

1,. TQassess and communicate any. unauthorized access or penetrations or
. . , .

such attempts by persons, vehicles, or materials at the time of the h
~

. m.:
'act or the attempt so that the response can be such as to prevent g;3

. .. 4 :-
the unauthorized access or penetration, [or prevent-soch penetration 6

, , ety

Wfron .resulting-in-theft-of-strategic-speciai nuclear-materiai-or .. _ __

?
... . _ . .

'$radiciogical sabotage] and satisfy the general performance requirements -

143
of 9 73.20(a). jg;..

g. -.

(2)' Detect attempts to gain _ unauthorized access or introduce

unauthorized persons, vehicles, or materials into.the protected area,

_

by deceit using the following subsystems and subfuncticas:
.. . . . .

. Access authori' ation controls and procedures to provide *(i) z
.+. ..

current authorization schedules and entry criteria for persons,
_ ,.

-

vehicles, and materials; and
'

.'

(ii) Entry controls and procedures to verify the identity of .D

persons,~ materials and vehicles and assess such identity against

current authorization schedules before permitting entry and to h
..

initiate response measures to deny unauthorized access. .; .
. - .

(g) Response. Each physical protection program shall provide .y
.

a response capability to assure that the five capabilities described
,

in paragraphs (b) through (f) of this section are achieved and the .
,'.

,

adversary forces will-be engaged and impeded until offsite assistance
.

forces arrive. To achieve this capability a licensee shall:

.
-

..

[ *

| 52 Enclosure "A"
~

|
'

. . _ . . _ . . . . _ _ , . . - . . . . . . . . .. .

._ . _



. .- y -- -

. ... ._ .- . m. . _,n, m :
~~

[L. :~- - _-.. . . . _ ~ . . . . _ . -.... .
: . .

. . m-2.n.u_ u__. _. ___ _... .....

..u.., :!s r--
.

~ gyv- +. . , ,
. .

.
'

' Vn [7590-01) (-.

+ >
> ,. ,

.,

c ,\.
- -;, s

.

.y t m. t - i

-

e'# (1)~Establisha'securityorganization(td: 1:
' e-

,
1 ,tc a ..e-t,

.(i) Pro)ide trained and qualified personnel to carry out g,'
5

4

,, . . ~ . ,~

assigneddutiesandresponsibilities;and}( }'' (.$~p
,

,

i ,- n.
! ' (ii) Provide for routine security operations arid planned and '

.; tt

( \ h:r

! ' predetermined response to emergencies and safeguards contingencies: } h. ...;.
, , , < ,

d' (2) -Establish a predetermined plan to respena to safeguards /

[5.M
-$.).

~* t.-t.., . . .; . . . . - . .i .,

contingen.cy events. - 'c ' ~ *

f.
IM:.7,j

"

, si
. g. . ~..........-....u..

-

. - . - y- . - - . . - -..... .

(3) Provide equipment forfthe security organization ~and facility' . :...A
*

'. |;'

,
' ~~

design, features to: 9'
.

.

. 7
t '(i) Provide for rapid asse'sment of safeguards contingencies; . _ . .

*

s-

't .
'

}.$
* ' '(ii) ' Provide t or response'by assigned secdity organizationf r

, ,
. y , ,

personnel which is\sufficientli rapid and effective so'as to achieves
,

|
'

|

the predetermined objective of-thetresoonse; and~
'

-|
, , ' ns

. 1,

(iii) Provide protection for the assessment and response personnel
,

t
.

'
.

iso ['that they can complete their assigned duties. !'s

s

- 5 (4) Provide comunications netwoi ks to:'

.% !

'

<, [(i) Provide rapid and accurate transmission of security informa-
,

i
-

,

tion among'onsite forces for routine security operation, assessment
'

. . .

i of a contingency, and response'to a contingency; and

(ii) provide rapid and accurate transmission of detection and,

i
~

assessment information to off-site assistance forces.
.

(5) Assure that a single adversary action can'not' destroy the '
.

capability of the security organization to notify the offsite assis , '
'

-

>

tance forces of the'need for, assistance; eN

-

/ .

,

> s,
*

k'

s, j
y 3

.. .
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f 73.46 Fixed Site Physical Protection Systems, Subsystems,' [Eiements-]
.

,

Components, and Procedures. .,
'*

'

. . -

(a) A licensee physical protectior: system established pursuant W .I
.i.., -. .

to the general performance requirements of f 73.20(a)[(13-and-fa)(23] Q.:f,

g ,,
and the performance capability requirements of f 73.45 of this part y

_
.

n .;

shall include, but are not necessarily limited to, the measures M
:n

specifiedinparagraphs(b)through(h)ofgissection. The Commis- ,$.g
s. . L4

sion may require, depending on. individual facility and site condi- - ,' g-

u.
tions, alternate or additional measures deemed necessary to meet the E

y';T
. Ar.4.a

general performance requirements of f 73.20 of this part. The
.

commission also may authorize protection measures other than those .[,

.

required by this section if, in its opinion, the overall level of
.

.

performance meets the general performance requirements of f 73.20
.

,

#

and the performance capability requirements of f 73.45 of this part.
..

,

(b) Security Organization
,

(1) The licensee shall establish a security organization,

including guards. Ifacontractquardforceisutilizedforj~' [: ~
security, the licensee's written agreement with the contractor u il,

.

clearly show that (1) the licensee is responsible to the Commission
,

for maintaining safeguards in accordance with Commission regulations .

and the; licensee's security plan, (2) the NRC may inspect, copy, and

take aJay copies of all reports and documents required to be kept by

Commission regulations, orders, or applicable license conditions whether -.

,

such reports and documents are kept by the licensee or the contractor,
,

,3) the requirement, in Paragraph 73.46(b)(4) of this section that(
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.

,

'

the licensee demonstrate the ability of physical security personnel to e-

:z . .
~

' [1
. perform their assigned duties and responsibilities, include demonstration

~ .

of the ability of the contractor's physical security personnel to perform JI,[
. ....; a

. . . ::
'their assioned duties and responsibilities in carrying'out the provisions ;,

.

, i.
of the Security Plan and these regulations, and (4) the contractor will ''

,

not assion any personnel ' o the site who have not t' 'st been made aware 3;:t

!:' ~.. .

.
. - I'.gof these responsibilities. ."' -

' g
s s--

(2) The licensee shall have onsite at all time at least one full' y
. . . . -W

time member of the security organization with authority to direct the .;g

physical protection activities of the security organization. -:

"#(3) The licensee shall have a management system to provide for -

the development, revision, implementation', and enforcement of security

5 procedures. The system shall include:
"

, , .

(i) Written security procedures which document the structure ~

-

.

of the security organization and which', detail the duties of guards, .

watchmen and other individuals responsible for security; and
.

(ii) Provision for written approval of such procedures and any'

revisions thereto by the individual with overall responsibility for

the security function. - .-

(4) The licensee shall not permit an individual to act as a -

guard," watchman, armed response person, or other member of th -b

securilyorganizationunlesssuchindividualhasbeentrained, .

equipped, and qualified to perform each assigned security job duty - --

'

in accordance with Appendix B of this part " General Criteria for
,

Security Personnel." [to-be published-soon-as an effective ruie-]
.-
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Upon the request of an authorized representative of the Commission the

licensee shall demonstrate the ability of the physical security |

personnel whether licensee or contractor emoloyees to carry out their :.
~

;v

assigned duties and responsibilities. Each guard, watchman, armed

response person, [and] or other member of the security organization ;.

'

whether a licensee or contractor emoloyee shall requalify in accordance -
'

:..
~ ith Appendix B of this part at least every 12 month . Such requalifica- ''w . ..

.' -rm -- -' - ~~

.: .:;-
tion s!)all be documented. ' -- - - * - - -

.4:;.
e::

,
_. (5) Within any given period of time, a member of the security f.y

:,s.
organization may not be assigned to, or have direct operational N

.

- control over, more than one of the redundant elements of a physical _y.;

protection subsystem if such assignment or control could result in

the loss of effectiveness of the subsystem.

. (c) Physical Barrier Subsystems -
'

_
_ ..

_

.

(1) Vital equipment shall be located only within a vital area

and strategic special nuclear material shall be stored or processed

only in a mateHal access area. Both vital areas and material '.
access areas shall be located within a protected area so that access

to vital equipment and to strategic special nuclear material requires
~

'

passage through at least two physical barriers. More than one vital

area or material access area may be located within a single protected

area.

(2) The physical barriers at the perimeter of the protected -
.

area shall be separated from any other barrier designated as a

*
.

l

1
l

l

56 Enclosure "A"

_ . . . _ _ . _ _ .

a *



~

. ..i: :. a. :..- - L . L~ . ~ . . . . - ~
~

. w w w.-. . : ._ . . . . . - . . u . . : .> ' w
.

- :

. . .

[7590-01]
-

..
e' '

. ' ,
physical barrier for a vital area or material access area within.the - -

r. . . .

protected area. Jh.
.;. ,_

(3) Isolation zones shall be maintained in outdoor areas f.l. ."...=u-

adjacent to the physical barrier at the' perimeter of the protected c$:,
.W

,

area and.shall be large enough to permit observation of the activi-
.

,

,

a.

ties of people on either side of that barrier 'in the event of its
. NU.

s.~: .

.< penetration..'. If parking ~ facilities are provided for employees or 1' .-t Q
*

?p,
w.w.

visitors,' they shall be located'outside' the' isolation zone"snd exterior
~~

".$.h-
~~ ~ - '~

-
. ,

to the protected area.
v7. . ...,

(4) Isolation zones and all exterior areas within the protected'

..

y
area shall be provided witih illumination sufficient for the monitoring :I
and observation requirements of paragraphs '(c)(3), (e)(8), (h)(4)

and (h)(5) of this section, but not less than 0.2 footcandle measured
,

s .

'at ground level. r
-

,.

(5) Strategic special nuclear material, other than alloys,

fuel elements or fuel assemblies, shall:
.

(i) Be s'tored in a vault when not undergoing processing if the '.
material can be used directly in the manufacture of a nuclear explo- !,

sive device [t]. Vaults used to protect "such material shall be capable
.

e
of preventing entry to stored SSNM by a single action in a forced i

s

i
entry attempt, except as PJch single action would both destroy the '

barrier and render conta) $d SSNM incapable of being removed, and .;

lshall provide sufficient delay to prevent removal of stored SSNM - '-

prior to arrival of response personnel capable of neutralizing the
idesign basis threat stated in 6 73.1. |.

'

l
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.

e

(ii) Be stored in [ penetration-resistant] tamper-indicating .'
icontainers; ,

-(iii) Be processed only in material access areas constructed %n.(
with barriers that provide significant delay to penetration; and .|b

IUM
(iv) be kept in locked compartments or locked process equipment jf3.

j: "-

while undergoing processing except when personally attended. 'j|, {p ,

> . .u . . .

(6) Enriched uranium scrap (enriched to 20% or art:ater) in the 5*
' form of small pieces, cuttings,. chips, solutions or in other foms -

I/[b;.:
,

s. .

$,y,fyf.

,, .

which result from a manufacturing process, contained in 30 gallon or %"
larger containers with a uranium-235 content of less'than 0.25 grams '[

,

'
. per liter, may be stored within a locked and separately fenced area h'

..

within a larger protected area provided that the storage area fence
.

,
is no closer than 25 feet to the perimeter of the protected area.

The storage area when unoccuoied shall be protected by a guard or ,
. ~

! .

watchman who shall patrol at intervals not exceeding 4 hours, or by

1 intrusion alarms. .

'i
. .

.

(d) Access Control Subsystems and Procedures [[' ~| -

n..

(1) A nur.bered picture badge identification subsystem shall be E, .
.

used for all individuals who are authorized access to protected areas.

|without escort. An individual not employed by the licensee but who
;

-
..

''
| require's frequent and extended access to protected, material access, ,

and viEa1 areas may be authorized access to such areas without escort
'

.

provided that he receives a picture badge upon entrance into the pro- -

-
.

tected area which must be returned upon exit from the protected area

.andwhichindicates(i)Non-employee-noescort, required;(ii) areas
, .,

.
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;

to which access is authorized and (iii) the period for which access -

.

has been authorized. Badges shall be displayed by all individuals

while inside the protected areas. ,$'

w -

,,.

2), Unescorted access to vital areas, material access areas . ,y,;
+:: ?

and controlled access areas shall be limited to individuals.who have |y C
c.

an NRC or DOE [ material] access authorization,2/'who are authorized ' ;,*-

.:.'
access to the material and equipment'in such areas, -and who require 9;;

's. , Eit
- - such access to perform their duties: -Access to material access areas - -- qq

.. ;
shall include at least two individuals. Authorization for such indi- .f/
viduals shall be indicated by the' issuance of specially coded numbered [.
badges indicating vital areas, material access areas, and controlled

access areas to which access is authorized. No activities other 7

than those which require access to strategic special nuclear material
,

>

or equipment used in the processing, use, or storage of strategic special
_

nuclear material, or necessary maintenance, shall be permitted within
'

a material access area. ~

,

~'

(3) The licensee shall establish and follow procedures that
r

will identify to access control personnel those vehicles that are

authorized and those materials that are not authorized entry to
~

.

protected, material access, and vital areas ,.

i

.i .
'

U roposed amendments ' requiring an NRC material access authorizationP

program for licensee access to or control over special nuclear material
(SECY-76-508) were published as a proposed rule on March 17, 1977

.

! (42 FR 14880) and were discussed in a public hearing on July 10,
11, and 12, 1978.

.

.
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(4) The licensee shall control all points of personnel and
~

,

.j,

'

' ' ' 'vehicle access into a protected area. Identification and search of

all individuals for firearms, explosives, and incendiary devices, , , . . -

cr q'
shall be made and authorization shall be checked at such points. ,.

,
United States Department of Energy couriers engaged.in the transport b

.:
of special nuclear material need not be s'earched. Licensee employees 1.

.

. .r -

having an NRC or United States Department of Energy [ material] access 3jf.
,

06 5.. -_ . authorization.shall be searched at least on a random-basis. The-- - wre;.g..- . . - . . . . . - .

_
individual responsible for the last access control. function (control- /.g.f. . '

,

. . . ...

ling admission to the protected area) shall be isolated within a ~

. Y. ,- ..

structure, with bullet resisting walls, doors, ceiling, floor, and 9. .',

windows.
,

'

.

(5) At the point of. personnel and vehicle access into a pro- '
.

tected area, all hand-cairied packages shall be searched.for f.irearms,

explosives, and incendiary devices except those packages carried by
'-

,

persons having an NRC or DOE [materiai]' access authorization which

shall be searched on a random basis when the person carrying them is -

'

L
selected for search. l- -

(6) All packages and material for delivery into the protected . , -
I

area shall be checked for proper identification and authorization ~ ;

and searched on a random basis for firearms, explosives, and incendiary
.

devices prior to admittance into the protected area, except those
.

.

Commission approved delivery and inspection activities specifically - . .!,

designated by the licensee to be carried out within material access, . :

',.

f

-

.,
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. .;
vital, or. protected areas for reasons ~ of safety, security or operational -

-

' W.
,

-

necessity. -

. . , 'j-
-(7) All vehicles, except United States ~ Department of Energy 39,:.-

-

,

. . . U.s
vehicles engaged in transporting special nuclear material and (~6;

-
o.

emergency vehicles under emergency conditions, shall be.' searched for is'y
. ::a

firearms, ex' plosives, and incendiary devices prior to. entry into the MY
-M

Vehicle areas t''be searched shall. include'the cab, .pyprotected area'. o

. )i.0~ "-~ ~ engine compartment, undercarriage," and cargo area.' "- -"~~~ ~ ('q
g_ x

~

(8) All vehicles, except designated licensee vehicles, requiring {.fj
'

m.H
entry into the protected area shall be escorted by a member of the 7

.

security organization while within the pr'otected area, and to the ;.g ;i

j extent practicable shall be off-loaded in an area that is n'ot adjacent "
<

to a vital area. Designated licensee vehicles shall be limited in
..

s :
their use to onsite ' plant functions and shall~ remain in'the protected

,

,

'

ar'ea except for operational, maintenance, security and emergency
'

purposes. The licensee shall exercise positive control over all '

;* such designated vehicles to assure that they are used only by authorized
.

'
persons and for authorized purposes.

.

(9) The licensee shall control all points of personnel and

vehicle access to material access areas, vital areas and controlled

; access areas. Identification of personnel and vehicles shall be -

made and authorization checked at such points. Prior to entry into -
-

, .

| a material access area, packages chall be searched for firearms, - --

...

explosives, and incendiary devices. All vehicles, materials and
.

packages, including trash, wastes, tools and equipment exiting from

!

| 61
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. - .

a material access area.shall be searched for concealed strategic .

.n

special nuclear material by a team of at least two individuals who (,
:. ~,

are not authorized access to that material access area. Each indi. il ,

e
vidual exiting a material access area shall undergo at least two t'

,e .-

separate searches for concealed strategic special nuclear material. L~
*;* *

.

For individuals exiting an area that contains only alloyed or encap- :J;.t
TO,'

sulated strategic special nuclear material,,the second search may be M' ,)
-

.

t,u , -

~
y'"

conducted in a random manner. --- --

(10). Before exiting from a material access area, containers of @
-

:v.:t

contaminated wastes shall be drum scanned and tamper sealed by at V;4

least two individuals, working and recording as a team, who do not ig.|-g

have access to material processiiig and storage areas. '

..
.

(11) Strategic special nuclear material being prepared for
. .

>
shipment off-site, including product, samples and scrap, sliall be

< ..

'

packed.and placed in sealed containers in the presence of at least
'

.

two individuals working as a team who shs11 verify and certify the

content of each shipping container through the witnessing of gross

weight measurements and non-destructive assay, and through the

inspection of tamper seal integrity and associated seal records.

(12) Areas used for preparing strategic special nuclear material j.

for shipment and areas used for packaging and screening trash and .:
:

wastes ~shall be controlled access areas-and shall be separated from |

processing and storage areas. - I,

L
'

.

..

i
.i

, ,

'
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(13) Individuals not permitted by the licensee to enter pro- ". h,
.(.

n
tected areas without escort shall be escorted by a watchman, or ;}

.

other individual ' designated by the licensee, while in a protected .{
In .7 C ; '

area and shall be badged to indicate that an escort is required. .1 ..'r
3,w

addition, the individual shall be required to register bis name, J m. ,

iT O

date, time, purpose of visit and employment affiliation, citizenship,
14; ! '
.- -

@l'c
and name of the individual to be visited. . s .ne~

%% M c .'s

- (14) All keys, locks, combinations and r51ated equipment used -
p y:- ~ ~ -

n.
.?-to control access to protected, material access, vital, and control- ,3;.n
.

led access areas shall be controlled to reduce the probability of G .'

Whenever there is evidence that a key, lock, combina-
',-

compromise.
>

tion, or related equipment may have been compromised it shall be
.

changed. Upon termination of employment of any employee, keys,

locks, combinations, and related equipment to which that employee
.

o
~

-

.

had access, shall be changed.
"

(e) Detection, Surveillance and Alarm Subsystems and Procedures
,

,. , ;

(1) The licensee shall provide an intrusion alarm subsystem

with a capability to detect penetration through the isolation zone .

..

and to permit response action.
.

(2) All energency exits in each protected, material access,
'

and vital area shall be locked to prevent entry from the outside and
-..

alarmed to provide local visible and audible alarm annunciation.
.-

All unoccupied vital areas and material access areas shall
- [, ,

(3) .
.

be locked and protected by an intrusion alarm subsystem which will
,

,

>

alam dpan the entry of a person anywhere into the area, upon exit
'

!

,
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'

.
..

from the area, and upon~ movement of an individual within the area,

except that for process material access areas only the l'ocation of
.

the strategic special nuclear material within the area is required [.' i
.

|to be so alarmed. Vaults and process areas that contain strategic b-
u,
:v ,

.

special nuclear material that has not been alloyed or encapsulated 1.

,

shall also be under the surveillance of closed circuit television
3..

.that is monitored in both alarm stations. [and-at-ienst-one-other O'-: '.
,

g?."- continneesiy-marmed-on-site-iocation-]~ Additionally, means shall be ),f,[
;. c: v

employed which require that an individual other than an alarm station . . ' ' _
; ,:

operator be present at or have knowledge of access to such unoccupied '. 3
. ,

' vaults or process areas. .
-

- -

''

..

;.

(4) -All manned access control points in the protected area b

barrier, all security patrols and guard stations within the protected
,;

area, and both" alarm stations shall be provided with duress alarms.
-

,
.

(5) All alarms required pursuant to this section shall annun- |

ciate in a continuously manned central alarm station located within

the protected &rea and in at least one other independent continuously
,

-

manned on-site station not necessarily within the protected area, so '

that a single act cannot remove the capability of calling for assist.-

ance or responding to an alarm. The alarm stations shall be controlled
'

'

access areas and their walls, doors, ceiling, floor, and windows '

shall be bullet-resisting. The central .alam station shall be
'

located within a building so that the interior of the central alarm -i

'

station is not visible from the perimeter of the protected area.

.

-

,
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'

This ' station may not contain any operational activities that would-

interfere with the execution of the alarm response function. 'J .
'

(6) All alarms required by this section shall remain operable l -

.

from independent power sources in the event of the loss of nonnal

power. Switchover to standby power shall be automatic and shall not -

cause false alarms on annunciator modules.

(7) All alers devices including tr,ansmission lines to annun- h.+ :
ciators sha'11 be tamper indicating and self-checking e.g. , an auto- Mm-
matic indication is provided when a failure of the alarm system or a I. . .
component occurs, when there is an attempt to compromise the system, lY

or when the system is on standby power. The annunciation of an ;
.

alarm at the alarm stations shall indicate the type of alarm (e.g.,

intrusion alarm, emergency exit alarm, etc.) and location. The
'

status of all alarms and alarm zones shall be indicated in the alarm

_ Istations. - -

(8) All exterior areas within the' protected area shall be moni-
,

tored or periodically checked to detect the presence of unauthorized [I
persons, vehicle, materials, or unauthorized activities.

I

(9) Methods to observe individuals within material access i~ t

areas to assure that strategic special nuclear material is not moved i
t

to unauthorized locations or in an unautherized inanner shall be '

provided and used on a continuing basis.

(f) Communication Subsystems
. j,

.

(1) Each guard, watchman, or armed response individual on duty ;

, 'I
shall be_ capable of maintaining continuous communication with an | q.

. e .

,
i :

i |
1

-

,

|
-
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* .

individual-in each continuously manned alarm station required by .

.

. . w.
paragraph (e)(5) of this section, who shall be capable of calling

,

3..
- ;;

for' assistance from other guards, watchmen, and armed response {'.

personnel and from law enforcement authorities. h.y ,.

2:
(2) Each alam station required by paragraph (e)(5) of this $y|

. . -
section shall have both conventional telephone service' and radio or My,

n
--

.

microwave transmitted two-way voice communication, either directly f;['(
..

. w.~-"---- ---- or through an intermediary, for the capability of communication with - - y;.:.
the law enforcement authorities. '

-:+. .
-

.'. ) .!,
.

4-17,
(3). Non portable communications equipment controlled by the ;-

z.
licenses and required by this section shall remain ' ope'rable from jj:-

:

independent power sources in the event of the loss of' normal power. -

(g) Test and Mainten nce Programs
~ ' ~ ~

.

-
s . . .

The licensee shall have a test and maintenance program for
- -

intrusion alarms, emergency exit alarms, communications equipment,
.

'

j.
physical barriers, and other physical protection related devices and f~ 2.

equipment used pursuant to this section that shall provide 'for the W:'-
t;,-
p.

following: y
(1) Tests and inspections during the installation and construc- .

.

tion of phys'ical protection related subsystems and components to p*
i..

assure that they comply with their respective design criteria and y-

performance specifications.
.

(2) Preoperational tests and inspections of physical protection -.

related subsystems and components to demonstrate their effectiveness -

.

'
.

.
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-

and availability with respect to their respective design criteria
. .

and performance specifications.

(3) Operational tests and inspections of physical protection 4k.
.

Q
related subsystems and components to assure their maintenance in an 1,]

- - ' , 'operable and effective condition, including:
:;

'(i) Testing of each intrusion alarm at the beginning and end c ,'. ,

'of any period that it is used. If the period of. continuous use is M,

OM
- - longer than seven days, the intrusion alarm shall also be tested at y;d.$

- k Ug.$.

least once every seven days. T.? .-

. < . ,
(ii) Testing of communications equipment required for commu-

nications onsite, including duress alarms, for performance not less
,

-
--

frequently than once at the beginning of each security personnel

work shift. Communications equipment required for communications
*

s

,
offsite shall be tested for performance not less than once a day.

"

(4) Preventive maintenance programs shall be established for
,

physical protection related sub. systems and components to assure |
._

their continued maintenance in an operable and effective condition. '

(5) All physical protection related subsystems and components

shall be maintained in operable condition. The licensee shall

develop and employ corrective action procedures and compensatory |
t ;

measures to assure that the effectiveness of the physical protection

system is not reduced by failure or other contingencies affecting
:

the operation of the security related equipment or structures. --

Repairs and maintenance shall be performed by at least two individuals
.

.
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;

working as a team who 'have been trained in the operation and perform- F ..
. . .

ance of the equipment. The security organization shall be notified 'e-
q,.

before and after servic'e is performed and shall conduct performance 'T
.-
..

verification tests after the service has been completed. . , .
,RG

(6) The security program shall be reviewed at least every 12
, |, '<

months by individuals independent of both security management and. dQW
security supervision. The review shall inclyde a review and audit A"! 4

,$y-x
' of security procedures'and. practices', evaluation of the effectiveness ~~

T;y.
..n

of the physical protection system, an audit of the physical protection

system testing and maintenance program, and an audit of commitments ; . _, ,

established for response by local law enforcement authorities. The , f '.
7.-

results of the review, audit, and evaluation along with recommenda-
_-

tions, corrections and improvecents; if any, shall 'be documented, .

r
reported to the licensee's plant management, and to corporate manage-

,

ment at least one level higher than that having responsibility for
, ,

a

the day to day plant operations. The reports shall be kept available j, ;

i. s -

|.at the plant for inspection for a period of five years.
p . ,|

(h) Contingency and Response Plans and Procedures

(1) The licensee shall have a safeguards contingency plan for :

dealing with threats, thefts, and radiological sabotage related to
|

| the strategic special nuclear material and nuclear facilities subject : .

;

: .

l
~

to the provisions of this section. Safeguards contingency plans shall |

|be in accordance with the criteria in . Appendix C to this part, " Licensee -
|

-

Safeguards Contingency Plans" (43 FR 11962). Contingency plans

t
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..

shall include, but not be . limited to, the response requirements in
'

paragraphs (h)(2) through (h)(5) of this section. .

..Og

(2) The licensee shall establish and document response arrange- .T
. . .y

ments that have been made with local law enforcement authorities. -

.,

(3) A minimum of five (5) guards shall be available at the 7
facility to fulfill assessment and response requirements. In addi- _,

tion a force of guards or armed response personnel also shall be h'".
R.. h.s

available to provide assistance as necessary. The size and avail- e.
~~

:.: 9. -ability of the additional force shall be determined on the basis 'of [-; 2
,

site specific considerations that could affect the ability of the ' . ~

total onsite response force to engage and impede the adversary force T-
until offsite assistance arrives. The reason for determining the

,

;

total number and availability of onsite armed response personnel j,

>

shall be included in the physical protection plans submitted to the [-
,

-I
Commission for approval. |

!
(4) Upon detection of abnormal presence or activity of persons |

| or vehicles within an isolation zone, a protected area, a material
.

access area, or a vital area, or upon evidence or indication of
,

intrusion into a protected area, a material access area, or a vital

area, the licensee security organization shall:
.

(1) Determine whether or not a threat exists, '

(ii) Assess the extent of the threat, if any, [ ,

1

(iii) Take immediate concurrent measures to neutralize the I".

threat by:
!.
!

|
-

i
~

.

t
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.

(A) . Requiring responding guards-or other armed response person- '.

nel to int'erpose themselves between vital areas and material access (.h
areas and any adversary attempting entry for purposes of radiological M.:.j

i

3 . -. ~o

}: ,[.[, sabotage or theft of strategic special nuclear material and to-

intercept any person exiting with special nuclear material,.and '.[?
L :;;

. (B). Informing local law enforcement agencies of the threat and
@y;.

requesting assistange._,. , . . .
.

--- --... -- (5) ;The . licensee shall instruct every guard and all armed -- - .- [g
, d. .

response personnel to prevent or impede acts of radiological sabotage ;.g
:

or theft of strategic special nuclear material by using force suffi-

cient to' counter the force directed at him or her, including the use _;a
- . :;4.

of deadly force when the guard or other armed response person has j
a reasonable belief that it is necessary in self-defense or in the

,

' *defense of others. .

,

- .- .
(6) To facilitate initial response to detection of penetration

i .

of the protected area and assessment of the existence of a threat, a

capability of observing the isolation zones and the physical barrier 7. ;.
. s.

at the perimeter of the protected area shall be provided, preferably ['
i.

by means of closed circuit television or by other suitable means
,

which limit exposure of responding personnel to possible attack. 2,..

(7) Alarms occurring within unoccupied vaults and unoccupied i,

.

material access areas containing unalloyed or unencapsulated strategic
,

special nuclear material shall be assessed by at least two security . . -
,

personnel using closed circuit television (CCTV) or other remote means.
~

..
,..o

,

.

.
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1

(8)- Alarms occurring within unoccupied material access areas
l

Uthat'contain only alloyed or encapsulated strategic special nuclear.
'

'

material shall be assessed as in paragraph E) above or by at least e',

. . two security personnel who shall undergo a search before exiting the .Y
i- material access area. . . 1

...

'

11. Paragraph 73.55(a) is revised to read as follows: f .; t
'

i : n. ..

,'j 673.55 Requirements for physical protection of licensed activities ,.
. .; ..

..

.--..in nuclear power reactors against radiological sabotage. '

.,
.. ..

,

2 2 2 2 2 ,-,

! ;

'

(a) General Performance Requirements ,

I The licensee shall establish and maintain an onsite physical 'l
,

protection system and security organization which will provide reason-
i

able assurance .that activities involving special nuclear material are
,

!

not inimical to the common de'fense and security, and do not constitute
~|

-

;

an unreasonable risk to the public health and safety. The physical j

protection system shall be designed to protect against the design basis I
l

I
i,.

| threat of radiological sabotage as stated in 6 73.1(a). In meeting I
'

these general performance requirements, the onsite physical protection |
|system and security organization shall include, but not necessarily-

;

| I

; ||
be limited to, the capabilities to meet the specific requirements con-

I
:

tained in paragraphs (b) through (h) of this section. The Commission !; .. ,

may authorize an applicant or licensee to provide measures for protec- !t

|
'

I :
'

'tion against radiological sabotage other than those required by this
c ,

section if the applicant or licensee demonstrates that the overall I~ :

i.

f.

;
.

. f
*

l
'
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'

level of system performance provides protection against radiological
3:

sabotage equivalent to that which would be provided by paragraphs y ,-
(b)--(h) of this section and meets the general performance requirements 3E

'.:j .
of this section. Specifically, in the special cases of licensed -

operating reactors with adjacent reactor powerplants under construc- *M
.: :.'.

#tion, the licensee shall provide and maintain a level of physical ,-, "t.y

protection of the operating reactor against radiological sabotage [cph
s. L-c

Q:equivalent to the requirements of this section.
a4<' - * . *
,,

1[1]2. Paragraph 73.55(b) is revised to read as follows:
,

,.,

'

5 73.55 Requirements for physical protection of licensed activities

nuclear power reactors agains: radiological sabotage.
'

-

,
.

n a s s s
#

.

(b) Physical Security Organization3

-

(1) The licensee shall establish a security organization,
,

including guards, to protect his facility against radiological
.

sabotage.
~.

(2) At least one full time member of the security orgar.ization

who has the authority to direct the physical protection activities

of the security organization shall be onsite at all times.

(3) The licensee shall have a management system to provide for
~

the development, revision, implementation, and enforcement of security -

procedures. The system shall include: - f-

\

l

| .

>
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.

(i) written security procedures which document the structure

. of the security organization and which detail [and] the duties of r

guards, watclimen and other individuals responsible for security; and ." %

(ii)' provision for written approval of such procedures and 'any 1.,"

1.

revisions thereto by the-individual with overall responsibility for , , '

the security functions. .:
, .. - f-

(4) Thelicenseeshallnotpermitan.4ndividualtoactasa y
'

s. . #.N,

: guard, watchman or armed response person, or other member of the TKi
4 -

security organization unless such individual has been trained, 7-
-

. .

,

equipped, and qualified to perform each assigned security job duty

in accordance with Appendix B, of this part " General Criteria for
.

'

Security Personnel." [te-be pubHshed-soon-as an effective raie-]

Upon the request of an authorized representative of the Commission -

,

,

the licensee shall demonstrate the ability of the physical security
.

personnel to carry out their assigned duties and responsibilities.
.

'Each guard, watchman, armed response person, and other member of the
i

security organization shall requalify in accordance with Appendix B'

of this part at least every 12 months. Such requalification shall !
'

be documented. By (300 days after the rule becomes effective) each

licensee shall submit a training and qualifications plan outlining

the processes by which guards, watchmen, armed response persons, and
~

.other members of the security organization will be selected, trained,*

' equipped, tested, and qualified to assure these individuals meet the --

i

requirements of this paragraph. The training and qualifications

plan shall include a schedule to show how all security personnel

1
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_

v

*
. .

-rwill be qualified by (within two years after the rule becomes .

,

effective) or within two years after the submitted plan is approved,
'

.
.

whichever is later. The training and qualifications plan shall be 'dJ C'
- ?..'

followed by the licensee after (500 days after the rule becomes ;;x,1
j~ ? .

effective) or 60 days after the submitted plan is approved by the f.."f?:8 :~

'.(LNRC, whichever is later. .;
:...

E.Tp

1[2]3. Paragraph 73.55(g)' is amended to add a new paragraph (4)' to ;(yj:j
- -- - tc

read as follows: giji~.-

'. .

-.

$ 73.55 Requirements for physical protection of licensed activities ' , '

in nuclear power reactors against radiological sabotage. -

.

.

x a * * *

%
''(g) Testing and Maintenance

_

1 s s ' n s

:

(4) The security program shall be reviewed at least every 12
'

months by individuals independent of both security management and

security supervision. The review shall include a review and audit

of security procedures and practices, evaluation of the effectiveness
~

of the physical protection system, an audit of the physical protection
-

system testing and maintenance program and an audit of commitments
'

..

established for response by local law enforcement authorities. The
-

results of the review audit and evaluation along with recommenda-

tions for corrections and improvements, if any, shall be documented,

74 Enclosure "A"
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reported to the licensee's plant management and to corporate manage-
,

ment at least' one level higher than that having responsibility for
~

,

,

the day to day plant operation. The reports shall be kept available ;j

at the plant for inspection for a period of five years.
,

'

,.

.:wy .

1[3]4. Paragraph 73.55(h) is amended to renumber paragraph-(h)(5) as Idi.
+

,. .

(h)(6) and revise paragraph h(4) as paragraphs (h)(4) and (5) as j.{ -
follows: 4 $lf

s. . 3;
. - - -

S 73.55 Requirements for physical protection of licensed activities -

in nuclear power reactors against radiological sabotage. }
= a a a *

.. .

(h) Response requirement.

x a a = a

1

(4) Upon detection of abnormal presence or activity of persons |,

or vehicles within an isolation zone, a protected area, a material '
i

-

I

'

access area, or a vital area; or upon evidence or indication of
'intrusion ~into a protected area, material access area, or vital --

area, the licensee security organization shall: I'
(i) Determine whether or not a threat exists,

(ii) Assess the extent of the threat, if any,

I -

(iii) Take immediate concurrent measures to neutralize the threat
'

by: [
'-

(A) Requiring responsing guards to interpose themselves between -
.

material access areas and vital areas and any adversary attempting .

.
-

'
> .
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.
_ .-. . . _ . ., .

. . , , - - -

_ _

-
_

. . .
. . v :< . , - - :.

-

i . ,7
- -

--
-- - - .

.
-

.. , i;
- entry for the purpose of theft of special nuclear material or [indas-

.c.: .,
.

, .
,

triai] radiological sabotage and to intercept any person exiting with ~n -

special nuclear material, and, . C
.
.= p-

9- -

. f.-f
(B) Informing local law enforcement agencies of the threat and 2.e..

.%. . .x

requesting assistance. ~ Th. - -

.p: .
. (5)- The licensee shall instruct every guard to prevent or

2.}l]
MIimpede attempted acts of theft or [industriai] radiological sabotage c .,.T- .

by using force sufficient to counter the force directed at him h!j$
'

,

:
including deadly force when the guard has a reasonable belief it is

F .. :
ca

-1

necessary in self-defense or in the defense of others. ,[.
,

m = = = a '

i-.

1[4]5. The prefatory language of 5 73.70 and paragraphs 73.70(c)
.. '

and (g) is revised to re,ad as follows: ',

~
~

5 73.70 Records. -

Each licensee subject to the provisions of SS 73.20, 73.25,

73.26, 73.27, and/or $$ 73.45, 73.46, and/or S 73.55 shall keep the
.

following records:

n x n a n
!

(c) A register of visitors, vendors, and other individuals not
i . -employed by the licensee pursuant to 5 73.46(d)(10) and S 73.55(d)(6). j. /j

-

is n a s s
.|

,

'
-

1.

(g) Shipments of special nuclear material subject to the require-
.

ments of this part, including names of carriers, major roads to be used, .

.

.
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m,.

-
.

.

flight numbers in the case of air shipments, dates and expected times i-

,

':,-
of departure and arrival of shipments, verification of communication .L,

. .
.,.g,

equipment on board'the transfer vehicle, names of individuals who are g,l
. ., .. . !

'

,to communicate with the transport vehicle, container seal descriptions i'[i,1
- %s. .

and identification, and any other information.to confirm the means - M 'y
?~ ' *

utilized to comply with ff..
.

Such information 3|i s73.25, 73.26 and 73.27.
. . . . 6;
shall be reco^rded prior to' shipment. 'Information obtained during - (,

6. w.
.

the course 'of the shipment such as reports of all communications, 3.p
change of shipping plan fncluding monitor changes, trace investiga- ,

, ,

tions and others shall also be recorded. . f
.

jn n a a a
' ' ''

. ., :
P

_

1[5]6. Part 73'is amended to change the term "industr.fal sabotage" to

" radiological' sabotage"~ wherever it appears.
-N .

.

17. Paragraph 73.50(c)(1) is amended to change the reference to "an -

~

NRC or ERDA personnel security clearance" to reference to "an NRC or

United States Depa'rtment' of Energy access authorization."
. . , ,

.

1[7]8. Paragraph 73.71(a) is amended to change the reference to
~

f 73.36(f) to reference g 73.27(c).

.

1[8]9. Paragraph 70.22(g) is amended to replace references ".. 65 73.30 j.

through 73.36...." with reference to [Part-73-] ff 73.20, 73.25, and
~

'

-

73.26.
-

. ..

20. Paragraph 70.22(h) is amended to delete reference to 6 73.60 and

'

add references to 96 73.20, 73.45, and 73.46.

.

.

77 Enclosure "A" [

I.. .
,



. . _.... .._ _p .:. _ . . ..

[7590-01] - -
~

\

|
-

1

2[0]1. Paragraph 70.32(d) is amended 'txi replace the reference to para- |
.

'

graph 73.30(e) with reference.to [Part-YS-] 6 73.20(c). . ,.

. . .

2[1]2. Paragraph 70.32(e) is amended to replace the reference to para- . L i-.~
.

_

graph (f) with reference to' [Part-73-]' l 73.20(c).' .

s...... . .

.

b'.''r.2[2]3. Paragraph 70.32(f) is deleted.
fo
;.-

EFFECTIVE DATE: (120 days after publiegtion in-FR) - As
-g1.3s

.

(Sec. 53, 1611, Pub. L. 83-703, 58 Stat. 948 Pub. Law'93-377, 88 Stat is,tg
475; Sec. 201, Pub. L. 93-438, 88 Stat. 1142-1243, Pub. Law 94-79, -..

89 Stat 413 (42 U.S.C. 2073, 2201, 5841).) :-71

Dated at Washington, D.C. this day of - '

1979.
For the Nuclear Regulatory Commission. ' , ,,

.
~

> Samuel J. Chilk
~

Secretary of the Commission _

-

I
!

.

.

5

1

i

|-
!

a

-

-

.

f
|'

i

|.

'

4

),
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ENCLOSURE "B"

?.',

^:
.

PUBLIC COMMENT SUMMARY AND STAFF RESPONSE Q.
c,

1

..

1.0 Coments were received from eighteen organizations and . individuals. 9-

These included coments of a general nature and comments which h
.- , p. .

addressed specific sections and, paragraphs of the proposed rule. I,.dy
. 7.y..

'K:e
Those of a general nature are summarized under the heading of .:

-

Generic Issues while the remainder are categorized in the same Y
. s **

order as the applicable sections and paragraphs of the rule. A 5

code appears at the end of each summary which identifies those e

commenters who had similar or identical comments. Appendix A .

lists the commenters, their identification code, and the date
.

.

their comments were' received. Also, the commenters , individual
_

letters have been coded and cross referenced and will be made '

available in the Public Document Room. Many of the comments
,

were identical or similar to coments received during the first e..

;...
''

comment period and therefore had been previously answered. Such
.

comments are identified as having been responded to previously.

2.0 Generic Issues ..

2.1 The Threat and General Performance Reouirement i .

2.1.1 Comment Summary: Commenters again questioned the description
~

.

and nature of the threat and the level of safeguards necessary -

,

to satisfy the general performance requirement. The views are
,

-

sunmarized as follows:
=

s

i

1 Enclosure "B"
<

p.

,

i
. . _. ._ . _ _ _ _ ._ _



- - ---
--

~ %.,\
7 ,7. ,

-

, g, , , - - - - . - - - -
,

.
y. -
..

( .. .

~
* - -

.

~ > > -
<

,
' ~

'
''

,.m d .

,

i ,. .a- . , e

a. Commenters , felt, that the level of safeguards proposed may
t r> l * -

,

' '

>!- b@ excessive.' 'These ' views ranged from concern that the . -

/N U-i' y
3 .. .'

, ,.

'

\ definition of the threat was too general and would allow 77,t, - -,
1 . .,r

k they imposition o'f ever inheasing requirements, to concern $i-f'y
'

/- V '

* ,m( ; that the aquireq subsyste:ns and components of.the. physical {'[-'

7 ., 19-
'

protection systera were excessive. There was concern that,.\ '4;'.
s

.

-
,

" i
.

.
f tha general performance requirement might be impossible to Mfv &.'

J'' enforce and that compliance will be idoo costly. (BWC2, Sp
N g

= > '
.-

: AIF, WEC RI/ES, AGN)
. 'pf''

,

t ~

- b. One commenter stated that the threat was not useful unless ,
. . .

3 ';-

it specified acversary numbers. (BWC2) ' (;-
~p _

c. Commenters noted that a comprehensive evaluation of the

rule was not possible without review of the guidance docU-
~

,

?.
.

( mentation. - It was suggested that an additional comment
.

%4"
\' period be allowed for the, rule fellowing publication of. the '

. ,< -

.

O guidance documentation., (NFS,BW.:2){
'

<

d. Commenters suggested that the proposed rule be further
s

.

reviewed, then tabled until there is a significant commercial

activity involving special nuclear material to warrant the

rule. (WEC,AIF) )
.3

~

.

>

!
t( e. d One commenter felt the rule for transport was too weak. - --

'

'~

Use of federal forces was suggested. , (NYS) .

,

2.1.2 Response:
~

.

'a. The original staff response to criticidhs af the general
-

perfomance requirement and postulated threat level
) -

" s
2 Enclosure "B"

4

-

_i

iiin , , , , , , m , , , ,,,,, ,,i , ,,, , , , , , , r i,i , , , , i i,



*
: ,. .

^

<e: +. + .

.
-

-. a i .. ;..~. a.._ -. . . . . .,

;sm . 3.,

,

s

.
+-

.

adequately answer these subsequent comments. Additional>

a' clarification was added by expanding the detail in the -

! reference systems in Section 73.26 an'd 73.46 after the 71
g;.,. z p

' first round of comments. Additionally, publishing of 3'$
- .

%A
*,..;.

, *[ extensive, detailed guidance documentation should further . .I.I.I'.

define the intent and application of the proposed rule.. . < -[ .;
.:,

23tb. This comment was responded-to previously. . - - :,

QN..

c. 'The Staff agrees that a comprehensive evaluation of rule 3.., ~

implementation depends upon the nature of the guidance -

i f.-
documentation. All interested parties will be allowed to

~
..

comment on the guidance documentation itself, its relation- 1:

ship to the rule, or to provisions of the rule affected by J

the guidance.' The comment period for the guidance documenta-,

,

,

tion can be used for 'any of the above purposes without
-

establishing an independent third comment period for the
.

I

proposed rule changes. !
,

d. The proposed rule has been published for public comment
.

twice and thoroughly reviewed during a two year period.
'

The NRC staff considers this level of attention more than

adequate when compared with past rulemaking experience. In

addition, NRC considers the level of commercial activity [
"

1-

sufficiently significant to warrant the upgrading of physical :
I

security requirements as well as updating the requirements - I*

.

to reflect the latest license conditions.
;

! e. Responded to previously..
,

,
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.

2.~ 2 Value/ Impact'of Proposed Amendments
'

'.
. ..q

i.)]8'2.2.1 Comment Summary: There was general criticism that the cost of

implementing the rule was not justified by the resultant increase Ma
^. Q~

in protection. Specifically, large operating costs for expanded yf
W.

guard forces and initial expense for expensive redundant security 7?.
r.:

equipment were identified as too costly. (WEC,RI/ES, ENC,AGN)' 6,.
:.o.

2.2.2 Response: This general criticism was voiced earlier, and the },5[.
5

same response applies, that no supporting details are given S d:,
'

which would allow comparison to the value/ impact analysis prepared a ." .*!
.

'/M.
G...

by the staff.
'. ~ 7,

4 .

2.3 Impact on Research and Test Reactors . '.

2.3.1 Comment Summary: Commenters stated that exceptions should be

made for research and test reactors.and research and test fuel . ..

'
,

cycle facilities which are not presently operating. s (NBS, ENC)
_

2.3.2 Respense: (Previously responded to) The basic criterion for
'

applicability of.the rule is possession of a formula quantity of

strategic special nuclear material which is not self protecting. I ~

Therefore, most research facilities would not be covered.

2.4 Impact on Nuclear Power Reactors |
2.4.1 Comment Summary: One commenter complained that the rule had not .

.

been properly identified as affecting nuclear power reactors.
.

It was suggested that the changes to Section 73.55 be republished
,, .

for comment so that affected reactor licensees would have a fair - ..

I opportunity to respond. (DPC)
.

'
.
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~

2.4.2 Response: Changes to Section 7,3.55 are not considered substantive

and were made so that certain language in the proposed amendments -

-

would be identical to that in Section 73.55. No additional ?..
t . .

$..
-

- requirements are levied on nuclear power re&ctor-licensees.
n;

'

iE3.0 Specific Issues - - ~
- -

:--.

3.1 Purpose and Scope (Section 73.1) r . . -- .

|$s_-|3
7

- ;

3.1.'l Commer.t 'Summ&ry: One coment suggested including a qualifier, -
(@n..'<.

- n.q.
noting the rule is not intended to overrule the laws of any ~m

local jurisdiction. (RI/ES)
-

" . . '+.

'*.
3.1.2 Response: In response to this comment, staff does not believe

.,

that such a qualifier is necessary. As suggested by the commenter -

the qualifier is too broad and would lead to much confusion

because in those areas where the Atomic Energy.Act authorizes
s

specific requirements implementing regulations ~ may s'upersede ,|

!-

conflicting local laws. ' Local law is relied upon, however, to :
,

give added content to the use of force in response to a threat :

hacause there is no applicable Federal' law.

3.2 Definitions (Section 73.2)

3.2.1 Comment Summary: Commenters requested or suggested additional
:
:

clarification of definitions as follows: ,!-

t

f a. Commenters stated that the definition of vital area was too -- !
general and that the concept of an enclosed space be included. -;

- t

j- (AIF, ENC) -

|
-

| :

| -

i

i
'

.
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Response:

a. the definition of vital area was changed to provide greater
..

flexibility. As some vital areas may not be enclosed :j',f
spaces, enclosed space should not be part of the definition.

. .J.
,1

Comment:
,

- -

,":f:'
.

b. Commenters noted that the definition of vault should not 'T~
!; ~

,-_ use LLEA response as a criterion as it varies from site to 4?ir
3 .

-

.s . +.

site.. It was also suggested that th5 delay responsibility 55j.$
..

of a vault should be assessed giving consideration to other '?:
_

.

parts of the protection system. (BWC2,AIF,UNC2,GEC) '

Response: **

::

b. .The intent of the vault definition was to specify vault

delay characteristics which will, at a minimum, match the,

>

anticipated time for security forces to respond to the
_

vault location and prevent the removal of SSNM. The defini-

tion has been modified and additional criteria have been

added to 573.46 to better specify the required delay ,'

characteristics of vaults. f
Comment: |

1

Comments suggested that the definition of radiologicalc.

sabotage be changed to better define what is intended by L-
4

~

" indirectly endanger" and explain why the rule deletes the

exception to enemies of the U.S. (NFS,GPU,AIF, ENC,DPC) -

.

.
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Response:
..,.

c. The exception to enemies of the U.S. was deleted from the r"J . y-
. ..

definition of radiological- sabotage as it proved' unnecessary. h I.,

The exception still applies with respect to reactors, but I5[
., .

f.j$is provided for in existing Part 10.Section 50:53.- The
r... :-

intent'of-using the term " indirectly enc' anger" is to provide 7$
v.

.r. .

for acts which could contribute to; or be part of;'a sequence -Jy.r:
. x. . cp > .

'?;i'-of interrelated or interdependent events'all of which taken-
~

-

'O ;. .

together could directly. endanger the public health and - i;-
:::.

safety. f, ~

Comment:
~ g.~

l

d. . One commenter suggested that " vital equipment" be redefined +

to reflect only that equipment whose loss would result in
->

offsite radiation exposure above defined values. (ENC) ,

,

I-Response:

d. No change is considered necessary to the definition of )..
(..

vital equipment, as the suggested change fails to consider !.
t. . -

the importance of protecting against onsite radiation |
I,-
"exposures.

Comment:

e." One commentier suggested that the definition of movement
"

..

control center include the provision that it be continually j.

manned.- It was also suggested that the government establish -
' .

and man such centers. (AIF) -

,

|a
|

.

.
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Response: |

So change is considered necessary to the definition ofe. .

movement control center as the activities defined automatically .;

require manning. ~ As to the suggestion that the government : ;..(
TC.:

estabitsh and man.such centers, the government does for .j ,
:--

transport of government material. The responsibility for , y;i
H. . -

.providing appropriate protection for commercial shipments, ;@
-

.Q i.."
.to include the requirement for setting up and operating a pf.:)

.

movement control center, rests with the licensee. jff
. .c
'

Comment: ,'
f. One commenter suggested deletion of the word "potentially" :

from the definition of force. (ENC)
-

-

Response:
_

s

f. The suggestion that "potentially" be removed from the
- ;

''

definition of force is considered a good one and will be-

. .,

adopted. It is intended that other changes will be made to
.:...

the definition of force to improve clarity and intent. ''A

Comment: !.
.

.

g. It was suggested that the definitions for stealth and .C

deceit be reworded to reflect that removal of unauthorized

SSNM, rather than removal of any unauthorized materials, is ~'-

the intent of the definition. (NFS) ;j-

,

Response:- .

i .

g. The suggestion that the definitions for stealth and deceit -

be reworded to limit the intent to removal of unauthorized

'
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i
.

.

SSNM is a good one and the d'efinitions will be changed

accordingly. .- ,,

3.3 Revision of Requirements for Spent Fuel Storage (Sec. '73.50) .T N
'

<.

3.3.1 Comment Summary: One commenter noted that Section 73.50 requires 2. . :

,. ,

a much more extensive revision than just the undesignated first f.', I

[i[paragraph, as the existing version. applies to more than spent i
,-

fuel facilities other than 'at a power reactor. Another commenter .IN.
"

M
suggested changing the wording of the first paragraph so that ?#.

L'..
only " licensees who possess, use.or store" are affected, rather -

;.
than " licensees who are authorized to possess, use, or. store..." ,

t
'

(NFS,BWCl) - - ' "

3.3.2 Response: The proposed wording of the first paragraph of Sec-

tion 73.50 specifically designates spent fuel facilities as the

type of facility which would now be covered. It is ' intended -

:

that the subsequent parts of Section 73.50 sections, as they L

1

!presently appear in the regulations, apply. The comment suggest-

ing that tihe wording be changed from " licensees who are authorized

to possess" to " licensee who possess" is a good one and.the

change will be made.

3.4 General Performance Requirements (Section 73.20) !
,

3.4.1 Connent Summary: Commenters continued to show concern with the
{

overall generality of this section. The meaning of the phras'e i

"high assurance" was questioned and it was suggested that it be --

.

defined in Section 73.2. Concern was expressed that even with

| completed revisions, the explanation of the threat remains

!.
,
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ambiguous and requires further clarification. Suggestions ,

in.cluded better '...

definitions of the upper level of conspiracy which must be protected i,

against, specification of the size'of an assault force, and the elimina- -.
^

tion of Section 73.20 altogether'in favor of more detailed paragraphs -

.

Section 73.26 and Section 73.46. (RI/ES, TEC, ENC, BWC2, NFS) .1
- N. -

3.4.2 Response: ~ The design basis threat statements have been modified and 1 ' ';

N. , Nf
" reasonable assurance"~ substi,tuted for "high assurance." ydi;4

3.5 Performance Capabilities for Material in Transit (Section 73.25) ,

3.5.1 Comment Summary: One commenter noted that the inclusion of the
'

.i
phrase "unless otherwise authorized by the Commission" could -]
allow ratcheting without benefit of rulemaking. (TEC)

'

3.5.2 . Response: The inclusion of the phrase "unless otherwise authorized |

by the Cocamission" could conceivably allow ratcheting. However, it |
_

also is necessary to allow the NRC decisionmaking flexibility for ,

-
i

approving licensee proposed alternative measures which would meet i

e

-the intent of the performance-oriented rule. Therefore, th' phrase |e

shall continue to be used.

3.6 Transportation System, Subsystems, and Procedures (Section 73.26) f';j
3.6.1 Comment Summary: The views are summarized as follows:

j!'

a. " One commenter expressed opposition to the requirement that
- !

~

material access authorizations be' required, on the grounds that
i !

the material access authorization program 1s not constitu- !|
-

| !

tional. (DPC)

*
|
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b. The same.commenter also considered both the requirement for I.n. .
written approval'of ' security procedures and the requirement y- n)* F.

. . .;y.
for nine armed escorts to be excessive. -(DPC) fi}i

- -a
- c. Another.commenter noted that there was an-unstated assump- g{f

tion that trip routing would remain confidential until
.

.a.YJ
e

. r.
- JEE

trips were completed. (DOE /SG) %;
3::C-

- d. One comment questioned whether or.sqot " transfer points", as Q
~ N. . ' ir.

discussed in this section, included originating and destina- ?
v

tion facilities. -(UNC2) -6
-

et
e. Another comment recommended that the paragraph dealing with ,"

, ~ . '

shipment by sea be amended to allow the use.of other than }'-
container ships (when container ships are not available), .;

e.3, ,
. as long as the material is placed in a locked and' sealed ,.

: .,.
' . . .

secure compartment. (WEC) '.-
* " * =

.

3.6.2 Response:
'

'

i-

a. Whether or not material access authorizations ~will be i- .
[idrequired is the subject of a separate rulemaking. Ample 1
,

E-

opportunity, including the holding of public hearings, has | . .-,

; ...
been provided to solicit comments on such a requirement. [

'

I- -

The constitution,ality of the requirement is adequately [,|

discussed in the background documentation involved with i.|
'

;

~

that rsiemaking. i.
'

i

r
The cr ncern that requirements for vritten approval of - [b.-

e

security procedures are excessive answered previously..: -

The number of escorts has been ' .u 3.' from nine to seven. i . '.
SL
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The Commission is presently considering a separate rulemaking -[*c.
.

,.,

that would make such information classifiable as national j.gf

security information.
.

g-d. Origination and destination facilities are not to be included .3E
g,

within the scope of the definition of transfer points. C#
nom

Guidance will clarify this point. . l$: -a.'

Container ships are intended to be the standard for shipments [re.
-:-

of SSNM. If special circumstances should limit the availabil-
@a-

ity of container ships, other arrangements could still be
.

.m <
considered on a case-by-case basis. (hy

3.7 Performance Capabilities for Fixed-Sites (Section 73.45) t'pfh

3.7.1 Comment Summary: Commenters provided the following remarks: -h
a. Section 73.45(b)(1) and (2) were criticized as unclear.

s ?
The use of the terms " stealth" and " deceit" in'this section J|,

were described as open ended. It was suggested that the ~

rule specify the events that are to be protected against.
,

-

;- .

(WEC)' - "
,

..

Response:

a. The Staff does not agree with these comments. Stealth and a

deceit are defined in Section 73.2 and hence are not open.

,

ended. Events to be protected against are adequately
"

described in the threat characterization of Section 73.20. -

Comment: '

b. The use of the word " boundary" in Section 73.45(c) confused

one commenter. It was suggested that, boundary be defined

: 32 Enclosure "B"
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if meant to mean something different than physical barrier. -

Another commenter noted that the descriptions of required
.

controls and procacures were too general and could cause J
:f .both system design and inspection problems. Another comment
,.

stated that having these requirements apply to protected I
'

areas could severely and unnecessarily restrict activities I
;< ~ .

in multiple-use facilities.' -(BWC2, ENC)
~

$%;_-
-

:
Response: '. . IF'

t

b. Boundary is used as~ it appears in the dictionary, as a f.
,

f: -
limiting line or a border. A physical barrier may or may !.

!

not be~placed at a~ boundary. In regards to'the criticism '(
~ l.

that Section 73.45 is too general, it is intended'to provide [
.

-

a description c' veneral capabilities. System design ;
s

-

t

specifications are described in Section 73.46 and pending
,

'

guidance documentation. As to the restricting of activities
,

in multiple-use facilities, this could conceivably occur.

However, to provide defense in depth, the contemplated PA
4

requirements are necessary and will not be changed.
.

Comment- :

Ic. Paragraph Section 73.45(d)(1)(iii) describes material con-
,

tici and accounting procedures and was identified as almost

identical to existing Section 70.58(h). It was suggested

that it be deleted. Additionally, a commenter noted that - I~-

Section 73.45(d) implies a real time inventory system which
_

,

i

t
,

,
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| does not- directly relate to the physical protection of -

. .

material and hence is not required. (BWC2,RI/ES)
,

,

| ,.

Response: b
'

:.- .

c. The similarity noted between existing Section 70.58 and ..,;
I. 4-
l- proposed Section 73.45(d)(1)(iii) simply reflects the 4..
L interface between material control a.nd accounting and 9. -

'

! a;
physical protection concerns. .However, the sections differ 13

'l f ,'. ;'

in content. I 70.58(h) requires cuirent knowledge of loca- ' .'; r'
.

tion of discrete-items,- the proposals are aimed at preventing .i. ',

unauthorized' movement of material. This section is not intended-

to iaiply a real time inventory.
'

Comment:
.

--

', d. One commenter suggested that review of a descriptive ship-.

ping document signed by a nuclear material control supervisor

with signature properly verified should be sufficient to j
,

.

i

meet the requirement of Section 73.45(e)(2), that the !

,

identity and quantity of SSNM be confirmed Another comment
'

4

suggested that paragraph (e) was not required as it dealt j

with a material control and accounting concern rather than
i
!i

a physical protection concern. (RI/ES,UNC2) l
.

Response:
,

'

d.~ The suggestion that review of a shipping document signed by

a supervisor and properly verified be an acceptable means.

to satisfy the requirement of Section 73.45(e)(2) belongs
'

in a discussion of evaluation or licensing criteria or in a

'
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discussion of. acceptable' alternatives. Whether or not this j.

or any other proposed alternative would be acceptable (;-~

r.:
' depends upon not only the specific procedure, but also upon M

::.
the other components of the system which together meet ~the gj

redundancy and diversity intent of the' rule. - ', ~R~
.,

i

.. . i' i-

Connent: " '" - i.N
Z

e. One commenter believed the'la'nguage of Section 73.45(f)(1)(1) Q
s. . ::.: .

and (ii) could be clearer if the wording required " permitting {
.

' . a re'sponse that would pr' event a theft" rather than permitting ' 2 't-

"such a response that will prevent the penetration or .c
#. prevent such penetration from resulting in' theft". (ENC)

, Response:
~

r. ,*
e. The suggested rewording is not considered to provide a

.

.
.

significant difference. - -

.

-

. .
-

Comment:
,

.

f. One commenter suggested that Section 73.45(g)(1)(ii) and
. . ~

(g)(2) were redundant and that (g)(2) could be deleted.
r[. ~

;
.

Other comments suggested that the requirement "to impede"
.

and "to assure" could not be met with absolute certainty -

and would better be stated as " attempt to impede" or
'

4

" something less than assure. (BWC2, ENC)
-

Response: ,

:

f. The subsections 73.45(g)(1)(fi) and (g)(2) provide for two*

9

separate capabilities and are not redundant. The first
Irequires establishing the necessary organization and the -

:
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I' :
second requir.es planning a~ response action. The coment -

.

concerning the inability of the system to assure with
,

absolute certainty is recognized. The total-system or '5
,

program is clearly stated to mean provide " reasonable"- 3.

?..

assurance,. certainty is neither implied nor expected. -

2:!
~ .:c3.8 Fixed-Site Systems, Subs' stems, & Procedu'res (Section 73.46) d,

.
y

:. -3.8.11 Coment Sumary: Comments were received from vario,s commenters .?u
.

:>y
--- - as follows: -

-

J*
,Commenters suggested changes to paragraph 73.46(a). Comments I

; a. i

recommended deletion of the phrase "but not necessarily
.

limited to". It was also suggested that the last sentence

be deleted, as existing section 73.5 s'erves the same purpose

by allowing license' exceptions. Another coment took
s

.

*

exception to referencing " site specific condit' ions" in the
._.

_

second sentence and recommended deletion of the entire

sentence. Another comment requesteif clarification as to

whether or not the measures specified in this paragraph
" '

were expected to protect against both interim and long term

threat levels. (NFS, BWC2, AIF, TEC)

Response: '

The wording of this paragraph is specifically designed to !a.

allow the Commission flexibility in decisionmaking in

allowing reasonable alternatives to the suggested reference . -
.

design system specifications outlined in Section 73.46(b)-(h). '

The concept of requiring short and longer term implementation
.
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-D e

-

t
. .

1

-

,.

against different threats ha's been dropped. The longer J'

term period was to permit development of measures against . ;
u -;.,

insider collusion. The time involved in the second round '[;S
:. )

of p'ublic comment eliminated this need.for further delay. !. ., . ',. .

:: S:
Comment:: - - :*N, .

?:Q
b.l. One commenter reque' ted clarification' of wh' ether'or n'ot the v4

^

s
.r

- individual Who provides full-time, onsite idirecti~ n, as !.$$[.2
'

o
w,:

k,hN$stated in paragraph ~ 73.46(b)(2),' of the physical protection
> .

activitie's m'ust be'a member of' security management. d .'
,

Response: ;_ ,

[ #JEb.1. The full-time onsite director described in Section 73.46 r
y

(b)(2) must be a member of the security organization, but -

need not be a member of security management. .-
,

?

Comment:
'

'-

L

~
. ~f~

b.2. Another commenter noted that the''rsquirement'in paragraph

73.46(b)(4) for requalification of all security personnel
,

2
,

at least every twelve months does not account for some i
, -

occupational categories which may not need requalification .

,

in' accordance with Appendix B, such as lock and key control

personnel, badge fabricators, or' investigators. It was -

also recommer.ded that'the time ^ interval, "at least every-

twelve months", be changed to, " annually, with the period :

I
not to exceed 14 months." -

|
-

!
i
f

!
. . :

:
.
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.A.

l. .O
2#.- Response:- . . ,;

, - .
b.2. Requalification of security personnel only applies to those .

.J.,

specified as requiring annual requalification by Appendix B
. - - .i9to Part 73. . The. suggestion to change the requalification ' 0.1,Ix;

.:dttime from 12 months to annually, with the period not to .j
~ ::LT

exceed 14 months, is not supported by any evidence to ;; 4
.

p: s.:
. justify such a change. Lacking suc,h evidence, or a docu- j@p

s. . Y
mented hardship caused by the present time frame, this y .,.

. . . .
.

requirement will stand as is.- l@'
"Comment:

..

b.3. A number of comments questioned the intent of paragraph -'f;

_

.

73.46(b)(5). All these comments requested further clarifi- .

cation of this requi,rement. (TEC,RI/ES,NFS,UNC2,BWC2,
o

AIF, ENC, UNC1) (GEC) -

,

Resoonse: -

, .

b.3. The guidance will provide further clarification concerning

intended security personnel control of the security system.

Comment:

c. Commenters suggested that isolation zone, as used in this
.

section, be better defined to include a minimum distance

specification. Another comment took issue with the require-2

~

ment in paragraph 73.46 (c)(4) that the protected area be

illuminated. It was claimed that illumination was a hazard.

as it made better targets of security forces. (AIF,BWC1,
..

NFS) ,

i-
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:

Response:- '

-

:,

c. The comments concerning physical' barrier subsystems either
'l.

stated that specifications were too vague, e.g. ~an isolation )

zone not defined by a minimum distance, or that certain &:.
,.

.

ta
sections were unclear. .Certain specifications, such as M

w
isolation zone, are ' defined in . terms of performance expected,

.

rather than by a specific arbitrari,1y chosen distance, so i-y
N. :.M;

that licensees can design this component in concert with ].{
'. 'local site variations. The staff' recognizes that such 1,1
:-

definitions may seem initially confusing, but will prove .;-
'

more useful to licensees once they have seen the guidance. l'')
The comment claiming illumination' of the PA may 'be hazardous

to security forces is answered as follows. If properly -
,

->

installed and directed, illumination can be an advantage to
_

the security force and be a deterrent to an adversary. The

lack of illumination would create undo confusion and be an ,.

unacceptable alternative. - W

.d
Comment Summary: IE

Comments related to paragraph Section 73.46(c)(5) are for ?-

the most part answered or clarified in the design guidance"
---

~

with the following exceptions: The comments concerning ;

;-

paragraph 73.46(c)(5) were as follows: - j->.

Comment:

c.1. Significant. delay requires greater definition (ENC). j
i

:
1
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. .

,.

.

Response: b
. . . . -

~.c.1. The guidance will further explain the meaning of signif- -

.. f .
icant delay. , .. a. ,

-

. :. **

Comment: [-{
y * *.c

',cyc.2.-MAA barriers, rather than vault barriers, should delay penetra-
.,

,y

tion appropriate to the' response time of the LLEA. (ENC) -f.:5
f..~p;Response: -- -

7 7
- - . - - - - - . - -

e
c.2. Both vault and MAA barriers must provide significant delays egy

..

if protection to SSNM stored in a vault is to be provided }{.4
.

from the insider who has access to the MAA. A
'

. -1
Comment:- ,,

__

c.3. It is not clear' ~as to what requirements apply to fuel r

elements, alloys or fuel assemblies. (DOE /SG)
'

Response: - - - - s

'c.3. All requirements other than those specifically limited to

SSNM other than alloyed or fuel elements or assemblies, as !

contained in S73.46(c)(5), would apply. Guidance will ;

provide further clarification. - ;

Comment:

c.4. The materials which could be used directly to manufacture a

nuclear explosive device should be specified. (NFS) UNC1) !
'

Response: 1

c.4. The staff does not believe that further specification of what - ..:.

constitutes materials which could be directly used to manufacture *

a nuclear explosive device is necessay in the rule.
i
1

. .
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..
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,

'
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.

...

.

T RComment: -

I-

..

c.5. What is.an acceptable penetration-resistant, tamper-indicating v.. . q
.:

container? Must such containers be used when material is 1?;|
pre

- o@. ..
U- within a vault? If.so, why? (NFS)(AIF)(BWC2)(UNC2)(DOE /SG)

. . g,4
0'

Response:
CM:

c.5. After reconsideration, the staff finds the requirement for ip
. s, e

R$4penetration resistant,. tamper-indicating containers.to be -

&le
unnecessary. The rule will be changed to eliminate the }gg'

c. . .#
phrase " penetration' resistant." Jegy

:. |-
Comment: Q

, . .

c.6. What would be acceptable as "significant delay" to penetra- [M]
p .:w . .

tion? (NFS) - ._~ _.
-

. .

Response: - -
~

-
~

,n
s

c.6. Significant delay is that delay which will prevent access f_.

' '

to and theft of SSNM from occurring when considered in-
.

light of other site security system characteristics such as :

|..
detection and communication capabilities and security force i-

:. :
response time. Guidance will provide further clarification. Ij

.-
Comment:

c.7. The use of locked compartments or locked process equipment
._

.could adversely affect safety or production requirements. j

l' ,

(NFS) |-

Response: -

. .
.

.

c.7. The requirement for locked compartments or process equipment -

'

applies to unattended production equipment and is a necessary

|
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~ . .

.

.

form of protection for unattended SSNM. However, safeguards -

&-.

requirements should never interfere with safety considerations, .

and in the case of a specific problem or conflict, some alter-
,

native measure would be considered on a case-by-case basis. . :. .s*

p. , .
i.Comment: - -

,

. ;. :. .

c.8. One comment took' issue with the elimination of approval for . ~. ;.

: .:.-
. . . .

use of vault-type rooms as it was claimed that "the pene- }i'f
%

u(fi
.. s. . .

tration power of explosives virtually negates the difference :
. :,g..

in barrier resistance" between the two. '(DOE /SG) ~; . .

y'.;
Response: 1.,

~

c.8. The revised definition of vault eliminates the old distinc- ygf.
tions between vault and vault-type room. The required

degree of penetration resistance expected is explained in,

>.
.

.

73.46(c)(5)(i) and in detail in guidance documentation,
_

including means to upgrade existing vault-type rooms.
- j.

Comment: !

I
c.9. What is meant by " undergoing processing"? (BWC2) i

!

Response:
|

.

c.9. A definition of undergoing processing will be added to

573.2 to reflect the intended differences between active 1

" processes and storage. -i
'

Comment: -

c.10. Does the requirement for locked compartments and process-

equipment mean that all gloveports on a glove box require

locks? (AIF)(BWC2)
,
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. .

Response:

c'.10. The intent of this provision.is to preclude direct access
'

.

to normally unattended material in processing, hence glove 'L,
ports would not require locksc -- - ?.

a
Comment: _.

. .
-

.g .

c.11. Paragraph 73.46(c)(6) inadv.ertently includes scrap other ' . . .

than SSNM.- It should be clarified so that only SSNM is P.S
*1 A.

addressed, such as could be done by" changing " enriched 37
.;..

.

uranium scrap" to "t.trategically enriched uranium scrap". .--

'

(ENC,NFS)
,

Response: l
, -.

c.11. The use of. the phrase " enriched uranium scrap" is not
~

,
intended to include other SSNM but only high enriched

1

uranium. This will be clarified by adding the phrase
_.

" enriched to 20% or greater." - I
,

Comment:

d. Commenters offered the following remarks concerning para-

graph 73.46(d):
i

d.1. Commenters suggested deleting the requirement that " badges !

shall be displayed" as it sometimes conflicts with health

and safety practices which require the use of protectives

~ clothing. (AIF,BWC2)

. .
-

a

*

!

'
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-
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..

).
'

-i.

Resoonse:
,

. I

d.1. Special measures may be nec'ssary to meet health and safety [|
'

e

. . ~. 1
practices in high contamination areas and will be discussed "

h|;F;s-1,

in detail in guidance documentation.
M "M,3
i> ;l.'

.

Comment: . . ?m,9
a....
=~ . . '~ ~g|

d.2. One comment. stated that equipment not specifically involved g;*c !
.gr

,

in the use, storage, or proce.ssing of SSNM may be required 1.$|).

|p "
- .-- _ in MAA's and hence the.last sentence of the undesignated h

w .. .
,

second paragraph of 73.46(d) should delete the reference to y*
-

" equipment used in . . . . " (WEC) $. .7
9-

Response: -|2 i,.
.

:7. -.

d.2. The last sentence of- the undesignated second paragraph has -
..

'

been changed to allow maintenance activities. The intent -

of this sentench is to prohibi.t extraneous activities which ' '

:
= '

.

could weaken or complicate access control of MAA's.

Comment:
'

^

.

'd.3. A comment noted that the requirement for material access .

authorizations did not include unescorted access to protected
'

areas (which is a requirement of the proposed access autho- f-. ,

rization rule) and questioned which rule governed. (ENC) .

Response: "f. . ,

d.3. Both the proposed material access authorization rule and
4

this proposed rule would require a material access autho- ~

;,

rization for unescorted access to PA's. .

.

.

.
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'

Comment:
.

'

d.4.'One comment questioned the intent of the search function at _ ' . . '
,

access control points and whether or not the requirement f.;;

was practical. (DOE /SG) ..

u.:
Response: . . ~ . - .

~

jif.
c?1

..

d.4. Search functions are intended to protect'against the . N:'
".;~

introduction of. firearms, explosives, and incendiary );')
.k

devices or the unauthorized removal of SSNM frem MAA's. . "-'

U,5
Discussion.of practicality will-be included in' guidance ' 'l.-

:

documentation. - /-

Comment- ''-

i

d.5. One commenter requested deletion of the requirement for I'

badges-to indicate area authorization and time limits of
~

s
such authorization, as it would: require badge redesign and ;

..L
employees requi.re access to all such areas in any event. !

~

'

(UNC1) i

Response: b
F

d.5. The requirement for badges to indicate areas to which
Faccess is authorized is considered necessary, even if badge ,

!
i

redesign is required. However, alternative procedures i-
.

which accomplish the authorization intent of this paragraph
,

would be considered. [_r
Comment: . |

'

:<

r
d.6. Another commenter requested that greater credit be given ; I

I !

for material access authorizations. (RI/ES) ;
.1

!

'
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'
- Response:

. id.6. Material access authorizations are the subject of a ' separate . .

_ rulemaking'and will be considered in the overall system 2'.

evaluation when that rulemaking has been completed. }A
'.j.Comment:
~

..
f,

::
d.7. Commenters exnressed confusion over the search ~ requirements '

3

of paragraphs 73.46(d)(4)(7). They. stated it was unclear 7)h
s> 3 2 .-

as to who would be searched randomly"and that the rationale g'j}J
<:.

for varying search requirements (some random, others not) yyi.
:-L ,

was unclear. It was suggested that these requirements be (.. r.

clarified or deleted. There was confusion as to how the 'i~.T
g..w.

last access control point could remain " hardened" in pro-

tecting the person controlling access when a search would
.

'
require that person leaving the confines of the protection.

~

_

There also was a question of whether or not remote operated -

gates were intended by this se'ction. Vehicle search require-

ments were criticized as ineffective. (UNC1, ENC,UNC2, -:

AIF,BWC2) -

I
Response: ).

d.7. The search requirements and rationale will be discussed in
,

greater detail in the guidance documentation. .a

Comment:
'

d.8. It was noted that the escort requirements of paragraph .
-

,

73.46(d)(8) and 73.46(d)(13) are inconsistent and contradict
,

4

.
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,

5
\

E
- .

each other. It was suggested that the less stringent '

F ,.

requirement be followed. (WEC) 1,~,
,: w

Response: '$ I
~

s ,,
d.8. The escort requirements of Section 73.46(d)(8) and Section $p.$.,

.

. . 2.r -
73.46(d)(13) are not' inconsistent. One deals with. escort -:.+"

W: *-
of vehicles other than designated licensed vehicles, the other %

:.9

f$$nd-with individuals not permitted to enter PA's without escort..
~s d-$. <
'

Comment:
' - ' ? $rs

.e. g .
d.9. Comment'ers criticized the requirements for two separate '!;i,;..

. ;;. -
searches of personnel exiting MAA's and the necessity of- f;.

"

. . -
..

using two search personnel who cannot have access to the F%
t :..

MAA.- The requirement for search personnel who-do not have II
:

' ~

h~,
access was stated as unrealistic ~and would contribute to

> 1:..
excessive personnel costs. ~It was-suggested that a require- i.

.

_; ,

"ment disallowing individuals "who process" material from

searching would serve the same purpose. Paragraph 73.46(d) -

t* .!'~(10), which requires that wastes be drum scanned and sealed
L

*

by: two individuals not having access to process or storage {.; .
, ,

areas, was criticized as being excessive and as potentially f',

f.'-requiring additional access controls within MAA's. Addi-

tionally, the decentralization involved was stated as I }'" ;- -
~

creating additional vulnerabilities by increasing supervi- :.;
.

sion and monitoring difficulties. (UNC2, UNC1, WEC, I-|"..

i- ',

'

RI/ES, ENC,AIF,NFS) l '.
'

.
..

.
.-

,

!

i
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Response: 7-- qa--,
'

.
; .- ~ - ..

~ '

d.9.' The requirement. for a second search .of individuals exiting 9
1_s ,

'fpa material accessJarea is intended to break up potential s.
4' .y

collusion paths,between' individuals who have normal access i,.
'

-t...,,,.

to SSNM and the. member of the security organization [[%''!? - .(g,; .'

* , ' '

[Ot.:.

*

responsible for'the epit; search' function. This is the . sm
'

~ s

-final ?ine of defense in depth and-is' considered necessary z; 37*
- 4.pd'

.t s
. . 3

- in case the other elemnt,s (surveillance, woyk rules, etc.) pgp
.c , ' . ' f *f.'k'***

fail or are compromised. - - . . - - -; ~ -cN' -

,
"

..

!.:-.

; - .m-

,q .

Because trash, wastes and other l'arg'e objects leaving a 7-
, .-

material access area have the potential of maskin'g unautho ~7 '' x ..-1

h

4 s%
rized removals'of SSNM, the itaff, believes that extraordinary-

~~ s . .

S N..
search measures are warranteu. Using individ'uals to cond'uct- 'e

.

4
- - -~

_ ;y
s s s ._, s sthe exit 3earch of these objects who have access to the 4

. . s *' *~g
$

. g
4

,

i-y , - \%
SSNM and to trash or waste containers or other objects that k J.

47
'

B; q N 7s

pass thropgh the MAA boundary amounts to a self search and .) ;
s -x ,

s

cannot be considered an effective ~ safeguard. However, use .skw - s

of personnel who have access to SSNM might be an acceptable
+ , ,

.

alternative if the search,is conducted by a. team (rather- y
, s

than two individuals) whose composition has an element of i -

7 ,
i ,

! randomness in its selection. N'

L. .
s .. ., ev-

, ,

j
'

.

With respect to Jimiting the search to individuals who do

! not process material, it is noted that in certain facilitiesi
< - ,

, s
s

,. ,

,

\',!
. ' ' fs

28 Enclosure "B" - 'l%s %

q|q3s

six-

~| kJ ;
m -- ts __

.



- . ,c .._ .___. .._._,__m__,..__..______ . . . . - -_ _ --
.

. - - - - -
- - - - - - - - - - - - -

_ .m.-... , ,
_. . _ _ _ - _ . - _

m .
.

.

. . n .
, .

- + '

. ,
,,

e

u _ .

. . .
Edh individuals other than material processor's~ often have

'., .. .

6 - access to SSNM in the course of their duties or by virtue '

..

i of heir authorized presence within the MAA. fk-,s .,

-
- m

. m. .
- V ,' ~ -

. , . ._

. . ,

M n.

_
These special se. arch procedures and the separation of Z ;'._ .s_ .Ot .:. . -

@ ' functions' re~quirements contained in 73.46(d)(-12) are indeed $d
~

?r.n
, additional access controls that will probably result in -Jf.'

: L
, .x. ** . -,.

incre mands on licensee supervision to monitor all p.-g

2-
- V . ..>
=7

_ phases of the material processing operation. Essentially 46..g .

- all the specific requirements in Section 73.46 for protec-
~

tion against conspiracies fall into the category of addi- / c,4. .,

- tional acces's' c'ontrol or increased monitoring.g
? i
-

Comment:
'

.

=-
=

b d.107 One comment suggested that paragraph 73.46(d)(12) apply to

j solid waste only. hlFS)
~

i
,- ~

.'
#Response:

s

\
. . e'- d.10. . Wastes,. whether-solid or in othei form, should be screened

* 5 '
1 t-

.

and packaged in ^ areas other than processing or storage :

h '

Is

"~(areas'tominimizecollusionpaths No compelling reason |
."

7 .

'fok this paragraph only applying to solid wastes was given. |
- ,

a ,
!P ' KCommentfA -

"
'

r #

7 s
,

y ; e. Comments on paragraph 73.46(e) areas follow:
\a

e.l. One< corrdent recaimended deletion of the requirement
'

s x !.
for local' alarms on protected area perimeter exits and a'

,, 1

Ti

( .
, ,

.

_
( l

i

^
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,

deletion of the requirement for visible alarms on all
1

exits. (UNC1) [,
,

.1g .

Response: i
*

, . . , . .
...

,

e.l.' Deletion of local alarms on pac axits and visible alarms on i L'-

Li? .
all exits would remove a potentially significar>t detection 0 ~ ', '-

,. ' I.'- I '

' p:and communication capability and is not considered desirable. ;
:-

s. ,
,'

Comment: F
\ 'in.,

\ 4 %,

e.2. Commenters noted that the requiremeht for. three CCTV monitors ;fg..

in vaults and pr9 cess areas containing unencapsulated or ),h.,
,; :

unalloyed materials is excessive and could be interpreted
,

as requiring three alarm stations. (ENC,UNC1,AIF,BWC2,
_ .3. .

_

-; _; -.

NFS,GEC)

Response:
.

e.2. The intent of the third monitor is to provide a degree of*

-
. . .

protection for unoccupiad vaults con'taining the most signif-

icant material against collusion b.etween the alarm station

operators. The effectiveness of this measure has been !

reevaluated and the requirement has been modified.

Comment:

e.3. One comment suggested rewording paragraph 73.46(e)(3) to

only require alarms to activate upon entry into an area .

;

instead of entry, movement, and exit. (NFS),-

,

Resoonse:
.

e.3. The wording to require alarm indication upon entry, movement,
-

-

and exit is specifically designed to ensure that all designed

'
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1

% .
-

,

..
,

.
,

-

,

' openings are alarmed and that 'some form of volumetric alarm - .i

.is used to indicate human movement. Detection'of entry E':.1

alone is not considered sufficient. N..
, :..a-

'

Comment:
' "

-

. f. .s.2. . . '
.~; -

e.4. Commenters noted that duress alarms used by security patrols ;.k
'

: e r-)
-

.

were not cost effective and could cause interference with Off
'?C,}_

computer controlled equipment in production aieas ahd hence Q
N o-

ht;this requirement should be deleted. "(UNC1, GEC) -

!W
Response:

,
,

--

.

% .-
e.4. Duress alarms causing interference with computer controlled "

1. .;-
! production equipment could be due to a number of causes, Tr;

.: .

most either installation or engineering weaknesses. Rather
,

than solve such a site specific problem by deleting the'
v..

#
requirement, it'is suggested that the computer controlled'

_

equipment be shielded or duress alarm transmissions be
..

*

.

changed. If a specific problem proved insoluble, an

exception could be requested. "6
3

'

-

Comment:

e.5. A comment stated that the rule does not provide adequ:ste

guidance for the design of an' emergency power supply. (BWC2)

Response: -
<

e.5. Guidance for design of backup power supplies is contained ,,.

in the guidance documentation. .
,

. . .

.

.

. e
i !

|2
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..

Ccament:-

; e.6. Some confusion was expressed concerning the meaning of [[', .
'

annunciation in the alarm station. The question was raised pf.i.
b.&

as to whether or not a real-time graphic display panel was' -

...

5. :
required. (BWC2) ' |.. . '. .

iG:
' Response: ; J. -

[.f.T.
e.6. A real time graphic display is not specifically required _by }{.l.

y:.w.ajp.this section, further guidance on annunciation design will
w

be contained in the guidance documentation. d[.y
Coment: .

y'-.
..

e.7. Paragraph 73.46(e)(8) requires monitoring of exterior areas d
'/.

within the protected area. The intent of this section was!

not clear to one commenter who requested a definition of>

monitor. (BWC2') - s
.

-

Response:
'

,

e.7. This will be clarified in the ' guidance.

Coment:
'

'
-

e.8. It was suggested that the "two man" rule be acceptable to
L

meet the requirement of paragraph 73.46(e)(9). (UNCl) -
s

Response: -

e.8. The use of the two man concept will be considered acceptable f-
in meeting the intent of paragraph 73.46(e)(9).

,

Coment: .
,

f. A comenter nuted that the use of the word subsystem is not

consistent throughout the rule and that it should be better

:

I
. e
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. . ,

w

e

. . ..

defined. Another commenter suggested adding the phrase "in
_

turn" to paragr'aph 73.46'(f)(1) between "(e)(5) of this .|(
section, who . . . ." and "sho'uld be capable". Another 5$.

. F. : -

comment claimed that portable radio transmitters, as required, [?2 'yy
cannot be. used in many production areas.due to,the. inter . l||, '_

:.....

farence it causes:with computer controlled equipment. $$,
Tjf.i,

.

(BNC2,UNC1)c,.... . . E.u . . w .4 ';fD.;.
.

,

; &'~ :

?;;;.4Response: .- .
- .: . a ~

f. The interrelationships ~ intended between system, subsystem, 1 ej
'.v,m

and other levels of protection will.be further clarified in '[
the design guidance. The problem of interference of j
portable' radio transmitters with computer controlled equip- .

:

ment was answered under the dures' alarm response.s
..,

'
Comment: - s i

One commenter noted that the' requirement for independent
-

g.

review of the security program every twelve months could

probably be more helpful.and less wasteful of management . . . .

time if restricted to programs which have shown signs of
'

i

being less than satisfactory. The requirement "to. maintain . |

. . . in operable condition" was criticized as impossible. ,

.

It was suggested the words "or repaired expeditiously" be --. .

. . ,

added to 573.46(g)(5) first sentence. Commenters questioned ;,

the advisability of requiring two individuals to complete . '. .

-;
,

all repairs. It was noted that simple, non-critical repairs ,

'

' ~

be excluded or the requirement be changed to require test
- ]%

k

I-
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_

and inspection by two individuals instead. A last comment -

suggested that " skilled" rather than " trained" maintenance -

~-|

individuals be required. (DOE /SG,BWC2,AIF, ENC,UNC2) -5
. ;;-

Response: .

';|
.-

'

.

g. The conduct of the annual security program revi.ew is left [f:.

p-
up to the discretion of licensee management as long as all ..

u,
.-

elements described in $73.46(g)(6);are covered. An acceptable 4.2 ,

N dA
procedure would be for the licensee to identify, during the git.

. .

first stages of the review, problem areas. These could . .).?.

w.-
then be targeted for a more rigorous audit than other '

:
,

elements of the security system. .1.
,

:

The intent of having two individuals working as a team
.

#

performing maintenance on the security system is to preclude-

compromise of the system by a single insider. Performance |-
.

verification after.the maintenance has been completed is
{

only a partial solution since other portions of the system I .

could be altered at the same time without the knowledge of

the security organization. '

; With respect to the qualifications of the maintenance team, i.

the staff believes than an individual who has been trained i'-

in the operation and performance of the security equipment .,

would acquire the necessary skill during the training period.
.

' On the contrary, an individual who has a general skill in
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. ..
..

.

.

"

security equipment but no knowledge of a specific system could ..

not be depended on to assure that only authprized services have ..jk'

,

been performed. Of the two, trained is the better word. .. e
*

p[h
The requirement in'973.46(g)(5) for maintaining the security .j

system in. operable condition ~is intended to assure.that .

:. ;< ,
adequate resources are committed to both preventive main- g

.

A;g)
u. .

tenance and timely repair. -The possibility of single mode
+ Le

failure of security equipment'is recognized by the remaining Yi
text of this paragraph. No change is considered necessary.

'

Comment:
-

..

. la.

h. Commenters expressed confusion concerning the response ,-,5

force requirements of paragraph 73.46(h). -One comment "

questioned whether or not. response personnel must be solely
,

,

*
dedicated to a response function. Another asked if five

~

guards were required to respond to each alarm. One coment
|

questioned whether or not alann station operators were

counted as part of the minimum of five required guards. |

Another coment noted that the requirement for additional
.

-

!
'response forces (over and above the minimum five) is (

;

excessive since LLEA support is available. Another comment

stated that no minimum response force should be required. iJ
One comment on allowing optional response methods suggested-

7,,

that external CCTV surveillance of vault walls should serve . !~
.

j..

to meet the requirement of paragraphc 73.46(h)(7)(8).

(BWC2,AIF,UNCl, ENC,RI/ES,GEC)
,

,

. ,

|
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Response:
^

,, .,

1. .

h. Guards and armed response personnel can have other duties -'
~|
-\

so long as such duties do not interfere with their response /,J

to a safeguards contingency. Normally it is expected that , , [. ,
'

'

the response force would be made up of guards who have IT-
.r

routine duties other than response,.other members of the . ;;\;
..:

'

licensee's organization who are qualified and trained in ? .!:

(i:2VJ.- ;- . accordance with Appendix B, and guards from the licensee's
.-::.

organization who may be located at a facility that is '27-

yr.
''

adjacent to the protected area. Alarm station operators
. . -

'have continuing duties in case of an assault and are not -Z
,

considered to be part of the response force. -

.

The requirement's for alarm assessment vary deoending on the
_ ,

location of the source. Alarms occurring within unoccupied
~

vaults and material access areas that contain unalloyed or

unencapsulated SSNM are to be assessed by at least two . ~''
.,

security personnel using remote means. Alarms in other

material access areas are to be assessed by at least two '

security personnel working as a team in the area. Alarms

initiated at the perimeter barrier or in the isolation zone
-

.

are;to be assessed by CCTV or other means that reduce the
~

.

exposure of the responding personnel to ambush. Once it -
,

has been determined that a penetration or attempted penetra-
..

tion has occurred, the actual response should be sufficient

36 Enclosur'e "B"
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s a

.

..-
to neutralize the intruders and may include both the five . .

,.

;: .. .

guards and members of the reserve force. p;ij
. _t p ,
-

. $~b
Considering the violent nature of the threat described in f,{.f

+;.
Section.73.20, the staff believes that a force ,of at least C'

. .
-

4.,.-

five : armed persons is necessary to provide for . initial 1,sy
a.,,..

engagement,and. containment.... .: i$d
zy?

-

M._. 5.
.

Provision for an additional -response force (over and above- Sil
:a.;.

the five guards) is necessary to insure that resources are 7t{
available to counter multiple intrusions or diversionary

. -;>
.

tactics and attrition of the primary. response force during .

,,

the period before the arrival of local law enforcement.
..

s
~

s

-

External surveillance.of vault walls could be an acceptable -

alternate to the requirements'of Section 73.46(h)(7) if it

includes methods to detect penetration thru the floor and h,;-

ceiling. With respect to large processing material access .

1

areas, external surveillance may not be effective. '-

3.9 Recuirements for Power Reactors (Section 73.55) ,

3.9.1 Comment Summary: Commenters noted the following: ,_ f |

a. It was suggested that "but not necessarily limited to" be
'

t

removed from paragraph 73.55(a)(2). (TEC) ,

,

, .

l
-

h .il
t ..

.
.
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' Response:

a. "But not necessarily limited to" provides for flexibility ..

in assuring adequate protection on a site-by-site basis, no ,.(..
. , .

compelling reason for deleting it was expressed. J.? ',,

*: .
'

Comment: .

, s 'i
n-

b. One comment requested the justification for changing -

..

" industrial" to " radiological" sabo.tage. (TEC) fy. .
'

.

1. .v
k,i'"

Response:
.ns

b. This comment was previously responded to. ij)
||.= ..,:

'*

Comment:
.

c. One comment suggested that the requirement for approval of N.
y

procedures and revisions (as in paragraph 73.55(b)(3)(ii)) ~;. .

by the individual with overall responsibility for security
' o.

be changed to allow the responsibility to be delegated. (FPL)
_

'

Response:
'

c. This requirements does not prohibit delegation of responsi-
#

bility, hence no change is considered.necessary.

Comment:
'

d. One commenter claimed that the requirement for demonstration
,

of ability by security personnel is not justified and too

costly. It was recommended that it be deleted. Another .s

commenter recommended restricting the authority to ask for such~

demonstration to inspectors and to reasonable times. (GPU,FPL).
.

i
.

|

|'
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Response: ' '.
'

.
.

. . .
,

d. The. requirement for demonstration of ability by security ,"
.

rz 'fjpersonnel is crucial to the Commission's being assured that
..

security personnel are capable of performing assigned . . . , ' ..
-

~' -functions. In the absence of any reasonable alter, native . j, J <
;-i#.

method to provide some assurance that such ar. important 7. I.3
a,p .

part of the physical protection program will function ;jgf
'R M-effectively, this provision will remain. -- - ??.:

;s:.

Comment: 7'
e. The requirement for annual independent review of the security s , ..

program was questioned. The time interval was questioned --

(24 months was suggested), the content of such a review was

not clear, and whether the review could or could not be -

'

performed by company employees was questioned. (DPC,FPL,GPU)
-

Response:
. I

e. The Staff believes the statement defining independent review !'

is sufficiently clear. It states " independent of both~
~

security management and security supervision". Such review i

conducted by company or corporate management other than . ,.

security management would be acceptable according to this
'

,

language. No justification was given for doubling the time ! !a

. ! |

interval, therefore the twelve month interval has been retained. !
-

l

. .
,

!
. *

L
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.

Comment:
-.

.

'

f. One commenter noted an apparent inconsistency in that para- '

-

graph 73.46(b)(6) requires random search of packages while
.

_ . ,

73.55 requires a search of all packages. _(TEC) ~.
hDResponse: -

. . l ., .
f. There is not an inconsistency. As sabotage is the primary b

I
threat at power reactors, searching of incoming material to

p$
:

assure that sabotage aids are not introdhied must be accom- 2 ;f:

plished on a greater than partial basis, hence the requirement y'.,. :. -

.7 :. .
that all packages be searched. At fuel cycle facilities, theft ''

~is the major threat, with sabotage a secondary concern, the

consequences of sabotage at a fuel cycle facility are con- , .;.4

sidered to be less than at a power reactor. The search -

requirement for' incoming packages is less stringent.
i

Comment: !

'

g. Commenters expressed concern with the requirement for guards :

to interpose themselves between adversaries and vital and I..

material c.ccess areas. It was claimed that such a requirement

cou N unnecessarily endanger security personnel in that other -

actions may be more effective and that tactical decisionmaking

must reside with the onsite supervisor. It was also suggested . .

that this action specifically refer to theft of nuclear material ,'
and radiological sabotage. (GPU) ..

.

!

!

f~
.

'
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Response:- h
' '

.. m..

g. The requirement that guards interpose themselves has been a ;j,Il
- :

P.:y%,
..

part of existing regulations (10 CFR 73.50(g)(2)) since .. y
.

..

.lanuary, 1978. Whether or not this requirement could. f$..
;rr*.-

unnecessarily endanger security personnel depends .upon a I.MJ:
..

a.
-g

number of factors, primarily local response and training fyy.
.~;;.
.

~
.

@$~..,plans and guard experience and' judgment as applied to a
_ . . . .

,.

_ . given situation. This does allow a large degree of tactical 2"'~

,
~

~.k.
decisionmaking on.the.part of onsite personnel .and particu- y;'.7

,,-
..

larly recognizes that security personnel faced with a 1,Q.-
^3:b

threatening situation must use their own judgment in ;.g:
_

fulfilling their responsibilities and in protecting them- ...y,

selves. In answer to the second part of.the comment, the
~ '

,

- requirement does specifically refer to theft ofs SNM or j '.'

: :-
~

radiological sabotage. -

.

'

. . :.

.;.
.

.

$

.4

4

G

e 4

,

i

.
-

,
,.

.

O

.

i

i -
.
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SAFEGUARDS UPGRADE RULE
-

LIST OF COMMENTERS

ID DATE
'

.

NO. COMMENTERS CODE RECEIVED -

~'

1 Babcock & Wilcox Company, R&D Division BWC1 09/05/78 '

,

2 Exxon Nuclear Company, Inc. R&T Center ENC 09/25/78

~3 United Nuclear Corporation UNC1 09/27/78 ,;-,

4 Atomic Industrial Forum, Inc. AIF 09/27/78 d-). --
"

5 Babcock & Wilcox Company | Nuclear Materials Div BWC2 09/27/78
'

~

6 GPU Service Corporation GPU 09/27/78

7 U.S. Department of Energy, Office SG & Security DOE /SG 09/27/78

8 Nuclear Fuel Services, Inc. NFS 09/27/78
-

9 Westinghouse Electric Corp. , Water Reactor Div. WEC 09/27/78,

#

10 National Bureau of Standards, Reactor Rad. Div. NBS 09/27/78
_

11 Florida Power and Light Compan,' FPL 09/27/78
'

12 Rockwell International, Energy Sy. items Group RI/ES 10/04/78 .

13 United Nuclear Corporation, Fuel Recovery Opn. UNC2 10/04/78

14 Toledo Edison Company TEC 10/04/78 i

15 Duke Power Company DPC 10/04/78

16 Allied General Nuclear Services AGN 10/04/78 !
'

17 New York State NYS 10/26/78

18 Generdl Electric GEC 11/01/78 .

-

|.

1

|
'

,
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' ENCLOSURE C ., -
.

. : .1
REPORT. JUSTIFICATION 'M.

-PHYSICAL PROTECTION OF Pl. ANTS AND MATERIALS
'

dic:
'.'. ;l

'

. .

.

. . _ .

:'Proposed Amendments to 10 CFR Part 73 - Strengthened Physical -
''

Protection ' Requirements for Fuel. Cycle. Facilities .and- Mi.
Transportation Involving Formula Quantities of b''-9

Strategic Special Nuclear Material - :.w
ijg:
-

:' - (Short Title - Safeguards Upgrade Rule)
. .. . .. .... . .

LQ-j:
.4. . .c :
'

A. Need for the Report
^ ' -

. . .. :.j ,'I
'

"

Proposed amendments to 10 CFR Part'73, 42 FR 34310,' July 5, YI
1977, and 43 FR 35321,'' Asgust 9,1978,' commonly referred to as

~ '

the upgrade rule, propose that fuel cycle licensees, and licensees q.-
..

,

involved in the transportation of certain quantities' of strategic4 ,
,

special nuclear material'(SSNM)~ upgrade their physical security .

requirements to prevent theft with high assurance and to protect ,-

. ~ , .:. ' '
against radiological sabotage by the defined threat... . ?. .

.. , :

.

| These proposed amendments included requirements for general per- .

formance to protect against ahversaries as defined in the regnia- '

tion. They also included a generic safeguards reference system .I,
,

-

.

,

for fixed site and transportation physical protection which pro- I

vides the capabilities to meet the general requirements.
- ~'

*

-

,
.

! ;
!

| '

| -

-
r

-
,

f

1 Enclosure "C" .-
,

!

..

.--.r--,--mr .- e ~ ---- v-- w ..e,. , - . wne, y ,.y .r m-g-nye- e qw v



7 .

.
.a .. a.. :.

" -- . . . ~ -

* 't

_

-

~''

The proposed amendments are in the interest of national security
'

,

.. ,

to assure protection of public health and safety and,are for the i
, .,

.: .
purpose of protection against theft of formula quantities of .(, -

It ', '.strategic special nuclear material. -

-

_ .. .. . ..

i_ ,p-.

The proposed regulations were the result of two studies, the .r;
@.

Security Agency Study and a Joint- EnergymResearch and Development }{ ;';;,
N..

v(nh.-| ??CAdministration / Nuclear Regulatory Commission (ERDA/NRC) Task Force
~

.

w .- .

Study. The Security Agency Study concluded that creation of a ;,-?

Federal guard force for maintaining security in the nuclear indus-

) try would not result in a higher degree of guard force effective- .'+.

ness than can be achieved by the use of private guards properly
,

. qualified, trained and certified. The ERDA/NRC task force was
o

formed to propose a plan of action for improving the controls and (-1
protection of nuclear materials at NRC licensed fuel cycle faci-

lities. The task force report,1 addressed the current status of
,.

7 .
future direction of physical security protection at NRC licensed |,

.

fuel cycle facilities now in possession of certain quantities of
,

.

special nuclear materials. j-

'.
I

Theke two studies included conclusions and recommendations which I.
i

'

privideabasisfortheNRC'sdeterminationthatsafeguardsat !'
:-

.

1 ~~

Joint ERDA-NRC Task Force on Safeguards evaluations of (V). Final Report,
July 1976, NUREG-0095, ERDA 77-34. |-

1
*

\.

&

2 Enclosure "C" '-

!
t

.. _ . . , . ,-. - . - , _ - - -,._ ,- - - , , . . . - . - --.-c. - . --



'

. . _ . . . . _ - . . _ _ _ _ - .m._... _. :. .__. __. . --- ._:_ .L . . . _ _. 2._. . . . .

_.
.

-
-

.. ..

.\-
_

._

* 1
certain existing fuel cycle facilities, power reactors and ; j

g. . .

-transportation requirements should'be improved and upgraded. le

$~_'?
, .

,
. .

X.,rg
..

.: _. . ..

~ . .

B. Cost, Burden or Benefit to Respondents, the Public and/or NRC J
3.:..

~

.L'.
.

. . .

:a .

1. NRC Operating
~

-f
'

-S
Gh- ~

+ 1.; .
. s. . A .->..

-

Upgraded licensee physical security measures will provide -

9.
,?.,

assurance to th~ NRC and the public, that the security-

e ...t.

.s.,.

afforded is adequate to protect this material agaihst ' '

;.

- .

threats having characteristics greater than currently '

considered.
.

7 --

t
>

The direct' impact on NRC'will be the costs associated with
~

_

i the effort expended to perform iiviews and evaluations of

revisions to t'he existing physical security programs. '.
~ ..

Currently, it is estimated that there are 14 physical protec- ' . *
-

tion plans (Annex I, page 22) which will have to be revised.
'

Twelve for fixed site fuel cycle facilities and two for the

protection of SSNM in transit. It is estimated that an average
.

" of approximately 6 man-months will be expended by NRC to review
~

each revised plan. Assuming an estimated average NRC licensirig

review cost per man mo:1th excluding any overhead of $2,800, the-

total cost for review of these revisions is estimated at
,

1

about $235,200. ; i,

i !.

l I i
6 1

l

3 Enclosure "C"
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* *

It is.further estimated that.2 man-months per year per
'

licensee or 28 man-months per year will be expended by the . ' ..
-

NRC to review subsequent revisions to the plans to make ,-]
'

"

them acceptable. The costs for this review is estimated at 1-

*c.
'

-

. . ~ "$78,400. . .

..

(: t
-

..

NRC physical security inspections are currently programmed j'd!I-
9. .-

by Regional Officers of the NRC Office of Inspection and 1.6.2%. . .

7 ;. -.

Enforcement. The revised security plans will not require ' . '.
,

any additional inspection effort by the NRC.
. . .

.
,

2. Other Government Agencies
,

4

The increased l'evel of physical protection that will exist
.

-

-

at fuel cycle facilities and during transportation will enable

licensees to deter, detect, de' lay and contain a more signif-

icant' spectrum of adversary capabilities. This will provide-

'the licensee with a security system and response forces which

could more fully cope with threats below the level specified -

in the regulation. However, it is expected that the security ,

posture that will be developed to cope with the threat levels

specified in the regulation will continue to rely on local
,

law enforcement and other Federal agencies and that the -

,

"

present involvement of such agencies in providing protection

will continue at the current level or , increase.
I

!
-

!
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.-

' Since most of the facilities being affected are processing
..

.y .-..

government owned material under the cognizance of the
t... . ... ,.

I|Jjl.[Department of Energy and the. Department of Defense, a major
- .-

. .c.

portion of cost will revert to these Departments. No addi- .ii
,3..-.,

t ~.jdtional effect is an' icipated or required with regard to
,

.7;
material protection ' amendments of the proposed rule.- .;: p

i.
.

. . . . q.; -
mc. .

. 3. Industry
' 7

~

h- r ~- -

' ' (..
,

The major impact on the licensees will be the capital and
. . !

annual costs associated with the additional security per- ;-
'

sonnel and hardware requirements and the preparation of '

' '

jrevised security plans. -

s. - ?

\

a
'

Tne total additional cost associated with upgrading physical
,

security at fixed sites has been computed to be $8,579,000

capital investment cost and $6,470,000 in recurring annual

cost. These average $780,000 (capital) and $588,000 (annual)
.. .

!

per facility. It is estimated that this represents increases .' - i

over present expenditures of 197% capital and 87% annual costs. |
!

.

i

The total additio'nal cost associated with upgrading trans- I ;

portation physical security for 20 shipments per year is - |.

|

estimated at $48,000 (capital) and $68,000 (annual). It is |
| .!
t .

| \
'

|
.

! !
I b

i L
.
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.e. .,

~ .+

_

estimated that this represents an increase over present esti-
,

.-.

mated expenditures of 39% capital cost and 83% annual cost. .|'
.

'

.

J

'.:: . :
a ..

In addition to the capital and recurring annual cost, licensees [,.
,

will be required to pay license amendment fees.for. review and '%-

., .

approval of the plans by the NRC. These fees amount to: _g ,

Average fee per Materials Lice'nsee
. u5

$ 9,950 U:
{. {.j}Average fee per' Facility Licensee . $ 2,666

,

Total for fixed site plans $108,000* ['
.,

The question of transportation plan fees is presently
under review, it has not as yet been determined whether
or not fees will be assessed. -

10 CFR Part 73, Section 73.20 after publication in effective
'

form, will require each licensee (who is authorized to>.

operate a fuel reprocessing plant, possesses or uses formula .

-

quantities of strategic special nuclear material, or is

authorized to transport or deliver to a carrier for tran- -

sportation or takes delivery) to establish and maintain a

physical protection system which will prevent, with high

assurance, theft of strategic special nuclear material and
'

protect against radiological sabotage. These licensees will

be given: I
. ,.

, . .

'.

4
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. ~ _ . . . . . . . . . . . _. .-_.....-... .-. .--

. .
_

. ?: '
.

: -
..

;

.a. 150 days-(five months) to submit a revised fixed site .~

,;; L-

safeguards physical' protection plan and, if appropriate,
'.-

; :,

a revised safeguards transportation protection plan. ;-3
~; ' ,7.m

.
.. - -y.

regi

'b.. 360 days (one year), or 90 days (three months.) after Y;['
r : ^,r

.

NRC approval, to implement the approved plan, except 1"...
pf
44*2i..'

3 'e c*.?
N . a. .

-- -c. 540 days-(one and one~ h.alf years), or 180 days (six yp
ca r

3~ F.*. *

-months) after NRC approval will be given for certain _,

activities involving new constructio'n, significant *0[ '
,

physical ~ modification of existing structures, or major ;" 5
. ..

equipment installation'. - -
''

._

.. .

#

The safeguards modified security plans are to be submitted to the
.

Commission for approval. After the plan is approved there are no-

requirements for additional reports on the plan provided it is not ,,

changed. If it is changed, the licensee must obtain approval of <f

the change in advance if the change decreases the safeguards effec- .

tiveness of the plan, and, if the change does not decrease the safe- .2

guards effectiveness, the licensee must submit a report containing --

.

a description of each change within two months after the change is- ..

made. 'It is estimated that the changes that have to be submitted
.

to the NRC will be minimal. . -
.

'

| .

l -

;
. .

-
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,

Specific Recordkeeping and Reporting Requirements Imposed by the Pro-.
. . .

posed Changes to.10 CFR Part 73. ".
.,3
*h,.-
,_

a. S 73.26 - Transportation Physical Protection Systems, Subsystems, . .[*. h
'!!7'!

Components, and Procedures gd-. .

,r ,
, . . .

E: '

l. S 73.26(b) , Planning and scheduling YiC
-y.,-

- -- (a) 5 73.26(b)(3) - Licensees shall confirm and log the ffh[!,

: > c. ,

. arrival at the final destination of each shipment in i,' '
:.

'

the series before releasing the subsequent shipment.
,

*
.

g:
(b) f 73.26(b)(4) - Each shipment (s) shall be approved by -

NRC prior to the time for the seven-day notice
$

required by 5 73.72. s

,

2. S 73.26(d) - Security organization !
;

(a) 5 73.26(d)(3)(i) - Written security procedures which I

i '

. document the structure of the transportation security
|
[.organization and detail duties of drivers and escorts
i
^

,

and others responsible for security shall be recorded.

!
*

3. S 73.26(e) - Contingeny and response plans and procedures.-

(a) S 73.26(e)(1) - Licensees shall establish, maintain, -.

,

and follow a safeguards contingency plan for dealing-

.
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. .
, _

.. . . -
_

.

with threats, thefts, and sabotage related to.
.

^ strategic'SNM in tr'nsit. . ~ ' , , 'a -

.

~

:1::,': '
. .

.

4. 5 73.26(h) - Test and maintenance programs ~ 7 *<

p,. 3
(a) 5 73.26(h)(6) - The results of the review and audit p*.<.

, ,

.:.
'

. with. recommendations of the security transpor.tation r?i ..
I.1.4

program shal.1 be documented and kept availabl.a for g,.,;;.
.,

. . . . x . --

inspection for a. period of 5 years. R.'I
p .::.
;

. :.-
. ...;..

.
,

~"'5. 9 73.26(i) - Shipment by road
.

(a) $ 73.26(i)(6) - Notification shal.1 be made to law 3 .?
-

enforcement authorities and the appropriate Regional

Office of the NRC.0ffice of Inspection and Enforcement

in the event the radio telephone commun.ications to the
_

movement control center are not received as required at -

least every half hour from cargo and/or escort vehicles
.

and the appropriate contingency plan initiated. -

.; . .

6. 5 73.26(k) - Shipment by rail i:

|

(a) 9 73.26(k)(4) - See 5.(a), above. Same requirement, but |

for rail shipments. '|
.

.
-

.

. ;

1

1

!
l'
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- j. ..

!
;

b. . 5 73.27 - Notification Requirements . .

.

1. 5 73.27(b) - Four reports are required, as follows: y'"
,,

M #

(a) A report notification, upon arrival at the destination, - 1.',

4[,[of the material receipt by the licensee who delivered
9.

the material to the carrier for transport and notifi- ;; <
.;r,..

cation to'the NRC~ Regional Office of' Inspection and. 7_4 i'
K''

sj?>{7
,

Enforcement, and - -. ?" - }{T;:
. A;. :
's?.

*

-
.

.. ! .

(b) When a DOE license-exempt contractor is the consignee,
{-{. ._

the consignor shall notify the NRC Regional Office. .,4,

- .

_

(c) If the' shipment fails to arrive at its destination at
.

.

* the estimated time, or in the case of an export ship-
.

-

ment, the licensee who exported the shipment, shall -

r.stify the NRC Regional O'ffice and the licensee or other

person who delivered the material to a carrier for h .___

transport.
**

(d) If the shipment fails to' arrive the licensee who made
.

the physical protection arrangements shall also notify F
'

;

i
the NRC Regional Office. i--

.

.

.
-

,

,

2. 5 73.27(c) - Licensees who make arrangements for physicalj
1 .

i protection of a shipment of formula quantities of strategic
I

,

b

|
~
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.

P

'

SNM shall, after the estimated arrival time, conduct a trace

investigation of any shipment that is lost or unaccounted :.,

. , .

for and file a report with the Commission. Also, if the ../,

licensee who conducts the trace is not a consjgnee, he shall '4ij
. .J

also immediately. report the results of his investigation to :p..
'

~:s
the consignes. ;).-!

' $x:-
;.,

?i:.. . . ... .

N dd
c.- S 73.46 - Fixed Site Physical Protection Systems, Sub- - 5

6
systems, Elements, Components, and, Procedures . f. .,

'

,

. -

' < ;-
..

.

'

1. 5 73.46(b) Security organization -

(a) S 73.46(b)(1) - If a contractor guard force '|

, 'is used, the licensees written agreemeiit will .'
-- >.

show that the NRC may inspect and take away-
,

~

the copies of documents required to be kept.
'

(b) . 5 73.~46(b)(3)(i) - There shall be writt' n l-e
-

security procedures which document the struc-
.

.
I

'ture of the security organization which detail

duties of guards, watchmen and other indi- .

viduals responsible for security. 1 . ..;

.

2. S 73.46(d) - Access control ..,

| -

(a) 5 73.46(d)(13) - Individuals not permitted by | ,

the licensee to enter protected area without !
,

i

!
!

!
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-
. .

-
. .

*
.

escort shall be required to register name, date,-

time, purpose of visit, employment affiliation, f|.
..

citizenship, and name of the individual to be c.iy
i . .s

visited.. . . G.4
. ._
;_. ;;

- -

p:s w -
.

3. S 73.46(g) - Test and maintenance programs U . -"
7 . 7)

(a) 5 73.46(g)(6) - The . fixed. site licensees' ; ?(-
Div.

security program shall be reviewed at least 2hif.;-
-- -

.. . . .
every 12 months and the results of the review, c;'

.
,

audit and evaluation of the effectiveness of -

. the~ physical protection system shall be docu- k.

mented and reported to the licensee's plant
~~

management and to corporate management at

ieastonelevelhigherthanthatshavingrespon->

_

sibility for the day-to-day plant operation. ~

l
'

These reports shall be kept available at the

plant for inspection for a period of five yeart. .

i

.

4. 6 73.46(h) - Contingency and response plans and J

procedures i -

(a) S 73.46(h)(1) - Fixed site licensees shall 1

have a safeguards contingency plan for deal- t j
Iing with threats, thefts and radiological.

sabotage.

t

|.
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,
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- --
; u .,

.

4

, (b) f 73.46(h)(2) - Fixed' site licensees shall.

o < .. . . ,

, n\g ,y
,,,

establish and document response arrangements , . _ '
;. 3

thathavetheenmadewIth-locallawenforcement ?:.-

.-s
-

y; s.x '

,

authorities. ; -,~
_

,,%. . .
-

- -.,
.vr,

. . .. .
- -. . - .; ,

j &m -

.<.
. .

,
,

d. 9 73.55.- Requirements for Physical-Protection of '.?;c,~ -

m ?

- Licensed. Activities in Nuclear Power Reactors Against 1
. 6 ..

'- ;. ps'. -::.w.
* '~

~ Radiological Sabotage , r,g---
,.

< : g;.-
-

. - , _. .
,,

x * : .,,
.

1. S 73.55(g) . Testing and maintenance ' -'

s
.

(a) S 73.55(g)(4) - The nuclear power reactor, ~, ' , -

security program shall be reviewed at least |
!

every 12 months and the results of the review,
,

.

' audit and evaluation along with1 rec'ommendations
-, .-

.for corrections and improvements, if any, shall. |_-,

' i

be documented,' reported to the licensee plant - !
'

4

, . management and corporate management at least- b'
1

.

one level higher than that having responsibility i '-
'

for the day-to-day plant operaticn. The report

shall be kept available at the plant for inspec-
|
'

tion for a period of five years.
.

e. Tables A and B (Annex II, pages 23 and 24) indicate .
! '

.)
,

the estimated man-hours per reporting amendment
J..

'

!'

!

.
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1+

.y. requirement expected asf a result of the proposed '

a -! Q'

m. 4,

s 4 amendment. No man years are stated for the increased ].

,.

10 's. "J,

? ;, guard force required by the rule change. '
-

~v :

m ...

. . .:s; ., _. .

4. Public .O'
-

. ,

:iX ..M-,,
?

.; . , . .

i.g .

| |s The public will benefit from the fact that the nuclear indus- .g.;
, , .

.

% 1 ;. + 4
"

\. try will be protected With higher absurance against malevolent- [.h, ,

# , ..,t.,-
\ ' . .'~ v ..acts.1'

; ,
'

.: 7. '~
,,

, N * ' .1
, , , . ,, ' i.'~

-
. . . , ,,

There is no direct / cost, impact to the public since, with -w
. t. s~.

.

the negligible exception of-activities supporting the
'

- Ft. St. Vt.ain reactor, material being protected is not being
I used in the production of commercial electricity.

_

'

D. Decision on the Action ~

s

l
y -,.
e e -,

-

A decision to require upgraded physical security measures throughi

'

rulemaking is consistent with the previous Commission decision

that emergency action to increase protection was not required.-

It;is also consistent with the stated intention of the Commission
_

l

to initiate a program of upgrading the p;otection of SNM against

theft and nuclear plants against sabotage. It responds to the .

.

recommendation by the Joint ERDA-NRC Task Force on Safeguards to

.

.

,
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. > . .
:. ,

.

..
~

provide certain quantities of SNM with a higher level of protec-

tion. The rulemaking action'to upgrade safeguards physical .

^ protection systems should proceed as planned. , ' ..

#., ;a ,+
. ;

'*+:>

E. Technical Alternatives
- ". [f;. .

_ ._:.-
*^

* " . ,
- - . ,

i.* J.

. An evaluation of the impact to upgrade the physical security. a y:i-
j

's -5;4-!
system at 12 fuel cycle facilities and SSNM in transit has been - ygs[

~ . .
considered. Because of their diverse nat,ure, each of these fuel {i f.-

cycle facilities and the two transportation companies were evaluated ' $.'
~

. ~.3

as to additional performance capabilities required and a judgment -j'

made as to the personnel (guards)"and. hardware systems needed to 'c.
; .

improve the physical security posture to the required level.
,

r
This method of evaluation is based on one of several~ technical

.

approaches which would meet the regulation. Other technical
~

approaches may be proposed and.found to be acceptable. The
,

structure of the regulation, i.e. , performance capabilities', *?,-

permits this latitude to the li'censee so long as the overall
~~

capability is in accordance with the required level of perform-

'ance. Systems which may be proposed by licensees which are accept-m
1

:

able may result in the same ~or greater value, i.e. , the system _ -
'

l

wo'Qld provi,de the level of protection and may be less expensive
'

than the system considered by 'the NRC staff. The alternativei
.

systems could therefore be greater and acccedingly would continue

to'be acceptable.
,

I |
..

L |
|-
'
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,

..I
F. Procedural Approach -

-
. .

. ;
.

1. The procedural . approach to upgrade the physical protection ;; j-

:1

of plants'and materials can,be~ accomplished by any of the ef, f.-
,,

$; <.fallowing methods: . .

;;;.
- U.-.

- |$:{
'

a. Performance oriented regulation only. - p1 ;<.
.

-_. . . . . ._ . ... .. . - . - .i.*L1
i ':'

:. ,, -r
'

b. . A regulation which includes general performance require- '. g '.,

ments for the capabilities necessary to protect against

adversaries plus a generic safeguards system that nor- '-
.

mally would provide those capabilities.
~

. .
--

s .

c. Specific system type regulation only. 1s
i

.

.. .

t
. .

d. License conditions.
,

i
.

2. Performance' oriented regulations could take the form of
-

!

.:

statements such as: ' {,

:

a

a. The licensee will provide a physical protection capabil- f
~~.Iity to neutralize a specified threat or )

!-

1

|

b. To prevent with high assurance, theft of strategic |
;

special nuclear material and to protect against
.,

l
r

!

1
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- - -

. .

._.. v
. . .

.-
,

radiological sabotage, for fixed sites and special

nuclear material in transit safeguards must assure 4'.3..
the ifcensee's capabilities to: - ML)

-

. :. ..

. |%
. .n..'.;b :

i. Prevent unauthorized access of personnel., material 'iE
;.;..

and vehicles.into Material Access Areas and Vital c '...

. Areas - . hk;---
-

- &.:
. :q.

- - -

.;

ii.. Permit only authorized activities and conditions .,$
~ x:.:

within Protected Areas, Vital Areas.and Material "

r
Access Areas .;t

:,

9.

$fiii. . . . . Three more capabilities -- see proposed g-
;3

s ;
.

i::,
iv. . . . section 73.45, 42 FR 34317, July.5, 1977 .:-

-

.. ': ..

.~.7
v. r 7.....

1 -3. .
.

1; -

These capabilities must meet the gens.ral performance [.:' ?
E .

requirements of section 73.20. ..

.

. . .
.

q.
The first statement (a) gives the licensee the widest j-

.3
latitude as to the type of physical security system to .

.

,,

propose and therefore provides the licensee with the !-
!
- -

j -.

!

.
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.

.

option of designing an optimum system for a particular . .

'

site. It lacks definition, however, as to the specific ;, -
performance capabilities that should be considered by

the licensee to assure meetings and the general .T. ,

..w.

performanca capabilities that are required, and this fg,'}:

could lead to disputes between the licensee and the ;h-
.~, ; t

,
- NgNRC as to the regulation. .

.+
.

@,. ~
.

' --

The second statement (b) also gives the licensee a wide Oh
n

latitude as to the type of physical security system to -,s

propose, but in addition, channels the system design ..

':*

into the fulfillment of certain specific performance .

capabilities. While this provides more criteria for
.

#
system design, there could still be misunderstandings -

i :,_

with regard to performance capability requirements of |-

specific systems.
~

2. A regulation requiring a general performance capability as

well as some specific systems whereby this general perform- '~|

i 1

ance capability is met, provides the optimum means of j
i .;

upgrading licensee protection of plants and material. j.;

Licensee options in the design of systems are allowed. At "-

the same time, the inclusion of the specific systems in the .
,

'

,

regulations assures the public that licensee systems meet a
'

set of individual performance criteria. Review of proposals

18 Enclosure "C"
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._
.

..

- .

is also simplified since acceptance of licensee options is - i
y

,I'

made only if the capabilities provided are equally effective.
,

. . . . . -

. ' ,
, i .

..

System requirements alone, while being. explicit in the detail k*. 1- . . .'3.
l .yg. ,

design, does not provide the desirable degree of f.exibility , -

: .,
_

.-

y.'s
and would not allow other equally or more cost effective t ,.

".
systems or subsystems. -4

. . 2[[g
x.. ggy;-

. . . .

,

The changes to the li,censee physical protection programs to
*

.

4. , . . . .

upgrade them at fuel cycle facilities and in transit
,

represent such a magnitude that to implement them by license
,;

conditions would be subject to legal dispute by licensees.

Moreover, this method of implementation would not be in

accordance with the process of public rule making.* .

.

.

G. Decision on Procedural Acoroach

Issuance of both performance oriented and reference system
~

requirements (alternative 2) is the preferred approach and should
This will provide the !

be implemented for the upgrade rule. l .
'

licensee latitude to submit a cost effective site oriented
physical security plan while providing a basis for comparison ofii

{ j
a performance oriented physical security plan to specific t 1

-
1

,

requirements for capabilities.
)
,

|.

!

'
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H. Statutory Consideration - NRC Authoritv -
...

- - ,.
-

.

At the Federal level the Energy Reorganization Act of 1974, g ' _..

,.

section 204(b)(1) allots to the NRC the Atomic Energy Act. ,,n ;
..t.

'

authority for.the " provision and maintenance of safeguards {,,c'
. .s

against threats, thefts, and sabotage of ... licensed facil- g.|.
* . . .

ities, and materials." - E.'.
N.b

. c9
The Atomic Energy Act of 1954, as_ amended, provides ample -[.n

~

- authority for the Commission to require licensees to upgrade the

. existing physical security requirements. 1[,'i

3: .

I. Relationship to Other Existing or Proposea Regulations or Policies .

. ,,

%
,

.. --

-
.

There are no apparent potential conflicts or overlaps with other

agencies. The Department of Energy is implementing a similar up-

grading of~ physical security at their contractor facilities and

in transportation. Completion of this upgrading program is sched- ..

uled for the end of FY 78. Issues dealing with Federal, State j ,

and local laws, and the interface of international laws on export / |
'

;

import shipments are discussed in the statement of consideration '

(Enclosure A, the Federal Register notice contained in SECY-78-195).
,

The interface of the proposed regulation with respect to other - |.

l.

safeguards activities within NRC is discussed in the staff paper I
,

1

forwarding this action to the Commission.
,

!

.

t
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J. Summary and Conclusions 1 ..

;
- ....<

.

% ..
- Q T..

5:^:.< -

Proposed amendments to the regulations (10 CFR Part 73) should 4-9e.-r
be provided to upgrade the physical security afforded to certain . in

- r, .

quantities of a class of special nuclear material at fixed sites El-
. ._ #1-

and while in transit and of plants in which these quantities are it.g'

v.a -:
~

used. The incremental value obtained from these improvements, Q
k3.(-

~ ~~ i.e., protection against an increased threat level, outweighs the Eq(F
:s.;

resulting increment:al impact. - To provide the option to be flexible !.c,y

in the design of the physical security system and provide an enforce- i),

able regulatory framework, the amendments should encompass both ].J,

general and specific requirements. j. .
.

s ..
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' ANNEX-I ., i

.1
-

EXISTING PHYSICAL SECURITY PLANS FILED WITH THE NRC -

w

"i
.A. Transportation Physical Protection Licensees

. .
,

-

i

1. -Transnuclear,'Inc., White Plains, NY . [,;
'

2. Tri-State Motor Transit' Co. , Joplin, MO, -J,-

.

't .."
. g;.

B. Fixed Sites Fuel Cycle Licensees
. ['

_

1. Babcock and Wilcox, Apollo, PA ^

2. Babcock and Wilcox, Leechburg, PA

3. Babcock and Wilcox, Lynchburg, VA

,' 4. Exxon Nuclear Co. , Richland, WA
_

#~
5. General Atomic Co., San Diego, CA

_

6. General Electric Co. , Vallicetos, CA

7. Nuclear Fuel Services, Inc. , Erwin', TN

8. Rockwell International, Canoga Park, CA "
,

9. Texas Instruments, Attleboro, MA

10. United Nuclear, Corp., Uncasville, CT

11. United Nuclear, Corp. , Wood River Junction, RI

12. Westinghouse Electric, Corp. , Cheswick, PA ,

~
.

.

.

4

.
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, ANNEX 11 Pcge.1 ef-2 f,3 [~

SAFEGUARDS UPGRADE AMcNDMEN1 ESTIMATED REPORTING BURDEN . .
. J

(N.B. , no estir:ated burden is stated for the general requirement in SS 73.20 and 73.25, to submit a revis:d .'safeguards transportation protection plan, since the specifics or segments of the requirement are contained :

in SS 73.26 and 73.27.)

.A. Transportation Physical Prntection
,

-

.i.
,

Total
i|

~ ' ' Estimated No. of Estimated Estimated
S Requirements Man / Hrs. Days or Mos. Licensees frequency Annual Man /est.. (-

-

-,

1. 73.26(b)(3) Log Shipment 1/20 Man /hr. 2 20 2 Man / hrs. s
"

! .;.
'

2. 73.26(b)(4) NRC Approve Ship. 2 Man / hrs. 2 20 1/2 Man / month

3. 73.26(b)(3)(i) Sec.' Proc. 1/4 Man /hr. 2 20 10 Man / hrs.- i.

4, 73.26(e)(1) Contingent Plan 4 Man / months 2 1 8 Man / hrs. '|

5. 73.26(h)(6) Results of Reviews 2 Man / hrs. .2 1 4 Man / hrs. ;,g
'

6. 73.26(i)(6) Notification to LLEA 1 Man /hr. 2 1 2 Man / hrs..

7. 73.26(k)(4) Notification to LLEA 1 Man /hr. 2- f1 2 Man / hrs.-
' '

,

' '

. .

'8. 73.27(b) Notification - Shipment
Arrival 1/4 Man /hr. 2 /r 20 10 Man / hrs.. ~l

: J,

9. 73.27(b) Notification - NRC
Office 1/4 Man /hr. 2 10 5 Man / hrs.,

' '

!? 10. 73.27(b) Notification - Shipment
~2 5' 2 1/2 Man / hrs.n. Not Arriving or Export 1/4 Man /hr.

_

O

k 11, 73.27(b) Notification - Shipment
'

Not Arriving 1/4 Man /hr. 2 1 1/2 Man /hr.*

I12. 73.27(c) Trace Investigation 3 Man / days 2 . 1 ,6 Man / days

Total 10 1/2 man / months'
and 6 man / hrs.;-

'

i
- i .;,

ff. ||.
~

|:k|} |." _ _ , , ,

'

: .' - -
,. , . ,
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ANNEX II Page 2'cf'2 V

SAFEGUARDS UPGRADE AMENDMENT ESTIMATED REPORTING BURDEN -

- (N.B., no estimated burden is stated for the general requirements in SS 73.20 and 73.45,.
to submit a revised safeguards fixed site protection plan, since the specifics or segments of the

requirements are contained in SS 73.46 and 73.55.)

B. Fixed Site Physical Protection -

Total
Estimated No. of Estimated Estimated

S Requirements Man / Hrs. Days or Mos. Licensees Frequency ' Annual Man /est.

'

1. 73.46(b)(1) Contractor Written
Requirement 1 Man / day 12 1 12' Man / days

2. 73.48(b)(3)(i) Written Sec. Proc. 6 Man / months 12 1 12 Man / months
..

3. 73.46(d)(13) Sign. In Of People -

Escorted 5 Man / minutes 12 500 3 Man / months
and 1 Man / day ,

.

i 4. 73.55(g)(4) Reactor System Review 2 Man /wks. 12 1 6 Man / months

5. 73.46(g)(16) Lic. System Review 2 Man /wks. 12 1 6 Man / months,

6. 73.46(h)(2) Response to LLEA 3 Man / days 12 1 7 Man / month 1-

and 1' man / day ,

7. 73.46(k)(7) Contingency P1an 4 Man / months 12 1 4 Man / yrs.-' '

Total 7 Man / yrs'and ,
4 man / daysm

R . ,,

E' !..

s !,

ig'

b ,

...

a ,

i
,

V? tI *[[-[[Ty s' .g-* ,;...,'. . . '* I " '''

t ,

-'p ,p > ,' ! i 's .,]. .'p
,'

]
* *. .., ,,,

'

> *
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'
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,
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ENCLOSURE "D" _

'

FURTHER UPGRADING OF PROTECTIVE MEASURES FOR -

.,

NUCLEAR MATERIALS ADOPTED BY NRC - ' ' '
.

,

f~
Yi.=..

- .

The Nuclear Regulatory Commission is amending its regulations to T;~i
W .-

upgrade its. requirements for protecting strategic quantities of highly '{|.
e[is;-h.enriched uranium and plutonium. The improved program affects companies

x. . . . ..

licensed to fabricate nuclear fuel and conduct scrap recovery operations, if
. .

^
.

and: organizations which transport the materials. gr.C
t

--
. . .

The changes being adopted are ~part of an overall effort to upgrade i.1
y..

protection on a systematic and continuing basis. They further strengthen ~l:... .
: NRC requirements in effect since late 1973 for fuel cycle facilities and
.

transportation activities and supplemented since that time by conditions
-

>. '

,

added to individual NRC licenses.
_

The requirements include general performance requirements to protect
.

.

against the following:

(1) a determined violent external assault, by stealth, or deceptive
i

actions by a small group which is well trained (including military train-

ing and skills) and dedicated; these persons could have the assistance of
. '

a knowledgeable insider and be armed with automatic weapons equipped with
. -

; silencers;. they also could have incapacitating agents and explosives to

gain entry Er otherwise destroy plant or transport integrity and the ...

. ability to operate as two or more teams; '
>

(2) acts of theft or sabotage by an insider, including an employee;

and. .

f I
1 Enclosure ''0" |
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(3) aconspiracyof.insidersorempioyeesinanyposition.
>

The new regulations reflect the inh'erent differences in protecting ;

nuclear materials at fixed facilities and during transportation.
,

|

Licensees operating fixed facilities such as nuclear fuel _manufactur- --

ing~ plants are required to assure that only authorized personnel,.materi- I

als and vehicles are admitted to areas housing strategic nuclear materials ,

'

:and to other areas designated as protected or vital areas; to provide , . . ;.
;.

controls on movement or placement of nuclear materials; and to assure that -2;.:

any breach or attempted breach of security is detected and a response is

made.

More detailed measures for various aspects of security plans, such as

the security organization, communications and alarm systems, barriers,
~

detection systems, access controls and response plans also are included in
'the regulations. --

s

New requirements for protecting important quantities of special
.

,
nuclear material (high-enriched uranium-235,' uranium-233 and plutonium)

,

!
?during transportation involve the number of armed escorts, frequency of

communications, types of vehicles and containers, route information and

reporting of shipments. These requirements apply to shipments of five
.

kilograms or more of high-enriched uranium-235 and uranium-233 and two

| kilograms of plutonium.
!

Organizations transporting these quantities of nuclear materials must

, assure that the physical security system is capable of restricting access .

and activity in the vicinity of a shipment and of preventing unauthorized
,

!

! - access to or. removal of nuclear material from the carrier.
'

2 .
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New testing and maintenance programs also are required to assure the .

continuing operation and effectiveness of security systems for fixed sites *?,

and for the transportation of the material. [h
The amendments to Part 73 of NRC regulations were first proposed in ' '. ;

w
June of 1977. Following consideration 'of public coments, substantial ..-

n;-

changes were made and the proposed amendments were again published for g .,-
. ~.-

comment in August 1978. n response to the comments, additional changes 2'f
g

~

have been made and the amendments are now being published in final form. Q
. :-

In adopting these amer.dments the Commission decided that the require- 2
. . .

ments should not be made effective until guidance has been published to . ' . ,
'

assist licensees in meeting performance-oriented physical protection [.;.

requirements for affected facilities and activities. The Commission noted =. -

it has taken into account the need for considering public comments on this -

guidance;thisneedwillbedccommodatedbythetimeperiodspecifyingthe
~

effective date of the amendments. Prior to the publication of these amend- -

ments, two guidance documents have been published for public comment.

These are: (1) "F'ixed Site Physical Protection Upgrade Rule Guidance
'

Compendium, Volume I and II" and (2) Regulatory 5.(SG904-4), " Standard

Format and Content, Physical Protection of Strategic Special Nuclear*

Material In Transit." -

In addition, revisions to Regulatory Guides 5.7, Exit / Entry Control

to Protected Areas, Vital Areas, and Material Access Areas," 5.14, "The

. Use of Observation (Visual Surveillance) Techniques in Material Access

Areas," 5.44, " Perimeter Alarm Systems," and 5.57, " Shipping and Receiving

,

3 Enclosure "D"
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~

Control .of Special Nuclear Material," have been made. These documents
_

-have also been published for comment.

Copies of these new and revised guidance documents are being sent to j

persons who have expressed an interest in this matter. Comments are being
~

,

requested by (60 days after publication) so that final guidance can be
-

!

published by the time the rule becomes effective. -

The complete text of the amendments to Part 73 is being published in ,

t:.

the Federal Register on 'Neamendmentswillbe yi.

effective (120 days after FR).
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}f\g**%(: :( ~ UNITED STATES '('.

,

.
L , CLEAR REGULATORY COMMISSIO.-- ,{

,1 .# 4- WASHINGTON, D. C. 20555 *1

5~ i| -

4 . .g

%, %~..../ May 1, ,979-

c.

.CFFICE OF THE ' -

SECHETARY i ,-

MEMORANDUM FOR: Lee V. Gossick, Executive
Director for Operations

,,

' Samuel J. Chilk, Secretarh ikFROM:
,

SUBJECT:- DISCUSSION OF SAFEGUARDS RADE RULE, 9:30 A.M., .'
18,1979,[ '4MISSIONERS' CONFERENCE .WEDNESDAY, APRIL

ROOM, D. C. OFFICE (See SECY-79-187) ~

(OPEN TO PUBLIC ATTENDANCE) . , <
. , .

The Commission * was briefed on a final rule that would require strengthened F~'
physical protection safeguards systems for fuel cycle facilities and
. transportation involving formula quantities of strategic special nuclear

-

-

material.

The Commission- requested that:

1. staff report to the Commission on the ongoing program evaluating,

the 100 rem /hr at 3 ft. rule (10 CFR 73.6), including an analysis of:

a) the original basis for this rule;

b) the current validity of this rule., and;

c) the impact of this rule on various licensed activities
including non-power reactors and storage of spent fuel and
radioactive waste.

(NRP,) (SECY Suspense: May 15,1979)
.

2. staff elaborate on the statistical sampling technique used for
random' searches of packages prior to entering the protected area of
fuel cycle facilities and whether or not this is applicable to DOE
couriers and DOE vehicles.

(NMSS) (SECY Suspense: May 15,1979);

-

Chairman Hendrie W DDc." ' ' g#' N
' -cc

Commissioner Gilinsky ch LCommissioner Kennedy
Commissioner Bradford
Commissioner Ahearne
General Counsel
Acting Director, Policy Evaluation f

|

4 *Chaiman Hendrie was not in attendance. E
. }h PV
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' UNITED STATES -

NUCLEAR REGULATORY COMMISSION
July 13, 1979 WAsHIN GTON, D. C. 20555 SECY-79-187A

CONSENT CALENDAR ITEM A -3
,

For: The Commissioners
'

,

!I
From:- William J. Dircks, Director R

Office of Nuclear Material Safety and Sa eguards .j*

+ '/Thru: Executive Director for Operations

Subject: CHANGE TO UPGRADE RULE: MAKING "HIGH ASSURANCE"
REQUIREMENT AN OBJECTIVE

Puroose: To obtain Commission approval for changes to 73.20(a) and
(b). and 73.55(a) incorporating "high assurance" as an
objective.

Category: This paper covers a minor issue requiring Commission action.

Discussion: Chairman Hendrie, at the June 27th briefing of the Upgrade' Rule, indicated that it was the consensus of the Commission

that both fuel cycle facilities and power reactors would-
use the term "high assurance," as an objective, in contrast
to " reasonable assurance." A draft of a proposed change
in wording to 73.20, which stipulates that "high assurance"
would be an objective for the licensee to attain, was canded
to each Commissioner. After reviewing the draft, the
Chairman stated that the Commission, at its next meeting
on the Upgrade Rule, would like to see similar wording
applied to requirements of 73.55. This wording is
attached along with previously' distributed changes to
73.20(a) and (b). The comparative text indicates the
changes made to the Upgrade Rule draft presently before
the Commission as Enclosure "A" of SECY-79-187.

~

Recommendations : That the Commission approve the proposed changes to 73.20
and 73.55.-

t Coordination: The Offices of Inspection and Enforcement and Nuclear Reactor
Regulation concur in the recommendation of the paper. The;

! Executive Legal Director has no legal objection to the
recommendations of the paper.

Contact: -

L. J. Evans, Jr., SGRI ,/ / - N
427-4181 T t

e7 Yv
WL M
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The1Com issioners - -2-

.

Sche'duling: For consideration in conjunction with the Safeguards
- Upgrade Rule.{ ,

.

'

.

m . y; ,,
.

-- q -
// W liiam J. Dircks, Director

~

I Office of Nuclear Material .
Safety and Safeguards

. Enclosure: -

-Changes to 73.20(a); and (b)
. .; -:- - '

. -

Commissioners' comments or consent should be provided directly to the - --

Secretary by c.o.b. . Friday', July 20, 1979;

commission . Staff Office commen'ts, if any, should be su'bMittedsto the
Commissioners NLT July 18, 1979, with an information copy to the -

' Office of the Secretary. If the paper is of such a nature that it
requires additional time for analytical review and comment, the
Commissioners and the Secretariat should be a,pprised of when comments

*

may be expected.g
.

.

.
This paper is tentatively scheduled for' affirmation at an open meeting
during the week of July 23, 1979. Please refer to the appropriatei

Weekly Comnission Schedule, when published, for a sp,ecific date
and time.

DISTRIBUTION: -

Commissioners
Commission Staff Offices
Exec Dir for Operations
Regional Offices
ACRS
AS&LBP'

AS& LAP
.
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173.20 General-Performance Objecti e and Requirements..

- - - -(a) In addition to any other requirements of this part, each |
--..-. ... .. ..

-licensee who is authorized to operate a-fuel reprocessirig plant pursuant'

to Part 50 of this chapter;. possesses or uses formula ~ quantities of strategic

- special nuclear material _ at any=. site or contiguous sities subject to control
.,

by thilicensee; is authorized to transport or'diliver-to a carrier for- -
--;

'' '

2-transportation pursuant ~ to Part 70 of this chapter formula quantities of'
--

strategic special . nuciea'r maEe'rialitakes de1%hry'lof fbrmul'a'(uantities of
~

I ~-

strategic. special nu'clia'r m'ater'ial' free on boaNf'(~f'.''.b'.Ethe p6 int at which , .,

~'~' ' ^ ~ ~

o
~ ~ ~

''
~ '

~

it is delivered to a' carrier for ' transportation; br ' import' ~or exports formulas

quantities of strategic special nuclear material shall 'establ1sh and maintain
~

ormakearrangementsforaphysTcal' protection'systemwhichwillhaveas

its objective to provide [Peasenable] high assurance that activities involving ~

special nuclear material are not inimical to the comon defense and security,
,

and do not constitute an unreasonable risk to the public health and s'afety.
s

The physical protection system.shall be designed to protect against the design

basis threats of theft or diversion of strategic special nuclear material

and radiological sabotage as stated in 173.l(a).

(b) To [ meet] achieve the general performance [ requirements] objective

of paragraph (a) of this section a licensee [shall] is' required to establish
,

and maintain, or arrange for, a physical protection system that:

(1) provides the performance capabilities described in Section 73.25

for in-transit protection or in.Section 73.45 for fixed site protection unless<

otherwise authorized by the Comission;
,

(2) is designed with sufficient redundancy and diversity to assure

maintenance of the capabilities described in Secticn 73.25 or 73.45; and

(3) includes a testing and maintenance program to assure centrol over

all activities and devices affecting the effectiveness, reliability, and

availability of the physical protection system, including a demonstration

-.- - . - . - . . .-. - -. . . . . - - - . - -
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that. any defects,of such activities and. devices will be promptly detected
~

and corrected for the total period'of time they are required as-a part of-T
1

'

'the physical. protection system.
.

173.55 - Requirements for physical protection of licensed activities in nuclear-

power reactors against radiological sabotager
,

(a)' ~ General- Performance Objective and Requirements.
,

The licensee shall establish ~and maintain ~an onsite physical protection

. system and security organization which will have as its objective to provide

[reasenable3 high assurance that activities' involving special nuclear material

are' not inimical to the connon defense and security, and.do not constitute

an unreasonable risk to the public health and safety.1 The physical protection-

. system shall be designed to protect against the design basis threat of radio-
|

Llogical sabotage as stated in 573.1(a). [In-meeting-these3 To achieve th'is

general performance [ requirements] objective, the onsite physical protection

system and security organization shall be reauired to include, but not

necessarily be limited to, the ca,ne.bilities to meet the specific requirements

contained in paragraphs (b) throunh (h) of this section. The Commission

1/ ' As used in this section, "high assurance" is comparable to the degree
of assurance required-bythe Commission in its safety reviews for
protection against severe postulated accidents having potential
consequences similar to the potential consequences from reactor sabotage.
It should be appreciated that the standard " reasonable assurance,"*

connonly used in safety evaluations, is applied to a broad category of
safety concerns ranging from the mitigation of minor anticipatedg-

operational occurrences to protection against severe postulated'

accidents. Thus, the degree of assurance necessary to provide " reasonable
assurance" varies with the gravity of the safety concern.
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may authorize.an applicant or' licensee'to provide measures for protection |

against radiological sabotage other than those required by this section if, ,_
__

,

' the applicant or-license'e demonstrates that the measures have'the same high assurance,

objective as specified in this paragraph and that the overall level of system per-

formance provides protection against radiological sabotage equivalent to that which-

would be provided by paragraphs (b)--(h) of this section.. Specifically, in the

special cases of licensed operating reactors with adjacent reactor powerplants
~

, __

under construction, the licensee shall provide and maintain a level of physical
.

protection of the operating reactor against radiological sabotage equivalent
.

to the requirements of'this section.;
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. All'NONPOWER REACTOR LICENSEES
+ ;

p |,

Y..
''

.

.

,j Backcround in

I On July 24, 1979, the Commission published in the Federal Register (FR |

,

'43280-285) amendments to 10 CFR Parts 70 and 73 that will provide for ;|
j ' physical protection measures to detect theft of special nuclear material

i
1 . .(SNM) of moderate and low strategic significance. These amendments apply '

!. to nonpower reactor . licensees and have been promulgated to apply the
.

.

i international standards of physical protection as outlined in Information
Circular 225 (Revision 1) and recocinended by the International Atomic,

i

[ Energy Agency , As noted in the notice issued February 28, 1979, the Office-
of Nuclear Reactor Regulation Safeguards planned visits at all affected !

E nonpower reactor facilities to assist in the review and assessment of site
:

i ' specific characteristics. Most of the sites have now been visited. The ;

: . new rule (10 CFR 73.47) is provided at Enclosure "A" as excerpted from !
! the Federal- Register Notice; - '

| As noted in 10 CFR 73.47, all affected licensees must submit new physical !

security plans by 120 days from November 21, 1979 following the content and
'

format of Regulatory Guide 5.XX, which was previously provided to you. Along with
this submission and to insure licensing conditions reflect the category of

.'

physical protection to be maintained, each license must be changed to include
j the implementation and haintenance of the physical security plan as a license
i condition. As the new regulation defines the categories by quantity and .

. enrichment.of.SNM and exempts SNM that can be maintained continuously at
self protection levels of 100 rem / hour at three feet, the maximum limits of
SNM authorized by the license also must contain these values. Therefore,
submit within 30 days of receipt of this notice, the total amount of SNM '

required to be possessed, the total amount required in the core, the total
amount required in storage, and the amounts of each of the foregoing to be
exempt and nonexempt. It should be noted that with the implementation of
the Safecuards Upgrade Rule, all fuel previously exempted that was in the~

core and had been irradiated is no longer exempt. The only exemption criteria !
is the self-protection criterion. If SNM is to be exempt an amendment to !

the Technical. Specifications also must be made establishing surveillance re- .

quirenents. for measuring the radiation levels of the exempted fuel. !
4

ISincerely,
]

,

..m

) 0 e'
s/..,/[' ' 'ht. .h:- . .

Robert H. Reid, Chief i: ,, -

j
Operating Reactors Branch !4

h,2. - Division of Operating Reactors
,

f_jEnclosure: Federal ' Register ::otice
- -

m noon. coq
__ _ , _ _ - _ _ _ _ _ _ _ _
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| that statute sifows for C=mpto!!er Ceneral *,

' nyiew (44 U.S.C.351:[eli2:).,
,

FoR FURTNEn IMFoRM ATICN CONTACM'

Mr.J. A.Prell. Safeguards Standards *

*

..| Branch. C,ffice of Standards >,
1 i

*

Development. U.S. Nuclear Regdatcry F
NUCt. EAR RECUT.ATCRY Co==ission Washington. D.C. ;;c555 . .

'

COMMISSION . (301) 443-5904 or Mr. C. K. Nulsen. [~t
Requirements Analysis Branch. Division

to CFR Parta 70,73, and 150 of Safeguards. OfDee of Nuclest
*

' Safeguard Requirements for Special Material Safety and Safeguards. U.S.
!

. Nuclear Material of Moderate and t.ow Nuclear Regulatory Cornmission. *

Strategic Signif!cance ' Washington. D.C. =555. (301) <:: -so43. .

AGENcn U.S. Nuclear Regulatory surruutwTany inronuATiose On May i
Commission. 24. IS78 the Nuclear Regdatory . .

ACTiosc Finalrule. Cc .;.c:ission published in the Federal
Register (43 r~5. 7.=261 proposedf. suuuAny:ne Nuclear Regulatory amendments to 10 CFR parts 70. 73, and

.

Commission is amending its ngulations 150 ofits regulaticus. Interested persons 2.

for physica! protection of plants and were invited to submit w-itten
materia!s. inch:eng nor: power react =rs. ce==ents and suggesticas on the i*

to require physical protecten measuns propcsed a=end=ents within thirty
to detect Seft of specialnuclear days after publication in the Federal*

. material of moderate and low strategic Register. Based en the public cc==ents .

signi5cance.no amendments are being and other considerations, the
made in the interest of ce==en defense Com=issien has adopted the propened -

and security.ne =casures are desiped a=e=d=ents, with modi 5 cations as set t

to provide a level of protection farth below. . .equivalent to that recommended 1n De efective physical prot'ection '

. Information C:redar/=5/Rev.1 - amend =ents are desiped to have
.

,> (INet.eC/=$) published by the overall equivalency to the - !
.

Internatienal Atomic Energy Agency nee _,.mendations of WFCIRC/=5 R'ev. 8

(IAEA).He a=end=ents specify
1. but there are diHenners in ths .'

.

protection requirements for special detailed requ:rements. INr CIRC /2::$nuc!eatmaterialatIIxed sites me!udhg Rev.1
*

.

nonpower reacters. and fer special s;-,reco =endations are designed to
nucleat materialin transtt. .e the possibilities of theft or

sabotage of SNM of moderate orlow
. Physical protection reqm.rements for .

Independent spent fuel storage strategic sipifi- ne eHective !
amendments have been primarily

batallations and nuclear power reacton desiped to require early detection of '
are presently covered under :0 CFR -

theft of SNM of moderate orlow I
,

- I 73.40. I 73.50, and i 73.55 and
therefore are not bc!uded 5 these strategic signi5cance. Mswever. In *'

requiring early detection capabilities. ;
e amn ents eter the possibilities*

Coo e twith the publicatica of the .

eft w veni n n Ge judgment ofamend =ents, the NRC is publishing a
regulatory guida entitled. " Standard the Commission. the degree of

,

Format and Content for the f.!censee Pmtect 'n *% de containment.*
.

Physical Sec=nty Plan for de Protection m nit .:ng and detecten procedures
of Special Nue! ear Material of Moderate regtured by these amendments provide ,-
or Low Strategic Sipi!!cance."This equ a ucy t e /=5 Rev.1 .

document has been prepared as an aid reem=madations fu pmtecden of deft -

" E''"I"to urnfor.nity and completeness in de
SI nincant differerces hem thepreparation and review of the physical 5

security plan for special nuclePr P Posed rule published for ce= ment on |,

matirirl of mederate and low strategic May 24. :s7s are:(1) Plutenium.
sipi5casca. 6 add!:fon. a veiue/i= pact BeryI!ims (PuSe} sealed sources would

' assess =ent cf these amend =ents has be exempted frem de physical -

been prepared and placed in the protecten requim=ents: (2) P'utonium
Co =ission's Public nocu=ent Rocs at witli fsotopic concen*ntica exceeding es
i717 H 5treet.NW., Washingten. D.C. ;ercent in plutonium.2:8 would be
EFFic"tVE nATE:Nove=ber M. IS79. exempted frcm de physical protectics !

*

. regturements: !3) pacxage end vehicle
Nota-na & clear Ref=istor7

Commission has sub=utted t.tus rule to the
searcs regintements at facilities wher.

Com;noDer Ce=eral far mview of its special nuclear =aterial of moderate '
,g

s c -
g, ,,

.eparung nquan:nect :nder the receral te ,

Repons Act. as amenced. +4 U.S.C. :sts ""he oave .een hged 3) ,, ace period of >

due on which de report =g nquire:nent of t!=e afotted for sub=:ttal o. a licensee
de .de becomes effec =ve. uniess aovtsee to pian to i=plement these recuirersents
tae c=s rary.izcfaces a as-day ;enod wiucs has been changed.*.om 50 da**s to 1.",o I

.

I

; 1

_- . -__ _ _ . . _ - _ . - _ . : 1
_

__

.- _ _ . _
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cays atter t e effective date of the an entry search nquirement is not cfi=plementation they perceived to be

(4) Submission andImplementation of . Incommensurate with only marginalsmendment. In addition. editorial and
*necessary.

impmvements in physical protectiemclanrying changes were made and some.

defirations added to clarify the intent of P!ans Severalcommenters stated that and the impacts on the licensees'
the regulat!ons. more time would be needed dan the ongoing educational and research -

ne fo!! awing discussion pertains to sixty days aUowed for submission of pregrams. Particular attention was
- items (1) through (4) above. physical secunty plans. or amendments focuses by some commenters on the -

to them following the date the proposed physical protection requirements for low
1 (1) Pde sealed sources-.commenters amendments become enective. enriched uranium.stated that the cost of providing the ne Cornmiasion agnes dat mon ne,technicallustification for the U.S.required physical protection for PuBe time may be required, especially in the adoption of the proposed amendments issealed sources would be prehibitive

can oflicensees who have limited contingent on both domestic and
' tom the point of view of the limited managerial and finacal resources. and International factora, which are, .losely,

2 -s

budgets available at universities where has changed de subcussion date to be Interrelated. Curnat NRC phyamal
most of the sources are now located. m days foUowing the effective date of protection regulations apply primarily to*

Im'osition of the to sed
requirements. it was d. would result - es amendment. In, addition, the !! censes strate,gic special nuclear materiet

'

is now required to unplement the turamum ennched in the isotope U-:35
-

in the curtailment oithe use i. PuSe approved security plan within :40 days' to :05 or greater. U-:33. and plutonium)
g- sou =es at some sites with a significant foUo.ving the effective date of the in quantities of five formula kilograma or

impact on the educatiopal and research amendment or within 30 days after the . gnater.There are no specific physical
progrs=s at those institutions. In view plan is approved, whichever is later. rotection requirements for quantities in
of the very smaH quantities of plutonium Concurrent with the publication of the fesser amounts. Yet. it can be properly.

found in PuBe sealed sources (generally, amendments. the NRC is pubUshing a argued that a 4.9 formula kilogram
*

from is to tst grams) and the fact that guida entit ed -Standard Format and quantity of SNM is about as important a,

potential adversaries wishing to ootain Content for the Iacensee Physical quantity as 5.0 kilograms. Multiple thefts
.4

a 3 kg for=ula quantity of plutonium Security Plan for the Protection of of slach materials in close to formula,
would have to commit se rate acts of SpecialNuclear Material of Moderate or quantities could nsult in thev
theft at a large number a widely I.ow Strategic Signi5cance.* ne guide - a-alation of more than a formula
eeparated sites withoct being detected. Is being published for a sixty-day quantity.The proposed detection-

the Co==ission has decided that the comment period and win be reissued reqwrements are considered to provide
threat to the common defense and, with comments takeninto consideration. suf!Icient protection with minimum
security of this countrywas rafDcent!T ne amendments to 10 CFR Parts 70. 73 edded cost so as not to affect
low dat physical secunty messuns ,.id 150 would become effective at this educational and research programs.

- snotud not be required for PuBe sealed time (1:0 days after pubUcation) S nee the requirements are of a
sources.Dere is an upperlimit of 500 (November :1.1979) !.!censees would detecnon natun rather than prevention,

c grams of plutonium to which this therefore have 240 days after publication charactettation of the adversary in the
exemption can be applied because . of the amendments to submit their plans. regulations was dee=ed not to bea

:::ater $an a 500 gram accumulation of The plan would have to be i=plemented necessary. |*"

plutonium in this form invalidates the 30 days after approval by the In regard to low enriched uranium
basis for this exemption. IAEA Corrmission or 380 days after (date of (1.EU) (enrichments less than :0%).guidehnes a!Iow for such exceptions in publication in the Federal Register) c!a= destine ennch=ent tc higher levels
the case einsearch type facilities. Quly 24,1979) may go beyond the capability of,

(2) More than 80 percent Pu-:38-The Another area of cc= ment dealt with * suhr.ational terrorists. but it does not go
*

proposed rule has been scended to e=ployee scree =ing.Some of the beyond the capability of other,

reflect that plutonium with isotopic * licensees interpreted the screening governments. Unless properly,

c=ncentration exceeding 80 percent in require =ent to call for a fuH Held safeguarded. Iow enriched uranium ,
plutonium.:38 would be exempted hem backgroundinvestigation of all could be stolen on behalf of foreign
the physcial protection requirements. p'ersonnel entering de controlled access gover==ents and enriched to explosive
nis change conects an oversight in the areas where the =sterialis used or useable levels after it is smuggled out of
initially;roposed amend =ents in whiqh stored.The wording of the rule has been the U.S.
it was intended that such material avised to more clearly indicate that the ne Nuclear Non-Proliferation Act of I;
woc!d be exe=pted to be consistent requirement is merely one requiring a 1778 spec!Ies that NRC shall promdgate-

with the def.mtions of Category II and screening based on knowledge of regulaticus which assure dat physical
!!I =aterialin the IAEA document persons per=itted ac==ss rather $an a secunty =easures are provided to
INFC:RC/ :5/Rev.1. formal secanty investigation. He special nuclear materials exported h=m

(3) Search require =ents-Package and gwdance package being issued wid de the United States without specifying
i vehicle search require =ents at fac:lities r=le explains mon fuuy $e in ent d die whether the =aterials an low e=icned

ecuirement.at which special suc!s.t material of uranium or high enriched uraniu=.
~here was one oder area d ec==ut Pursuant in this legislatien. Se=cderate strategic signiEcance is used

er sqrid have been changeo. As for wca,ch no speciSc changes were . C = mission has pro =u!;ated to CTR
=ade to the amend =c tts but which ts of Par:110.43 which prsvides amcng cderrevised. randem searches are enly*

- quired regarci tg ite=s lesving sig=5cance. Dese co,ements cealt . $ings that
con * cIled access areas. atd =ot of those geners3y wid de tecnnical ;indcatzen1 *I r". - == on ete -- .aeens a thefor de proposed amencments. ade"cuacy of physical see:mry prepa= in'M'M:4 f se pnmary objec:ive of ent y

-

seartnes is to detact =aterials whics Many c.' Ae c: enters ques *. ed- rec ie=t cou=mes fcr Category H a:d I:1
c dd be usefulin sabotage.Since the technical zusn5cacen for de quaceties of =stenal wn!14 hasesi on
; ::ec'f:= agaiast sacotage is not within preposed t=endments on the basis of avadable referent i=for=atton and w ntten

de a lacx d ne atled idm=anen assurances ir:m the rec;ient esc =t y orta se:pe of $e prop: sac =a d ents. regardng the drest: de meditienal c:sts
,

i

|

#n .--- - - - _ ~ _ _ - - -_n _ _ _ ; - --- g - _ g w _.za n _ m ~ x .__

-

. . . , _ _ . _ . . _ , _ . . _ _ _ _ _ _ _ _ , . _ _ _ _ _ _ . . _ _ , _ _ . _ . _ . , . . , _ __.__...____m,~ . _ _ __



-- - .. ~ . ._ __ _
, - - _

,

,.

-

3 .'* * ~

..
~' '

-

[7 - | ;y' n . ; ., r.+= - x ; . y(y
a- - # y'' 1. < . ip . .

3'
~ 43282 - Federal Registeri Vol. 44. No.145 / Tuesday.)tly 24.1979 , Jules and Regulations - |

- ... .

. .
_ . . . . ..

L
^

7. grses of couavies that physical security information, hocedures. does not have conducted, and (iii) the physical

41..3 se a minNum 7 oiection to be submitted for approval) ~ protection of special nuclear matedal by^

- measures
carpers is that set fastin WFGC/2:3 2. Paragraph 70m(h) of to CFR Part 70 any on who, pursuant to the

ations in Phrt 70 of this chaptir.****'aiained.- is avised to read as fonowst : re
,

possesses or ms at any sim orU' ' While the proposed am~ ndments - - . . . . ..
cont!guous sites subject to the control by . ae

f, would prodde a nuded extension of (h) Each appliestion for a license to & Beanst formula quantities of -
. domestic physical protectica to special possess or use at any site or contiguous strategic speda! nuclear material or '

nuc!aar materials for which the level of - sites subject to control by the licenses sPedal nuclear matedal d mderate
-

physical protection required was not uranium.235 (contained in uranium . strategic cance or special nuclear
material [w seeksic signi5cance.previously specified, the fuG value of enriched to :D percsnt ormore in the.

.

such protection could not be realized
-until similar protecGon is afforded aH ' . wanium.235 Isotopel. uranium 233, or- (2)This part rescdbes requirements

,

4

plutonfum alone orin any combination . for the physi proaction of special*

|,

- such material among the nations in a quantity of 3.000 yams or more ar matedahn eensponadon by ;utilizing such materials. Physical compo:ed by the formula, any Person who is lleensed pursuant to
- protection measures similar to those Fams ==(grams ceatained U-235 + 2.5 the regulations in Past 7n and Part no of.

,

proposed. which are based on the (srams U-2:3+srams plutonium). other this chapter whoimports exports.
than a license for possession or use of tran8 ports, dehvers to a carrier for- recommendations of the IAZA ..

1 Information C rcular INFC:RC/225/Rev. such matenalin the operstfon of a tra8 sport in a single shipment, or takes *
,

1. have already 5een adopted by several nuclear reactor licensed pursuant to Part dehvery of a smgle shipment free on
'

' countries. 50 of this chapter, shallindade a board (f.o.b) where it is delivered to a
,

>.

! Pursuant to the Atomic Energ Act of physical security plan, consisting of two cder.femula quandhs of strategie j
.

1954. as amended, the EnergF parts. Parti shah address vital special nuclear material or spedal
Keorganization Act of1974. as amended, equipment, vital areas, and Isolation

: and sections 552 and 553 of title s of the zones, and shah demonstrate how the- n,ue! ear material of mderem stamgic _
-

signi5cance w special nuclear matadat,.

United States Code, thefollowing applicant plans to meet the dw seaksk signi$cance,*

h: smendments to Ttle 10. Chapter L Code requirements of {{ 73.40. 73J0. 73.80. 3.Section 73.2 of 0 CFR Part 73 !> !

i of Federal Reguistions. Parts 70,73. and 73.70, and 73.71of this chapterin the . Amended by revising paragraph (b) and
-

150 are published as a document subject . conduct of the activity to be licensed.
- to codiScadon. Part H shan list testa. inspections an> Mas nm parapaphs (xk (yk (ak (aa)

other mans to demonstrate compile 3d(bb) to read as followat
- PART 70-OCMESTic 1.ICENSING Cp

t 5PECIAL NUCt. EAR MATERIAI. with such requirements. Du Definecone. - ,

""* **** * * * * * * * * ' *

. . 1. Paragraph 70.22(g) of to CFR Part 70 new parapaph"*(k) to read as follows-(b) ''Authodzed individual'* mansis revised to read as follows _
anyindividual includirt an employee a* * * * * *

1 70.22 Contents of Appscetions (k) Each app!Ication for a license to student. a consultant. or an agent J a.

possess or use at any site or contiguous IIcensee who has been designatedla* * * * *- .

! - (s) Each appIIcation for a license that sites subject to control by the licensee writing by a IIcenses to have,

would authonze the cansport or sPecial nuclear matedal of moderse responsibility for surveillance of or

delivery to a carrin for transport of strategic significance or to kg or more of control over.special nuclear matadal or i

specialnuclearmatenalin an amount special nuclear material oflow strategic to have unescorted access to areas

specified in 173.1(b)(2) of this chapter signiacance as dermed under where special nuclear matedal is used, *

L
shallinclude (1) a description of the plan pareFaphs 73.2(x) and (y) of this or stored. .

; for physical protection of speciai chapter, other than e Ilcense for + + + + +

ouclear materialIn transit in accordance possession or use of such material in the (x) specialnuclestmaterialof *
.

. mth 1173.30 through 73.ca. 73.47 (a) and opwation of a nuclear power reactor moderate strategic significance" means-

C (e). 73.47(g) for Ip kg or more of special licensed pursuant to Part 50 of this . (1)less than a formula quantity of
chapter. shan include a physical securit7 seategic special nuclear material butuclear material oflow seategic

significance. acd 73.70(3) of this chapter plan which shah demonstrate how the mom than 1000 grams of uranium.235
applicant plans to meet the - Jcontainedinuranium enriched to 20including, as appropriate. a plan for the requirements of paragraph 73.47 (d). (el- percent or more in tne U-zs3 Isotope) orselecton. qualiScation and training of

! armed escorts. or the speci5 cation and (f) and (3), as .appropnate, of Part 73 of more than 500 grams of uranium-233 or.

*

i design of a specially designed truck or &is chapter, plutonium or in a combined quantity of
=om ean 1000 gams when computedtrailer. and (2) a IIcensee safeguards pART 73-PmstCAt. PROTECTION. OF hv Se equadon, pams = W

centfagency plan or response .pt. ANTS AND MATERIA 1.S
prorecures. as appropriate, for dealing wetamed U-25) :. 2 (grama U.,

4. Parapap 73.(b) of 10 CFR Part 73 23 + gis.ta plutonium). or. ai with dreats. $ efts, and bdustrial ,

sabotage relatbg to de special nuclear la avised to read as follows: (2110.000 grams or more of uranium.'

35 (contained in uranium ennched to 13=aterialin cansit. Each ap;!icatica for 3 73.1 Purpon amt W percent armere but less dan:3 percentsucn a heense involvtg formula' , , , , ,

j . quantities of seategic specal nuclear in the U-235 Isotope).

=aterial shallinclude the frst four (b)Sc Pe (y} "special ::uc! eat material ofIow
'

categenes of != formation centained in (!! nis part presc=bes require =ents seatepe signi5cance" means:

! the at :1! cant's safeguards contingency for(i) de physical;rotecton of (1) fess than an amount of seategic:
i
'

specialnuclear material of moderate '
j ;!an.(ne Erst four categories of arodue:fon ard utili:ation facilities -

-: .ler=at:n. as set ferd :n Appendit C b, censed pursuant to Part 50 cf his seategic sig=i5cance, as defned in i'

j: :o 10 G Part 73 are Jackp und, c:aptet. (ii) de ;hysical protecten of i 73.:(x)(1).but scre dan 15 grams cf |

; . Genenc Pla=i=g Sass. Ucensee . plants in wr,ach ac vities !! censed uranium-OS (centained in uranium
pla=ing Base. and Respcasibility pursuan: to Part 70 of dis chapter are enriched to 70 percent or = ore in de U.

Ma:tx.De Ef6 catescry ef 25 tsotope] cr 15 pass cf uranium.:33 )"

i- .

. .
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gr15 gams of plutonium or the (iv) Respond to indications of an . (2) store the =sterial only within a
>

combination of 15 grama when unauthorized nmoval of special nudear
+

computed by the equation. matedal and then notify the appropriate ~ controlled access area such as a vault.type room or a proved security cabinet'

grams = grams contained U- response forces ofits removalin order - of their equiva[ent which is illuminated
<

:35 + grams pl.itonium + grs=s U-233. to facilltate its ncovery. sufDefently to adow detection and
_.or

(b)(1) A IIcensee is exempt from the s'uvedlance of u tauthori:ed penetration
,

(2) less than 10.000 Fams but more requirements of this section to the or activities.
' than 1000 grams of uranit.m 235 extent that he possesses, uses, or (3) monitor with an Intrusion alarm er

-

(contained in uranium e..riched to 10 transports (i) special nuclear material other device or procedures the
percent or more but less than 20 percent which is not readdy separah!e from contro!!ed access areas to detect '

'

- in the WZ35 isotope), or ouer radioactive malersal and which unauthorized penetration or activities. '
*

:i . (3)10.000 gradts or more of uranium. has a total external rad!ation dose rate (4) conduct screening
an indiddual unescortefrior to granting -235 contained in uranium enriched . In excess of100 rems perhout at a ac: cts to the

above natural but less than 10 percani in 1 distance of 3 feet from any accessible controlled access area where the'

the U-235 Isotope. surface without intervening shielding or materialis used or stored. In otder to *
(t)" Controlled access area" means (ii) sealed plutonium-beryllium neuttaa ' obtain informatica on which to base a.

any temporarily or permanently sourcas totaling '00 grams orless decision to permit such acceees.M
established area which is clearly contained plutcaium at any one site or (5; develop and maintain a controIIed
demarcated. access to which la contiguous sites or (iff) plutonium with badging and lock system to identi.8y and
controDed and which affords isolation of an isotopic concentration exceeding 80 limit access to the contro!!ed access

'

the material or persons within it. percent in p! ttonic:n.238. areas to au6crized individuals.'i
(aa)" Strategic special nuclear (2) A licase'who has quantities of (S)!!mit access to the cor.troUed

material" means uranium.2:5 (contained spedal nudear material equivalent to ac:ess areas to authorind or escorted
..

'In utanium enriched to :D percent or special nuclear material of moderate Individuals who require such access in
more in the W235 isotope). uranium-233, strategic signif! cant distdbuted over order to perform their duties.

|, or plutonium. several buildings may, for each building . (7) assure that aH dsitors to the-(bb)"For=ula quantity * means which contains a quantity of special controHed access areas are under the.

strategic spe :!al nucleat materia!!n any nudear materialless than or equal to a ennstant escort of an individual who haa'

combination in a quaatity of 5.000 grams level of special nuclear materist oflow been au6erized access to the ans.or more ccraputed by the.for=nula, strategic signi3cance, protect the (8) establish a sac'.:rity organizatfo"n or'
Fams = (grams c:ntained WZ35] + 2.5 material In that building ur der the lower
(grams WZ23 + g ams plutonium). class)Scation physical sscudty modify the current security organization

to consist of at least one watchman per
' s. A new I 73.47 Is added to 10 CFR nquinmeitts.

shift able to assess and respond to any
- part 73 to read as follows: (c) Each !!censee.who possesses. uses. ' unauthorized penetrations or activities

transports or who delis ars to a carner in the controlled access areas.I 72.a7 tJeenee. Ftred site and ta.Transet for transport special nuclear material of (9) prodde a ccmmunicationAecusternents For The Physical Protection
moderate strategic signi5cance of10 kg. capability between the security

i

e of s8oderate and or more of special nuclear material of
low stratepc signiUcance shalb organization and appropriate response

force.
(a) Ceneral Perier=ance Chiectives (1) Sube it by (date 1:0 days frota

(10) search on a randem ba'sta11) Each licensee who possesses, uses effective d. te of amendmentj a security
*

or transports special nudear material of plan or an a mended security plan vehides and packages leaving the *

controHed access areas. andmoderate orlow strategic significance . describing h w the I!censee will coctply (II) establish and maintain responseshall establish and maintain a physical with all the reeuirements of Sectionsprotecnen system that will achieve the 73.47 (d). (e). (f), and (g), as appropriata.
procedures for deannt with thasta of

following objectivest including schedi.les ofimplementatics: thefts or thefts of such materials.
(e)1n-Transit Requirements for(i) Minimize the possibilities for and . . * Special Nuclear Matenal of Moderate-unauthorized removal of specfal nue! ear (2) Within 240 days after the effective Strategic Signi5cance-.=aterial consistent with the potential date of these smend=rets or 30 days (1) Each licensee who transporta,

.

,

consequences of sucs actions: and after the plan (s) sumitted pursuant to exports or delivers to a carrier for(II) Facilitate the location and paragraph (c)(1) of this section is
transport special nuclear =aterial ofrecovery of =issing special nudear a pproved, whichever is later. !=ple=ent =oderate strategic signincance shalhetaterial. the approved secudty plan

(i) provide advance notincation to the '(:) To achieve these objectives. Se Id) Fixed Site Repi ements for
;hysical;rctectice system shall Special Nudent Material ofModerate receiver of any planned shipments

-

specifying $e =ede of transoort.;rovide: Strategic Signi5cance--Each IIcensee
esti=ated ti=e of ardval.locatien of the

(1) Early detectics and assessment of wno possesses, steres. or uses quantities nuclear =atedal transfer point, name of |
.

::au$cn:ed ac:ess or activities by an and types of special nuclear =aterial of carrier and transport identiScation.extental adversary wtdin $e coneoned moderate stategic signi5cance at fixed
(H) receive confirmati:n from the

,

ac:ess area c:sta2ning special=udear sites, except those wco are licensed to
=aterfah operate a nudear ;ow-r reactor receiver prior to $e c:==encement of

the planned ship =ent $at te receiver(II) Early detection ofremoval of pursuant to part 30. scaib
wt!I be ready to accept de shipment atspecial nudear =atedal by an exte al (1) use $e =a;erial crdy within a $e planned $ne and location and

seversa.y f := a c: co!!ed ac:sss area; c: strolled ac:ess area wcich is acknowledges de spe=5ed mode =f
!!!!) Assure pre;er piacement and u!uminated sm5ciently to :Dow ranspor*.

ransfer of custody of special nudear C'''C i 8 and surveillance of
. (iii) ranspert $e =ateria!!n a ta=per.:stenah and unautaenrec penerat:en or activities. Indica:ing sealed centainer.

.

.
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' (iv) check the Integrity of the . Appendix A of the aedon being taken to arra:ge for the in-transit physical
containers and seals prior to shipment. trace the shipment. patecdon.

.

*

'

and (4) Eachlicenue how exports spedal (:) Each!!censee who necives
*

(v) arrange for the in-transit physical nuc!aar matenal of moderate strategic quandties and types cf spec:a! ttuc!eer
,

protection of tha =sterialin accordance signinersce shan comply with the . =stenal oflow ::stegic significance
-

, with h regire=ests of I 73.47(e)(3) of reqiremets spec.5ed in i 73A*(c) (eX1] shdh
.$is art c!:ss the receiveris a Ucesses and (e)(31-and pas agned in writ':g to arrange for (Q check the integrity of the containers(5) Eachlicause who i= ports spedal

the in-transit physical protecdon. nuclear materf al of =oderate strategic and seals upon aceipt of the ship =ent,
(2) Each Scansee who rece:ves spec,al signi5canca shall* (ii) no:fy the sh!;per of rece!;t of the

nuclear =aterial of moderate strategic (Q con. ply with h requirements wd a mui.-d in i u dFe,

signi5cance shalk spec 5ed in 173.47(c) (eR2] and (e)(3| of this chapter. and
~

(Q check the !=tegrity of the containers and UU) arra:ae fx es ansit phydcal
.

and seals r7en aceipt of de shipment. gi) notify 63 exporter who delivned p=tecdon of de =atedalIn ac:ordance;
' .

(ii) notify'the shipper of receipt of the the matenal to a carrier for tansport of ** th* ''F t'*' '' 'I I T3 '7Id31 *Ii*

=aterial as required fn Secdon 73.54 of ' the arrivalof such matenaL this ; art, unless de W;per 'a e hcesee
Part 70 of $1s chapter, and (f) F xed Site Require =ents for Spedal and has speed in writing to arrange for

(iii) arrange for the in-transit physical Nudear Matenal ofIow Strategic the 1 -transit physical;rotection.*
protection of the matenalin accordance SIpj5cance--Each Ucansee who (3) Each Ucanses. either shi;;er ormth the requirements of.I 73.47(e)(3) of ponesses or uses special nuclear re:aiver, who arra ges for the physicalthis part unless the shipper is a Ucassee =aterial oflow strategic sig=:5:asce at prctecdon of special nudaar =stenal of

3 and has agreed in wridng to arrange for fixed sites except those who are low stategic sis:dicanca while in-

the in-transit physicalprntecdon. Ucensed to operate a nuc!aar power transit or who takes delivery of such* -

.(3) Each 3censee, either shipper or reactor pu.suant to Part 50, shah: =atedal 'ree on board (to.h.) the pointreceiver.who arran for the physical (1) store or use b =aterial only at which it !a delhered to a carrier for
-

protecuan of sp
nudear material of within a controHed access area. transport shah:

. =oderate strategic signi5cance while in
(2) monitor with an intmaion alarm or (Q estabtsh and mintain responsetransit or who takes def!very of such

material See on board (to.h.) the point oma device or procedures b pde,s fu deding M 'h d*

contro!!ad ac: mas arena to detecthichI is eEvered to a canfer fer theits er theAs of ruch matenal,unauthensed penerations or acavities,spat
(Q arrange for a telr;(ene or rad!o (3) assuru dat a watesman or affaite

gg) =,g, ,, .ugemnts to bad 5d.

com=unications capability. for response far=a win respond to aH !==ediately of the arrival of b-

'u. **t at its destined "#f''I:otiScadon of any delays in the n=audonzed penetrations or acttvities. ~

suc'' shipment $at le lost erhandscheduled shipment, between the carrier camunte r a e de nd=std Sme. and the shipper oraceiver, (4) estah!!ah and =aistain response
(10 % the time ist de =stefal precadures fw deding md Greau d of a=ival atits dessnation.and

(u4 conduc:!==ed!atelis in transit by nducing the number and has or 6fu d such stenal .
duratton of uc! car =stenal transiera (g)!n-Transit Require = ents for investigation of acy up=y a tracect thatis lost
and by roudng the =aterialin the most Spedal Nudear Matanal af Low w unaecon=ted fu aN ce est=eted
safe and direct manner. Se ,,gg,3 ,.m,. _ anival ti=a and report te the Nuc!eer

Qigcandisc sev9:i=gdaHHer=m - (1) Fach Ecusee who easspar s as. Rerdatory Co--4 fon as spec 5ed !a
.

**pI87"s 1:volvee in se who delivers to a carrier for tra: sport i M and to the sh!pper or aceiver as
transportados of the materf a!!n order to ,,,,g,g ,,,3,,, ;,,,,,g,g og 3, ,,7,,,g e oppspriate.The Ucesaae who made hg

obtaininformation on wasch to base a
sigd5cance shan: physical protecdon arrangements shan

decision to per=n $am enacol om *he (Q pro % advece not5adan a h also !==ediately :only the Director of
~ * * * , receiver of any pla:=ed ship =c:a the appnrpriate Nuc! ear Regulanary

Qv) utaM and aintain nsponse specifying the : node of transport. Com=issionInspec on and
;:rocedures for dealing with threats of estimated ti=e of acivallocaten af the I: force =a=2 Regional Cf5cm Estad in
I" ens a 2 ens af suca matanal" nudearatend renafu poinme d AppeM d me sedan Wne

'd
camer sad transportidentiScason, trace &e A ~~t

e y dd (10 receive con 5 =ation 'rc= the (4)Each Ebe:see do expans special
. e

shipment atits destisadon. cr of any a cri m p ~~ ct e nudear =atanal odow scetegic
such shipment dat is lost or dan s ;=c at mmE sW ahaH c:= ply me de
=ac:sc=ted for aber the aaE=sted sme 8 amp a ap28:1a e .

of an: val atits desti=atic=. and Massed "se and kcados and apprepnete mpre=ents epec5ed ha
173M(c) (gMI) and (g)(3).'C * 'd "8 *8

investigatfon of a=y shi;=e=1ist is lost a 8 Pet.
- * *d 3d* 8(vi) c=nduct !==ediataly a trace i

(5) Each Ecs _see who !=per's seedal
:: dear =atenal ofIow stateT:C'. IUO ***'P"" O' **' m , ;.m , . ,, ,3,g; .:=dca =g sealed c taz.enal!= a 'or .=accer. ted far attar de est=sted

d=e a:d report to tha Nuc!aar =ar.
, Reg.:?atery Co-- sien as specfed in ("[ '3"87' 0* (i) c: ;ly wid 6e rem: ire =er !:

173.71 and to de ship;cr er acasvaras r' ,, g- spe= Sed in ] n.qe), (gy-) ed (g 4r and

h . $ a ca. fer p af
*

, , pro e

r---iate Nuclear Rer.:!ato md 6e muire=ests d i M4sH2) d^ " m- - M*M
{e a;;Ubspeedc= cd this pan. == Jess Se recever is a 7. Sect:n n.n(ai of to G part 3 is--

I:fer =e:t Rep.csal Cince listed in Ucessa a:d has apsed in w:.ti:s to rensed to nad as focows:

.

-
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1 73.71 Reports of unaccounted for cucleer =sterial oflow strategic
shtements suspected tneft.unta*
chWoa. er inoustnat sautage, 'd significance in quantiSee g estar than 15'

grams of plutenic:n or uraniu:n.:33 or
(a) Each !!ce .see who ceriducts a traniu=.235 (enriched to :D percent or

cace investigation of a lost or = ore in the U-235 isatcpe) or any
unaccounted for ship =ent pu.suant to co=bination g eater $an 15 gams when ~

l 73.36(f'. I 73.47(e)(3)(d). or co=puted by the equation pa=s = grams,

. I 73.47(3][3)(iii) shah i==ediately report uratuum :33+ grams plutenium+ grams
* to the appropriate NRC Regional C5ce uranium.:33 shall =eet the physical

Ested in Appendix A de details and pretecdon require =ents of I 73.47 of10 -
*

results of his race investigation and CTR Part 73.
,

shall file within a period of S!!een (IS) antCnyt DaTu:Nove=ber 21.1979. '

days a wTitten report to the apptcpriate,

mett.hh.hw as-m.a Stn 94.NRC Regional OfEcs setting fcrth the hb. h w ss-str. as Stat. ers: Sec. tot. hb.
cetails and results of de trace .L s3-434, as Stat.1:4:-1143. Nb. hw S4-
Investigation. A copy of such written ts, se stat. 413 (42 UAC. tcr3. =nt. sa4t h)

.

report sha!! he sent to de Cirector, p. ,d at Washir.atsa. D.C. this 13th day of N-
.

* C5ce of hspectioq and Enferes=ent. July. Isra.
U.S. Nuclear Regulatery Co-e ion. yer the Nuc!e st Regu!atory f*am-insiaa. -

s *

Washington. D.C. :0533. %,g g, m -

' * * * * *
Sec.~ eta y ofrbo Comnrission

a. Section ;1 : of 0 C7R Part 73 !a *
.

, ;rn o :strr r.o re s :
revised to read as foUcws , amu, a come nas.e w

.

I 73.72 Requirement for sevance noose
.

of urnpment of special nuc:aar matsetud.

Each IIcensee who plans to != port.
export, tansport. deliver to a carrier for *

transpcrt in a single ship =ent, or take
de!!very at the pomt where itla
de!!vered to a carrier. for=ula quantidea
cf strategic special nuclear =sterial or
special nuclear =aterial of =oderate *
seategic signi5cance shairnotify the *

,

Director of $e appropriata Nuclear *

Regulatory Con:=ission Espection and
.

Enforce =ent Regicnal C5ce !!sted in
Appendix A by U.S. Mail, post =arked at
least 7 days in advance cf $e shipping
data.The foI!owing infer =atica shan be
hrnished in $e acvance notica: shfpper.
receiver. carrier (s). esti=ated date and
"=e of deparmre and at:ival. ransfer
point (s). and =cde(s) of sh:;=ent.The *
Director of the ap;tepnste Nuclear
Regulatory Co==ussica Espection and * *

Enforce =ent Regiccal Cf5ce shall also
be notified by telephone 7 days in

.

advance of the shipping date that an
advance shipping notice has been sent

-

by =ai!. and of any changes to the *.
.

shi;=ent itinery prior to the ship =ent
date. Read ship =ents cr eansfers with

.

one.way cansit :i=es of t heur or less in .

duratics between7nstaHatfer.s of a -
.

licensee are exempt fic= the
,

re uire=ents of $2s secnon,

p4RT 1504XEMPTICNS AND *

CONTINUE 3 REGUt.ATCRY
AUTHCRITY IN AGREEMENT STATES
UNCER SECT 1CN 274

9.13 C73 part 130 is amended to add
~

t new Sectf en 150.14 to read as follows: '

,

I !5c.t4 Commtss ort Reg natory
Autnorrry for PMysscal Protec :en.

.

penens in Agee=ent States
.

;ossesstag using er transper. n.g spec *al.

.

I.
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