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PREQCZZ2138¢s

CEAIRMAN PALLADINO: Gocd afternccn, ladies

and centlemen.

The Coamission meets in <losed sessicn this
afternoon to rec2ive a briefing from the staff on their
views concerning the design basis thraat,

The Commission stated in its order denying the
reviev of ALAB 653 that it would re-evaluate the design
basis threat as a generic matter.

Conseguently the Commission reduested the
staff tc provide its current views on the appropriate
kind and jegree of threat and the vulnerabilities to
such threat for radislogical sabotage.

So at this time, unless my fellow
Commissioner: have som2 opening commants, I am going to
turn the mneeting over to ¥r. Davis.

¥R. DAVIS: Thank you, Mr. Chairman.

®e are here, 3f course, as you say, in
response to the memorandum from the Secretary and ve are
prepared to brief on how ve svaluate the threat
environment and our judgment resulting £rom this
environmant. We ars also prapared tc triaf on how wve
assess the vulnerabilities of the licensces to this
design basis thr=at.

DOE is here today and will also Pe
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participating in the briefing.

ty

Bor Purnett, wh2 is the Director of the
Division of Safeguards, will be our principal speaker.
We have several nembers frcm the Safeguaris staff in the
audience ner2. 3o we hope we will bz able tc respond to
most guestions which you may come up with.

MR. DIRCKS: I would also add that EFcb Purple
from NRR is here in case you do get into the discussion
of safety versus security type problems.

YR. DAVIS: All zight. Bob.

M2. SUP""TT: As an introduction to tiais
level, I would . . to emphasize that wé are taliing
about a postulatad threat or a design level threa? and
not an identified, existing threat to the nuclezr
industry. There has been no information reported
iientifying 2 conclusive actual identifiable threat
targeted against the domestic licensed nuclear
industry. S just keep this in mind, that our rules are
premised on a design basies ilZeat.

(Slide preseltation.)

¥R. BURNETT: Could I have the first slide,
please.

MRP. CTIRCKS: That was not 2 no evidence
staterent.

(Laughter.)

ALDERSON REPORTING COMPANY, INC,
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MR. BUSNETT: Thank you . Bill.

COMMISSIONZ® AHEARNE: 2ill just wvanted to
make sure we understood.

(Laughter.)

¥R. BURNETT: The design basis threat
statements shown on this slide are not complete
statemaents ax thay appear in our regulations but are
paraphrases to shov the 2ifferences between the two
statements. The malor difference that shoufﬁ te noted
is the s2varsl parsons versus the small jroup. Also
keep in mind that

This is identified in the threat
statement that has been dlistributed.

CO¥MMISSIONEP AEEARNE: Bob, when you z2re
listing radislogical sabotage and tueft threough
diversion of SSMN, these are threats that are used
independaat of what the facility is?

¥R, BUBRNETT: These are thra2ats that have leen
iifentifia’ on a jeneric basis, an4, depen’iny on the
type of facilicy involved, it would respond to one or
both of the threats.

(Ccamissioner Cilinsky 2ntared the neeting at
this point, 1:05 p.m.)

COMMISSIONES AHEARNE: 3ut, for example then,

radiological s2h5tage and +theft through diversion of

ALDERSON REPORTING COMPANY, INC,
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SS¥N wouid, say, both apely to, say, ( )?

¥R. BUBNETT: Yes, sir, vhereas only the first
would apply to the rest of the pover grid. Also, the
threat is not assigned on a site basis, but rather on a
national 5r generic basis.

COMMISSIONER GILINSKY: What doces that mean?

MR. BURNETT: That nmeans that the threat that
has bdeen identified is that vhich we think is valid in
the United States ¢f America rather than a threat for a
particnlar regisa or a particular site within a region.
We consider that the threat is highly mobile.

COMYISSIONEE GILINSXY: You mean this is the
same standard wvhich ve apply to every plant?

MR. BUBNETT: Yes, sir.

Next slide, pl2is2.

In the Commission's request for this meeting
the staff was ask24 to re-evaluate the design basis
threat as a generic matter. This has been accomplished
ani ve have concluded that the present design basis
thraat statement is valid.

The metnods 2mployed durinc this effcrt for
the validation will be iiscussed on ay next slide.

CCHYISSIONER AKEARNE: Ckay, now, but let re
make sure I undierstand what you are saying by that. 3y

that you are saying that you would still held for an

ALDERSON REPORTING CCMPANY, INC,
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interna. threat it should be a sinals insider or a
single insider cor conspiracy between insiiers and that
for an external threat it would de a small group or
saveral parsons, Is that correct?

“R. BURNETT: That is true, dut unZerstand
that wve have not jon2 bick ani ra2ally looked at the
threat. What we have done is looked at the events that
have occurred since the establishment of the threat, the
environment that the threat is in to see if any of those
incidenca2s would alter the threat.

COMMISSIONER AHEARNE: Well, ara you going to
get at some point this afternoon intc what does several
persons ani what dcas small group mean?

CCAYISSIONER GILINSKY: Pefore yocu do that,
could you jet into what vafii neans?

(Laughter,)

CONMNISSIONER GILINSKY: Could I ask you about
this slide before you =-- I guess your questions will I
presume come =---

COMMISSIONER AHEARNE: I don't know. I wanted
to make sure because, see, it was on the slide before.

COMMISSTIONER SILINSXY: Go aheal.

MR. BURNETT: To respond to your request, ve
can cover that issue,

COMYISSIONEE GILINSXY: Let me ask yocu about

ALDERSON REPORTING COMPANY, INC,
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this valii. That is a remark about possibl» sabotage or
whatever that might cccur, or dces that take into
account the costs of dealing with on2 or another level
of threat at the reactcers?

I will tell you, what I re2lly want to get
into is this whole business of the insider and to what
exten* that drives the reguirements that wve lay orn the
various r2actors vhich I must say I am a bit concerned
about.,

¥R. DAVIS: Let me go back a bit and say what
Bod has already said. In looking at our continuirg
evaluation of th2 situation, what we look at is
basically repcrts coming in which would lead staff to
think that the threat envircnment has changed from the
tire in wnhnich th2 decision decid2i what the threat
should be.

We don't go back on a day-by-day or
month-by-aonth basis and re-examine the numbers that you
ware talkiny about, Commissioner Ahearne. Pather, ve
said the -ommission went through a fairly lonj and
arducus task ir 2stablishing a threat.

COMMISLIONER GILINSKY:s Well, whac you are
saying is that intelligence reports or other reports are
not any mcre vworriscme now than they were when we

23tablished these okisctives,

ALDERSON REPCRTING COMPANY, INC,
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¥R. DAVIS: The environment has not shifted
significantly, right, sir.

COMMISSIONER GILINSKY: But that doesn’t mean
that what we are doing is sensible or reasonable.

¥R, DAVIS: That does not 70 back and say
whethar the juignent that the Commission made in '76 cr
*77, that there mighc not be some pecple who think that
the judgment shoull be different.

COMHISSICNER GILINSKY: Careful.

(Laughter.)

COMMISSIONER AEEARNE: Some of us have no
problem in sayingy the juigment shoull be 1ifferent.

(Laughter.)

YR, BURNETT: I would like to add,
Commissioner Gilinsky, that as you know certain
precautions against the insider vere deferred until
other staff activities vere concluded, in particular the
access rule. So the access rule is scheduled to come
nefore this boiy in tha near future.

¥R, DAVIS: Sometime this summer.

wWR., BURNETT: VYss, sir. If one wanted to
re-evaluate the insider and the precautions to protect
against it, you c2ctainly will have the opportunity.

COMMISSIONER GILINSXY: We can't go into that

now, but =ould ydu Jaist t21l1 3s what the acc2ssS rule

ALDERSON REPORTING COMPANY, INC.
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will cover?
¥R, BURNETT: Yes, sir, I am prepared to do
that. Here ve 32.
COMYISSIONER GILINSKY: A 30-second version.
CHAIRMAN PALLADINO: 1Is that essential to this

discussion? I d5n‘t knowe.

COMMISSIONER SILINSKY: Well, because I want

to know whether we need to discuss some of the things
hare.

MR. BURNETT: Jkaye. Originally it wvas
composad »f thres elements, a background investigation,
a psychological testing and a behavioral observztion.

COMMISSIONER GILINSKY: I see. So these would
be various types cf clearances of one kind or ancother to
insider access.

MR. BURSETT: Yes.

MR. DAVIS: It is really to give us, give the
licensees some basis to have a betcer feel for the
trustworthinass >f the individual and to develop various
elements which can lead to developing a ---

COMMISSIONER AHMZARNE: As part of it i=s there
any reflection if cne were to go into a regime in which
you had much hignar confiience on the trustvorthiness
that then the ability ¢o move within the plant would re

greater?

ALDERSON REPORTING COMPANY, INC,
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¥R. DAVIS: It 4ces involve soma2 change in the
internal controls based on a higher level of ccafidernce
and trustvorthiness, but as it is presently written it
does nct open all the dcors.

¥R. BURNETT: There wvere three prongs to the
rule. That is currently vnder evaluation to drop it to
possibly tvo and tc put the psychological testing in the
form of guidance availalble for use by the licensee
rather than a reguirement. Put that is not a final
document yet ani you should keep that in mind.

COMYISSIONER GILINSXY: Okay.

MR. DAVIS: But I 20 think, four the third
time, we don't really go> back on a day-to-day basis and
190k at thes=2 nunbars.

CCMYISSIONER AEZARNE: That is fine, but you
used the #ords, you said the numbers I refesrred to. The
only number on this chart, on 10 CFR 73, is single,
ra2flectiny one, That is on internal threat. My issue
was I thought ve were here talking about the external
threat and the words herc are several persons and small
groupe. I am not asking wvhethar you re-evaluata that on
the basis periodically, dut I am really asking wvhat does
it mean?

¥R. DAVIS: And Bob saii he will be glad to

tell you.

ALCERSON REPORTING COMPANY, INC,
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(Laughter.)

COMVISSIONER AFZARIZ: No, he 4didn't say

3 that. He said he would be willing to.
(Laughter.)
B MR. BURNETT: 4de w«ill fully discuss that

6 before the end of the meeting hopefully to both of our

7 satisfacticns.,

8 COMMISSIONER GILINSKY: Aren't we just talking
9 about the external threat?

10 ¥R. BURNETT: I guess I wvas prepared tc talk
11 about the sabotaje threat.

12 CHAIRMAN PALLADINOs I thought that was the

13 focus of our Commission reguest.

14 ¥®?, BUINETT: The focus was external.

15 COMMISSIONER GTLINSKY: External?

16 COMMISSICAER AHEARNE: Yes.

17 MR. BURNETT: I undierstood the focus vas =---
18 CHAIRMAN PALLADINO: ©Well, we referred to the

19 section that ciscusses radiological sabotage.

20 ¥R. BURNETT: Radiological sabotage has both

21 internal and extarnal c2mponentse.

22 CHAIRMAN PALLADINDO: Oh, yes, I agree with yocu.
23 COMMISSIONER GILINSXY: What prompted this

24 meeting?

25 CHAIRMAN PALLADINC: The Comamission in its

ALDERSON REPORTING COMPANY, INC,
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order cn ALARB 653.

COMYMISSYIONER STLINSKY: I was just checking up

here.

(Laughter.)

HR. éURNE“T: He said that in the opening
ramarks.

Coulid T have the na2xt slide, pleiase.

The slide presentation was designed to of
course answer the Commission request. I sense there are
some ucderlying juestions that we will have to deal with.

(Laughter.)

MR. BURNETT: Staff's view is basad upon its
continuing assessment of the threat enviroraent to the
licensed activitiss. All of the iteas shown on this
slide are components of this activity. 3Sa:ad on the
information routinely availabdle to the NRC staff through
its liaison activities and review of safeguard related
events, we are locking at a trend that may develop to
determine if any changes should be cranked ir<2 the
threat because of a change in the envirenmrent.

As part of a new program recentls initiated
some months 230, a prograr dealing with the snalysis of
operational d2ta, a more final validation is
accomplishad ani 1ocumentzd on a six-month »asis. This

semi-annual documentation is scheduled for completicn in

ALDERSON REPORTING CCMPANY, iNC,
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June of this year.

COMYISSIONER AHEAENE: Nowv you say
validation. What are you validating?

MR. BURNETT: It was felt that ve should go
through this in addition toc a continual day-tc-day wvhere
we receive events. We shoull have 2 more formal,
traceable analysis.

COMMISSIONER AHFARNE: What I am asking, Bob,
is are you validating the number that yocu use for your
LRt ==~

MR. BURNETTs No, sir.

COMMISSIONER AHCARNEZs =--- oOr are ycu
validatiny that there have been no significant changes?

MR, BURNETIT: The latter. +e are validating
that there are no significant changes that wvould warrant
a char3ze. Now if we fini an incident that would wvarrant
a changs, then it would be incumbent upon the staff to
initiate proper action.

The n2xt slid2, plaase.

MR. DISCKS: That is =more up than down, isn't
it? I mean, you are validating a thraat a2ven mor2 to
come dowr.

COMMISSIONER AETARNE: I guess you could say
less than several, a very small grour.

(Laughter.)

ALDERSON REPORTING COMPANY, INC,
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MR. BURNETT: The reviever is looking for
incidents Sutside of the previous incidents.

MR. DIXCXS: In other weords, it is no wvorse
than what you 2stimated.

¥RK. BURNZTT: Yes, sir. If something happened
all over the world and all terrorism was to dry up and
go awvay, one wduld hope that we ccull match it with our
security system which is highly improbable I believe.

We wa2r2 askei also how 2105 we know what we do
is right. I would like to point your attention to the
first bullet of this slide and point out how we 100k at
a security plan sent in by the licensee.

COMMISSIONER GILINSXY: Well, let's see. You
say "right." It seems to me to be the wrong word.
Reasonable.

MR. BURNETT: Reasonable, correct. I like
that word better nmyself.

The s2-urity plan is reviewed against standard
criteria for the acceptance of that plan. This criteria
is used t> remove any pessibility of variations between
ravievers. It is not reviewed with the threat in mind.
It is reviewed with the criteria, and the criteria it is
£2lt if alaguataly inplamant2d will protect against the
threat.

CHRIRMAN PALLATINC: Say that again, Bob.

ALDERSON REPORTING COMPANY, INC,

14



10

1

12

13

14

15

16

17

18

19

20

21

22

24

25

15

That is pretty jermane I think.

MR, BURVETT: VYes. You know, when a reviever
sits down and looks at a subrmitted security plan, and ve
have 3 1ot of reviewvers loocking at this, the reviewer
dosesn't look at svery aspect of the plan and say would
it hold up against the design basis threat, but rather
ve have davised criteria which he should check the plan
for and see if components are existing and to what
extent they exist.

COMMISSIONER AHEARYE: B8ut is it correct that
your criteria were established considering the design
basis thr2at?

¥R. BURNETT: Yes, which gets us to yovur
question »2f 4ces the design basis thr2at =--

COMMISSIONER AHEARNE: Well, no. I would have
no problea with your saying that they use a set cf
criteria rather than thinking through the design basis
threat each time. I have no problem with that if the
criteria themsalves wer2 devised on the basis that if
these criteria are met, then the design basis threat can
e handled.

¥R, BUBNETT: We believe that is the case.

CHAIRMAN PALLADINO: The iamportance I attach
£9 your stata2ment is that we don't have to define

several in our general rsguirements if the raviewer 3oes

ALDERSON REPORTING CCMPANY, INC.
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against a set of criteria. Is that true?
¥%. BURVMETT: Yes, that is true.

CHAIPMAN PALLADINO: Now I think Comamissioner
Ahearne's guestion is still valid, but that is comething
we can address as an independent issue.

¥R. BURNETT: It may appear as if I am tcying
to decdge the issue. I am not. The criteria as ve use
it is believed to satisfy the threat, and we will get
into a little later what ve believe the thteat is.

CHAIRMAN PALLALCINO: But a reviawver in looking
at the situation does not have to know the basis on
which the criteria were 3leveloped?

¥R. BURNETT: VNo, sir, he does not.

CHRIRMAN PALLADINO: He looks just down this
list of criteria and checks them cff and say it meets
this under these circumstances.

MR. BURNETT: That is correct, and the
licensing reviewer does nct need that information.

CHAIRMAN PALLADINS: Let me ask the
carollary. If one satisfies all the criteria on the
check list will he have met the intent of the =---

MR. SUPNETT: From that review, y2s, but you
have 3ot to remember now a confirmation site visit is
made orior to 2 licencse beiny issued. Tha2re is 2

preoperational inspecticn to assure that these

ALDERSON REPCATING COMPANY, INC,
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precautisas ares iaplemencted correctly.

CHAIRMAN PALLADINO: I agree with that. But

all he has to do is 40 the checking against this set of

criteria.

MR. BURNETT: Yes, sir, wnich really leads me

right into the naxt point on this slide, which is bullet
four. A vital area analysis is conducted by Los Alamos

National Laboratosry and provides the ¥YRC with an

independent validation that
jdentifiadi all of ths vital

which he has identified and

the licensee has properly
areas vwithin his facility

has committed to protect in

his security plan. Sc this is another now of validation.

As you know, the rule has vital areas

associated with it, those areas that are most sensitive

to the

COMYISSIONER GILINSXY: Can I ask you, who

checks to see that the results don't conflict with

.equirements cf safety.

MR, BUSNETT: @hen a rule is created, zall

safeguar? rules go to NRR for review. There is an

established elem2nt within NRR charged with loocking at

safeguard rules to assure that they 40 not affect
safety. <That element is within ¥r. Eisenhut's area, and
I notice that ¥r. Purple is here today.

COMVYISSIONER SILINSKY: Do they Jjust lock at

ALDERSCN REPORTING COMPANY, INC,
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the rule or do they look at it reactor by reactcr?

MR, SURNETT: I would say it is just the rule
and then Inspection probably looks at 1it.

MR. PURPLE: Well, we certainly look at any
nev rules that come ocut. In any particular difficult
areas where a licensee who would fall short in some way
of a criteria that NKSI” vas reviewing and there was some
iifferent solution tc a prsblem raised, wve would be
involved to lock at that to be sure that that different
solution d4idn‘'t affect safety in some way.

All 17 -nsiag actions that go out, even though
raviewed by XESS, do come through the Division of
Licensiny ani thsvy are all 1looked at by the SSPE Branch
for the vary purpose of making sure that there is
noth.ng in there that would be contrary to safety.

MR. BURNETT: In €act, they have raised points
from time to time and through interaction between the
t4o staffs they have besn accommodiatai.,

COMMISSICNER GILINSXY: This is a little Dbit
off of our topic tcday, but T hcope we will have an
occasion to discuss the guestion, because I am not sure
that the access rule, and that is why I wanted to ask
what was joing to> be covered, will in fact de covering

that gquestion because it w#will deal with clearances and

SO One

ALDERSON REPORTING COMPANY, INC.
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CHAIRMAN PALLACINC: It was my understanding
w2 wer2n't prepar2d to discuss the insider rule today.

COMYISSIONEP GILINSKY: No, I am not
suggestingy w2 talk about it today, but if wa can discuss
the whole business cf access controls which at least in
some plazas seem tOo me to inpinge on safety.

MR, DAVIS: We kXnow of your continuing concern
and ve have th2 same concern. What I wvwill suggest, if
the Commission would like, is when we 4c come down with
the access rule we can expand ocur normal briefing of
this as a rule type thing andi go int> tha arsa you are
talking about, the general philosophy cf it, the basis
of it and this type thing, if you would like tc.

CCMMISSICNER GILINS¥Y: I would certainly very
much like that.

¥R, BURNETT: COne other point concerrning vital
areas. Just to :eéap history a little bit, when the
vital areas were put into the rule that they needed an
extra level 2f protectiosn, the licensees on their own
identified the vital areas to be protected ard those in
nlace in the field right now.

Sinultaineously with that action a contract wvas
let to validats those vital areas, and that, indeed, is
vhat I am referring to in these two bullets, that that

action is not =zonplete and it is still onjoing.

ALDERSON REPORTING COMPANY, INC,
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In addition, I will call your attention to the
last bullst up there, the Rejulatory Effectiveness
Review Program., This is als> a newv program 2and it is to
assure that the safeguards system as implemented
provides the desired level of protection intended by the
NSRC regulations.

So through that whole list of determinations
the bottom line when you finish at a site is assurance
that they do meet what we intended.

MR. DAVIS: Let me mention a pcint here that
Bob went over very hurriedly, the analysis of safeguards
data. I would just lixe to remind the Commission that
Mr. Yichaelson's group does not review safeguards data,
byt Bob 415es hava within his office a group that I will
say it is beyond the formative stages but not really to
vhere wve wvant to go, but he is deing this particular
function for that type data.

CCMMISSIONER AHMZARNE: I notice that is the
last dullat on the last slida. T dc¢ hope you will get
back then and explain what saveral persons are, what a
small 3roup is, vhy sevaral persons in one case and a
small group in another case and hewv the numbers wvere
arrived at.

M3. BUPNETT: That part of the briefing T

think responds to> what we were reguested to in the

ALDEFSON REPCRTING COMPANY, INC,
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rsyuest from th2 Comzission.

Sov we will talk abcut the threat itself, the
origin cf some 2f the nuibers.

I wouli remind you that when we cdeal with the
threat numbers associated with theft, then they are
classified, wheraas th; numbacs associatal wvith reactor
threat are not. That is a formality that we have to
keep in mind.

COMMISSIONER GILINSXY: I thought they wvere
both -- on, I see, classified in the sense of national
security.

¥R. BURNETT: Yes, sir. As I said, that vas
for formality.

COMNISSIONER AEHEZARNE: V§hat I had hoped ve
could develop a better understanding of is when ve use
the sense of a design basis threat, an attack from the
catsiie, how ¥2 jet that threat.

CHAIRMAF PALLADINOC: }Dc you want to ge into
that as wall as sabotage or just sabotage?

CO¥MISSIONER AHEAENE: I think we have to

aidress both hezause I think the diffarences are

illuminatinge.

CHAISMAN PALLADINO: They can be illuminating,

except on2 is classified and one isn't.

COMMISSIONER AFEEARNZ: 7That is true, but since

ALDERSON REPORTING COMPAnLY, INC,
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the basic material that we have for this all seems to be
classified =--

COMMISSIONER GILINSKY: I assume ve are all
cleared.

CHAIRYAN PALLADINO: Let me ask a guestion,
and I am not sure who to> ask the guestion of, if ve are
going to d1iscuss classifiesd material, are all the people
vho are here cleared for that appropriate level of
classifization, 1nd is this an agpropriate room for
discussion of the classificaticn?

¥R. HOYLE: What is the level of the
classification, Bob?

MR, BURNZTT: I don't anticipate getting above
secret.

Is that true also with POE? I don't
anticipats getting alove secret.

¥R. DOWDs Yes.

FR. BURNETT: Most of it will just simply be
lower level than that.

MR. HOYLE:¢ We have the names of ~1ll thcse in
the room. I can't say that I have perscnal knowledge
that a2veryone is 7 clearad that is in here. I believe
perhaps the EDO staff could verify for theirs aund I
could do that for the Commission level staff. Our

-

raporzar has a 2 clearance. If you 2are ssnsitive about

ALDERSON REPORTING COMPANY, INC,
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that, I could do that and we could make a change there.

CHAIRYAN PALLADINC: Can you verify for all
your staff?

M. BURNETT: Cur staff that acre? here ace
cleared.

Mr. Brady, you are in charv2 of security.

(Laughter.)

MR. BRADY: My staff that are here are cleared.

CHAIEMAN PALLADINO: You have confirmed that
the Commissioner stafi{ have clearancss. What I anm
vorried about is who is confirming abcut the people who
acre not coverei dy any of th2 groups.

(At this point Zn the proceedings a check wvas
made of the audiesnce participants to assure they had
pcoper clzaranc2 authorizations for continued
participation in the meeting.)

CHAIRMAN PALLADINO: Well, then I gather that
all the people here are appropri.ately cleared to listen
to the discussion. well then, we zan go on. I gather
for this level of classification ué don't need a svert
roonm.

M2. BURNETT: VNo, siz, y2u 410 not.

CHAIR¥AN PALLADINC; Thank you.

Then why don't we proceed.

v STELTAS
CCXNYISSION

L ]

)

P AH

AZNE: hope this is all
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vorth {t?

(Lauchter,)

MR. BURNETT: All right. I have just got to
figure in my aind wvhere we would like to start,
Commissioner. I can start back in 1976 where the staff
started nimbers 2nd hov thos2 numbers worked into a rule
and vhat my understanding of the Commissiocn’s belief wvas
at that point. That sounds to me like where you would
like me to> start.

In OSctober 1976 Commission Paper 76/242C wvas
presented to the Commission. That document outlined a
reactor threat cf from exterual
aiversaries. It worded it that wvay.

In response to that Commission :aper the
Commissicn wrote back to then Lee Gossick on December
the 17th, 1976, revised lecember the 23rd, 1976,
concerning the presentation of that paper. "The
Physical Protecztion Cf Nuclear Pcwer Reactors Against
Industrial Satotage"™ was the name that it had at that
tine.

The Coamission agre2d in principal with the
recommendations contained in that paper. They went
farther t> say in subparacrapgh S, referring now to the
Commission paper, rage 14, they 4id some word changes t3

the threat, but the threat that they directed tne staff

ALDERSON REPORTING COMPANY, INC.
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to utilize was "3 deterrent, violent 2xternal assault or
attack by st=alth of persens.” I can read
*he rest o€ it. It goes on.

CHAIRXAN PALLADINO: You say thz Commission =--

MR. BURNETT: The Commission dicected the
staff wvwith this Chilkogram calculism to use that
external threat of from That wvas in an
unclassified document.

In February 1977 Yessrs. Rusche and Chapman
wrote back tc the Commission suggesting in lieu of
specific numbers, which they identified a couple
possible problems with, one being that the ERDA at that
time classified their numbers, and that it might not Dle
too well for us to put Jur aumbers out.

Secondly, it was felt that by putting the
numbers out in open literature it was giving the
adversaria2s an aiditional pisce ol information that we
didn't have to give. They made four possildle
alternatives, and I will just summarize them, that they
either classify them, withhold them as proprietary, use
a general statement like several or ¢o open with a
number. They were your four alternatives.

In that document they made the following
statement. They suggest how to keep the numbers cut of

the rager. *mhe security measures and acceptances
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criteria required to assure a talanced security prcgranm
d2signed to> protact ajainst the threat as defined in
73.55," which I just read tc you they had defined twe
months earlier, "would not be altered by the proposed
changes ia this cager.”

So then Yessrs. Ruche and Chagman vere saying
by going to> "sevaral®™ it 4id a5t alter th2 Commission
decision in the direction handad down that the external
force should le There have been no
additional decisions by the Coamission.

COEMISSIONER AHEARNE: Was it subsequent to
the Xuche and Chapman paper that 10 CFR 73.55 was =--

MR. BURNETT: A response came down from the
Commission accepting the Fucne Chapman position. Then
in Yay of that same year, 1977, 73.55 was issued for
public comment. That document used "several.” £So then
you can conclude that at the time of issuing that
1ocument th2 Comnission had in its mind an extevnal
threat of

CHAIRMAN PALLADINGC:

¥MR. BURNETT: but an outside
paramzter of

CHAIRYAN PALLADINOs Iid that later get

chang21 t> mean

= 3
o
.
n
3
o
-
(]
(= |
L= |
.
=
9]
.
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CHRISMAN PALLADINC: I heor expressions like

one.

¥®, BURNETT: Oh, yes, I have left cut the
internal threat. The intarnal threat remained at one
constant throughout this time.

COMMISSIONER GILINSXY: What was this adout
Ruche and Chapman saying what would not be chanced?

MR. BUINETTs I will read it again.

COMMISSIONER GILINSKY: Read it again.

MR. BURNETT: I will try to paraphrase also
the front endi. They came up and said maybe it would be
better if we don't put the threat out in open literature
because DOE, now DOE ani then ERDR, doces not do that.

In addition, ve might be giving the
adversaries more information than can be useable to
them, that if they knew the size of our threat directly
then maybe they could postulate more easily ways to
defeat th2 systemn.

So they suggested four alternatives in their
paper. The first alternative was to go with all the
information in the public realm. The second is review
of the threat information in general terms, which is
like the "several.” The third one, withhold the threat
information under 10 CFR 2.790 as proprietary. They

f3lloved that up but the leg2l staff did not feel
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confident d4oing that., The fourth suggestiocn was to
classify the threat as did FPDA at that time.

They suggested in their pager that they opt
for classification, but that none of the proposed
apprcaches shculd alter the design basis threat that had
been 2stablished in the previous document. In other
vords, the way I read that is the numbers decn't change.

¥R. DAVIS: Well, you have jot to reald wvhat
they said =--- '

CHAIRMAN PALLADINO: You said something that I
thought I heard differently just a minute sgo. You sfay
they optel for classification?

MR, BURNETT: The staff suggested
~lassification. In the final analysis the Commission
did not.

CHAIRMAN PALLADINO: Oh, I thought they had
proposed the use of the word “"ceveral.”

MR. BURNETT: They did as one of the
alternatives, but the statff preferred ---

COMMISSIONER AHEARNE: That wvasn't the one
the;y recommended.

COMMISSIONER GILINSXY: Well, one cof the
things th2y werz2 concerned about was that the reacter
“threat"” not de different than the fuel cycle "threat.,”

Now this hotherei some peopla and it 4ida‘t dother other

ALDERSON REPORTING COMPANY, INC,
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people ani it never bothered me. B3ut the reactor people
were terribly upset. Hce were they going to explain It
if they have a lower threat. So one reason it wvas
fuzzing thinzs was to fuzz that difference.

¥R. BURNETT:s 1 think that is true 2nd that is
sapporteid in this paper. Th2y 20 in the first paragraph
talk abeat response capabilities rather than the threat.

COMMISSIONER GILINSKXY: Well, that is right.
You know, there are several other variables here which
is the hijhly motivated and high armed and so on.

¥R, BURNETI: Yes.

COMYISSIONER GILINSXY: As I remember, or at
least what I think was meant vhen they said ve won't be

changing anything was that, you kXnow, by adjusting

‘<

highly mctivated and highly armed and so 2n you are
32ing to jet abcut the same results. £o wve are not
going to require anything d4ifferent as a resul® of
saying several. But I don't remember the Commission
ever fixing on That just doesn't Jibe
vith my memory which is nct infallille.

¥R. BUINETT: And of course no member on this
side of tha table vas hare.

COMMISSIONER GILINSKY: Good.

(Laughtere.)

COSXISSION

ta

R GILINSXY: 1In which case I do
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r2member.

ralative s

(Laughter.)

MR. BURWETT: I am just tryinc to ¢glean +he

ections from the Comanission papers. Another

thing I 4o5n'% have are records o2f the meetings.

r2ad what th2 conclusion of Ruzhe and Chaphan was.

MRe DAVISs I think it would be wvell if you

That

is the point that Commissicner Gilinsky is talking abocut.

¥R, BURNETT: I will read ’+« again. "The

sacurity measures and acceptance criteria required to

assure a halanced security program designsd to protect

against the threat as defined in 73.5%5 are not altered

by the proposed changes cffered here within.”™

remember us fixing numbers like

there wvas
flexible,

Kennedy.

m2etinge.
tell wvhat
vhiat came

the Ruchs2

COMMISSIONER CGILINSXY: In any case, I don‘'t

In fact,
strong insistence on leaviny tha numbers

and no one wvas stronger on this than Nr.

I think in the end he prevailed.

MR. BURNETT: We do not have a record of the

There was no transcript taken. I can only

wvas submitted to the Commission. We do know

back, and that was to go with "several.,”

COMMISSICONER AHEAPNE: This was a meeting on

ani Chaipman paper?

¥8., JURMETT: VYes, sir. S5 that interaction I

ALDERSON REFORTING COMPANY, INC,
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can't coaaent on.

CHRAIZ¥AN PALIAPIND: The hiegtory is
irteresting, but nov T guess Lhe Jquestion cOzes down to
va2ll, wvhat 40 you ase, ocr what <13 you us2 in setting up
these criterla? Then the gqUestionl is are ve satisfied
that that basis 35 okiy or 45 we want to change that for
one reasan Or anvthew.

¥R. BURJETT: The criteria employed had in
mind and sne.

COMMISSIONZR AEEARNE: So for the external
threat the criteria vere developed on the basis of

MR. BUPNETT: Correct. Now I also would like
to augrent that within certain ranges the criteria wvould
not alter a graat deal if the threat, fcr instance, vas
officially because the responses
of a security system are not that finally tuned to an
ajversacy force.

CCHMISSIOCNER GILINSKY: Well, I remember that
also beiny a point, that we 21idn't wvant to have a systenm
that in one way or another fell apart i€ you changed the
nusbers. That is one reason for using "several” rather
than fixiag on a particular number. In most cases that
would probably be taken care c¢f, but there may le
circumstances or grotect24 m2chanisms that 1o fall apart.

CHAIRMAY PALLADINC: But nevertheless there

ALDEHSON REPORTING COMPANY. INC,
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vas a basis used to develop these criteria.

MR. PUENETT: Yes, sir, 73.5S.

CHAIRMAN PALLACIND: I jather based on your
canclusion you are saying you see no reason to change
that basis.

¥R. BURNETT: That is correct.

CHAIRMAN PALLADINO: All right,

Go ahead, John.

COMMISSIONER AHEARNE: Did Ruche and Chapman
propose the word "several” in that option? You had
mentioned the cption was to use a gensral term, but did
they actually come up with the term "several®™?

MR. BURNETT: The paver is divided into two
sections. I am sure they did, but I want tc make sure.

¥S. MULLEN: They suggested replacing the
specific numerical definition of the threat with a
g2neralizad description and they offered new language
for 73.55 which used the word "several.”

MR. BURNZITT: Now where is that., I want to
make sure that I know it. See, she is going to the
back=-up ba2causa2 it is not in the cover -- yes, here it
is. We will read it. Paragraph one: "A determined
violent 2xternal assiault or a2ttack Dy sealth by several
persons.”

Thank ycu, Sally.

ALDERSON REPORTING COMPANY, INC,
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COMMISSIONER AHZARNE: Coull you go through an
ejuivalent development of the small group?

MR. BURNETT: I 4id not come prepared tc do
that.

COMMISSIONER SILTN3KY: Can I give you a
capsule version?

COMMISSIONRZR AHEARNEZ: Yes.

(Laughter.)

COMMISSTONER SILINTXY: 1t started out at one
point that people uet; talking about

and for reactors. Then there

was a certain amount of disccafort about having a
1ifferenc2. A pact of the r2actor people, they didn't
vant to b2 subject to the criticism that they weren't
protec+ing against the threat that wvas lurking out

there. And if the fuel cycle facilities vere protecting

against

You kn:u,‘the descriptions were fuzzed in such
a way as still to leave some distinction and have the
fuel cycla prota-tion somevhat gr2ater in some
qualitative way. In one case the word "several™ used

and in th2 other case "a group”™ was used

ALDERSON REPORTING COMPANY, INC,
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So it is, you Xnow, 2
little bit shifted cver tc the right. Now that is abecut
it.

MR. BUSNETTs: There is extensive paperwork to
show that one is gar2ater than the other.

COMYISSIONER GILINSKY: I won't tell ycu how
many hours were spent on this.

(Laughter.)

CHAIRMAN PALLADINC: Then I gather yocu changed
terminolozy fIrom reactor to radislogical sabotage and
changed parhaps some cther kind of facility to theft.

MR. BURNETT: Yas, sir.

CHAIRMAN PALLADINC: So now you speak in terms
of theft and radiological salotage.

¥R. BURNETT: Yes, sir. Now I weould like to
go back and see if I can give ycu a little more relevant
information. This document, the Safeguards Cesign
Threat draft woriing papar €£or the CGasmo Stuly
postulated a range of threats ranging from three to
téelve. That vas follows2d up by a joint ERDA/NRC task
force. This document selected a classified nunbder of

T™at level of threat was accepted by the
Commissioa and terwed a small 3roup.

CHAIRYAN PALLADINOC: Who was that proposed for?

Mo

[8§5)

JENETT For theft, and the naabers that

ALDERSON REPORTING COMPANY, INC,
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are used are and they wer2 created by this
1ocument in July 137¢.
CHAIFMAN PALLADINO: That means
is that rizht?
¥R. BURNETT:; Yes, sirc.
COMMISSIONER AHEARNEs It was terme’ "small
group.”

MR. BURNFTT: It was teraed "small group.”

Then the Zommission in a latar action acca2pt241 the small

group terminslsgy and put th2 rule out for publication.
¥onth and year?

MS. MULLEN: The up3rade rules?

¥R. BURNETT: Yes.

¥S. MULLEN: Firally in 11/79.

MR. BURNETT: 11/79.

COMMISSIONER AHEAPNE: Equivalently you
mentioned that the criteria you were using for reactocrs
ended up beinc to develop those criteria.

k. BURNETT: Yes, sir.

COMMISSIONER AHEARNE: When you do fuel cycle
facilities, do you deal

¥E. BURNETIs VYeos, sir.

COMVISSICNER AEEARNEs Now I noticed in the

7¢h Acnual Report on Dcmestic Safeguards the descripticn

o0f "NE's +hreat and the guots is "DOE characterizes the

ALDERSON REPORTING COMPANY, INC,
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terrorist threat f£f5r planaing purroses is a group cf

MP. BURNETT: We liscussed this axtensively
at DCE. Again, we don't see the numerical difference in
there as the really controlling point. It is one aspect
of a threat. There are other equally important asrects,
the methos1, the tactics, the weapenry and the
motivation. A security system isa't aligned at just one
anumber.

COMMISSIONER AHEARNE:s YNow 40 you in DOE
believe there is a2 major difference “etween the threat
they usei andi th2 threat we use?

MR. BURNETT: No, sir, and they will be to the
microphon=a.

COMXISSIONER GI

INSXY: For waat?

(2}

COMYISSIONE®R

o

HEARBNE: Well, I was going %o

03]

get to that. First, I was going to say in the
safeguards and then, second, since DOE does have some
reactors what =--

MR. BURNETT: The threat asso ‘iated with
theft, DOE and N3C I believe are comparcable. DOFE is
present.

ME. ISAACS: ¥y name is Tom Isaacs. I am the
Deputy Diresctor of Safajuard and Security for DOE. It

is a pleasure t2 be here.
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It is hard t2> give you a short ansver to your
question in that we do think oSur threat profiles are
comparable. The current DCFE threat guidance or policy
that we have out in the field is exactly as fob states.
It is adversaries and iacludes potential
inside assistance.

However, we are currently in th2 throes of
looking to modify that threat in a number of ways which
I would b2 happy %o 31iscuss wicth you. Whether they will
change the natures of the effectiveness or the level of
protectisn I think remains to be seen, but we do believe
that there has been gquite a bit of an overemphasis both
on numbers of adversaries, because of some of the
reasons that 25b alludsd to 21d scme othars, and also an
overemphasis con the concept of a design basis threat
because we believe that adversaries have the ability to
adapt and th2y haiva th2 ability to usa creativity in
bring effective threats tc bear that don't have anything
to> do with the natures of the sprecific design threat.

So we are looking for toward modifying and
enlarging our threat to an envelope of potential
adversarias, som2 of whon may pra2ss 2n yosur systenm
mostly in ons direction, say, l1ike a terrorist group
wvhere nuabers mnay be very imgpcrtant and other kinds of

adversariass who 3ay put a difficult on ycur system of an
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entirely different kind tecause perhaps they will te
more inventive or more innovative or have better use of
insiders or be atle toc better create a consgiracy, those
kinds of things. So we are looking to broaden our
concept of how we look at aaversaries.

COMYISSICNER AHEARNE: Do you have a
aifference in the type of threat with respect to the
type of facility that you are attempting to guard?

¥R. ISAACS: No. If a facility meets the
criteria, which is essentially if it is of natioral
security significance or if its damage could be of
significant impact on the general public health and
safety, w2 hava2 3 single specific threat range or
envelope that we would use.

COMYISSIONER AHTZARNE:; So FFTF, for example =---

MR, ISAACS:; =--- would have the same threat as
Rocky Flats.

COMYISSIONER GILINSKY: I was going to say you
have Jot reactors on reservations far awvay from gecple.

MR. ISAACS: Now we do maka2 some special
concessions for places like PANTEX where we have
finished weapcns assemblias.

COMMISSIONER AEEARNE: €So, for example, you
would then have this same kind of threat gcing against

the any rceactor 3r like reactor you might have?
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MR. ISAACS:s VYese. If y2u 1225k at a
sophisticated adversary, there is no reason in our
judgment to susp2ct he will have 2iffarant capabilities
to bring to %ear if he chooses to steal material versus
if he chooses to sabotage a facility.

COMMISSIONER GILINSKY: Well, except that what
you have to decide is how much prcotection you want to
have. You don't guard a candy store the same vay you
guard a bank.

M3. ISAACS: Ajre2i, but you don't change the
threat to accomplish that. You charge the level of risk
that you would b2 willimz to put up with. If an
adversary chooses to do one action or another he can
bring the resources to bear that he needs in order to
accomplish that within his capabilities.

COMMISSIONER GILINSXY: Yes, but this is Jjust
a way of applyiny a standarcd.

M3, ISAACS: I understand that. We are not
faced guite with the same difficulties that you are
because we set policy with one hand and give money with
the other.

Laughter.)

¥3. ISAACS: And sc we have more flexibility

in trying toc be realistic about these things. You are

under the onersus burden of being fa‘r.
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(Laughter.)

COMMISSICNER GILINSKY: NWell, it isn't just a
mattec of bainy €fair. #d2 ars supplying a certain test
for reactors and we have decided that it is more
important to guard the fuel cycle facilities because
there somz2one zould rmn off with material and export it
anyvhere in the worli.

MR. ISAACS: Let me Jjust aid one point. There
is a diffarence between the kinds of reactor facilities
that we di2al with, FFTF asid2. Whan we talk about the
preduction reactors, we are talking about reactors that
have national sezurity significance, and therefcre the
impact is not just the =--

COMMISSIONER AHERRNE: That is why I carcefully

chose the
MR. BURNETT: I wvonder if this would be the
proper time for Y“r. Isaacs to give their presentation.
CHAIR¥AN PALLADINO: For who?
¥R. BURNETT: Y“r. Isaacs from the DOE.
CHAIRMAN PALLADINO: I see no reason why not.
MR. BURNETTI: I have given about
three-jyuarters of it.
(Laughter.)

¥R. ISAACS: Up until now basically our threat

guidance to the field or osur threat policy has been ver
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much in align with the same policy that ¥RC has and I
think it is very comparable in tarns of its
effectiveness. It is it identical? No. Does it have
to> be or should it be? I don't think so. I think we
have unigue situations.

“e have come to fesl over the last several
years, b2-ause of some of thes things I just mentioned,
that we probably ought to modify that to try and reflect
reality a little bit more. B8y reflecting reality what I
mean is th2t the concept of a design basis threat, that
is defining a single threat which you say if ycu can
m2et this threat you are okay and if you can't meet it
;7u are not okay, prcbably doesn’'t reflect what
adversaries are going to do. In other wvords, an
adversary generally will either bring to bear the
resources e feel are required to do the job or he is
not going to attampt it in th2 first place. That is one
thinge.

Seccndly, there has been a focus on
terrorists, and understandatly so, because of the
tremendous amount of publicity and public reacticr that
has occurred over the last dzcade or so. So beth NRC
and DCE have really respondei to physical prctection
measures focused on effectivaly encountering terrorists

and I think we have got to d> that., I thirk it is
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probably still, along with protection against the
insider, cur hignest priority regquirement today. 2ut
there are other potential adversaries out there as well,
some of whom may have gualiti2s that are mnore difficult
to protect against than the tarrorist. They may not
have as scophisticated an armamen system, but they may
be much more ing=2neous.

W2 have seen cases in history where smaller
groups of pecrle have succeeding in malevolent acts
where larjer mor2 well armed jroups of p2opl2 have
failed.

So what we are trying to do is to give our
facilities a broad level of guidance 2f the range cof
envelope 2f types of adversaries that are out there. So
that is one chanje that we have.

Secondly, ve have noticed that, if nothing
else, for sure threat change with time. They are
dynamic in naturs., We see more and more concern, and
some of it as a result of occurrences in the license
sactor, t> worrcy about the insider threat. We have seen
scme incidents and scme trends that lead us tc have more
soncern. SO Wwe are focusing more attention, for
example, on our production reactors against sabotage,
the exact thing you are talking about. We ar=s focusing

atch more attentisn and aoney o5n the protaction cf those

ALDERSON REPORTING COMPANY, INC,
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£acilities than we have had until the recent gpast.

COMMISSIONEP GILINSKY: What scrt of credit do
you give for a clearance?

MR. ISAACSs What sort of credit do you 7jive?

COS¥ISSIGNER GILINSXY: For a clearance.

MR, ISAACS: I think you don't put a number on
it. What I think you do is ycu say that we can't
quantify it. We are not sure hov effective it is, but
we believe it certainly is more effective tc have people
who have been zl2ared into ysur facility than those that
haven't. So we think it is a worthwhile procedure to
follow.

We 4oa°'t give any cra2dit in thes sa2nse that ve
say tc ourselves we telieve that if this person is
cleared ve don't have to be concerned about him being a
potential saboteur or working potentially with an
external force to divert nuclear material. We give no
credit in that s2nse other than to say that there is 2
certain degree of conspiracy beyond which we believe ocne
would prudently not protect because of the fact that
people are clear2d and it wculdn't occur because people
are clearsd and perhaps thers is a higher reliability
bacause of that.

COMMISSICNER GILINSYT: Do you have any idea

how your 31scess sontrols conpare with those in the

ALOERSCN REPORTING COMPANY, INC,
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License sector?

¥P. ISAACS:; The actual access contrels I
would say are probadbly comparable. Given like
situations they are probably very ccmparable.

COMMISSIONER GILINSKY: I m2an physical access.

MR, ISAACSs I am talking about physical
access as well. I think they are comparable. For
exaaple, if you go to PANTEX, you will find a very
rigorous access control system into that facility and at
some other places it is somewhat less rigorous. There
are facilities where we are not happy with our access
controls and we are working to upgrade them right now.

COMMISSIONER GILINSKY: But PANTEX is a pretty
different place than 2 power reactor.

MR. ISAACS:s Yes. I would say for gpover
r=actors in the sense that we have something comgparable,
there would be comparable access requirements and actual
inplementation.

CHAIFMAN PALLACINC: You mean in the reactors?

MR, ISAACS: I am sorry?

CHAIRMAN PALLADINO: You say in your reactors
you feel access control is comparable to what ve have in
ours?

MR. ISAACS: T5 the best of my knovledze, they

wculd be comparable.
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CHAIRMAN PALLADTNO: My memory, and I have to
back a numper of years, so I am not sure I can compare
in the same time frame, but what I see in commercial
reactors today and what I remenmber, they are not
comparcabla, ¥y imgtassion is thes commercial reactors
are far more s*~‘ngent.

¥R. ISAACS: 1In commercial reactors, ves.

CHAIRMAN PALLADINO: By I am coaparing two
different time frames.

¥R. ISAACS: As a matter of fact, you are
absoluteiv right. When I caze into the safeguards
business in the 2id-70°'s I would agree with you, and as
a result we have spent guite a bit of money recently on
production rz2actsrs, as I mentioned, for exactly those
kinds of reascns.

CHAIRMAN PALLADINO: So my memory is ncot
applicable. It is applicable but it is not relevant.

(Laughter.)

COMXISSIONER ARZARNE: We all know what you

{Laughter,)

¥R. ISAACS: That really is what I planned to

say t2 you all, but I would be more than happy to answver

any questions or go back and do any kind of fumbling in

ra2seacrch that wnizht b2 n2cessary to meet ycur
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requirements.

covxl

(0]

SIONER AHERRNEZE:; €So I gather though from
what you have said that you have the same pesition as
8¢t does and John, that there have been nc real changes
in the evants that you have s2en that leals you to
conclude that the size of the threat is growing?

MR. ISAACS: I would have to answer you and
say that I think there is an overemphasis on the number
of people that are in a threat. I think that it is
focused on far tco much and it is to the detriment of
the kinds of things that need to be done in order to
make facilities 2ffectiva I future threats.

Now having said that, I think there are some
trends out ther2 that we all need to pay attention to.
I have often told people before that I think I am in the
business o9f walking the fine line between paranoia and
prudence and if I am 32in3 t> 2rr it is on the sie of
paranoia.

I think thare are some potential threats out
there that we have to concern ourselves with so that if
they look like they are going to become more realisitic
w2 have to worry about them. One is demonstrations,
pacticularly at our facilities at Lavrence Livermcre we
have seen an increasing number of demonstraticns. We

had someone actually g2 over a fence, as you are
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probably awvare, ani go into one of our facilities. We
consider these things in a very serinus vein and we are
doing something about it.

Now ars we changing cur policy? VYes, we will
te taking a look at the policies we have fcor protecting
against demonstrations because if you locok in Europe at
vhat the »o5tentiil is some plize down the road it could
become much more sericus in this country. It is a kind
of thr2at against which we have not: designed effective
r2sponses in every case. In some cases we do very
well. So that is one example for you.

The insider I think is another 2xample. I
think SRC has also looked egqually hard at sore of the
trends in insije pota2ntial adversaries and what you
might have to do and there are others as well.

¥R. BURNETT: I might add that DCE and NRC are
having extensive dialogue in the new directions that
they are considering. Wha2n they finalize their threat
we will have to analyze that data and the statement for
relevance to our poesition.

COMMISSIONER AHEARNE: Bob, if you were %o
take the threat, howvever, you want t2 describde it,
numbers or anything, whizh apply 23ainst the £fuel
facility and applied it against the reactor, would you

have o substantially change the criteria that y2u nowv
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MR, BURIVETI: VYes, sir. If you applied, ¢ I
understani you, the =mall group as opposed ¢to the
several, that would change the criteria. Now I have the
Licensing Branch Chief with me, George “cTorkle.

Would you like to add souzthingy to that?

MR. McCORKLE: No, sir. I agree with you.

The smaller groups with their capability

would certainly present a different problenm
€o2r us. It is inhersntly larger in size. Of course, if
you use the entire threat statement, then we would have
t> worry about internal conspiracy which would make a
significant change.

¥R BUPNETT: 2 significant :-hange, I want
emphasize that.

COMNISSIONER AHEIARNE; Yes, I understand
that. On2 of the advantages that had been cften used
for the use of the word "several®™ is that it is an
approximate nuaber. It 35esa‘'t really pin down any one
specific. That is £fine uatil you walkx dcwn the
argument, however you compars the plans versus this
other criteria, that the criteria are estatlished on the
basis of which then leads to the guestion, vell,

what if you apply this same jeneral flexibility and

-

lat’s goc to small ¢

w
"

-~
-

-~
e
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Now I gather £rom what you said, ¥r. YcCorkle,
that the key is the Is that *he
key peoint?

MR. McCORKLEs Well, that would cnly be one of
them. As several people have indicated, the driving
force is a9t the actual numb2r of advarsaries within
r2asonabl2 paramaters.

COMNMISSIONEZR AHEARNE: Right.

MR. McTORKLE: I think if you accept the fact
that the several persons started cut as and let
us assume that it is worded within reasonable parameters
to that aumber and

I cannot s=e how we would chanjy2 th2 criteria we
gse in evaluatinz the plant.

COMYISSIONER AEZAENE: Yes. That is why I

asked is the kxey to the reason that the

¥R, ¥cCORKLE: VYes, sir.
MR. BURNETT:s VYes, sir, that is the key.
¥R, MzCORXLE: It has more potential, and
especially since that is also a flexible number.,
CHAIRMAN PALLADINOC: Did you mean to iaply

that if the number for sabotzge that you would

2llow that suard force to g9 iown to five anyhow? That

ALDERSON REPORTING COMPANY, INC,



10

1

12

13

14

15

16

17

18

19

20

21

22

24

25

50
is the implication I cot cut of what you said.

¥R. McCO®=KLE: Well, of course that is only a
minimum.

CHAIRMAN PALLADINO: I agree it is a minimum,

¥R. McTOPKLE: The number of juards that ve
employ out there we say are dedicated to a response.
Now that 40es not mean that those are the only armed
guards availabtle for a response. There are other
functions sut th2r2 the juardis occupy that they could
drop.

CHAIRMAN PALLADINOs 1 still maintain my
question with all vour caveats. Would you still let it
go down to five?

MR. McCORKLZ: VYes, sir.

CHAIRMAN PALLADINOs Even if it was a

as your desiyn basis threat?

MR. ¥cCORKXLEZ: Yes, sir.

YR. BUBNETT: George, I think you should say
in the pra2sencs 2f other features.

¥R. ¥cCOEXLEs Pight.

CHAIRMAY PALLADINO: Given the circumstances
that allowed you tc 3o to five based on you are
saying you woull still 3o to ==-

¥R, NcCCRKLE: There is more immediacy for

g2tor facility. We ara worried

w
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*here about stopping an act of sabotage. That is a
£srce that comes in and commits the ac%. “here they
have a €acility they have to come ia, they have to
penetrate the aresa where the material is, steal it and
start back out ajain. S5 th2 tim2 factor is mecre with
the defensive force.

CHATRNAN PALLADINO: I agree with all that,
but you said earlier that you had developed your
criteria on the basis of a given design threat and that
was outsiders and cne insider. On that
basis you said if the circumstances are right you will
l2t th2 juard force that would respond be as low as five.

MR. McCORKLE: Yes, sir.

CHAIRVYAN PRLLADINO: Now if your design basis
threat wvere
would you still allow th2 re2sgoniing juarl force to go
down to five?

MR. McCORKLE:s Yes, sir, it could be. It is
nct the driving thing.

CHAIRMAN PALLACINO: So you are saying that
this desijn basis threat then, even though that was the
basis for which ycu develcped this criteria, that even
if you changed it the criteria vouldn't change
at least so far as =---

v -

¥Re M=ZOBXLE: On that portion o9f it because
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it is a balanced system. The defensive force is nct

entirely iepaniesnt on =---

CHALIRu4AY PALLADIYC: We have a set of criteria
and if the criteria are met and they were develored on a
reascnable basis then we don't have to wvorry about what
“several” means. That is what I am 2xploring. You are
saying this is insensitive to what "several"™ means, that
the criteria are insensitive.

MR, McCTORKLE: I believe tgat the basic
difference though on the minimum number, in
consideratino of the difference in the size of the
force, was the nature of the act we were protecting
against. Again, it is a guestion of the time element
with the theft which is our principal ---

CHRIRMAN PALLADINO: I wasn't talking about
theft. I was just talking about sabctage.

MR. MCCORKLE: Of course at the present
facilities frcm a standpoint of radiological sabotage
within th2 fuzl industry and the absence 2f plutcnium
out there, we are not particularly concerned about
radiclogical sabotage. Cur primary concern is theft.

COMMISSIONEE® GILINSKY: Say that ajain?

CHAIRMAN PALLADINO:; You are mixing me up. I
wanted to stick on just one subject and that is csabotage

§or reactors. 1L am talking reactcrs nove. T want to

ALDERSON REPORTING COMPANY, INC,
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know whether y2ur criteri2 would change if I changed
g =w=

MR, ¥=-CCEX1Z: If you changed the number to

r2acteorse.

CHAIRYAN PALLADINO:¢ If I changed from
for reactors for reactors.

MR. McCCRXLE: At the level I wculd
start to thihk.

COMMISSIONEP GILINS¥Y:; Well, I think you have
to say that your confidence wculd go down.

CHAIRMAN PALLADINO: What would go down?

COMMISSIONER GILINSKY: Albout protection.

CHAIRMAN PALLADINO: Would you change the
criteria? That is what I want to knov.

MR. BUBNETT: I must aimit that I would have
to look at thate.

MR. McCORKLE: We have got a amind-set of

if I understood your question. Dlefinitely

w2 would start to> think about what that criteria =--

MP. BUBSETT: I would like to acvgment what he
saide I would have to review that.

COMVISSICSNER GILINSKY: At one pcint wve
attached high confidence tc these numbers. We said thatv
you had to protect with high confidence, and scmevhere

along the way I think high confilance bit the dust.

ALLDERSON REPORTING COMPANY, INC,
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MR. BIINETT: No, sir.

COMMISSIONER GILINSXY: Is it still there?

¥R. BURNEZETT: Tn one form. The geo2l of
safeguaris is high assurance an? that is still the rulse.

COYMISSIONER GILINSKY: That vas a big
compromise with Joe Hendrie. Thinking of it that wvay,
the idea was %o have high confidence by protection with

at fuel cycle facilities, Put
you would have a certain degree of protectionr at
r2actors igainst although not
quite the same level of confidence.

MR. BURNETT: It would cut intc that level of
coniidenc2 in reference to the rules. I think that the
staff would have to c¢Ime back and evaluate if the threat
was aumbared thiat wvay.

CHAIRMAYN PALLADINC: Can I ask you a couple of
gquestions t> help me clear up my swn thinkin3z.

Cne, ycu recommended that wve make nc change.

I foryot how yo2u woriedl it.

MR, BURNETT: Cur evaluation of the incidents
since the formation of the threat, we haven't seen any
reason to alter the threat statement.

CHAISMAN PALLADINO: Well, on the rasis of
that one might say that the Commission needs to 1o

nothing.

ALDERSON REPCRTING COMPANY, INC.

54



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Then “several" woul? remain in, what is it,
72.12

ME. BURNETT:s Y2s, sir.

CHAIZMAN PALLADINO: And ALAZ 653 would remain
the same. It wouald say we assume

¥R. OLMSTEAD: You have got to be careful
about ALAB 653. As it sits now the only people who have
access to it are the people who wvere granted access to
it in Diabdlo.

COMMISSIONER GILINSKY: dhat does that mean?

MR. OLMSTEAD: Well, that means that inr
another proceeding, and may be misreading what you vere
starting to say.

COXXISSICNER GILINS¥Y: Oh, yocu are talking
about the audiance here?

MR. CL¥STEAD: Therz are a number of people on
the staff and in our cffice who have not had access to
that decicion. The pecint I was making is since they
have not really released an sanitized versicn it has nc
precedential valuae in any other proce=1inj.

CHAIRMAN PALLADINC: What I am getting at is
we could 15 nothiny on tha basis that ycu say "several®
is fine and you wouldn't change the criteria because you
are not chan;in3 what you meint on th2 basis for

developing the criteria. We zcould gc away and do
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nothing and then T was wondering where dces that leave

us? Are we in a goo2 situation or are we in some
awkward situation because of what ALRPF 653 ---

MRe OLMSTEAD: I think, too, the2re is one
other poiat that shculid be made adbout ranges. Nobody is
392ing to litigzate

3£ it is
The thing peopie want to kncw
is what is the upper bSound. That is what is at issue.

CHAIRMAN PALLADINC: Aside from ALAE 653,
another ns2aring board comes along and they say ve have
got a security problem and we think you are right if the
number is Now we again miszht have difficulties
saying that WJe accept or not, Are we willing tc
let the status quo =-=--

COMYISSIONER AHEARNE: Llet's take this case of
another hearing. Let's suppose that ther2 is another
plant and the intervensr challenges the adequacy of the
energ2ancy plan 2nd comes in with the challenge is the
plant can't handle a dedicated attack of
Now how does the staff defend against that, that it

ritaria andi the number is

0

m2ets th2 emarg2ncy plan
irrelevant, or dses the staff defend against it %y
saying that the number thzt ha2s to be met is

¥Res JLY Al: That jets to be very complex

Y7

-
-

(0]

hecauyse tre2re is another contenticn that has tc come in
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anead of that 4hich ycu have 1n some c-ases ani don't
have in the other cases, and that is the interglay
between 73.1 an3 73.35.

The criteria that everybody is talking about
are the iaplementing criteria for the specific
r2quirements in iB.SE. If you litigate that you never
get to thz2 thr2at because everybody agrees that whatever
the threat is that meets it. It is when you are
challengines whethar that critaria adequately implements
73.55 that you g5 to the preface of that section which
throws you tack to 73.1 and you get into the question of
what the threat is.

COMMISSTIONER AHEARNE:; Let's assume that they
do all of that.

MR. OLMSTEAD: If they do 2ll cf that, then ve
go to the staff and say what is your position on this?

COMMISSIONER AHEARNE: And your position ends
up being?

M2, BURNETT: If it was a convincing argument
that the threat is really a number as I said
earljer, we woulil have to re-evcoluate the criteria in
73.55., I don°'t think we tnday c:n sit here and say what
would be the impact of

KY: It seems %0 me we

(V4]

COMMISSIONEE GSILIN

L

sughtn®t ¢t5 let the tail wag the dog here. We ought to

(8]
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design the protection that we thiank sught to _e there
and then figure 2ut how tec deal with hearings rather
than 12sijn prota2stion €for h2arings.

CHAZRMAN PALLAZINO: No, there are two ways of
astablishing what th2 m223ninz of “several” is. 0One, we
could establish it, or, twWwo, somebody can establish it.
What I am gettiny is the bcaris are starting to
establish it. D5 we want to go that way if we let the
status quo ===

MR. OLMSTEAD: i4on't think the boards think
they are 2stablishing it. They are trying to figure out
the degree to which they are allowed to litigate it.
Essentially what you get into if you allow them to
litigate what th2 threat what the threat is in a
particular plant is you get into scenarios and it takes
a long tize ---

CHAIRMAN PALLADINO: I 4don't want that and
that is why I am briaging it up.

MR. BURNETI: 1I¢€ I zould aid, I don’'t think it
would be wise to put number out there. I thiak
the way it is goiny is more advantagesous because, as
2il1]1 just illuminated, the bigger than actual nunmler
that you 1ll saposrt, ths mor: ss2narioss we have to deal

with, when actually, as DCE has told you, there is too

mych emphasis on this nunmter.
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CRAIRYAN PALLADINC: I am ad5t sauggesting that
I wvant you to do that. T am saying if your suggestion
is the design dasis threat raviews =---

¥R. TIRCKS: Couldn't we get around it by
establishing the criteria as the basis for the =---

CHAIPYAN PALLADINC: That is what I was trying
to get at.

MR. DIRCKS: Formalize the criteria and say if
they meet the criteria you won't litigate it.

CHAIRMAN PALLADINO: Notwithstanding it is not
necessary to cefine "several®™ ---

MR. OL¥STEAD: Then you have come £full
circla. What 35t us to this point in the first place
vas Gesmo where Carl Builder estarlished performance
criteria which was thr2at bassi ani want avay fronm
specific sriteria. If ycu go back to that, then you are
back where you started. That is all right. There is
nothing wrong with it.

MR. ISAACS: One o: the things I wanted to
mention and neglected t2 in suppcrt 2f this is that in
DOE's experience in the last several years where we up
yntil reza2ntly hai only scecifications, not performance
oriented safeguards but specificaticns, we found that in
facility after facility it was possitle for those

facilities to meet every single one of the black and
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white specifications

That is why ve £a2l+*
there was an overlay necessary of a nerformance criented
policy that said in addition to this you have got to
have some kind of syscenm.

¥R. BURNETT: That is the very reason ve have
that 2labsrate program 2f inspection, confirmatory
visits and a regulatory r.view tc find gaps that reading
the black and1 white 1oces not correctly illuminate.

CHAIRMAN PALLADINO: But if you find gaps even
in the criteria ysu can £ix up the criteria.

MR. BUINETT: 1Y2s. In fac: that regulatory
reviev helps us to say, hey, it is t:ing misinterpreted
or it is being misimplemented so it -an, shall ve say,
fine-tun2 th2 r2julations as well as the systenm.

COX¥ISSIONER AHEARNE: I had no problem with
any of that. I thought I was fairly comfortable with
the various discussions in the past tetween the
differenc2s in r2actors and fuel facilitias and all of
those in the approaches. The difficulty really arose
wvhen we now have a board which seemed to conclude that

Y azainst the

[

the only #ay it couldi test the adazu
challenge was t¢ reach a specific conclusion of the

number.

MR. BUBNETTs Agreec.
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gart may have bheen the
board*'s conclusion that they only way they can test it
is to reach a specific number, but if once they reach
that conclusion I think they did a reasonatly good
historizcal trazk and they camne out tha same place Bob
has just come out because they seemed to be bound and
datermined that they had to have a nuaber.

COMMISSIONEE SILINSKY: Well, but that was
wrong in itself.

CHAIRMAN PALLADINO: You s2id you see no
reason £: chang2 ani I an not takiny excaption to
that. S5 we couldi leav2 the meeting and say the status
gquo and 49 nothing. I still think that leaves us with a
problem, and that is the hearing boards.

COMYISSIONER GILINSKY: We have to tell the
boards something.

CHAIRVYAN PALLADINO: I agres. S0 nowvw we have
a couple 2f optisns to tell the board. One, ve could
say we want no particular number attached toc the wvord
“several."” Youar 2valuation shall be cn the criteria
that we have listed. Is that a reascnable approach or
what problems 40 we jet ints ===

MR, BURINETI: I would like to ask legal what

pcoblen that gives us.

ALDERSON REPORTING COMPANY, INC,



10

1

12

13

14

15

16

17

18

19

20

21

22

24

25

62

¥R. OLMNSTEAD: Well, it 2ceosn't jive ycu a
legal probdlem. It gives you a tiaing problem because
you have increas24 the amount of safzjuardis information
that can be litizated in individval cases.

CHAIPMAN FALLADINOs Ch, ycu mean all these
criteria now can be litigated?

MR. OLMSTEAD: Right, and there are lots of
people willing to testify about what the criteria ought
t> be.

CHAIRMAN PALLADINO: What do yvyou suggest we do
based on the racommendation that ve see no basis for
change?

COMISSICNER GILINSKY: Let's see, the
criteria, are they not in the rule?

¥R. OLMSTEAD: The criteria are in the rule,
but if you are saying that your performance requirement
is such that it is threat sensitive and you can adjust
it up and down, then one €irst has to> litijate what the
threat is so that one can argue about what criteria
should be considered.

CHAIRMAYN PALLADINOC: I was trying to get away
from that though. I was trying to say don't wvorry about
vhat the general requirement is. We are 7o2ing to
evaluate the plants against these anncunced set of

~riteria. Do th2y mszet them or don't they meet them?

ALDERSON REPORTING COMPANY, INC,
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¥R. OLM¥STEADP:¢ Then you have tc change the
performance requirement of the rule which allcws the
adjustment. You can't have a1 situation where you are
letting tae staff adjust the criteria and not letting
the parties litigate whether the staff adjusted it
pcoperly.

CHRAIRAAN PALLADTNO: What would we have to do?

MR. OLMSTEAD: VYou would have to take the
performance pertion out of the rule.

CHRIRMAN PALLADINO: By tha performance
pertion y»su mean "several”™?

MR. OLMSTEAD: Well, not the "several”
necessarily, but the part cf 73.5%(a) that allows the
sifeguaris criteria to be adjusted.

CHAIRMAN PALLADINO: Well, I am open tc any
suggstion. We could just leave evaerything alcne and let
vhatever the boards say be said or we can try to take =---

COMYISSIONER GSILINSXY: We cught to> say what
ve think ought to =---

COMMISSICNE® AHEASNE:; I am afraid ve are
going to have to something. We might say "several” does
mean But I am uncomfortable because even if it
is on a restricted access toc that board, it doesn’t

prevent any other board from going thrcugh the sane
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situation.

CCH™ISSICNER GILINSXY: Well, it is the Appeal
Board. They hav2 only 3ct six members and these people
are going to be on a lot of boarids.

CHAIPYAN PALLADINC: There is another proktlem
I was told. ~ don't know what the word “"restricted”
means £or tre monent and I was told you can't classify
this number

COMMISSIONER GILINSYKY: fhat is right.

MR. OLMSTEAD: That is true.

CHAIR¥AN PALLADINC: So how do you restrict it?

¥R. OLMSTEAD: The Appeal EBcard in that
particular case issued an ordier which all parties are
bound by on what the distribution o2f that doccument would
be and it cannot be given to other pecple. Now you have
got a reguest, and I think OGC can tell you about it,
from the licensee in Shoram who would like toc have that
jocumant because he is faced with a situation vhere the
intervenors have access to it and he doesn’'t.

COMMISSIONER AHEABNE: Well, not all the

intervenors.

¥R, OLMSTEADs No, just the county.
CONYISSIONEE AFEARNE: Well, not only the
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one of the parties, yes.

COMMISSIONE? AHEARNE: Fighe,

bat that party

does not I ascume.

MR. OLNSTEAD: That is zorr2zt.

CHAIRMAN PALLADINCS: Let's leave the board for

the moment and say wvwe 4o want to 2define what "several"”

7 means. Can we in some way restrict or classify that

definition? It is my understanding we cannot. We come

out and say "several" means "X" numkter ¢r even a range

10 5f nuabers, I aa toli ve zan't classify it.

" ¥R. JLMSTEAD: I think that is the view of
12 NNSS, that is not ===

13 CHAIRMAN PALLADINO: How can we control it?
14 Then we have t> publicly anndunce it, or is there some
1§ intermediate step? That is the problem I £find with

16 trying to say "several" means "X".

17 COMMISSIONER GILINSKY: I think we have to
18 recognize that this is an area in which professional
19 3judgment is going to be parancunt ani in «hich it is
20 impossible tc put down cut and dry rules. We are just
21 70ing to have to live with that situation and basically

22 adijust the way we deal with it in hearingys tc that

23 reality.

24 CHAIAvYAY PALLADIYNO: What are you going to

26 tell the hearings boaris, don't try to interpret

ALDERSON REPORTING COMPANY, INC,
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"several" an? just goes to these criteria? That is one
way you could do it and that is the way I thcught maylte
might »e >ut, but you siy thit copans up all the criteria.

COMMISSIONER GILINSXY: I think it is an area
where there will just have to be mora deference to
professional judgment. Here are the people who are
charged with th2 responsibility on tha staff.

CHAIRMAN PALLADINO: What I am saying though,
Vic, is w2 go away from this m2eting, unless we continue
the subject, and say there was this recommendaticn there
be no change and we buy it and we adjourn the meeting
and everybody is happy.

Now the boards I think get the clue that
"several"” means bscause whatever one bdbocard might
do, the others would follow.

MR. OLMSTEAD: If you give the opinion out.
The boards don't have the opinion either, except for the
Appeal Board in Diablas Canyon. General Couns2l has a
raquest t> give access to the opinion, but nobody has it
right nov.

COMMISSICNER GILINSKY: I woull tell them that

(%

they misinterprated things and that there is no need to
fix any particalac nuambare.
CH2IRMAN PALLADINO: Emdellish that. Hew can

you convince the® there is no> need ¢o fix any particular

ALDERSON REPORTING COMPANY. INC,
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number?
CCHYMISSIONER GILINSKXY: Well, I could try to

write it down in my little opinicn here in Piablo Canyon.

CHAIRYAN PALLADINOs I am adt trying to create
a problem. I wouldi lik2 to jet an easy rasclution. One
thing we zould 4o is just close the meeting and say we
agree, if we agree, ard I am not trying to prejudge how
the Commissioners feel, btut if th2 Commissioners agr=e
with your recommendation that there is no tasis for
zhang2 ani thera2fore we should nct change, we could end
the meetiny ani if everybody is happy =---

COMYISSIONER AHFARNEs:s Bill, frem your
cansideratisn 3f the boar? system ani? the regulations,
if the Coamission were to say to the boards that in
addressing security plans ani looking at whether 73.1
and 73.55 are meant they would not have to specify a
specific number for "several,” what would e the impact
of that?

YR. OL¥STEAD: Well, I think that would be
helpful, but the nature of the process is that when one
is hypothesizing in litization, which is what all these
experts 15, avan sur own, th2 numbar becomes critical to
setting up their illustration. Essentially what happens

in litigzation is ysu get these peoples inside the plant

ALDERSON REPORTING COMPANY. INC,
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and they start hypothesizing where they are geing to be

and what they are geing to do and the safety people jet
up ani say w21ll, you r2ally =an't io that because you
need to have somatody down in the auxiliary building.
And the mdore people they have they mcre likely put them
where they need them in order to litigate the scenario.

The thing that the boaris have had difficulty

controlling was the number of scenarios they had to heaar

before th2y could get to the performance criteria., So
that is the problem, the practical probleam. Anything
that clarifies that I think is helpful.

COFMISSICNEP AHMEARNE: NWell, I am not sure.
Are you saying that if we were to> say don't focus on a
specific number, it is not clear to me that that helps
the board in that lisitation unless 2ach board then
reaches its own conclusion on approximately how much is
"several™ and beyond that they would say that ve can't

construct a scenario with more than that.

¥R. OLMSTEAD: VYes, and I édon't really vant to

speak for the boards. I know the boards that have had
to deal with _his problem feel it is difficult to deal
with and I think the Appeil Foard indicatad that it
would like to speak tc you when the record vas closed
about i%s own id2as on how to handle the problem.

The times I have been involved with it, and I

JALDERSON REPORTING COMPANY, INC,
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prefer to refer to Gesmc, which is where a lct of this
came out 2f, 2nd one of the consideratisns was thae
everybody wanted to know what the range was, not Lecause
they want24 to know what the range was but because they
vanted to litigate the upper bound lbecause that is wvhere
yo2u get the mo;; mileage because the more nuambers ycu
can run in the more you can 1o with people.

COMMISSICNER AHEARNE: What you are saying I
think is that if the Commission wvere to say you
shouldn't focus on the speci’ic number, the help there
would be that th2 boaris then wouldn't fa221 obligatedi to
try to find a specific number. But as far as the
limitation of scenarios goes it wouldn't 40 anything.

MR. OLMSTEAD: It wouldn't 20 much.

TOMMISSICNER AHEABRNE: Now let me consider the
opposite case that wve don't speak. You said the opinion
hasn't besn i1istributed yet, but, as I understand it, it
is not at all a foreclosed conclusion that it isn’'t
g2ing to nave t2> be distributad.

¥R, JL¥STEAD: No, it isn't and OGC can speak
to that., Althouzh I will say that I happen to knew that
ia another case where that is going on, that isn't the
number the toard has seized on.

CHAIRMAN PRLLADINC: That what?

492, OLYX3STEAD: That is not the number that the

"
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other board is using.

CONMISSIONE? AESARSFs Yy point is that it is
entirely possibla that that Appeal 2oarl 1ecision is
going to have to be released.

- MR, OLMSTEAD: Cr 2t least large porticns of
it.

COMMISSTIONER AHZARYE: And the particular
portion that speaks to what "several” means.

MR, OLMSTEAD: VYes.

COEMISSICNEERE ARZARNE: Now if that does happen

and wve haven't spoken, and we don't say anything ===~
MR. OLMSTEAD: Then everybody will pay
attention to what has =---
COMMISSIONER AHZIARNE: To that number, and

that will be the number that will be used.

¥R. BUPNETT: PBut would it bte possilble for the

Commission to agree, and let me get this all out, that

and one was a fair representation of the threat,
understaniing that the sscurity is ra2latively
insensitive tc minor chanjes?

COMMISSIONER GILINSKXY: Well, understanding

that that is an additional criteria and that one doesn't

want to get into situations were it is.

TT: Eut if the Conmission saii

™

¥R. SURYN

something like that ===
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COMMISSIONER SILINSXYs I think that is a
r2asonabl? raprasentation if ycu aid the conditicn that
Yy=u are supposed to take a look and make sure that
things are falling apart whether it is

ME. BURNETT: de 1>.

CHAIRMAN PALLADPINO: EBolk, I think you are
getting to> what I was going to propose. If we buy your
recommendation that there is no need for change, then we
vould ask the staff what recommendation sould vou make
for our action in view of our concurrence that there is
need for chang2, and that you ares approaching that by
teying to ==~

COMMISSIONER AHFARNE: I would have to add, if
I could, that it is not just his recommeniaticn from the
standpoint of how ought tne staff look at security plans
or how ought they be built, we do have then as a
secondary step 1ok at how do we speak to the boards,
b2caus2 I beliava ve 15 have to s:y something and I
don't believe we can remain silent because in one wvay cor
another I think that "X" aquals is joing to be =-=--

COMMISSIONER GILINSXY: But what Bed says is
not the same 2s what the bocari would savy.

COMMISSIONER AHEZA®NZ: I understani that.

MR, BURNETT:s It is slightly 4iffarant.

COMMISSIONER GILINSKY: I sSust want to repeat,

ALDERSON REPORTING COMPANY, INC,
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and maybe this is cbvious, that we don't want to let the
hearing process drive what the sescurity should be like.

COMMISSIONER AHEARNE: VYou are right.

COXMISSICNE®R GILINSKY: We want tc be sure you
set up the-sacurity system ---

COMMISSIONEP AHEARNE: Sure, absolutely.

COMMISSIONER GILINSKY: --- and then figure
out how ysu deal with it.

COX¥ISSIONER AHEABNE: I thcught we had, at
least in the c2upla 2f y2ars I have been hera2, at the
times this issue has come up, focused on that, how wvell
ve addressed the reviev for the security system., It
wasn't until this Appeal Boari dec’'sion came up that
frankly I really thought about tha: we also have to take
into account what the bcards are g.in3 to be 4oing.

CHAIRMAN PALLADINO: Well, would it be fair to
proceed in this way if the Commission agrees, and I vant
to poll them, but if the Commission were to agree that
there was no ne2i1 for a chanz2, that we concurred in
your recommendation that there was no need fcr a chaage,
and then ask the staff to propcse what actions ve should
take to r2zo3niz2a that decision?

COYYISSIONZR AREARNE:; Well, I think something
like Eob was Just saying scunds reasonable. The point

that Vic had made earlier tc 20b alsc, that what You

ALDERSON REPORTING COMPANY, INC,
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vant to make syure of is you 43n't have 3 system that
suddenly precipitiously falls down.

CHAIRMAN PRLLADINO: Tom.

CCMMISSICHER RUBERTIS:s What does the staff
think "several”™ neans?

(Laughtar.)

MR. BURNETT: To be honest, we think it is

(Laughtar,.)

CHAII¥AY PALLADINO: One of my staff membders
had ask2d 2 numb2r of staff members and he has alwvays
gotten

L 8.

« EURNETT: But we think is a fair

representation, and I have staff members here.

J
o]
~

ve are satisfied.

CCMMISSICNER ROBERTS: What is the down side
of the Commission agreeing with that conclusien? Is it
the lack 5f zlassifization? 1Is that what the problem is?

CHAIRMAN PALLADTH0: If we agree with it,
fine, and then w2 have to let everybody know it.

!P.‘OL!S’EADs I think one of the problems you
have is if you 3o tack to this historical paper that Eob
ran you tharough, 2ne of the r2asons £for using "several,”
althouszh 1s Zcamissioner 5ilinsky points out not the

cnly reasan, tut one of the reasons <as the concern

ALDERSON REPORTING COMPANY. INC,
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about having nunbers in the regulaticas.

Now th2 rules have changad. The safeguarzds
legislation pacssed, there are new standards for what you
can withhsl4 2ni1 what you ran't withhold and you are in
the dilemma with the 2Appeal 2oard decision of having to
release a number that the Commission at that time was
trying to not raleases. So I think that is another
factor you having focused on too much. But under the
safeguaris l27islation 3 gen2aric numbder is not
protectable. A site specific numbler is.

MR, DIRCKS: I think you are clarifying that
you don't want to make the numbers publicly availabdle.

COMYISSIONER AHEAENEs We are going tc have to.

#R. DIRCKS: Then you have a problem I think.

CHAIR¥AN PALLADINO: I know we have a problem.

MR. DIRCKS: Well, if you tell everyone that
jenerally our criteria are set up arsund the nuabers

and one, are wve telling others who may be intent
on doing soma2+thiag that in order t> beat the numbers you
up it a little bit to maybe mcre

CHAIRMAN PALLADINO: But w2 have nc way of
classifying it.

COYMISSICNEE AHSTARNE: I think that is true

and we tried +o make that argument tc the Congress when

they were passinz thait s2feziarids legislation and ve

74
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failed.

COM¥ISSIONER SILIVSXYs Isc't the roint really
fcr anyone @ho is trying to attack one 2f these
facilities how many jsuardis there are and what the place
150ks like? I m2an, he is not going to look up 73.55 ===

(Laughter.)

CCM™ISSIONER GILINSXY: =--- he is jo0ing to go
out there and get his binoculars and ---

¥MR. DIRCXS: W2ll, the thinz is ycu don't make
it easier for peocple by saying generally ycu are
protecting against "X" numbec of people who want to
break in. I mean, that seems a rather silly thing to do.

COMMISSIONER GILINSKY: Well, if you put it
that way, I 1on't vant to defend it, but =---

(Laughter.)

COMYISSIOSER RCEBERTS: I agree with you.

COMMISSIONER AHEARNE: Well, unfortunately,
that is was the argument that got turned down by the
Congress.

MR, DAVIS: But that is the argument that led
to the us2 of the word "saveral.”

MP, DIRCXS: And we tried tc get around it.

COMMISSIICNEFP AHEARNE: My concecrn is I suspect
we are going +o find we can't protect the Apopeal Beoard

decisisne. 3¢ we ill have the board saying "several®
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MR, DIRC¥S: The board is now taking cver your
policy.

CCYYISSIONEF AEEARNE: 3But, wait, we will say
"several" means shat cther choice do we have?

COMYISSICONER RCBERTS: Suppose we agree with
it?

COMVYISSIONER AHFARNE: You see, we can't not
give it out to the boards. I suspect ue have got to
face that that will be there. YNow we can say we
disagree with tha board, that "several"” doesn't mean

Is that what you want?

CHAIRMAN PALLADINO: There is a problem in
that.

COMMISSIONER AHEAPNE: That is cight. Or ve
can say "several” mean but the £force
can't be such that it would fail precipitously if the
threat is a little it more than that, which I thought
was what 30b was gropesing. Zut I think we are in the
bind now that given the board opinion and the law that
we have got to speak to it.

CHYAISMAN PALLADINO: Well, if w2 were to ask
the staff to come back with 3 recommedation on what
ought to be don2 2ad if w2 cSoncur with your

tecommendation, then ther2 is no basis for change.
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MR. DISRCXS:s I was thinking about some ways to
help ycu 2eal with this tcard decision.

CHAIRMAN PALLADINC: Well, that would be one
cf the rscommendations you might come Pack with. I am
not tryiny to foreclose what the array of
recommendations might ba. T am saying that in lieu ecf
trying to invent them sitting here this afternoon.

MR. DIRCKS: We don't even have thes -- 30 you
have the Appeal 3ocard decision?

¥R. BURNETT: Yeos, sir.

MR. DIRCKS: Oh, you do.

MR. BUSNETT: Yes, sir.

(Laughter.)

CHAIRMAN PRLLADINO: Well, let me ask the
Commission if they concur with the staff recommendation
that no =1an32s shoull b2 mal2 in the design basis
threat. I have forgotten how your reccmmendation went.
Is that it,.

MP. BUSNETI: VYes, sir, that is the lottonm
line.

COMYISSIONER GILINSKY: Let's see, why are ve
takins up that guestion?

CHAISMAN PALLADINO: That is their
conclusion. Aftar their stuiy they are saying there is

no basis for change. Now if we concur, then 4o zOo ask
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77



10

1

12

13

14

15

16

17

18

19

20

21

22

what

them what do we 22 about this and please reconmmend
we oucht to Z¢ now that we have =aid no bdasis for change.

COMMISSICNER GILINESXY: Well, I have to say
for myself I don‘'t have any ceascn tc think that ve
ought to change what we are dcinge ©On the cther hand, I
haven't studi=23 ths juastion.

CHAIRMAF PALLADINDO: Well, we don't have to
vote. I think so>methinj neeis to be ione. I feel a
dilemma in that we have boards acting and ve are silent
and they are putting words in our mouth. There may be
ways of getting around it, and I aa asking could wve
study that. They are all based on the assumption that
there is no nead for change. If you say, well, you vant
to study that guastion, then they can't start on theirs.

I would say I am prepared to go along vith
that.

COMMISSICNER GILINSXY: I thought it was more
a question of interpreting what in fact ve were doing
and stating that clearly.

COMMISSIONER AHEARNE: Part of that has to de
do we agree that the design basis thr2at hasn't changed
because it is vary hard to> than speak clearly on how ===
CO4¥ISSIONER GILINSKY: Well, let me just say
of this meeting I aon't see any need to

but I 4on't want this regarded as a judgment
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I made based on any garticular study of the zuestion.

A

CHAIRYAN PALLZADINO: Wa2ll, they are gaing to
come tack. Viz, when I say propose, I mean they propose
and come back ani make recomzendations tc the Commission
on how t2 handle this.

MR. BU3NETT: Also remember we will be
dscumenting a1 ravisiting on 1 six-month basis which is
due in June that we will forward up.

CHAIRNAN PALLADINO: 1Is there concurrence for
the purpose of developing a course of action? Is the
Commission willing to proceed on the recommendation made
by th2 staff that there is no need for change at this
time?

CCM¥ISSIONER AHEARNE: Well, I ion't see any
need for change in the threat as they have described it
or as Tom Isaacs described it. I think there is a need
for being clear sn how we would interpret it and T would
agree vwith ycur suggestion that the staff come back with
recommendations.

CHAIR#AN PALLADINO: That is what I was trying
to get to. Jkaye.

De you agree, Tom.

COMMISSIONEP RCBERISs I do.

COEYIS

G

INER ASSZLSTINE: I agree.

CHRIE¥AN PALLADINO: Hcw atout you?

ALDERSON REPORTING COMPANY, INC,
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COMMISZICONEZER GILINSKY: (Nodding
affirratively.)

CHAIRYAN PALLADCINO: Well then we will ask the
staff to 2xamine the dilamma we face and see what
alternatives you might racommend to the Commissicn to

consider.

Is there anything more we shouli 40 on this

subject?
(No response.)
CHAIRMAN PALLADINGC: hank you all for coming.
We will stand 2d4journed.)
(Whereupon, at 2345 p.m., the m2eting

concluded.)

ALDERSOMN REPORTING COMPANY, INC,
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