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Key Personnel Contacted
Licensee and Contractor Personne)
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5t. Laurent, Plant Superintendent
Henderson, Assistant Plant Superintendent
Palmieri, Security Manager

March, Security Administ-ator

wood, Manager of Administrative Services
King, Maintenance Support Supervisor
Mitchel), Maintenance Manager

Kay, Technical Services Manager

Plumb, Security Training Officer

wyneh, Security Shift Supervisor

Crane, Security Shift Superviser
LeFrancois, Senior Engineer

Holmgren, Lead Mechanical Engineer

Clark, Training Manager

Smith, Maintenance and Technical Training Supervisor

USNKC

"1
"M,
*J.

Koshy, Senior Resident Inspector
Markley, Resident Inspector
Carrasco, Reactor Engineer, Region |

“indicates those pre:ent at the exit interview

The inspectors also interviewed other licensee employees and members of
the Burns contract security force.

5 Management Support, Security Plans, and Audits

2.1 Management Support = Management support for the licensee's physical

security program was determined to be adequate by the inspectors.
This dete-mination was based upon the inspectors' review of various
aspects of the licensee's program during this inspection as
documented in this report.

Since the last routine physical security inspection, which was
conducted on April 16-20, 1990 (NRC Inspection Report No.
50+29/90~08), the licensee has continued to upgrade the security
program as described below:

*The licensee's Security Department had conducted 1]
self-assessments of the program in order to identify securit,
program weaknesses and where enhancements are possible.
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*The licensee's Instrumentation and Calibration (18&C) Department
has replaced one protected area assessment aid and has
requested an additional protected area assessment afd 1n its
1991 budget.

*The licensee has transferred the station's sccess authorization
program from the Administration Department to the Security
Department in order to provide better control and continuity of
the program,

*The licensee 15 st11] in the process of upgrading the security
computer software program. The upgrade was inftially
scheduled to be completed by August 31, 1990, but due to the
extended nlant outage, the licensee has rescheduled the
completion date to December 15, 1990,

*The security force 1s currently being trained fn the use of
Multiple Integrated Laser Engagement System (MILES) equipment
to be used during the security force tactical exercises
conducted at the station,

*The 1icensee 1s sti1) in the process of upgrading al)l personnel
control hardware for access contro) areas (ACAs) and vital areas
(VAs). The upgrade was initially scheduled to be completed by
August 31, 1990, but, due to the extended outage, the licensee
has rescheduled the completion date to December 15, 1990,

*The licensee designed and installed a carouse) type badge
storage rack for the gatehouse to expedite the fssuance of
badges .

*The licensee procured and installed portable lighting equipment
to improve 1ighting in the protected area.

*The licensee procured and implemented the use of a vehicie
steering wheel lock bar to reduce the need for compensatory
measures for certain vehicles.

Based upon the inspectors' review of the licensee's security program
and the efforts being made to upgrade and enhance it, the

inspectors determined that the program is continuing to receive
appropriate management attention and support,

Security Program Plans - The inspectors noted that, subsequent to the
Tast fnspection, the licensee has submitted four changes to the
Physical Security Plan and two changes to the Guard Training and
Qualification Plan in accordance with 10 CFR 50.54(p). These changes
are in the process of being reviewed by the NRC.




2,3 Audits = The licensee's annua) Security Program Audit Report for 1990

was reviewed and discussed in NRC Inspection Report 50-29/90-08. The
next annual Quality Assurance (QA) Audit fs scheduled to be conducted
during Janvary 1991. The resuits of that audiyv will be reviewed
during & subsequent inspection.

To supplement the NRC-required annual program audit, an assessment
of security activities was performed by the Security Administrator
during the recently completed plant outage. The report, “Security
Performance Assessment = Refueling (90-A-009)," dated

August 28, 1990, was reviewed by the inspectors and was determined to
be very thorough and objective. Appropriate corrective actions were
noted to have been recommended and initiated, where applicable.

Protected and Vital Area Physical Barriers,

Detection and Assessment Alds

31

3.2

3.3

34

Protected Ares Barrier = The inspectors conducted a physical
inspection of the Protected Area (PA) barrier on October 16, 1980,
The inspectors determined, by observation, that the barrier was
installed and maintained as described in the Plan. No discrepancies
were noted.

Protected Ares Detection Afds = The inspectors observed the PA
perimeter detection afds October 17, 1990, and determined that they
were installed, maintained and operated as committed to in the
Plan.

However, the fnspectors identified wwo areas that did not alarm as
required during the inspector=requested ¢limb test. The licensee
implemented appropriate compensatory measures and also initiated a
Maintenance Work Request to resolve this matter. The licensee's
actions to resolve this matter will be reviewed during the next
inspection,  TiR§ PARACPAPYH UOIYAIMS SAFEEUATES
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Isolation Zonoi Erf%t”fhspcctors verified that isolation zones were
adequately maintained to permit unobstructed observation of
éctivities on both sides of the PA barrier. No discrepancies were
noted.

Protected Area and lIsolation Zone Lighting = The inspectors
conducted a 11 hting survey of the PA and isolation zones on
October 17, 1990. The inspectors determined, by observation, that
lighting in the PA and isolation 2ones was adequate. No
discrepaticies were noted.




3.8

3.6

Assessment Alds = The inspectors observed the PA perimeter
assessment alds and determined that they were insta)led, maintained
end operated as committed to fn the Plan, However, potential
weaknesses were observed 1n two areas. The licensee immediately
implemented cempensatory measures for these potentia) weaknesses and
committed to resolve this matter. The )licensee's actions will be
reviewed during the next fnspection,
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Access Control and Vital Area Barriers = The inspectors conducted &
physical inspection of selected vital area (VA) and access contro)
area (ACA) barrfers on October 17, 1990, The inspectors determined,
by observation, that the barriers were installed and maintatned ar
described in the Plan. The inspectors noted that compensatory
measures were stil) in effect for potentia) weaknesses identified in
NRC Inspection Report No. 50-29/89-04. The licensee has implemented
& two-phase Engineering Design Change Request (EDCR) to address and
correct these matters., The first phase of the EDCR was completed by
July 31, 1990, HMowever, the secend phase of the EDCR, which fnvolves
afr flow calculations, was delayed due to the extended plant outage.
The licensee expects the COCR to be completed by June 1, 1991.

Protected and Vital Area Access Control of Personnel,

Packages and Vehicles

4.1

4.2

The fnspectors cbserved plant personnel and visitor access processing
several times during the fnspection and interviewed members of the
security force and the licensee's security staff about personne)
access procedures. No discrepancies were noted.

The inspectors determined that the licensee has established positive
control measures over personnel access to the PA, VAs and ACAs.
This determination was based on the following:

*The inspectors verified that authoriz 1{on {s checked prior to
fssvance of badges and key cards. No discrepancies were noted.

*Through reviews of reports of licensee QA audits of contractor
personnel records, the inspectors verified that the licensee
was providing assurance that contractor personnel were screened
prior to being yranted access to protected and vital areas.

The inspectors also noted that the licensee had audited records
of contractors that performed the background fnvestigations to
assure that licensee requirements for such investigations had
been satisfied. No discrepancies were noted.
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4.3

4.4

*The inspectors verifisg that the licensee has & search program,
as committed to in the Plan, for firearms, explosives,
incendiary devices and other unauthorized materials. No
discrepancies were noted.

*The inspectors determined, by observation, that individuals in
the PA, VAs and ACAs display access badges as required. No
discrepancies were noted.

*The inspectors reviewed the security lock and key procedures
and determined they were consistent with commitments in the
Plan. The inspectors aleo reviewed the protected and vits)
areas key inventory logs, and discussed lock and key procedures
with members of the licensee's security staff, No
discrepancies were noted.

The licensee 15 1n the process of revising fts security lock
and key annual physical inventory procedures to reflect current
practices. This will be reviewed during & subsequent inspection.

The inspectors determined that the licensee was exercising positive
control over hand-carried ftems that are brought into the PA at the
access control portal. No discrepancies were noted.

The inspectors reviewed the vehicle, package and materia) control
procedures and found them consistent with commitments in the Plan.
No Giscrepancies were noted.

The 'nspectors verified that unescorted access to the VAs is limited
to authorized individuals, The access 1ist 1s revalidated at least
once every 31 days as committed to in the Plan. The licensee effort
to reduce access to vital areas as noted in NRC Inspection Report No.
50-29/90-08 has resulted in a decrease of 58 persons who are
authorized access to the control room since January 1, 1990,

Alarm Stations and Communication

5.1

5.2

The inspectors observed the operation of the central alarm station
(CAS) and secondary alarm station (SAS) and determined that they
were maintained and operated as committed to in the Plan. CAS and
SAS operators were interviewed by the inspectors and found to be
knowledgeable of thefr duties and responsibilities. The inspectors
verified that the CAS and SAS do not contain any operational
activities that would interfere with assessment and response
functions. No discrepancies were noted.

The inspectors also verified that both the CAS and SAS maintained
continuous communication with on=duty security personnel and were
capable of calling for assistance from local law enforcement
authorities., No discrepancies were noted.
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Emergency Power Supply

The inspectors verified that there are several systems (batteries,
dedicated diesel generator, and plant on-site AC power) that provide
backup power to the security systems. The systems were consistent with
the Plan. One backup source of power 1s located in & VA. No
discrepancies were noted,

Testing, Maintenance and Compensatory Measures

The inspectors reviewed testing and maintenance records and confirmed .hat
the records committed to in the Plan were on file and readily available
for 1icansee and NRC review, The station provides I&C technicians to
maintain and test any security equipment which requires preventive or
corrective maintenance. A check of repair records indicated that repairs,
replacements and testing are generally befng accomplished in a timely
manner, No discrepancies were noted.

The inspectors reviewed the 1990 Quarterly Security Event Logs and the
1990 Maintenance Work Requests and determined that all of the reported
system and component failures are being reviewed by the licensee and are
included in the Quarterly Security Event Report Analysis used to track and
evaluate the reliability of the security system components. No
discrepancies were noted.

The inspectors also reviewed the licensee's use of compensatory measures
and determined them to be as committed to in the Plan. No discrepancies
were noted.






9. it Intervi

The inspectors met with the licensee representatives indicated in

/ paragraph 1 at the conclusion of the inspection on October 19, 1990, At
L that time, the purpose and scope of the inspection were reviewed and the
findings were presented. The licensee's commitments, as documented in
this report, were reviewed and confirmed with the licensee.
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