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NINE MILE POINT NUCLEAR STATION /PO BOX 32 LYCOMING NEW YORK 13083 / TELEPHONE (318) 3432110

May 29, 1987

Mr. Thomas E., Murley

Ooffice of Nuclear Reactor Regulation

United States Nuclear Regulatory Commission
wWwashington, DC 20555

Re: Nine Mile Point Unit #1 and Unit #2
Docket No. 50-«220/50-410
DPR=63/NPF~54

Dear Mr. Murley:

In accordance with 10CFR 73.71(¢), enclosed fer your information
is a copy of a Report of Physical Security Eveni .Jeported to the
NRC Region I office by telephone on May 22, 1987.

This information concerns subject matter which is exempt from
disclosure under 2.790(d) of the NRC's Rules of Fractice, Part 2,
Title 10, Code of Federal Regulations. Accordingly, we request
that the attachment not be placed in the Public Document Room and
that they be disclosed only in accordance with the provisions of

10CFR 9.12.,
Very truly yours,
NIAGARA MOHAWK POWER CORPORATION
Coacyol /7 (o 1P
Joseph P. Beratta
Supervisor, Nuclear Security
JPB/kar
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SECURITY CYENT REPORY B7-02
Nine Mile Potnt Unit #) and Unit #2
6§0.220/0PR-63
6041 0/NPF - 54

This report is to inform you of @ degradation of the Main Alarm System (MAS)
discovered by Security Managesent on May 21, 1987, The scope of the
degradation involved, the security file (s-file) restricted level scheme,
which had not been effectively holding for door access control,

»

At 1525 hours on May 21, 1987, & Unit One Guard returning from the vehicle
gate post, fnadvertently finserted a contractor s heycard into the Access
Control Room (ACR) card reader and it accessed the ACR door, The Guard then
advised the Security Supervisor on duty of the sequence of events and
immediately verified that the Keycard did not have the proper restricted leve)
for accessing the door,

In an effort to determine f <his was an fsolated incident, the 5 evrTYY""#
Supervisor randomly selected several other Keycards and found that they, too,
accessed the ACR door,

The Securfty Supervisor felt 1t necessary to ascertain if the same conditions
exfsted at vita)! Arcas ot both Units, Immedfately, @ random check of both
Units indicated that restricted level access for door control was not holding
Lr"",‘ ‘Ar" -

scope of

the problem, Supfrvfsion activated the

Upon realizing the
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In & forma) conversation with computer jersonnel, it was realized that @
revision had been made to the disc used in tne computer system, The revision
had been in place since the previous Thursday; May 14, 1987, at which time the
contiactor responsidle for the computer system corrected a prodblem with
cestricted leve! termination dates. However, it appears tnat the revision
jarred the logic of the restricted leve)l applicator which controls door access,

AT 2

However, it appeared that the computer s{stem was allowing access to any card
containing & restricted level; in essence” 8 go=nod go" type situation,



SECURITY EVENT REPORT 87-02

. Nine Mile Point Unit #1 ano Unit #2
60-220/0PR-63
60-4)0/NPF - 54

immediately, & patch was incorporated to bypass this faulty logic, and a test
conducted to confirm proper operation, A spot check of vital Ares Entry
transactions was yndertaken at both Units for the seven day period, this
revealed that no ynauthorized entries had been made,

The subject disc was replaced with 2 corrected revision, tested, and proven
effective in holding restricted leve) access control,

To preclude 8 recurrence, themnanns test procedure has been revised,
In addition, any time a softwd X has been completed, an additiore) test

—

will be conducted to include @ check of restricted Yevels,




