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March 31, 1986 FOLICY ISSUE SECY-86-101
(Notation Vote)
For: The Commissioners
Fron: victor Stelle, Jr.
, Acting Executive Director for Operations
Subject: DESIGN BASIS THREAT = OPTIONS FOR COQSIDERATION
Purpose: To provide the staff's evaluation of options {dentified in the
staff requirements memorandum of February 7, 1886 concerning the

desicn basis threat. An additional option has been {ncluded
{n response to Commissioner Bernthal's request in the memorandum
of Fubruary 12, 1986 to discuss *contingency” planning.

Rackaround: On January 28, 1986 the staff briefed the Cormission on the
status of on-going activities related to current deliberations
on the design basis threat. In response to the staff's
i presentation, the Commission requested 2 staff evaluation of
specific options the Commission desired to consider further,
along with a staff recommendation. Each option {s 1dentified and
discussed below. .

In addition, the issue of open vehicle gates and unchecked
vehicle access at nuclear power facilities was raised at
the January 28th meeting. In the interest of clarity,
Enclosure 1 provides details concerning present practice
regarding vehicle access cont ¢ at operating power
reactors.

(The Commission's request reqarding clearances for NUNMARC
personnel has been addressed by March 19, 1586 memo toO the Chairman

Dptions: 1. Await Other Agency Pesponse

This option would permit an nee decision regarding the
design basis threat that would reflect national level
policy guidance. The response might provide specific .
guidance for necessary actions and permit an NRC approach
to the issue that is consistent with other federal _
- agencies. This option would avoid the possibility -
- i of premature action or implementation of policy
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{nconsistent with national guidance. On March &8, 1986
contact was made regarding tne status of the response
to {ssues raised by the NRC. The response indicated
that the matter was being pursued with other federsl
agencies. No follow-0n response date was identified.

The disadvantage of this option is that 1t could further
delay a Commission decision. Also the possibility exists
that the final response might not provide substantive -
guidance.

In regard to our {nteractions with the Department of Energy
on comparability, a response to Secretary Herrington was
forwarded on Harch 14, 1986. On the matter of compara-
bility we recommended that the effort proceed without

any further delay. .

- %
2. Vehicle Denfal System for Roadway Access to Power Reactor
Tites -

This option would revise the design basis threat® and
provide for a vehicle denial system only in the frmedfate
ares of existing vehicle gates. Supplemental denial

= systems include hydraulic barriers, concrete bollards
(1.e., heavy posts anchored in the ground), planters or
other structural obstacles that wou d provide increased
penetration resistance near vehicle gates, and 2 possible
deterrent effect. The remaining protected area perimeter
would remain vulnerable to vehicle penetration.

Existing sateguards systems and plant structural cesign
features 2t power reactors 2dlready provide some defenses
against vehicle attack. Even though perimeter chain 1ink
fences will not prevent vehicle intrusions, the current
requirement of prompt response by guards armed with
shoulder-fired weapons would 1imit actions of intruders.
furthermore, staff believes that the design features that
enable safety-related equipment to withstand floods and
tornadoes, and structures to withstand earthquakes, etc.,
would also protect ageainst danmage fron the vehicle used
as @ battering ram at most faci ities., Accordingly,
while the addition of vehicle parriers would ‘mprove the
defensive posture of the site, they night not constitute
2 substantial overall increase in the public health and
safety.

;16 CFR 73.1 would be modified to add a road vehicle as 2 tool for breaching
vehicle gates. This modification would not include vehicle delivered
explosives.



3.

.3.

Cost estimates and an implementation plan are contained in
Enclosures 2 and 3, respectively.

Vehicle Denial Systen for Land Access to Pover Reactor

Sites

This option would revise the design basis threat* and provide
for 2 vehicle cenis] system for the land portion of the
protected area perimeter. Systen conponents would include
those identified in Option 2, plus cab\1ng in the fence,

and additional bollards and revetmenis. his system would
deny vehicle access to the protectc” area at the existing
protected area boundaries. v

However, as noted under Option 2, operating reactors by
virtue of desigr features glready protect against natural
Aisesters. These same features also provide some degree
of protection against damage from 2 vehicle, The addition
of a circunferential vehicie denfal system would certainly
increzse the level of security, however would only
{ncrementally contribuiz to the public health and safety
for the same reasons stated under Option r B

Cost estimates and an impiementation plan are contained
in Enclosures 2 and 3, respectively.

4, Security Response Planning (For protection against vehicle
transportad explosives at power reactors and fuel cycle

cites - Commissioner Bernthal's February 12, 1986 memorandum)

This option would provide for security response plans with-
out revising the design basis threat for both near and long-
term contingencies in the event that any significant change
to the domestic threat environment occurred. Such planning
would enable 1icensees to quickly respond with temporary
security measures to a new threat while preplanned permanent
systems were installed. WHear-term planning would include
prearrangements for rapidly establishing temporary vehicle

*10 CFR 73.1 would be modified to add a road vehicle as a tool for breaching
the protected area barrier at any point accessible to such a vehicle. This
modification would not include vehicle delivered explosives,

' ‘:1“



Recormendation: In response %0 the Commission's request for 2 staff recommen=

barriers, €.9., e use of readi'y available large trucks.
preplanning for permanent systems would require the licensee
to identify those systems and complete the necessary engi-
neering dcsign. drawings, surveys and purchase order speci-
ch Y1|nning might nut be possible at certain
blic lands, highways, railroads and private
property might f211 within the required standoff zone.

fications.
sites because pu

Response plans would require perfodic review and
ypdating. Additional information is provided in
Enclosures 2 and 3. '

Backfit Considerations

Options 2, 3 and 4 are considered to be potentia' backfits
under 10 CFR 50,109, However, it does not appear (although
the required analysis has not been prepared) that these
proposed new requirenents meet the critoria necessary to

support & backfit action.

Planning).
: . “'—'::"I/.‘-f'
‘et /”—" Z l/': ’

LS T
Vittor Stello, Jr.

Acting Executive Director for Operations

Enclosures:

1.
20
3.

N

Vehicle Access Controls
Estimated Cost of Options
Implementation of Options

datior” on the specific options {dentified by the Comission
(and Cormissioner pernthal), the staff recommends Option 1
(Await Other Agency Response) and Cption 4 (Security Response



Cormissioners' comments or consent should be provided directly
¢o the Office of the Secretary by ¢.0.b. wednesday, April 16,

1986.

commission Staff Office comments, if any, should be submitted
to the Commissioners NLT wednesday, April 9, 1986, with an
information copy to the office of the Secretary. 1f the paper
is of suzh a nature that it requires additional time for

analytical review and comment, the Commissioners and the
Secretariat should be apprised of when comments may be expected.
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Background

During & January 28, 1986 Commission weeting on the design basis threat,
Commissioner Bernthal stated that hé Lad observed several instances of
open wehicle gates and unchecked vehicle access into power Teactor sites.
This snalysis sddresses these concarns. .

Current Requirements

Regulations in Part 73 require for plants with operating licenses that
vital equipment be protected by at least two physical barriers, one of
which is normally a fence around the perimeter. In addition, wmeans toO
detect penetration of the protected ares must be provided, usually by
electronic devices. Commitments to these requirements are contained in
licensee spproved security plans. An open, unattended wvehicle gate

would be a severe viclation of both the security plan snd the regulations.

Other regulations in Part 73 require that personnel entering a protected
ares (including vehicle operators) be identified and searched prior to
entry. The vehicle itself must be searched (cad, engine compartmant,
undercarriage and cargo area) for items that could be used for sabo~
tage purposes, and upon entry into the protected area be escorted by

a member of the security er*aniza:ion. Commitments to these safeguards
are also found in licensees security plans.

‘K licensee that permitted & vehicle to enter a protected area unchecked

" would be guilty of seven violations related to the rules governing:

I11.

-~ suthorization for entry
~ perimeter barrier

~ intrusion .:2tectiom

driver identification

~ driver search

vehicle search

vehicle escort

Comments From Regionsl Safeguards Personnel

Regional safeguards personnel have stated that they are unava~e of any
instances at plants with uperating licanses of vehicle gates being

"left open", er of vehicles entering & protected area unchecked and un~ -«
searched.® Standard procedure for vehicle entry involves:

- stopping the vehicle

~4 &‘. .
%Certain allovances are made for security vehicles on duty, emergency vehicles,
and

dedicated licensee work vehicles.

ENCLOSURE 1



Note

iv.

g

- jidentifying and searching the driver
and passengers ;

~ gearching the vehicle

~ assigning an escort

- opening the vehicle gate under the
surveillance of armed guards

- glosing the gate

that employee vehicles are excluded from entry into the protected area.

—

Conclusion

Based on information from Regional safeguards personnel no specific
instances of uncited violations of vehicle access wvere jdentified. It

should be noted that control requirements apply at the protected area of
pover reactors (and fuel plants) that have operating licens:s. These te~
quirements do mot apply to plants under construction or at the boundary
cf the owner controlled ares that surrounds bu: is outside of the site

protected area.
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& % UNITED STATES
Y R S NUCLEAR REGULATORY COMMISSION
. ;\ . } WASHMINGTON. DL JOM
. \’/.e’-
* o®
¥ June 16, 1988
OFFIICL OF Twi
BiCAgTAnY
MEMORANDUM FOR: Victor Stello, Jr.
Executive Director for Operations
.
FROM: %"?{301 J. Chilk, Secretary
SUBJECT: SECY~BB~-127 ~ CONTINGENCY PLANNING

TO COUNTERACT POSSIBLE SURFACE VEHICLE
THREAT

This is to advise you that the Commission (with all Commissioners
agreeing, except as noted) has approved the following:

Ao Acred/ 2)

AECD WER  2)

NVRR

NFER

3)

4)

For Category 1 fuel facilities, no further actions are
necessary to protect against a surface vehicle bomd;

Developuent of generic contingency plans for pover
reactors for use by the NRC staff in the evant that a
vehicle bord threat arises;

(EDO) (SECY Suspense: 12/31/88)

A reguiresent for licensees to develop short range
contingency plans (Option 2A). (Commissioner Carr
disagrees and does not believe the Commission needs to
izpose any requirements, short or long range on powver
resctor licensess.)

(EDO) (SECY Suspense: 12/31/88)

The staff should complete reviev of tﬂ. issues related
to the water borne vehicle bomd and provide a paper to
the Comnission by Decenber 31, 1988.

Chairman Zech alsc beslieves that the NRC staff should develop
guidance for licensees on what would be envisioned in long range
ceatingency plans, and he would encourage licensses to consider
option 4, with the viev that some are more vulnerable than

ethers.



Comzissioner Roqéu vould encourage, but not require, licensees
to pursue option Ib on long range contingency planning.

Additicnal comments of Comnissioners were provided to you with
copies of their vote sheets.

cc: Chairman Zech
Coz=issioner Roberts
Comzissioner Carr
Comnissioner Rogers
OoGC
GPA
ACRS
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