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NRC-33-94-188

PART I - THE SCHEDULE

SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS |

PROJECT TITLE

The title of this project is as follows:

WIDE AREA NETWORK ENHANCEMENT

[End of Clause]

BRIEF DESCRIPTION OF WORK (MAR 13987)
ALTERNATE 1 (JUN 1988)

(@) Brief description of work:

The Contractor shall provide all materials, equipment and
support services for the implementation and maintenance of

a Wide Area Network (WAN) capable of su ;orting the NRC
current and future information requirements using a highly
reliable and flexible multiplexer platform that provides for
network management, reduction in long distance and local
carrier access charges and recurring charges for service,

a migration path to future transmission technologies such

as Frame Relay and Asynchronous Transfer Node.

Cost-Plus-Fixed Fee/Fixed Price Delivery Order contract.

{p) Orders will be issued for work required by the NRC in

Only Contracting
Officers of the NRC or other individuals specifically
authorized under this contract may authorize the ipitiation of
work under this contract. The provisions of this contract

accordance with 52.216-18 - Ordering.

shall govern all orders issued hereunder.

{End of Clause]

SCEEDULE OF COST/PRICES

0102

DESCRIPTION
Contract Years 1 - 3

Design, fabricate, procure, integrate,

install, travel, test and maintain a

Wide Area Network in accordance with

the Sow Estimated Cost
Fixed Fee
Estimated Cost
Total CPFF

Monthly Maintenance (18 months)

Page 4 of 77
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COST/FRICE

$1,004,539
61,871

$1,066,410




NRC-33-94-188
B.3 (Continued)
(See Clause J.5 for detailed
breakout) Fixed Price
0103 Training Fixed Price
0104 Hardware
{(See Clause J.5 for schedule of
prices Fixed Price
0104a Staging Fixed Price
0105 Maintenance outside the Principal
Period at the fixed price of $150.00
per hour NOT TO EXCEED Fixed Price
TOTAL CPFF/FFP
FIRST OPTION YEAR (CONTRACT YEAR 4)
0201 Design, fabricate, procure, integrate,
install, travel, test and maintain
a Wide Area Networkin accordance with
the SOW Estimated Cost
Pixed Fee
Total CPFF
0202 Yearly Maintenance Fixed Price
(See Clause J.5 for detailed
breakout)
0205 Maintenance outside the Principal
Period at the fixed price of $150.00
per hour NOT TO EXCEED Fixed Price
TOTAL CPFF/FFP
SECOND OPTION YEAR (CONTRACT YEAR §)
0301 Design, fabricate, procure, integrate,
instail, travel, test and maintain a
Wide Area Network in accordance with
the SOW Estimated Cost
Fixed Fee
Total CPFF
0302 Monthly Maintenance Fixed Price
{See Clause J.5 for detailed
breakout)
0305 Maintenance outcide the Princit”.
Period at the . xed price of §150.00
per hour NOT 0 EXCEED Fixed Price
TOTAL CPFF/FPFP

Section B

72,764

53,130

516,844
36,179

7,200
$1,752,527

$ 248,019
15,510
$ 163,529
48,509

2,400
§ 314,438

$ 248,019
15,510
$ 163,519
48,509

2,400
§ 314,428

CLINS 0101, 0201, AND 0301 ARE COST PLUS FIXED FEE. CLINS 0105,
0205, AND 0305 ARE AN HOURLY RATE OF §150.00 PER HOUR, WITH A NOT
TO EXCEED AMOUNT OF $2,400 PER CONTRACT YEAR. THE REMAINING

CLINS ARE FIRM FIXED PRICE.

THE TOTAL MAXIMUM ESTIMATED CEILING

COST PLUS FIXED FEE/FIRM FIXED PRICE FOR ALL CLINS FOR 5 YEARS 1S

Page 5 of 77
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NRC-33-94-188 Section B

B.5 {Continued)

Delivery times in such circumstances will be the same as

elsewhere provided in the contract, inless the Contractor

g notifies the Contracting Officer and the PO within five

' working days of receipt of the order that delivery times may

| be subject to availability to the Contractor of any
components required to meet the order. In that case, the

[ order may be cancelled or may be adjusted at the discretion

! of the Contracting Officer.

|

]

The Contractor guarantees that all prices under this
contract shall be "most favored customer"” prices.

B.6 CONSIDERATION AND OBLIGATION -- COST PLUS FIXED FEE
CLIN 0101 ONLY

{a) The total estimated cost to the Government for full
performance of CLIN 0101 of this contract is
$1,066,410, of which the sum of 81,004,539 represents
the estimated reimbursable costs, and of which $61,871
represents the fixed fee.

PR TP R— i —

L o el

(b) There shall be no adjustment in the amount of the
’ Contractor’'s fixed fee by reason of differences between
any estimate of cost for performance of the work under
: this contract and the actual cost for performance of
; that work.

, (¢} The amount obligated by the Government with respect to
, this contract for CLIN 0101 is $485,012.

i e i e b et i S
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NRC-33-94-188 Section C

SECTION C - DESCRIPTION/SPECIFICATIONS/WORK STATEMENT

> § BACKGROUND
C.1.1 GENERAL

: The Nuclear Regulatory Commission (NRC) is located in six
: geographic areas of the United States with specific main organizational
: cffices at the following locations:
; - the Headguarters at One White Flint North (OWFN)
11555 Rockville Pike, Rockville, Maryland and four
Bethesda, Maryland locations with consolidation cf
' the Betlesda personnel to take place in early 1994
to a second building located at 11545 Rockville
pike, Rockville, Maryland; |
- Region I Office at 475 Allendale Road, King of
Prussia, Pennsylvania;
- Region II Office at 101 Marietta Street, Suite 2900
Atlanta, Georgia;
- Region 11T Office at 801 Warrenville Rd, Suite 200,
Lisle, Illinois
> Region IV Office at 611 Ryan Plaza Drive, Suite
400, Arlington, Texas;
Region V Office at 1450 Maria Lane, Walnut Creek,
California;

with smaller offices at the following locations:

Public Document Room, 2120 L Street, N.W.

- Washington, D.C.;

- . Uranium Recovery Field Office at 730 Simms Street,
Golden, Colorado;
Technical Training Center, 5700 Brainerd Road,

~ Chattancoga, Tennessee; and

- . Southwest Research Institute, €220 Culebra Road,

' San Antonio, Texas

e e s, B

Data communications between these locations and other
computing rescurces outside the NRC is currently

. performed using a four tiered network consisting of

| asynchronous dial modem communications at the lowest

level, a statistical time division multiplexer (STDM)

network known as the Autodialing Network System (ANS),

| mini-to-mini and mini-to-mainframe computer

| communications utilizing mostly IBM's bisynchronous

' communications protocol, and Local Area Networking (LAN) .
The NRC alsc utilizes communications links of various
speeds with other Federal Agencies and National

Page 8 of 77
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NRC-33-94-188 Section C

C.1

(Continued)

3

U |

Laboratories to enhance the agency’s corporate database
and perform complex mathematical and scientific modeling
related to the production of nuclear energy. The NRC
also employs Remote Job Entry (RJE) printer technology
from various computer facilities to the Headquarters and
Regional Offices for print output of batch run programs.

SPECIFIC
.1 DIAL ACCESS COMMUNICATIONS

The NRC is a geographically dispersed organization with five
Regional Offices, one Technical Training Center, one Uranium
Recovery Field Office, 88 Resident Inspectors (RI) located
throughout the contiguous United States, a multi-building
Headquarters in the Maryland area, and one Public Document
Room located in Washington, D.C. The absence of its cwn
mainframe computing environment necessitates the use of
various outside computing facilities such as the Naticnal
Institutes of Health (NIH), the Idaho National Engineering
Laboratories (INEL), the Department of Treasury, and Cak Ridge
National Laboratories (ORNL). The agency also utilizes
various commercially provided data repositories such as
Lexis/Nexis, Westlaw services, and the Institute of Nuclear
Power Operaticns (INPC) in Marietta, Georgia.

The agency uses both low speed, 2.4 thousand bit per second
(Kbps), modems as well as high speed, 14.4Kbps, asynchronous
dial medems of various makes and models for much of its data
input and retrieval with non-agency maintained databases and
service providers.

- AUTODIALING NETWCRK SYSTEM (ANS)

The ANS is a STDM system comprised of government owned Tellabs
33X products. The network contains 13 nodal processors and 53
statistical multiplexers that provide approximately 1,432
gorts. There is one nodal processor and a minimum of two
statistical multiplexers in each Regional office. Eight nodal
processors are located in the Headquarter’'s area with all
Regional nodes being linked via dual dedicated 9.6Kbps FTS2000
digital transmission facilities to the Headguarters. Each
nodal processcor is capable of supporting combinations of
eighteen synchronous link: and thirty-two ports with a total
aggregate input rate of 307.2Kbps. The ANS multiplexers can
support asynchronous terminals, permanent virtual circuits at

Page 9 of 77
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NRC-33-94-188 Section C
{Continued)

a predetermined data rate, and bisynchronous communications on
specific ports. Data link rates range from 9.6Kbps to
76.8Kbps with support for the CCITT X.25 standard being
offered by the manufacturer, but not employed by the
Government .

The ANS is used to provide terminal connectivity to the NRC
minicomputer systems, two 2.4Kbps dial out mcdem banks, the
agency protocol conversion facility for 3270 terminal
emulation and communications with the varicus 3270 host
machines. The ANS currently supports terminal emulation with
the five 3270 host systems, two of which are on premise.

The speed limitation on the ANS network per port is 9.6Kbps
with an average throughput of appro:iimately 4.9Kbps when 3270
emulation is utilized. This throughput cculd be improved, but
the cost in upgrading each pair of digital transmission
facilities from $.6Kbps to S56Kbps would not be justified by
the increase in throughput. Technically, the ANS is capable
of supporting file transfer between personal computers and one
way file transfer to the Data General (DG) minicomputer
platforms; however, improper use of communications software by
the user community preempted this practice. The Agency plans
to downsize and eventually disband the ANS network as
synchronous and asynchronous gateways coupled with the
implementation of the Transmission Contrel Protocol/Internet
Protocol (TCP/IP) are incorporated into the Agency LANs. (See
Figure 4, page A-V).

3 CPU TO CPU DATA TRANSMISSION

The NRC currently has a mixture of minicomputer platforms
located in the various headquarters area buildings. With the
consolidation of office space to the two collocated Rockville,
Maryland buildings, the NRC plans to consolidate its computing
platforms as well with the exception of the DG MV10000
platform located at a contractor’s site known as the Ford
Building at 7100 Wisconsin Avenue, Bethesda, Maryland. For
the purposes of this sclicitation, the NRC will be utilizing
the platforms and locations shown in Table 1, page A-I, for
implementation of the WAN with later migration to the
configuration shown in Table 2, page A-II.

The Hewlett Packard (HP) 3000 machines serve as RJE
controllers for print output from INEL (via an NRC IBM 9370/3%0
370 class m: chine), ORNL, NIH, and the Agency’s IBM 9370/90
machines. The communication links for this support are
9.6Kbps digital to ORNL, 9.6Kbps analog to NIH, and a defined
bisynchronous ANS port with a data rate of 9.6Kbps to INEL
transported via the ANS Network.

Page 10 of 77
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c.1

(Continued)

The DG MV40000 platform currently utilizes DG’'s X.25 Xodiac
communications software to link to various other Agency owned
DGs: these mini-to-mini communication links will not be
utilized after the consolidation of the Agency to the second
puilding in Rockville, Maryland is complete with the exception
of at least one S5éKbps Digital Data Service (DDS) to the
NUDOCS contractcr site. This platform will, in the future, be
linked to the agency's LANs and utilize TCP/IP as the
transport mechanism for terminal and host to host
communications. Present applications that are scheduled for
migration from their current platforms to this minicomputer
will require 56Kbps and 19.2Kbps connectivity to the
Department of Treasury in Hyattsville, Maryland in support of
the agency's Integrated Financial Management Information
System (IFMIS). The MV40000 platform will, in the near
future, alsc require high speed connectivity to either Health
and Human Services (HHS) in Washingtonm, D.C., or to NIH in
Bethesda, Maryland to support the Cross servicing proposal
currently being investigated by tne NRC for its Payroll and
Personnel Systems. These systems will be transferred to the
My 40000 platform prior to the consolidation to Two White
Flint North (TWFN). (See Table 2, A-II, for post
consolidation computer links).

The DG MV15000 that will support the agency's Information
Library System (IL8) is a stand alone CPU and it is not
envisioned that WAN host-to-host connectivity will be requirea
on its current platform. The Library staff are entertaining
the idea of procuring a similar application capable of being
supported by a LAN platform using the Unix operating system;
however, no particulars are known at this time.

The two IBM 3370/90 systems currently support communications
links of 19.2Kbps and below to remote cluster controllers and
also 9.6Kbps circuitry for host-to-host connectivity. Two
9.6Xbps analog circuits provide host support to NIH, two
9.6Kbps and two 56Kbps DDS circuits provide connectivity to
the Center for Nuclear Waste and Regulatory Analysis (CNWRA)
whizh has its main office in San Antonio, Texas and a local
office in Crystal City, Virginia. The 9.6Kbps circuits
support bisynchronous traffic, while the S56Kbps circuits
support TCP/IP and Novell’s proprietary protocol, Sequence
Packet Exchange/Internet Packet Exchange {(SPX/IFX),
connectivity.

2.4 LAN TO LAN COMMUNICATIONS

In 1990, the NRC developed its Agency Upgrade of Technology
for Office systems [(AUTOS) network. This network is based
upen local area networking (LAN) technology and was
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o I 8 {Continued)

! specifically developed to replace the agency’'s aging IBM 5520

word processing system. The AUTOS environment initially

; offered word processing, electronic mail, and time management

* applications in stand alone LANs. As part of the replacement

, of the aging 5520 systems, the ability to link remote sites
wags a major requirement, thus providing the mandatory linking
of all NRC LANs into what is now known as the AUTOS Wide Area
Network (AWN). (See Figure 6, page A-VII, for current AWN).

Connectivity between remote sites is currently beinc provided
by both local exchange carrier (LEC) and inter-exchange
carrier (IXC) Sé6Kbps Digital Data Service circuits. As user
demands continue to grow for more services and reduced delays
in response times, the requirement for greater bandwidth
petween locations is becoming apparent with each new user that
is added to the network. At the present time, all the
agency's Regional Offices, the Technical Training Center in
Chattanooga, Tennessee; the Uranium Recovery Field Office in
Golden, Colorado; the SouthWest Research Institute (SWRI) in

' San Antonio, Texas; and the Center for Nuclear Waste

' Regulatory Analysis (CNWRA) in Arlington, Virginia; and the ,
National Institutes of Health in Bethesda, Maryland are 5
connected to the AWN, SWRI and CNWRA are full fledged
members of the AWN protocol-wise with NIH being reachable by
users of TCP/IP only. NIH has provided a Tl circuit between

its campus in Bethesda, MD and the agency’s OWFN locaticn as 1

well as the CPE necessary to provide the high speed TCP/IP
link. 7Tt is wvia this linkage that the NRC has physical access
to the Internet with membership to the Internet via the
SouthEastern Universities Research Association Network
(SURAnet). The AWN provides for local communications via
Novell's SPX/IPX and is designed to rely on the TCP/IP
protocoel over the AWN.

One of the major goals of the AWN is to provide a 'window to
rhe world" for the agency's 3500 plus user population. The
AWN will provide real time access to any resource attached to
the net regardless of location. This includes PC to PC, PC to
File Server, Server to Server, and PC to Host communications.
This AWN was also designed to provide wide area connectivity
for (non AUTOS) Host to Host and terminal to Host
communications via the software routing protocols contained
within the routing platforms.

The agency LANs use Novell Netware 386 as the network
operating system (NOS) with the exception of approximately S50
Sparc and Sun workstations that utilize 10Base-T and the Sun
NFS system. The current network interface cards (NICs) for
token ring support operate at the 4 megabit bit per second
(Mbps) rate.
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The building block of the AWN is the intelligent concentrator
hub by Synoptics, Inc. This hub is used to provide for
network segregation as well as network diagnostics and problem
resolution.

Network management is currently handled using the Simple
Network Management Protocel (SNMP) and TCP/IP as the transport
mechanism to query both hubs, routers, and any other network
devices capable of providing an SNMP agent.

All NRC locations have a Wellfleet router whose capabilities
are directly proportional to the site requirements. The
backbone of the AWN is the Virtual Machine Environment (VME)
bus of the router which operates at 330Mbps. All remote LANs
are tied to one central router loccated at the Headquarters
OWFN building, thus forming a collapsed backbone architecture.

As technology increases and the agency becomes more familiar
with LAN services and applications, the regquirement to sSupport
an ever increasing amount of traffic is becoming evident. It
is anticipated that bandwidth regquirements will be more than
ten times the present capabilities in order to support the
agency’'s communications regquirements in the very near future.

PROJECT GOAL

The goal of this project is to implement and maintain a WAN
capable of supporting the Agency’'s current and future
information reguirements using a highly reliable and highly
flexible multiplexer platform that provides for (a) network
management, (b) reduction in long distance and local carrier
access charges as well as recurring charges for services, and
(c) a migration path to future transmission technologies such
as Frame Relay and Asynchronous Transfer mode. The duration
and specific tasks to be performed under this project are
discussed below in Section C.2.3. The primary carrier will pe
FTS2000 Network A (AT&T) for all long distance voice and data
applications with site dependant Local Exchange Companies
(LECs) providing local services.

SCOFE OF WORK

The Contractor shall provide any and all materials, eguipment
and support services that may be required for performance of
the work herein. The Contractor shall have the resources, oOr
be able to obtain the resources necessary to provide (a)
personnel with specialized experience in advanced network
design optimization, gquality assurance and quality control,
telecommunications analysis, migration support and
retrofitting to a new architecture; (b) documentation
development; (c} maintenance services; (d) installation
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services; (e) cable fabrication services; (f) alternatives
analysis in the implementation of a new system, including
requirements analysis, and cost benefit analysis; and (g) for
a property receiving facility for the configuration, testing,
"burn-in", and certification of the Government's eguipment
pricr to final shipment to the specific installation site.

Based upon the Government's acceptance of the Contractor’s
pre-award proposal which shall contain a market survey based
on the requirements as described in Section J, an analysis of
alternatives, associated cost matrix, proposed General
Design, and a platform recommendation based upon the "best
value®" to the Government, the Contractor shall perform the
following:

Upon

CRIENTATION

execution of the contract, the NRC Project Officer will

conduct an initial orientation briefing for all contractor
personnel performing work under this contract to provide
guidance on NRC policies, procedures, and operations.
Estimated duration of the briefing is one day. The Contractor
shall be responsible for briefing all subseguent replacement
personnel .

TASK AREA ONE: PROJECT PLANNING, SYSTEM DESIGN, AND
ACQUISITION

The Contractor shall perform the following functions, but
shall not be limited to the following as part of this Task

Area:
(a)

(b)

Perform validation of the network requirements using
existing documentation provided by the Government.

Conduct interviews with identified Government officials
ro gain a better understanding of future networking
reguirements.

Based upon the current regquirements validation and the
Contractor’'s understanding of future NRC requirements,
the Contractor shall modify, if necessary, the General
Network Design. 1In addition, the design shall address
those NRC locations that a multiplexer platform is not
warranted. The General Network Design shall be
documented in an electronic form, i.e. spreadsheets,
database, flat files, and cable print images (DFX
scanning) for ease of refinement using the Demonstration
testing in Task Area Two as a "lessons learned” tool.
The Final Network Design for Implementation/Installation
purposes must be documented in an electronic form as
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previously stated for the purpcses of (i) documentation
and integration into the NRC’'s Cable Plant Management |
System, and (ii) being modified by the Government to :
reflect moves, adds, and changes. The minimum items to |
be included are as follows: schematic identification of 5
the end-to-end circuit configuration including the .
carriers) circuit identifiers, line speed and

terminating equipment, such as routers, communication Y
processors, DSUs, CSUs, encryption equipment, PBXs, CPUs, J
specific card optioning information of the multiplexer
system itself, whether in software or in hardware
settings and network control and management hardware and

software.

(4' pProvide all materials, equipment, and services necessary
to implement a fully functioning network.

(e) Be solely responsible to ensure the proposed system is
compatible with all other network switching systems,
circuits, and facilities connected to or interfaced with

the system.

TASK AREA TWO:SITE SURVEYS, SYSTEM DEMONSTRATION, FULL
SYSTEM IMPLEMENTATION, AND SYSTEM DOCUMENTATION

&
s
A

As part of Task Area Two the Comtractor ghall perform site
surveys; receive, inventory, and configure components for the
NRC environment in a Contractor provided space; "burn-in'
configured eguipment; program and load software as reguired; A
ship configured systems to NRC and/or other identified
locations: install and test an intelligent network link
between the NRC Headguarters offices in Rockville, Maryland
and tne NRC's Region I Office in King of Prussia, PA;
demonstrate the system; reconiigure the system as necessary
pased on the demonstration test results; install the remainder
of the nodes in the network; test remaining network links;
configure network management hardware and software to the NRC
environment: and provide system documentation.

The Contractor shall:

(a) Perform site surveys of those locations identified by the
Government as being candidates for installation of the
new platform to determine site modifications necessary
for proper platform installation. (See Section C.7, for
items reguired in site surveys).

(b) Provide for a limited installation/demonstration between
the NRC Headguarters (OWFN) and the Region I Office in
King of Prussia, PA. This demonstration shall also

1
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include a system evaluation and certification report that
will be utilized in the development of the final Network
Design for all other locations.

Upon certification of the equipment as meeting the
requirements of the validation test, wvalidate and
redesign (if necessary), provide detailed
installation/implementation plans for the entire network,
including site specific drawings.

Deliver, install, test, place into service, and maintain
one system, per site design, to each of the locations
specified by the Government.

Identifying any and all interface, device, and/or
equipment connection, including correct ordering
information, with the FTS2000 Network, the Public
Switched Network (PSN), or common carrier, and inform the
NRC Contracting Officer (CO) or designee tO ensure
adeguate facilities are available as required to support
the system.

Not make any commitment to install, order, or place in
service any type of eguipment or service that would cause
a financial cbligation by the Government unless the NRC
C0 or designee has specifically requested such

equipment /services,

Furnish all system documentation and ensure the system
performs to the specifications of this contract during
all service conditions for the life of the contract.

Ensure spare parts availability for the system life as
described in Section J, Attachment A, Paragraph 3.12.2.

TASK AREA THREE: SYSTEM MAINTENANCE

The Contractor shall provide maintenance (labor and parts) and
shall keep the equipment in good operating condition.
Maintenance service does not include electrical work external
to the equipment, the furnishing of supplies, and adding or
removing accessories, attachments, or other devices. It does
not include repair of damage resulting from accident;
transportation between Government sites; neglect; misuse;
failure of electrical power, air conditioning, humidity
control; or causes other than ordinary use.

While the Contractor’s personnel are at the Government
facility, the Contractor is responsible for compliance with
all lawe, rules and regulations governing conduct with respect
to health and safety - not only as they relate to its
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employees and agents, but also to other personnel who are
Government employees or agents of the Government and to
property at the site regardless of ownership. While on
Government premises and in possession of Government property,
the Contractor shall be responsible for such property and any
damages thereto,

Should the Government make alterations or install attachments
which affect the maintenance of this system, the continuation
of maintenance service on the system shall be subject to
mutual agreement. Should the alternations or attachments
increase or decrease the maintenance costs to the Contractor,
adjustments to maintenance charges shall be made on an
individual installation basis. If such alternations or
attachments create a safety hazard, the Contractor may
discontinue maintenance service on the hazardous equipment.
In addition, should such be the cause of malfunction or
downtime, such downtime shall not be creditable under the
clause entitled "Maintenance Downtime Credits".

Contractor-sponsored alternations or attachments to the system

ghall be made only with the consent of the Government. Should

the Contractor-sponsored alterations or install attachments

which affect the maintenance of this system, the continuation

of maintenance service on the system shall be subject to .
mutual agreement. Should the alterations or attachments 1
increase or decrease the maintenance costs to the Contractor,
adjustments to maintenance charges shall be made on an

individual installation basis. If such alterations or

attachments create a safety hazard, the Contractor may

discontinue maintenance service on the hazardous egquipment.

In addition, should such be the cause of malfunction or

downtime, such downtime shall not be creditable under the

clause entitled "Maintenance Downtime Credits".

Contractor-sponsored alterations or attachments to the system
shall be made only with the consent of the Government.
C.3.4.1 PRINCIPAL PERIOD OF MAINTENANCE (PPM)

The Principal Pericd of Maintenance (PPM) under this contract
shall be Monday through Friday, 07:30 AM to 4:30 PM daily.

T 8.2 TYPES OF MAINTENANCE
Maintenance for the purposes of this contract shall consist of
two types: (a) Remedial Maintenance and (b) Preventive
Maintenance.
Remedial Maintenance (RM) is that maintenance required to
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P

.3.4.2.1 REMEDIAL MAINTENANCE (RM)

el ON-CALL MAINTENANCE

.4.2.1.2 PER-CALL MAINTENANCE (Description of Per-Call

effectively repair the system to its functional operating
condition. This maintenance includes, but is not limited to
replacement of broken parts.

Preventive Maintenance (PM) is maintenance performed on a
regularly scheduled basis to keep the system in good operating
order. It includes, but is not limited to cleaning parts,
removing dust, and replacing parts worn due toO normal wear
and tear.

Remedial Maintenance can be either On-Call or Per-Call. For
the purpose of this contract, the Government requires On-Call
Maintenance services during PPM and Per-Call Maintenance for
those periods not covered by PPM.

s DS N y ET -

The Contractor shall provide on-call maintenance service with
a two hour response time, with arrival on-site within three
hours after the initial notification for service during the
PEM at the fixed monthly charge shown in section B of this
contract. Resident on-site maintenance is not required.

Maintenance in Addition to On-Call Maintenance!

In addition to the specified maintenance service during the
PPM or extension thereof, the Contractor shall provide per-
call maintenance outside the PFM when a call is placed by the
Government CO, PO, or their designee.

A response time of four hours is required for per-call
maintenance, which shall be available Monday through Friday,
4:31 PM to 7:29 AM, and Friday 4:31 PM through Monday 7:29 AM,

Charges shall be computed to the nearest one-guarter of an
hour. The maximum charge for any one per-call maintenance
occurrence shall not exceed the total charge for an eight hour
maintenance service call. This maximum total charge shall
include the travel time to and from the installation site.
Total chargeable travel time shall not exceed cne hour per
call.

The Contractor shall only be reguired to provide per-call
maintenance for that equipment covered by on-call maintenance.

C.3.4.2.2 PREVENTIVE MAINTENANCE (PM)

The Contractor shall provide all labor, parts, and materials
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required for preventive maintenance to keep the system
operating at the NRC required levels. Maintenance shall
include all Contractor furnished equipment and services.

; Broken, damaged, or deteriorated parts shall be replaced with
: either new or reconditioned (like new) parts. Electrical
faults, such as leakage or poor insulation, ncise induction,
crosstalk, or poor transmission characteristics, shall be
corrected. Maintenance services do not include electrical
work external to the system or equipment, provision of
supplies, attachments, or other devices.

R e —

The Contractor shall provide a schedule of preventive

; maintenance required by the system manufacturer. Preventive

: maintenance shall include periodic testing, and inspections of

- the system. Preventive maintenance shall be performed during
the Government's PPM and extension thereof or periods

: contiguous thereto. The frequency and duration of the PM

] shall be that specified in an offer and agreed to by the

| Government prior to award. If a mutually agreeable schedule

g for PM cannot be established, the Government reserves the

] right o specify the schedule for performance of PM services,

' subject to the time constraints escablished by the

manufacturer as a minimum. 1

]

|

| C.3.4.3 NON-CHARGEABLE MAINTENANCE ITEMS

| Thei2 shall be no additional charge for:

(a) replacement parts, unless parts are required due to the
fault or negligence of the government;

(b) preventive maintenance, regardless of when performed;

() remedial maintenance which was requested during the PPM
(and extension thereof as specified in the contract:,
regardless of when maintenance is performed;

(d) time spent by maintenance personnel after arrival at the
site awaiting the arrival of additional maintenance personnel
’ and/or delivery of parts, etc., after a service call has
commenced;

(e) remedial maintenance required on any eguipment when the
scheduled preventive maintenance for that equipment preceding
the malfunction had not been performed unless preventive

; maintenance was omitted at the Government’s request or the

l Contractor was denied access to the egquipment;

, () remedial maintenance reguired within a 48-hour pericd due
i to a recurrence of the same malfunction.
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C.3.4.4 SERVICE INTERRUPTION

Any scheduled service requiring the loss of or interruption of
service shall be coordinated with and approved by the
Government PO at least five working days in advance of the
service interruption.

C.3.4.5 MALFUNCTION REPORTS

Upon completion of each billable maintenance call (or as
otherwise specified by the Government), the Contractor shall
provide the information listed below:

{a) Date and time notified

(b} Date and time of technician arrival on site

{¢)] Type and serial numbers of equipment

d) Description of malfunction

e) Date and time device was returned as functional

f)! Service call reference number of Government work order
number

(g) Description of action taken, repairs made, parts replaced
(h} Other (specify)

§
i
!
.
{

C.3,8:86 MEAN TIME TO RESTORE (Catastrophic Pailure)

The mean time to restore (MITR) from a catastrophic system
failure shall be 8 hours from the time of arrival on site and
nc longer than 12 hours from the time of notification by the
Government., Catastrophic failure is defined for the purposes
of this contract as failure of S0 percent or more of any one
site specific system for any reason.

C.3.4.,7 GOVERNMENT RESPCNSIBILITY

Government personnel shall nct perform maintenance or attempt
repairs tc egquipment beyond the removal of defective printed
circuit boards (PCBs) and insertion of functionally eguivalent
PCBs from the on-site spares kit while such eguipment is under
the purview of this contract unless agreed toc by the
Contractor. The Government action shall only be taken in an
effort to re-establish service and shall not go beyond the
above mentioned procedures and shall only be performed in
accordance with the contractor’s/manufacturer’s recommended
procedures and practices.

Subject to security regulations, the Government shall permit
access to the egquipment which is to be maintained.

The Government shall provide adequate storage space for on-
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gite spare parts kit and adequate working space, including
heat, light, ventilation, electric current and outlets, and
telephones (for local calls only) for the use of maintenance
personnel when on the Government's premises in response to a
call for maintenance or for other maintenance services as
described in Section C.3.4.3. These facilities hall be within
reasonable distance of the equipment to be serviced and shall
be provided at no charge to the Contractor.

The Government shall provide reasonable time for Coin..actor-
sponsored modification(s) after being notified by the
Contractor. The time allotted to the Contractor ro make the
modification(s) shall be outside the normal preventive
maintenance hours unless another time is mutually agreed upon.

The Government shall maintain site reguirements in accordance
with the eguipment environmental specifications furnished by
the manufacturer and specified by the Contractor under Task
Area Two.

SUPPORT SERVICES

s A D TASK AREA FOUR:

C:3.5.1 TRAINING

The Contractor shall provide to the Government unigue training
on the system platform and Network Management System prior to
installation for up to 12 Government personnel. This training
shall be at a contractor provided facility, unless otherwise
negotiated, with actual hands-on equipment training
facilities. The training shall include system
operator/maintenance traiuaing arnd additional system
administration training for the operators of the Network
Management System. Proposed training instruction materials
shall be provided toc the Government ten working days in
advance of scheduled training. The Contractor shall provide
a guaranty of a least five years of follow-on
operator/maintenance and system administration training
courses for Government personnel.

R P01 SYSTEM MANAGEMENT SERVICES

.3.5.2.1 Daily review of event and alarm logs with follow-up

analysis for the purposes of:

- identifying the reason for event and/or alamrm
condition;

. providing an analysis of effect on the network;

- providing a comprehensive weekly report on
recurring events; and
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recommending corrective action to prevent or lessen
the effect on the network as a whole,

€.3.5.2.2 Daily analysis of statistical information for the

2

r
L

C.3.5.4

~
4
-

wn

s

3

purposes of trend analysis on link/application bandwidth
usage and recommendaticons for bandwidth
allocation/provisioning for each site as well as the
entire system.

Compile monthly report summarizing the system’'s “"health"
te include:

event/alarm summary with recommendations, actions
taken, and results;

statistical summary on circuit utilization with
evaluation of the system’'s ability to handle the
current and projected load(s);

summary c¢” maintenance records with outage
statistics that show the specific reasons for each
oputage, the total duration of system outage, and
procedures used to restore the system;

monthly summary showing the current expenditures
and projected expenditures under the contract; and

compile monthly statistic reports for each site
with trend analysis cconcerning bandwidth demands,
circuit availability, circuit integrity,
maintenance records, cutage reports, etc.

TECHNOLOGY REVIEW AND EVALUATICN

The Contractor shall perform ongoing reviews of new technology
to facilitate the sharing and exchange of informaticn within
the NRC and with non-agency entities. The Contracter shall
review NRC requirements, architectures, ADP and network
hardware, software, and components.
review industry and government standards and policies and
agssist in the development of strategic plans for missicn-
related computing and networking. The Contractor shall
provide recommendations to enhance the integration and
interoperability of NRC networks as part of the monthly
report.

PROJECT MANAGEMENT, PERSCONNEL AND ADMINISTRATION

The Contractor shall provide on-site project management to
provide managerial oversight and support. The Contractor
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shall provide qualified, competent and fully-trained
personnel, as discussed in Section C.6 to perform integration
and support activities delineated under this contract. It
shall be the responsibility of the contractor to develop,
implement, and maintain a training plan to ensure that key
personnel maintain a current knowledge of network technology
through formal class training, seminars, and reading current
literature, especially as it relates to the NRC. The full
cost of the training is the sole responsibility of the
Contractor.

PERFORMANCE REQUIREMENTS

All deliverables and work products shall include, but are
not limited to, conformance with applicable Agency and
FIPs documentation set forth in the standards and the
references of the contract (see Section C.18), and
established milestones. Such deliverables shall be
inspected by the Government for compliance to standards,
clarity, accuracy, and conformance Lo expressed or
reasonable implied intent.

Written documentation shall be concise, free of
grammatical errors and conform to acceptable practices of

the English language.

The Contractor warrants against latent defects for a
pericd of two years all analysis, designs, plans, and
specifications produced under this contract.

Any deliverable product not part of the initial
implementation of the WAN shall be accepted or rejected
in writing by the Government PO. The Government will
have ten working days to complete the review of each
deliverable and accept or reject the deliverable in
writing. If the Government fails to complete the review
within the specified review period the deliverable will

become acceptable by default.

The Government PO will have the right to reject or
require correction of any deficiencies found in the
deliverables that are contrary to the information
contained in the contractor’'s accepted prcposal. In the
event of rejection of any deliverable the Contractor will
be notified in writing by the Government PO of the
specific reasons why the deliverable is being rejected.
The Contractor shall have ten working days to correct the
rejected deliverable and return it to the Government PO.

PERSONNEL REQUIREMENTS
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The personnel assigned to the contract shall be knowledgeable,
skilled, and possess recent (i.e., within the last two years)
hands-on experience designing, installing, implementing,
testing, and troubleshooting wide area networks and associated
egquipment. Such experience shall demonstrate a proficiency in
their select:on and use, and a working knowledge of their
purpose and capabilities.
Hardware

Tl multiplexers

Channel Service Units

Data Service Units

Sub DS1 Statistical Time Division Multiplexers

Digital Line Drivers

Encryption Units

Wire and cable terminations (i.e., 66 blocks, 110

blocks, RJ45-8, smart jacks, etc.)

Modems (analog, digital, radio frequency, and fiber

opric)

D81 test equipment including protocol analyzers

Sub rate DS1 test equipment including protocol

analyzers

Central Processing Units (minimum of IBM compatible

486 class machines with desirable experience in

UNIX based operating systems)

Standard telephone test equipment for voice

applications

Protoccls
TCP/IP and its related protocols
IPX
IBM Synchronous Data Link Control and BSC protocols
GOSIP
IEEE 802.3 Ethernet
IEEE 802.5 Token Ring
HDLC
UUCP
Telecommunications
ISDN
SMDS
Frame Relay
CCITT X.25
FTS2000 Services
Network Management Systems
Software
DOS Version 5.0
Windows 3.1
CAD/CAM
WordPerfect 5.1
dBase III
Crosstalk or other similar communications package
capable of VT100 emulation
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C.5.1 Labor Categories

There are eight labor rategories associated with this
contract. They are as fcllows: Project Manager, Network
Engineer, Data Communications Specialist, Technical Writer,
Senior Technology Analyst, Network Management Specialist,
Communications Technician, and Trainer.

Personnel qualifications set forth herein are the minimum
qualifications acceptable for performance under this contract.
Pertinent undergraduate study at an accredited college or
university may be substituted for general ADP experience using
the formula of one academic year of study for nine months of
on-the-iocb experience. A maximum of four years of related
undergraduate stmidy may be substituted for up to three years
of experience at the discretion of tne Government PO. Related
undergraduate study is in the academic disciplines of computer
gcience, information systems management and mathematics or
related field of study.

C.5.1.1 PROJECT MANAGER
The Project Manager shall be a working supervisor and shall
possess all of the qualifications of the Network Engineer as
described in that category. The individual shall have
demonstrated experience in identifying and documenting
application functional reguirements, establishing project
schedules, using life cycle methodologies, controlling the
allocation and utilization of resources, tracking project
status, and controlling product correctness and conformance to
standards. The Project Manager shall represent the Contractor
on all technical and administrative matters relating to the
perfcrmance of the tasks described in the contract. The
Project Manager shall be responsible to the Government PO.

The individual should possess cay®rience .n use of
microcomputer software such as Timeline, Wosdperfect 5.0 or
later, and Letus 123. Such experience should demonstrate
actual use of project management charts (i.e., Gantt, PERT),
and spreadsheets in solving office automation activities.
Individuals in this category regquire relevant experience in
the areas listed below.

Mandatory Experience

{a) Individual shall have a minimum of 12 years general ADP
experience.

(b) Shall have recent familiarity with GOSIP and other
Federal standards and regulations with respect to the
procurement of data communications systems and networking
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services.

(c) For the past three years, the individual shall have
managed substantial networks (over 10 nodes) or network
support contracts which includes multiple projects.

Desirable Experience

(a) Experience designing and installing (1) digital networks
that interface with both local and long distance carriers
at the DS1 level, (2) network management systems, (3!
voice and data integrated services, and (4) emergency
back-up communications provisioning.

b) Prepared detailed technical specificaticns for
voice/data/video conferencing communication systems.

..... < NETWORK ENGINEER

The Network Engineer shall be experienced in benchmarking and
traffic analysis of existing systems, quantifying end-user
functional and system requirements across the WAN, developing
network physical and logical designs, and implementing network
designs.

Mandatory Expe - snce

(a) Individuals shall have four years of technical work
experience in DS1 n=twork environments

(b) Individuals shall have four years of work expericnce in
designing, implementing, troubleshooting, and
benchmarking WAN efficiency.

{c] Individual shall have fiv' ,se: ;3 of network design
experience, including the ~:a'ion of detailed technical
schematics for the physica. zign.

Desirable Experience - Demonstrated ability to perform
protocol level analysis for TCP/IP, IPX, SNA, and CCITT X.25
networks.

C.5.1.3 DATA COMMUNICATICONS SPECIALIST

Individual shall have demonstrated experience designing
communications networks that support multiple applications and
protocels. Individual shall be able to properly size a large
data communications network to meet design specific
requirements. Individual shall have -lemonstrated experience
in fault management, configuration management, and performance
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management of data communicatiocns networks supporting multiple
applications and protocols.

Mandatory Experience

(a) Four years communications uetwork control operations,
especially experience in fault isclation procedures to

the application level.

(b} Five years experience in configuration and management of
data communication equipment, including communications
processors and digital patch and test facilities.

‘z) Three years experience in the operation and application
of Network Management Systems.

(d) Minimum of two years experience in the operaticn of
sophisticated communications test equipment, and the
ability to interpret and analyze information gathered by
such devices to diagnose, isolate, and resolve data and
voice communications netwcrk problems.

(e} FPunctional knowledgeable of common carrier services;
i.e., Tl1, Fractional Ti, Digital Data Service, and analog

transmission.

Desirable Experience

(a) Functional knowledge of local area network concepts.

(b) Knowledge of the new common carrier services; i.e., ISDN,
SMDS, and Frame Relay.

(¢} Knowledge of telecommunications standards; i.e., IS0,
CCITT, IEEE, AND EIA/TIA.

(d) Functional knowledge of the IEM networking protocols.

C.5.1.4 TECHNICAL WRITER

Individuals in this category shall have demonstrated
experience in the preparation and compilation of ADP related
documentation, such as systems specifications, feasibility
studies, functional descriptions, standards and guidelines,
users manuals, and program maintenance documentation using
word processing and computer aided graphics software on an IBM
compatible personal computer. Individuals in this category
require relevant experience in the areas listed below.

Mandatory Experience
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(a) Persons in this category shall have a minimum of two
years experience in the preparation, compilation, and
maintenance of complex technical documentation.

{b} Persong shall have demonstrated the ability to edit and
proof read technical documents. Individuals shall have
experience in coordinating document production and
distribution.

Desirable Experience

(a) Functional knowledge in the use of Wordpertect 5.0 or
later word processing software.

(b} Functional knowledge in the use of dBase III database
software.

(c) Functional knowledge in the use of Lotus 123 spreadsheet
software.

.5 SENIOR TECHNOLOGY ANALYST

The Senior Technology Analyst assigned to this contract shall
have demonstrated experience in evaluation of modern switching
technologies together with advanced networking alternatives
for their modernization. Individuals shall be knowledgeable
in open systems architecture, the Government Open Systems
Interconnect Profile (GOSIP), multiple protocol networks,
emerging and adopted Federal and national standards relating
to open systems and telecommunications, and a wide variety of
telecommunications switching technologies including SMDS,
Frame Relay, and cell switching advancements such as
Asynchronous Transfer Mode (ATM) methodologies and products.

Mandatory Experience

(a) Individuals shall have a minimum of ten years general ADP
experience.

{b) Persons shall have at least six years experience
performing multiple tasks involving planning,
establishing procedures and standards, analysis,
evaluation and implementation of the various
telecommunications protocols to ensure an optimum large-
scale open, integrated network. Individuals shall have
developed plans and strategies to integrate data,
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imaging, voice, and video conferencing technologies.
This experience shall have been within the last ten

years.

(¢) Individuals shall have at least three years experience
modeling, designing, and conducting performance
evaluations of data communication networks.

Desirable Experience

(a) Experience designing and implementing multi-server,
multi-site TCP/IP and IPX networks.

(b) Experience preparing technical specifications for data
communication networks.

Integrating and transporting IBM's SNA cver the WAN.

8]

.6 NETWORK MANAGEMENT SPECIALIST

Individuals shall have demonstrated experience in network
management of medium to large scale networks using an
integrated network management system. The individual shall
have demonstrated experience in configuration management,
performance management/analysis, and command and control
functions.

Mandatory Experience

(a) Individual shall have a minimum of 7 years general ADP
experience.

() Individual shall have at least five years experience
performing network management functions of medium to
large scale networks similar in nature to the technical
level of effort regquired in this contract.

(¢) The individual shall be certified or be functionally
familiar with the network management system procured in
thig contract as a result of the Phase One initiative.

Desirable Experience

{a) Individual possess at least two years previous experience
with the network management systems being procured in
Phase One of the Project. '

(b} Experience with Simple Network Management Protocol (SNMP)
gtandards to the functicnal level with operational
experience in network management utilizing SNMP
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C.5.1.7 COMMUNICATIONS TECHNICIAN

Individuals shall have experience in installing and
troubleshooting data communications egquipment, and resolving
network line problems.

Mandatory Experience

(a)

o)

G 1.8

Five years of hands-on experience in data communications
to include installation, maintaining, and upgrading
intelligent multiplexer systems.

TWO years mininh... 2xperisnce in cable insrallation and
the fabrication of data commuhications cables.

Shall have demonstrated a working knowledge of data
communications interface standards including, but not
limited to: CCITT V.35, EIA RS-232C, EIA RS-449, and TIA-
$30.

TRAINER

The trainer shall have demonstrated training experience with
actual technical presentation of network technologies being
proposed for the new network. The trainer shall have
demonstrated experience in developing training courses.

Mandatory Experience

a)

ib)

Three years experience in developing course material and
training aide r~mmensurate with the technical level of
this Project.

Three years experience in conducting formal and informal
class training for both technical and non-technical
personnel .

Desirable Experience

(a)

Hands-on experience with networking technologies, i.e.,
protocols, communications eguipment, and test equipment.

Be a certified by the manufacturer as being trained on

the particular platform being procured in Phase One of
this Project.
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C.5.2.1 Resume Requirement

{ The Contractor shall furnish a resume for each individual
proposed for work under this Project. Each resume shall
include all information in the following resume format:

r C.8.2.2 Resume Format
la) Name

(b} Proposed Labor Category
lc) Status within the Contractor’s organiration, e.g. full

time,
part-time, sub-contractor, etc.

(d) Education

(1) College attended (with dates)
- degree received or semester hours completed

- major subjects

{2) Technical schools attended (with dates)

course title
- certificate received

‘ (3) Approximate number of class hours
(4) Special courses, etc.

(e) Experience (in reverse chronological order)

(1) Employer
(2) Dates of employment (from/to)

{3) Detailed experience - list each position held with
, this employer and include (i) job title, (ii) description
in detail of the work experience and length of service in
each position. Include specific duties, including
| hardware, software, tools, etc., used in the performance
‘ of those duties. If in a supervisory position also
indicated the number and type of perscnnel supervised.

C.5.2.3 Interview Stipulation

The Government will retain the option to approve any or all :
proposed candidates.
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C.5.2.4 Key Personnel

Key personnel are listed in Section H of this contract.
Changes in the key personnel will be incorporated in the
contract via amendments. Prior to diverting any key
personnel, the contractor shall notify the CO twoc weeks in
advance. No diversion shall be made by the Contractor without
the written consent of the CC.

C.6 GOVERNMENT RESPONSIBILITIES/FPURNISHED RESOURCES

Order from the local telephone company, FTS2000, and any other
carrier, any interface requirement, identified by the
Contractor in the proposal for all carrier provided services
for the initial and subsequent system requirements. For any
interface requiremenc(s) ordered by the Government as
identified by the Contractor which are found to be in error,
the Contractor shall reimburse the Government for all costs
incurred by the error.

Provide adequate power, heating and coocling, telephone
facilities, space, and other environmental conditions deemed
necessary by the manufacturer to support the proper operation
cf the system throughout its life cycle,

Provide the Contractor with all available loading information,
current network tcopology, near-term additions to the currerc
network, and all DTE interfaces specificaticns of the curwvent
network.

C.8.1 FACILITIES, SUPPLIES, AND SERVICES

Should the Contracter’s work be performed at any, but not
limited to, of the locations listed in section C.1.1, the
normal business hours of the Government or facility must be
adhered to. Any variation will be approved by the Government
PO prior to the commencement of such work.

The Government will not provide for storage space of
multiplexer equipment that has been received, tested, and
"burned-in", but not configured as part of a site specific
system or a designated spares kit in support of a specific
site. This is the responsibility of the Contracror until such
time as the eguipment is delivered as part of the system.

C.6.2 AUTOMATED DATA PROCESSING RESOURCES

The Government will not provide computer hardware, software,
ocperating supplies, and services (terminals, data
communications, etc.) required for the Contractor to
accomplish the work regquired under this contract.
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As gquestions arise, Government perscnnel familiar with the
current system procedures and network applications will be
provided to the Contractor for interviews. This assistance
will be available only during the hours of 9:00 AM to 3:30 PM
Monday through Friday. Any variation will be approved by the k

P[0 in advance.
through the PO.

with access to

Any and all such interviews will be made
The Geovernment will provide the Contractor
existing network documentation, upon request.

.7 COMPLIANCE WITHE FIP STANDARDS |
All equipment and software acquired under this acguisition
shall conform to specified applicable Federal Information
Processing Standards Publications (FIPS PUBS). For this
contract the applicable FIFS PUBS are referenced below.

cC.8 SYSTEM VALIDATION, IMPLEMENTATION AND INSTALLATION

VALIDATION PERICD

£.8.1

T B e I B i

The Contractor shall meet with the Government CC and PO as
soon as possible after contract award. The purpose of the
initial meeting will be (a) the dissemination of specific
detailed information concerning the Government lccations to be
serviced in the initial implementation of the system, (b) the
specifications that must be met by the system/platform 1
manufacturers, (c) the proposed implementation plans of the
project, (d) negotiation of validation document due date, and
(e) agreement upon any other initial contract deliverable.

!
The Contractor shall prepare a validation certificate document ]
that describes in detail the existing WAN networking |
reguirements of the Agency. This document shall not only
validate, but shall also peint out areas of deficiencies in !
the Agency provided information. It is recognized that this
document represents a "snap-shot" of the requirements and does |
not hold either party to a specific level of performance or :
expected service. This Validation Period shall not exceed 30 ]
days with delivery of the final certification documents no i
later than 45 days after contract award. ‘
C.8.2 IMPLEMENTATION AND INSTALLATION I
Installation/cutover dates shall be coordinated with the local ‘
telephone company, General Services Administration’s Federal :
. Telecommunications Services Network (FTS2000), and the |
’ Government. The Government will review and approve all |
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(Continued)

approval. This test plan shall cover the deliverable system
configuration, demonstrating compliance with each delivered
requirement. The Contractor shall provide any and all test
equipment necessary for this testing. For those reguirements
which can not be tested due to limitations of the delivered
system, the Contractor shall provide documentation which
indicates compliance, and shall identify the hardware/scoftware
necessary for the Government to acquire to implement the
requirement within the system.

The Contractor shall conduct system testing and record results
as part of the system deliverables. These results shall be
provided to the Project Officer as evidence of successful
completion of the Acceptance Test. The Project Officer, or
nis designee, shall physically inspect each locaticn after
completion of the Acceptance Test tO verify contract
compliance. In order for any testing to be considered
compliant, the testing shall be observed by a designated
government representative. Acceptance by the Government will
be based upon satisfactory completion of the Government
approved Acceptance Test and completion of 30 consecutive days
of network operations. Problems revealed within the 30
consecutive days of operations will be corrected as part of
the warranty provisions. At the end of the 30 consecutive
days of network operations the Government will provide a
listing of any software configuration problems observed during
operations, to include any problems with the Network
Management System display capability. These software
configuration problems shall also be corrected as part of the
warranty provisions.

USED EQUIPMENT AND MATERIALS

Only new commercially available parts or parts equal in
performance tO new parts shall be used in effecting repairs.
Parts which have been replaced shall become the property of
the Contractor. Should equipment and materials to effect
repairs be classified as used, they shall be identified as
used and/or reconditioned/refurbished and shall be warranted
the same as new materials by the Contractor.

CABLING

The Contractor shall be responsible for designing, furnishing,
and installing all cable and wire for this contrac: in support
of the system. The Contractor shall take all necessary
precautionary measures to prevent induced interference. e.9.
crosstalk, in the cable. Cable and cable terminations
provided and installed by the Contractor shall be in
accordance with all local regulations governing such
installations and in accordance with the applicable standards
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and recommendations cited in Section C.18. all cables shall
be marked/tagged at both ends to adequately identify the
functionality or purpose of the cable to facilitate trouble
resolution procedures.

SUPPLIES

Rental and maintenance charges to not include consumable
operational supplies, e.g., paper, tape, carbon, etc.
Suppiies used by the Government shall conform to the
Contracter's technical specifications or eguivalent.

WARRANTIES

The Contractor shall provide cne year of warranty for all
gystem parts and components from the date of acceptance by thLe
government. Wherever a system failure can be diagnosed and
repaired by on-site government personnel, the government will
remove and replace the failed component, using parts from the
contractor provided spare parts kit. the failed component
will be express shipped by the government to the Contractor'’s
desicnated depot level repair activity. the contractor shall
ship either the repaired component or a suitable replacement
for the failed component within ten working days of receipt by
the repair activity.

For the first year of network operations, the Contractor shall
pay all repair costs plus the cost tc ship repaired components
te the government site, provided that such repairs are not
required due to negligence on the part of the Government.

DOCUMENTATION

The contractor shall provide nine sets of commercial manuals
for esach hardware item delivered. These manuals shall include
any available operator’s manuals, maintenance manuals, and any
other manuals available and necessary for the Government’s
operation of the system. In addition to the commercial
manuals provided, the contractor shall provide a completes set
of engineering drawings, providing a system view, showing
system intercornections, and providing detailed drawings of
any NRC unigue installations. At a minimum engineering
drawings shall be required of the configuration of each rack
of egquipment built teo satisfy these regquirements. In
addition, any specially constructed cables shall be documented
in cable drawings to include specific "pin out" drawings. The
contractor shall provide three sets of "E" size drawings and
nine sets of "C" gize engineering drawings as well as
electronic versions for uplecad into the Agency’'s Cable Flant
Management System.
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£«19 APPLICABLE DOCUMENTS

The following Federal Standards, Federal Information
Processing Standards, CCITT Recommendations, and Industry
standards are included as applicable documents. The impact of
each applicable standard shall be as specified in a text
reference in Section 2 of this document.

C.15.1 FEDERAL STANDARDS

FED-STD-1037B, Telecommunications: Glossary of
Telecommunications Terms, 3 June 1991

MIL-STD-1472D, Human Engineering Design Criteria for Military
Systems, Equipment, and Facilities, Revision D, 14
Ma, ~h 1589

C.15.2 FIPS PUBLICATIONS

FIPS 22-1 Synchreonous Signaling Rates Between Data Terminal
and Data Communications Equipment, September 1, 1977 (Same as
ANSI X3.1-1976)

FIPS 41 Computer Security Guidelines for Implementing the
Privacy Act of 19574, May 30, 1975

FIPS 46-1 Data Encryption Standard, January 22, 1988

FIPS 74 Guidelines for Implementing and Using the NBS Data
Encryption Standard, April 1, 1981

FIPS 81 DES Modes of Operations, December 2, 1980

FIPS 94 Guideline on Electrical Power for ADP Installations,
September 21, 1983

FIPS 138 Electrical Characteristics of Balanced Voltage
Digital Interface Circuits, September 24, 1975 (National
counterpart: EIA RS-422-A)

FIPS 139 Interoperability and Security Reguirements for Use of
the Data Encryptiocn Standard in the Physical Layer of Data
Communications, August 3, 1983

FIPS 140 General Security Requirements for Equipment Using the
Data Encryption Standard, April 4, 1985

FIPS 142 Electrical Characteristics of Unbalanced Voltage
Digital Interface Circuits, January 31, 1980 (National
Counterpart: EIA RS-423-A)

FIPS 143 General Purpose 37-Position and 9-Position Interface
Between Data Terminal Equipment and Data Circuit Terminating
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Equipment, June 10, 1985 (National Counterpart: EIA RS-449)

FIPS 146-1 Government Cpen Systems Interconnection Profile
(GOSIP), April 3, 1991

FIPS 147 Group 3 Facsimile Apparatus for Document
Transmission, August 1%, 1981 (National Counterpart: EIA RS-
466)

FIPS 148 Procedures for Document Facsimile Transmission, April
14, 1982 (National Counterpart: EIA-RS-466)

FIPS 145 General Aspects of Group 4 Facsimile Apparatus,
November 4, 1988 (Naticnal Counterpart: EIA £538-1988)

.3 NIST PUBLICATIONS

NIST Special Publication 500-163, Government Open Systems
Interconnection User’s Guide, August 198%

NIST Special Publication 500-183, Stable Implementation
Agreements for Open System Interconnection Protocols, Version
4, 1 December 1990

NIST Special Publicaticn 500-1%82, Goverument Cpen Systems
Interconnection Profile User’ Guide, Version 2, October 1%%1

.4 CCITT RECOMMENDATIONS

V.21: 300 bps Duplex Modem Standardized for Use in the General
Switched Telephone Network

V.22: 1200 bps Duplex Modem Standardized for Use on the
General Switched Telephone Network and on Leased Circuits

V.22bis: 2400 bps Duplex Modem Using the Frequency Division
Technigque Standardized for use on the General Switched
Telephone Network and on Point-to-Point 2-wire Leased
Telephone-Type Circuits

V.24: List of Definitions for Interchange Circuits Between
Data-Terminal Equipment and Data Circuit-Terminating Equipment

V.28: Electrical Characteristics for Unbalanced Double-
Current Interchange Circuits

V.32: 2-Wire, Full Duplex Modems Operating at Data Signall.ng
Rates of up to 9600 bps for Use on the General Switched
Telephone Network and on Leased Telephone-Type Circuits
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V.32bis: 2-Wire, Full Duplex Modems Operating at Data
Signalling Rates of up toc 14,400 bps for Use on the General
Switched Telephone Network and on Leased Telephone-Type

Circuits

V.35: Data Transmission at 48 kbps Using 60-108 kHz Group
Band Circuits

§ INDUSTRY STANDARDS

5.1 Electronics Industry Association (EIA):

Communications Equipment Employing Serial Binary Data
Interchange

£IA/232-D: Interface Between Data Terminal Equipment and Data

EIA RS-422-A Electrical Characteristics for Balanced Voltage
Digital Interface Circuits

ETA RS-423-A Electrical Characteristics for Unbalanced Voltage
pDigital Interface Circuits

EIA RS-449 General Purpose 37-Position and 9-Position
Interface Between Data Terminal EZquipment and Data Circuit

Terminating Equipment

EIA RS-465 Group 3 Facsimile Apparatus for Document
Transmission

EIA/TIA-568 Commercial Building Telecommunications Wiria
Standards, July 1891

ETA TIA-452AAAA-1989 Detail Specifications for 62.5 micron
Core Diameter Class la Multimode Graded-index Optical

Wwaveguide Fibers

.5.2 American National Standards Institute (ANSI):

ANSI T1.101-1987 Synchronization Interface for Digital
Networks

ANSI T1.107-1988 Digital Hierarchy -- Formats Specifications

ANSI T1.110 -- 1987 Signalling System Number 7, General
Information

ANSI T1.216 -- 1991 ISDN Management -- Basic Rate Physical
Layer
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ANSI T1.217 -- 1991 1SDN Management -- Primary Rate Physical
Layer

ANSI T1.301 -- 1987 Adaptive Differential Pulse Code
Modulation (ADPCM)

ANSI T1.302 -- 1989 Digital Processing of Voice-band signals -
32 kbits/s ADPCM Line Format Standard

ANSI T1.303 -- 1989 Digital Processing of Voice-band signals - i
- Algorithm for 24, 32, and 40 kbits/s ADPCM

ANSI T1.308-1990 Central Office Equipment -- Electrostatic
Discharge Requirements

I ANSI T1.310-19%1 Digital Processing of Voice-Band Signals --
| Algcrithms for -, 4-, 3-, and 2-Bit/Sample Embedded ADPCM

ANST T1.401 Interface Between Carrier and Customer |
Installations -- Analog Voicegrade Switched Actess Lines Using ]
| Loop-Start and Ground-Start Signalling i

; ANSI T1.403-1989 Carrier to Customer Installation, DS1
Metallic Interface Specification

ANSI T1.601-1988 Integrated Services Digital Network (ISDN) --
Basic Access Interface for Use on Metallic Loops for
Application on Network Side of the NT (Layer 1 Specification)
ANSI T1.602-1989 ISDN Signalling

ANSI T1.603-199%0 ISDN -- Minimal Set of Bearer Services for
the Primary Rate Interface

ANSI T1.604-1990 ISDN -- Minimal Set of Bearer Services for
the Basic Rate Interface

ANSI X3.92-1981 -- Data Encryption Standard i

ANSI X3.105-1%983 -- Data Encryption Standard

C.15.5.3 Other Standards:

OSHA 1910.22 Occupational Safety and Health Standards
{28CFR22) General Industry, Revised June 1981

NFPA Naticnal Fire Protection Association 70-90, National
Electrical Code ]

RFC 1157 Simple Network Management Protocol (SNMP), May 1990
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P & NRCAR 2052.215-83 TRAVEL APPROVALS (JAN 1993)

(a) All domestic travel requires the prior approval of the project
officer.

(b) All foreign travel must be approved in advance by the NRC on
NRC Form 445 and must be in compliance with FAR 52.247-63
Preference for U.S. Flag Air Carriers. Foreign travel
approval must be communicated in writing through the
contracting officer. ‘
I
|

[End of Clause]
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SECTION E - INSPECTION AND ACCEPTANCE

E.1l §2.252-2 CLAUSES INCORPORATED BY REFERENCE (JUN 1988)

This contract incorporates one or more clauses by reference,

with the same force and effect as if they were given in full text.

Upon request, the Contracting Officer will make their full text

available.
I. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1) CLAUSES
NUMBER TITLE DATE
§2.246-3 INSPECTICN COF SUPPLIES - APR 1984
COST-REIMBURSEMENT
£52.246~-5 INSPECTION OF SERVICES APR 1984
- COST-REIMBURSEMENT
52.246-2 INSPECTION OF SUPPLIES UL 1985
- FIXED-PRICE
£2.246-4 INSPECTION OF SERVICES FEB 1982

- FIXED-PRICE
[End 2of Clause)
E.2 PLACE OF INSPECTION AND ACCEPTANCE (MAR 1987)

Inspection and acceptance of the deliverable items to be
furnished hereunder shall be made by the Project Officer at the
destination.

[Ena of Clause]

E.3 STANDARD OF PERFORMANCE AND ACCEPTANCE OF ADP SYSTEM
EQUIPMENT (JUN 1988}

(a) Geperal. This clause establishes a standard of performance
which must be met before any ADP system delivered under this
contract is accepted by the Government. This also includes
replacement machines, substitute machines, and machines which
are added or field modified (modifications of a machine from
one model to another) after a successful performance period.

(b} P oIrman Perd 4 Bt = s Level. The

performance period shall begin on the installation date and
shall end when the equipment has met the standard of
performance for a period of 30 consecutive days by operating
in conformance with the Contractor’s technical specifications
and functional descriptions, or as quoted in the Contractor’s
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proposal, which must satisfy the requirements of this contract
at an effectiveness level of 99.95 percent Oor more.

(&)Y 2 If the system does not
meet the standard of performance during the initial 30
consecutive days, the performance period shall continue on a
day-by-day basis until the standard of performance is met for
a total of 30 consecutive days.

‘d) Failure to Meet Standard Performance. If the system fails
to meet the standard of performance after 30 calendar days
from the installation date or start of the performance period,
whichever is later, the Government may at its option request a
replacement or terminate the contract and reguest the
immediate removal of the eguipment.

(e) ‘ I £ . The effectiveness level
for a system is computed by dividing the operational use time
by the sum of the operational use time plus system failure
downtime.

(£) i sms . The effectiveness level fo: jystems
added, field-modified, or substituted, or for a replacement
machine is a percentage figure determined py dividing the
operational use time of the machine by the .um of that time
plus downtime resulting from equipment failure or the machine

being tested.

] 4 . Operational use time for

(g)
performance testing for a system is the accumulated time
during which the Central Processing Unit is in actual
operation, including any intervals of time between the start
and stop of the processing of the prcograms.

(h) ' U ! I Operational use time

for performance testing for a machine added, field-modified,
or substituted or for a replacement machine is defined as the
accumulated time during which the machine is in actual use,

: owntime. System failure downtime is that
period of time during which the scheduled productive workload,
or simulated workload, being used for acceptance testing
cannot be continued on the system due to machine (s) failure.
1f simulated workload is being used for acceptance testing, it
must be consistent with the data processing requirements set
forth elsewhere in this contract.

(1)

(§) Start of Downtime. Downtime for each incident shall start
from the time the Government contacts the Contractor’s
designated representative at the prearranged contact point
until the system(s) is (are) returned to the Government in
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(Continued)

ikl

(e)

(p)

proper operating condition, exclusive of actual travel time
required by the Contractor’'s maintenance personnel but not in
excess of one hour on each day such services were requested.
However, at the request of the Contractor, the Government
shall make available not conly the failed equipment, but also
those machines which must be used by the Contractor to
accomplish such repairs. The Contractor shall provide an
answering service or other continuous telephone coverage to
permit the Government to make such contact.

Use Jowntime. During a period of
system failure downtime, the Government may use operable

equipment when such action does not interfere with maintenince
cf the incperable eguipment. The entire system will be
considered dowr. during such periods of use. Whenever the
operable egquipment is nnt released to the Contractor upon
request, all such usage periods shall be considered system
operational use time in computing the effectiveness level.

I 1 ime. Machine failure downtime for a
machine added, field-modified, or substituted, or for a
replacement machine after the system has completed a
successful performance period is that period of time when such
machine is inoperable due to its failure.

Mipimum of Use Time. During the performance pericd for a
system/machine, a minimum of 160 hours of operational use

time with scheduled productive or simulated work will be
required as a basis for computation cof the effectiveness
level. However, in computing the effectiveness level, the
actual number of cperational use hours shall be used when that
number exceeds the minimum of 160 hours. Machines added, field
modified and substitute machinee are subject to the 160
hours minimum use time requirement. However, the Government
shall accept such machine(s) without the addition of simulated
work solely to achieve the minimum of 160 hours use time,
provided the average effectiveness for the 30 day acceptance
period is equal to or better than the level specified in
paragraph b above.

. The Government shall not accept the
system and shall not pay charges until the standard of
performance is met. The date of acceptance shall be the first
day of the successful performance period.

. The Government shall maintain appropriate
daily records to satisfy the requirements of this clause and
shall notify the Contractor in writing of the date of the
first day of the successful performance period.

Measurement of Operatiopnal Use Time. Operational use time
Page 46 of 77
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NRC-33-94-188 Section E
E.3 {(Continued)

and downtime shall be measured in hours and whole minutes.

(q) ‘ igd. If necessary, the
Government may delay the start of the performance period, but
such delay shall not exceed 5 consecutive days; therefore, the
performance period must start not later than the 5 day after
the installation date. Should the Government delay the start
of the performance period, rental charges shall accrue for
that period of time between the installation date and the

: start of the performance period and shall be paid only upon

| completion of the successful performance period.

§ ‘
b
f
.

f_

I.

(r) Remote Devices. For remote devices the standard of

performance shall be determined in accordance with paragraph
m, above. A remote device is defined as any

F contractor-supplied device which is connected to the Central

| Processing Unit by way of data transmission lines rather than
contractor-supplied direct cable connection. The effectiveness

. level for equipment supplied by the Contractor shall be

: computed in accordance with paragraph f, above, and shall

| exclude downtime at:tributable to related equipment, cables,
transmission lines, wires, etc., not supplied by the
Contractor.

[End of Clause]
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r.3

{(Continued)

requirements, level of effort (cost) or schedule delay, the
contractor shall submit a separate letter to the contracting
officer identifying the required change and estimated cost

impact.

(c) A summary of progress to date; and

(d) Plans for the next reporting period.
[End of Clause]

NRCAR 2052.212-72 FINANCIAL STATUS REPORT

The contractor shall provide a monthly Financial Status Report
to the project officer and the concracting officer. The report :s
due within 15 calendar days after the end of the report periocd and
must identify the title of the project, the contract number,
Financial Identification Number (FIN), project manager and/or
principal investigator, the contract period of performance, and
the period covered by the report. Each report must include the
following for each discrete task:

{a) Provide tctal estimated cost (value) of the project as
reflected in the contract, the amount of funds available in
the contract to date, and the balance of funds required to
complete the work as follows:

{1) Total estimated contract amount.

(2) Total funds obligated to date.

(3) Total costs incurred this reporting period.

(4) Total ccsts incurred to date.

(8) Provide a detail of all direct and indirect costs
incurred during the reporting period for the entire
contract or each task, if it is a task ordering contract.
Provide a summary of the labor hours expended by job
category.

(6) Balance of obligations remaining.

{(7) Balance of funds required to complete contract/task
order.

(8) Contractor Spending Plan (CSP) status:
(i) Projected percentage of completion cumulative
through the report period for the project/task order
as reflected in the current CSP,
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F.4 (Continued)

(ii} Indicate if there has been a significant change in
the original CSP projection in e.ther dollars or
percentage of completion. Identify the change, the
reasons for the change, whether there is any
projected overrun, and when additional funds would
be required. If there have been no changes to the
original NRC-approved CSP projections, a written
statement to that effect is sufficient in lieu of
submitting a detailed response to item 8.

(8} A revised CSP is required with the Financial Status
Report whenever the contractor or the contracting officer
has reason to believe that the total cost for performance
of this contract will be either greater or substantially
less than what had been previocusly estimated.

(b) If the data in this report indicates a need for additional
funding beyond that already obligated, this information may
only be used as support to the official request for funding
required in accordance with the Limitation of Cost (LOC)
Clause (FAR 52.232-20) or the Limitation of Funds (LOF) Clause
FAR 52.232-22.

(End of Clause)
¥.5 PLACE OF DELIVERY--REPORTS (JUN 1988)

The items to be furnished hereunder shall be delivered, with all
charges paid by the Contractor, to:

(a) Project Officer (3 copies)
U. 8. Nuclear Regulatory Commission

Mail Stop P-612
Washington, DC 205&5

(b} Contracting Officer (1 copy)
[End of Clause]

F.6 PLACE OF DELIVERY--EQUIPMENT (MAR 1987)
ALTERNATE 1 (MAR 1987)

The items to be furnished hereunder shall be delivered, with all
charges paid by the Contractor, to:

U.8. Nuclear Regulatory Commission
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F.6 (Continued)
Contract Number: NRC-33-94-188

: (SEE STATEMENT OF WORK C.1.1 FOR NRC LOCATIONS).

[End of Clause]

F.7 DURATION OF CONTRACT PERIOD (MAR 1987)
ALTERNATE 2 (MAR 1987)

This contract shall commence on (See $F26, Line 20C) and

will expire three years later. The term of this contract
may be extended at the option of the Government for an

additional 2 vyears.

[End of Clause]
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SECTION G - CONTRACT ADMINISTRATION DATA

G.1 NRCAR 2052.215-72 PROJECT OF?ICER AUTHORITY
ALTERNATE 1 (JAN 1993) i

{a) The contracting officer’'s authorized representative,
hereinafter referred to as the project officer for this
contract is:

Name: Stanley D. Wood

Address: U. S. Nuclear Regulatory Commission
Mail Stop P-612
Washington, DC 20855

Telephone Number: 301-492-7723
{(b) The project oificer shall:

(1) Place delivery orders for items required under this
contract.

(2) Monitor contractor performance and recommend to the
contracting officer changes in requirements. :

(3) Inspect and accept products/services provided under the
contract. :

(4) Review all contractor invoices/vouchers requesting t
payment for products/services provided under the contract ;
and make recommendations for approval, disapproval, or :
suspension.

(c) The project officer may not make changes to the express terms i
and conditions of this contract. ;

[End of Clause]

G.2 NRCAR 2052.215-82 TRAVEL REIMBURSEMENT
- ALTERNATE 1 (JAN 1993)

(a) The contractor is encouraged to use Government contract
airlines, AMTRAK rail services, and discount hotel/motel
properties in order to reduce the cost of travel under this
contract. The contracting officer shall, upon request,
provide each traveler with a letter of identification which is
required in order to participate in this program. The Federal
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G.2

(Continued)

Travel Directory (FTD) identifies carriers, contract fares,
schedules, payment conditions, and hotel/motel properties
which offer their services and rates to Government COntractor
personnel traveling on official business under this contract.
The FTD, which is issued monthly, may be purchased from the
U.S. Government Printing Office, Washington, DC 20402.

The contractor will be reimbursed for reascnable travel costs
incurred directly and specifically in the performance of this
contract. The cost limitations for travel costs are
determined in accordance with the specific travel regulations
cited in FAR 31.205-46, as are in effect on the date of the
trip. Travel costs for research and related activities
performed at State and nonprofit institutions, in accordance
with Section 12 of Pup. L. 100-672, shall be charged in
accordance with the con.ractor’s :nstitutional policy to the
degree that the limitaticns of Cffice of Management and Budget
(OMB) guidance are not exceeded. Applicable guidance
documents include OMB Circular A-:7, Cost Principles for State
and Local Governments; OMB Circular A-122, Cost Principles for
Nonprofit Organizations; and OMB Circular A-21, Cost
Principles for Educational Instit.tions.

When the Government changes the Fesderal Travel Regulations, oOr
other applicable regulations, it s the responsibility of the
contrantor o notify the contracting officer in accordance
with the Limitations of Cost clause of this contract if the
contractor will be unable to make all of the approved trips
and remain within the cost and fee limitations of this
contract due to the changes.

‘Bnd of Clause)

NRCAR 2052.216-73 INDIRECT COST RATES -
ALTERNATE 2 (JAN 1993)

(a)

(b)

For this contract, the amount reimbursable for indirsct costs
ig as follows:

Overhead @ 130.00%
G&A @ 7.66%
M&H @ 2.30%

In the event that indirect rates developed by the cognizant
audit activity on the basis of actual allowable costs are less
than the ceiling rates, the rates established by the cognizant
audits must apply. The Governmen:t may not be obligated to pay
any additional amounts for indirect COSts above the ceiling
rates set forth above for the applicable period.

[End of Clause]
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SECTION H - SPECIAL CONTRACT REQUIREMENTS

| H.1 NRCAR 2052.204-71 SITE ACCESS BADGE
E REQUIREMENTS (JAN 1993)

During the life of this contract, the rights of ingress and
egress for contractor personnel must be made available as
regquired. In this regard, all contractor personnel whose duties
under this contract regquire their presence on-site shall be
clearly identifiable by a distinctive badge furnished by the
Government. The Project Officer shall assist the contractor in
cbtaining the badges for the contractor personnel. It is the sole
responsibility of the contractor 1" ensure that each employee has
proper identification at all times. A1) prescribed identification
j must be immediately delivered to the Security Cffice for
, cancellation or disposition upon the termination of employment of
any contractor personnel. Contractor personnel must have this
identification in their possession during on-site performance
under this contract. It is the contractor’s duty to assure that

L contractor personnel enter only those work areas necessary for
performance of contract work, and to assure the safeguarding of
any Government records or data that contractor personnel may come
into contact with.

[End of Clause]

H.2 NRCAR 2052.210-71 DRAWINGS, DESIGNS, SPECIFICATIONS,
AND OTEER DATA (JAN 1853)

, All drawings, sketches, designs, design data, specifications,

: notebooks, technical and scientific data, and all photographs,

. negatives, reports, findings, recommendations, other data and

i memoranda cof every description relating thereto, as well as all

| copies of the foregoing relating to the work or any part thereto,
are subject to inspection by the Commission at all reasonable
times. Inspection of the proper far lities must be afforded the
Commission by the contractor and it <becontractors. These data
' are the property of the Government .ad may be used by the

f Government for any purpose whats~ .er without any claim on the

j part of the contractor and it: .ocontractors and vendors for

4 additional compensation and must, subject to the rignt of the
contractor to retain a copy of the material for its own use, be
delivered to the Government, or otherwise disposed of by the
contractor as the contracting officer may direct during the
progress of the work or upon completion or termination of this
contract. The contractor’s right of retention and use is subject
to the security, patent, and use of information provisions, if

r any, of this contract.

R g e
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H.2 {Continued)

[End of Clause]

| H.3 NRCAR 2052.215-70 KEY PERSONNEL (JAN 1993)

(a) The following individuals are considered to be essential to
the successful performance of the work hereunder:

John J. Gilbride, Program Manager
Charles S. Clark, Network Engineer

The contractor agrees that personnel may not be removed from
the contract work or replaced without compliance with
paragraphs (b) and (c¢) of this section.

(b) 1f one or more of the key personnel, for whatever reason, |
becomes, or is expected to become, unavailable for work under
rhis contract for a continuous period exceeding 30 work days,
or is expected to devote substantially less effort tc the work

; than indicated in the proposal or initially anticipated, the ’

| contractor shall immediately notify the contracting officer

. and shall, subject to the concurrence of the contracting

' officer, promptly replace the personnel with personnel of at

least substantially equal ability and gqualificationms.

(c) Bach request for approval of substitutions must be in writing
and contain a detailed explanation of the circumstances
necessitating the proposed substitutions. The request must
also contain a complete resume for the proposed substitute and
other information requested or needed by the contracting
officer to evaluate the proposed substitution. The

1 contracting officer or his/her authorized representative shall |

evaluate the reguest and promptly notify the contractor of his :

, or her approval or disapproval in writing. |

(d) If the contracting officer determines that suitable and timely |
replacement of key personnel who have been reassigned, |
terminated, or have otherwise become unavailable for the ]
contract work is not reasonably forthcoming, or that the
resultent reducticn of productive effort would be so

; substantial as to impair the successful completion of the
contract or the service order, the contract may be terminated
by the contracting officer for default or for the convenience
of the Government, as appropriate. If the contracting officer
finds the contractor at fault for the condition, the contract
price or fixed fee may be equitably adjusted downward to
compensate the Government for any resultant delay, loss, or
damage.

[(End of Clause]
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GOVERNMENT FURNISHED EQUIPMENT/PROPERTY - NONE PROVIDED
(JUN 1988)

The Government will not provide any eguipment/property under
this contract.

[End of Clause]

RISK OF LOSS OR DAMAGE--PURCHASE (MAR 1587)

(a)

(1)

The Government is relieved of all riske of loss or damsge to
the egquipment, up to and including the day prior to the first
day of a successful performance period, except for:

(1) Loss cor damage caused by nuclear reaction, nuclear
radiation, radicactive contamination, war, insurrection,
¢civil strife, rebellion, weapons of war; or

(2) Negligence on the part of the Government or its agents,
provided, however, that the Government shall be relieved
of the liability for such risks of loss or damage due to
negligence if any commercial customer of the Contractor
ig relieved of such liability under like circumstances.

If the GCovernment is liable for loss or damage ©of a machine,
the Contractor shall have the option to restore the machine to
its previous condition, in which event the Governmert shall
pay the Contractor to perform such restoration at the
Contractor's then-current prices, terms, and conditions. If
the Contractor elects not to restore the machine, the
Government may, at its own expense, restore the machine to its
previous condition. If, however, the machine is lost or
damaged beyond repair, the Government shall pay to the
Contractor the same price for the machine as the Government
would have paid had it purchased the machine on the day prior
to the loss or damage under the provisions of this contract.
This clause shall govern risk of loss or damage,
notwithstanding any other provisions of this contract relating
to title, payment, or ownership.

[End of Clause]

REPLACEMENT PART AVAILABILITY (ADPE) (MAR 1987)

The Contractor guarantees that replacement parte for each piece
of equipment in this contract will be availabie for the system’'s
(item’'s) life of 5 years. The Contractor shall notify the

Government 1 year before the end of the system’s (item’'s) life as

to the continuing availability of parts subsequent to this period.
1f parts will not be available from the (antractor, then the

Government may require the Contractor to furnish data that is

available to assist the Government to obtain such parts from

another source.
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B.6 (Continued)

[Bnd of Clause]

B.7 ENGINEERING CHANGES (ADP REQUIREMENTS) (JUN 1988)

(a) After contract award, the Government may solicit, and the

Contractor is encouraged to propose independently, engineering
changes to the equipment, software specifications or other
requirements of this contract. These changes may be proposed
to save money, to improve performance, to save energy, er to
satisfy increased data processing requirements. However, if
proposed changes relating to improved performance are
necessary to meet increased data processing regquirements of
the user, those reguirements shall not exceed the contract
regquirements by more than 25 percent. If the proposed changes
are acceptable to both parties, the Contractor shall submit a
price change proposal to the Government for evaluation within
30 days of such acceptance. Those proposed engineering changes
that are acceptable to the Government will be processed as
modifications to the contract.

As a minimum, the following information shall be submitted by
the Contractor with each proposal:

(1) A description of the difference between the existing
contract requirement and the proposed cuange, and the
comparative advantages and disadvantages of each;

(2) Itemized reguirements of the contract which must be
changed if the proposal is adopted, and the proposed
revision to the contract for each such change;

(3} An estimate of the changes in performance and cost, if
any, that will result from adoption of the proposal;

(4) An evaluation of the effects the proposed change would
have on collateral costs to the Government such as
Government - furnished property costs, costs of related
items, and costs of maintenance and operation; and

‘5) A statement of the time by which the change order
adopting the proposal must be issued sc as to obtain the
maximum benefits of the changes during the remainder of
this contract, also, any effect on the contract
completion time or delivery schedule shall be identified.

Engineering change proposals submitted tc the Contracting
Dfficer shall be processed expeditiously. The Government
shall not be liable for proposal preparation Costs Or any
delay in acting upon any proposal submitted pursuant to this
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(Continued)

clavse. The Contractor has the right to withdraw, in whole or
in part, any engineering change proposal not accepted by the
Government within the period specified in the engineering
change proposal. The decision of the Contracting Officer as
to the acceptance of any such proposal under this contract
shall be final and shall not be subject to the "Disputes"
clause of this contract.

(d) The Contracting Officer may accept any engineering change
proposal submitted pursuant to this clause by giving the
Contractor written not.ce thereof. This written notice may be
given by issuance of a modification to this contract. The
Contractor shall remain obligated to perform in accordance
with the terms of the existing contract.

®©

I1f an engineering change proposal submitted pursuant tc this
clause is accepted and applied to this contract, an eguitable
adjustment in the contract price and in any other affected
provisions of this contract shall be made in accordance with
this clause and other applicable clauses of this contract.
When the cost of performance of this contract is increased or
decreased as a result of the change, the equitable adjustment
increasing or decreasing the contract price shall be in
accordance wi'h the "Changes" clause rather than under this
clause, but = resulting contract modification shall state
that it is : : pursuant to this clause.

{f) The Contractor is reguested to identify specifically any
information contained in the engineering change propcsal which
it prefers not be disclosed to the public. The identification
of information as confidential and/cr proprietary is for
information purposes only and shall not be binding on the
Government to prevent disclosure of such information. The
Contractor is advised that such information may be subject to
release upon reguest pursuant to the Freedom of Information
ACt (8 U.S.C. 552).

[End of Clause]
GLOSSARY OF ADP TERMS (JUN 1988)

The definitions and explanations set forth in this glossary are
an integral part of the terms and conditions of this contract.

(a) Data Processing Eguipment System and/or Subsystem. The
complement of individual machines and operating software
furnished by the Contractor and acguired to operate as an
integrated group.

(b) Equipment. An all inclusive term which refers either to an
individual machine or to the total complement of machines
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(Continued)

{c)

(€£)

(1)

(1)

(m)

required to operate as an integrated group.

EGu...nent and/or Operating Software Failure. A malfunction in
the contractor-supplied equipment and/or operating software,
excluding all external factors, which prevents the
accomplishment of the job.

Installation Date. The date by which the Contractor must have
the ordered equipment ready for use by the Government.

Machine. An individual unit, including features installed
thereon, of a data processing system, or subsystem, identified
by a type and/or model number, such as a central processing
unit, additional memory module, a tape unit, a card reader,
etc.

Mechanical Replacement. The replacement of one machine for
another occasioned by the mechanical condition of the
equipmen: being replaced.

Operating Software. Those routines that interface directly
with hardware {(including peripheral devices), the computer
operations, applications and utility programs.

Operational Use Time. The time during which equipment is in
actual operation, exclusive of idle time, standby time, or
maintenance time due to machine failure; not synonymcus with
"power-off" time.

Preventive Maintenance. That maintenance performed by the
Contractor which is designed to kz2ep the equipment in proper
operating condition. It is performed on a scheduled basis.

Principal Period of Maintenance. Any 9 consecutive hours per
day, including an official meal period not to exceed 1 hour
per day, between the hours of 7:30 a.m., and 4:30 p.m., Mconday
through Friday, excluding holidays observed at the NRC
installation.

Extended Maintenance Period Opticn. Option to require
maintenance service during any extension of the Principal
Period of Maintenance at a fixed price for such periecd,
regardless of the number of calls requested during such
period.

Remedial Maintenance. That maintenance performed by the
Contractor which results from Contractor supplied equ.pment Or

operating software failure. It is performed as required and
is therefcre on an unscheduled basis.

System - The system is defined as the Wide Area Network (WAN)
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which includes all hardware, software, and firmware. |
(n) Total Monthly Charges.

! (1) Rental. All monthly charges for the use (rental] of
equipment and software and for maintenance thereof.

(2) Maintenance of Government-owned. All monthly charges for
the maintenance of equipment and software supplied under
this contract.

(o) Alteration. An alteration is defined as any change tc¢ a
machine which deviates from the physical, mechanical, or
electrical machine design (including microcode!, whether or

[ not additional devices or parts are required.

N W e s P

. {(p) Attachment. An attachment is defined as the mechanical,
electrical, or electronic interconnection of equipment

; manufactured by other than the original equipment manufacturer

! and connected to the machine or system.

[End of Clause]
H.9 SITE PREPARATION PROVISIONS (JUN 1988)

; (a) Equipment environmental specifications shall be furnished in
writing by the Contractor in its proposal. These
specifications shall be in such detail as to ensure that the

| equipment to be installed shall operate efficiently from the

. point of view of environment.

(b} The Government will prepare the site at its own expense and ip
accordance with the eguipment environmental specifications
furnished by the Contractor in the proposal.

(e) Any alterations or modifications in site preparation which are
directly attributed to incomplete Or erroneocus eguipment
environmental specifications provided by the Contractor, which
would invoive additicnal expenses to the Government, shall be
made at the expense of the Contractor.

{d) Any such site alterations or modifications as specified in

" paragraph c above which cause a delay in the installation date
| will alsoc result in liguidated damages for equipment as
specified under "Liguidated Damages".

{e) The Government agrees to have the site prepared in accordance
with the Contractor’'s written site specifications by thirty
(30) days prior to the scheduled installation date, unless a
shorter period of time is agreed to in writing.
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I.1

PART II - CONTRACT CLAUSES

Section I

SECTION I - CONTRACT CLAUSES

52.252-2 CLAUSES INCORPORATED BY REFERENCE (JUN 1588)

This contract incorporates cone or more clauses by reference,
with the same force and effect as if they wers given in full text.
Upon regquest, the Contracting Officer will make their full text

available.

-

FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1) CLAUSES

NUMBER

R .

82
52

52

52

52

52

4.

52'
52.

52

210~
» 23 0=
» A=

B L=
s RS~

202-1

.203-1
.203-3
.+
.203-7

.203-10

203-5

.203-12

.209-6

~] n

[

N

w2

&
P
un
o
L

.215-26

215-27

215-33
215-39

.216-7

TITLE

DEFINITIONS

OFFICIALS NOT TO BENEFIT
GRATUITIES

COVENANT AGAINST CONTINGENT FEES
ANTI-KICKBACK PROCEDURES

PRICE OR FEE ADJUSTMENT FOR
ILLEGAL OR IMPROPER ACTIVITY
LIMITATION ON PAYMENTS T0O
INFLUENCE CERTAIN FEDERAL
TRANSACTIONS

PROTECTING THE GOVERNME'™ °
INTEREST WHEN SUBCONTR .. " <G WITH
CONTRACTORS DEBARRED, ! JENDED,
OR PROPOSED FOR DEBAF - .0

NEW MATERIAL

USED OR RECONDITIONED MATERIAL,
RESIDUAL INVENTCRY, AND FORMER
GOVERNMENT SURPLUS PROPERTY
EXAMINATION OF RECORDS BY
COMPTRCLLER GENERAL

AUDIT - NEGOTIATION

PRICE REDUCTION FOR DEFECTIVE
COST OR PRICING DATA

- MODIFICATIONS

SUBCONTRACTOR COST OR PRICING
DATA - MODIFICATIONS

INTEGRITY OF UNIT PRICES
Alternate I (APR 1591)
TERMINATION OF DEFINED BENEFIT
PENSION PLANS

CRDER OF PRECEDENCE

REVERSION OR ADJUSTMENT OF PLANS
FOR POSTRETIREMENT BENEFITS OTHER
THAN PENSIONS (PRB)

ALLOWABLE COST AND PAYMENT
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52.
52
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52

52

52

52
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NUMBER

216-8
215-8

219-13

219-14

222-20
S52.
.222-28

222-26

2e22=35

.229-4

-232+17
.232-20
+£32-23
232~25
.232-28

233~
«233-3

242-1
.242-13
.244-2

.246-25
.249-6

e e —

TITLE

FIXED FEE

UTILIZATION OF SMALL BUSINESS

CONCERNS AND SMALL

DISADVANTAGED BUSINESS CONCERNS

UTILIZATION OF WOMEN-OWNED

SMALL BUSINESSES

LIMITATIONS ON SUBCONTRACTING

UTILIZATION OF LABOR SURPLUS

AREA CONCERNS

WALSH-HEALEY PUBLIC CONTRACTS ACT

EQUAL OPPORTUNITY

EQUAL OPPORTUNITY PREAWARD

CLEARANCE OF SUBCCNTRACTS

AFFIRMATIVE ACTION FOR SPECIAL

DISABLED AND VIETNAM

ERA VETERANS

AFFIRMATIVE ACTION FOR

HANDICAPPED WORKERS

EMPLOYMENT REPORTS ON SPECIAL
ISABLED VETERANS AND VETERANS

OF THE VIETNAM ERA

CLEAN AIR AND WATER

DRUG-FREE WORKPLACE

RESTRICTIONS ON CERTAIN FOREIGN

PURCHASES

BUY AMERICAN ACT - SUPPLIES UNDER

EUROPEAN COMMUNITY AGREEMENT

AUTHORIZATION AND CONSENT

COMMERCIAL COMPUTER SOFTWARE

- RESTRICTED RIGHTS

INSURANCE - LIABILITY TO THIRD

PERSONS

FEDERAL, STATE, AND LOCAL

TAXES (NONCOMPETITIVE CONTRACT)

INTEREST

LIMITATION OF COST

ASSIGNMENT OF CLATIMS

PROMPT PAYMENT

E7 ECTRONIC FUNDS TRANSFER

PAYMENT METHCDS

DISPUTES

PROTEST AFTER AWARD

Alternate I (JUN 1985)

NOTICE OF INTENT TO DISALLCW COSTS

BANKRUPTCY

SUBCONTRACTS (COST-REIMBURSEMENT

AND LETTER CONTRACTS)

LIMITATION OF LIABILITY - SERVICES

TERMINATION (COST-REIMBURSEMENT)

Page 64 of 77

Section 1

DATE

APR 1984
FEB 1990
AUG 19856

JAN 1891
APR 1984

APR 1984
APR 1984
APR 1984

APR 1884

APR 1984

JAN 1988

APR 1984
JUL 1880
MAY 1992

MAY 1993

APR 1584
JUN 1987

APR 19584
JAN 19981

JAN 1581
APR 1984
JAN 1986
SEP 1952
APR 198%

DEC 1991
JUN 1985

APR 1984
APR 1551
JUL 1985

APR 1984
MAY 198¢&
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" {Continued)

NUMBER TITLE DATE
£2.249-14 EXCUSABLE DELAYS APR 1984
§52.253-1 COMPUTER GENERATED FORMS JAN 1591
52.232-1 PAYMENTS APR 1984
52.232-8 DISCOUNTS FOR PROMPT PAYMENT APR 1989
£2.249-2 TERMINATION FOR CONVENIENCE APR 1984

OF THE GOVERNMENT (FIXED-PRICE)
52.249-8 DEFAULT (FIXED-PRICE SUPPLY APR 1984
AND SERVICE)

2

[End of Clause]

52.203-9 REQUIREMENT FOR CERTIFICATE OF PROCUREMENT
INTEGRITY- -MODIFICATION (NOV 1950)

(a) Definitions. The definitions set forth in FAR 3.104-4 are
hereby incorporated in this clause.

(b) The Contractor agrees that it will execute the certification
set forth in paragraph (¢) of this clause when requested by
the Contracting Officer in connection with the execution of
any modification of this contract.

(c) Certification. As required in paragraph (b) of this
clause, the officer or employee responsible for the
modification proposal shall execute the following
certification:

CERTIFICATE OF PROCUREMENT INTEGRITY- -
MODIFICATION (NOV 1990)

(1) I, [Name of certifier] ,
am the officer or employee responsible for the preparation of
this modification proposal and hereby certify trat, to the
best of my knowledge and belief, with the exception of any
information described in this certification, I have no
information concerning a violation or possible violation of
subsection 27(a), (b), (d), or (£} of the Office of Federal
Procurement Policy Act, as amended~ (41 U.S.C. 423),
(hereinafter referred to as "the Act"), as implemented in the
FAR, occurring during the conduct of this procurement
(contract and modification number).

(2) As reguired by subsection 27(e) (1) (B) of the Act, I
further certify that to the best of my knowledge and belief,
each officer, employee, agent, representative, and consultant
of [Name of Offeror] who has
participated personally and substantially in the preparation
or submission of this proposal has certified that he or she
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I.2 (Continued)

(d)

is familiar with, and will comply with, the reguirements of
subsection 27(a) of the Act, as implemented in the FAR, and
will report immediately to me any information concerning a
violation or possible viclation of subsections 27(a), (b),
(d), or (f) of the Act, as implemented in the FAR, pertaining
te this procurement.

(3) Violations or possible violations: (Continue on plain
bond paper if necessary and label Certificate of Procurement
Integrity--Modification (Continuation Sheet), ENTER NONE IF
NONE EXISTS)

[{Signature of the officer or employee responsible for the
modification proposal and date]

[Typed name of the officer or employee responsible for the
medification proposal]

* Subsections 27(a), (b!, and (d) are effective on December
1, 1980. Subsection 27(f) is effective on June 1, 1991.

THIS CERTIFICATION CONCERNS A MATTER WITHIN THE JURISDICTION
OF AN AGENCY OF THE UNITED STATES AND THE MAKING OF A FALSE,
FICTITIOUS, OR FRAUDULENT CERTIFICATION MAY RENDER THE MAKER
SUBJECT TO PROSECUTION UNDER TITLE 18, UNITED STATES CODE,
SECTION 1001.

In making the certification in paragraph (2) of the
certificate, the officer or employee of the competing
Contractor respconsible for the offer or bid, may rely upon a
one-time certification from each individual required to submit
a certification to the competing Contractor, supplemented by
periodic training. These certifications shall be obtained at
the earliest possible date after an individual required to
certify begins employment or association with the contractor.
If a contractor decides to rely on a certification executed
prior to the suspension of section 27 (i.e., prior to December
1, 1989), the Contractor shall ensure that an individual who
has so certified is notified that section 27 has been
reinstated. These certifications shall be maintained by the
Contractor for a period of 6 years from the date a certifying
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I.2 {(Continued)

employee’'s employment with the company ends or, for an agency,
representative, or consultant, 6 years from the date such
individual ceases to act on behalf of the contractor.

(e) The certification required by paragraph (c) of this clause is
a material representation of fact upon which reliance will be
placed in executing this modification.

[End of Clause)
I.3 52.216-18 ORDERING (APR 1984)

(a) Any supplies and services to be furnished under this contract
shall be ordered by issuance of delivery orders by the
individuals or activities designated in the Schedule. Such
orders may be .issued from é=te of contract award through date
of expiration of the contract.

(b) All delivery orders are subject to the terms and conditions of
this contract. In the event of conflict between a delivery
order and this contract, the contract shall control.

(c} If mailed, a delivery order is considered "issued" when the
Government deposits the order in the mail. Orders may be
issued orally or by written telecommunications only if
authorized in the Schedule.

[End of Clause]
I.4 §2.216-19 DELIVERY-ORDER LIMITATIONS (APR 1984)

(a) Minimum crder. When the Government requires supplies or
services covered by this contract in an amount of less than
$100.00, the Government is not obligated to purchase, nor is
the Contractor obligested to furnish, those supplies or
services under the contract,

(b) Maximum order. The Contractor is not obligated to honor--

(1) Any order for a single item in excess of Ceiling price of
the contract;

(2) Any order for a combination of items in excess of ceiling
price of the contract; or

(3) A series of orders from the same ordering office within
term of the contract days that together call for
quantities exceeding the limitation in subparagraph (1)
or {(2) above.

(e) If this is a regquirements contract (i.e., includes the
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(Continued)

(d)

Requirements clause at subsection 52.216-21 of the Federal
Acquisition Regulation (FAR)), the Government is not required
to order a part of any one requirement from the Contractor if
that requirement exceeds the maximum-order limitations in
paragraph (b} above.

Notwithstanding paragraphs (b) and (c) above, the Contractor
shall honor any order exceeding the maximum order limitations
in paragraph (b), unless that order (or orders) is returned to
the ordering office within N/A days after issuance, with
written notice stating the Contractor’s intent not to ship the
item (or items) called for and the reasons. Upon receiving
this notice, the Government may acguire the supplies or
services from another scurce.

[End of Clause]

52.216-22 INDEFINITE QUANTITY (APR 1984)

(a)

(b)

This is an indefinite-quantity contract for the supplies or
services specified, and effective for the period stated, in
the Schedule. The quantities of supplies and services
gpecified in the Schedule are estimates only and are not
purchased by this contract.

Delivery or performance shall be made only as authorized by
orders issued in accordance with the Ordering clause. The
Contractor shall furnish to the Government, when and if
ordered, the supplies or services specified in the Schedule up
to and including the guantitv designated in the Schedule as
the "maximum." The Governme... shall order at least the
guantity of supplies or servi-. 8 designated in the Schedule as
the "minimum,"

Except for any limitations on gquantities in the Delivery-Order
Limitations clause or in the Schedule, there is no limit on
the number of orders that may be issued. The Government may
issue orders requiring delivery to multiple destinations or
performance at multiple locations.

Any order issued during the effective period of this contract
and not completed within that period shall be completed by the
Contractor within the time specified in the order. The
contract shall govern the Contractor’s and Government’'s rights
and obligations with respect to that order to the same extent
as if the order were completed during the contract’'s effective
period; provided, that the Contractor shall not be required to
make any deliveries under this contract after 6 months after
expiration of the contract.

[End of Clause)
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1.7 (Continued)

(f) To notify the U S Nuclear Regulatory Commission Contracting
Officer immediately upon notification by the subcontractor
that the owner or owners upon whom 8(a) eligibility was based
plan to relinguish ownership or control of the concern.

{End of Clause]

I.8 52.219-12 SPECIAL 8(A) SUBCONTRACT CONDITIONS
(FEB 1990)

: (a) The Small Business Administration (SBA) has entered into

» Contract No. NRC-33-94-188 with the U S Nuclear Regulatory

; Commission te furnish the supplies or services as described

' therein. A copy of the contract is attached hereto and made a
part hereof.

{b) The PULSAR DATA SYSTEMS, INC, hereafter referred tc as the
subcontractor, agrees and acknowledges as follows:

(1) That it will, for and on behalf of the SBA, fulfill and
perform all of the requirements of Contract No.
NRC-33-94-188 for the consideration stated therein and
that it has read and is familiar with each and every par:
of the contract.

(2) That the SBA has delegated responsibility, except for
novation agreements and advance payments, for the
administration of this subcontract to the U S Nuclear
Regulatory Commission with complete authority to take any
action on behalf of the Government under the terms and
conditions of this contract.

(3) That it will not subcontract the performance of any of the
requirements of this subcontract to any lower tier
subcontractor without the prior written approval of the
SBA and the designated Contracting Cfficer of the U 8
Nuclear Regulatory Commission.

(4) That it will notify the U § Nuclear Regulatory Commissicn
Contracting Officer in writing immediately upon entering
an agreement (either oral or written) to transfer all or
part of its stock or other ownership interest to any
other party.

(¢) Payments, including any progress payments under this
subcrntract, will be made directly to the subcontractor by the
U 8§ Nuclear Regulatory Commission.

(End of Clause]
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1.9 §2.219-17 SECTION 8(A) AWARD (FEB 1990)

(a) By execution of a contract, the Small Business Administration

(SBA) agrees to the following:

(1) To furnish the supplies or services set forth in the
contract according to the specifications and the terms
and conditions by subcontracting with the Offeror who has
been determined an eligible concern pursuant to the
provisions of section 8(a) of the Small Business Act, as
amended (15 U.8.C. €37(a)).

(2) Except for novation agreements and advance payments,
delegates to the U S8 Nuclear Regulatory Commission the
responsibility for administering the contract with
complete authcority to take any action on behalf of the
Government under the terms and conditions of the
contract; provided, however that the contracting agency
shall give advance notice to the SBA before it issues a
final notice terminating the right of the subcontractor
to proceed with further performance, either in whole or
in part, under the contract.

(3) That payments to be made under the contract will be made
directly to the subcontractor by the contracting
activaty.

(4) To notify the U S Nuclear Regulatory Commission
Contracting Officer immediately upon notification by the
subcontractor that the owner or owners upon whom 8(a)
eligibility was based plan to relinguish ownership or
control of the concern.

The offeror/subcontractor agrees and acknowledges that it
will, for and on behalf of the SBA, fulfill and perform all of
the requirements of the contract.

[End of Clause]

I1.10 52.225-9 BUY AMERICAN ACT--TRADE AGREEMENTS
ACT- -BALANCE OF PAYMENTS PROGRAM (APR 1991)

la)

This clause implements the Buy American Act (41 U.S.C. 10},
the Trade Agreements Act of 1979 (19 U.S8.C, 2501-2582), and
the Balance of Payments Program by providing a preference for
domestic end products over foreign end products, except for
certain foreign end products which meet the reguirements for
classification as designated country end products or Caribbean
Basin country end preoducts.

"Caribbean Basin country end product," as used in this clause,
means an article that (1) is wholly the growth, product, or
manufacture of a Caribbean Basin country (as defined in
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(Continued)

section 25.401 of the Federal Acquisition Regulation (FAR)),
or (2) in the case of an article which consists in whecle or in
part of materials from another country or instrumentality, has
been substantially transformed into a new and different
article of commerce with a name, character, or use distinct
from that of the article or articles from which it was so
transformed. The term includes services (except
transportation services) incidental to its supply; provided
that the value of those incidental services does not exceed
that of the product itself. It does not include service
contracts as such. The term excludes products that are
excluded from duty free treatment for Caribbean countries
under the Caribbean Basin Economic Recovery Act (1% U.S.C.
2703(b)). These exclusions presently consist of (i) textiles
and apparel articles that are subject to textile agreements;
(ii) footwear, handbac= lungage, flat goods, work gloves, and
leather wearing apparel not designated as eligible articles
for the purpose of the Generalized System ot Preferences under
Title V of the Trade Act of 1974; (iii) tuna, prepared or
preserved in any manner in airtight containers; (1v)
petroleum, or any product derived from petroleum; and (v)
watches and watch parts (including cases, bracelets and
straps), of whatever type including, but not limited to,
mechanical, quartz digital or quartz analog, if such watches
and watch parts contain any material that is the product of
any country to which the Tariff Schedule of the United States
(TSUS) column 2 rates of duty apply.

"Compenents, " as used in this clause, means those articles,
materials, and supplies incorporated directly into the end
products.

"Degignated country end product,” as used in this clause,
means an article that (1) is wholly the growth, product, Or
manufacture of the designated country (as defined in section
25.401 of the Federal Acquisition Regulation (FAR})), or (2) in
the case of an article which consists in whole or in part of
materials from ancther country or instrumentality, has been
substantially transformed into a new and different article of
commerce with a name, character, or use distinct from that of
the article or articles from which it was so transformed. The
term includes services (except transportation services)
incidental to its supply, provided that the value of those
incidental services does not exceed that of the product
itself. It does not include service contracts as such.

"Domestic end product," as used in this clause, means (1) an
unmanufactured end product mined or produced in the United
States, or (2) an end product manufactured in the United
States, if the cost of its components mined, produced, or
manufactured in the United States exceeds 50 percent of the
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(c)

cost of all its components. A component shall also be
considered to have been mined, produced, or manufactured in
the United States (regardless of its source in fact) if the
end product in which it is incorporated is manufactured in the
United States and the component is of a class or kind (i)
determined by the Government to be not mined, produced, or
manufactured in the United States in sufficient and reasonably
available commercial quantities of a satisfactory gquality, or
{ii) to which the agency head concerned has determined that it
would be inconsistent with the public interest to apply the
restrictions of the Buy American Act.

"End products,” as used in this clause, means those articles,
materials, and supplies to be acquired under this contract for
public use.

"Foreign end product," as used in this clause, means an end
product other than a domestic end preoduct.

The Contracting Cfficer has determined that the Trade
Agreements Act applies to this acquisition. Unless otherwise
specified, the Act applies to all items in the schedule. The
Contractor agrees to deliver under this contract only domestic
end products unless, in its offer, it specifies delivery of
foreign end products in the provision entitled "Buy American
Act--Trade Agreements Act--Balance of Payments Program
Certificate.” An offer certifying that a designated country
end product or a Caribbean Basin country end product will be
supplied requires the Contractor to supply a designated
country end product or a Caribbean Basin country end product
or, at the Contractor’s option, a domestic end product.
Contractors may not supply a foreign end product for line
items subject to the Trade Agreements Act unless the foreign
end product is a designated country end product or a Caribbean
Basin country end product (see FAR 25.401), or unless a waiver
is granted under section 302 of the Trade Agreements Act of
1979 (see FAR 25.402(c)).

Offers will be evaluated in accordance with the policies ana
procedures of Subpart 25.4 of the FAR.

[End of Clause]

§2.227-23 RIGHTS TO PROPOSAL DATA (TECHENICAL) (JUN 1987)

Except for data contained on pages N/A, it is agreed that as a
condition of award of this contract, and notwithstanding the
conditions of any notice appearing thereon, the Government shall
have unlimited rights (as defined in the Rights in Data--General"
clause contained in this contract) in and to the technical data
contained in the proposal dated 9/17/93, upon which this contract
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I.12

I'l‘

[End of Clause]
201-39.5202-3 PROCUREMENT AUTEORITY (OCT 1990 FIRMR)

This acquisition is being conducted under the regulatory blanket
delegation of GSA's exclusive procurement authority for FIP
resources.

201-35.5202-6 WARRANTY EXCLUSION AND LIMITATION
OF DAMAGES (OCT 1990 FIRMR)

Except as expressly set forth in writing in this agreement and
except for the implied warranty of merchantability, there are no
warranties expressed or implied.

In no event will the Contractor be liable tc the Government for
consequential damages as defined in the Uniform Commercial Code,
section 2-715, in effect in the District of Celumbia as of January
1, 1973, i.e,--

Conseguential damages resulting from the seller’s breach
include- -

(a) Any loss resulting from general or particular
requirements and needs of which the seller at the time of
contracting had reason to know and which could not reascnably be
prevented by cover or ctherwise; and

(b} Injury to person or property proximately resulting from
any breach of warranty.

TRADE AGREEMENTS ACT (MAY 1991)

fa) This clause implements the Trade Agreements Act of 1979 (19
U.8.C. 2501-2582) by providing a preference for U.S. made end
preducts, designated country end products, and Caribbean Basin
country end products cover other products.

"Caribbean Basin country end products," as used in this
clause, means an article that: (1) is wholly the growth,
product, or manufacture of a Caribbean Basin country (as
defined in section 25.401 of the Federal Acquisition
Regulation (FAR)), or (2) imn the case of an article which
consists in whole or in part of materials from another country
or instrumentality, has been substantially transformed into a
new and different article of commerce with a name, character,
or use distinct from that of the article or articles from
which it was so transformed. The term includes services
(except transportation services) incidental to its supply;
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(Continued)

provided that the value of those incidental services does not
exceed that of the product itself. It does not include
service contracts as such. The term excludes products that
are excluded from duty free treatment from Caribbean countries
under the Caribbean Basin Economic Recovery Act (19 U.S.C.
2703 (b)). These exclusions presently consist of (i) textiles
and apparel articles that are subject to textile agreements;
(ii) footwear, handbags, luggage, flat goods, work gloves, and
leather wearing apparel not designated as eligible articles
for the purpose of the Generalized System of Preference under
title V of the Trade Act of 1974; (iii) tuna, prepared or
preserved in any manner in airtight containers; (iv)
petroleum, or any product derived from petroleum; and (v)
watches and watch parts (including cases, bracelets and
straps) of whatever type including, but not limited to,
mechanical, quartz digital or guartz analog, if such watches
or watch parts contain any material that is the product of any
country to which the Tariff Schedule of the United States
(TSUS) ceolumn 2 rates of duty apply.

"Designated country end product,” as used in this clause,
means an article that (1) is wholly the growth, product, or
manufacture of the designated country (as defined in section
25.401 of the Federal Acguisition Regulation (FAR)), or (2) in
the case of an article which consists in whole or in part of
materials from another country or instrumentality, has been
substantially transformed intc a new and different article of
commerce with a name, character, or use distinct from that of
the article or articles from which it was so transformed. The
term includes services (except transportation services)
incidental to its supply, provided that the value of those
incidental services does not exceed that of the product
itself. It does not include service contracts as such.

"BEnd products," as used in this clause, means those articles,
materials, and supplies to be acguired under this contract for
public use.

"U.S. made end product," as used in this clause, means an
article which (1) is wholly the growth, product, or
manufacture of the United States, or (2) in the case of an
article which consists in whole or in part of materials from
another country or instrumentality, has been substantially
transformed in the United States into a new and different
article of commerce with a name, character, or use distinct
from that of the article or articles from which it was 80
transformed.

"Nondesignated country end products," as used in this clause,
means any end product which is not a U.S. made end product or
designated country end product.
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PART III - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS
SECTION J - LIST OF ATTACHMENTS

J.1 ATTACHEMENTS (MAR 18587)

Attachment Number Title
1 Billing Instructions
2 NRC Handbook 3.8
3 Contractor Spending Plan (CSP)
Instructions
3 System Equipment Specification
Master CLIN List
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Jesignatea 1n the comtract °n 8loek 12 of the Stancard Form 26 or Block 25
sf *me Stanagarg Form 33, whicnever 15 applicaple.
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¢+ +he following elements must be 'ncludea:
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i, 2ayee's name ang scaress. (Show the ~ame of the cInTractor ang
-srepct aadress. .n agditicn. wnen an assignment of fungs nas oeen
nage Dy the contractor, or a cifferent cayee nas ceen gesignatea,
‘mciuge the name ang aadress of the payee, ) Inaicate the name ang
:elepnone numper of the ingividuai responsible for answering cuestions
«nich the NRC may nave regaraing the youcnersinvoice.

Jescription of articies or services, Iuantity, umit orice, ana total
amount.

¥y

7 deiamt =ne zsne of cnipment ‘f chippeg by parcei DoOst.

£y

2. Charges for freight or express shipments. Attacnea prepaid bill °f

snippea by freight or express.

Instructions to consignee to notify tne Contracting Officer of receipt
of shipment.

(Y3

10. For Indefinite Delivery contracts or contracts unger whicn progress
payments are autnorizea, the final voucnhers/invoice snall Se marxeg
"ETNAL VOUCHER" or "FINAL INVOICE."

Currency: Billings may De expressed in the currency normaily used by the

contractor in maintaining his accounting records and Dayments will be mage
in *hat currency. However the U.S5. dcllar equivaient for ail
youcners/invoices paigc under the contractcr may not exceea the
40ilars authorized in zhe contract.

total S

Supersession: These instructions supersece any previous billing
instructions.

———



Enclosure 1
Revised 3/92

COST-REIMBURSEMENT TYPE CONTRACTS

General: The contractor shall prepare vouchers/invoices for reimbursement of
costs in the manner and format described herein. A sample voucher/invoice is
provided for your reference. FAILURE TO SUBMIT VOUCHERS/INVOICES IN ACCORDANCE

WITH TﬁgSE INSTRUCTIONS WILL RESULT IN REJECTION OF the VOUCHER/INVOICE AS
IMPROPER.

Number of Copies: An original and three copies, including supporting
documentation shall be submitted. A copy of all supporting documents must be
attached to each copy of your voucher/invoice. Failure to submit all the
required copies will result in rejection of the voucher/invoice as improper.

Designited Agency Billing Office: Vouchers/invoices shall be submitted to the
foliowing address:

U.S. Nuclear Regulatory Commission

Division of Contracts and Property Management
Contract Administration Branch, P-502
Washington, D.C. 20555

HAND DELIVERY OF VOUCHERS/INVOICES IS DISCOURAGED AND WILL NOT EXPEDITE
PROCESSING BY NRC. However, should you choose to deliver vouchers/invoices by

hand, including delivery by any express mail services or special delivery
services which use a courier or other person to deliver the voucher/invoice in
person to the NRC, such vouchers/invoices must be addressed to the above
?esignated Agency Billing Office and will only be accepted at the following
ocation:

U.S. Nuclear Regulatory Commissiv
One White Flint North

11555 Rockville Pike

Mail Room

Rockville, Maryland 20852

HAND-CARRIED SUBMISSIONS WILL NOT BE ACCEPTED AT OTHER THAN THE ABOVE ADDRESS.

Note that the official receipt date for hand-delivered vouchers/invoices will be
the date it is received by the official agency billing office in the Division of
Contracts and Property Management.

Agency Payment Office: Payment will continue to be made by the office designated
in the contract in Block 12 of SF 26 or Block 25 of SF 33, whichever is

applicable.



Frequency: The contractor shall submit claims for reimbursement once each month,
unless otherwise authorized by the Contracting Officer.

Form: Claims should be submitted in the format depicted on the attached sample
form entitled "Voucher for Purchase and Services Other than Personal® (see
Attachment 1). The sample form :. provided for guidance only. The form is not
required for submission of a voucher/invoice. Alternate formats are permissible
provided all requirements of the billing instructions are addressed. Additional
copies of the form are available from the Contracting Officer. The instructions
for preparation and itemization of the voucher/invoice are included with the
sample form (see Attachment 2).

Task Ordering Contracts: If the contractor bills for more than one task order
under a voucher/invoice, detailed cost information for each individual task order
shall be submitted, together with a cumulative summary of all charges billed on
the voucher/invoice. This includes all applicable cost elements discussed in
paragraphs (a) through (p) of the attached instructions, together with
appropriate supporting information (see Attachment 3 for a sample of support
information).

Fee Recovery Billings: Pursuant to the provisions of 10 CFR Parts 170 and 171
on license fees, the NRC must recover the cost of work performed. Accordingly,
the contractor must provide the total amount of funds billed during the period,
fiscal year to date and the cusulative total for each task or task assignment by
facility or report. The fee recovery billing reports shall be on a separate
page, and shall be in the format provided in Attachment 4. The billing period
for fee recovery costs should be from the first day of each calendar month to the
last day of the same month. Each separate fee billing report must be attached
to the monthly invoice and cover the same period as the invoice.

fach report will contain a docket number or other unique identifier. The NRC
will provide a unique identifier for all work performed. Costs should be
reported as whole number to the nearest cent. For work that invelves more than
one facility at the same site, each facility should be listed separately and the
costs should be split appropriately between the facilities. Common costs, as
defined below, shall be identified as a separate 1ine item in the fee recovery
billing report each month.

Common costs are those costs that are not licensee unique and associated with the
performance of an overall program that benefit all similar licensees covered
under that program or that are required to satisfactorily carryout the program.
Common costs include costs associated with the following: preparatory or startup
efforts to interpret and reach agreement on methodology, approach, acceptance
criteria, regulatory position, or technical reporting requirements; efforts
associated with the "lead plant® concept that might be involved during the first
one or two plant reviews; me2tings and discussions involving the above efforts
to provide orientation, background knowledge or guidance during the course of a
program; any technical effort applied to a docket or other unique identifier; and
project management. Common costs must be reported monthly for each docket or
unique identifier. Common costs must be computed based on the proportion of
direct cor  incurred against each docket or unique idertifier for the billing
perivd.



Billing of Cost After Expiration of Contract: If costs are incurred during the
contract period and claimed after the contract has expired, the period during
which these costs were incurred must be cited. To be considered a proper
expiration voucher/invoice, the contractor shall clearly mark it “EXPIRATION
VOUCHER" or "EXPIRATION INVOICE".

Final vouchers/invoices shall be marked "FINAL VOUCHER" or "FINAL INVOICE".

Currency: Billings may be expressed in the currency normally used by the
contractor in maintaining his accounting records; payments will be made in that
currency. However, the U.S. dollar equivalent for all vouchers/invoices paid
under the contract may not exceed the total U.S. dollars authorized in the
contract.

Supersession: These instructions supersede any previous billing instructions.



VOUCHERS FOR PURCHA

ATTACHMENT 1
SES AND SERVICES OTHER THAN PERSONAL

SAMPLE VOUCHER

il A ! Office
U.S. Nuclear Reguiaiory Commission
Duision of Coniracts and Propeny
Management. P-802
washington, DC 20555
P.m" Name 27¢ Acirees

Ingvdusl 10 Contact
Regarging This Voucher:

(8) Centract Number
Task Order No. (If Applicable)

(o) Title of Project

(¢) Voucher Number

(d) Proect Officer

(e) Date of Youcher

{fy Coniract Amount

Name:

Tel. No.: (g) Fixeo Fee

(h) This voucher represents reimbursable costs rom___ thry
mpynt Bill

(iy Dwrect Costs

() Cyrient Penod (m) In ¥

; (1 Drectiador
i (2, Funge Benelns L
I cent

L

Capisizec Nonexpencabie

(4, WNaera's Suppies ane
gl meni *
(5 2
(6) Consutanis
(1) Travel - Domestc ©
Foregn *
(8) Sybcontiacl ©
9) Quher Costs *
Tctal Dwect Costs
0] INDIRECT COSTS

(A) Qverhead % of

(incicaie Base)

(8) General & Agministrative Expense
o of Cost Elements NOS.

(k) FIXED-FEE EARNED (Furmula)
(n) Totai Amourt Claimed
(o) Adjusiments

Outstanging Suspensions
(p) Grand Totats

Subtotal

Total Costs

* (REQUIRES SUPPORTING INFORMATION—-SEE ATTACHED)

—— — —— —

- — e —




VOUCHERS FOR PURCHASES AND SERVICES ODMER THAN PERSORAL

0fficial Agency Billing Office:

U. S. Nuclear Regulatory fom.ission
Division of Contracts ané Property
Management , P-902

washington, [.C. 20555
payee's Kame and Address

ABC Corporaticn The National Bank

100 Main Street or Anywhere, U.S.A.
Anywhere, U.S.A. Assignee for ABC Corp.

Anyshere, V.S.A

Individual to Contac
Regarding This Vouchner:

Name - Harry Murphy
Tel. No.: 215';21'5053 o

{\Jhen Payments Aswgned
) Billing Peried

Contract Kumber NRC-10-81-624
Task Order No. (If Anplicable) 002

Title of ®roject _“Study of Nuclear

Waste Concepts”

Voucher Number 003

Project Officer
Date of Voucher_
Contract Amount

3/1/82 thru " 3/30/82

(W) This voucher represents T

eimbursable costs from
i

(SCE ATTACHED. )

e ———
amount Billed |
(1) Current Periog (m} Inception 10 Date '
(§) Direct Costs eSS :
(1) Direct Labor ° _ 82,400 <€ ROD '
(2) Tringe Benef it R16.95%
‘1¢ comoulel é: percenzece ) £N0 1,200 1
(3) CGestainzec nonexpencitit :
fouipment * 5,000 £.,000 .
(&) Peterials, Suppires anc :
Noncapitalize¢ [ourpmen: ~ 2,000 4,000
{5} ____Mmutr Fay 100 150
(¢) Consuitants . 00 100
(7) Travel - Lemestic ~ 200 200 ok
- foreion * L
(g) Sudcontract ° 200 — 200 _ FoL
(9) Other Costs * . 3.233 —G,000 _ —.
g Total t Cost L YER '
(3) INOIRECT COSTS “1 D‘I"': - : i3, §29.650
vernead | of Total Direct o5ts 1
(1ndicate Base) §13,600 $29,650
Tubtotal $27,200 $59,200
B) General & pdministrative Expense
12 % of Cost Elements Hos. 1o 3,264 6,450
. Total Costs $30,464 65,750
(K) FIXED-FEE CARGED (Formula) 1,523 1,400
(n) Tota) Amounts Clairec $31,987 $69.150
(o) HKdjustments '
Outstanding Swspensions 1,700 1,700
{p) Grand Totals $30,287 $67,450
* (RECUIRES SUPPORTING JFO2ATI0R. )

oC-3



ATTACHMENT 2

INSTRUCTIONS FOR PREPARING
COST INFORMATION FOR NRC CONTRACTS

preparation and [temization of the Voucher/lnvoice: In order °» constitute
a proper invoice, the contractor shall furnish all the information set
forth below. These notes are keyed to the entries on the sample
youcher/invoice.

Dfficial Agency Billing Office: Address the original and 3 copies of the
voucher/invoice, together with supporting documentation attached to each
copy to: U. S. Nuclear Regulatory Commission, Division of Contracts and
Property Management, p-902, Washington, D. C. 20555.

Vouchers/invoices delivered by hand, including delivery by an express mail
ceryices or special delivery services which use a courier or other person
+- deliver the voucher/invoice in person to the NRC, should be addressed in
aczordance with the foregoing and delivered to: U. S. Nuclear Regulatory
C-mmission,One White Flint North, 11555 Rockville Pike, Rockville,

Varyland 20852. Hand-delivered vouchers/invoices wiil not be accepted at
siher than the above address. Note, however, that the official receipt
cate for hand-delivered vouchers/invoices will be the date it is received
by the official agency biliing office in the Division of Contracts and

Property Management.

Payee's name and address. Show the name of the contractor as it appears in
+»e contract and 1ts correct address. When an approved
assignment has been made by the contractor, or a different payee
or addressee has been designated, insert the name and address cof the
payee. Indicate the name and telephone number of the individual
responsible for answering any questions that the NRC may have regarding the
{nvoice.

=

(a) Contract Number. Insert the NRC contract number
Task Order Number, 1f applicable. Insert the task order number.

(b) Title of Project, List the full title of the project being performed
under the contract.

(¢) Sequential voucher/invoice number. The appropriate sequential number
of the voucher/invoice, beginning with 001 should be designated.
Contractors may also {nclude individual internal accounting numbers,
{f desired, in addition to the 3-digit sequential number.

() Project Officer's name as designated in the contract.

(e) Date of voucher/invoice, [Insert the date the voucher/invoice is
prepared.

() Contract Asount. Insert the total estimated cost of the contract,
exclusive of fixed-fee. Include this information as it applies to
individual task orders as well.






(7) Travel. Domestic travel fs travel within the United States, its
territories, possessions, and Canada. It should be billed
separately from foreign travel.

A1l cosis associated with each trip must be shown in the
following format:

Date Traveler Destination Purpose Cost
From To From To s

(8) Subcontracts. Include separate detailed breakdown of all
costs paid to approved subcontractors during the billing
period.

(9) Other. List all other direct costs by cost element and dollar
amount separately.

(i) Indiract Costs - Overhead. Cite the formula (rate and base) in
effect during the time the cost was incurred ang for which
reimbursement 1s claimed.

(k) Fixed Fee. If the contract provides for a fixed fee, 1t must be
claimed as provided for by the contract. Cite the formula or
method of computation. The contracter nay bill for fixed fee only
up to 85% of total fee.

(1) Amount Billed for Current Period. Insert the amount billed for
the major cost elements, adjustments, and total amount for the
period.

(m) Cumulative Amount from Inception to Date ¢f Current Billing. Insert
the cumulative amounts billed for the major cost elements and
adjusted amounts claimed during this contract.

(n) Total Amounts Clafmed. Insert the total amounts claimed for the
current and cumulative periods.

(o) Adjustments. This includes cumulative amounts biiled that have been
suspended or disallowed.

(p) Grand Totals.




ATTACHMENT 3
SAMPLE

e

SUPPORTING INFORMAT 10N

1) Direct Labor - $2400

Labor Labor Hours Hours Cumulative

Category Negqotiated Billed Rate Total  Hours Billed

senior Engineer | 2400 100 $14.00 $1400 975

Engineer 1500 S0 $10.00 $500 465

Computer Analyst 700 100 $5.00  $500 320
32300

1) Direct Equipnent

Spectrometer - General Electric (es epproved in Property Schedule) $5,000

Materials, Supplies 3 Other Expencable Items
= $1100.00

¢)

10 Radon Tubes € £110.00

6§ Pairs Electrostatic Gioves £ 3150.00 = $500.00
37000.90

-

§) Premium Pay

walter Murphy - 10 hours Y
(This was approved by NRC n

0.00 Per Hour = $100
letter dated 3/6/89.)

6) Consultants’ Fee

Dr. Carney - 1 hour & $100 « $100
7} Travel
Date Traveler Destination Purpose Costs
from 12 from 1_0.

371780 3/6/B9 william king Chicago, Wash., Meeting with $200
I oC Project

Officer






MONTHLY CONTRACTUAL COST SUMMARY REPORT FOR FEE BILLING

FIN:

Facility Name or Report Title:

ATTACHMENT 4

TAC or Inspection Report Number:

(or other unique identifier)

Docket Number (if applicable):

Cost Categories Period Amount
Labor
Materials

Subcontractor/
Consultant

Travel
Other (specify)
Common Costs

Total

Period Fiscal Year
Cost Incurrad To Date Costs

Total

Remarks:



Unclassified Contractor and
Grantee Publications in the

NUREG Series
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Unclassified Contractor and Grantee
Publications in the NUREG Series
mns, Mail, and Information Disclosure

Directive 3.8
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A 5 U, S. Nuclear Regulatory Commission
5 4 £ Volume: 3 Information Management
% & Pan 1 Publications, Mail, and Information
Treaes” Disclosure ADM

Unclassified Contractor and Grantee
Publications in the NUREG Series
Directive 3.8

Policy

(3.8-01)

Objectives

(3.8-02)

Approved

April 23

This directive and handbook govern the publishing of (1) unclassified
NRC contractor, consultant or grantee formal reports, books, and
international agreement reports, in the NUREG/CR, NUREG/GR.
and NUREG/IA senes. (2) reports and books by contractors of the
U.S. Department of Energy (DOE); and (3) publications prepared for
NRC under memoranda of understanding and interagency
agreements.

e To ensure the production and dissermination of information and
publications as required by the Energy Reorgamzation Act of 1974
and the Freedom of Informanion Act. (a)

* Toensure the technical and management reviews of formal reports
and books prior to publication. (b)

o To ensure that natonal securnity, patent nghts, copyrights.
proprietary nights, and nghts 1n other sensitive unclassified
information. including those specified in interagency and
international agreements and memoranda of understanding. are
not compromised by the release or publication of information by
NRC. (¢)

e To ensure that all unclassihed NRC contractor or grantee
publications 1n the NUREG senes carry the registered Govern-
ment dentficanon NUREG/CR-0000, NUREG/GR-0000, or
NUREG/A-0000. with the exception of some publications

1991 (Revised 6,17/91)

——



Unclassified Contractor and Grantee
Publications in the NUREG Series
Part 1 - Publications, Mail, and Information Disclosure

Directive 3.8

Objectives

(3.8-02) (continued)

prepared by grantees. and indicate the
matenial used in these publications. (d)
® To ensure that NRC -sponsored book
peer review from experts within and outside NRC. (e)
® To provide uniform
books prepared by NRC contractors or grantees. (f)

Organizational Responsibilities and
Delegations of Authority

(3.8-03)

Executive Director for Operations (EDO)

(031)

Delegates to the Deputy Executive Directors for Operation

decisionmaking authority for the resolution of differences between
NRC and contractors about the contents of publications, about
£ranting  contractors permission 1o publish  NRC-sponsored
information in the open literature, and about permitting contractors

10 i1ssue press or other media releases concerning NRC -sponsored
informaton.

Deputy Executive Director for
Nuclear Reactor Regulation,
Regional Operations and Research

(032)

®  When an Office Director retuses to

As delegated from the EDO. makes final decisions in the following

areas for the Office of Nuclear Reactor Regulation, Office of Nuclear
Regulatory Research, and Regional Offices:

* When an Office Director refuses to publish an NRC-sponsored
document because of irreconcilable  differences  between

themselves and the author(s) about the contents of the
document. (a)

permita contractor’s principal

investigator 1o publish NRC-sponsored information in the open

Lterature. {(b)

ta

(Revised 6/17/91) Approved: April 23, 199]

availlability of source
Manuscripts receive proper

procedures for publishing formal reports and



Unclassified Contractor and Grantee
Publications in the NUREG Series
Part 1 - Publications, Mail, and Information Disclosure

Directive 3.8

Deputy Executive Director for
Nuclear Reactor Regulation,

Regional Operations and Research
(032) (continued)

e  When an Office Director refuses to PeErmit a contractor 1o issue a
press or other media release about an NRC-sponsored
publication. (c)

Deputy Executive Director for
Nuclear Materials Safety, Safeguards,

and Operations Support
(033)

As delegated from the EDO, makes final decisions in the followang
areas for the cffices reporting to this official:

* When an Office Director refuses to publish an NRC-sponsored
document because of irreconcilable differences between
themselves and the author(s) about the contents of the document.
(a)

e When an Office Director refuses to permit a contractor's principal
mvestigator to publish NRC-sponsored information in the open
literature. (b)

¢ When an Office Director refuses to permit a contractor 10 issue a
press or other media release about an NRC-sponsored
publication. (¢)

Directors of Offices
(034)

* Ensure that publications will be reviewed in draft prior to final
prninting and distribution for acceptability by determining that they
are consistent with agency policy, management decisions. and that
they raise no significant legal issues. (a)

* Ensure that statements of work include statements requiring
contractor® comphance with this directive and handbook and
Government Printing and Binding Regulations. (b)

*“Caniract” o this context encompasses the “Standard Grder for DOT Work ™ (WR( Form 1735 interagency and mernationsl agreemenis
angd granis

Approved: April 23,1991 (Rewvised 6/17/91) 3
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Unclassified Contractor and Grantee
Publications in the NUREG Series
Part 1 - Publications, Mail, and Information Disclosure

Directive 1.8

Directors of Offices
{034) (continued)

e Sign, or delegate signature authority for, the NRC Form 426A,
“Release to Publish Unclassified NRC Contractor, Consultant, or
Conterence Proceedings Reports.” and for memoranda requesting
reprints of contractor publications. {c)

[52r:ctor, Office of Administration (ADM)
(035)

As delegated from the Deputy Executive Director for Nuclear Maten-
als Safety, Safeguards, and Operanons Support. administers NRC's
programs and policies for publishing unclassified contractor and
grantee reports and books in the NUREG senes.

Director, Division of Freedom of
Information and Publications
Services, ADM

(036)

e Develops and administers, as delegated from the Director, ADM,
NRC's program and policies for publishing unclassified contractor,
consultant, and grantee formal reports, books, and international
agreement reports in the NUREG/CR, NUREG/GR, and
NUREG/IA series. (a)

o Apphes the policy. procedures, standards, and guides for the docu-
mentation, formatting, composition, printing, and dissemination
of NRC-sponsored publicanons in the NUREG series consistent
with the mission of the agency and in accordance with the require-
ments of the Government Printing and Binding Regulations issued
by the Joint Committee on Prninting, U.S. Congress. (b)

¢ Develops and administers the central agency publication
numbering system for identifying, producing, and retrieving
unclassified NRC-sponsored publications i the NUREG
series. (<)

Director, Division of Contracts and

Property Management, ADM
(037)

Ensures that those requests for proposals, invitations for bids, and
grant proposals. and the ensuning contracts and grants that require

4 {Revised 6/17/91)  Approved: Apnil 23, 1991
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Unclassified Contractor and Grantee
Publications in the NUREG Series

Part 1 - Publications,

Directive 3.8

Mail, and Information Disclosure

References
(3.8-06) (continued)

10

I,

DOE-NRC Memorandum of Understanding, February 24, 1978.

Title 44, U.S. Code. “Public Printing and Documents.” Chapter 3,
Government Printing Office.

U.S. Government Printing Office Style Manual, 1984.
Energy Reorgamization Act of 1974 (42 US.C. 5801, et seq.).

. The Freedom of Information Act (S US.C. 522).

Public Law 95-224, The Federal Grant and Cooperative
Agreement Act, February 3, 1978.
Grants and Agreements with Institutions of Higher Education,

Hospitals, and Other Nonprofit Organizations, OMB Circular
A-110, July 1976,

Cost Principles for State and Local Governments, OMB Circular
A-87, January 198].

NUREG-0650. Rewision 1. “Publishing Documents in the
NUREG Series,” November 1990,

(Revised 6/17/91)  Approved: Apnil 23, 1991
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Unclassified Contractor and Grantee

Publications in the NUREG Series

Part 1 - Publications, Mail, and Information Disclosure
Handbook 3.8 Parts| -V

Contents

BIARONCRION . ... . ittt e T

Part |
Preparing Publication Requirements for Statements of

Work for Contracts ... . .
Specifying Publication Requirements (A) ... .. .. . . .. .. . . =

Publishing Formal Reports (B) ... .. . MRS £ Wl Nl N b o "SR, o -

Publishing Unclassified Information in Open Literature and
Presenting Papers (C) ... .. ... . . .. ... ... ... . ...

Reports Containing Sensitive Unclassified and Classified

Information (D) ... ... .. . . .. . ... P b e A b 4 Y SR |
Conference and Workshop ProceediNBs (E) .........icoiuvuivisivinnnars

Distribution of Reports to Contractors (F) .. ... ... .. .. ... . ... .

Coordinating Contractor Press or Other Media Releases of
Information (G) ... ... . .. . ..

Part 11
Draft and Final NUREG Reports

identification Information (A)

NUREG Number (1) ...... .. .

Author Names (2) . . P L N~ S ..."- T
Orgamzational Identification (3) .

Previous Reports in Series (4)

Report Dates (5)

Approved: Apnil 23, 1991  (Revised 6/17/91)
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Unclassified Contractor and Grantee

Publications in the NUREG Series

Part 1 - Publications, Mail, and Information Disclosure
Handbook 3.8 Parts] -V

COI‘I‘QI’I[S (continued)

Part 11 {continued)

Report Organization and C Omponents(B) ... ... .. ... .. ... . 9
Pre-Publication Reviews (¢} P A P T
Patent Review (1) . o RN Fesn ez aianese 10
Security Review (2) , ... .. . . . . IR | |
Copynight Review (3) , A s )%~ s o 10
Color Printing (D) . - v _ D
Microfiche () .. - R IR |
Disclaimer (r) . = = by a0 s LN 7 .13
Availability Information (G) R T LI NP |
Reference Avatlabilit, (1) S B e R e 13
Report Availability (2) .. S 3 AN e A b ae e A rxsvass AW
Forms (H) s E gy <o - _ . U | |
Bibhographic Data Sheet (NRC Form 335)(1) .. .. . aem 14
Release 10 Publish Unclassified NRC Contractor, Consultant, or
Conference Proceedings Reports (NRC Form 426A) (2) e s P
PrintingandReprinling:n... e P ‘ eiee 15
Distribution () . 4 - 250 ens vne _ . 15
Part 111
International Agreement Reports | 16
Background and Rationale (A 16
Identification Information (1) 16

" (Revised 6/17/91) Approved: April 23, 199]




Unclassified Contractor and Grantee

Publications in the NUREG Series

Part 1 - Publications, Mail, and Information Disclosure
Handbook 3.8 Parts | - V

Contents (continued)

Part 111 (continues)

Coverand Title Page (1) ........................... E% TPHA 4 FA T B s 16
NRC Report Number(2) ... .o..ivnuiyieensnsvnss s esasenaaensmgs o o 16
Previous Reports in Series (3) ... ... oot in e 17
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Publications in the NUREG Series

Part 1 - Publications, Mail, and Information Disclosure
Handbook 3.8 Introduction

Introduction

This handbook specifies the procedures necessary for Nuclear
Regulatory Commussion (NRC) contractors and grantees to follow
when preparing the following kinds of publications for the NRC.

e Final NUREG Reports
* International Agreement Reports
* Books

e (yrant Publications

The handbook is divided into five major parts and includes a glossary
and exhibits. Part | prowides general information for staff
cons.deration in the preparation of statements of work. Parts 11, 111,
IV, and V provide publishing guidelines specific to, respectively,
contractor reports, international agreement reports. books, and
grantee publications.

Contractor means a private contractor. consultant, expert, another
State or Federal agency working under an interagency agreement, or a
DOE facility or subcontractor, such as the National Laboratories,
working under the DOE/NRC Memorandum of Understanding of
February 24, 1978, and any subcontractors of these organizations.

This direcive and handbook, as well as a copy of “Publishing
Documents in the NUREG Series” (NUREG-0650, Revision 1), must
be included or referenced in all contracts, interagency and
international agreements, and grants for which the publications listed
above are contract deliverables or grant obligations. In addition to the
guidelines specific to each type of publication that appear in
subsequent parts of this handbook, all statements of work must
contain the applicable guidelines outhned in Part 1.

Approved: Apnl 23. 1991  (Revised 6/17/91) ]
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Part 1

Preparing Publication Requirements for
Statements of Work for Contracts

Specifying Publication Requirements (a)

List and descnibe the type of technical reports required from each
project, task or subtask, as applicable. State when, how many, and to
whom they should be submitted and the scope of information they
should contain. These reports may be unclassified, sensitive
unclassified, or classified. For guidelines and requirements covering
sensitive unclassified and classified publications, refer to NRC
Management Directive 12.2, NRC Information Security Program
(formerly MC 2101).

This directive and handbook pertain to publications that will be issued
in the NUREG/CR. NUREG/IA. and NUREG/GR series.

Publishing Formal Reports )

NUREG series reports will be printed and distributed by NRC from
camera-ready copy submitted by the contractor to the Regulatory
Publications Branch, MS P-223, US. Nuclear Regulatory
Commussion, Washington, DC 20555. The camera-ready copy is to
be prepared in accordance with the provisions of ithis handbook.
Recommended guidelines for the organization and format of formal
reports are specified in “Publishing Documents inthe NUREG Sernes”
{(NUREG-0650, Revision 1).

When the report contains sensitive unclassified or classified
information. the contractor must comply with Management
Directive 12.2, NRC Informaton Secunty Program (formerly
MC 2101)

> (Revised 6/17/91)  Approved: April 23, 1991
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Publications in the NUREG Series
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Handbook 3.8 Part I

Publishing Formal Reports (8) (continued)

If a draft 1s desired prior to completion of a final report, specify in the
statement of work (SOW) the due date for celivering the final
camera-ready copy after receiving NRC or participant coraments (if
applicable) on the draft. State that all draft material be submitted to
the cognizant NRC contact.

When the contractor is to submit draft material for comment prior to
the preparation of the final report, state that if there are NRC program
or participant comments (if applicable), the contractor will be asked to
make changes. If agreement on the changes is reached, the NRC
contact will authorize the contractor to prepare the final copy and
submit it to the NRC contact, if it is a letter report or input to a Safety
Evaluation Report or an Environmental Statement, or to the Director.
Dvision of Freedom of Information and Publications Services
(DFIPS), if it 15 a camera-ready copy for printing and distribution. This
s to be done to ensure proper publication, handling, distribution and.
among other things, to preclude further changes that might nullify the
agreement.

If special caveats were agreed to between the contractor and the NRC
contact, the caveats should accompany Form 426A (Exhibit 1) for
approval when it is sent to the NRC contact. A copy of special caveats
should also accompany the camera-ready copy sent to DFIPS.

If agreement on changes to a formal technical report to be issued in the
NUREG/CR series is not reached, the NRC contact may request the
contractor to prepare the camera-ready copy with, in addition to the
standard disclaimer required on all contractor formal reports (see
Section ILF. below), any caveats deemed necessary to cover .«RC
objections. Such caveats may range from “The views expressed in this
report are not necessarily those of the U.S. Nuclear Regulatory
Commission™ to the addition of a preface setting forth the NRC
opinion or footnotes at appropriate locations within the text.

If NRC objections cannot be covered in this manner, NRC can refuse
to publish the report. In the case of DOE/National Laboratory
reports, the DOE Operations Office Manager responsible for that
laboratory should be informed by the NRC Office Director or
Regional Administrator of the decision and the reasons therefor, with
4 copy to the Laboratory Director. In the case of another Federal
agency, a State, or a private contractor, the person who entered into
the contract should similarly be informed by the NRC contracting
officer. The ~ontractor is then free to publish the report without NRC

Approved: Apnl 23,

1991 (Revised 6/17/91) 3
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Publishing Formal Reports (continued)

being identified as the funding sponsor of the report and without the
NRC disclaimer. Office Director or designee decisions may be

appealed to the appropriate Deputy Executive Director for
Operations.

Publishing Unclassified Information in
Open Literature and Presenting Papers ()

Specify wheiher the contract:; - principal investigator is permitted to
publish in the open literature instead of submitting a final report
and/or 1o present papers at public or association me=tings during the
course of the work. If that arrangement is authonzed, add the
tollowing statement to the Statement of Work (SOW):

The principal investigator(s) may publish the results of this work

in the open literature instead of submitting a final report and/or

present papers at public or association meetings at interim
stages of the work.

ifthe NRC contact wants to review the paper or journal article prior to

presentation or submission for publication, state so in the SOW, as
follows:

The principal investigator(s) may publish the results of this work
in the open literature instead of submitting a final report and/or
present papers at public or association meetings at interim
stages of the work, il ihe article or paper has been reviewed by the

NRC contact in draft form and agreement has been reached on
the content.

If the agreement is not reached. NRC may also require that the paper
include in addition to the standard statement “Work supported by the
U.S. Nuclear Regulatory Commission,” any caveats deemed necessary
to cover NRC objections, If NRC objections cannot be covered in this
manner. NRC may refuse to authorize publication in the open
Iterature and/or presentation of papers,

In the latter case. NRC will inform the contractor of the decision, as
stated above. The contractor s then free 1o publish without NRC being
identified as the funding sponsor of the intormation, Office Director

(Revised 6,17/91)  Approved: Apnl 23, 199}
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Publishing Unclassified Information in
Open Literature and Presenting Papers () (continued)

or designee decisions may be appealed to the appropriate NRC
Deputy Executive Director for Operations,

If the contractor proposes to publish in the open literature or present
the information at meetings in addition 1o submitting the required
techmical reports, approval of the proposed article or presentation
should be obtained from the NRC. The NRC shall take one of the
following actions: approve the material as submitted, approve it
subject to NRC-suggested revisions, or disapprove it. In any event, the
NRC may disapprove or delay presentation of papers on information
that is subject to Commussion approval that has not been ruled upon or
which has been disapproved.

If the contractor requests permission to publish in the open literature
even though the contract does not explicitly provide for this type of
publication, the contract can be modified to provide for such
presentations.

When the contractor submits journai articles for publication, each
must be accompanied by the following statement:

The submitted manuscript has been authored by a contractor of
the U.S. Government under Contraci* No. ____. Accordingly, the
U.S. Government has a nonexclusive, rovalty-free license to
publish or reproduce the published form uf this contribution, or
allow others to do so, for U.S. Government purposes.

All published papers and articles must include the following
disclaimer:

This report was prepared as an account of work sponsored by
an agency of the United States Government, Neither the United
States Government nor any agency thereof, or any of their
employees, makes any warranty, expressed or implied, or
assumes any legal liability or responsibility for any third party’s
use or the results of such use, of any information, apparatus,
productor process disclosed in this report, or represents that its
use by such third party would not infringe privately owned
rights. The views expressed in this paper are not necessarily
those of the U.S. Nuclear Regulatory Commission.

*For DOE work orders the appropnate FIN number & applicable

Approved

April 23 1991 (Revised 6/17/91) 5
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Publishing Unclassified Information in
Open Literature and Presenting Papers () (continued)

Should the contractor be requested by the journal or other publisher to
transfer the copynight. the contract author will respond to the journal

or other publisher in writing in accord with the sample letter shown as
follows:

Dear (Copyright Holder's Name):

We recently received a document for signature assigning
copyright and republication rights in the submitted article
(title) to (name of publication). This letter is offered in lieu of
the document as a means of completing the transfer of
ownership. Accordingiy, we hereby expressly transfer and
assign our rights of canership i the above-cited work to
{name of publisher).

You are advised, however, that the above assignment and an v
publication or republication of the above-cited work is subject
to the following Government rights:

The submitted manuscript has been authored by a contractor
of the U.S. Government under Contract No. .
Accordingly, the U.S. Government has a nonexclusive.
royalty-free license to publish or reproduce the published form
of this contribution, or allow others to do so, for U.S.
Government purposes.

Sincerely,

If NRC approves open hterature publication and page charges and
travel costs are required for the presentation of papers, see
Management Directive 3.10, NRC Contractor Unclassified Papers
Journal Articles, and Press or Other Media Releases on Regulatory
and Technical Subjects (formerly MC 3206)

Reports Containing Sensitive Unclassified
and Classified Information )

Examples of the proper marking of reports designated Official Use
Only. Lumited Official Use. Proprietary Information, Safeguards

& (Revised 6/17/91)  Approved: April 23, 199]
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Reports Containing Sensitive Unclassified
and Classified Information (p) (conunued)

Information, and Classified (Confidenual, Secret, and Top Secret) are
provided in Management Directive 12.2, NRC Information Secunty
Program (formerly MC 2101).

Conference and Workshop Proceedings ()

If NRC approves publication of compilations of papers presented at
NRC-sponsored or cosponsored meetings. conferences, and
symposia, see Management Directive 3.11. Conferences and
Conference Proceedings (formerly MC 3207).

Distribution of Reports to Contractors (r)

Up to 50 copies of printed unclassified NUREG/CR, NUREG/GR.
and NUREG/IA reports will be bulk shipped to the contractor by
NRC. (Joint Commuttee on Printing’s Government Pninting and
Binding Regulations permit contractors to receive up to 50 copies of
reports they have produced for NRC free of charge.) If fewer than 50
copies are needed, indicate the desired quantity on NRC Form 426A
(Exhibit 1). Contractors requesting single copies for specific
individuals in orgamizations other than the contractor’s organizaton
who are not included in the distnbution requested by the NRC contact
may address such request(s), with written justification, to the NRC
contact. If the additional distribution 1s approved by the NRC contact.
the contractor shall send address labe's with the camera-ready copy to
the Regulatory Publications Branch, DFIPS. USNRC, Washingion,
DC 20555, and that distribution wall be made along with the standurd
distribution.

Coordinating Contractor Press or
Other Media Releases of Information ()

A CONtractor may request permission to issue a press or other media
release on the work being done. That request must be made to the
NRC Office Director or designee, who will consult wath the Public
Affairs staff. The contractor must not issue a press release on
nonroutine information without this prior approval. This approval
may be obtained by a telephone call to the Office Director or designee
to expedite the request. The contractor may appeal decisions not to
authorize the release of informanion or delays in handhing the request
to the appropriate Deputy Executive Director for Operations

Approved. April 23, 1991 (Revised 6/17/91)
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Part 11

Draft and Final NUREG Reports

Identification Information (A)

NUREG Number (1)

Each contractor report published by NRC must be identified by a
umque alphanumenic designation controlled and maintained by the
Division of Freedom of Information and Publications Services
(DFIPS). To obtain an NRC report number. call the Regulatory
Publications Branch, DFIPS, at FTS 49-27001 or (301)49-27001.

The NRC identification numbers will have one of the following forms:
e NUREG/CR-0000

* NUREG/GR-0000

e NUREG/IA-0000

where CR indicates contractor report. GR indicates grant report. and
IA indicates international agreement report. The contractor report

number, if any. will be placed below the NUREG number on the utle
page and cover.

When a report consists of more than one volume or binding or 1s issued
in more than one edition, an appropriate volume. number,
supplement, part, addendum, or revision designation must appear

immediately below the NRC report number and the contractor’s
report number. if any.

Author Names (2)

Authors’ names routinely appear on the report cover and title page.
unless doing so is impractical. as for an annual report having many
comtributors. Editors or compilers with ubject-area expertise may
also be identfied as such on the cover and ttle page. Author

(Revised 6/17/91)  Approved Apnl 23, 1991
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Identification Information (A) (continued)

Author Names (2) (continued)

affihations need not be listed unless the affiliation differs from the
orgamization creating the report.

Organizational Identification (3)

The Regulatory Pub!izz*ions Branch, DFIPS, prepares the covers and
utle pages for all reports and will list information about the
orgamzation that created the report as it is provided.

Previous Reports in Series (4)

If the report being prepared is one in an ongoing series, list all previous
reports in the series. Include report numbers and issuance dates. Place
this list on the back of the title page.

Report Dates (5)

The report dates are shown on the title page. These dates include the

month and year the report is completed, and the month and year it is
published.

Report Organization and Components )

The orgamzation and components of contractor reports vary
somewhat, depending on their purpose and scope. Recommended
format and organizational guidelines appear in “Publishing
Documents in the NUREG Series” (NUREG-0650. Revision 1)

Each draft and final report prepared for NRC must include an abstract
of 200 words or less that appears on a separate page preceding the
table of contents. The abstract must also appear on the Biblhiographic
Data Sheet. NRC Form 335 (Exhibit 2A). The back of Form 335
contamnsinstructions for completing the form ( Exhibit 2B). Guidelines

on the special writing requirements for preparing abstracts appears in
Section 3.5 of NUREG-0650. Rewvision 1

Approved: April 23, 1991 (Revised 6/17/91) 9
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Color Printing (p)

Regulations issued by the Joint Commuttee on Printing (JCP) restrict
the use of color in printed materials to those uses that are of
demonstrable value. JCP regulations specify that “Demonstrably
valuable multicolor printing...” includes the following categones:

Maps and technical diagrams where additional color is necessary
for clanty. (a)

Object 1dentification (medical specimens, diseases, plants, flags,
umforms, etc.). (b)

Safety programs, fire prevention, savings bonds programs, and
competitive areas of personnel recruiting. (c)

Areas wherein clearly identifiable savings in costs can be soundly
predicated on multicolor use. {d)

Prinung for programs required by iaw, whose relative success or
failure isin direct ratio to the degree of public response, and where
that response can be logically atuributable to the number of colors
planned and the manner in which they are proposed to be used. (¢)

Color for promotional or motivational purposes such as programs
concerming public health, safety, consumer benefits; or to
encourage utihizanen of Government facilities such as programs
for Social Security, Medicare, and certain areas of need for
veterans would come within this category. (f)

The regulations indicate that the following categories do not meet the
“demonstrable value” criteria.

Printed 1tems wherein additional color is used primarily for
decorative effect. (a)

Printed items where additional color is used primarily in lieu of
effective layout and design. (b)

Printed items where additional color is used excessively. i.¢., four
colors when two or three will fulfill the need: three colors when two
are adequate. two colors when one 1s adeguate. (c)

Printed items whe “2in the inclusion of multicolor does not refiect
careful. competent advanced planning which recognizes the
contribution thar the use of color is expected to make to the
ultimate end-purpose. (d)

Approved: April 231991  (Revised 6/17/91]) 11
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Color Printing (D) (continued)

If color printing is anticipated when the statement of work or Standard
Order for DOE work is being prepared. contact the Regulatory
Publications Branch, DFIPS. Prior approval must be granted by the
Director of DFIPS, If a requirement for color printing arises as the

report s being prepared, submit a written justification for its use to the
Director of DFIPS.

Microfiche )

NRC contractors and DOE | aboratories submitting microfiche with
reports must submit a hard copy of each microfiche, include headers
on each microfiche, as shown in Exhibit 3. and conform to the
following NRC specifications.*

. Microfiche must conform to either the 24/98 format for source
documents with 14 columns and 7 rows (reduction ratio of 1:24 yor
the 48/270 format for computer output microfilm wath 18 columns
and 15 rows (reduction ratio of 1:48).

The microfiche sheet must be standard 105 mm x 148 mm.

The microfiche must be cither a silver-halide master or a black or
blue-black diazo placed in «cid free envelopes.

4. The microfiche must contain headers as shown in the sample in
Exhibit 3. Specifically, the first block of the header must contain
the NUREG number (include voiume or revision, if applicable),
the contractor identification number, and the classification (e.p.
unclassified. proprietary). The second block must contain the
description of the microfiche and may include the contractor name.

The third block must contain the publication date and sheet
identification.

e o

The header information must be eve readable on a clear
background.

6. A foldout page must be microfilmed in sections if the page is too
large to be microfilmed 1n 2 double frame. No less than 25 mm
overlap of original material is acceptable.

*With the exception of siems 5 4 and 8. these specifications are consisient with the Amencan National “Standard for
Micrographis-Microfiche ANSTATIM M&S. 1055 Copies of thas Standard are available from the Amencan National
Standards Institute. ATTN Sales Departmen:, 1430 Broadway New York NY JO0N (2120354330 or frim the Assocsation

for Information and Image Management, ATTN Publications Section 1 106 Wayne Avenue. Silver Spring. MDD 2910
(3015988202

12 (Revised 6/17/91)  Approved: Aprii 23. 1991
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Unclassified Contractor and Grantee
Publications in the NUREG Series
Part 1 - Publications, Mail, and Information Disclosure

Handbook 3.8 Part 11

Microfiche ) (continued)

Disclaimer )

7. The first frame must be blank (on the first sheet only), and the
second frame must contain the National Institute of Standards and
Technology's Reference Material resolution target in Microcopy
Test Charts (NBS SRM 1010A).

8. Jacketed microfiche is unacceptable.

The following notice will be added by the Regulatory Publications
Eranch. DFIPS, bef~r= the printing process on the inside front cover:

This report was prepared as an account of work sponsored by
an agency of the United States Government. Neither the United
States Government nor any agency thereof, or any of their
employees, makes any warranty, expressed or implied, or
assumes any legal liability or responsibility for any third party's
use, or the results of such use, of any information, apparatus,
product or process disclosed in this report, or represents that its
use by such third party would not infringe privately owned
rights,

The following additional statement, “The views expressed in this
report are not necessarily those of the U.S. Nuclear Regulatory
Commission™ will be printed below the standard disclaimer. if
appropriate. Other qualifying statements may be added. if needed.

Availability Information ()

Reference Availability (1)

Reports or other documents referenced in text. reference sections,
bibliographies, and appendixes of unclassified regulatory and
technical reports in the NUREG series must be available 1o the public
either in the public domain (as in a public hibrary, at the Government
Printing Office (GPO), at the National Technical Information Service
(NTIS). or at other reference or sales outlets) or in the NRC Public
Document Room (PDR). This means that references should not be
made to personal communications and interviews, unpublished
mmiormation and nformation with restricted distribution (eg.

Approved

April 23,
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Printing and Reprinting ()

The Regulatory Publicauons Branch, DFIPS. will review the
camera-ready report submitted for printing for its adherence to the
standards and requirements set forth in this directive and handbook, as
well as any relevant guidelines from NUREG-0650, Revision 1,
Unsatsfactory manuscripts will be returned to the NRC contractor for
appropnate action.

Submit 4 memorandum requesting a reprint to the Director, DFIPS,
for approval. Include with the request a written justification and the
approval of the Office Director of designee for reprinting. Send
address labels for recipients of the reprinted copies, if appropriate.

Distribution )

Distribution arrangements will be made by the Regulatory
Publications Branch, DFIPS. for all copies of unclassified formal
contractor reports in accordance with instructions on NRC Form 426 A
(Exhibit 1). The Regulatory Publications Branch, DFIPS. will also
arrange automatic distribution of these reports to the NRC NUDOCS,
the NRC PDR. NTIS, GPO. and the Depository Library Service.

Distribution of sensitive unclassified and classified reports will be
made by the NRC sponsoring office on a case-by-case basis.

-

Approved: Apnil 23.199]  (Revised 6/17/91) 15
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Part 111

International Agreement Reports

Background and Rationale (4

NRC has cooperative nuclear safety research programs that involve
either or both foreign governments and organizations and U.S.
industry. These programs include monetary contributions,
information exchange, and comments on program plans and results as
authorized in 42 U.S.C. 5801. To this end. international and U S.
tndustry agreements have been signed that provide for transmitting
unclassified technical information from foreign participants to NRC.
These procedures apply only to NRC-managed work.

The interests of all NRC international nuclear safety research program
participants are served best by formal dissemination of informaton on
these programs or codes developed for or in cooperation with NRC.

Identification Information (s

Cover and Title Page (1)

These will contain a title, subtitle (if appropriate), authors. performing
organization, and NRC office sponsoring the project. The cover and

title page will be prepared by the Regulatory Publicatons Branch.
DFIPS.

NRC Report Number (2)

Each report must be identified by an NRC-controlled alphanumeric
number as the prime number unique to that report. The centralized
document control system for unique 1dentification is maintained by
DFIPS. Numbers may be obtained by calling Regulatory Publications
Branch at FTS 49-24954 or (301)49-24954.

The NRC ident:fication number wall have the form:

e NUREG/IA-0000

16
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Availability Information () (contnued)

References and Bibliographies (1) (continued)

can be quoted in the text, in footnotes, or in appendixes. If the title of a
document containing proprietary information is unclassified. it can
also be quoted in the t2xt, in a footnote. or in appendixes. If credit is
due to individuals, they can be mentioned 1n the text or In an
acknowledgement section. Availability may be stated collecuvely for
all entrnies. Guidelines for developing and presenting reference
matenial are provided in NUREG-0650, Revision 1.

Report Availability (2)
These reports will be made available for sale by GPO and NTIS,
Disclaimer ()

The following notice will be added by the Regulatory Publications
Branch. DFIPS, on the iside front cover prior to printing.

‘[ NOTICE

This report was prepared under an international cooperative
agreement for the exchange of technical information. Neither the
- United States Government nor any agency thereof, or any of their
| employees, makes any warranty, expressed or implied, or assumes
' any legal liability or responsibility for any third party’s use, or the
- results of such use, of any information, apparatus, product, or
i process disclosed in this report, or represents that its use by such
. third party would not infringe privately owned rights.

e

Forms )

Bibliographic Data Sheet (NRC Form 335) (1)

A typed NRC Form 335 (Exhibit 2A) must be subminted with the
camera-ready copy to the Regulatory Publications Branch, DFIPS. as
the final nght-hand page

18 (Revised 6/17/91)  Approved: April 23, 199]
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Forms (F) (continued)

Release to Publish Unclassified NRC Contractor, Consultant, or
Conference Proceedings Reports (NRC Form 426A) (2)

An NRC Form 426 A (Exhibit 1) must be completed and signed by the
Office Director or designee and submitted with the camera-ready copy
of the report to the Regulatory Publications Branch, DFIPS.

Classified or Sensitive Unclassified
Information )

The NRC contact should refer to Management Directive 12.2. NRC
Information Security Program (formerly MC 2101), or call the
Division of Security for answers 10 questions about the status of
classified or sensitive unclassified information in NUREG/IA reports.

Approved. Aprl 131991  (Revised 6/17/91) 19
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Part IV
Books

These guidelines apply to books written by contractors and grantees
that are printed by NRC. See Section V below for guidance on
publications, including books, by grantees.

Definition (4

Abook refers to a publication intended as a permanen reference or as
a textbook or major critical review of a technical or regulatory topic.

Format

Books are usually 6 x 9 inches in trim size, but size will be based on such
requirements as ease of use and legibility for graphics. foldouts, and
the like. The binding (casebound or paperback) will be chosen
according to the need for durability. Additional guidance on
manuscript preparations cun be found in the U.S. Government
Printing Office Style Manual and in The Chicago Manual of Style (13th
edition). Refer also to NRC’s “Publishing Documents in the NUREG
Senes” (NUREG-0650, Revision 1).

The contractor shall submit 1o the NRC project manager the typeset
(photocomposed) manuscript suitable for printing. The NRC contact
shall submit the manuscript 10 the Chief. Regulatory Publications
Branch., DFIPS, where it will be reviewed for adherence to the
standards set forth and referenced in this directive and handbook. The
manuscnpt will also undergo a printing acceptability review by the
Printng, Audiovisual. and Mail Services Branch, DFIPS.
Unsatisfactory manuscripts will be reported to the NRC contact for
appropriate contractual action by the NRC contracting officer or, in
the case of Government agency or interagency agreement work. the
publicatons manager of the performing organization.

20 (Revised 6/1791)  Approved: April 23, 1991
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Format (B) (continued)

DFIPS will approve design of the cover and title page to contain the
appropriate information concerning:

(1) author names(s)
(2) organizanonal identification
(3) public availability and sales.

All books must include a comprehensive subject index of the book's
contents. unless 1t1s made up almost exclusively of graphical or tabular
matter. See NUREG-0650, Revision 1, or The Chicago Manual of Style
(13th ed.) for guidelines on creating an index.

NRC Document Number ()

Each book must be identified by an NRC-controlled alphanumeric
code unique to that book. The alphanumeric code will have the form:
NUREG/CR for contractor-prepared books and NUREG/GR for
grantee-prepared buoks.

When a book consists of more than one volume or binding, or i1s1ssued
n more than one edition, an appropriate volume, number,
supplement, part addendum, or revision designation must appear
directly beiow the document number.

Numbers are assigned by the Regulatory Publications Branch. DFIPS.
The number may be obtained in advance of the time that the
manuscript 15 submitted to DFIPS for pnnting by calling the
Regulatory Publications Branch at FTS 49-24954 or (301)49-24954.
The DFIPS staff will arrange 10 meet with the NRC contact for the
project and when appropriate, the author(s). to discuss the publication
production requirements and schedule for the book.

Availability of Reference Materials )

The guidelines for availability of reference material apphcable in
Section IL.G. of this handbook also apply to contractor-prepared and
gramee-prepared books published by NRC.

Approved. Apnil 23, 199] (Revised 6'17/91) 21
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Reviews {E) {continued)

Peer (1) (continued)

the Amernican Nuclear Society, the American Society of Mechanical
Engineers, or appropriate universities. Reimbursement could then be
made to the organization.

Copyright (2)

Copyrighted material must not be reproduced in NRC books without
the wnitten permission of the copynight holder. See NUREG-0650,
Rewvision 1, Section 3.4, for information about obtaining copyright
permission.

Security (3)

Based on knowledge of the informanon sources used, the author is
responsible for ensuring that the manuscript does not contain
classified or other access-controlled information. If there is
uncertainty with respect to the secunty classification of a reference
document or manuscript, an authorized classifier or the NRC Division
of Secunity should be contacted for assistance. See also Management
Direcive 12.2, NRC Information Security Program (formerly :
MC 2101). :

Patent (4)
The patent-review guidelines for draft and final formal reports

specified in Section 1L.C of this handbook also apply to contractor- and
grantee-prepared books.

Publishing Authorization Form )

A completed NRC Form 426A (Exhibit 1), signed by the Office
Director or designees or by a DOE National Laboratory-authorized
official if the publication is done for the Office of Nuclear Regulatory
Research, if apphcable. must be submitted to DFIPS with the book
manuscript

Disclaimers )

The following standard U €. Government notice will be added prior 1o
printing

Approved: Apnl 23, 1991  (Revised 6/17/91) 23
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Disclaimers {(G) (continued)

This document was prepared as an account of work sponsored
by an agency of the United States Government. Neither the
United States Government nor any agency thereof, or any of
their employees, makes any warranty, expressed or implied, or
assumes any legal liability or responsibility for any third
party’s use, or the results of such use, of any information,
apparatus, product, or process disclosed in this document, or
represents that its use by such third party would not infringe
privately owned rights.

The following additional statement may be printed below the standard
disclaimer, if authonized by the NRC Office Director or designee.

This document was prepared under U.S. Nuclear Regulatory
Commission (NRC) Contract No. . The opinions,
findings, conclusions, and recommendations expressed herein
are those of the author(s) and do not necessarily reflect the
views of the NRC,

Other qualifying statements may be added. if needed.

Printing 1)

Book manuscripts must be submitted by DFIPS to GPO for printing
The printing cycle requires from 6 to 8 weeks

Distribution and Sales o)

Distnibution will be arranged by the DFIPS staff in accordance with
distribution guidance provided by the NRC project manager on NRC
Form 426A (Exhibit 1).

Free distribution should be limited 10 those who contnibuted
materially to the book or to those for whom the book 's subject matter
bears directly on their work at or for NRC.

DFIPS will arrange to make the book available for sale through GPO.
DFIPS will also arrange to have it made available at the NRC PDR and
the GPO Depository Library Program

(Revised 6/17/91)  Approved: April 23, 1991



Unclassified Contractor and Grantee

Publications in the NUREG Series

Part 1 - Publications, Mail, and Information Disclosure
Handbook 3.8 PartV

Part V
Grant Publications

Background and Rationale (»)

The Nuclear Regiiatnn Commission funds grants for educational and
nonprofit institutions, State and local Governments, and professional
societies for the expansion, exchange, and transfer of knowledge and

ideas pursuant to the Atomic Energ, Act of 1954, as amended,
Sections 31.a. and 141.b.

Publication of Resuits (s

The grant will specify the publication requirements of the award.

Grant results may be published by NRC, by the grantee. or in the open
literature.

Publication by NRC (1)

This publication option must be governed by the guidelines specified
in Part 1 of this handbook for reports or in Part 111 of this handbook
tor books, as appropriate. See Identification of Grant Publications in
the paragraphs under V.C.

Publ cation by a Grantee (2)

When the grant specifies that the grantee is to publish the results. the
grantee must grant to the Government a royalty-free. nonexclusive,
irrevocable license to reproduce, translate, publish, use, and dispose of
all copyrightable matenal first produced or composed in the grantee's
performance under the grant.

Open Literature Publication by Grantee (3)

When the grantee submuts journal articies for publication, each must
be accompamied by the following statement:

Approved: April 23, 199] (Revised 617791 25
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Publication of Results 8) (conunued)

Open Literature Publication by Grantee (3) (continued)

The submitted manuscript has been authored by a grantee of
the U.S. Government under Grant No. . Accordingly,
the U.S. Government has a nonexclusive, royalty-free license to
publish or reproduce the published form of this contribution,
or allow others to de so, for U.S. Government purposes.

All open literature publications prepared under this grant must
contain the following statement:

This paper was prepared with the support of the U.S. Nuclear
Regulatory Commission ‘NRC) under Grant No. . The
opinions, findinzs, conclusions, and recommendations
expressed hercin are those of the author(s) and do not
necessarily reflect the views of the NRC.

Should the grantee be requested by the journal or other publisher to
transter the copyright. the grantee author will respond to the journal or

other publisher in writing m accord with the sample letter shown as
follows:

Dear {(Publisher’s Name):

We recently received a document for signature assigning copyright
and republication rights in the submitted article (title) to (name of
publication). This letter is offered in lieu of the document as a means
of completing the transfer of ownership. Accordingly, we hereby
expressly transfer and assign our rights of ownership in the above-
cited work to (name of publisher),

You are advised, however, that the above assignment and any
publication or republication of the above-cited work is subject to the
following Government rights:

The submitted manuscript has been authored by a granteeof the U S,
Government under grant No. - Accordingly, the U.S,
Government has a nonexclusive, royalty-free license to publish or
reproduce the published form of this contribution, or allow others to
do so, for US. Government purposes.

Sincerely,

26 (Revised 6/17/91)  Approved: April 23, 1991
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Publication of Results (5) (continued)

When any article resulting from work under the grant is published in a
scientific, technical. or professional journal, two repnnts of the
publication must be sent to the cognizant NRC Program Officer,
clearly labeled with the grant number and other appropriate
identifying information.

, Reprints of Open Literature Publications (4)
1

Identification of Grant Publications ()

|
i Each report or book published by NRC that results from a grant must
| be identified by an alphanumeric number, as follows:

| o NUREG/GR-0000

| When the publication consists of more than one volume, number,
supplement, part, or binding, or is issued in more than one edition, an

| appropriate volume, supplement, part. or revision designation must
| appear below the NUREG/GR number.
PP

Numbers may be obtained from the Regulatory Publications Branch at
FTS 49-24954 or (301)49-24954

Pre-Publication Reviews )

The U S. Congress characterizes the relationship berween a Federal
agency and a grant recipient as one 1n which “the recipient can expect
to run the project without agency collaboration, participation, or
intervention as long as it is run in accordance with the terms of the
mstrument....”

Ry N —— p——
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Glossary*

Book. Apublication intended as a permanent reference or textbook or
as a major cnitical review of a technical or regulatory topic. It may
be casebound (hardback) or paperbound.

Camera-ready copy. Pages ready for printing by the offset printing
process. This is a colloquial term used even though the printing
process may not involve the so-called copy camera (see also
reproducible masters).

Casebound. Term denoting a book with a hard cover.

Compose. To arrange letters. in type or film, for prinung. Usually
synonymous with npeserting.

- R R R ORI ORI
S WP P S — —

Compesition. The process of setting type by hot-metal casting,
phototypesetting, or electronic character generating devices (e g,
computers) for the purpose of producing camera copy, negatives, a

plate, or image to be used in the production of pnining or
microform.

Contractor report. Record of work done (a report) prepared in
; accordance with the provisions of a contract or under or pursuant
‘ to an interagency agreement.

Copyright. A form of protection provided by the laws of the United
I States (Title 17. U.S. Code). to the authors of “onginal works of
I authorship” including literary, dramatic. musical. artistic. and
| certain other intellectual works. This protection is available to
| both published and unpublished works. C opyrighted material may

not be reproduced without the permission of the author or
publisher.

Disseminate. To announce the publication of reports and make them
available for free distribution, sale. or copying,

28 (Revised 6/17/91)  Approved: April 23, 1991
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Glossary oo

Manuscript. A handwritten, typewritten. or composed version of a
document, as distinguished from a printed copy.

NRC project manager. The NRC staff member responsible for the
work performed by consultants or contractors and their

subcontractors, or for work performed under or pursuant to an
interagency agreement

Paperback. A book with a flexible paper cover.

Peer review. A critical evaluation of the technical contents of a
publicanon. These reviews are conducted by reviewers from the
author’s own or a related field who are totally independent of the
work leading to the manuscript. Reviewers should be chosen from
the potential audience for the publication and should provide an
independent judgment about whether the publication successfully
accomplishes the author’s aims.

Photocomposition. Typesetting performed when photosensitive paper
or film is exposed to light in the form of letters and characiers.
Photocomposition is to be distinguished from hot metal and
Lypewriter composition.

Printing. As defined by the Joint Committee on Printing. includes and
apphies to the process of composition, platemaking, presswork.
collating, and microform; the equipment used in such processes; or
the end product produced by such processes and equipment.

Proprietary information. Trade secrets. privileged or confidential
rescarch, development, commercial or financial information.
exempt from mandatory disclosure under 10 CFR Part 2 (Sections
2.740 and 2.790) and under 10 CFR Part 9 (Section 9.17); and other
information submitted in confidence to the NRC by a foreign
source and determined to be unclassified by the NRC.

Public domain. Materials on which copyright never existed. such as ]
U.S. Government publications. or on which copyright hos evrored,

Publicly available documents. Information (reports and 1 »1ences) |
that 15 available in the NRC Public Document Room (PDR) for |
public inspection and copving or available in the public domain

(Revised 6/17/91)  Approved: April 23, 1991




P Aprepeam s, N

Unclassified Contractor and Grantee
Publications in the NUREG Series
Part 1 - Publications, Mail, and Information Disclosure

Handbook 3.8 Glossary

GlOS Sal'y (continued)

Distribute. To dispense reports to specific organizations and
individuals to ensure their participation in the regulatory process
and support of research and technological investigations. Such
distribution may be accomplished by the use of standard
distribution data banks established and maintained by the Division
of Information Support Services, Office of Information Resources
Management, at the request of the originating office or region.

Documentation. Classification and associated markings required for
classified or sensitive unclassified documents, the NRC report
number unigue to the report, title (and subtitle, if any), author or
correspondent (if any), organ:zation identification and contract
number {or FIN number), date. and availability.

Edition. All copies of a book printed from the same type. Edition also
refers to format, such as paperback, casebound. or to the text. as
revised. expanded. and so on. If extensive revisions have been
made 1o the text and the book is reprinted, the revised version is the
new edition,

Grant. A legal instrument which defines the relationship between the
Government and a recipient for the transfer of money, property,
services or anything of value to the recapient for the
accomplishment of a public purpose of support or stimulation
authorized by law. A grant presumes a limited amount of
involvement by the agency in the performance by the recipient.

Grant Report. A record of work done prepared in accordance with the
provisions of grani.

Index. An alphabetical list of all major topics discussed in a ook. 1t
cites the page numbers where each topic can be found. The index
comes as the last section of a book.

International agreement. Cooperative nuclear safety research
programs that involve either or both foreign governments and
organizations and US. industry. Such involvement, authorized
under 42 US.C. 5801. includes monetary contributions,
informanon exchanges, and comments on program plans and
results.

International agreement report. A record of work done prepared in
accordance with the provisions of an international agreement.

Approved
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Glossary coninves

Reproducible masters. Camera-ready copy that includes (1) originals
of line drawings (or prints that can be copied); (2) glossy prints of
black and white photographs; (3) original rypeser or printed text,
tables, cover. title page. contents, and abstract; or (4) other forms
of the materials that a printer can reproduce.

Trim size. The final size of the whole page, margins included.

Typesetting. The placement of type on a page (letters, numbers, and
other characters) in conformance with specific style and layout
Instructions.

Unigue identification. NRC identification (NUREG number) used on
a report and its attachments. revisions, and supplements, that is not
used on any other publication.

Approved: Aprnil 23
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Exhibit 2A
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1.0 BACKGRCUND
1.1 Overview

This specification documents the hardware specification
parameters to be provided by the contractor for an intelligent
network in support of the U.S. Nuclear Regulatory Commission’s
Wide Area Network (WAN). This network platform shall support
integration of voice, data, facsimile and video into a single,
integrated network, using wide area transmission facilities
provided by the General Service Administration’s (GSA) Federal
Telecommunications System 2000 (FTS2000) Network "A". The
contractor shall provide the NRC with a total system including
design, integration, installation, testing, and management
services (optional). The individual components of the system
shall be selected by the contractor to fulfill the requirements
in accordance with Section C.2 and Section J. Attachment A
Paragraph 3.0.

1.2 Scope of Specification

Requirements for the system will consist of mandatory
requirements, delivered during systems installation and tested
prior to Government acceptance; growth requirements which are a
future or growth capability of the system, and must be supported
by the delivered system through the purchase of additional off-
the-shelf hardware which has been identified by an associated
vendor part number; and non-mandatory capabilities which are
desired future growth options.

For the purpose of ease of discussion of the requirements for
this system, this document is written to describe intelligent
multiplexor technology as time division multiplexing technology.
This technology is older and is easily understandable by the
authors of this document. Where vendors can offer the same
functionality as a time division multiplexor by using a different
technology, such as frame relay, cell relay or whatever new
technology satisfies th: regquirement, the vendor will be
considered compliant as long as the functionality is provided.
Time division multiplexing is not a reguirement of this
specification.

The network is planned to have a service life of at least 10
years. For this reason, the equipment selected shall be capable
of being used in several different operating modes. Throughout
this document, reguirements will be identified which must be
satisfied by the deliverable system, but may not be incorporated
into the deliverable suite of equipment. As an example, the NRC
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plans to integrate voice circuits into the WAN at a future date,
and has defined an analog voice interface, with the capability to
digitize the input voice for transmission on the network, as a
required capability; yet this capability will not be incorporated
into the initial deliverable system. The analog voice interface
is a requirement designed to satisfy a future capability of the
network.

Over the life of the network, the NRC WAN will grow to
incorporate several different station interfaces, including
voice, data, facsimile, and video. Similarly, over time, the NRC
intends to redesign the WAN to utilize emerging technologies such
as Frame Relay, Asynchronous Transfer Mode (ATM), Switched Multi-
megabit Data Service (SMDS), or some other form of Cell Relay as
the aggregate bandwidth between NRC sites. As in the case of the
station interfaces, the NRC reguires that vendors provide a
flexible system capable of being expanded or growing to
incorporate these new technologies.

The system shall be capable of providing each of the identified
interfaces for the system, as described in the remainder of this
section, through the addition of new system hardware and
software, with minimum modification to the delivered system.

The remainder of this specification documents the functional
performance, maintenance, documentation, training and testing
requirements for the NRC’'s Wide Area Network system.

2.0 DEFINITION OF TERMS AND PHRASES

For the purposes of this specification, the following terms shall
be used as described:

4 the verb "shall” is used to define mandatory requirements
which must be satisfied by the contractor, and are subject
to verification by testing;

- the verb "will" is used to define non-mandatory
requirements, or is used as a description of the
Government ‘s intent to perform the described tasks;

- the term "system" shall be construed to mean the entire
suite of hardware required to satisfy the performance
requirements specified in this document;

- the phrase "minimum modification to the delivered system"
shall be construed to mean addition or replacement of
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mounting hardware and printed circuit boards at a cost to
the Government of less than 20% of the cost of the installed
equipment at that node;

- throughout this document, the definition of standard
telecommunications terms are as defined in Federal Standard
10378B;

- the term "station" is intended to describe those
communications lines from an end communications user to the
system.

3.0 PERFORMANCE REQUIREMENTS
3.1 General Requirements

This specification defines the performance requirements for the
total systum. The definition of the interfaces between system
components shall be the responsibility of the contractor. The
Government intends to monitor and test performance of the system
at the boundaries of the system, i.e. between the system and
Government furnished communications circuits or Data Terminal
Equipment (DTE).

3.2 1Initial System Implementation

The initial implementation of the system shall be in a star
configuration, with the hub of the star (the central node of the
network), being located at the NRC’'s Two White Flint North (TWFN)
office building. The spokes cof the system shall be the NRC's
five Regional Headquarters, with locations as defined in Section
C.1.1. While the NRC's initial implementation of the WAN will be
a star configuration, the implementation shall be configured with
equipment which can grow, or expand, to become a mesh network,
allowing future connections from one Regional Office, or
similarly configured network node, to another.

3.3.1 Deliverable Configuration

The deliverable system shall consist of a similarly configured
suite of equipment at each of the five NRC Regional Headquarters
plus a suite of equipment at the NRC Headquarters. On the
premise that Fractional T-1 service is available from FTS2000,
the deliverable configuration shall support FTS2000 connectivity
in a star configuration from each Regional Office via Fractional
T-1 communications at 128 and 256 kbps to the NRC Headquarters
node. The deliverable configuraticon shall also support
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connectivity from NRC Headgquarters at 128 and 256 kbps to Regions
1, 11, 111, and IV, with Region V being connected to Region IV at
128 kbps and relayed from Region IV to Headquarters. Should
Fractional T-1 not be offered at the time of
installation/implementation, the contractor shall provide the
necessary network configuration to support the identified
Government requirements.

Each of the Regional Cffice nodes shall be configured to support
communications from Data Terminal Equipment at each node using
the station interfaces identified in Table 3.2.1-1. Each of
these station interfaces shall be connected to similarly
configured input/output ports in the Headquarters node, so that
the station interface capacity of Headgquarters shall be at least
five times the capacity of each of the Regional Nodes. In Region
IV, the node shall support the additional interfaces necessary to
terminate FTS2000 circuits from Region V, URFO, and SWRI and
route those circuits onto the 256 kbps aggregate FTS circuit to
Headquarters. (This capability is considered an optional
configuration. The Government will select one configuration or
the other based upon an analysis of the circuit costs for each
alternative and the availability of fractional services from the

carrier.)

Table 3.2.1-1 Regional Office Station Interfaces

Channels Data Rate Protocol
5 9.6 kbps RS-232C or D Synchronous
1 56 kbps V.35 Synchronous
1 56/64/128 kbps RS-422 Synchronous

3.2.2 Equipment Required

At the Headguarters node and at each of the Regional Office nodes
the system shall include all of the consoles, cabinets, power
supplies and accessory equipment required to support the above
system capability. In addition the contractor shall provide two
Network Management Consoles configured and with all necessary
features to support the management and testing of the delivered
NRC network. In addition to this system configuration, the
contractor shall provide a complete package of any and all
necessary spares in order to support the maintenance concept
defined in Section C.12.
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3.3 Deliverable Growth Capability

The deliverable system shall also provide the additional
hardware/software necessary to provide the mandatory growth
capabilities defined in Table 3.3-1 and Section C.2. This
capability shall include any and all hardware and software
necessary to completely provide the growth capability defined,
whether that hardware/software is necessary at one of the
Regional Office Nodes, or at the NRC Headquarters node.

Table 3.3-1 Mandatory Growth Capability

1. Increase the aggregate bandwidth from any Regional
Headgquarters to NRC Headquarters to a full ESF
configured T-1 (€ 1.544 Mbps).

2. Provide eight Full Duplex ADPCM PBX voice trunks at
32 kbps using E&M signalling between each Regional
Headgquarters and NRC Headquarters.

3. Provide one synchronous data card employing the RS-
422 protoceol at a configurable data rate of from 56
kbps to 1.536 Mbps.

4. Provide two synchronous data cards for interface to
Video Conferencing equipment using the V.35 protocol at
56 and/or 64 kbps.

3.4 Architecture

The architecture cof the system is the responsibility of the
contractor. For the purpcses of this specification, the
discussion of the requirements has been broken down into a
functional architecture, where requirements are grouped into a
logical functional organization. This grouping is for the
convenience of the Government in describing the functional
requirements. The deliverable system will be required to satisfy
all the functional requirements; but, it will not be required to
be organized into mechanical components which follow this
organization.

The functional architecture for the system is shown in Figure
3.4-1. This architecture consists of the aggregate circuit
interface to FTS2000, the CSU/DSU functionality, the intelligent
multiplexor (or cell switch) functionality, the station interface
functionality, the network management functionality, the power
supply functionality, the security functionality, and the
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mechanical and accessory (including cables) functionality.

within this conceptual architecture, the intelligent multiplexor
component is further broken down as shown in Figure 3.4-2, into
its own power supply, the main processing unit, the internal bus,
the network interface, the station interface and the network
management interface. This functional architecture is provided
to aid in the understanding of the organization of the
requirements documented in the remainder of this specification.

3.4.1 Equipment Commonality

Within the general architecture defined above, the contractor
shall provide maximum equipment commonality. The Government does
not require that the equipment used at the Central hub node match
the equipment used at each of the Regional Office nodes. In fact
the relay requirements for the Central Hub are greater than the
requirements for the Regional Hubs, and may therefore require a
more capable architecture in the Central Hub. However, the
system shall use the same architecture and equipment suite for
each Regional Hub, with commonality across each system component
for the installed system at each of these nodes. The Government
also desires that the system provide maximum commonality between
the Central Hub node and the Regional Hub nodes. It is desired 1
that the station interface printed circuit boards and the |
communications circuit interface printed circuit boards be the i
same for both Regional and Central Hub nodes.

3.4.2 Intelligent Multiplexor Functional Requirements

The system will be used to provide a communications backbone
connection for NRC voice, da a, facsimile, and video
communications requirements. Given these communications
requirements, the system shall enable the input station
interfaces into an aggregate communications circuit. In addition
to transport of the station interfaces from one node to the
other, the system shall provide communications between the
network hardware and the network management system. The
requirements for network management functionality are described
in Paragraph 3.7. These requirements mandate that the system
pass status and control information between nodes in the network.
Due to the fact that the Extended Super Frame (ESF) standard
communications interface (as defined in AT&T TR 54016) is
considered to provide inadequate bandwidth to pass all of the
command and status reports necessary to support the network
management functional requirements, the Government anticipates
that a non-standard communications protocol with assigned,
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reserved bandwidth will be necessary. The amount of reserved
bandwidth shall be limited, so that the efficiency of the system
shall provide an average of at least 95.2% of the aggregate
bandwidth available to support station to station communications.
This 95.2% average will be exclusive of any bandwidth necessary
to provide transparent signalling and/or timing between two
station interfaces connected via the network. It shall include
any network overhead (8 kbps), any ls density transmission
requirements and any network management control or testing
overhead.

The Intelligent Multiplexor shall support the Routing, Timing,
and built-in-test capabilities described in the following
paragraph.

3.4.3 Routing Performance

Due to the fact that communications circuits are currently priced
based upon a combination of distance and bandwidth, with longer
and higher bandwidth circuits being more expensive than shorter
and lower bandwidth, the NRC may find it advantageous to employ
"Network Routing"” in the system. In this case, "Network Routing"
is intended to mean that a single netwocrk node can support
multiple aggregate bandwidths into and from several different
system nodes. As shown in Figure 3.4.3-1, in the Central Node,
the system could support as many as seven aggregate trunk
interfaces to the wide area communications network, with the
network configured in a pure star configuration. In addition,
Figure 3.4.3-2 shows how in a partial mesh network, the system
could perform drop and insert functionality at several key nodes,
thereby lowering the total communications circuit costs.

3.4.4 Digital Drop and Insert Functionality

The system shall have the ability to route traffic on a channel-
by-channel basis. Any inbound channel to one network node shall
be able to be routed, using operator commands or pre-set stored
configuration parameter definitions, to any other similarly
configured station or outbound channel in that node, or in any
other node in the system. In particular, the NRC requires the
capability for WAN traffic generated at Region V and at the
SouthWest Research Institute, in San Antonio, Texas, to be routed
to Region IV for relay to the Headquarters node. (The
supposition is that long distance links are more expensive than
short distance links, and that the total cost of the circuits
will be less by using Region IV as a relay point.) The routing
function in the network hardware shall support at least three




NRC-33-94-188B Section J
Attachment No. 4

intermediate nodes between the source and the end destination.
Reuting shall support "drop and insert" capability on a channel
by channel basis and shall provide the ability to "bypass" or be
relayed at any node to any other node. From source to
destination the system shall be capable of supporting a total of
5 nodes (originator, 3 intermediate nodes, and destination node.)

Channel Routing capability shall include the ability to designate
channel priorities (with at least 3 different priority levels)
and to authorize automatic "bumping" or replacement of lower
priority channels with higher priority channels in the event of a
failure.

Bandwidth contention channels shall be capable cf being
designated. Switched 56 kbps digital data channels shall be
capable of being designated as contention channels, and activated
only when the system receives a request for access to these
channels. Channel request shall be provided by transition of the
EIA control leads Ready to Send and Data Terminal Ready for
digital channels. Where a request for a contention circuit can
not be supported due to resource availability constraints, the
systems shall set Clear to Send and Data Terminal Ready to off on
that digital line.

Communications circuits which are designated as permanent, non-
contention trunks shall be automatically connected, and/or
initialized upon start-up, or restoration of the aggregate
communications trunk and upon restoration of power for any
reason.

3.4.8 System Hardware Test and Diagnostic Capabilities

The system hardware at each node shall be configured to provide
diagnostic capability to a contractor provided terminal. This
test capability shall provide an operator with the capability to
perform diagnostics on the system hardware, obtaining maintenance
data on the nature and location of any failed components. This
test capability shall allow troubleshooting of maintenance
problems on the hardware to the circuit board level, enabling a
maintenance person to identify a failed component and remove and
replace that component, using maintenance procedures as defined
in Section C.12.

In addition to operator controlled diagnostics as defined in the
above paragraph, the system hardware shall perform a complete
self test upon power up. The results of this self test shall be
reported to a system terminal.
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The system shall provide the capability for remote reporting of
diagnostic data via the Network Management console and equipment.
This requirement can be supported by a portion of the non-
standard communications overhead defined in Paragraph 3.4.2,
above, or can be provided by a dedicated link from an alternate
terminal port, via the network to the remote Network Management
conscle. This remote diagnostic shall provide all the reports
and alarms that would be provided to a locally connected
terminal, with the exception that any failure which would result
in loss of the aggregate communications link, will also result in
failure of the remote diagnostic capability. Paragraph 3.7 of
this document describes how the Network Management System shall
handle remote diagnostic capabilities.

3.4.6 Input/Output Timing

The system shall be able to provide timing for each station and
network interface circuit. Each network node shall be able to
generate timing for each input/output link, be capable of
accepting external timing for these links, or be capable of
deriving the necessary timing from the network’s timing source.

The Network Hub at NRC Headquarters in Rockville, Maryland (TWFN
and OWFN Office Buildings) will be the master node for each wide
area network link terminating in the Headquarters. For those
mesh network links which do not terminate in the Network Hub, the
network node closest to the Headguarters Network Hub will be the
timing reference for that link. In every wide area network link,
the master network node shall provide the timing reference for
that link. The slave node shall receive timing from the master
multiplexor. For each master network node, the fystem shall be
capable of either internally generating clocking for each network
link, or of receiving clocking from an external source and
relaying that clocking to the slave node via the wide area
network circuit. For cell switching equipment, the requirements
of this section shall be considered satisfied if the timing
requirements of the FTS2000 trunks and synchronous station trunks
are satisfied.

Each network node shall be able to generate clocking internally
for both the wide area network link and for synchronous local
(station) interfaces by using an internal clock rated at Stratum
3 clock accuracy level or better (Clocking shall be accurate to
at least 4.6 parts in 1 million or approximately 7 Hz € 1.544
MHz. )

Each master network node shall provide the ability to generate
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timing for the network trunk from an external clock reference
such as network provided clocking from a DDS circuit, or from an
external master clock such as a stratum 1 or 2 station clock.

Each network node shall be capable of either generating timing
reference for a station link, of receiving timing reference from
the Data Terminal Equipment (DTE) on that link, or of using an
external timing reference such as a station clock or DDS circuit
clock as the timing reference for local, station synchronous
interfaces. The system shall be capable of supporting any
combination of either internally generated timing or received
timing for each local, station interface.

3.4.7 Aggregate Trunk Capacity Central Hub Only

For the NRC's Network Hub located in Rockville, Maryland the
system shall support up to 7 full dupler trunks each between this
location and from 1 to 7 different network nodes. The node shall
be sized to provide a capacity of up to 7 T-1s to and from this
node. The node shall be capable of being configured to support
communications with a minimum of 50 total nodes in the network.

3.4.8 Aggregate Trunk Capacity Regional Offices

For each of the 5 Regional Offices the node <hall be configured
with a capacity of up to 2 full duplex trunks to/from this node.
The minimum input/output capacity from the node shall be 2 T-1
trunks. The Regional Offices nodes shall be configured to
support processing/relay of traffic to up to 3 different network
nodes.

3.4.9 Network Synchreonization and Timing

The system shall comply with the synchronization and timing
requirements mandated by the FTS2000 network and identified in
Section 6 and Appendix B to AT&T TR 62411. As specified in this
document for a network using AT&T Central Office features, the
system shall: 1. Be capable of accepting the external FTS2000
network provided Stratum 1 timing socurce, 2. Be capable of
accepting timing from an external source which is independent of
the network such as a station clock, and 3. Be capable of
providing Stratum 3 level (Stratum 2 accuracy, to 1.6 x 10-8, is
desired) timing from an internal clock source provided by the
system. The system shall be capable of defining a single clock
reference as the clock source for the entire network, and shall
be capable of defining a redundant, automatically implemented
fall-back timing source with at least three levels of available
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redundancy, which will accommodate a failure of a primary and/or
secondary timing source, leaving the network running on the
secondary or tertiary timing reference as required. The system
shall automatically monitor timing accuracy of the clock source
in use and shall switch from one timing source to another with
minimum disruption of the network. Switchover from one timing
source to another shall be accomplished when the timing reference
exceeds the error thresholds defined in Appendix B to AT&T TR
62411.

3.5 Network Interface Functionality

The system shall be capable of interfacing to the FTS2000
communications network via several different protocols and timing
arrangements. The NRC intends to employ this system for at least
ten years, and in this time span anticipates that the most
economical communications protocol may change from dedicated
Dataphone Digital Service (DDS) to Fractional T-1 during the
initial implementation to full T-1 and eventually to some sort of
high speed multi-access switched digital network such as cell
relay (Asynchronous Transfer Mode [ATM]), Switched Multimegabit
Data Service (SMDS), Frame Relay, or even Integrated Services
Digital Network (ISDN) Primary Rate Interface (PRI). For this
reason, the NRC will implement a system based upon the Fractional
T-1 and/or T-1 network interface using the Extended Super Frame
(ESF) protocol as defined in AT&T TR 62411, but our requirements
for the system interfaces to the network include several
different protocols which will not be employed in the initial
implementation.

3.5.1 CSU/DSU Functionality

The system shall provide an integrated CSU/DSU functionality to
support T-1.544 Extended Super Frame (ESF) communications between
the system hardware and the Network. The CSU/DSU shall support
conversion of the output of the system intc the appropriate
FTS2000 Digital Signal Level 1 (DS-1) format as defined in AT&T
TR 62411. The CSU/DSU functionality shall also support the line
build out for the system, allowing the setting of line signal
levels and equalization. The CSU/DSU functionality shall
generate the appropriate pulse density using the Bipolar Eight
Zero Substitution (BB8ZS) electrical protocel to connect to the
network. In addition the CSU/DSU shall support provision of the
Customer Premises Equipment (CPE) characteristics as defined in
Paragraph 5 of AT&T TR 62411 including monitoring the CRC-6 error
detection protocol, and responding to network alarms, control
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signals and status requasts. These signals from the system to
the network and from the network to the system shall include
Alarm Indications Signals (AIS), and orders for line and payload
loopbacks (LLB and PLB) to enable testing and fault isolation.
The CSU/DSU shall also support reporting of errors as defined in
Section 7 of AT&T TR 62411. The CSU/DSU shall support switchover '
from the primary communications path to a secondary

communications path as defined in Paragraph 3.5.11, below and

shall support restoration of communications via the primary path

after the failure is corrected. The integrated CSU/DSU shall

provide an interface to the Network Management component of the

system to enable monitoring of link status and reporting of link

failures by system hardware, as defined in Paragraph 3.7, below.

The CSU/DSU functionality shall also be capable of being
modified, or replaced to support additional Wide Area Network
access technologies such as Fractional T-1, Switched S5€ kbps,
Frame Relay, and/or Cell Relay.

3.5.2 Mandatory Framing Protocols Supported

The system shall support communications over the FTS2000 network

via the T-1, 1.544 Mbps, Extended Super Frame (ESF) format, with

a BBZS data protocol, both channelized in 24 x 64 kbps Digital .
Signal Level Zero (DSC) increments, and unchannelized, in
accordance with ANSI T1.101-1987, ANSI T1.403-1989 and AT&T
Publications TR62411, TR62421, and 54016. 1In addition the system
shall support Fractional T-1 in channelized increments via the
FTS2000 network. The FTS2000 network is in the processes of
being modified to provide for Fractional T-1 Service, compatible
with AT&T's commercially available Fractional T-1 service, using
SD1S access service on an unchannelized T-1, with intermediate
data rates of 128, 256, 384, 512, and 768 kbps, with the
intelligent multiplexcr providing the multiplexing of the input
signals into the appropriate transmission format.

3.5.3 Electrical Protocel and Bit Density

The system shall support network communications over the FTS2000
network via the DS-1 Electrical Protocol as defined in ANSI
Standard T1.403-1989 and AT&T TR 62411, with Bipolar Eight Zero
Substitution (BB8ZS) Bit density per AT&T TR 62411 or ANSI T1.403- i
1989. 1In addition the system shall suppoert the following
ditional protocols: Fractional T-1 compatible with AT&T's
currently available, commercial Fractional T-1 Service, ISDN with
BBZS and/cor 2Bl1Q electrical protoccl on primary rate interface
(PRI); D4 framed DS-1 with Alternate Mark Inversion (AMI);
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switched 56 kbps over FTS2000 SDIS service; and DDS service at 56
kbps and 64 kbps. These additional protocols are currently
available on the FTS-2000 network and may be used as a back-up
communications path should the primary path fail.

3.5.4 Signalling

The system shall support the signalling necessary to effect a
connection using the Switched 56 communications service. The
system shall also support Robbed Bit Signalling, ISDN PRI
Signalling per AT&T TR 62411, and/or vendor proprietary
signalling with clear channel DS0 communications using a vendor
proprietary frame structure. While the NRC’s preliminary plans
do not immediately include using the robbed bit or ISDN
signalling capability, this signalling requirement is included as
a growth capability for a network back-up to be incorporated when
ISDN costs are reduced.

31.5.5 Network Interface Connector

The network interface connectcr shall be compatible with FTS2000.
The contractor shall be solely responsible for effecting the
coordination with FTSZ000 to ensure compatibility.

The following is the Government'’s current understanding of the
FTS2000 interface. FTS2000 uses a Universal Service Ordering
Codes (USOC) RJ-48C or RJ-48X, 8 pin, network interface connector
(RJ-48X preferred). The pin out for access to FTS2000 T-1
service is as shown in Figure 3.5.5-1, with pins 1&2 used for
Receive from Network (network transmits to DTE) Tip (T1) and Ring
(R1), and pins 445 used for Transmit to Network (network receives
from DTE) Tip (T) and Ring (R). The pairs of cables used to
connect from the DSU/CSU to the network interface RJ-48 socket
must be individually shielded. The outlet connector from the
CSU/DSU hardware may be a DA-15 connector, but the network
interface connector on the cable must conform to the FTS2000
connector shown in Figure 3.5.5-1. FTS2000 frequently uses Larse
DSU/CSUs for compatib.lity with the network; but, for this
procurement the vendor is responsible for selecting the DSU/CSU
and for ensuring competibility with the FTS2000 network. The
Government will accept any CSU/DSU that the contractor can make
work on FTS2000. A working network is the Government’'s ultimate
regquirement.

3.5.6 Network Interface Data Rate

The system shall support access to the FTS2000 network at a
nominal data rate of ..544 Mbps +/- 50 bps. The system shall
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also be able to support access to FTS2000 via Fractional T-1 at
data rates of 128, 256, 384, and 768 kbps. The system shall also
support growth to communications at the following data rates:
Switched 56 kbps, clear channel 64 kbps, and E-1 at 2.048 Mbps.
In this case growth is defined as having the capability available
through the purchase of additional off-the-shelf hardware,
covered by a vendor part number.

3.5.7 Effective Throughput

The effective throughput of the aggregate network link is
anticipated to be lim.ted by the cyclic redundancy check (CRC),
synchronization, error deteccion, and other overhead required.
The minimum effective throughput provided by the system shall
never be less than 95.2 percent of the available bandwidth. That
is the average station side input/output shall be greater than or
equal to 95.2 percent of the aggregate network bandwidth,
exclusive of any bandwidth allocated for network overhead (8
kbps), to provide sta.ion-to-station timing (station timing
independent of the system master clock) and to provide control
lead status (used for flow control).

3.5.8 Anticipated Trensmission Operating Environment

The system shall be fuily operational when operated on the
FTS2000 network, as long as the network is operating within its
specified operating environment,

3.5.8.1 Bit Error Environment On Network Aggregate Bandwidth
Trunk

The FTS2000 environme:;t is specified to provide up to 215 errored
seconds per day, with 3%.75 percent error free seconds per day,
and 20 severely errored seconds per day. Over the long term,
FTS2000 is specified to provide 99.83 percent availability over a
year, and 99.77 percent availability over a quarter. Given this
error rate environment, and the propensity of burstiness in
errors it is likely that a burst of errors on the network may
cause a temporary bit error rate of 10-2 or worse for an interval
of less than 2.5 seconds, resulting in an out of frame condition.
The system shall continue to operate and clear this condition
without the necessity for repair action., For error conditions
which result in greater than 2.8 seconds of out of frame
condition, the system shall generate a "Red" alarm as defined in
Section 7.4 of AT&T Th 54016 and a "Yellow" Alarm Signal down the
trunk to the source o: the errored signal.

15
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3.5.8.2 Jitter/Wander Tolerance

Short term variations of a digital signal from their ideal
positions in time, or jitter will be present in the FTS2000
Network. In addition longer-term variations of the same digital
signals, generally below 10 hertz, called wander, will also be
present. The jitter environment for FTS2000 is defined in AT&T
TR 62411, paragraph 4.7 and Appendix A. The NRC's wide area
network system shall be fully operational, without measurable
degradation, when operated within the "acceptable level” of
jitter/wander specified in AT&T TR 62411, paragraph 4.7 and
Figures 24 and 25.

3.5.9 Future Protoco.s

The system shall provide a growth path to implement
communications via the following protocols: Cell Relay including
Asynchronous Transfer Mode (ATM), Primary Rate ISDN using the
National ISDN standards (National ISDN 2 and 3) as they become
available, Switched Multi-megapit Data Service (SMDS), and Frame
Relay. While it is not envisioned that any single product can
currently provide all of these interfaces, the Government's
requirement can be satisfied by a product with the architectural
diversity to incorporate growth to include new services, and an
active developmental effort to incorporate some of these future A
interfaces., Vendors with a past history of providing product |
improvements and an orgoing program to develop new interfaces
will be considered having met this requirement. Compliance with
this requirement will not regquire any hardware.

{The National ISDN 1 rotocol s a mandatory interface |
requirement as defined in Paragraph 3.5.3, above. The ISDN |
protocol with 23B+D channelization using 2B1Q, and/or BBIZS !
electrical protocol is defined in the following compliance

documents: ANSI T1.11.-1987, ANSI T1.216-1991, ANSI T1.217-1991, |
ANSI T1.601-1988, ANS. T1.603-.990, ANSI T1.604-1990, and AT&T |
Technical Reference Publications TP 41449 and TP 41459A3 i
(Appendix 3).] |

3.5.10 Optional Network Interface Protocols

The ability to implement different interface protocols without a |
significant modifican on to the system is considered a positive
attribute to any vend rs’ system. The following network
interface protocols are considered as optional and are not
mandatory: V.35, EIA RS-422 (CCITT V.11), a capability to
perform inverse multip.exing using increments of Switched 56 or
ISDN BRI "B" channels, European Standard E-1, Fiber Optic T-1
using 62.5/125 micron multi-mode fiber, and/or Dynamic bandwidth
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allocation allowing aggregate data rates from 56 kbps to 2.048
Mbps. Vendors are encouraged to document the flexibility of
their architecture, showing the ability of their system to
support these optional interfaces.

3.5.11 Failure Mode

In the event of a fai.ure of the primary network communications
trunk, the system shall provide a capability to automatically
switchover to an alternate communications path. Types of
alternative communica:.ons patns which are considered acceptable
are: ISDN Primary Rate Interface, cone Or more switched 56 kbps
circuits to carry one or more aigh priority circuits, or a DDS
circuit at 9.6, 56, or 64 kbps. Failure of the primary path and
switchover to an alternate path shall be communicated to the
network management system and displayed as described in Paragraph

3.7.3, below.

3.6 STATION INTERFACE FUNCTIONALITY

The system shall orovide —ommunications from end-to-end for
digital data, voice, ‘acsimile, and video as defined in the
following paragraphs. Station interfaces are those interfaces
which must be supported by the system with an available, off-the-
shelf interface board which can be purchased. The NRC does not
intend to implement a.l of these interfaces in the initial
deliverable configuration, but requires the capability to add
these interfaces in the future. The specific interface
configuration to be de.ivered w.th the system is defined in
paragraph 3.2.1, Del’.2rable Configuration.

3.6.1 Digital Data C.mmunicat.ons

The system shall prov.de the capability for digital data
communications via ail the common communications protocols.
specific protocols and data races which must be supported are
defined in Table 3.6-.. The system shall also provide the data
communications, multip:.exing and timing capabilities defined in

the following paragrapns.
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Table 3.6-1 Mandatory Digital Data Station Interface Protocols

rotocol Timing Data Rates

RS-232C or D Asynchronous 1.2, 2.4, 4.8, 9.6, and 19.2
kbps

RS-232C or D Synchronous 1.2, 2.4, ¢.8, 9.6, and 19.2
kbps

V.24 Asynchronous 1.2, 2.4, 4,8, 9.6, and 15.2
kbps

V.24 Synchronous 1.2, 2.4, 4.8, 9.6, and 19.2

kbps

V.28 ASYyNnchronous 1.2, 2.4, 4.8, 9.6, and 19.2
kbps

V.28 Synchronous 1.2, 2.4, 4.8, 9.6, and 19.2
kbps

V.35 Synchronous 56, 64, 128, and 256 kbps

RS~422A Synchronous 56, 64, 128, 256, 384, 512,
and

768 kbps and 1.536 Mbps
RS-423A Asynchronous 9.6, 14.4, 19.2, and 38.4 kbps
RS-449 (FIPS 143)Asynchronous 9.6, 14.4, 19.2, and 38.4 kbps
RS-449 (FIPS 143)Synchronous 56, 64, 128, 256, 384, 512,

and

768 kbps and 1.536 Mbps

FIPS 22-1 Synchronous 56, 64, 128, and 256 kbps

FIPS 138 Synchronous 56, 64, 128, and 256 kbps

FIPS 142 Asynchronous 1.2, 2.4, 4.8, 9.6, 19.2 and
38.4 kbps

FIPS 142 Synchronous 1.2, 2.4, 4.8, 9.6, 19.2 and
38.4 kbps

3.6.1.1 Sub-rate Multiplexing

The system shall provide the capability to multiplex up to 3 sub-
rate channels into a 64 kbps DSO for from 1 to 23 DSO's per T-1
carrier as defined in AT&T TR 54075. The system shall alsoc
provide the capability to multiplex up to 5 channels of data at
data rates less than or equal to 9.6 kbps into either an FTS2000
switched 56 kbps channel, or an FTS2000 dedicated digital 56 kbps
circuit. Vendor proprietary sub-rate multiplexing protocols
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which satisfy this requirement will be considered acceptable.

3.6.1.2 Support to Packet Data Communications

The system shall support transparent communications by
synchronous packet communications, including the CCITT
Recommendation X.25 Packet Switched protocol, GOSIP (FIPS 146-1),
the Synchronous Data Link Control (SDLC) protocol, and the High-
level Data Link Control (HDLC) protocol. In effect the system
will pass these synchronous protocols without perturbation from
the source to the destination.

3.6.1.3 Timing Protocols Supported

The system shall support communications with data terminal
equipment (DTE) using the following timing protocols:
Asynchronous data (timing not included with the data),
Synchronous data (timing included with the data stream),
Isochronous data (synchronous data without clock, synchronized tc
clock supplied from the network clock) at speeds up to 1.344
Mbps, and Plesiochronous data (synchronous data that is supplied
with a clock which is not locked to the System clock.)

3.6.1.4 High Bandwidth Station Communications Interface

fhe system shall provide the ability to employ unchannelized
communications circuit bandwidths of N x DSO using RS-422A or
CCITT Recommendation V.35 electrical protocols. At a minimum the
following bandwidths must be supportable with off-the-shelf
input/output boards: 64 kbps, 128, 236, 384, and 768 kbps and
1.536 Mbps.

3.6.1.5 Compatibility with DES Encryption Devices

The system shall provide the ability to provide clear channel 56
or 64 kbps circuits compatible with DES encryption devices.

These circuits shall allow cperation of the synchronous
encryption devices without system generated framing or
synchronization errors. (Network generated errors are beyond the
capability of the system to eliminate.)

3.6.1.6 ISDN Compatibility

The system shall provide the capability to accept input of and
transport to another network node ISDN Bearer #B") channels and
Data ("D") channels using the National ISDN-1 standard interface.
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This capability is available from the Washington Interagency
Telecommunications System (WITS), and is planned to be used to
support video conferencing by 1995. The system shall be
upgradeable to enable transport of National ISDN-2 and 3
standards, as they become available.

3.6.1.7 Flow Control Protocols

The system shall transparently pass flow control between station
input/output channels using the operator selectable protocols
XON/XOFF, or via toggling the control leads Clear to Send and
Data Set Ready from on to off.

3.6.1.8 Digital Facsimile

The system shall =upport transmission of Group IV facsimile at 5%
and 64 kbps as defined in FIPS 149, and EIA 538-1988.

3.6.2 Analeg Communications

The system shall accept analeg (voice or modem) input and shall
provide tell guality output of the signals at the destination.
The system shall alsoc provide the ability to employ compression
of voice communications, enabling transport of at least 48 non-
toll guality voice circuits over a single T-1. The system shall
support analog communications as described in the following
paragraphs:

3.6.2.1 Input Levels

The system shall accept and provide toll quality transport for
€00 Ohm +/- 10% (resistive) analog input signal levels from 0 dBm
to - 20 dBm in the freguency range of from 300 to 3,400 Hz. The
system shall provide a return loss for these signals of at least
20 dB.

3.6.2.2 Channel Gain

The channel gain shall not exceed .5 dBm at 1004 hz.

3.6.2.3 Digitization Techniques

The system shall have available coff-the-shelf analog input/output
boards employing either Pulse Code Modulation (PCM) or Adaptive
Digital Pulse Code Modulation (ADPCM) digitization of analog
signals.

3.6.2.3.1 Pulse Code Modulation
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The system shall provide off-the-shelf input/output boards with
the capability to digitize input analog signals via PCM at 64
kbps. The result of this digitization shall produce a circuit
which is "toll quality" as defined by standard industry
practices. This PCM digitization shall employ Mu Law companding.
“A" Law companding is desired as an option but is not required.
Envelope Delay Distortion for the PCM digitized communications
between a frequency of 600 Hz to 2600 Hz shall not exceed 0.75
milliseconds.

1.6.2.3.2 Adaptive Digital Pulse Code Modulation

The system shall provide off-the shelf input/output boards with
the capability to digitize input analog signals via ADPCM as
defined in ANSI T1.301-1987, ANSI T1.302-1989, ANSI T1.303-1989,
and ANSI T1.310-1991. The ability to provide ADPCM data rates of
32 kbps is required. ADPCM communications capability at 56, 24
and 16 kbps is desired.

3.6.2.4 Analog interface types

The system shall provide the capability to provide communications
for voice circuits, PBX trunk circuits, modem circuits, and
facsimile circuits.

3.6.2.4.1 Point-to-Point Voice Circuits

The system shall provide the ability to communicate via Point-to-
Point 2-wire and 4-wire voice circuits. For 2-wire analog
circuits, the system shall provide the ability to add echo
cancellation capability to minimize the echo created in the i
wire to 4-wire hybrid.

3.6.2.4.2 PBX Trunk Circuits

2The system shall provide the capability to communicate between
two Private Branch Exchanges (PBXs). This capability shall be
provided in 2-wire, and 4-wire circuits with E&M, Loop Start, or
Ground Start signalling. The system shall provide the capability
to support Types I, II, III, V PBX Tie Trunks. The PBX Tie
Trunks provided at data, rates of 32 kbps or greater shall be
compatible with relay of Dual-Tone Multi-Frequency { DTMF)
signalling between the PBXs. The system shall also provide the
capability to provide a Central Office Trunk Interface as defined

in ANSI T1.401.
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3.6.2.4.3 Modem Interfaces Supported

Analog trunks digitized using PCM at 64 kbps shall be compatible
with communications of digital data using analog modems. The
modem protocols which shall be supportea are CCITT
Recommendations V.21, V.22, V.22bis, V.32, and V.32bis, with V.42
and V.42bis error correction and data compression. The
signalling rates available with these modem protocols shall
include 1.2, 2.4, 4.8, 9.6, and 14.4 kbps where applicable.

3.6.2.4.4 Analog Facsimile Protecols Supported

The system shall support analeg transmission of facsimile data as
defined in FIPS 148, and EIA RS-466. The system shall support
transmission of Group III facsimile over PCM analog circuits at
speeds of 2.4, 4.8, and 9.6 kbps, as defined in FIPS 147, and EIA

RS5-465.
3.6.3 Capacity of Input/Output Channels Per Node

The system shall have the capacity for input/output station
communications capability as defined in the following paragraphs.

3.6.3.1 Headquarters Node Input/Output Channels

The Headgquarter's node(s) of the NRC's Wide Area Network shall
have a capacity for &t least 120 available input/output channelsn
at a bandwidth of from 300 bps up to 1.536 Mbps. While the
Government does not intend tc implement this number of channels
in the initial implementation of the network, the system shall
provide adeguate internal bus bandwidth and input/cutput card
slots to enable growth to this number of stations.

3.6.3.2 Regional Offices Node Input/Cutput Channels

The Regional Office Nodes of the NRC's Wide Area Network shall
have the capacity for at least 30 available input/output channels
at a bandwidth of from 300 bps to 1.536 Mbps. Again, the
Government does not intend to implement this number of channels
in the initial implementation of the network; but, the system
shall provide adequate internal bus bandwidth and input/output
card slots to enable growth to this number of stations at each
Regional Office.
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the status messages inherent in the transmission protococl (such
as the CRC-6 cyclic redundancy check employed in the ESF T-1
format) combined with system generated error checking on network
trunks. Reports of link outages shall be made available to the
Network Management Console operator immediately. Reports of
intermittent errors, indicating a degraded but still functional
link shall be made available to the Network Management Console
Operator whenever the error rate exceeds an operator selected
threshold. Below that threshold, errors shall be recorded and
maintained for review by the Network Management Console Operator
whenever the operator requests a report on link status as
described in Paragraph 2.7.2.

Specific T-1 ESF alarms which shall be monitored include those
alarms defined in AT&T TR 54016 and those alarms defined in
Secticn 7 to AT&T TR €62411. The network alarm conditions which
shall be monitored include at a minimum the following as defined
in AT&T TR 54016: CRC-6 Errored Seconds (ES) per unit time, Out
of Frame (OOF) viclations, Severely errored Seconds (SES), loss
cf frame count (LOFC), Unavailable Seconds (UAS), Short Failure
Event Count (SFEC), and the fol.owing additional alarms as
defined in Section 7 to ATAT tr 62411: red and yellow Carrier
Failure alarms, and loss of signal (LOS). The system shall also
allow an operator to preselect a.arm thresholds for the following
conditions: link failure on any link exceeding operator selected
time, CRC-6 error rate on any link exceeds operator selected
threshold, and loss of frame count exceeds operator selected
threshold. The following additional alarms are desired but not
mandatory: Bi-polar viclations ver operator selectable unit of
time, and Pulse Density Viclations per operator selectable unit
of time.

In addition to the alarms whichr are generated by monitoring the
T-1 ESF protocol, the NRC requires the system to generate alarms
which are independent of the ESF alarms. In particular, the NRC
plans on implementing Fracticnal T-1 service, Switched 56 kbps,
and Clear Channel Communications using a 64 kbps DS0O channel. In
each of these cases tne T-1 ESF alarms will enable monitoring
only the local exchange carrier provided T-1, but will not
monitor end-to-end connectivity for the network circuit. The
system shall provide an error detection and testing capability
which is independent of the T-1 ESF error detection and alarm
generation. This independent error detection capability shall
continuously monitor each network trunk for Bit Error Rate (BER)
and shall generate an alarm wnenever the BER exceeds an operator
selectable threshold. These alarms shall be presented to the
Network Management Conso.ie Operator.
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It is anticipated that up to 4.8% of the aggregate bandwidth may
have to be reserved as an overhead channel to enable the system
to pass status messages, control messages, and perform an
inherent bit error rate test on ea~h trunk. The protocol to be
employed on the system cverhead channel on each network trunk
will be selected by each vendor. The Government believes that an
accepted national or internaticnal stardard for this function
does not exist.

3.7.1.2 Hardware Alarms

The system shall monitor the status of the system’'s hardware and
shall provide an alarm %o the locally connected operator’s
console whenever an elsment of the system fails. The system
shall provide the ability for the Network Management Console
Operator to view the hardware configuration of every network
node, and shall medify the display of the system to allow an
operator to readily view the location of a failed component.
Hardware generated alarms shall include as a minimum reports of
failure for the following items: local input/output boards,
primary power supply or cooling fan , common logic, on-line or
back-up processor, and CSU/DSUe.pll49Xfailure.

3.7.1.2.1 Remote Alarms

When a2 hard .are alarm occurs at & Regional Headguarters, not
directly connected to the Network Management Console Operator
position, the system sheall report the alarm condition via the
network to the remote Network Management Console. The system
shall have the ability to identify up to six different Network
Management Ccnsoles. Whenever an alarm condition exists at any
network node, the system sha.l easure that all of the designated
Network Management Consoles are notified of the alarm condition,
and each Network Management Console shall notify their associated
operator cf the alarm condition.

3.7.1.2.2 Locally Generated Aiarms

Hardware alarms generated at the network hub(s) at NRC
Headguarters, or on any other node with a Network Management
Console attached, shall be reported directly to the Network
Management Console at that node. Whenever communications are
available, the Networ: Management Conscle shall be capable of
performing any actions which are available to the locally
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attached operator’s console. At the Headguarters node(s), the
NRC shall be able to employ the lletwork Management Console to
replace the operator‘s console.

3.7.2 Reports Generated

The system shall maintain a record of every network management
function performed whether manually initiated or as a result of
an automatic process. The record keeping capability shall
include the alarms and status reports defined in ATAT TR 54016
and 62411. This record keeping shall support preparation of
operator requested reports which provide the operator with the
past status for each inaividua. parameter during an operator
selectable time periocd. As an example, the system shall maintain
a record of Errored seconds (ES) per the operator selected time
interval, percentage error free seconds per the time interval
($EFS), Bipelar violavions (BPV, within the time interval,
Severely errored seconds within the interval (where an SES is
defined by mere than 320 CRC-¢ errors per second), and Error Free
Seconds (EFS) for the time interval. The system shall provide
the ability to flexipb.y confin.re reports, selecting the time
interval for the repo-ted statistic from as short as the last 15
minutes or hour, to as long as monthly or guarterly.

The reporting capability shall also include the ability to record
and reconstruct an event log of all automatically monitored
status parameters inc. uding nardware failures, trunk BER, and
trunk failures, and all! operator ordered configuration or
reconfiguration instrictions. any alarm generated, the results
of pericdic testing, and any o.der to revise the network
configuration or conc.ct regu.ars, or operated ordered testing,
and the results of tnat testing shall be included in the event
log. For each of thete incigents, the system chall record a
description of the event (hardware failure, trunk failure, alarm
generated, or operator command! and the time the event occurred.

The system shall have the storage capacity to maintain a complete
record for at least tne past th-ee months of events, and shall
provide an off-line mechod for meaintaining a record for up to a
full year. The syste:n shall provide the capability to store the

event log off-line on magnetic media or other permanent off-line
storage media.

The event log shall b« maintainec in a manner which shall support
analysis of monthly trends within the network system. In
particular, trend ana.vsis will be used to determine if a pattern
of hardware failures exists, or .f trunk conditions are
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improving, degrading, or remaining stable. The Report Generation
ability provided by the network management functionality shall
support preparation of reports on network operations, status,
throughput and efficiency.

The system shall provide the capability to print out event log
entries on a network cesignated printer. Failure of the printer
for the event log is not considered to constitute a system
failure; therefore, a single event log printer shall be provided
to support the two Network Management Consoles at the NRC
Headquarters node.

3.7.3 Display Capabiiicty

The system shall provide a graphical representation of the
network using hierarci ial drawiong principles. The highest level
network drawing shall ce a co:or graphics map of the United
States showing the 6 nodes of tne NRC network and the trunks
between these nodes. The next .ower level of the hierarchial
drawing representation of the network shall be the individual
nodes or trunks. Selecting this second layer view shall enable
the operator to obtain the status on that node or trunk group.
Similarly, the system shall support lower level drawings until,
ultimately, the system shall provide a view of the equipment, and
the board sets within .ne egu. ment, showing the location of both
operable and inoperap.: componen.s. The representations of the
equipment shall be dr:wn to a.s>lay & scaled down version of the
equipment, showing the locatinn of each critical piece of
equipment. The lowetst level views of the system shall allow the
operator to view details of the network including on-board alarms
and the status of digitai link control leads (i.e., carrier
detect = on, data terninal ready = off, etc.) The status of each
node and trunk in tne system saall be indicated in color, using a

logical color representation 'i.e. green = good, yellow = working
with some problems, a d red = .-..lure). This status shall be
updated as events inaicate ¢ c.aange in status.

The amount of detvail expected in the hierarchial representation
of the network will prec.uce diip.ay with conventional computer
monitors. The dispiav for the Network Management Console shall
be a high resolution, color grapnics monitor with at least 256

available colors.

The network diagram providec s . 1 be automatically updated
without any operator _nvolveme:.. The diagram shall update
whenever an event is -eported wnich changes the status of any
node or trunk. Event: which sha.l result in a change in network
status shall include .runk fail.r=, BER exceeding threshold
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|

’

i
indicating impairment ~f a ne<work trunk, and hardware failures ¥
or restorations. Updates to the network diagram shall occur in J
real time, with minimum delays bevond the time required to relay \
the status report from a remote location. The network management
architecture shall include sufi.cient processing capacity so that |
the display can be updated within two seconds of any operator l
generated command.
The Network Management Console shall allow an operator to review
the hardware status oI any node _n the network, and the trunk |
status of any trunk in the netvcerx, This view shall allow an ;
operator to obtain .eeupack froun .ne system based upon
automatically generatea alarms. e«vents, and maintenance feedback
based upon onboard disgnostics «<-a built in test capabilities.

The colors used for .ne display shall be pleasing to the eye to
minimize operator eye fatigue. The system shall allow the
operatcor some latitude to change background and text colors. The
basic color red sha.! only be used to represent failure, with

yellow only used to ~edresent .. qinal operations or a slightly
degraded condition, ard green c:..v used to represent fully
operational.

|
|
|
The display system she.l prov_de an operator with the ability to |
add or delete network nodes, trunks and system hardware. This

capability will enablie the NRC to modify the network as new nodes

are added, or old nodes are moved or deleted. The system shall

provide the ability -u modifv a«d/or generate every level of |
network diagram, inc.ud.ng tne national map, the node display, |
the hardware display ..ud the Z:..! status display.

3.7.4 Maintenance/Di .znostic Carability

!
I
The system shall pruv.de the ap.lity to monitor the status of ‘
network hardware and -runks and snall provide the tocols to ]
perform network diagnostics and ‘ault isolation. This r
maintenance/diagnoscic capabil.-y shall include full period |
monitoring of the stavus of eac.. gystem trunk, and of the '
hardware at each netw. i node. .he specific regquirements for
hardware and trunk o itoring < i networx diagnostics are
describe in the following paragraphs.
|
!
\
:

3.7.4.1 Testing of S stem Hairdvare

Each major element of networx nasdware shall provide a status

indication to the ne.work managenent system and shall update that |
status condition as ..e status .hanges. Gcfach major element of |
hardware sha.l aiso viciorm a cuisiete self test upon power-up or
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reset. Each element of hardware shall automatically become
functional (come on line) upon power-up or reset, at the
completion of reportirj on the status of the self test.

The system shall per.-rn some _:.el of self test on each major
element of the system, o incliude the CSU/DSU functionality, the
Intelligent Multiplexcrs or ce.il switch, every board within the
multiplexors or switch, and the network management functionality.
This level of testing shall identify failure of one of these
hardware items within one minute of occurrence at least 395% of
the time. The level of seif test shall be adegquate to enable
isolation oi the prob.en to a s.ng.e board at least 50% of the
time. Wherever the :i.lure nmod= 2nables the controller of the
system hardware at that node to continue communications with the
network management Junctionasiiyv. the failure shall be reported
to the Network Managewment Conso.e and displayed for the operator.
The network management iunctionelity snall generate an alarm as
detailed in Paragrapn 3.7.1 wnen:zver the system detects that any
element has failed, uegraded, u- exceeded a preset threshold.

The Government desires the max.:nm amount of available on-line

testing capability <o =.sten: v .. the requirement that this
capability be providec with cif-tne-shelf, non-developmental
items. Custecm desic.~d nardware or software is not acceptable.

s I

3.7.4.2 Testing of Syvscem 'TSirx:

The system shail prov.iue a con-.nucus, on-line, non-destructive
Bit Error Rate Test ("CRT) or =asjuivalent functiocnal tests to
determine tiunk inteusi.y on e e v interncde trunk. This testing
shall be incependent .- any ces ..1g proviced by the T-1 ESF
protocol. As aefine. in Parayrawn 3.7.i, the system shall also
monitor tne T-1 E8F a.arms anu -ractus reports. This level of
testing shall provide continuous monitoring of the status of
inter-node trunk inte ‘fuces and saall provide event reports to
the network marageme... functic c.ity whenever there is a
degradation of the ir*2r-node .'nk, or a failure of the link.

The on-line BERT is evpected tou require use of reserved bandwidth
and concomitant reduc icn in ne._work throughput. As described in
Paragraph 3.5.7, thi. reduction .. throughput shall never be
greater tha: +.5%.

3.7.4.3 Diagnostic Capability

The system spall prov de the ore -ator with the capability to
fault isclate %0% or the systen nardware or link failures to an
individual printed ci.cuit poa.d or networx trunk. This ability

- -
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The ability %o providec the Netwc.:.. Management Console Operator
with the ability to develop, store and use Macro command strings
in place of repetitiv: command tasks is desired but not required.
In particular this capability wou.d enable the Network Management
Console Operator to identify and store pre-programmed
reconfiguration orders in respor:ze to alarm situations such as
failure of network links. The system should provide the ability
to execute these reconfiguration orders in the event of a
failure, both manuallv as ordered by the operator, or
automatically, upon receipt of & nreviouslv designated status
condition., The NRC p.ans to ut.:..ze tnis capability of the
Network Management functional:uv .o aesjunate alternate routes
for network trunks, s:.ould tne pr mary route fail. The alternate
routes used for automacic response to a network failure may be
configured to pe ded.cared, fu'!:-»eriod circuits, or may be
switched data circuins such as _.»0ON Primarv Rate Interface or
switched 56 kbps circuits, with .ne system placing the call to
activate the data service (i.e. tne system would place an ISDN
PRI call to re-estabi.sh the network trunk in the event that the

primary dedicated tru x fails.’ n addi-.on, che systvem shall
support use of opera. r coniiygui. ! back-.» circuits such as a
dial-up moaen circu.. allowing “ @ operccor to order
reconfiguration of tn+ networx .o use the manually initiated
circuit.

3.7.6 Network Manage.ent Secur. .7

The Network Manageme:n functions.ity shaii provide security for
the Network Managemen Console 0 ensure rthat an unauthorized

user, or hacser, can no. obia..l a:cess a.a,er control over the
Network Management i <.ionai.. . Tne se.urity protection for
the Network “Manageme 1. censole a.u assoclated data ports shall

include use of prota: 24 log-or .ecatures ‘ncluding a requirement
to input a valid user D, and puacsword prior to access to the
system. This secur_:  srotect.iu.. shall mandate that passwords
have a minimum of four (preferap.y six) characters, and shall
ensure that a user s _ogged-off “he svstem after several

(preferably “nree) .nra.id ac.2a.ts to lec-in to the system. An
alarm to the Networx .anagement tonsole Overator shall be
generated whenever ¢ <cond ¢ .t .€ opers or attempts to log-in
to the netwo. Kk and fa'is to suiuvessfully enter a valid password.

The system snali mai. . ain a recora, or auva.t trail of valid
users’ requests for access.

The system snall pro..de a minin.n of three different privilege
levels for Network Management console Operators. The "System”
privilege !evel sha . enable a4 'ser to access and employ any
capabiliiy of the sys em. Users with the "System" privilege
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level shall be able -~ request - .isting c¢f the authorized users
of the system and shal. suppor' taese users in the changing of
their passwords on 2 neriodic basis. The "Net Management"
operator level of pri-i_.ege sha.l allow a user to operate the
system, including ordrring reconiiguraticr of the network, but
will not enable that .ser to reconfigure the Network Management
functionality, or to add or delete authorized users. The lowest
level of the system snall be the "Monitor" level, which shall
enable operators at each region o at headguarters to monitor
status of the networx and attach2d hardware, without the ability
to alternate rcute, c-* cnange anv system configuration item.

3.7.7 Network Manage.i=nt Inter ace Protocol

The Government unders.ands tna. _ae intesface to each hardware
vendors equ.Jment ma)y, oe unigue, non-scanaard, and not subject to
change. Wh..e this s _tuation .s considered to be acceptable, the
Network Management s scem snai. support the Simple Network
Managemeat rrotocol (»wWMP) interrace as an available interface to
other, as yet uniden: I_.ed systums. The CUIP protocol defined in
FIPS Pub 14: is consz..ered .0 e a desirap.e future interface,
but is not mandator'.

3.7.8 Confliguraticr. I Networ' !lanagement System

The contrac.or shal. ‘oupletc.v .'stall ana configure the Network

Management S5System to rovide o couplete, iully functional,
totally turriev sysc2.. The neturk map will be configured and
entered intc the sys:w«n. and a.. orimary and alternate
configurations wily b~ iden.iz..- and supported with appropriate

macro command strings. The couplete testing configuration
defined herein shal. _e conficu. 4 into the Network Management
System, integrated with the disp.ay, and available to the
Government upon cucti - of the = :stel.

3.8 Securiiv Functione...ty

The securityv function._ity ‘o ~ue systan shall provide two
capabilities. 1) Tne svsten r.-. . Supoor. secure wide area
digital communication- vetween -ne NRC's Local Area Network (LAN)
routers. These circu.ts are expected to be dedicated, full-
period, synchronous u.gital daca circuits using the EIA RS-422A
or CCITT V.35 inter-ares at ga.a -ates of 55, 64, 128, or 256
kbps. The system sna.. pass the zncrypted signal from the
Government furnished "N:ita Encr . on Stancard (DES) encryption
device transparent.y o the ren~tz termination. The system shall
maintain data and tinli ng in“eori*v to enscre that the encrypted
communications remain n sy chironization, and without
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unacceptable error levals.

2) The system shall b~ designed -or a future implementation of
trunk encryption usinc the DES e-cryption standard. This design
shall include identiiication of the encryption device by
manufacturer’s name aid part numb2r, and the design for any new
cables, or configurat on settings for either the network hardware
or for the encryption devices. 7The system design shall also
identify a methodolog - for obte.n.ng and aistributing network
security kev materialcs The resu.ting design for network
security shall satisi - FiPS 41 requirements for communications
privacy, and shall sa isfy FIFf <5-1, FIPS 74, FIPS 81, FIPS 140,
ANSI X3.92-.981, and Nsi X3, 05-7.3985 eci.rements for the Data
Encrypticn standara

3.9 Power Supply Funccionaiity

The system snall ke pr-ovidea pover by the power supply
functionality. The n.wer supps” ‘unctionaiity shall be in
compliance vitn FCC =.-t 15, Suopart B, L.ass A, Part 68, Subpart
D, and Section &.l.s5 f FCC Tariri Numoer 3. Compliance with
Underwriters Laborat. v is des ret,

The power supply funciionality slall receive power from the
Government .urnished ‘acili+ty an< shall distribute that power to
every item i the sys.em. 7The rrwer supply functionality shall
provide transient and surge supprassion, to ensure that every
element of tne svste. .5 adegu .y .Sclatea from power line
fluctuations inciudi. nearoy - . -hiening strikes. The power
supply func-ionalitr .nall also rovide protection against loss
of power, w.tn an unv-nted un.nue-ruptabie power supply system
(UPS). "Tne UF3 she.. .- sized .u provide a- least two (2) hours
of system power corntliiuocusly avai_able in the event of a loss of
system power at any individua. noae. Swi.cnover to UPS power
shall be essentialiy .umed.ate, so that no system functionality
is lost during the sn.iit,

Within any element o. c.@ sys.er. the vower supply functionality
shall be fu.ly regun. 1t, .n Tis. it snai. automatically switch
over t0 a Dack-up puw-r suppi'’ s.aovuld he primary power supply
fail.

The Gove-nmen: furnis.ed inpu- power will e standard commercial
60 hertz, power. Sin.le phase 1i0 volt power is the preferred
power, but svstems wn. . "1 requ.re 220 velt or three phase power
will also be ueemed -omwliant. The power supply functionality
shall condition the ~.m:t pow= -0 that ile power supplied to the
system’s ha-dware coul ii2s wiun TIPE 9+ requirements for ADP

2
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power and w_th ANSI T .:0B-1590 requirements for isolation from
electrostatic discharga.

Site specif.c power c 'pebilit.cs and regu.-ements shall be
identified by the con ractor art=- contract award. Data may be
provided in response .0 written :-uestions prepared by the
contractor ur during & site survey to each site. Vendors whose
power requirements ar~ other that 120 volt, single phase, 60
hertz power will be required to comply with local ordinances and
obtain necessary licenses to uporade the pcwer at each location.

In the even. o0i a powr failure ~ach element of system eguipment
shall automatically -«rert to =_-her a de& ault operating
condition or tae last .rdered onac-ating conaition after
restoration of power.

3.10 Mechanical ana ..ccessorv -unctiona. Requirements

Each elemer:. of the vs_.em (=2:x..,- the Ne_.work Management
Conscle' shall be mow “ad in con.ractor supplied, standard 19
inch capinets with twe sides and 2 front #.:a back door. The
front dcor of tne ca»y eis sna . J@ clear <o enable an operator
to view alarms, or st. .us i.gh.s; un tne lace of the equipment.
The cabinets shall »e ’“itted vit  standa-d 19 inch RETMA rails
for mountinc of the 1 s-alled hedware. The maximum height of
each cabinet shall be ecual to n- less than 7 feet tall. The
cabinets sna:. be con-iructed of : weldeu solid frame consisting
of angled s*eel or al.n‘num (rictural merbers with a thickness

of 1/Bta te 3/.6th iucaes. o.ues of the cspinets shall be 1/16th
to 3/16th .l.uches th.o steel o~ = uminum., The maximum weight of
any one cap.net, when Zuily lo-ua., snhall ot exceed 500 1lbs,
with a maxinum of 15J) .8 per :. ale feoo. J.oor loading.

Cabinets shall pe loauea S0 tnat tney ac not become a safety
hazard. Thne cabinets snal. pe .caded with a stable center of
gravity, so that the . avinet wi . not e&s..v tip over. Any
cabinet wnicn wnen inc..nea 15 deyrees :rom the vertical and
released does not rio.. . itsel” » consic:ed to be a safety
hazard.

Each elemeni of egu w21t w'in. . a cab_net shall be mounted to
facilitate ease of 1a n-2nance rcluding nointing on slides or
rails where indicated. The ecu. ment withkin a cabinet shall be
mounted so that the 5 1 percen: '« Ifemaie can service the
equipment (as defined ir. the U.” anthropnmorphic model, MIL-STD-
1472). The capinets ..ul faci..:-ate serv.cing of mounted
hardware po-h from tn ‘ront anc ..ack of che cabinet via front

243
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and rear doors as desc-ibed abocue Cach czbinet shall also be
fitted with a single power switcu, mountec facing the front door
of the cabinet, so th.: an operator/mainta.ner ~an secure (turn
off) power to all ite:s in zhe capinet throu- . single switch.

Cabinets shall be con. igured wit: appropriate side ventilation
slots to be placed on solid flooring (not raised computer room
flooring! and to main=ain proper ventilation for every element of
equipment. Where air flow and cooling recuirements indicate that
cabinet mounted fans - re regquired the system shall provide fans.
The contracLor sna.. e.sure cnat adeguate a'r flow is provided to
enable operaticn c¢f t 2 syscem s haraware ‘n an ambient
temperature environme t of s) dsurees ranrenheit at a relative
humidity of 5%, non-.ondensing. The operacing altitvde for the
system shall be from cea level to 6,000 feet (operaticnal).

Every item of system ra.dware sha'l oe mounted to provide
adequate neac dissipe:..on, wiin.n the aelined environment.

The Network Managemen*® (onsoles =nail be capable of being mounted
on a Goverrnent supn. u tégle .- taoles.

The Government has a 2at di.ss’oation buacet for the Headquarters

node of the system o. ¢,000 2™Us and for tie Regional
Headquarters nodes of 3,000 BTUs. Tne contractor shall notify
the Government if th= - system =.7eeds th.: heat budget.

3.11 Sys*em Reliabi”ityv Requiren~nts

The system snall prov.ue high Lre-lability cthrough minimum single
points of failure con isten: wi-h the recu_rement that the system
be devalcped of off-* e-she.f cunponents w..-h readily available
spare parts. The sy: . -=m spa.. pe e&cy <l naintain, with minimum
mean time to repair., ~ that sy-.em opera-o-s can readlly
reconst-uct rhe syf.ew witer @ ....u’e. .. an effort to maintain
a high avai.ability, .a= syste.. :hall! emp o redundancy cf
critical elements as cescribed .n this section and ease of
maintenance as definzau in Parcor.sh 3.12.

Critical elements lik: power supvi.es anu d.sk drives shall be
fully reduncant, wita aucoma®ic switchover Irom the primary to

the buiiz-in secondz * systen . w2 syswen configuration at any
one time is consideireu to pe v al svstew ..formation. The
configurat.on snall be stored . 3 redunca .. manner to preclude

loss of operating con:.guracion v .ch singie system component
failure. Wwherever po.sible, orhe- svstem croitical elements shall

be provided reaundant. ".
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The contractor shal! denti’y to “he Govermment any single points
of failure which rema a in the f.nal delivered architecture.

With system availabil t7 basec upern a 12 to 15 hour day, with
preventative maintenc:.ce schedui:d on & nct-to-interfere basis,
the contractor shall! . dentify an’ preventative maintenance or
other measures which he Governrent can emp.oy to ensure maximum
system avai.ability.

3.12 Maintainapility . unctionzl .eguirementcs

The system snall be mi..ntainab.e to the prainted circuit board
level bv trained Gove. ament tecnalcians. .n excess of 95% of the
possible system fai.u_es shall be correctible by the simple
removal and replaceme: t of a circuit boarc. As defined in
Paragraph 3.7.4, the 'vstem sh&.. provide built in diagnostics,

able to detect 90% of L:e pues . ''_ 2 syste ‘ailures, and providing
reports of feiled ccrmoonents ‘o he system control consale and/or
to the Netvork Manageriart Conzo.~. Specific life cycle
maintainabi.iiLy reo:  "2rents ~re _efined “eiow.

3.12.1 Life Cycle Ma ..enasce . uileme .s

The system shail prov de built ii diagnos:.ic support, both on-
line and ofi{f-iine to cssist in .ocating ia.led system components.
Each major eiement of letworx aner-dware sni. . provide a status
indication to a conisous consox:e ~nd Lo tne network management
system and snail upta . chat sta.us cond.tion as the status
changes. cach majo. .ement ol rdvare -.all also perform a
complete seil cest upon power-up ur ¢eset and shall report
successful completion . the se . test to _he control console or
network management sy, .em. Wress.er built in redundant equipment
is automatically swithed on-li=n~ in resprnse to a failure, the
built in diagnostic ~ utine sha aisc ircviude notification to

the contro. console 2 d newwo:" nasavene v system of the failure
and automat_.c repiacansnt ol *a- OmpONe L
3122 On-site spe.ns Kit

In support of system .enair by tovernment on-site personnel, the
contractor snalil prov ue a spare- xit for wach network node. The
spares kit shail cons.st of one ol eacn part required to operate
the system plus six moaths suvp -~ (basea upon projected usage
data) of the most [re.uent.y “ec.zd spare parts required to
maintain the system. >ess.ve s ..am conurnents like system

it
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chassis, with no pas: record of ‘ailure, will not be required in
the spare parts kit. In addition spares will net be required for
any item with a proje-ted failure rates oi once in every 10,000
hours or greater. Vh-rever items of spaies require lead times
for replacement of _o.jer than . vorking cvays, the vendor shall
notify the Government of these luig-lead ‘tems. The Government
desires thav. vendors -ovide max mum equipment commonality
between spare parts u-ed at Regional nodes and spare parts used
at the NRC headquarte.s node. The Government’'s goal is to
provide at least 80% Loard leve. commonalit among all nodes in
the network.

3.132.3 spares Rep.acement aon. oach

The Government intend: ro empiov contractor assets to perform
depcot level repair uf .aeulty c.rouit boarus for minor maintenance
and repair functions ith majo. naintenance functions as
describea in Section ).12.3. Tne contractor shall provide a
replacement approach waere a .La:. ed conpore.at can be replaced
with onpoard spares, shipped “o “he contrscuer (or agent for the

contractor) for repe’ ~eplacem. t, and !le contractor (or agent)
ships a rern_2cement - “he Govr.mm2nt wii" n ten {10) working
days.

The contrac.or (or ce _=2natad «cent) sna.. also provide support
in the ctroublesnootir f thore .ailuree 1nich are not readily
repairea by simple '~ _acement . a circ.i. board. The level of
support sha.l inciuce it a min.rmm telepnea.c access to trained
system technicians. [ue contraciur shalil provide on site service
as descripea ia Section C.12.3 wuen the anove troubleshooting
means have been ex.au:ced and s the disc:ecion of the
Government .

3.12.4 Powered Reu aceme.t Capability

In the even. 0 a4 pos .el Zal.ur. of a ne 'ork node, which does
not result ‘n faiiu.e ui every o mmuiica...is channel in the

node, the sveiem Shed liow -ou =cenens .. at least 80% of the
system modu es withou. powerisy down or <’sconnecting other,
serviceable modules .. “he syzto.,

Innovative maintenanc  concepts wn.ch can demonstrate a system

availability of 99.9% or greater will be considered compliant,

and will be exemptec -~om stric -compl.ance with the spare part
requirements identi. . d above

L
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