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1.0 INTRODUCTION

A crucial assumption in performing a risk analysis of nuclear power plants
is that basic events, the last events in a fault tree, are independent.
Recent complex accidents, such as Three Mile Island-2 (1], Brown's Ferry-3
(2-6) and Crystal River-3 [7], however, have demonstrated that this assumption
can, in some cases, be seriously in error. These events occurred primarily as
a result of dependent (common cause/mode) failures.

Dependencies, such as, shared environmental conditions, shared support
systems and dynamic human error are now being called systems interactions.
The NRC is presently developing guidance for the identification and evaluation
of systems interactions. Several national laboratories and utilities have
contributed preliminary procedures toward this effort. As a result two points
of view of the systems interaction problem have been identified.

One point of view is that systems interactions can be adequately analyzed
by enhancing existing Probabilistic Risk Assessement (PRA). This could be
accomplished by expanding the scope and boundary conditions of fault tree
analysis and putting additional emphasis on dependency analysis through such
techniques as generic analysis [8], minimum cut-set common cause/mode analysis
[8-13] or digraph-fault tree analysis [9, 14]. NRC's initial guidance for
this point of view has already begun [15). The advantage of pursuing this
point of view is based on the fact that there are numerous experienced
analysts and proven computer codes available to industry. However, this point
of view has been reproached primarily on the basis of completeness. Because
of computer limitations in finding the complete set of minimum cut-sets there
are two areas where traditional PRA may be considered incomplete. First, the
individual front-line systems composing an accident sequence have their fault
trees constructed separately. As a result, some involved interrelationships
and feedback conditions may not be completely represented when thez individual
systems are ANDed togasther. Secondly, the fault trees limit themselves by
including neither the details of the front-line system's support systems, nor

the interrelationship between support systems.



Fault tree analysis requires an analyst to flawlessly use deductive
reasoning as he works from the top event down to the basic events. There is
no unique mathematical algorithm that will result in a uniquely correct fault
tree. Indeed, there is often significant variation between analysts over the
same system. In addition, in order to meet computer limitations a specific
failure mode in the form of the top event is chosen by the fault tree
analyst. This choice precludes consideration of other types of failures or
partial system degradation which may be of interest in studying systems inter-

actions.

In attempting to overcome the question of completeness, an enhanced PRA
produces a second serious problem; that of saturating the analyst. As the
analyst is faced with modeling ever larger and more complex systems and groups
of systems, he faces a severe burden on his ability to correctly model the
combinatorical interrelationships.

A second point of view of the systems interaction problem is that a new
methodology called Digraph-Matrix Analysis utilizing matrix representation of
logic diagrams may offer a more complete and possibly more efficient analysis
in certain areas. A review of the fundamental mathematical aspects of fault-
oriented and success-oriented risk analyses (including Digraph-Matrix Analy-
sis) was presented in [9], which offered insight into the trade-off advantages
and disadvantages of esach. In particular, the disadvantages of the Digraph
Matrix Analysis include: (1) few trained analysts and few available computer
codes that can be used to develop and subssquently apply the analysis, and (2)
for certain types of logic diagrams the analyst's attempt to be more complete
may lead to more severe computer limitations than for fault trze analysis. On
the othar hand, Digraph Matrix Analysis has the advantages of being more com-
plete than fault-oriented analysis because: (1) it analyzes each accident se-
quence as a single mddesl including its support systems and, therefore, any
partitioning done on the basis of independent subgraphs is mores rigorous than
the usual fault tree analysis which partitions accident sequences in terms of
aroitrzrily defined systems, and (2) it utilizes success-oriented modeling
which {or large complex systems can be more easily accomplished by the analyst

than Tzult-oriented modeling.
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Tnis report will present propesed initial guidance on Digraph Matrix Anal-
ysis for zpplication to systems interactions., It is expected that peer review
and subsequent example applications will provide feedback toward a final guid-

ance in the future.

Tne proposed initial Digraph-Matrix Analysis guidance is presented in Sec- ;
tion 2. It consists of a four step process (see Table 1), and exludes shared
environmental conditions and most dynamic human error from consideration. The
shared environmental conditions are to be evaluated by an independent walk-
:thr0ugh evaluation by a multidisciplinary team of experts [16].

The first step of the Digraph-Matrix Analysis (DMA) guidance is similar to
the start of a traditional PRA [8, 15, 17]. The first step consists of study-
ing plant design and continues with the development of functional (relating to
the four vital safety functions) and systemic event trees to find the accident
sequences. Then instead of conducting an independent fault tree analysis on
each front line system in tie accident sequences, the subsequent Steps 2 and 3
broaden the scope of the analysis, by considering the entire accident sequence
along with all the rion-safety grade support systems as one model. In order to
perform computer znalysis of such an expanded problem only singleton and
doubleton cut-sets (common modes/causes) are found. In an effort to solve for
singletons and doubletons of very large models, Digraph-Matrix Analysis
(19-23, 28] and such computer codes as CLAMOR or SQUEAK can be utilized which
find the path-sets of the model in prime implicant form. Step 2 consists of
constructing a global logic diagram model of the successful operation of each
accident sequence which consists of a group of systems along with their non-
safety grade support systems. The dual model is then formed by changing the
original AND gates to OR gates and vice versa. (See Appendix A and [26, 27]
for a further explanation of the use of the dual model.)
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Step 3 is a computer efficiency efiort. It tries to attack the large
computer problem by partitioning each accident sequence model into independent
subdigraphs. A rigorous partitioning of the accident sequence model will
improve the completeness of the results while staying within computer limita-
tions.

The fourth and final step is the evaluation of the singleton and doubleton
cut-sets on the basis of probability, in order to assess their relative impor-
tance. In addition, the doubletons found in the DMA effort will provide a
starting point for the walk-through evaluation by a multidisciplinary team of
experts who will evaluate shared environmental conditions.

The final results of a Digraph-Matrix Analysis, it should be noted, will
not be an entire risk assessment of a plant. It will only find singleton and
doubleton minimum cut-sets which are essentially the dependent (common cause/
mode) failures of systems interactions. OMA, therefore, must be considered
either as é mpreprocessor” to a traditional risk assessment or as a stepping
stons to a new analysis that is as complete as DMA, but can overcome the
greater computer limitations necessary for a complete plant risk assessment,

(Note: Initizl utility efforts on systems interactions have hzen based on
a success-oriented operational diagram [24-25].)




2.0 INITIAL GUIDANCE FOR DIGRAPH-MATRIX ANALYSIS OF SYSTEMS INTERACTIONS

In this section of the report, the proposed initial guidance for Digraph-
Matrix Analysis (DMA) for Systems Interactions is detailed, with additional
explanation and examples to enhance clarity. The steps are broken down into
substeps as necessary. The four steps are listed in Table 1.

2.1 Step 1: Selection of the Combination of Systems for Detailerd Evaluation

This step focuses on the four vital plant safety functions and using event
tree methodology results in the identification of combinations of front-line
systems among which a system interaction might exist. This includes an under-
standing of their operating modes as well as the most general types of system
interactions.

This step is accomplished in a manner similar to a traditiocnal PRA by
event tree analysis. Event tree analysis is an inductive logic technique that
sequentially models the progress of events, either success or failure, leading
from some initiating event to a series of logical outcomes. An event tree
begins with an initiating failure, and then maps out a sequence of events on
the system level that forms a set of branches, each of which represents a
specific accident sequence whose consequence relates directly to the events in
the saquence. Complete event tree analysis requires the identification of all
possible initiating events and the develcpment of an event tree for each.

The first step of finding accident sequences (combinations of systems for
detziled evaluation) can be accomplished by the following six substeps.

2.1.1 Suostep la: Studv Plant Design and Operating History

Tne analyst first gathers all pertinent existing information about the
plant. A large amount ol information is collected, synthrsized, and
docum2nied to form the basis for subsequent analytical activities. A list of
plant systems i: devzloped and reviewed for potential impact on risk.
Approctiate sources of information include: design documents, safety

evaluzticn reports, and previous safety studies.
P
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2.1.2 Substep 1b: Development of a List of Accident Initiators

The Reactor Safety Study (WASH-1400) generic list of accident initiators
is reviewed to see which apply to the particular plant in question. This list
should refliect applicable operating experience. The accident initiators are
then grouped in terms of common mitigation requirements.

Accident-initiating events are identified and grouped according to simi-
larity of plant response. Generic lists, operating histories, and plant-
specific data can be factored into a gensralized engineering process wherein
an exihaustive listing of initiating events, including their occurence frequen-
cy, are eventually compiled and grouped. Efforts must be made to ensure that
the set of initiating events consideredzés complete and comprehansive as prac-
tical.

There are two major classes of accidant initiators, namely LOCAs and power
transients.

2.1.3 Substeo lc: Development of Funct vent Trees

To avoid unacceptable reactor core damage and a release of unacceptable
levels of radicactivity to the site environs, the following basic safety func-
tions have been specified [15]):

To maintain the primary coolant inventory.

To transfer the heat from the rsactor to the ultimate heat sink.

To render and keep the entire core subcritical.

To maintain the integrity of the contairnment and control radiocactiv-

o 0O O o

ity releases.

Systems interactions that fail a single {or multiple) vital safety func-
tion are of concern.

For each category of accident initiators identified in Substep 1b, the
four tasic safety functions [15) are furtner analyzed into subfunctions and

the ccrresponding functional event trees sre gensrated.
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To sumnarize, when the group of initiating everts has been selected, the
attendant response of the plant must be determined. This may be accomplished
through a functional anaiysis where safety functions required for each re-
sponse are defined and crdered in a function event tree., Success criteria for
each function are stated in terms of the required collection of systems that
perform each individual function. Success criteria are then developed for
individual systems and form the basis for characterizing the logic description
of the success-oriented top desired event of the system event tree. The value
af this approach is the stepwise ordered approach of identifying broad func-

" tional considerations with specific systems. It provides a framework for the
complex task cf sorting system responses.

2.1.4 Substep 1d: Assignment of Front-Line Systems to Functional Event Trees

The safety functions utilized in preparing the functional event trees
(Substep lc) are performed by engineered systems designed ¢pecifically for
this purpoée. In other words, further analyses of the safety functions into
simpler functions yields the specific engineered systems. The operability of
these systems defines whether the safety functions are performed or not and
therefore, completely defines the course of an accident. These systems are
called front-line systems (FLS). The success criteria for the FLS should also
be defined in this step.

The event-tree headings are defined to b2 logic statements describing com-
posite events representing the minimal operability states of front-line sys-
tems and their required supporting systems. This approach leads to event
trees with a minimum number of event tree branch headings, and thus facili-
tates the understanding of the overall accidsnt-progression path. However, it
requires that support systems be included in the system models.

Each event-tree heading must have a definite logic statement of the mini-
mum zcoeptable complement of equipment of systam performance required to suc-
cessfully accomplish the event described by the event-tree. These success
criteria should be stated in discrete hurdware terms, such as number of pumps
or recuired flow. The basis for such criteriz may be derived frcm licensing
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infommation, which should be recognized as inherently conservative. Alterna-
tively more realistic information can be used, such as results of particular
themal-hydraulics calculations that are supportable and documented.

2.1.5 Substep le: Results of Event Tree Analysis

The event tree analysis of Step 1 produces the set of accident sequences.
Each accident sequence is a combination of several front-line systems whose
~success or failure (as specified) results in serious consequences to the plant
'involving the loss of one or more vital safety functions.

In a simplifying assumption, as is done in PRA, it is nrcessary to assume
that systems required to work in an accident sequence, work with probability
equal to one. We, then, are left with accident sequences which are combina-
tions of front-line systems that must fail in order to result in a serious
consequence to the plant.

2.1.6 Substep 1f: Assignment of Support Systems to Front-Line Systems

To successfully perform their function, the front-line systems depend on
the operability of other support systems. Support systems affect the accident
response of a plant only through their effect on the FLS.

To icentify the support systems for each front-line system, the following
procedures can be followed:

1. The operation of the front-line system is examined in detail, identifying
all the necessary inputs as well as all of its outputs. If, for example,
the FLS is a fluid system, all potential sources of the fluid should be
identified. MNext, all the systems with which the FLS interact directly
(e.g. as discharge points) or indirectly (e.g. as secondary sides of heat
exchangers) should bs identified.

2. Tne powar sourc2s necessary for tne cperation of the active componants,
2.¢., electric power and steam, should be identified.
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3. The modes of actuating and/or controlling the system must be identified.
In particular, one should examine whether the syster is actuated and con-
trolled automatically or by operator action. In both cases the signals
necessary to initiate control system or operator action must be identi-
fied. The possiblity of manual overriding of automatic control should
also be established. In the case of automatic control the type of the
controlling system should be identified (e.g., electrical pneumatic) along
with the systems associated with each type (e.g., power supply, instrument
air).

4. The cooling systems of the various components of the FLS should be identi-
fied.

5. Tne lubrication systems (if any) of the various components of the FLS
should be identified.

6. The general location of tne FLS should be established. More detailed lo-
cation identification will support the spatial coupling portion of the
study to be carried out by an idependent walk-through evaluation.

The identification of the support systems that contribute to the initia-
ting event are then compiled and used in Step 2.

2.2 Step 2: Constructino a Glehal Digrach Model For Each Accident Sequence

The resulting accidant sequences found in Step 1 are combinations of
front-line systems that must fail in order to produce a severe consequence to
the plant involving thz loss of one or more vital safety functions. In
Step 2, a single global digraph model is to be constructed for each of these
accicant sequences. Tne construction of this Global Digraph follows the
iterstive procedure illustrated in Figure J.

25 shown in Figure 1, the analyst will construct the global digraph by a
serizs of expansion steps. These expansions are centered on each of the com-

ponants identified in the digraph and follow an algorithm. Tne expansion of
each ¢f these components will identify new components which must then bz

- 10 -



expanded. This procedure will be repeated until the analyst is satisfied that
the global digraph contains sufficient detai) to allow discovery of all signi-
ficant failure sources.

REPEAT
[CONSTRUCT HIGH EXPAND EACH
LEVEL SUCCESS- COMPONENT s NEW COMPONENT
' ORIENTED INTO IT'S INTO IT'S
| DI GRAPH DIGRAPH DIGRAPH

Figure 1. Overview of Construction of Global Digfaph.

Using this iterative procedure the analyst can formally assign the expan-
sions of each component to that person most familiar with that component's
operation and function*. The expansion of each of the assignad components is
performed using a specified algorithm. This algorithm specifies a description
of the direct relationships of the component to the other components in the
system.

Figure 2 i{llustrates the procedure for the Clobal Digraph construction.
The procedure follows the broad outline described above and includes substeps
which allow the verification of the modeling procedure and the generation of
intermediate results prior to the completion of the Global Digraph. These
intermediate results are useful for both verifying the input data and for
identifying components which can cause system failure before the complete
digraph is constructed.

The construction of the Clobal Digraph in Substep 2a, starts with a single
success-oriented digraph built for each accident sequence and includes a
combination of front line systems and their support systems. This digraph
serves a5 the foundation on which the Glclal Digraph will be constructed by

* The construction of the global digraph may involve many specialists each
concern2d only with his area of expertise.

-11 -



successive expansions. The next substep is the conversion of the success-
oriented digreph into the dual digraph. The subsequent expansions will be
performed on this dual. The dual is created by converting all original AND
gates to OR gates and all original OR gates to AND gates (see Appendix A for a
discussion of dual relationships.)

In Substep 2c, the analyst will convert the dual digraph into the adja-
cency input required by a Reachability code [19-23]. The Reachability code*
~used in Substep 2d will use a path finding procedure capable of Boolean mani-
" pulation to process adjacency input to find all common mode failures (Single-
tons). The code should provide a printed list of the input data, the compo-
nent mnemonics, and the singletons. In Substep 2e, the analyst will use this
output to identify any errors in the input data. After correcting any errors
in the input data, the analyst will process the adjacency information through
the Reachability code for all Singletons and Doubletons.

The moéel is now expanded through the use of a detailed model (called a
Unit Model) for each component bassd on the Unit Models to be contained in a
Unit Model Library. Then Substep 2g begins the expansion process which will
eventually result in the detailed Global Digraph. The expanded digraph is now
processed in the same manner as the origimal digraph (Substeps 2h-2j). After
analyzing the results from this stage of expansion the analyst will again
expand the digraph around the new components introduced in the preceeding
step. This iterative expansion and analysis procecure leads ultimately to the
Global Digraph and all of the Singleton and Doubleton cut-sets of the accident
sequence. As the digraph grows in sire it may eventually exceed the size
limitation of the computar code. At this point it will become necessary to
partition it into subdigraphs and then to combine the results of processing
each subdigraph. This process will be described in Step 3.

* Tnere are at least three versions of Reachability codes capable of process-
ing conditioned d:igraphs, two at LLNL -- CLAMOR and SQUEAK, and one at AIP --
NEWARS. The first two codes ware designed for the LLNL CDC7600 and the third
cods is written in ANSI Fortran 4 and now operates on a Digital Equinment
Cozpeoztion POP 11/34.

w 12 =
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As the substeps are described in greater detail in the following section,
a simple example will be carried through all of Step 2 as an illustration.

The simplified version of a corewater injection system shown in Figure 3 will
valves (V), pumps (P), normally open (NO),

serve as the example problem.
nomally closed (NC) reserve water storage tank (RWST), notaiions will be

carried through the example.
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Figure 2 (continued).

{see prior page)
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2.2.1 Substep 2a: Construct a Success-Oriented Digraoh Mod2l for each
Accicent Sequence

In order to construct a success-oriented (S.0.) digraph model for each
accident sequence which will serve as a beginning foundation for the Global
Digraph, it is necessary to first identify each front-line system within a
given accident sequence and each support system required by the front-line
systems. Then all pertinent system information is gathered including: sche-
matic diagrams, piping and instrumentation diagrams, specifications, and
operational and emergency procedures.

Once this comprehensive information is available, the analyst begins to
piece it together intc a coherent success-oriented operational diagram of the
systems within a specified accident seguence. This diagram must include:

(1) the success-oriented schematic representation of each front-line system,
(2) the interconnectivity betwsen front-line systems, {3) the success-oriented
schematic representation of required support systems, (4) the interconnectiv-
ity between support systems and (5) operational, emergency, and human actions
must be integrated into the diagram.

The S.0. digraph will at tnis stage not capture all of the interconnec-
tions between subsystems nor will it identify all of the components which are
necessary for system function. It will, however, identify all of the subsys-
tems, components, and procedures which are directly associated with the
front-line systems. This digraph will provide the framework around which a
di tailed global model of the system will be built through expansion.

Tne analyst will construct the success-criented digraph using AND and OR
gates to explicitly model the relationships between components necessary for
successful functioning of the collective group of subsystems. The algorithm
for choosing the appropriate gate is:

If a component requires the successful operation of two or more rompo-
nents which supoly it, these supply components are connected to the com-
ponant by an AND gate. For examnple, a pump may rejuire both electric
power and lubrication. Tne use of the AND gate is shown in Figure &a.

s 16 =
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If a component requires the successful operation of only one of a group
of components which supply it, these supply components are connected to
the component by an OR gate. For example, a pump may be supplied with
electrical power from the ac mains or from an auxiliary generator. The
use of the OR gate is shown in Figure 4b.

ELECTRICAL POWER AC MAINS
O RE— O PUMP PUMP
LUBRICATION AUX POWER
(a) Use of the AND gate. (b) Use of the OR gate.

Figure 4. Llogic Symbol Conventions for Success-Oriented Digraph.

The direction of flow is indicated by the arrows on the edges batween the
components of the system. This integration of connectivity, operational
information, and logic is called a conditional digraph for the cooling system
example of Figure 3 and is shown in Figure 5. The pumps (Pl and P2) require
both a supply of water and a control signal to operate, thus there is an AND
gate which joins the Filter and Controller to the Pump. The spray into Con-
tainment will occur if either a spray occurs through Spray Nozzle 1 or Spray
Nozzle 2, thus the spray nozzles are joined to the containment by an OR gate.

This integration of connectivity, operational information, and logic
produces a success-oriented logic diagram commonly referred to as a digraph.

2.2.2 Substep 2b: Forming the Dual Oigraph Model

The success-oriented digrach model produced in Substep 2a is now convarted
into a dual -digraph model. (See Appendix A and [25, 26) for an explanation of
dual and complement relationships.) The dual digraph model is formed simply
by changing all AND gates in the original model intc OR gates and vice versa.
The dual digraph for the cooling system example is shown in Figure 6.
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Figure 5. Success Oriented System Digraph.




‘ o Figure 6. Dual Digraph of Simlified Cooling System Example.
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2.2.3 Substep 2c: forming Adjscency Matrix Input

An adjacency matrix [20,21,27,28) can be used as a representation of a
graph. The matrix, which is always square, indicates whether there can be
flow from node i to node j. An entry of 1 in element A(i,j) indicates that
component i is unconditionally and directly connected to component j and that
flow goes from i to j. An entry of O in element A(i,j) indicates that there
is no direct connection between component i and j. Any other entry for a pair
of nodes (i,j) indicates that there is flow from i to j only with the condi-
tion indicated by the entry. The use of the conditional adjacency is a way of
representing an AND gate in the matrix. Figure 7 presents a summary of the
conventicns used in creating the conditional adjacency matrix.

A O—) 8 AO,.____)J-_,OB A?.7—¢,()B
. c(O—» -

A B A B C A B
RID 1 A0 € © A 0
B8l10 O B I 0 0 B|O0O 0O O
18 A O ciIg 1 ©

Direct Connection AND Gate OR Gate

Figure 7. Adjacency Matrix Conventions.

To minimize the effort in inputting data into the Reachability code, only the
nonzero matrix elements are entered. The input for the available present
versions of such codes (CLAMOR, SQUEAK, NEWARS) follow the format:

from,to,condition
Therefore the input for the adjacency matrices of Figure 7 would be:

Direct Connection
A,8,1

AND Gate
8,

Ga

0 e

’

8,
'B’

OX» X O
——r D

Tne azjzcancy input for the dual digraph of Figure 6 is shown in Figure 8.
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RWST,PS 1
PS,V4A, 1
V4A,v3,]
V3,f2,1
F2,PHP1,1
PMP1,PL, ]
P1,vS,1
P1,V6,1
V5,V9,Vé
V6,V9,V5
v9,P2,1
P2,5N1,1
SN1,CONT, SN2
SN2, CONT, SN1
151,C1,1
c1,PPl, 1
c1,vs,1
c1,vé,1
RWST,P6,1
P6,V4B, 1
V4B . V1,1
Vl,F1,1
1F ,FPP2,1
PMP2,P3,1
P3,v7,1
P3.v8,1
V7,v10,V8
V8,V10,V7
v10,P4,1
P4,SN2,1
TS2,C2,1
c2,PMP2,1
c2,v7,1
c2,v8,1
0,0,0

Ficure 3. Adjacency Input for Dual Digraph.
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Number of Variables = 29

1 1

2 RWST
3 P5
4 V4A
5 V3
é F2

7 PMP1
8 Pl

9 V5
10 (3
11 Vs
12 P2
13 SN1
14 CONT
15 SN2
16 TSl
17 Cl
18 P&
19 V4B
20 vl
21 Fl
22 PMP2
23 P>
24 V7
25 v8
26 V10
27 P4
28 TS2
29 c2

Figurz 9. Vvariable List for Dual Digraph.
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The reachability calculation will determine that node A is connected to node
if B and that node B is connected to node D if A. In the input notation the
full set of reachability elements is:

A,C,B
8,C,A
c,0,1
A,0,8
8,0,A

« The reachability calculation determines all unique paths between all pairs of
nodes. That is, the technique will find all alternate paths in the network.
As an example, consider the network in Sigure 12,

A,C,B
B,C,A
B,E,1
c,0,1
E,D,1
E F,8,1

Figure 12. Example of Network with Multiple Paths.

The reachability calculation would find the following set of reachability
elements for this network.

Ad iacency Information

P o



It should be noted that there is no reachability element B,0,A. This path is
dominated by the path B,D0,1. This effect can be seen by consideration of the

equivalent Boolean equation representation
D=B*A+8
which by the absorption rule becomes
D = B.

The analyst will input the adjacency elements from the previous substep into a
Reachability code which uses the above concepts to deterrine all single point
failure modes (singletons). A singleton occurs when an unconditional path
exists from any node to the end node. Figure 13 illustrates a system with a
singleton failure.

Figure 13. Example of a System with a Singleton.

It is important to note that using a reachability code to find the singletons
of a path set is computationally more efficient than finding the singletons of
a fault tree using codes such as SETS or FTAP. Tne ouptut of the Reachability
code for the example is shown in Figures 14 and 15. The unconditional adja-
cency matrix is shown in the first of these figures. This matrix shows all,
direct connections betwesn node pairs. For example, in Row 2 there are numer-
ous cnes, indicating 2 is directly connected to many components. Any connec-
tion which regquires a condition is not displayed here. The second figure
shows the singleton rzachability matrix. This matrix contains all single
failure modes. For example, it can be seen that node 2 is a singleton to
node 4. Node 14 it the Spray into containment and node 2 is the reservoir

(RWST).
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Figure 14,
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Figure 15.

Consistency and Completenass Check

2.2.5 Substep 2e:

The analyst will now review the outputs of the Reachability cods for con-
sistency with the paths that he can determine by eye from the dual digraph.

d, the analyst will correct the adjacency input and

-
e

If any errors are destec

Once the analyst is satisfied with the results,

he will inst ~t the cocdz to find all doubletons.

repeat the preceding steps.
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2.2.6 Substep 2f: Finding Singleton/Doubleton Minimum Cut-Sets

The Reachability code will find all singletons and doubletons from the
input information contained in the adjacency element list. A doubleton is a
pair of component failures which will cause system failure. Figure 16 illus-
trates a system with a doubleton. In this example, both A and C or B must

fail to cause E.
A
Q 3

cO

Figure 16. Example of a System with a Doubleton.

The matrix shown in Figure 17 gives all of the singletons and doubletons
for the example of the simplified cooling system of Figure 3. An asterisk in
row i, column 1 indicates that component 1 is a singleton.

The roQ and columns indicate the number of the components which are fail-
ure modes of the accident sequence. For example, component 3 and component 15
are a doubleton for 29 (the spray into containment). In this way, the several
hundred doubletons can be completely listed.

2.2.7 Substep 20: Constructing Unit Models

The analyst will now expands the basic digraph by using unit models for
each of its components. These unit models describe the direct dependence of a
component on other components and allow the analyst to expand the information
in the digraph to contain these dependencies. The unit model for a pump is
shown in Figure 18a. This pump requires lubrication and power and a control
signal to operate. Thus the supporting components are connected to the pump
via an AND gate. Unit modsls will be attached to the dual digraph, hence the
dual form (as shown in Figure 18b) is used.

Many components will be supplied from a redundant system. For example,
the rump might recszive its electrical power from either the electrical mains
or an zuxiliary power system. In this case the dual digraph will show the
supply compenents connected to the pump by an AND gate as shown in Figure 19.
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Figure 18. Pump Unit Model.
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Figure 21.
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Figure 22,

RWST
P5,V4A,1
V4A,V3,1
¥Y3.52,3
F2,P¥P1,1
PMP1,P1,1
P1,v5,1
P1,v5,1
V5,v9,Vé
V6,V9,V5
Y9, r2.1
P2,S5M1,1

SN1,CONT, SN2
SN2,CONT, 3NL

151,C1,1
c1,PM1,1
c1,vs,1
C1,Vv6,1
RWST,P6,1
P6,v48,1
v&B,V1,1
vl,F1,1
F1,PP2,1
PMP2,P3, 1
P3,v7,1
P3,v8,1
V7,v10,V8
V3,v10,V7
v10,P4,1
P4, 52,1
152,C2,1
€2,”M2,1
c2,v7,1
c2,v8,1

VEAL,V6,1

C1,VéAl, ]

VSPHR,V5A1, 1
PRMPWRVS, VSPWR , AUXPHRV 5
AUXPWRYS , VSPWR , PRIPWRVS
SYSBRVS, PRMPHRY S, 1
DISTVS, AUXPWRVS, i
MAINS, SYSBRVS, 1

PWROUT ,MAINS, 1
AUXGEN,DISTVS,1
VEAL,V6,1

C1,V&Al,1

VEPHR, VAL, 1
PRMPWRV 6, VEPAR , AUXPWRV 6
AUXPWRYS , VEPWR , PRMPWRVE
SYSBRVE, PRMPHRVE, 1
DI3TV6,AUXPWRVE, 1
MAINS, SYSBRVE, 1

PWROUT, MAINS, 1

AUXGEN, DISTV6, 1
PWROUT , MAINS , V1

HUXGEN, DISTV6, 1
V7A1,v7,1

C2,V7Al,1

V7P4R,V7A1, 1
PRMPWRY 7, V7PAR , AUXPHRV 7
AUXPWRV7 ,V /PR ,PRIMPWRV7
SYSERV7, PRMPWRV7, 1
DISTV7, AUXPARV7, 1
MAINSSYSBRV7, 1
PWROUT , MAINS, 1

AUXGEN, DISTV7,1

Input Data for Expancded System.
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Unit
Model
for
Valve
V5

Unit
Model
for
Valve
Vé

Unit
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for
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VBA1,V8,1

€2,VBA,1 Unit
VBEWR,VEAl, 1 Model
PRMP PWRV 3, VBPWR , AUXPHWRVB for
AUXPWRVS , VBPWR , PRMZHRVS valve
SYSBRYS,PRMPWRVS, 1 V8
NISTVE,AUXPWRVS, 1

MAINS, SYSBRVS, 1

PWROUT, MAINS, 1

Ficure 22 (continued). Input Data for Expanded System.
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2.2.10 Substep 2j: Expand Model

New components will have been introduced by the expansion step. A unit
model should be added for each of these new components and the resulting
expanded adjacency matrix processed again. This iterative expansion process
will generate a constantly more detailed (and larger) Global Digraph which
will utlimately represent as much detail as the analyst feels is necessary to
analyze the accident sequence. As the adjacency matrix expands, it may exceed

the size which can be processed at one time by the Reachability code. To

onercome this problem, the analyst must rigorously partition the digraph into
smaller subdigraphs which can be Boolean processe% separately. If the parti-
tioning is performed rigorousiy, the singletons and doubletons from the analy-
sis of these subgraphs can then be directly combined into the singletons and
doubletons of the Global Digraph without introducing error of Boolean indepen-
dence. Partitioning can and should be performed by the computer since it is
easy for a human to incorrectly partition the network. Partitioning will be
discussed in more detail in the following section as part of Step 3.

2.3 Step 3: Partitioning the Global Digraph Model into Independent
Subdigraphs

The global digraph produced from Step 2 is the dual-digraph of the expand-
ed success-oriented operational model for the specified accident sequence.
The digraph and its corresponding adjacency matrix will grow larger with each
expansion step. At some size, the matrix will exceed the memory space limits
of the Reachability code or will take excessive amounts of computer processing
time. There are two ways of overcoming these computer limitations. First, we
can s2parate the global digraph into independent subdigraphs which may be
solved through Boolean minimization as independepent modules.

Partitioning into indspendent subdigraphs can be accomplished according to

the following definition:

R connected graph G is separable (capablz of being partitioned) if there
exists a subgrapn g in G such that the complement of g (g*) and g have
only one vertex in common.

- 3] =
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Wherever possible, the global digraph can be partitioned into independent
subdigraphs directly by the analyst. 1In addition, a second way to overcome
computer limitations deals with matrix partitioning and Boolean reduction that
takes advantage of Boolean absorption within the Reachability code used for
the analysis (available on CLAMOR). The adjacency matrix can be partitioned
into s sbmatrices which can later be recombined into the Global Digraph. The
processing of the submatrices will lead to smaller submatrices. That is,
nodes which are not on the boundary of the graph represented by the submatrix

will be eliminated through Boolean absorption before the recombination.

The partitioning/recombination procedure must not eliminate any singletons
or doubletons from the Global Digraph. The steps in this partitioning proce-
dure are shown in Figure 24, and will be briefly discussed in the following
subsecticns. Figure 25 schematically illustrates this partitioning, reduc-
tion, recombination, expansion process. It must be emphasized that the parti-
tioning should be performed by the computer and that the operation should be
transpareni to the analyst. It will appear that the Reachability code is pro-
cessing the full glcbal adjacency matrix and therefore the following explana-
tion will not be as detailed as that provided for Step 2.

2.3.]1 Substep 3a: Partitioning the Global Digraph Model

The global digrapn is partitioned into indspendent subdigraphs by the
analyst according to the above definition. Each subdigraph is labeled
(i=1,...n). If no independent subdigraphs are found a partitioner subroutine,
as follows, can be used that takes advawtage.of Boolean absorption with the

processing matrices.

Tne Rzachability cods is based on the basic structure success-oriented
dual digraph and the unit model expansions around this graph. The unit model
expansions from "naturzl" partitions due to the operational and geographic
consiczrations. That is, one would expect most of the components connected to
a givan valve to b2 different than components attached to a different valve.
As an ‘llustration of this natural partitioning, consider the global dual

di

W)

rz2h shown in Figure 25a.




Partition into
subgraphs.

Process
subgraphs.

Eliminate interior components
from subgraph reachability matrix.

Construct reduced
adjacency matrix.

Process reduced matrix for
singletons and doubletons.

Add interior
components.

Figure 24, Partitioning the Global Digraph.
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(a) Global digraph. (b) Global Adjacency Matrix.
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(c) Digraph Partitions. (d) Partition Adjacency Matrices
A B D D E F G A C E
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(e) Reachability Matrices for Partitions.
AB = D D,E,F = G AC = E
(f) Singletons for partitions.
A D E G A D E G
Al O 1 1O AtO 1 1 1
D] O O 0 1 D|O 0 01
E1O0 O 0 1 E}J]O O 0 1
G| 0O 0 0 O F10 00O
(g) Reduced AZjacency Matrix. (h) Reduced Reachability Matrix.

A becomes A,C,E
D becomes D,F
E becones E,F

therafore the full set is A,B,C,D,EF
(i) Full Set of Singletons.

Figurs 25. Partitioning Process.
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ARs can be seen, each of the two "unit models" added to the structure at F
share only one component with each other A and one componznt with Lhe basic
structure F. In addition, each of the three partitions shown in Figure 25c
contains components which do not link outside of the partitions and each of
the subgraphs could be reduced (by Boolean Absorption) to include only those
components which link outside of the partition. Components which do not come
from any other component are defined as lying on the boundary of a partitfon.
By removing the components which are fully contained within a partition, the
size of the adjacency matrix can be reduced. The code should identify these

“interior components and record their identity. The actual selection of sub-
graph partitions is performed by an algorithm which traces through the graph
backwards from the components of the basic structure dual digraph. The trac-
ing for each component continues until all subgraph with the following condi-
tions exists:

(a) Number of compenents less than or equal to the maximum size the

Reachability code can process.
(b) A set of "interior nodes" which can be eliminated exists in each

subgraph.

It is not necessary to make the subgraphs disjoint when conducting the Boolean
absorption process. That is, subgraphs may share common components. These
shared components will not be interior nodes and hence will not be eliminated
in the subsequent processing. The next step is to process each subgraph
through the Reachability code.

2.3.2 Substep 3b: Reachability Processing of Subdigraohs

The adjacency matrices of the subgraph partitions are now individually
processed through the Reachability code. The Reachability matrices for each
of the subgraphs are shown in Figure 25e.
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2.3.3 Substep 3c: Interior Component Flimination

Conponents which are totally interior to the partitions are now identified
and eliminated (on the basis of Boolean absorption) from the subgraph reacha-

bility matrices. The unreduced subgraph reachability matrices are retained
for use later in determining if these "eliminated” components are singletons
or doubletons of the Global Digraph. .

2.3.4 Substep 3d: Construction of the Reduced Adjacency Matrix

The reduced reachability matrices of the subgraphs are now combined into a
"reduced global digraph adjacency matrix.” This is shown in Figure 25g. This
matrix is not the same as the original adjacency matrix with interior compo-
nents eliminated. This matrix contains all of the connectivity information
between non-eliminated components that is contained in the original adjacency
matrix, whereas a component eliminated adjacency matrix would not.

2.3.5 Substep 3e: Reachability Processina on Reduced Adjacency Matrix

The reduced matrix is now processed by the Reachability code. This step
links up the partitions. The result of this processing is shown in Figure
25n. In this processing sequence, the size of the global adjacency matrix has
been reduced, thus overcoming the size constraint of the code. The reduced
reachability matrix contains all singletons and doubletons for the components
which have not been eliminated. These eliminated components will now be con-

siderec.

2.3.6 Substep 3f: Addition of Eliminated Components

Tne adjacency matrices for the partitions contain all essential informa-
tion 25cut the eliminated components. Each of these components which is con-
nected to a componeni which is a singleton or part of a doubleton in the
raducae reachability matrix must be considered as a potential singleton or
doudlszin. The type of connection is important. If there is a direct (uncon-
ditionzl) slament between the componsnt in the reduced matrix and the interior

componznt, then the interior component has the same impact as the component in
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the reduced matrix. If the component has a conditional relationship, the
effect of this relationship must be considered.

Each accident sequence would result in the violation of one of the four
basic safety functions. 1In this step, the accident sequences of Substep 3d
are organized according to the four basic safety functions. Within each
function, the reachability matrices are combined to provide a single such
matrix for each major function.

Once 2ll singleton and doubleton minimum cut-sets of the global digraph

model of the accident sequence have been found, the following Step 4 will
evaluate and rank order them.

oA »



2.4 Step 4: Evaluate Singletons on the Basis of Probability and Disolay

Arswers

Once the singleton and doubleton minimum cut-scts for 21l accident
sequences have been found, it is necessary to evaluate the systems
interactions by a ranking criteria. These can be evaluated through normal PRA
techniques such as risk which combines the accident sequence consequence with

probability of failure.

The ranking evaluation will be displayed by listing minimum cut-sets of
the plant functions in order of risk value.

Singleton minimum cut-sets are likely to be considered unacceptable in all
cases. Doubletons, however, can form the starting point for the multidisci-
plined team of experts that are to physically review the plant for shared
environmental conditions.
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3.0 CONCLUSIONS

Recent events such as Three Mile Island-2, Brown's Ferry-3, and Crystal
River-3 have demonstrated that complex accidents can occur as a result of
systems interactions (common cause/mode failure). The NRC is preparing an
initial guidance that will aid industry in analyzing systems interactions.
Part of that guidance covers enhanced PRA approaches for solving the systéhs
interaction problem and has already been well documented. However, additional
guidance for an alternative approach utilizing Digraph-Matrix techniques is
now being deveioped. This report contains a four step procedure that will aid
the devzlopment of the initial guidance for digraph-matrix analysis for
systems interactions.
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