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Inspection Summar,: Special Unannounced Safeguards Inspection on August 29-
31, 1990, (Repert No. 50-271790-11)

Area Inspected: Personne) Access Control

Results: Two apparent violations were identified: Failure to report
Safeguards Events in accordance with the requirements of 10 CFR 73.71 and
failure to conduct audits of contractor pre-employment screening programs. One
unresolved ftem was also identified concerning the licensee's use of union
Business Agent certifications as a basis for unescorted site access.
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low=Up of a Non=Routine Event

¢t 22 1990
477

Ctors were notified by licensee security management that three
nnel access control events had occurred that cay The
§ were considered by the licensee to be loggable in the security

, at approximately 5:00 p.m the NRC resident
S

log, as opposed to requiring a one=hour report to the NRC
ions Center

Details
et description of each event follows.

At approximately 10:30 a.m.. on August 22, licensee security
management received notification from a Local Law Enforcement
Agency (LLEA) that a contractor employee working at the plant
was a fugitive with an outstanding felony warrant. Arrangements
were made for representatives from the LLEA to come to the plant
and arrest the individua) At approximately 11:30 a.m., the

LLEA arrested the individua) in the plant gate hcuse and removed
him from the site.

The licensee's review of the incident disclosed that the
individual had been granted unescorted access to the protected
and vital areas of the plant based upon certification from a

union Business Agent (BA

) that he was a member of the union for
three years and, to the b

est of the BA's knowledge, had shown no
adverse character traits or indications of aberrant behavior.
Further review by the licensee after the individual was arrested
disclosed that the individual was not a member of the union for
three years and, in fact, was not even a member of the BA's
loca) The 1icensee's review also disclosed that two other
individuals who had been granted unescorted access to the plant




based on the same BA's certification were also not members of
the union for three years nor were they members of the BA's
local. Plant access authorization was terminated for all of the
individuals involved.

2.2.2 At approximately 2:00 p.m., on August 22, the licensee's Access
Control Section (ACS) personnel determined that two individuals
who were employed by a loca) temporary services contractor hed
heen granted unescorted access to the plant protected area only
prior to their background investigations (BIs) being completed.
The discrepancies were discovered at that time, when ACS
personnel received completed Bl information from the contractor.

The licensee's review of the incident disclosed that the
contractor's certification for each individual was annotated to
indicate that additional information was forthcoming. The
notations were apparently overlooked by ACS personnel when the
individuals' unescorted access authorizations were processed.

The additional information that was provided disclosed nothing
that would have precluded either individual from being
authorized unescorted access. Therefore, their accesses were
sustained.

2.2.3 At approximately 3:00 p.m., on August 22, licensee management
was notified by one of fts contractors that one of the
contractor's employees who had been granted unescorted access
to the plant on the preceding day had been terminated by a
previous employer for an alcohol-related incident. The indivi=
dual had been granted unescorted access to the plant based on a
certification from the contractor to the licensee that a satis-
factory Bl had been completed. That certification was based on
a telephone notification to the contractor from the company that
performed the Bl that 1t was complete and satisfactory. When
the contractor received the completed Bl report form, the
disqualifying information was noted. The contractor then
notified the licensee of the discrepancy. The individual's
access authorization was promptly terminated by the licensee.
The licensee confirmed that he had not entered any vital areas
in the plant,

2.3 NRC_Findings

On August 29, 1990, two NRC inspectors were dispatched to the plant
to review the Vermont Yankee personnel accecs control program. The
review fncluded the NRC-approved Vermont Yankee Physical Security
Plan (the Plan), security department access control procedures,

and documentation of each of the three events. The inspectors also
interviewed licensee sacurity personnel.



The inspectors' determined that, in addition to the three individuals
who had false certifications from the union BA, there were approxi«
mately 400 other contractor employees at the plant who had been
granted vnescorted access based upon certifications from several
union BAs that the individuals had three or more years of union
membership with no adverse character trafts or indications of
aberrant behavior.

TWS PIRAERAPY COVTAIRS SAFEGUARDS

FLan

’.‘\':t'.*. K “m Fm Pm

PRSI 1116 WTENTIONALLY

The inspectors determined that the licensee uses union BAs certifi=
cations as the bases for granting unescorted access to contract
persontel in preparing for and during outages. Although this has been
a standard practice for years, according to the licensee, ft 1s not
identified in the Plan. The Plan does indicate that such certifi=
cations from employers (contractors) are used as bases for granting
unescorted access. The licensee had extended this provision in the
Plan to union BAs.

This matter is unresolved pending further review by the NRC.
(Unresolved Item 50-291/90*11-01?

With respect to the two temporary workers who were granted access
prior to completion of their Bls, the inspectors determined that
Jhere was a statement on the certification that the Bls were not
complete. However, because of the volume of personnel being
processed for access and because the statements, which blended in with
other "bofler plate" text on the form, were not highlighted, these
statements apparently went unnoticed by ACS personnel who processed
the forms. This appears to be an administrative oversight that the
licensee has taken action to correct by re-instructing its ACS
personnel and requiring the contractor to submit certification only
when all fnformation has been received.

With respect to the person who had had an alcohol-related incident on
a previous non=nuclear job, the fnspectors confirmed the facts that
were presented by the licensee.

The inspectors' review of the licensee's access contro) program
disclosed the following:
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2.3.5 There were two events in May 1990 involving contractor personne!l
who were granted unescorted access prior to the completion of
tneir Bls. Those events were promptly repcried to the NRC
and followed up with the submittal of event.reports.

The NRC has 1ssued IE Circular No. 78<17, "Inade.veic Suarg
Training/Qualification and Falsified Training Records," dated
October 13, 1978; 1E Information Notice No. 82-07, "Inadequate
Security Screening Programs," dated March 16, 1982; 1E Information
Notice No. 83-15, "Falsified Pre-Employment Scro.ninq Records,"
dated March 23, 1983; NRC Information Notice 87-64, "Conviction

for Falsification of Security Training Records," dated

December 22, 1987; and NRC Information Notice No. 88-26, "Falsified
Pre-Emoloyment Screening Records," dated May 16, 1988. These
documets alerted licensees to the possibility that contractors might
submit falsified security records to meet licensee commitments to
the NRC. ;

Information Notice No. 88-26 was issued specifically “to alert
“licensees to the potential problems associated with falsified
employment records and the attendant risk to site security. Audits
required by 10 CFR 73.55(g) and associated security plan commitments
are intended to provide assurance that records are accurate and
complete. Licensees currently employing ... contractors who will
conduct the pre-employment screening should be aware of the ?otont1¢1
for record falsification and the need for appropriate audits"
(emphasis added).

Part 73.55(g)(4) of Title 10, Code of Federal Regulations, states, in
part, that the security program shall be reviewed at least every 12
months. The review shall include a review and audit of security
procedures and practices ... .

The NRC-approved Physical Security Plan for the Vermont Yankee plant,
Chapter 12.6, "Quality Assurance," states that Chapter 18 (Audits)

of the Yankee Atomic Electric Company Quality Assurance Plan
addresses the Security Plan and procedures. Audits to assurs
continued quality assurance are performed in accordance with Chapter
18 of the Yankee Operational Quality Assurance Manual, YPQAP-1-A.
Additionally, these audits are to assess, on an annua) basis, the
potential impact of the Physical Security Plan and security
procedures on plant and personnel safety. Chapter 14.1 of the
Security Plan, "Compliance Audits," states that an annual audit is



performed by the Operational Quality Assurance Department of YNSD
(Yankee Nuclear Services Division) to ensure compliance with the
vermont Yankee Security Plan and implementing security procedures. A
written avdit report 1s prepared and submitted to plant management.
This audit program is conducted in accordance with OQAD procedures.

fcensee's failure to include 1ts access control practices,

i ly, the validity of pre-employment screening conducted by
ors and union BAs, in 1ts annual audit program 1s an
lation of NRC requirements (VIO 50-219/90-11-02)

y
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apparent
The inspectors also reviewed the licensee's determination that the
three access control events only had to be documented in the security
log in accordance with 10 CFR 73.71 (¢)(1), rather than reported to
the NRC within one hour in accordance with 10 CFR 73.71 (b)(1). In
each case, individuals who did not meet the licensee's criteria to be
authorized for unescorted access were granted unescorted access to
the plant Because of this, the licensee should have considered them
as unauthorized personne),

"9 10

Part 73, Title 10, Code of Federa! Regulations, Appendix G,
"Reportable Safeguards Events: states, in part ... "Events to be
reported within one hour of discovery, followed by a written report
within 30 days ... (b) An actua) entry of an unauthorized person into
@ prothcted area, material access area, controlled access area, vita)
area, or transport (¢) Any failure, degradation, or the discovered
vulnerability in a safeguard system that could allow unauthorized or
ungetected access to a protected area, material access area,
controlled access area, vita)l area, or transport for which compensa=
tory measures have not been employed."

The licensee's failure to comply with the above cited requirements,
for the events that constituted an actua) entry ¢f unauthorized
persons into the protected area and represented a failure of the
access control system (a Safeguards Systom) that could allow
unavthorized access to the protected or vita) areas of the plant, is
an apparent violation of NRC requirements, (VIO 50-219/90-11~03
Licensee Corrective Action

when the licensee discovered that a union BA had provided false
certifications for three contractors employees, the licensee
contacted, by telephone, other union BAs who had also provided
certifications to ensure that the certifications they had provided
were valid. The licensee advised the inspectors that the other BAs
confirmed the validity of their certifications. At the request of
the inspector, the licensee committed to conduct Bls on a random
sample of union contractor employees who had been certified by BAs.




That activity began prior to the completion of the inspection and, in
a telephone cal) to the inspector severa) weeks later, the licensee
advised *he inspector that the results of most of the Bls had been
received and that no disqualifying information had been developed.
The licensee also verified that none of the three contractors had
worked on any safety-releted systems or equipment.

3.0 Exit Interview

The inspector met {th the licensee representatives indicated in
paragraph 1 at the conclusion of the inspection on August 31, 1990, At
that time, the purpose and scope of the inspection were reviewed, and the
findings were presented The licensee was informed that they would be
notified of NRC Regfon I management's assessment of this matter at &
later date.
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