l:\ A\
i N { \/-\
T e, UNITED STATES }
“ . NUCLEAR REGULATORY COMMISSION

TEGION 11
230 PEACHTREE STREET, N. W. SUITE 1217

ATLANTA GEORGIA 0303

s O

-
& N 4
- |
: A,\,l.k'
=
° /
-

LS

4
1, &

NOV 171978

An Replx Refer To:
A RII:WJT |

. 50-302

\‘\_/

>
o2

§
8,,“'0 3

Florida Power Corporation
Attn: Mr. W. P. Stewart

Director of Power Production
Post Office Box 14042, Mail Stop C-4
St. Petersburg, Florida 33733

Gentlemen:

We have received permission to reproduce the attached articles which
appeared 1n the June and August editions of the Nuclear Security Safeguards
Newsletter. These articles provide further background information to

the mutually significant issues of guard training and records faisifica-
tion as discussed in IE Circular 78-17.

Stucerely,

';7644 oot W
-~ 'W. B. Wenna Branch Chief
Safeguards Branch
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Northeastern Regional Office ¢ 50 Federsl Street o Boston MA 02110 4

(617) 482 8130

Federal Judge’s Message

By Loren Evenson, Security Asociete, OSI

In the June issue, we reported on the investiga-
tion anc indictment of three Wiscons.n Security Bu
reau employees for making false statements to NRC
about security at a Dairyland Power Cooperative
nuclear power plant. The two defendants who plead-
ed gu''ty werc both given 20 day sentences on July
14, 1378, and action ageinst the third defendant »

Implementation of
73.55 Delayed

The 10 CFR 73.55 physical protection require
ments for nuclear power plants were 10 be imple
mented by May 25, 1977 if they involved procedural
measures and by August 24, 1978 if they involved
use of equipment On September 29, 1977, the NRC
delayed the implementation of one procedural
measure (physcal search of employees) until Auqust
24 1978, claiming that it required more study. Now,
as of August 7, 187E, the physical search and equip-
ment requirements are delayed until Februsry 23,
1879

The ratonzle for delaying enforcement of the
requiremant & smpiy that licersees have indicated
that they cannot comply by August 24 Licensees
cited delsys n receiving equipment, constructing
facilives, end installing and testing equipment. Ths
NRC delayed the pat-down search requirement again
because it may be affected by NRC's pending de
csicn on the proposed materisl sccess program, and,
n any event, there is 8 “lack of urgency 10 require
‘pat down' marches of employees ™ In light of ths
scdmasion, NRC might be better off to iten 10 what
the licensees have been saying all slong [here 1 no
need, ket slone urgency, for conducting # pat down
search of regular em loyees If conditions change so
radically i the future *hat there is an urgency for
such searches, NRC could impose the requirement at
that Lune Deved an the prewnlng conditons

. sull pending according to Frank M Tyuerkheimer,

United States Attorney for the Western Dmtrict of
Wisconsin,

The imposition of the sentences was not an easy
matter for United States Dmstrict Judge James E
Doyle. In identically worded opinicns for each de
fendant, " udge Doyle set out his reasoning:

“There 5 only one question 10 be resolved in
spproaching a sentencing decis.on in this case The
defendant s not in need of rehadbilitation. Nor s
any further sanction necessary to deter this particu
lar man from similar rsconduct in the future

“The ungle quesiion is whether a further sanc
tion ol some severity s necessary 3s a general de
terrent, which means the impostition of a sanction
upon one person in the hope 1hat others who learn
of his fate w.l be deterred from engaging in similar
conduct

“Is false reporting the kind of offense &
whicn the theory of general deterrence must be
invoked, assumung that others will actually be de
terred by what happens here? My answer s yes. The
effective sdminmtration of many governmental pro-
grams dupends uwpon abtanming niformation from
those involved. Obviously, if the information pro-
wided s insccurste, the governmental response may
be skewed In the present case ! appears that the
discrepancy between the truth and the nacrurate
information was probably of lirtie practical ugnif,
cance But it & cleorly not scceptable that those
bound to provids the nformat.on 10 the government
should decide whether sccuracy 15 /mporant n a
partic.lar case It 13 the sdministrators of the pro-
gram who must make such 2 judgment

“Is the wmportance of this particular program
wmificient to require the invocation of general deter
rence. agan amsuming ity efficacy” My answer 5 yes
Indeed. secunty memures in 1he nuciesr industry
ot 3 matter of grave importance
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“Is it likely that the imposition of a sanction
of some severity in this case will in fact deter others
from wmmilar conduct? Thrs question cannot be
answered by any objective standard Courts must do
their best to answer it in dealing with various kinds
of offenses. In this case, the “audience’’ consists of
those in the nuclear wiustry with responsibility for
securty precautions for today end for tomorrow
whether they be officials and employees of the
Nuclear Regulatory Commission, or of Dairyland
Power Cooperative and similar enterprises, or of
compeanies engaged in prowviding securitly services
My best judgment is that there are persons in that
sudence who will be deterred by the knowledge
that even persors like this defendant, who was near
the bortom rung of the ladder of responsibility for
security at the Genoa plant, received a sanction for
falsificai.on of a report

“Is the punishment already suffered by this
defendant sufficient 10 achieve general deterrence?
My anmswer © that it should be, but it probably is not
| am sware that the defendant has already suffered
grevously smply from the fact of conviction of »
felony and the astiendant publicity. But unless the
court itself now (nposes 3 sanction of some severity,
| belweve ths: the general deterrent effect will be
muted and perhaps minimized.

“Is this theory of general deterrence fair? My
answer 5 that it embodies a large quotient of un
farness as this case dramatically illustrates. But f
general deterrence were sbandonad #s a permmsible
factor in sentencing, the effect nationally snd over a
period of decaces would probably be profound and
unfortunate for the community.

‘Because of this defendant’s excellent record
over the years | have decided upon a sentence whict
represents the absolute minimum which | consider
necessary 10 send the message 10 those in govern
ment and in industry with responsibility for security
n nuciesr plants.”

The memage s clear The Federal judiciary
means business in lending 1ts support to the NRC's
security requirements. Once a decsion & made 10
engage in NRC licensed activities, a commitment
must be made 10 comply with ali current and future
reguiations. And the licensee would be wise to insti
tute nternal control 10 ssure that those charged
with complicance have in fact complied

There 15 a double edged reason for full compli
ance with nuclear security regulations. Nuclear se
curity personnel are charged with upholding the law,
and NRC regulations have the effect of law Nuclear
security personnel must no: be placed 1n the position
of having 10 violate laws, for 10 do 30 would expote
them not only 10 the risk of Federal criminal charges,
but also the destruction of their credibility. As oner
ous (or whatever other adective i chosen) as some
security reguistions seem 10 be, licensees must either
seek an exemption from NRC or fully comply. Full
comphance usuaily requires the support of many
diverse elements. Licensees must assure that the
Corporate securily manager, plant securitly super
intendent, or whoever s charged with compliance
has the necemary support in the form of people
facilities, material, and money
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V..0 Picad Cuiliy To Censpiracy, Falsa Siatera:

By Loren Evenson, Security Assaciate
Operational Systems Incorporated

Two former officials of a contract guard service
<12 plealed guilty to criminal charges stemming from
feptescntations they made or caused to be made 10 the
NAC in regard to their furnishing trained security of-
ficers ot a nucleir power plant.

{he nuclear power plant was the LaCrosse Boiling
Vater Reactor, Genoa, Wisconsin, operated by the
Dairyland Power Cooperative. The Physical Security
Plan that Dairyland submitted as part of its NRC
license stated that security personnel v.ould be teste.
and requalified every six months in the use of firearms.
To implement the Plan, Dairyland entered nto a con
tract with the Wisconsin Security Bureau (WSB) which

required WSB to furnish a guard force and specified

the training each guard must undergo.

When NRC inspected the plant in February 1977,
the inspacters found that the guards did not appear to
have been trained in the use of firearms as specified in
the plan. NRC issued a notice of noncompliance to
Dairy'and, which in turn notified WSB WSR then pro-
vided Dairyland or NRC with at least five training
records showing for the period in question that secur
'ty personnel had been trained in firearms with at
lcast one security officer’s time record showing that he
had spert four hours 2t the firing range, and with a
security officer who states that he had received 72
hours of classroom training and 16 hours of firearms
training before starting work at the plant

Vihen NRC inspectors examined the documents and
interviewed the security officer, they found that the
documents had been back dated and that the security
officer was not telling the truth. NRC called a2 manage
ment meeting nf appropriate officials, at which Dairy-
land disclaimed knowledge of the falsifications but
ViSB remained silent Since Darryland was then in com
nliance, having acquired a new contract guard service
v:hich provided trained security officers, Dairyland was
renuired only 1o show how it would assure compliance
in the future

Thinking the matter was over. Darylang was sur-
prised some months later when NRC asked if it would
cooperate n a Depantment of Justice inquiry into the
mcdent Darylang did fully cooperate and Justice
concivded That 1t was not responsible Justice did find
the besis for a full FBI eriminal investigation of the
responsibie WSB officials

The results of the FBI investigation were provided
10 Frank M Tuerkhemer United States Attorney for
he Western District of Wisconun, and he presented
the matier 10 a Federal Grand Jury uring in Madison
VWisconun On May 24 1978 the Grand Jury returned
3 Live cnunt indic rment acainet three WER n#Hirers
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® Count One Defenzants A and B 2nd other co
consp.rators viglated 18 USC 371 (~unaspiracy) by
conspiring 10 “defraud the United Statcs by impairing,
impeding, and obstructing the (INRC) in the perfor
mance of its functions” and “by mak i~ ‘2'se and ficti
tious statements and representaticns obout material
facts in matters within the juriscictio= of the INRC).”
The pents of the Conspiracy were the direction by the
co-conspirators to Defendant A to prepare false fire
arms requalification forms, the preparation by Defen
dant A of the forms, the filing of the *orms with Dairy
land know.ing that the forms would be =ace available
to NRC, and the subm.ssion by Defen<ant B to NRC
of a fa'se zayro!! record.

® Count Twe Defenzan: A viclztes 18 U S C. 1001
(false sratement) by filing four firearms requaiification
forms with Dairyland on March 1, 1877 that he knew
to be false.

® Count Three Defendant A violates 18 US.C.
1001 by filing one firearms requeiifization form with
Dairyland on April 5, 1977 that he e 10 be false.

® Count Tour: Defendant B vic'zmed 18 USC
1001 by presenting NRC insper- 5 oi% 2 sayroll
form he knew 10 be faise.

® Count Five Defendant C viclatez 18 US.C it
and 1002 by commanding and NC.CiNg 3 security -
ficer to make matements 10 NRZ aszectors that
knevs 10 be faise

On May 30, 1978 Defenczn: A pleaded guilty to
Count Four and on sune 2 De‘sndent B pieaded guilty
to Count One Defencant C pieades not guilty to
Count Five on June 5 The maximum penalty for each
count s five years imprisonment, a $10.000 fine, or
both.

These are the first such charges brough™t in connec-
ton with security at a nuclear powe: plant. They may
not be the last. Security s a live ssue, and the tenden
Cy of some utilities 1o shunt it 10 the s'de must be
svoided Utilities must 1ake an active interest in the
management of the sacurity force and comaliance with
their security plan and NRC reguirements Thorough
management audits, meetings with security officials,
and personal spection will assure the u: Iy thai the
required security is i place or that the necessary
changes are being made
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