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ABSTRACT ‘

Maryland. This document contains the edited transcripts
of the guest speakers. It also contains some of the speak-
ers’ formal papers that were distributed and some of the
slides that were shown at the symposium (Appendix A).
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PROCEEDINGS —- DAY ONE

Ms. Dwyer:

Welcome 10 the Security 1 ramning Symposium. My
name s Priscilla Dwyer, Coordinator of the
symposium

In your portfolio you have the final agenda and a list of
speakers’ biographies. We have also provided you with
& three-ring notebook that contains background mate
rial that has been provided by our guest speakers. itisa
mix of information. There are briefing slides, reports,
evaluations of detection equipment, and various infor-
mation, along with a training syllabus. Our intent was
10 put & manual together that you could take back to
your sites and circulate the information

Questions from the Noor during the symposium will be
welcomed if there is time alter a speaker's presenta
non. You may have noticed from the final agenda that
we do have some time programmed at the end of cach
day for a general question-and-answer session. We
have asked our speakers to stay around so that they will
be available 10 answer vour questions at that time, if
they are not handled duri £ the course of the dav, We
have microphones set upin diferent locations for vou
10 use 8O that everybody can hear vour questions and
the answers

I do want to remind everyone of the unc tassitied nature
of this symposium. That includes saleguards informa
tion. If you do ask questions or get into a discussion
over the microphone, please be careful not to talk
about any classified information or saleguards informa
ton. That is very important because it is an apen
meeting

One final thing that I wanted to mention is that we have
anumber of speakers over the next three davs. Y ouare
gomng 1o find some overlap in the discussions we
decided to call this positive reinforcement We have
done our best to get a wide variety of speakers and to
set an outline as to the different LOpics that we want
covered. Nonetheless, there will be a little bit of an
overlap, although I think you are going to find them all
interestng

Fhat concludes my opening remarks

It is my pleasure to introduce Mr. Robert | Burnett

Welcoming Remarks

Mr. Burnett:

Good morning and welcome to Bethesda. Maryland
As Priscilla just said, my name is Bob Burnett for those

that do not know me. I am the Director of the Division
of Safeguards and Transportation. I am here this morn.
ing, however, in my capacity as Chairman of this Secu-
rity Training Symposium. 1 would like to emphasize
right off the bat, first and foremost, the Nuclear Regu-
latory Commission (NRC) is truly delighted at the en
thusiastic response that we have received from licen.
secs and other Federal agencies in support of this, our
first Security Training Symposium

I'he idea for conducting this sy mposium originated sev-
eral months ago. As many of you know, my division is
responsible for the protection and transport of com
mercial nuclear materials. The bombing of the Pan
American Flight 103—and I am SOrTY 10 say possibly
another one that happened yesterday got my division
thinking predy hard about the Job that we are doing in
the detection of explosives, contraband. and fircarms,
and the difficult job of keeping them out of the nuclear
cnvironment

I guess also, that particular incident brought, at least to
my division, the harsh realization and heightened
awareness of the damage that could be done by rela
tively small amounts of high explosives. Of course, it
underscores the importance of security, which caused
us 10 reflect on how we are protecung our nuclear
facilities against the threat and introduction of contra
band, high explosives, and weapons

As a regulatory agency, the NRC has had in place for
many years requirements for the condact of explosives
and fircarms searches. ‘The specilic methods, however,
were left 1o and selected by our licensecs, subject to
NRC licensing and inspection. Because of our ongoing
threat assessment activities and contacts with other
Federal agencies, my staff and | maintain an awareness
of current developments from both the terrorism and
counter-terrorism perspectives in the area of fircarms
and explosives recognition and detzetion.

It was thought that if NRC could provide an enabling
mechanism to facilitate technology transfer of these
topics, the entire nuclear community would benefit
Ihis led 1o the development of this particular Security
I'raining Symposium. I think it is important to note that
when T say this symposium will benefit the entire
nuclear community, it is intended to do Just that

Foday we are tramning you, the attendees that include
representatives from the licensed sites and repres
entatives from the NRC ingpection staff. The job of
security 1s a dvnamic one. We must all attempt 1o keep
pace with current developments and trends. This will
help the NRC to regulate better, assist licensees in
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Welcoming Remarks

their jobs of protecting commercial nuclear facilities,
and it also will help to maintain a level of awareness
and vigilance appropriate for the protection of the pub-
lic health and safety.

The purpose of this symposium is to stimulate, moti-
vate, and educate you, the attendees, in fircarms and
explosives recognition and detection. It has intention-
allv been labeled a training symposium. We have set
forth a rigorous curriculum over the next three days,
which includes formal lectures, video tapes, a display of
weaponry, question-and-answer sessions, panel discus-
sions and also, we hope, informal discussions will be
generated among yourselves

The individuals who will be participating as guest
speakers represent the highest caliber ol security
expertise available domestically. My hope is that the
attendees will view the symposium as an opportunity
A forum is being provided for you: an open discussion
of our difficult 1ssues and the trangfer of technology
and development of communication lines

I strongly encourage all attendees 1o take maximum ad-
vantage of the forum through active participation. This
symposium can only be considered truly successful if
such participation takes place and the information and
knowledge gained here is reflected back in your own
security systems. A successful symposium can lead (o
future NRC symposiums of this type on other
pertinent topics

NUREG/CP-0107

Each one of us here today is well aware of the challenge
facing us in providing adequate sccurity at nuclear
sites. Day-to-day problems are often compounded by
the fact that even the experts do not always agree. You
will probably see overlap and possibly even disagree-
ment among the speakers. But disagreement can be a
positive motivating factor if it leads 1o new ideas and
better ways to do things.

In conclusion, | welcome you to the Security Training
Symposium and anticipate a fruitful and vigorous dis-
cussion of issues over the next few days. | leave you with
the thought that we should not be discournged by what
may at times seem an impossible task before us, but rise
10 the challenge through participation and technology
exchanges of this type and sharing of ideas and experni-
ences through continuing cooperation and, hopefully,
a revitalized spirit 1o raise the level of excellence in the
nuclear community

That concludes my opening remarks. Again, 1 welcome
you all to our first training symposium and, hopefully,
not our last

Ms. Dwyer:

I'hank you, Mr. Burnett. I would now like 1o introduce
Mr. Hugh L. Thompson, Jr., who is our Deputy Execuo-
tive Director for Nuclear Materials Safety, Saleguards
and Operational Support

Hugh Thompson, Jr., Deputy Director
for Nuclear Materials Safety, Safe-
guards and Operational Sapport pro-
vides opening remarks o symposium
participants



Mr. Thompson:

Thank you Priscilla. | guess when 1 first look out there 1
wonder, who is mindiig the store? Who is protecting
all those facilities out there that you are

for? It is delightful 10 see such a nice turnout, and 1
would like to welcome each of you who represent our
licensees, the NRC staff members who are here today
for their training, the other Federal agencies, as well
any of the Chicago Bear fans who are seeking solace
here in Bethesda. 1 certainly want to welcome all of
you.

I would like to emphasize three things for this training
symposium today. The first 1s the timeliness of the sym-
posium, botk with regard to the firearms and explosives
and 1o the recognition and detection aspects. This is an
effort that we have had to bring you, as Bob said carlier,
right up to the state-of- the-art on, in those two areas.

The second is the training nature of this symposium.
We talked about training and, in essence, we will rein-
force that throughout the period. However, we are not
just here to train you: We will make sure that you are
our messenger back to your facility so that the people
who are on the front line doing the day-to-day security
at your facilities and the people who are doing the in-
spections are as knowledgeable as you are-—as knowl-
edgeable as anyone else is in the United States with
regard to detecting and being alert for potential
terrorist devices.

Third is the consideration of human factors in carrying
out your responsibilities. As Bob said, the threats both
at Lockerbie on the Pan American flight and the al-
leged bombing of the Colombian flight just reinforce
attention on terrorists and the capabilities that they do
have. While none of that has really come to the nuclear
industry or certainly not 1o the United States, the
nuclear industry does present a highly visible target
and we must be ever vigilant,

One way to prepare for this potential threat is to have
these types of symposiums. Today, production units are
available to detect heretofore undetected plastic
explosives, although they are very costly. X-ray devices
to distinguish material of different atomic weights also
are available. These devices give us, the secunity staff,
for the first time, the potential to keep pace with ad-
vancees in modern weaponry.

The concept of a training symposium has been dis-
cussed with Bob, myself, and Priscilla for some time,
and we think that it1s particularly valuable that we have
this meeting. I would like to personally thank Priscilla
and Bob for their effort and initiative in this activity. 1
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certainly hope that it meets with the success that we are
intending it to.

What we really wanted was a comprehensive

with aids that could be taken back 1o the nu-
clear sites and the NRC regional offices for further
consideration and communication. In essence, train
the trainer. You out there now are trainers in our

viewpoint.

It was the NRC staff coordinating its efforts with the
NRC Technical Training Center in Chatianooga, Ten-
nessee, that resulted with the training syllabus in the
three-ring manual before you, which represents an ef-
fort that we believe will benefit the entire nuclear secu-
rity community.

1 believe that the training symposium concept is good.
But for it to fully succeed, it will be necessary for you to
carry the information that you receive here today back
1o your security staffs. 1 will certainly look forward to
your support in this area.

Finally, 1 would like to make the point that no matter
how sophisticated our equipment 1s, we must recognize
that human factors are an integral part of security.
While we use machines as important tools to perform
everyday security-related tasks, we must recognize that
they are just that —tools. These tools turn into effective
security devices only when operated or placed in the
hands of vigilant, well-trained sccurity specialists.

While the main theme of this symposium may appear
to deal only with the mechanical nature of explosives
and firearms recognition and detection, the NRC con-
siders human factors 1o play an important role in meet-
ing the objectives of sound and adequate nuclear secu-
rity. In conclusion, 1 believe that in meeting our
objectives to adequately protect the public health and
safety, the issue seems 10 boil down o a few major
ones. The most important one is people; how well they
are trained, how well they are motivated, their degree
of involvement and their contribution toward the
common goal.

This symposium is intended to play a significant role in
providing training on the newest innovaticas in expio-
sives and firearms recognition and detection to
members of the nuclear security community, 1t will also
improve communications between this community and
those Federal agencies on the forefront of developing
new detection devices. This emphasis on training and
improved communication highlights the significance
that the NRC places on people-related factors in nu-
clear security and underscores the importance of main-
taining the high caliber of security professionals that
has been achieved in both the regulation and operation
of our commercial nuclear facilities.
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Keynote Address

To date, I think we have achieved the level of success
that we all intended. It has been very successful But as
the philosopher Malcolm Kirshner once said, “people
who are resting on their laurels are wearing them on
the wrong end.” With that, ! will hopefully encourage
you to participate fully in the next few days of thetrain-
ing symposium, and I certainly appreciate your efforts
10 participate.

Keynote Address
Commissioner Rogers:

Good morning ladies and gentlemen. 1 am sure you
have heard that already several times, $o it is not a new
greeting. [ am very pleased to speak with you this morn-
ing from my perspective as an NRC Commissioner on
the development and maintenance of effective security
for commercial nuclear plants and fuel cycle facilities.

[ am especially pleased to share this podium with the
distinguished speakers who will address you from other
Federal agencies, including the Departments of State,
Defense, and Treasury, the FBI, Sandia National
Laboratories, the NRC itself, and the nuclear industry.
In addition, my fellow NRC Commissioner, Comm’s-
sioner Curtiss, will address you on Thursday morning.

As a former Professor and University President, [ ama
strong advocate of education. | can assure you that the
NRC stalf has made every effort to assemble a stellar
cast of faculty for this symposium, and I look forward to
nearing more from them as time goes by

NUREG/CP-0107

Ms. Dwyer:

It is now my great pleasure to introduce Commissioner
Kenneth C. Rogers who will present the symposium'’s
keynote address.

Commissioner Kenneth C. Rogers deliv-
ers the Keynote Address to participants
of the symposium

A reliable supply of electric power is vital to our na-
tion's economic well-being. As yc 3 may know, electric-
ity accounts for approximately 11 percent of current
U.S. total energy demand, or about 2.7 million gigawatt
hours per year. Of this amount, about 20 percent is
generated by NRC-licensed nuclear power reactors
with their supporting fuel cycle facilities. Presently, 73
pressurized-water reactors and 38 boiling-water reac-
tors constitute the 111 licensed nuclear power reactors
located in the 34 States that produce this electricity.

Two commercial uranium conversion facilities and sev-
eral commercial fuel fabrication facilities support the
U.S. commercial nuclear power enterprise. An addi-
tional three facilities possess large quantities of high-
enriched uranium in support of Navy nuclear fuel
programs.

Ensuring the security of tne commercial nuclear elec-
tric enterprise is a significant challenge involving di-
verse requirements. Previous NRC speakers have com-
mented on the theme and purpose of this symposium in
their remarks. I think it is appropriate to step back and
examine the broader aspects of commercial nuclear se-
curity; where it has been, where it is at present, and



PROCEEDINGS - DAY ONE

Ms. Dwyer:

Welcome to the Security Training Symposium. My
name is Priscilla Dwyer, Coordinator of the

symposium.

In your portfolio you have the final agenda and a list of
speakers’ biographies. We have also provided you with
a three-ring notebook that contains background mate-
rial that has been provided by our guest speakers. Itisa
mix of information. There are briefing slides, reports,
evaluations of detection equipment, and various infor-
mation, along with a training syllabus. Our intent was
to put a manual together thay you could take back to
your sites and circulate the information.

Questions from the floor during the symposium will be
welcomed if there is time after a speaker's presenta-
tion. You may have noticed from the final agenda that
we do have some time programmed at the end of each
day for a general question-and-answer session. We
have usked our speakers to stay around so that they will
be available to answer your questions at that time, if
they are not handled during the course of the day. We
have microphones set up in different locations for you
10 use so that everybody can hear your questions and
the answers.

I do want to remind everyone of the unclassified nature
of this symposium. That includes safeguards informa-
tion. 'f you do ask questions or get into a discussion
over the microphune, please be carcful not to talk
about any classified information or safeguards informa-
tion. That is very important because it is an open
meeting.

One final thing that I wanted to mention is that we have
a number of speakers over the next three days. You are
going to find some overlap in the discussions—we
decided to call this positive reinforcement. We have
done our best to get a wide variety of speakers and to
set an outline as to the different topics that we want
covered. Nonetheless, there will be a little bit of an
overlap, although I think you are going to find them all
interesting.

That concludes my opening remarks.

It is my pleasure to introduce Mr. Robert F. Burnett.

Welcoming Remarks

Mr. Burnett:

Good morning and welcome to Bethesda, Maryland.
As Priscilla just said, my name is Bob Burnett for those
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that do not know me. I am the Director of the Division
of Safeguards and Transportation. I am here this morn-
ing, however, in my capacity as Chairman of this Secu-
rity Training Symposium. 1 would like to emphasize
right off the bat, first and foremost, th : :duclear Regu-
latory Commission (NRC) is truly delighted at the en-
thusiastic response that we have received from licen-
sees and other Federal agencies in support of this, our
first Security Training Symposium.

The idea for conducting this symposium originated sev-
eral months ago. As many of you know, my division is
responsible for the protection and transport of com-
mercial nuclear materials, The bombing of the Pan
American Flight 103—and I am sorry to say possibly
another cne that happened yesterday —~ got my division
thinking precty hard about the job that we are doing in
the detection of explosives, contraband, and fircarms,
and the difficult job of keeping them out of the nuclear
environment.

I guess also, that particular incident brought, at least to
my division, the harsh realization and heightened
awareness of the damage that could be done by rela-
tively small amounts of high explosives. Of course, it
underscores the importance of security, which caused
us to reflect on how we are protecting our nuclear
facilities against the threat and introduction of contra-
band, high explosives, and weapons.

As a regulatory agency, the NRC has had in place for
many years requirements fer the condact of explosives
and firearms searches. The specif*> methods, however,
were left to and selected by our licensees, subject to
NRC licensing and inspection. Because of our ongoing
threat assessment activities and contacts with other
Federal agencies, my staff and I maintain an awareness
of current developments from both the terrorism and
counter-terrorism perspectives in the area of fircarms
and explosives recognition and detection.

It was thought that if NRC could provide an enabling
mechanism \ - facilitate technology transfer of these
topics, the entire nuclear community would benefit.
This led to the development of this particular Security
Training Symposium. I think it is important to note that
when I say this symposium will benefit the entire
nuclear community, it is intended to do just that.

Today we are training you, the attendees that include
representatives from the licensed sites and repres-
entatives from the NRC inspection staff. The job of
security is a dynamic one. We must all attempt to keep
pace with current developments and trends. This will
help the NRC to regulate better, assist licensees in
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their jobs of protecting commercial nuclear facilities,
and it also will help to maintain a level of awareness

and vigilance appropriate for the protection of the pub-
lic health and safety.

The purpose of this symposium is 1o stimulate, moti-
vate, and educate you, the attendecs, in firearms and
explosives recognition and detection. It has intention-
ally been labeled a training symposium. We have set
forth a rigorous curriculum over the next three days,
which includes formal lectures, video tapes, a display of
weaponry, question-and-answer sessions, panel discus-
sions and also, we hope, informal discussions will be
generated among yourselves.

The individuals who will be participating as guest
speakers represent the highest caliber of security
expertise availaUle domestically. My hope is that the
attendees will view the symposium as an opportunity.
A forum is being provided for you: an open discussion
of our difficult issues and the transfer of technology
and development of communication lines.

I strongly encourage all attendees to take maximum ad-
vantage of the forum through active participation. This
symposium can only be considered truly successful if
such participation takes place and the information and
knowledge gained here is reflected back in your own

security systems. A successful symposium can lead to
future NRC symposiumas of this type on other
perunent tOpics.

NUREG/CP-0107

Each one of us here today is well aware of the challenge
facing us in providing adequate security at nuclear
sites. Day-to-day problems are often compounded by
the fact that even the experts do not always agree. You
will probably see overlap and possibly even disagree-
ment among the speakers. But disagreement can be a
positive motivating factor if it leads to new iieas and
better ways to do things.

In conclusion, 1 welcome you to the Security Training
Symposium and anticipate a fruitful and vigorous dis-
cussion of issues over the next few days. I leave you with
the thought that we should not be discouraged by what
may at times seern an impossible task before us, but rise
to the challenge through participation and technology
exchanges of this type and sharing of ideas and experi-
ences through continuing cooperation and, hopefully,
a revitalized spirit to raise the level of excellence in the
nuclear community,

That concludes my opening remarks. Again, [ welcome
you all to our first training symposium and, hopefully,
not our last.

Ms. Dwyer:

Thank you, Mr. Burnett. I would now like to introduce
Mr. Hugh L. Thompson, Jr., who is our Deputy Execu-
tive Director for Nuclear Materials Safety, Safeguards
and Operational Support

Hugh Thompson, Jr., Deputy Director
for Nuclear Materials Safety, Sofe-
guards and Operational Support pro-
vides opening remarks to symposium
participants,




Mr. Thompson:

Thank you Priscilla. I guess when 1 first look out there |
wonder, who is minding the store? Who is protecting
all those facilities out there that you are responsible
for? 1t is delightful to see such a nice turnout, and |
would like to welcome each of you who represent our
licensees, the NRC staff members who are here today
for their training, the other Federal agencies, as well
any of the Chicago Bear fans who are seeking solace
here in Bethesda. 1 certainly want to welcome all of

you.

I would like to emphasize three things for this training
symposium today. The first is the timeliness of the sym-
posium, both with regard to the fircarms and explosives
and 1o the recognition and detection aspects. This is an
eff >rt that we have had to bring you, as Bob said earlier,
right up to the state-of- the-art on, in those two areas.

The second is the training nature of this symposium.
We talked about training and, in essence, we will rein-
force that throughout the period. However, we are not
Just here 1o train you: We will make sure that you are
our messenger back to your facility so that the people
who are on the front line doing the day-to-day security
at your facilities and the people who are doing the in-
spections are as knowledgeable as you are—as knowl-
edgeable as anyone else 1s in the United States with
regard to detecting and being alert for potential
terrorist devices.

Third is the consideration of human factors in carrying
out your responsibilities. As Bob said, the threats both
at Lockerbie on the Pan American flight and the al-
ieged bombing of the Colombian flight just reinforce
attention on terrorists and the capabilities that they do
have. While none of that has really come to the nuclear
industry or certainly not to the United States, the
nuclear industry does present a highly visible target
and we must be ever vigilant.

Gne way to prepare for this potential threat is to have
these types of symposiums. Today, production units are
available to detect heretofore undetected plastic
explosives, although they are very costly. X-ray devices
to distinguish material of different atomic weights also
are available. These devices give us, the security staff,
for the first time, the potential to keep pace with ad-
vances in modern weaponry.

The concept of a training symposium has been dis-
cussed with Bob, myself, and Priscilla for some time,
and we think that it is particularly valuable that we have
this meeting. I would like to personally thank Priscilla
and Bob for their effort and initiative in this activity. |

Welcoming Remarks

certainly hope that it meets with the success that we are
intending it to.

What we really wanted was a comprehensive program
with training aids that could be taken back to the nu-
clear sites and the NRC regional offices for further
consideration and communication. In essence, train
the trainer. You out there now are trainers in our

viewpoint.

It was the NRC staff coordinating its efforts with the
NRC Technical Training Center in Chattanooga, Ten-
nessee, that resulted with the training syllabus in the
three-ring manual before you, which represents an ef-
fort that we believe will benefit the entire nuclear secu-
rity community.

I believe that the training symposium concept is good.
Butfor it to fully succeed, it will be necessary for you to
carry the information that you receive here today back
1o your security stalfs. 1 will certainly look forward to
your support in this arca.

Finally, I would like to make the point that no matter
how sophisticated our equipment is, we must recognize
that human factors are an integral part of security.
While we use machines as important tools to perform
everyday security-related tasks, we must recognize that
they are just that—tools. These tools turn into effective
security devices only when operzted or placed in the
hands of vigilant, well-trained security specialists.

While the main theme of this symposium may appear
to deal only with the mechanical nature of explosives
and firearms recognition and detection, the NRC con-
siders human factors to play an important role in meet-
ing the objectives of sound and adequate nuclear secu-
rity. In conclusion, I believe that in meeting our
objectives to adequately protect the public health and
safety, the issue seems (o boil down 1o a few major
ones. The most important one is people; how we'i ihey
are trained, how well they are motivated, their degree
of involvement and their contribution toward the
common goal.

This symposium is intended to play a significant role in
providing training on the newest innovations in explo-
sives and firearms recognition and detection to
members of the nuclear security community. It will also
improve communications between this community and
those Federal agencies on the forefront of developing
new detection devices. This emphasis on training and
improved communication highlights the significance
that the NRC places on people-related factors in nu-
clear security and underscores the importance of main-
taining the high caliber of security professionals that
has been achieved in both the regulation and operation
of our commercial nuclear facilities.
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To date, I think we have achieved the leve! of success
that we a!l intended. It has been very successful. But as
the philosopher Malcolm Kirshner once said, “peopie
who are resting on their laurels are wearing them on
the wrong end.” With that, I will hopefully encourage
you to participate fully in the next few days of thetrain-
ing symposium, and I certainly appreciate your efforts

to participate.

ievnote Address

Commissioner Rogers:

Good morning ladies and gentlemen. [ am sure you
have heard that already several times, SO it is not a new
greeting. [ am very pleased to speak with you this morn-
ing from my perspective as an NRC Commissioner on
the development and maintenance of effective security
for commercial nuclear plants and fuel cycle facilities.

! am especially pleased to share this podium with the
distinguished speakers who will address you from other
Federal agencies, including the Departments of State,
Defense, and Treasury, the FBI, Sandia National
Laboratories, the NRC itself, and the nuclear industry.
In addition, my fellow NRC Commissioner, Commis-
sioner Curtiss, will address you on Thursday morning.

As a former Professor and University President, [ am a
strong advocate of education. I can assure you that the
NRC staff has made every effort to assemble a stellar
cast of faculty for this symposium, and I look forward to
hearing more from them as time goes by.
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Ms. Dwyer:

It is now my great pleasure to introduce Commissioner
Kenneth C. Rogers who wili present the symposium’s
keynote address.

Commissioner Kenneth C. Rogers deliv-
ers the Keynote Address to participanis
of the symposium.

A reliable supply of electric power is vital to our na-
tion's economic well-being. As you may know, electric-
ity accounts for approximately 11 percent of current
U.S. total energy demand, or about 2,7 million gigawatt
hours per year. Of this amount, about 20 percent is
generated by NRC-licensed nuclear power reactors
with their supporting fuel cycle facilities. Presently, 73
pressurized-water reactors and 38 boiling-water reac-
tors constitute the 111 licensed nuclear power reactors
located in the 34 States that produce this electricity.

Two cominercial uranium conversion facilities and sev-
eral commercial fuel fabrication facilities support the
U.S. commercial nuclear power enterprise. An addi-
tional three facilities possess large quantities of high-
enriched uranium in support of Navy nuclear fuel
programs.

Ensuring the security of the commercial nuclear elec-
tric enterprise is a significant challenge involving di-
verse requirements. Previous NRC speakers have com-
mented on the theme and purpose of this symposium in
their remarks. I think it is appropriate to step back and
examine the broader aspects of commercial nuclear se-
curity; where it has been, where it is at present, and



where it is headed, taking into account both technologi-
cal and societal dynamics.

Before 1973 there were no codified physical security
requirements at power reactors or fuel facilities pos-
sessing sirategic quantities of specia! nuclear material,
such as enriched uranium and plutonium. Fron: the
mid-1250's to about the mid-1960's, a varicy of
nuclear safeguards measures were applied piece neal
to the various U.S. defense and commercial facil ties.
Duiing this period, U.S. defense programs relied
primarily on nuclear secrecy and physical protection.

In the Atomic Energy Commussion’s (AEC’s) contrac-
tor facilities on the other hand, financial responsibility,
material accountability, and criminal penalties consti-
tuted the major elements of the safeguards program. In
private commercial facilities during this period, only fi-
nancial responsibilities related to value of nuclear
material and criminal penalties for misuse of this
material provided the safeguards.

AEC safeguards regulations, up to about 1969, con-
sisted primarily of nuclear material control and ac-
countability requirements. Physical protection re-
quirements were not placed on the private sector. The
AEC position began to change in the 1969-10-1970
period, as the number of U.S. airliner hijacking inci-
dents and terrorist attacks escalated internationally.

By 1970, there was a developing consensus that nuclear
safeguards regulations should be extended to include
physical protection requirements for the growing num-
bers of commercial nuclear power plants and their as-
sociated commercial fuel cycle facilities. Upon creation
of the Nuclear Regulatory Commission in 1975, the
NRC was charged with protection of the public against
nuclear accidents and related criminal acts.

These two areas of concern overlapped to some extent,
in that safety measures to prevent or cope with acci-
dents may also prevent or mitigate plant vulnerability
to criminal acts. The NRC's safeguards program was
designed principally to focus on criminal acts, protec-
tion of facilities against theft, diversion, or radiological
sabotage.

Thus, an objective of the NRC safeguards program is to
ensure that licensed private activities, such as the op-
eration of commercial nuclear power plants and fuel
cycle facilities, do not contribute to any significant in-
crease in overall risk of death, injury, or property dam-
age to the public from criminal acts.

Safeguards effectiveness criteria were established,
which included provision for protection against serious
civil damage and for the accumulation of timely and
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accurate information on the status of nuclear material
in facilities. The acceptability of these safeguards re-
quired a realistic accounting of the risks involved and of
the burdens on the public in terms of encroachment
upon civil liberties and effect on institutional organiza-
tions, economic activities, and the environment.

To ensure the appropriateness of the nature and level
of safeguards requirements, a design-basis threat was
defined, together with provisions for its continuing re-
view and revision as circumstances warranted. The de-
velopment of safeguards criteria, however, introduced
new problems. Since there has been no history of cred-
ible threats against the U.S. nuclear industry, how were
licensees to demonstrate that the effectiveness criteria
could be achieved in practice? Without a safeguards
design standard, how were licensecs and the NRC to
design physical protection systems or judge their
adequacy?

The NRC chose to rely on the use of hypothetical
threats, the design-basis threats, which would serve asa
stundard against which safeguard measures would be
developed, evaluated, and implemented. It is impor-
tant te note that from the beginning, certain key con-
cepts have served as the foundation for the design-
basis threats.

First, safeguards at nuclear facilitics are bounded by an
assumption of civil order within this country. Second,
safeguards measures for deployment against a smail
adversary group would also offer some protection
against a larger adversary group. Third, public accep-
tance would be the final arbiter of the degree or level of
safeguards that is appropriate. Fourth, the definition
of threat in precise terms is judgmental. Thus, the
design-basis threats are not intended to be the maxi-
mum or worst conceivable threat.

The NRC design-basis threats were originally defined
and validated following extensive worldwide study and
analysis of adversary characteristics associated with
subnational and intranational conventional crime and
terrorist actions. These studies included consultations
with intelligence community and law enforcement ex-
perts on crime and terrorism and examined group size,
motivation, weaponry, equipment, and tactics among
other adversary characteristics.

In 1979, the NRC articulated separate threat state-
ments for radiological damage and for theft of nuclear
material. These threat statements provided licensees
and the NRC with practical, performance-oriented
standards against which safeguard systems could be de-
signed, evaluated, and implemented. Their use has
helped standardize licensee security capabilities across
the country.
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In addition to their role in the design of safeguards sys-
tems, these design-basis threat statements provide the
standard against which changes in the threat environ-
ment, the world of real threats, can be evaluated and
their adequacy determined. The NRC staff performs a
number of tasks to detect any significant change in the
threat environment and to assure that the threat state-
ments remain reasonable.

The stafl maintains close and continuing contact with
the intelligence community, including regular interag-
ency meetings of Federal agencies concerned with ter-
rorism. The stafl also reviews and evaluates intelli-
gence reports on terrorist activities and incidents on a
daily basis and assesses all reported threats against
licensees.

Every six months the staff formally documents its
analysis of the threat environment and provides this
analysis to the Commission. Any significant change in
the threat environment that could affect the
design-basis threat would result in revised licensee
safeguards requirements to meet the new threat level.

To assure that licensee safeguard systems to meet the
design-basis threat are effective, the NRC conducts a
regulatory effectiveness review, an RER, that includes
a week-long site visit at each facility for a hands-on
evaluation of safeguards. RERs will be discussed more
fully on Thursday. Finally, when the need arises, the
NRC works with the Executive Branch of the Federal
Government to address policy issues regarding the
design-basis threats.

Although security requirements have been defined
over the years, entrance searches have always been a
key requirement for access to both power reactors and
fuel facilities. Fortunately, the early 1970 antihijacking
efforts of the Federa! Aviation Administration (FAA)
resulted in the availability of effective firearms
detection systems that could be v sed at licensed reactor
facilities. At first, difficuity was experienced with
procurement of acceptable detectors of explosives and
incendiary devices. Licensees supplemented equip-
ment searches for a time with random “pat-downs™ for
site employees and 100 percent pat-downs for visitors.

In the mid-1980's after thorough review, the staff con-
cluded that explosives detectors that were available at
that time were more effective than pat-down searches.
Subsequently we amended our rules to require the use
of detectors for both explosives and firearms.

Most recently, with commercial development and
near-term deployment of an estimated 200 to 400 ther-
mal neutron activation explosives detection systems by
the FAA and airports throughout the country, it
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appears that new advancements in technology may
make available more effective methods for detecting
certain explosives such as plastic. However, these
devices are not currently suitable for use at commercial
nuclear facilities.

The NRC and the Department of Energy assure that
for like kinds and quantities of special nuclear material
comparable levels of protection are provided by secu-
rity forces, whether at NRC-licensed facilities or at
DOE facilities, which are exempt from NRC oversight.
A final rule to ensure comparability was issued in
November of 1988. It called for performance evalu-
ation through tactical response exercises, establish-
ment of taciical response teams, upgrading of guard
force weaponry and training, strengthening of entrance
search requirements, and upgrading of protected-area
barrier systems.

As to important nuclear security issues, [ am inclined to
agree with the previously stated view that human fac-
tors play an important role in nuclear safeguards. Hu-
man factors issues can have great impact on security for
nuclear facilities and include such consicderations as
chemical substance abuse or fitness for duty, access
authorization, physical fitness, security force vigilance
and training, and motivation of individual security
force personnel. I will discuss these brieflly.

An NRC final rule addressing fitness for duty of per-
sonnel who are granted unescorted access at nuclear
power plants was issued in June of 1989. It establishes a
high standard—possibly among the highest found in
any sector of industry—against on-the-job impairment
from chemical substance abuse and the potential for
unsafe practices and operations in nuclear power
plants.

The staff is presently considering whether a similar
rule should apply at non-reactor fuel cycle facilities
possessing large quantities of highly enriched uranium.
Licensee employees affected by such a rule would in-
clude those who have direct access to or direct respon-
sibility for transportation or protection of large quanti-
ties of highly enriched uranium.

The NRC is developing a proposed rule that would
provide for a physical fitness program and establish
minimum fitness standards for security personnel at
NRC-licensed fuel cycle facilities possessing large
quantities of highly enriched uranium.

The basis for safeguards effectiveness against an as-
sault by a determined adversarial group is a composite
of many attributes: motivation, size and weaponry of
the attack and defensive teams; transportation capabil-
ity available to each, inciuding capacity and speed;
communications ability available to each; robustness of



intrusion delay devices such as fences, buildings, and
entrances; and most importantly the capability and
diversity of intrusion detection devices and equipment.

Small group adversarial engagement modeling and
simulated ficld games have repeatedly shown that early
detection of attempts at intrusion, early mobilization
and effective deployment of security force personnel,
and carly communication notification to offsite local
law enforcement personnel of an imminent attack are
dominant contributors to the success of the security
force in a subsequent engagement.

Early intiusion detection requires vigilance by, and ef-
fective tranning of, security personnel. Personal moti-
vation is esscntial to the maintenance of vigilance and
professional aYility of security forces. Personal motiva-
tion must be an important licensee management
objective.

What developments are in store for the future? Only
five years ago who would have predicted recent dra-
matic events in the Soviet Union and Eastern bloc
countries that have included unprecedented demands
for freedom and expressions of resurgent nationalism
by ethnic groups within the Soviet bloc, or who could
have foreseen the dramatic rise to power of the drug
cartels with their ruthless and violent methods?

The lesson to be drawn from these examples is that we
must be prepared to accept change around the world
£ the national, subnat’onal, or ethnic level for better
or worse. Ethnic and ideological conflict often result in
the emergence of new groups with new agendas, some-
times including terronism. It is only prudent that we
remain alert and dynamic in our approach to nuclear
safeguards. There 1s a need for greater acknowledge-
ment and recognition of the essential role that the
nuclear security community serves.

In the vast majority of cases, it has shown itself to be
staffed by professionals eager to perform their assign-
ments to the best of their abilities, despite institutional
constraints, and open to new ideas and initiatives. In
my view, we must continue efforts to ensure the effec-
tiveness of our nuclear power plant and fuel cycle secu-
rity forces, both in terms of personnel and in terms of
program integration with other security system
components.

We should continue to fulfill our concept of excellence
in the overall integrated security and safeguards sys-
tem. I challenge you to reexamine your pwn security
systems, paying particuiar attention to embedded key
assumptions as to likely threats within the framework
of the design-basis threat. [ also urge you to share the
information that vou acquire at this symposium with

NRC Policy on Explosives Detection

appropriate local and State law enforcement officials
to strengthen their interest in and active support of
your security program,

I urge you to consider implementing programs 1o in-
crease security force personal motivation. Personal
motivation and individua! accountancy result in in-
creased professionalism and vigilance, the vital ingre-
dients in a successful security program. Finally, I wish
you a successful symposium and fruitful exchanges with
one another and the speakers at the symposium.

Thank you very much for your attention.

[Applause.]

NRC Policy on Explosives Detection
Ms. Dwyer:

Now it is my pleasure to introduce myself. I am next on
the agenda, to give a brief overview of the NRC policy
on explosives detection.

As most of you know, NRC requirements for explo-
sives searches cover Category (CAT) I fuel cycle facili-
ties and, also, our power reactor facilities. “CAT I”
means those facilities that possess formula quantities
of strategic special nuclear material.

What these search requirements consist of is a
100-percent search of personnel, except for State,
local, and Federal law enforcement personnel and
DOE couriers for fuel facilities. All hand-carried pack-
ages are scarched—a 100-percent search—and
delivered packages and materiale are also subject to a
search for explosives, except those specifically
exempted by the Commission in approved plans.

Vehicles, except DOE and emergency vehicles,
responding to emergencies are searched before entry
into protected areas (PAs). The cab, the engine com-
partment, undercarriage, and cargo area are searched.

How are these searches conducted? For personnel, we
require a search by the use of detection equipment at
both the CAT I facilities and the power reactor facili-
ties, with pat downs for cause; that is, if the individual
appears suspicious or if there has been equipment fail-
ure. Hand-carried packages arc also subject to an
equipment scarch,

Specifically, with regard to the performance standards
for nuclear power reactor facilities, performance
guidelines are outlined under security plan commit-
ments. These commitments for the most part parallel
manufacturers’ specifications for the explosives detec-
tion equipment. Some additional guidance on entry
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and exit control may be found in Review Guideline 20
and Regulatory Guide 5.7, which the license reviewers
use. But for the most part, it is the security plan com-
raitments that outline the performance standards for
explosives detection equipment for power reactor
facilities.

We recently revised our guidance at CAT I fuel cycle
facilities. NUREG-1329* calis for operational cesting
of explosives detectors each shift or whenever the unit
is turned on or off, and we require three out of three
trials to be successful. The test sample should consist of
one-eighth of a stick of nitrated dynamite, a wrapper
from a stick of nitrated dynamite, or two-to-three
grams of double-based shotgun or pistol powder. We
do performance testing quarterly, and during perform-
ance testing the detector has to detect the test sample
30 out of 30 trials.

That is a brief overview of our requirements of explo-
sives detection for fuel cycle facilities and power reac-
tors. That concludes my briefing.

Next on our agenda is Mr. Robert Quigley of the Fed-
eral Bureau of Investigation (FBI) Bomb Data Center.
Mr. Quigley has been the Chiel of the Bomb Data Cen-
ter since 1983, He has been on the faculty of the FBI
Academy, and an adjunct Professor of Management at
the University of Virginia. Mr. Quigley will speak to us
about domestic terrorism and statistics on the bombing
threat. With that, I would like to present Mr. Quigley.

hesitate to give us a call. We are more than happy to
talk to you on the phone or meet with you if you have a

specific problem.

I do notice that we do not have any address or phone
nuinber in the booklets . Our phone number is FBI-
BOMB. Only one person ever uses it—my mother calls
from New York because she thinks it is very cute. But
really, if you ever have a problem, do not hesitate to
give us a call. [ would like to preface everything with
that, because ! am not going to cover everything here.
We would be more than happy to speak to you and help
you out. The threat is real, and it is a threat that can be
countered to some degree, but not totally.

[Mr. Quigley's formal paper and selected slides are con-
tained in Appendix A 1o these proceedings.|

What is a bomb data center? I think you ought to know
that. Basically in the FBI, if there is an investigative
case dealing with explosives, our Criminal Investigative
Division handles it. We have a large division that han-
dies all the ongoing cases. But there are only two
groups within the FBI who handle explosives, deal with
explosive items. Both these groups are in the FBI
Laboratory.

The easiest way to describe the two groups is that one
group is forensic in nature—post-blast investigations.
Once the bomb goes off it's theirs. This group travels
all over the world dealing with bombs. In fact, right
now, the group has a few people sitting around wonder-

ing if they are going to the sunny climate of Colombia
this afternoon. That's one group, and it will be repre-
sented later today.

Domestic Terrorism — Statistics on the
Bombing Threat

Mr. Quigley:

We are going to cover a lot of ground in the next two
hours. I always guarantee people we will get to lunch
on time. If you have any questions, there is a possibility
of stopping me while I am talking, but I have a bet with
a few of my colleagues that once I get this Bronx, New
York, accent going, | am going to purposely make sure
that there is no possible way they can transcribe any-
thing I say. I think I can win the bet.

As I am rolling along, it might be difficult to ask a ques-
tion, given the size of the audience. We will be here all
day. Later on we will have a question-and-answer ses-
sion. If you can hold the question —if you do not get my
attention—hold the question and catch me later on or
catch me at one of the breaks. For all of you in the
room, if you are involved with explosives in any way, in
the detection of explosives, problems dealing with sur-
reptitious entry with explosives, etcetera, please do not

TN(JRli(m?ﬁ.—:‘-(‘.nlry/!hil Control at Fuel Fabrication Facilities
or Possessing Formula Quantities of Strategic Special Nuclear Mate-
rial," USNRC, December 1988,
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My group [the other group] is basically preblast. Every-
thing we do is before the bomb goes off. We are called a
“bomb data center.” The FBI Bomb Data Center is the
U.S. representative to a network of bomb data centers
around the world. Canada, Australia, New Zealand are
on board. In Europe there are representatives at these
bomb data centers from Great Britain, Germany,
France, Switzerland, and Spain. We have other coun-
tries that are petitioning for membership in this group.
Bomb data centers have been around since about 1975,
and more countries are becoming involved, particularly
in Asia where bombings had not beei a major problem
until now. I will show you statistics on this later.

The bomb data centers share technical information on
bombings and bomb components. That is one of the
reasons why I'm not afraid to stand up at an unclassi-
fied conference, because most of the work that [ am in-
volved in is technically unclassified. What do I mean by
that?

Basically, I can pick up the telephone and I can talk to
my counterparts in the United Kingdom, and we can



talk on a standard telephone about types of batteries,
what kind of explosives are currently being used —tech-
nical information. If somebody is overhearing our con-
versation, 1t really isn't going to mean anything to
them. We do not, in bomb data centers, speak about
groups that have conducted the bombing, we do not
speak about individuals, or anything of an investigative
nature.

This is what makes the bomb data centers really work.
It is a very effective tool for most of the countries in-
volved because we share technical information very
quickly. It is my job to impart the technical information
to some of our investigative people, which just makes
for a better package for everybody. | have the rare lux-
ury within the FBI of being able to speak about things
without worrying about tripping over investigative
items.

The second major thing that the bomb data centers do
in most countries is provide all the training for bomb
technicians. It is the FBI's responsibility to train all the
police bomb squads in the United States. A little later
on in my comments [ will show you how we do that and
how many people have been trained. It's quite a size-
able number. It is a very unique job for the FBI,

This training doesn't fit in anywhere with our normal
type caseload or our normal investigative function. We
were directed to do it by the U.S. Congress—it's man-
dated for the FBI. We are proud of the schools and |
think it is worth your hearing about later on in our con-
versation,

Today, most of the agenda s dealing with terrorism.
‘There are a million definitions of terrorism. To be hon-
est with you, none of them really are very good. They
are not perfect. There is no perfect definition of terror-
ism. Every time you try to commit it to writing, you
leave some kind of a loophole that, within months, hap-
pens to come up, and you start defending your defini-
tion. The British definition of terrorism is about two
lines. They thought they had very succinctly given a
definition of terrorism. Every time a bomb goes off in
Northern Ireland, they have trouble fitting that event
into their definition. [U's an awkward situation.

The U.S. Government's definitions of terrorism also
are awkward. Within the law enforcement communrity
we (ry to operate with the following definition:

Terrorism is the unlawful use of force or violence
against persons or property through a criminal act
designed to intimidate or coerce a government, the
cwvilian population, or any segment thereof, in fur-
therance of political or social objectives

Domestic Terrorism

This is a combination of a few of the U.S. Government
definitions that have surfaced over the last few years.
The reason 1 bring this to your atiention is to give you
an idea of the focus of the FBI and the law enforcement
agencies. There is a dif lerent focus in the law enforce-
ment community compared to other agencies of the
U.S. Government, anc probably most notably, the U.S.
State Department. It is a bone of contention on occa-
sion. We both try to 'ive with our general goals and ob-
jectives, but there i+, a little split in the road and it does
at times adversel affect U.S. efforts in terrorism.

The law enfo.cement community believes very strongly
that terrorism is a criminal act. As you can see, one ex-
ample here involves a criminal act. There is nothing in
the statutes of the U.S. Government or, for that mat-
ter, State and local governments that includes terror-
ismas acrime. Bombings are a crime; kidnappings are a
crime, killing is a crime—terrorism is not written down
as a crime,

We in law enforcement have taken the focus that we
want to “work the crime,” that's what we get paid to do.
We treat terrorism as a criminal act and we try to spec-
ify what act it is. Why do we do that? One of the main
reasons s, it is the area we are most comfortable in. For
years we have been working criminal acts, so we would
like to use the knowledge accumulated from those
yearsand transfer it into our investigation of terrorism.

Most of the definitions dealing with terrorism include a
reference about it being a political act. Unfortunately
with the term “political act,” it makes things subject to
all sorts of individual subjective interpretations. Here
i the problem that occurs in using the term “political
act.” A guy from the provisional Irish Republican Army
blows up a British dormitory housing troops that pa-
rade for the Queen. Seven men are killed. The bomber
escapes; the British do an excellent investigation and
conclusively prove that he was the individual who was
not only at the scene but who made the bomb because
they find a fingerprint on a piece of tape.

He is known to have been in New York, Boston, San
Francisco—he is found in the United States. Then the
extradition process starts. He and his attorneys argue
that what he did was a political act. Before we know it,
in the United States, instead of the judge ruling on the
criminality of the act, the extradition process calls for
him to rule on the political motivation. Terrorism starts
to become defined by motivation rather than the crimi-
nality of the act.

That’s where we in the law enforcement community
have a real hangup. As far as we are concerned, the in-
dividual should be treated in relation to the act in
which, according to the evidence, he was involved and
any extradition should be based on the act itself. It
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doesn't become any more clear-cut when you start
dealing with Central American countries and other
countries around the world.

S0, 1 want you to know what the focus of law enforce-
ment is—for us it's a lot easier to deal with terrorism if
we deal with the criminal act. We are looking for the
guy who put the bomb on Pan American Flight 103; we
are looking for him because he put a bomb on that
plane that exploded and killed people. Then, as far as
we are concerned, in law enforcement, when he's in
court having been charged with that crime, it’s up to his
attorneys 1o raise all the motivationai problems that
led him wo do what he did. If they want to talk about his
terrible E‘mily life and the fact that he was beaten when
he was a'kid and locked in a closet, fine. The system al-
lows for all of that. It allows for him to speak about his
motivation for doing what he did. But let’s get him into
a courtroom based on an indictment on a criminal
charge.

{ am going to cover material contained in some of your
handouts. You have to realize that all terrorists are in-
volved in trying to undermine public confidence. Cer-
tainly, when you get into the nuclear world —what an
ideal place 1o undermine public confidence. Why? Be-
cause you do not have to do too much to undermine it.
‘That makes you a target. They know—these people arc
not dumb. They read about all the civil actions against
the nuclear industry, and it occurs to them that it's al-
most like taking nine supporting pillars in the buiiding
and watching seven of them being knocked down by
others and then their job is to knock down the other
two to bring dowi the whole building

That’s why there is no questiot: that you are a target.
There are reasons why you haven't been hit, and hope-
flly we will get to those. This idea of public confidence
is a very, very important idea. By the way, it's an impor-
tant idea, not only with regard to the terrorism that we
are going to be talking about here during this confer-
ence, but also with regard to the work we have been do-
ing lately on narcotic or “narco” terrorism, which is the
combination of the drug people and the terrorists. This
iype of activity is going on quite heavily right now in
Ceuntral America and there certainly have aiways been
examples of it in Europe.

We are very concerned that if terrorism does show up
in the United States, 1t will be narco terrorism. We
have been spending so much time looking eastward to-
ward the Middle East and their suicide bombs that we
have forgotten that the real problem is south of our
border. We have been passing it off as a drug problem,
but the eviderice is becoming clearer and clearer that
there is a combination: the terrorists who provide secu-
rity for the drug cartels and the drug cartels who are
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funding the terrorists. This issue is going to get bigget
and bigger as time goes on and it poses a real threat.

Public confusion and fear—there is no question that is
what terrorists like. They can either kill the target or
destroy property. If you are going to put this down in a
chronological fashion, you could almost say that the
bulk of terrorism in the 1970 right up to around 1983
was more the destruction of property. From 1983 on,
very clearly, it has been the killing of people. Statisti-
cally, the level of brutality invoived with terrorism has
been increasing over the last five or six years.

You must understand that mass media attention is the
bagis for all terrorism. As long as the terrorists can get
the media’s attention, they can thrive. Once they lose
the media’sattention, they have serious problems deal-
ing with their cause. This is what drives them to do cer-
tain things. Frequently, the newspapers will say that
the driving force of the terrorists going after Pan
American Flight 103 was 10 get even—get even for tak-
ing down an Iranian jetliner, get even for this, get even
for that, get even for the attack on Qhadaffi. Yes, re-
venge probably does play a part.

But you have to realize that one of the eritical elements
is to get that media attention. Because of the way the
world’s news media is set up right now, terrorists can
take down a jumbo jet and they have everyone’s atten-
tion. They have put fear into everyone. I do not care
how hard-hearted, everybody is attuned to something
like that.

Bombs are the principal tool of terrorists. Within the
FBI, I create some problems occasionally because most
of the funding in the FBI to be used against terrorist
activities goes to a specialized elite unit, the Hostage
Rescue Team. The Hostage Rescue Team is the ¢vil-
ian equivalent of the military DEL'TA or Navy SEA LY
1t was set up to handle certain emergencies that wo uld
be considered civilian in nature.

The government was looking for was a civiliar tes.m
that could move in and that would create less of a p ab-
lic loss of confidence in government. That’s hc. the
Hostage Rescue Team was formed. It's a very pood
team. They are all very professional, they train all Whe
time. For the FBI, it's a commitment of 50 special
agents who are working out all the time, practicing, get-
ting ready for a major hostage situation or a major kid-

napping.

The interesting thing to me is that the formation of this
team is based on the staustics from the 1970's when
hostage taking was a major terrorist activity. That’s how
terrorists were getting most of their media attention.
The thing about the terrorists is, they were also notic-
ing—apparently they do critiques—that the hostage



takers were losing almost every one of these hostage
situations. After a while, it’s kind of hard to get terror-
ist recruits when they know they are going to be killed.
The motivation isn't 100 strong.

Hostage situations have dramatically declined in the
cighties. The establishment of professiona! police and
military teams have contributed to this decline. Some
officials have decided that these special teams have
scared the terrorists; so let's keep pumping money into
the special teams and we will keep frightening the ter-
rorists. Whereas, 1 am sitting here saying, “No, they are
bombing things. We have to start putting more money
into bombings, because statistically that's where it is
at.” Some officials really became peeved when 1 had a
sign put up over my door: “All I need is one more
bomb.” They said that was very insensitive. It was my
feeble plea for some funding because nobody was send-
ing the money our way.

Why are bombs so popular with terrorist groups? Be-
cause the terrorists can generally accomplish the
bombing with one person. It doesn’t require all of the
work that a hostage situation requires. To be honest,
even an assassination generally takes a little more time
to work out,

With a bomb, the terrorists could position it six months
ahead of time and read about it in the newspapers later
because technology has made th it possible. I have told
this to other groups and it’s not a “lassified item. One of
the things that helps us in the bor \bing world is the fact
that there is an understood divisic n of labor. There are
some spectacular bomb makers ar »und the world. They
are the scourge of the earth, but t 1ese guys make excel-
lent bombs.

We can build the greatest detectors in the world, and
these guys will build a bomb that is better. They are
professionals in what they do, and that’s all they do,
make bombs. They either make them for an organiza-
tion or they sell them to an organization, either way.
Some of them make a very good living from their trade.
One of the things that helps us is the fact that the bomb
maker, quite frequently does not place the bomb. The
guy that places the bomb generally makes some kind of
a mistake.

Placement becomes a very critical element in having a
successful bombing. Twill give you an iltustration that I
use around the country. There was once an attempt to
knock out some major pipelines by a terrorist group.
‘The pipelines, like so many things in the transportation
world, are like power grid lines, and they are not really
well protected. Pumping stations generally are located
out somewhere all by themselves and somebody comes
by periodically to check some the dials and maybe put
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some oil in something. But the station just pumps all
the time. The pump station building is surrounded by a
nice fence with some barbed wire and the presumption
that nobody can get in. They make a good target, they
are a pretty soft target.

An attempt was made to hit some of these soft targets.
There were six of them--six individuals were given
bombs. The bombs had been specially made by a pro-
fessional who was told about his target. He elected to
make a bomb that was a very well-made, homemade
“shape charge.” The idea being that the explosive
charge, the vast majority of the pressure and the power,
would go in one direction and it would sever the main
pipe. If the six terrorists could sever the pipeline in six
separate places, that would take a long time for people
to put together again.

They went marching off at night to carry out their as-
signed terrorist task. Each was carrying a bomb that
had been given to them with instructions. The instruc-
tions were 1o break into the buildings and place the
bombs approximately two feet from the main pipes. In
all these pump station buildings, that required walking
about 18 feet into the building and using magnets to
place the bomb on another pipe aimed directly at the
main pipe. The terrorists were then told that once they
had the bombs properly aimed, they should move the
toggle switch and a little red light would come on indi-
cating that the bombs were armed. With the timers
working, the terrorists could exit the buildings and the
bombs would go off one-half hour or an hour later.

There 1s something about carrying a bomb that makes
one feel a little awkward to begin with. But hitting the
little switch and waiting for the little red light to go on
adds a crucial element. In this case, all six of these indi-
viduals successfully broke into the buildings and all six
of them elected not 1o cross the room. Instead, they
reached inside the door, slapped the bomb on the wall,
and ran after they hit the switch. There wasn't one of
the six, as dedicated as they were to Marx and Lenin or
whoever. There wasn't one of them willing to walk
across the room—they didn't trust the bomb maker.
They didn’t know who made the bomb. I venture to
guess that half of them probably thought that if some-
body was really thinking. they would not leave them
around as witnesses—would they even sec the red
light. All of a sudden the uncertainty started to bother
them.

The fact that there is this division of labor has been
helping us in the bombing world. We are hopeful that it
will continue that way. We do not personally think that
the bomb makers will, of their own volition, get up and
start placing the devices. Again, | am talking about a
fairly small group of people, some of whom we have
identified and others we still have not identified.
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There is a little egomania, by the way, involved in bomb
making. Most bomb makers leave a signature in their
bomb. Some of them are ndiculous—there were some
FALN [Puerio Rican Armed Forces of National Lib-
eration] bomb makers in the United States who in-
sisted on initialing the components of their bomb. That
is the height of egotism. They also might have been
showing some stupidity—and they had to be stupid if
they actually thought the bomb disappears after it
blows up. That isn't true. The bomb components are
still there. They may be in very small pieces, but they
are still there.

There are other people who use certain types of woods;
other people only use certain types of explosives or cer-
tain types of wire. In many cases, it is bevause these
bomb makers can rely on that particular material.
However, they are not stupid; they also know that they
are telling us who they are. The more successful they
are, the more they want to tell us who they are. They
feel very comfortable that we can't get them. Even if
we identify them, we could not get into the country in
which they reside.

Very few people are needed to accomplish a bombing.
There is no need for a complex plan because the tech-
nology is available. If they want to put the bomb in a
building and set a timer for six months or nine months,
they can do it. You can buy many of the components of
a bomb at Radio Shack. The technology is there, it just
requires a person to have sorne basic ability with explo-
sives and basic ability with electronics and basic ability
to put it all together—in addition to a certain amount
of basic courage to sit there at a table and put the final
wires together inside an explosive device.

These people know the statistics. It is estimated that
half of the bomb makers generally either kill them-
selves or at a minimum they lose their hands. Sooner or
later, they are going to cross the wrong wire. It's an
awkward situation. They are not making military ord-
nance, they are making a bomb by themselves and little
errors do creep in

There is usually time to escape because of the use of
long-term timers. The terrorists can either hit a specific
target, or they can assassinate a person. They can puta
bomb in a newspaper receptacle and have somebody
pull it open. Watch the person for a few days, know
roughly when he shows up to pick up the paper, and the
odds are that the terrorists are going to get him, If they
don’t get the target, they get an innocent bystander.
Therefore, a bomb can be used as an assassination
technique or for a general target. Quite frequently
those general targets are airplanes, airports, large ar-
eas with a lot of public movement.
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There are a variety of terrorist bombs. The mobile
bomb, thank God, has stayed in the Beirut arca basi-
cally, in the Middle East. It is an extremely difficult
bomb to deal with. Even if you put up the best barri-
cades, a 20,000-pound bomb is still going to do a lot of
damage to your building, particularly if your building
was built before we worried about these things and be-
fore we used barricades. In that case, your building
probably has a lot of glass. Twenty thousand pounds of
high explosive going off at that barricade will send sliv-
ers of glass flying through your building at roughly the
rate of speed of a bullet. These slivers of glass are going
to rip throug 1 people. Most people die of fragmenta-
tion not of t last pressure. The mobile bomb is a real
threat. The 1obile bomb in the Middle East is the car/
truck with th : suicide driver. A nu mber of drivers have
died and the ( errorists are having a little trouble finding
a new group Hf drivers now.

Accurate, lon -term timers are bei g used frequently
on bombs in P orthern Ireland. They also are used in
the United Kin gdom. Clearly, it was son-¢ type of long-
term timer that worked on Pan Americai. Flight 103.
Western Europe has been having quite a bit of trouble
with these timers, and we have been seeing them to
quite & large degree in Central and South America.
Again, the technology is available and the materials
can be easily purchased at places like Radio Shack.

Most of us do not think that a timer can be set to go off
nine months or a year later. When we were working
with the South Korean security before the Olympics,
we were trying to convince them of this. They kept
showing us new buildings, and we asked them if they
had checked out the buildings as they were building
them, to make sure somebody had not secreted a bomb.
The initial Korean thinking was, even if a bomb had
been hidden, it couldn't go off two years later. We had
to show them some of the technology.

The radio-controlled explosive devices are a major
problem, particularly in Northern Ireland. They are
used quite heavily in the Middle East as well. These de-
vices are high quality. Most of the radio-controlled de-
vices that are used by terrorists employ scramblers so
that the terrorists can use the devices in areas that con-
tain a high level of radio frequencies. This way the ter-
rorists can still control their device.

Explosives are available all over the world. All over the
world. The United States does try very hard to control
our own military plastic explosives, C-4. I think the
military does a very good job of controlling it. Most of
the instances where C-4 has moved out of military con-
trol are generally in drug cases. C-4 is a wonderful bar-
tering chip for drugs.

People trained in using explosives are available; there
are a lot of people who came out of the Vietnam War



who know how to use explosives. Some have become
mercenaries. Recently, as [ am sure you all read in the
newspapers, down in Colombia you allegedly have for-
mer members of the British SAS [Special Air Service),
you have former Isracli commandos, you have former
Australian commandos: these men were on contract
down there to the drug cartels, although they claimed
they thought they were working for the Colombian
Government. They are being hired as mercenaries and
are bringing with them their capability to use explo-
sives, which just adds to the terrorist’s arsenal.

How many of the terrorist incidents in the world are
bombings? It's 50 percent. Fifty percent of all the inci-
dents in the world are bombings. This has held true for
a number of years. There really is nothing to indicate
that it is going to change. As a matter of fact, the level
of bombings tnternationally for this year is running
quite a bit ahead of 1988. So, we are experiencing an
upsurge. A lot of it is happening in Central and South
America.

Where are these borrbing incidents happening around
the world? There are some interesting statistics
(Appendis A, Quigley), and they may be applicable to
your line of work if you have dealings with some of
these countries. Central and South America have con
sistently been a problem. The reason that we know very
little about the problem is that the U.S. news media
does not really cover Central and South America. The
news people will cover Noriega, they will cover El Sal-
vador when the capitol is under attack, they will cover
Colombia when the government takes soine solid ac
tion against the drug cartel and there's an increase in
bombings. They will cover some of these South Ameri-
can countries for a few weeks and then they will back
off. The lack of coverage is also true in Africa. It is un-
fortunate that Americans do not know the extent of
terrorism and bombings in these parts of the world

Many of the bombs in South America are put together
in an exceptionally professional manner-—the latest in
technology. In some cases, the technology that is
brought over from Western Europe and the Middle
East is used, providing a nice testing ground for some
new techniques. [t 1s a very serious problem down
there, and they are our closest neighbors

I'he rate of bombings in Europe is usvally consis-
tent—20 percent of the world's incidents. Of course,
most of the bombings that occur in Europe are carried
out by groups from ouiside of Western Europe. They
have a constant terronst problem in Europe. The Mid
dle Fast is generally down at the 10-percent level. The

n for that is, really, there aren't that many people

intries in the Middle Hast. Percentage-wise, when
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you look at the international breakdown on terrorism,
the Middle East represents a small component.

One of the unique things though, is that in the Middle
East, when a bomb goes off, it quite frequently injures
or kills 20 to 50 people. The sizes of the devices in the
Middle East are what is frightening. The concept of a
450-pound car bomb going off on a city street is difficult
to imagine. It would be a major disaster. That is why we
get media coverage of bombings from the Middle East.
These bombings are extremely brutal acts.

The region that is bothering us is Asia. Asia is clearly
showing an increase in the use of explosives. Countries
like Japan, through the years, have always used incen-
diary devices, but are now using explosives. We are not
sure whether it is a criminal element or whether it is
tied to terrorism. Clearly, we can show an increase sta-
tistically. In 1987 Asia accounted for 12 percent of
worldwide bombings. Asia increased to 17 percent in
1988 because of the Sikh terrorism going on in North-
ern India. The Sikh's make good bombs. The problems
in Sri Lanka also have contributed to the increase.
These two areas of terrorism have really been boosting
Asia’s average. There is no question that there is a rise
in terrorist activities and bombings going on in Asia.

Africa continues along at a fairly low percentage with
many of the bombings in Souih Africa. Again, the re-
porting that goes on in Africa is poor.

North America is consistently low in terrorisi bombing
statistics. Unfortunately, when it comes to funding, this
quite frequently hurts us, both at the Federal level and
with the bomb squads in the various police agencies.
They can’t show too much activity and they particularly
can’t show terrorist activity. So, when the budget comes
around, these groups are not considered for equipment
or training. The frightening thing to me about this is
that, in the law enforcement circles, a bomb squad is
more analogous to a fire department than it is to a po-
lice department. A bomb squad has (o be prepared to
respond. You do not have a bombing and then turn
around and say, “Listen, read a book about how 1o re-
spond and let’s get out there.” No, you need equipment
and you need training. If we fail to prepare in response
to the threat, we will not be prepared to deal with the
actual incident

What are the targets? This has to be of interest to you
on a lew levels. The terrorist targets around the world
have moved from government and diplomatic facilities
to business interests. There is one very simple reason
for that, and it’s called hardening targets. As soon as
you start to harden targets, the terrorist will move to
another target. Terrorists need some successful opera-
tons to attract media attention. So, if you harden your
facilities. making it difficult for them to attack, they are
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not going to continuall, try to get through to that target
and fail. Failure is not what they want on a TV screen.
Infact, they know that most TV stations do not run fail-
ures. They only run successes. So, they frequently
move to the softer target,

As soon as the U.S. Government, particularly the State
Department, started to harden embassics, which were
a prime target, statistics show that the attacks on em-
bussies started to decrease and then military installa-
tions became the target. At that point, the U.S. mili-
tary, particularly in Europe, started to harden their
facilities. So now the focus has moved to IBM, General
Electric, and other business interests. Now people are
scampering around trying to figure out how to harden
their facilities. If and when they do, it will move to
something clse. That is a common principle of terror-
ism; they will generally go for the softer target.

It doesn’t mean that the hardened target is off the
hook; it does mean that there is less of a threat against
it because strategically the terrorists do not want to
take on a hardened target. The two places in the world
where police and military become primary targets are
basically Northern Ireland, where the military is the
target, and Spain, where the Basque sepaiatists, an-
other terrorist group, generally try to go after police
personnel.

When a terrorist group boGby traps a device, it means
they are hoping that the police agency will try to disarm
the device—~not dispose of it, not disrupt it. In the
bomb world, to dispose of a device or to disrupt it
means that the police or whoever are generally using
remote techniques. They are not putting themselves at
risk, or they are limiting the risk to themselves by doing
something to the device to destroy it. When the police
disarm a bomb, frequently that entails actually getting
into the device and cutting off its power source or what-
CVCer.

Il the terrorist knows that police procedures consist ol
hand entry into explosive devices, the terrorist tends to
use /. booby trap in the device. Why? He says to him-
self, “Wait a second, if I put the device in a bank in
Macnd, 1 am going to get coverage on that. But, if |
booHy trap a device, [ am going to get more coverage
bece use I am going to get coverage on the fact that |
killed two or three police officers at the same time that
[ ble'v up the bank.” Same bomb does both things. A
bomt doesn’t differentiate

I recommend te all officials responsible for security
that they use the expertise of private security consult
ants as well as the official U.S. Government statistics
and information. They often do a better job of monitor-
ing Reuters [the news service ] and all these other news
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gathering groups that really come out with what is go-
ing on in the world. Frequently, government agencies
do not want 1o spend money on something like that or
commit staffing to sit there and read the ticker, The
private groups do because that's their life blood. They
are expensive, there 18 no question about it. The private
£roups cost money.

In my position, I match the private information up
against U.S. Government statistics, whether they be
from the State Department or the law enforcement
side of the house. I can tell you this much, asfaras I am
concerned, statistics from the private groups are every
bit as good as ours and they are generally more
timely—they are quicker than we are.

I'he Rand Corporation is used very heavily by the U.S.
Government and perhaps your agency has used them
as well. Rand has always been very competent in put-
ting together statistics, particularly in forecasts, In
their forecast for the 1990°s into the early 2000's, they
maintain that priecipal targets will include transporta-
tion, telecommunications, computer networks, and
power grids. All are considered highly vulnerable-
usually as soft targets

Basically Rand says that there is no question that ter-
rorism will continue. It will go a little more slowly than
in the 1980’s. Ail the statistics are pointing out that
there is a greater willingness to kill. There are more
people being killed in terrorism now; [ will get to some
of the reasons for that. Better concealed state sponsor-
ship. The Libyan raid, no matter which side of the argu-
ment you want to be on as to whether it was worthwhile
or not, it did send out a signal to most of the countrics
that would support terrorism financiaily or otherwise
that they better conceal it. There is evidence that the
raid has made terrorist supporters more cautious.

Increased standoff tactics are a problem that everyone
in security has to worry about right now. There is a
movement of military quality weapons going into ter-
rorist hands. This is very well documented and it's also
been made public. The thing that kind of confuses usat
this point is, why those devices are not being used more
often. The fact that the terronsts are not using these
devices is to our benefit. They are out there, so these
standloff tactics have taken terrorism into a military
warfare sense. What are we expecting? We are expect -
ing bigger bombs. There are some interesting statistics,
Jehieve it or not, back in 1984 there was a paper written
that said that psychologically if you kill more than
roughly 450 people, your impact on the public will be
less. It said that the way the human mind operates,
when a large number of people die--500 and above-
the human mind, to protect itself from all the horror
and the fear that comes from large scale death, makes




something an act of God, like a flood, like a hurricane
or an earthquake.

What we are finding is, based on that paper, that the
terrorists have concluded that the number of people on
@ 747 is probably the ideal number. I mean, that really
rivets peoples attention. It is something very physical,
and since we all travel, we can all relate very heavily to
it. So, it's not an act of God. The bigger bombs are
clearly...the reason I got into that is, remember about
an airplane, the airplane becomes a bomb once there's
a bomb on it. That's a very unique thing about an air-
planc, and it may very well be a unique thing about
some of your facilities and the terrorist knows that. The
terrorist knows that it isn't the pound of explosives that
he puts on that plane that really makes the difference.
The fact is that the plane is in an environment of 30,000
to 35,000 feet und is pressurized, and the plane be-
comes a bomb. Their small explosive device really be-
comes the initiator of a larger bomb--the airplane. Be
aware! They think this way, and that may be the way
that they look at some of your locations.

Will terrorism continue? Yes. No question about it.
State sponsorship, there is a lot of talk about this. A lot
of people like to look at the Soviet Union and blame
them for it and everything else. But, it's pretty hard to
putyour finger onany particular state. Let's face it, just
about any country in the world, if it serves some of their
needs, will give either explicit or implicit support to ter-
rorist or revolutionary groups.

The social, economic, religious problems are always go-
ing to exist, and that’s why terrorism will probably al-
ways exist. Access to weapons and technology has be-
come great. Will it escalate? Yes, it will and very
quickly. When you go back over the statistics of terror-
ism, back in the carly days of terrorism, particularly the
PLO [Palestinian Liberation Organization| terrorism,
all its public statements said that it would only use
enough violence to get attention. The PLO held to that
in the sixties and early seventies.

We could literally track a level of control—they could
have done worse things. By the way, I am not excusing
anything they did. But from the level of brutality, there
was some kind of a control over it. From 1983 on, you
can't see that level of control. Many of the groups have
gone just absolutely wild in developing the most brutal
techniques they can. There is a sell-fulfilling prophecy
with all terrorism. Again, it gets back to the fact that to
get attention you have to demonstrate a greater vio-
lence.

About the interaction of terrorist groups, I can tell you
this much, there are very strong indications that certain
groups do have dealings with cach other at certain
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times. There really isn't much information that indi-
cates that the groups go off to some retreat and work
together refining their skills. Rather, one terrorist
group reads the newspapers or watches television and
copies the technique because it was successful.

To be honest with you, after Lockerbie one of the most
frightening things for any of us in the explosives com-
munity, was sitting there and watching people on
McNeil/Lehrer, on Dan Rather, on all the morning
shows, talking about what they thought the device was,
how it was made. I remember one security consuliant
sitting there saying, “And here's how 1 would have
made it, which would have been better than theirs.”
They were literally telling people how to make bombs
on TV!

[Video tape of bombing scene in Asia, not included.]

The bomb itsell was largely a fragmentation bomb,
However, many of the people died because they were
buried in debris. One of the things the video tape shows
is this: When the bomb exploded, many of the people in
the area were security personnel. Yet, they had no idea
what to do, no idea. For those of you involved in the
security world, it is your job to try to train people.
There should be some kind of a plan of operation to
deal with a major catastrophe like the one you just saw,
Instead, what we saw were people responding to some-
one moaning and literaliy stepping on the bodies, some
still alive. We saw other individuals trying to aid the
person who was moaning. They just didn't have any
idea of what to do. Similarly, there were no medical fa-
cilities set up there, nobody in attendance. A lot of peo-
ple bled to death because there was no rapid medical
response.

[Photographs of bombing events are not included.]

These are airline crashes. By the way, peopie are still
working on the one that happened yesterday. The last
I'heard, the Colombian Government said they stili had
not found any evidence of a bomb, although all the
eyewitnesses said the plane blew up and was cut in half.
S0, the odds ol it being a bombare very high. Right now
we are still working on that.

I am going to go through some of these photographs
very quickly, just to give you an idea of a bombing. That
is the U.S. Embassy in Beirut, and that's alter a
2000-pound bomb exploded in the lobby. This photo
shows Marine Corps Headquarters in Beirut in 1983 §
had been there about nine months before the bombing.
This photo was taken after the bomb went off. The
large smoke cloud is the Marine Corps barracks, the
smaller one is the bombing of the French military
headquarters. Basically, that was the building after it
was all over, after a 20,000-pound bomb had exploded.
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The crater was huge and no semblance of the building
remained

I'his is another famous bombing, the Brighton bomb-
ing in England. It was a very cleverly placed device, and
again, aimed at killing members of the Thatcher gov-
ernment. It had been secreted in the floor of the hotel
room with a timer going, and the bomb sat there while
peopie checked in and out of that room for a number of
months. That bomb was just sitting there ticking, wait-
ing for the Thatcher government to hold their annuai
meeung.

What are the statistics in the United States? The
United States has about 1000 bombings a year. Com-
pared to a lot of our foreign counterparts, this is a large
amount. The British, the Germans, they just do not
have the level of violent criminal activity that we do in
the United States. If they have 30 or 40 actual bomb-
ings in a year they consider that unusual. However,
they may have the equivalent number of terrorist
bombings or more terrorist bombings

Here, it is just the opposite —very few terrorist bomb
ings. We haven’t had one really in two years, except
some in Puerto Rico. It gets into a question whether it
15 werronst o« not, but at the present time we just have-
n't had any terrorist activitis

Anywhere between 60 and 75 percent of the bombs
that explode in any piven year in the United States are
pipe bombs. Interestingly enough, this s not common
overseas. Again, wher. our British and C:erman coun-
terparts come over here, thev are absolutely amazed
that the pipe bomb is the boisb of choice in the United
States

In most cases, .his is probably s crude a device as it
comes, but that’s what makes it s ydangerous. I mean, &
pipe bomb is an extremely lethal device, extremely le-
*hal. When it goes off, it's the ste *l or the fragmenta-
tion that is going to kil you. Whei the bomb makers
start adding clocks and power source s, they can make a
very interesting device that poses a rec| problem to any
member of a bomb squad

High explosives are used in the United States in about
10 percent of all the explosive devices. In South Amer-
ica orin Europe, high explosives will be up around 50 to
60 percent. There is a uniqueness here in the United
States in that most of the bombs are made with black
powder. Basically it is the accessibility of powder. You
can buy it almost anywhere and there's no great prob-
lem getting it. As a matter of fact, it's not a particular
problem to get certain explosives ir the United States
Plastic military explosives (C-4) are the most difficult
explosives to get in the United States. When you ook
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at targets in the United States, again, they are different
than the targets in the international terrorist world in
that most of them are residential property. That’s be-
cause most of the bombings in the United States are
criminal in nature.

They are either drug related, organized crime related,
or acts of vengeance. Frequently, boy against girl, lover
against lover, ex-lover whatever. That's why the resi-
dential target shows up pretty heavily, 34 percent. For
your purposes, in the area of utilities, we do not have
much activity, two percent. Some of your locations
would fail into the uulity category.

But then when you look at damage that comes from a
bombing, utilitics are up here at almost 50 percent. |
guess basically what we are saying is, not too much ac-
tivity against places similar to yours, but when one is
successful, it causes major, major physical damage and
perhaps the potential for 1arge-scale death and injury.

This [photograph] is the largest bomb to go off in the
United States. Some of you may remember it—it was
10 years ago in Harvey's Casino at Lake Tahoe. That's
the bomb. I like to show it to people, only because you
all have this vision in your mind of what a bomb is. Un-
fortunately, that is not the standard device we envision.
Devices can be made any way the bomb maker wants,
and that's what makes it so difficult to find them. They
are not always of the TV variety—sticks of dynamite
with a watch and blasting cap.

This device has roughly 850 pounds of explosive in it. It
15 two metal cabinets, a small one on the top containing
most of the firing mechanism. The bottom one contains
the high explosive. Many individuals from the U.S.
Government, local police, and the military were out
there to look at the device. It was an extortion device.
Again, for those who are responsible for security, see
how easy it is to breech security. When these guys
showed up at one or two in the morning at Harvey's
Casino and told the guard force that they were unload-
ing a computer, the guard force helped them unload
the computer.

The guard force helped them roll this through the ca-
$in0 onto an elevator, up into the administrative of-
fices, at which point the three guys involved said: “You
can leave us alone now, we will set up the computer.”
I'ranslated: we will now set up the bomb, thank you for
all your help. The motive was extortion, he wanted §1
million. He gave us “X” amount of time to come up
with the money, and conducted a dialogue with the law
enforcement authorities.

The X-rays did not properly show us that he had some
sticks of dynamite wrapped in tapc in the top box. They
were there. Certainly in the aftermath everybody




looked at it and said, “Oh God, there's the dynamite.”
The technique that was employed was to separate the
top box from the lower box and if we could do it fast
enough, beat the circuits and all, at least the large por-
tion would not blow up and only the initiating elements
would blow up. Unfortunately, the unseen dynamite
was lit during the neutralization process and the rest is
history —a large explosion.

For those of you in the room who deal with security,
since we had time and the building was completely
evacuated and all...one of things that really did cushion
the amount of damage was to open the windows. Try to
plug that into any plan you have. You might be caught
up in the idea that it could be a security problem and
maybe it 18, but it will cat down on the amount of dam-
age. The more you can release the pressure if that
bomb goes off, the better off you are going to be.

Basically, to anybody who does not know about
explosives, we say this: “Do not touch it, do not move it,
do not wet it, do not open it, do not doanything with it.”
I'he best thing that you can do in your plan is to have
people who are familiar with an area so they can spot
something that is unusual. Once something is found,
the next part of the plan is to notify competent people
1O come In

We can tell you who we think is competent on the basis
of training. However, I can tell you this, of all the peo

ple we train, some are much more competent than oth

ers. You want to bring in competent peopie to profes

sionally deal with the explosive device, and you want to
be sure that from your standpoint you have evacuated
the area. If there is ever going to be litigation, it will be
directed at the security personnel who have not evacu-
ated the area. Evacuate to the extent that you thir k is
possible and necessary

I saw a very high ranking member of the New Yor ¢ ( ity
Police Department once argue with the commar der of
the New York Police Department’s bomb squad who-
in & high-rise building right off Park Avenue, ~ 0 some
odd stones tall, the device was located on .he 44th
floor—ordered an evacuation of two floors above and
two floors below. This senior officer said. “my God
man, you are talking 30,000 people.” The commander
said to him, “you better move quickly because if some
thing goes off, the odds are that some of those people
are going to die”

[t seems like a crazy thing to have to do, but in today’s
world of civil litigation, if you are a security chiel and
you do not evacuate, not only does your job disintegrate
but you can look forward to maybe four or five years in
court

Domestic Terrorism

What I am saying to you is this, you may not be able to
stop a bomb going off but you have to fulfill the basic
requirements of the security world. One of those re-
quirements 1s 10 evacuate people as far as possible.
You are going 10 be under tremendous pressure. We
see it all the time, especially with planes. A threat is
known, and we insist that people be off the plane be-
fore any secarch occurs. But the airline that has the
flight keeps saying, “come on, you are screwing things
up.” Or a police chief says, “you are ho'ing up traffic.”
In your case, you may have to shut down an ,..**allation
for a while. You are a lot better off being safe than
sorry, I can guarantee you that.

One of the devices that was found in Germany in 1988
was a basic Toshiba radio. it will give you a rough idea
of the capability that we are dealing with nowadays.
This device was found by the German police during a
concerted group of arrests and searches last October.
When they opened up the radio, the first thing they no-
ticed was a white package. The white package was
cloaked in a Toshiba wrapping, but the white package
was an explosive charge. The charge in this case was a
little under a pound

The bomb technician peeled each layer to get into this
package because he didn’t know what kind of electrical
or electronic component would be inside there. In
other words, he was concerned about a possible booby
trap or the fact that he could inadvertently set it off,
Once he got in there, he found a plastic explosive. It
was orange in color, probably Semtex plastic explosive,
and the wires and the blasting cap were hidden under a
little cutout Toshiba marking. The bomb makers also
had cut the Toshiba marking out and pasted it on top of
the imer. The bomb makers did everything they could
to make the insides look like a Toshiba radio with the
thought that if somebaody opens it up, the odds are that
they are not going to bother looking at anything that
has the Toshiba logo on it.

The antenna was the arming switch and the radio con-
tained an atmospheric pressure switch. The switch was
set 50 that at a certain atmospheric point it would open
up—when the plane hit a certain pressure—and it
would start the timer. The timer would be geared for
“X" number of minutes or hours, whatever the terror-
1sts wanted, and then the device would go off. I guess
what I'm saying is that with the level of sophistication
used to make something like this, if the radio was in
somebody’s luggage, without a good intelligence report
telling you what to look for, that thing would be almost
tmpossible to find

In April 1989, the German police found out that in the
places they had searched they had missed a few devices
That is one of the tendencies that all of us have. We
find something and we think we have scored, and we
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stop searching. Again, for those of you in security, al-
ways remember if you find one device, do not stop look-
ing: there could be a second device somewhere clse.
Just do not let up because you found one—that seems
to be what happened here.

Anyway, the German police went back in April and
they found two larger devices in rather large living
room stereo cabinets. They broughit these devices back
to their headquarters and for some unknown reason
they were taking the devices apart downstairs in the
basement parking arca of the building. | say unknown
reason, because the West German bomb squads have
absolutely excellent equipment. They have robotic
alarms and all sorts of things to use to really bring in the
safety aspect when they are dealing with an explosive
device. For some reason they decided to do this down in
the basement.

The bomb technicians managed to Gisarm the first de-
vice, but the second device had been made in a slightly
different way. They fell into a trap, a trap that could
happen to many technicians if they aren't careful. That
is, having taken apart one cabinet, the second cabinet
looked very much like the first one, and they made the
assumption that the second cabinet was put together
the same way as the first. It was not. It blew up and
killed one bomb technician immediately and the other
fellow, although he has been on life support since
April, his hope of survival is very slim.

You are up against very clever people. Look at this
photo of a piece of luggage. If any of you are familiar
with explosive detonating cord, detonating cord looks
like a piece of rope. What the terrorist did was to take
the detonating cord, and in a circular fashion inside a
piece of luggage, he actually just weaved it around so it
had an interesting pattern. He then sprayed gray paint
to match the gray of the Samsonite luggage. [ can goar-
antee you, an inspector would open up the suitcase and
consider the detonating cord to be part of the luggage.
‘The blasting cap is sitting up in the top of the suitcase,

The only thing that you can do to deal with the threats
that are out there is to be prepared. The only way you
can do that is to be organized —you have to have a plan.
By the way, having conferences like this is a very impor-
tant element of it. It really is. Some of you might be sit-
ting there saying you are conferenced to death. But in
the materials you've received there is a lot of good in-
formation. Training is very critical. As soon as the
budget cuts occur in all agencies, the first thing we cut
down on is training. Unfortunately, the negative effect
of training reductions are not observable in the year it
is cut, it happens two or three years later when people
can’t handle a crisis situation.
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Technical equipment, in dealing with this kind of a
technical threat, is an absolute necessity. It is very ex-
pensive and really does require some farsighted leader-
ship and people who are willing to expend moncy and
take a little heat in anticipation of something happen-
ing down the road. It's very easy {or a manager, after a
bomb goes off, to start running around and buy all sorts
of safety equipment. The person who does it ahead of
time generally takes some heat because a lot of people
can't see the same threat that he sees. This is what
makes a security manager's job so difficult.

Sharing of information, which we are doing today, is
very important and coordination is critical. I am going
10 end my talk with telling you about bomb squads. The
FBI trains all the civilian bomb technicians in the
United States. Our school is located at the Redstone
Arsenal in  Alabama—Huntsville, Alabama. The
school has been in existence since 1971, Congress put
us in charge of it in 1981,

There have been over 4000 graduates of the school.
There are probably right now, 700 to 800 trained police
and fire bomb technicians in the United States. We are
running classes constantly at the Hazardous Devices
School. We lose bomb technicians in the United States
through attrition, retirement, promotion, and even
death or injury. We do not train anybody who is not a
volunteer. They are all volunteers, and by in large, they
are pretty good.

The difference between the police or public safety
bomb technician that we train and the military EOD
[explosives ordnance disposal] personnel is just a dif-
ference in the focus of the training. Military EOD per-
sonnel receive at least a year of training and many of
them more than that, but the bulk of it is focused on
military munitions. They are trained in how to deal with
all sorts of U.S. and foreign military munitions. It is a
critical part of their job.

They are also trained to deal with improvised explosive
devices (IEDs), but unfortunately it’s a minimal part of
the training. There are some moves in the Army right
now o try to increase the level of proficiency in dealing
with IEDs. The police or fire personnel who deal witha
bomb generally only deal with the improvised device.
The thing about an improvised explosive device is that
an individual made that device. He didn’t make it by
following instructions from any kind of a book; he
doesn’t write down how he made it.

All the techniques and all the training that we give
these bomb technicians is on how to try to unravel the
mysteries of how the bomb works and how to use high
technology to safely disrupt the device. We are proud
of the people who graduate from our school. I feel very
awkward about the school, because there is no Federal



agency that has the responsibility to render safe a
bomb. In the FBI, those of us who do this training, we
do not normally respond to a device.

I had a group in once from South America, and they
were at FBI headquarters, and we were talking through
an interpreter. It was November a few years ago, and by
their questions 10 me it was clear that these people
were trained in explosives. They understood explo-
sives. One of the things that they said led me to ask
them how many police bomb technicians died in bomb-
ings. The interpreter said, “Mr. Quigley, they lost 58.”
I said, “58 people, that's a lot. When did the terrorists
first start using bombs?" I was figuring that we were
talking 10 years or whatever. I looked at her and she
actually had tears running down her cheeks. She said,
“No, it was this year.” She said, “they lost 58 men since
January.” These are not people killed in a bombing,
these are people killed trying to disrupt a bomb. It puts
itinto a certain perspective. Explosive devices are very
dangerous.

During the next few days, you are going to hear some of
the state-of-the-art techniques used in trying to detect
a device. From the standpoint of the bomb technicians
who have to respond to the device, we do have state-of-
the-art technology, but we frequently feel inferior to
the guy making the device. You have to recognize that
you are dealing with some professional people. Many
peopie do not like to use the word professional when
they talk about teriorists.

Unfortunately, many terrorists are highly skilled at
what they do. It's a fulltime job, they do it 24 hours a
day. So, it takes everything that you can do to try to pre-
vent or deter them. You have a formidable task, and
this is the piace to talk about it. Souny security is pri-
marily based on the effective exchange of information.

Afternoon Session

Mr. Burnett:

Qurnext speaker is the second representative from the
FBI Bemb Data Center. Mr. Rick Redman joined the
FBI in 1969. Since joining the bomb data center in
1984, Mr. Redman has specialized in aviation security
and physical security. He is the author, editor of the
FBI's book on Bombs, Airport Security. He will speak
t0 us this afternoon on the topic of non-nuclear explo-
sions—types and effects of explosives.
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Non-Nuclear Explosions

Non-Nuclear Explosions —Types and Effects
of Explosives

r. Redman:

I am not quite sure whether 1 was invited to
directly after such a fine luncheon because 1 would be
able to keep you awake or, quite the opposite, I would
give you a nice rest from your lunch and a nice relaxed
nap. We will soon see.

You have seen this morning som~ good video tapes of
what happens during a bombing, resulting damage, et
cetera. Now I would like to talk a bit about why that
damage occurs. What actually h ppens in explosions
and with explosives.

The first time [ talked to people f com a similar commu-
nity L0 yours was out at a semina: in Las Vegas last year
for the Department of Energy. 3efore that, I was a lit-
tle apprehensive that talking 2 oout basic phenomena
or effects of explosions and explosives was 100 elemen-
tary for people of that ilk. [ was told, and I am told the
same with this group, that generally speaking, you are
security people first and not bomb experts.

Therefore, Iam going (o get into some of the actual ba-
sic phenomena of explosions from the basic level. |
think it isimportant. I think it sets the stage and builds a
foundation for you for the rest of the portior on explo-
sives during this seminar. 1 hope you will find that to be
true.

Security’s response to an explosive threat must be 1o
prevent entry of explosive devices through site harden-
ing and screening, to contain and isolate the threat
once penetration occurs, to evacuate the facility of the
people once penetration occurs, and to conduct a Sys-
tematic search of the premises to locate the device if its
Ixcation is unknown. To do this, you must have a good
sceurity plan. Planning is all important —be proactive.

You must have your procedures in place before an ex-
plosive threat happens, otherwise it is too late. I do
want to impart to you though, that once a bomb or a
suspect package is identified and isolated, then only
people who are trained bomb technicians should han-
dle these bombs. We have 100 many people out there in
security fields and the public safety fields that are not
explosives-trained people who make that attempt with
dire circumstances.

[Mr. Redman's slides are not included, but the FBI paper,
“Introduction to Explosives,” has been included in Appen-
dix A/

['would like to talk about the effects of explosives to the
human body. There is some pood news and some bad
news. The bad new is, obviously, what explosive power
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can do to the human body. The human body is like a
speck of dust standing against an explosive force. That
is the bad news.

The good news is that, in the particular case that 1 am
relating to you, from a law enforcement officer’s stand-
point, this was a good bomber. This fellow was a
bomber before this happened. He was in one of the let-
tuce boycotts out in California and was attempting o
place a bomb inside of one of the grocery stores. He
was climbing through the vents of the grocery store
making an illegal entry into the building. The device
functioned and the sides of the vent caused a tamping
effect, which kept the explosive force entirely on his
body - this can happen. You might be able to discern
little pieces of lettuce there, very symbolic of the na-
ture of what his cause was, 10 boycott lettuce.

The next incident is one of tragic circumsiance. This is a
case in which a law enforcement officer attempted to
handle an explosive device. What Mr. Quigley alluded
to this morning, only when samebody else's life is inim-
minent danger should a person not trained in explo-
sives attempt to handle a bomb, only under those cir-
cumstances. When you do not have to deal with it,
leave 1t to the experts. All that was left alter the explo-
sion was part of the officer’s uniform. Those are the
tragic results of an explosion.

What are these forces that we are talking about? I am
going to read this first one to you, a definition of an ex-
plosion. An explosion may be broadly defined as the
sudden and rapid escape of gasses from a confined
space accompanied by high temperatures, violent
shock, and loud noise. The generation and violent es-
cape of gasses are the primary criteria of an explosion
and are present in each of the three basic types of
explosions.

This next hour is going to be like going back to school.
But, the good news is that you do not have to take
notes. The FBI paper, “Introduction to Explosives,”
the modified version, has all of this information in it for
you 10 peruse at your convenience. So, it is in there,
Almost everything that is on these slides will be nar-
rated in that handout [Appendix A, Redman] that |
mentioned

One type of explosion is the mechanical explosion,
which may be, as the example in the paper, an over
pressurization of a steam boiler. We are not going to
deal much with that today because you do not get (0o
many terrorists standing outside your facility's walis
stoking up a fire with wood or coal in a boiler of some
type trying to get your place to blow up—at least not
that I know of. It hasn’t happened. It could happen.
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One way that it may happen, which may have occurred
to you already, is through sabotage, through your inter-
nal heating system, or the nuclear system that you have
in there. That does happen. You can have a mechanical
type of explosion through a heating system; that is, a
build up, somebody over-pressurizing your boilers, et
cetera. But it is not 00 likely.

Chemical explosions are the second type. When I talk
about chemical explosions and I talk about commercial
and military explosives, are those chemical explosions?
Yes, they are.

The third type of explosion is the one which most of you
people are engaged in, the industry, nuclear. I am not
going to talk about that today. Far be it for me to pre-
tead to be an expert on nuclear explosions. | will only
cover it in passing as being one of the three types of ex-
plosions that do occur.

We all know that there are two ways of creating nuciear
explosions; either with the splitting of the nucleus of
atoms or joining them together, fission and fusion.
Something that you may not know, but when you think
of it in these terms that will help you to envision what 1s
happening in an explosive process. In all chemical ex-
plosions, the changes that are occurring either result in
combustion or burning. If you think of it in those terms,
it will greatly enable you to think in terms of what is
happening during that process.

That is the difference between thinking about the
burning of a log and what we refer to in the explosives
community as detonations of an explosive. It is the rate
of that combustion process, the rate of it, ftom a very
low, slow, comparatively, to an almost instantaneous.
To have combustion at all times though, you need
something to feed it, a supporter of that combustion
What is that? Ii's oxygen.

In ordinary combustion, which is slow, that's burning
something. In an explosion, it is a rapid combustion.
Visualize your automobile engine. The process that is
taking place in the engine when the fuel along with the
air containing the oxygen mixture is being compressed,
raising the ignition temperature until expiosions occur
in the engine releasing the power.

Detonation, 1 referred to that before in reference to
explosives, instantancous combustion, that’s the way to
visualize it, to understand it. Is it truly instantaneous?
No. Actually, in time elements, 1l 1S not instantaneous,
but it is so rapid and so quick that ' is phrased as a deto-
nation when you are referring to explosives.

Detonating explosives, what is happening when that
happens? The explosive is converted from a solid into a
rapidly expanding mass of gasses, producing three




primary and several secondary effects. Your three pri-
mary cffects are the blast pressure, which is the most
powerful and destructive. Blast pressure is the main
thing that is going to damage your facilities, damage
your personnel, as far as the power and destructiveness
from that force. But not far behind is fragmentation,
and then you have incendiary or thermal effects.

Figure 1 in the paper provides an illustration of what
the effect is. On the right side of that half circle a wall is
simulated. You have your detonation point right in the
center. That is where your explosives are on @ surface
shot. Right at that same point the incendiary or ther-
mal effect is occurring. That is the heat, that flame that
oceurs at that point. You have your blast pressure ¢f-
fect and a shock front which is leading, it is compressing
the atmosphere, pushing outward. Everything in that
path, as it expands from the explosive point itself is fly-
ing out and becoraing fragmentation.

If you are not already respectful of explosive force,
read the facts about speed, about exertion of force.
You have approximately 700 tons per square inch of
pressure on the atmosphere surrounding the point of
detonation and expanding, pushing outward. "he v¢-
locity is up to 13,000 miles an hour as that shock front is
moving away. Anything in that path is susceptible to
the effects of that explosion. Can your buildings with-
stand 1t? Are there ways to get around minimizing, de-
flecting, et cetera, your sites? It can be done.

The positive pressure phase is when at the instant of
detonation these pressures that [ just talked about are
moving away with that shock front pushing everything
away from the seat of the explosion, the site of the ex-
plosion. The negative pressure phase...What happens
when you have anything rush away like that in air? A
vacuum is created. The vacuum sucks everything back
in right behind the outward expanding force of the ex-
plosion. It has nowhere near the power and force of the
outgoing blast, but still has a very strong velocity.

To help you visualize the effects of what 1 am talking
about [see Figures 3-5, Redman, Appendix A, we have a
wall on the right, a tree, a table, and a chair. To the left
18 a simulated drawing of a bunch of dynamite already
lit and burning. During that positive-pressure phase
that [ mentioned, everything is moving outward at
speeds of up to 13,000 miles per hour, 700-pounds-per-
square-inch compression of the surrounding atmos-
phere, everything is flying away.

See that the bricks on the wall start to fly also in the
direction away from the seat of the explosion. Very
quickly, in the elements of time, the negative pressure
phase starts. Now, everything is going back to the site of
the explosion, being sucked back. You sce portions of
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that wall beginning to fall back toward the seat of the
explosion.

Why are conditions after the explosion important? You
need to understand this in order to help at a bombing
crime scene. Being the security people at the target fa-
cility, you are going to be there before the public safety
bomb technicians arrive. Evidence is all around there.
You are going 10 have mass confusion if you have
deaths and people injured, and you are going to want to
help them first. That is understandable, it is primary to
get help to those people—maintain and save lives if
you can.

Tempering that though, if you are able, is to also think
about evidence. You want to be able to isolate that
crime scene, hold it and secure it until your bomb crime
scene investigators arrive. With the positive and nega-
tive pressure phases that I talked about, you have a lot
of the components of that bomb, and other evidence as
well, that are going to remain very close to that detona-
tion point. A lot of the components are going to be
sucked right back into the crater itself, the explosive
crater.

Whenever there is an accident on the highway, you
have gawkers and all the traffic slows up. Everybody is
always interested in seein - what is going on. If you have
such people trampling thruugh the bomb scene, walk-
ing around and picking up evidence and component
parts—pieces of clock in their shoe soles—or kicking
these pieces away, they are going to be destroying a
great deal of evidence. Part of your plan, I suggest,
once the tragic circumstance of a bombing occurs, will
be to protect the crime scene to the best of your ability
for the experts who will be coming in there afterwards.

A lot of people, if they do not understand or haven't
gone through explosives training, will come on a crime
scene, and they will wonder about it. They will say,
“where did that blast come from? Did we have two
blasts? How come picces of the wall are lying down
over here and how come some of the other pieces are
on the other side?” These people will think that an ex-
plosion only pushes debris away. [t doesn't make sense
to them that fragments are moved back toward the cra-
ter. But now, hopefully, you understand why that hap-
pens, and you can see, if you do have an explosive at-
tack at your facility, why it is important to protect that
scene for the experts

Secondary blast pressure effects. Remember we talked
about the three primary effects of an explosion; the
blast pressure, and the fragmentation effect, the ther-
mal one. Now we have the secondary blast effects. Why
1s it important that [ address these? [ think it's impor-
tant because you can deal with these effects—the re-
flection, focusing, and shielding of the pressure wave.
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When that explosive positive pressure wave is going
out, if there is a barrier in its path that is strong enough
1o withstand breaking away—disintegrating and being
blown as fragmentation down range—il the barrier
stands, you have an actual hole in that positive pressure
wave. The force of the pressure wave will split to go
around the barrier. Why is that important? It is impor-
tant, particularly in the design of your sites. Do your
sites have good bomb site planning? Do you have barri-
ers put up to deflect this primary pressure wave up and
away from the critical points of your facility where your
glass structures are? It can be done. Today, with com-
puters—this thing calied CAD, computer-aided de-
sign —these formulations can be worked out. Unfortu-
nately in the security ficld, we've all known for a long
time that generally speaking they will build the facili-
ties first and then they will ask someone to dsign the
security system for it, the control points and every-
thing. The best way is to get in on the ground floor, be-
fore construction occurs—1o be able to get the security
experts in there on explosives to help design that facil-
ity to withstand explosive effects.

Besides the good point about reflection, being able to
build barriers and deflective shielding, masonry, et cet-
era, there is a bad point to it. You have to understand
where you want to locate the crucial, critical elements
of a facility, including the people. If there are long
walls, long hallways, long passageways, you have to be
cognizant of the fact that those walls, hallways, and
passageways cannot only allow explosive force, as we
have talked about, to do its destructive damage, but it
can enhance it.

How many of you play handball? If you do, you prob-
ably know that the ball coming oft the surface on the
sides of your handball court seems to leave at a faster
speed than it enters. The same thing happens with
explosive power reflection, it extends the force of the
explosive power.

It 15 important to understand that element in the design
caacities of your sites, or where you are going to place
your guard at the end of a long hallway. It is important
to realize what the possibilities or probabilities are go-
ing to be if an explosive is put in the front part of a long
passageway.

We've talked about reflection, focusing and shielding
of that positive pressure. [t also is important to under-
stand your earth and water shock effects. The same
thing occurs with that explosive when it is buried in the
ground or placed under water —these forces are still
present. A terrorist, or disgruntled employec attacking
your facility, can bury explosives at your site at loca-
tions where you have susceptibility to critical structural
points.
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The ground does not compress like gasses or air does,
but the same positive pressure wave does occur. Natu-
ral phenomena can crack foundations and crack fuel
storage tanks, et cetera, and the same things can be
done by a person who knows how to bury explosives in
the ground. Water does not compress at all. A bomber
can get up to three times the distance of shock effects
with a water explosive shot. It travels further. That's
why UDT people, underwater demolition team people
in the military, are so endangered from underwater ex-
plosions. The shock wave travels about three times as
fast and far under water.

Structural fires are also secondary blast effects. These
are the fires—not the actual thermal incendiary effect
itself —but those fires that come from the other effects
of destruction such as electrical cables shorting or fuel
lines rupturing in the facility and being set ablaze by
the thermal nuclear effect.

1 will talk a little bit about explosives. It is incumbent
upon you as security managers to have a training pro-
gram in effect for your security personnel, the people
who are out there actually on the front line day in and
day ¢ at, controlling, screening, et cetera. You need a
training program. You are the managers and people
that are responsible to make the programs and the
training available. I am not going to go into what |
would give your front line people, what types of
courses, but I will give a brief overview of what explo-
sives look like and what should be known about the ex-
plosives.

1f you are going to set up a training program, it has to be
detailed. Actually have inert explosive packages
brought in; take the trainees out on a demolition range
10 see some of the things that I am talking about so that
they have an understanding that will enable them to
recognize and identify and control entry of explosives.

Let’s talk a little bit about explosives. One thing you
have to realize about explosives...I am going to say this
right off the bat. Even though 1 say there is a critical
need to recognize discernible explosives, that is not the
whole ball game. Today, explosives can be so well dis-
guised, hidden, or shielded in packages that it causes a
great problem for people in the security field.

Fortunately, in most of the bombings around the world
and in this country, the bomb maker does not use all
the available technology. It is out there. It is relatively
simple to use. Every day, every week, or every month,
you can read in your local newspapers about some gen-
erally intelligent student in your community getting
killed or getting arrested for making explosive devices
simply because of an interest in explosives. These peo-
ple are not terrorists, they are not connected with
organized crime, but it is simple enough to be able to



construct explosives and to be able 1o construct | EDs,
which is a term we use in the explosives community for
improvised explosive devices. IEDs will be talked
about in the next speaking segment by Agent Higgins.

It is easy to construct IEDs. Who out here doesn't have
a Radio Shack store in their community? I am not here
derogating Radio Shack. 1 am Just saying that readily
available electrical component parts are out there,
whether it is a hardware store, Radio Shack, or what
have you—grocery stores sell some of it. It is all out
there, easy to get, casy 10 construct,

Yet with all this availability, the terrorist is not taking
full advantage. The most prevalent bomb made around
the world today is a pipe bomb. Primitive in its lack of
sophistication, and yet, still deadly. More public salfety
bomb technicians are injured or killed by pipe bombs
around the world than any other IED. If Lerrorists ever
Start using the available technology —sophisticated
timers, barometric pressure switches, which are used
some places—this country and your job will become a
nightmare. The technology is out there. It is frighten-
ing and sobering to think about it, but that knowledge is
out there.

Let's get to low explosives. What are pipe bombs gen-
erally made of? Quigley talked to you this morning
about that one down in South America, in Colombia,
hat didn't have the typical low explosive in it, the
black powder or the smokeless powder. It had a high
explosive charge in it. Most of the explosives in your
pipe bombs are low explosives

Low explosives are said to burn rather than detonate or
explode. Remember, we talked about that combustion
process, the difference between detonation and the
burning, ordinary and slow combustion. Low explosives
can generally be initiated by flame, shock. friction, and
they do not require a blasting cap, which is a blasting
imtiator. It's these low explosives that are generally
Used in pipe bombs.

Low explosives are designed to give a pushing, heaving
effect. If a person wants to move a boulder from a road,
that person will use low explosives 1o have muscle
pushing that object out of the way. That is what low ex-
plostves are legitimately designed to do

L would po into a great deal more of the show and tell if
you were the actual people that had to recognize this
stuff, but this gives you an idea of what I am talking
about. Black rifle powder can be bought in any gur
store, 1ts easily obtainable "Bulis-eye” powder, “Red
Dot,” are different brands of black powders and
smokeless powders. Flash powder is used a great deal
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in the manufacture of fireworks, its very volatile, very
sensitive

We read every year around the Fourth of July about
some legal or llegal fireworks factory completely dis-
appearing off the face of the earth, numbers of people
killed. Flash powder is usually one of the things causing
the problem, it initiates the explosion and sets off the
other explosives.

Match heads can be used. A person simply collects
enough matches, breaks the heads off, and has a great
explosive. Children will use match heads (o stuff into
fire extinguishers. Why into a fire extinguisher? By
placing a low explosive into some type of containment,
such as a cylinder, the person can intensify the blast ef-
fects from the low explosive. A high order effect can be
obtained this way, rather than a low order effect that
otherwise would oceur from an uncontained low explo-
sive.

[n the explosives commurnity, a kigh order as opposed to
a low order is simply the explosive detonating at its
design velocity. If you are out on a demolition range,
dealing with high explosives, C-4, et cetera, you can
sometimes have a low order effect. The explosive did
not detonate at the speed it was designed 10, There-
fore, instead of being consumed the e Plostve was torn
apart and thrown around.

High explosives are designed to shatter ang destrny,
Military explosives are high explosives. 'i'he nature of
war is destruction. Generally speaking, when you speak
of the difference between low order and kigh order, the
accepted cutoff is 3300 feet per secoart in your detonat-
Ing wave velocity. Anything below 3300 feet 18 consid-
ered a low explosive and anvihing above 3300 feet is a
high explosive. HMX, an explosive compound, goes all
the way up 10 29,900 feei per second.

Generally, these Cxplosines kuve to be initiated by a
blasting cap or a booster of some type. There is a thing
called an explosive (rain, the sieps (o actually getting
explosives (o detonate. With low explosives, remember
[ talked about heat, friction, {1 \me, shock, their being
SEnsitive 1o those elements, you do not need a blasting
cap. High explosives, secondary explosives, which T will
8¢t Into, need something strong enough to be able to
Ciuse and nitiate that explosive detonating wave,

Blasting caps are designed (o 0o that Sometimes you
need another part in that EXpiosive train, to boost it up
even higher. Those are called box sters, but |
ahead of myself, The &

am getting
gh explosives we are talking
aiter and destroy, a brisance
etfect. When you hear snat the

about are designed to sh
il elfect had a lot of
brisance, it Simply mean
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A lot of you have probably heard about C-4, and you
also have heard a great deal today about Semtex H, the
Soviet bloc made equivalent to the C-4, because of the
different terrorist events that are occurring around the
world, airplane explosions, et cetera. The speed at
which the detonating wave travels, the initiating effect
is about 26,400 feet per second. In other words, if you
laid out a line of detonating cord, which is made up of
PETN or RDX, if you laid 1t out five miles in length, it
would take one second from the point of initiation to
the end of it.

Phenomenal, the effects and the elements of explo-
sions. These are the things that are causing the destruc-
tion that you saw in the films, video tapes, and slides
this morning that Mr. Quigley showed. These are the
materials that are being used in explosives.

Primary explosives have included such chemical com-
ponents as lead azide, lead styphnate, and mercury ful-
minate. Primary explosives are extremely sensitive ex-
plosives, which are generally used to intiate your
secondary explosives. They are used in blasting caps as
the pnmary charge. They give the oomph that is
needed to se! off the secondary explosive. The primary
explosives cou'd be used to do damage themselves, but
what is the problem with a terrorist using these? The
problem is that primary explosives are sensitive to heat,
shock, friction, and flame, making them very dangerous
to handle and use. You don't se¢ these used too much
as a main charge

Secondary explosives are used as the main charges
I'hese are what your people need to be familiar with
and to understand as far as screening attempts go. Ol
course, always remembering the exception 1 told you
about, that today these explosives can be easily dis-
guised, they can be shiclded and hidden within
innocuous looking devices. Some of these devices can
be very hard to recognize either by X-ray machine, ex-
plosive detectors, or by the human eye

I'hese main charges can be categorized in different
groups. There is dynamite, and there are different
types of dynamite also. Each is designed to perform a
specific function. Some of these dynamites have lower
detonating velocities, which give them more muscle, a
pushing, throwing effect. Other ones have more
brisance, which gives a shattering effect. Some of them
are ecasy to work with and some of them are hard to
work with. The straight dynamites that have the higher
nitroglycerin content, are the more sensitive dynamites
1O use.

Not too long ago, ammonium nitrate was a very com-
mon ingredient in the manufacture of dynamites that
were most used in legitimate trade in this country. To-
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day, 1 can tell you that dynamites are disappearing.
They are not being manufactured in the amounts they
used to be. There are more sophisticated materials that
I will tell you about that are taking the place of dyna-
mites. The terrorist of the past carried several sticks of
dynamite wrapped together and put them aboard a
plane. Those were easier to see inside an ITED ~ lunch
pail, or something like that with a clock. These are be-
coming less and less used today, making your jobs more
and more difficult. This tvpe of dynamite was not easy
to disguise or reconfigure; it was harder to hide from
security and law enforcement personnel and fairly easy
for dogs to detect.

Gelatin dynamites are much safer (o use, much easier
to handle, and were very popular in more recent days.
Once again though, because of the other materials be-
ing developed, which I will get to in a second, dyna-
mites are being phased out. IME people, that is, Inter-
national Manufacture of Explosives representatives,
tell me that they do not expect much dynamite to be
left around in this country by the year 2000. [ am talk-
ing about being manufactured, there’s always dynamite
being left around.

Some of the highly routine regular work that our bomb
technicians, State and local law enforcement peopie,
do around this country is recovering old dynamite that
has been left in old mines, left in old factories. This un-
used dynamite is very hard to handle because it has
been what is known as sweating. A very crystalline situ-
ation, where the nitroglycerin is sweating out of the dy-
namite and coming out of the bottom of the wrappers
It is very sensitive to heat, shock, and friction and very
hard to handle.

The permissible or permitted explosives are those that
are designed to be used in mines. In other words, they
are designed and manufactured to reduce some of the
toxicity of the explosives. These dynamites have certain
salts added to them, which retard or quench the flame
and heat temperatures, this cooling effect makes these
dynamites usable in mines with less hazard to the users.

One thing to remember about dynamite, there are
some quick and easy ways to recognize whether you
may have dynamiie or you may not have dynamite.
Note that 1 didn't say you either have or do not have —1
said you may not have or you may have. A lot of bomb
makers today will take safety flares, et cetera, and use
them as the supposed threat in extortion type cases or
hoax devices. They will say that it is dynamite and it’s
not. With the eye, if you are experienced, you can tell
whether your lines and your wraps are crimped at the
appropriate places and whether your lines are straight
down on your wrapping or not. All of that means some-
thing in the actual packaging. That is something that




your people are go. ‘e 1o have to be taught if you are
£oing 10 have them out there trying to attempt to iden-
tify dynamite or devices being brought into your facil-
ity.

Blasting agents— 1 told you dynamite was disappearing,
and one other reason why is because of the advent of
new blasting agents. These are chemical compositions
Or mixtures that are much easier to handle, much less
sensitive than the old fashioned dynamite, or any of the
different types of dynamites. These blasting agents are
being used much more by your commercial blasters,
people out there that have legitimate needs. 1 am talk-
ing non-military at this point

The blasting material, remember, is also a source for
the terrorists, or bombers, to get their explosives. Con-
tinually throughout this country and the world, blasting
sites, legitimate blasting sites, are being broken into
and the explosives are being stolen from lockers and
bunkers. It is from these sites that a lot of the blasting
materials are disappearing. They turn up in different
parts of this country, used by different organizations.
I'he radical group, the Weathermen, back in the 1960's
and 1970's got a lot of their blasting materials that way

Bob Quigley talked about the groups having cross
training, cross-familiarization with each other, cross-
exchange of information. Sometimes when explosives
are stolen, we can make ties between terrorist groups
because we find the same stolen explosives showing up
within these groups that we thought had nothing to do
with each other. They have a commonality of being ter-
rorists, and they have a system where they do pass on
information to each other. That does happen. We can
trace it, we have traced it

Blasting agents are much easier to handle and use than
dynamites. Water gels or slurries, another name for
them, are another common group of explosive that is
used. However, cap-sensitive blasting slurries or water
gels are not considered blasting agents. You can get a
water gel called Tovex, that is cap sensitive. It is just a
very subtle thing, the fact that we do not consider i+ a
blasting agent if it is cap sensitive

F'ovex comes in a sausage-type package. If you were to
take a crimping tool, with its sh irp type of probe, and
poke into the Tovex to affix your blasting cap or deto
nator, the Tovex would be gelatinous, very runny
hat’s the type of material that is inside of this water
gel type of explosive

Binaries are two inert
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on trucks to transport around, and they are not danger-
Ous as long as they are separated. Only when they are
Joined together, mixed together, do they become ex-
plosive. You can see the advantages of that. A lot less
hazardous to your health, whether you are a bomber or
legitimate user of explosives. An example of a binary
would be Astropak. Simply mix the iwo component
parts of the binary and it becomes explosive — apart, no
problem.

Explosive sheets or sheet explosives such as Flex-X or
Deta Sheet, are some of the so-called “plastic explo-
sives.” We hear a lot about these in the field. If you
want 1o appear chic in media and other circles, you
would use the French term “plastique.” If | hear some-
one say “plastique,” I say that person doesn't know
much about explosives. Nobody other than the French
and the so-called people who like to appear knowl-
edgeable use the term “plastique.” We just call it
plastics

Plastic explosives are rubber like, malleable, mold-
able—~they can be formed in any shape. That is what
makes them so valuable. Instead of fastening those old
dynamite sticks to the wall, plastics can be shaped to
get more efficiency out of the explosives around pil-
Ings, structures, supporting columns, or whatever
Much easier to use; they are relatively insensitive, far
less hazardous (o personal health.

We, in the community dealing with explosives, still
handle all explosives very gingerly, very carefully. We
do that for two reasons. One is that, if we handle all ex-
plosives that way, we do not make a mistake when we
are dealing with more sensitive explosives. The second
IS that it just makes no sense (o bet your life on the
chance of having a detonation

Great quantities of military explosives disappear every
year—stolen, sold off, et cetera. A few years ago, two
CIA operatives had sold tons of C-4 explosives to
Qhadafli over in Libya. I'hey are both in jail, but those
explosives are still out there ready to be used on some-
one or in someplace.

Like Itold you earlier about the brisance in military ex-
plosives, the nature of war is to destroy. I'hey are de-
signed to shatter and destroy, they have high rates of
detonation, and they are relativ ely insensitive to shock,
heat, and frictior. The reason is that these explosives
are going to be carried to a combat zone with bullets
flying around here and there and hot fragmentation

trom exploding artillery rounds; a soldier doesn’t want
) be carrying that demolition charge and have some
be vaporized. These ex
08¢ SO that
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TNT is still used; it is very prevalent in the military,
very available. It is also commercially available in dif-
ferent forms. Composition C-4 is a plastic expiosive;
composition C-3 is merely an older plastic explosive, a
forerunner to C-4. It doesn’t have the temperature
range of C-4; it is more restrictive in the hot and cold
ranges. The applicability is diminished—C-4 is an
improvement.

Deta Sheet, which wraps almost like a sheet, is thin—
visualize wallpaper. It comes in rolls and can be as thin
as one-sixteenth of an inch. Dupont makes it and calls it
a C-1 Deta Sheet. This is important to know because if
an explosive can be made in sheets like that, think
about it being used as the lining of a suitcase. We have
heard a lot about suitcase bombs todlay.

The C-1 Deta Sheet is very prevaleni in the world of
terrorism. It is used and suspected in the airplane at-
tacks; it can be brought in the linings of briefcases ~it
could be brought into your facilities in a briefcase. How
are you going to catch that? Your person can't identify
it and he can't see it. Do you have dogs to detect it; do
you have artificial detectors, TNA [thermal neutron
activation] chemoluminescence or whatever? You
have to try to detect the vapors from those materi-
als.

I the Deta Sheet is shielded, and it can be shielded to
minimize detectors - ir dogs from being able to discover
it, then it will become very easy to use and very much a
favorite explosive of the terrorist.

Forall intents and purposes, I would simply say that the
so-called military dynamite is not a true dynamite. As
you can see by the figure in my report /Redman, Appen-
dix A, to these proceedings], military dynamite is 25 per-
cent TNT. It comes in a cardboard container with the
two metal ends, like a juice can.

The thing about TNT is, you can flake it and you can
cast mold it. I could have your chair, table, or ashtray
made out of TNT. Does that present a problem for you
in security? The item can be painted, varnished, it will
look beautiful. You could compliment the terrorist on
the beautiful piece of work he is carrying, but he's car-
rying your death and the death of your facility. These
are the types of things that we have to deal with that are
out there and very vosily done.

The hole in the center of these different sized TNT
containers is called a blasting cap well. You can prime
it with a blasting cap that fits right in that hole. It isa
harder material, noi soft and putty like, like your C-4
plastic materials. They make a well right in it, where
the blasting cap can be inserted inside. That’s Flex-X.
That's a plastic type of explosive. Itis a lot thicker than
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Deta Sheets, the thinner Deta Sheets that I mentioned
10 you.

Explosives can be improvised and made out of various
commonplace items that can be obtained in your gro-
cery stores, hardware stores, et cetera. You can make a
homemade bomb from ingredients like match heads.
Terrorists make an excellent main charge explosive out
of fertilizer, ammonium nitrate mixed with diesel fuel
with a booster for detonation. It causes a tremendous
explosion.

This type of bomb exploded outside the Physics Build-
ing at the University of Wisconsin, back in 1971 if I re-
member correctly. It killed a graduate student working
in the building and did tremendous damage to the
building —an improvised bomb by using fertilizer that
is sold right in your fertilizer stores.

Before I end this talk on cxplosives, [ want to show you
a very interesting video tape. It is about a terrorist who
was actually captured in this country not long ago, &
couple of years age. The reason I think <his is important
is because, il you think that terrorists aren't already
here in this country, you are wrong. The FBI and other
intelligence communities have tracked many, many dif-
ferent people through this country.

This video tape shows an example in which the person
was actually caught and brought to justice. It has hap-
pened in other places. You may have read about an in-
cident in Maine a couple of years ago also, Middle East
types coming across the Canadian border with explo-
sives. It never was determined what their target was.

The film [am going to show you emphasizes that in the
security field as in the law enforcement field, recogni-
tion and understanding of explosions or explosives or
IEDs is vital. A trooper from the New Jersey State
Patrol used his knowledge to the fullest to capture this
individual. The trooper happened to get suspicious of
the individual’s activity. A good quality for a security
person to have.

The trooper was motivated and alert enough to check
out the individual, and when he saw things in the car
that further peaked his suspicions it turned out he was
correct.

[Video tape played.]

I think you found that film interesting and entertaining.
The individual in the film is representative of the indi-
viduals that we are dealing with today, the terrorists.
They come in all different shapes and forms. The one
thing they have in common is dedication. [ hope my talk
about explosions and explosives has given you a good
foundation and understanding for the rest of this
seminar.



I thank you very much for allowing me here to speak to
you, and have a good rest of the day.

[Applause. ]

Mr. Burnett:

Our next speaker is Mr. Wallace Higains. Mr. Higgins
I5 presently a Special Agent Examiner in the
Explosives Unit at the Laboratory Division of the FBI.
He will speak to us today on 1EDs, improvised explo-
sive devices.

improvised Explosive Devices
Mr. Higgins:

Good afternoon. Tam going to talk to you about mpro-
vised explorsive devices. It is going 10 be for one hour,
and we might retitle this presentation “bomb building
101" T am going to try to tell you what £oes Into a
bomb. The information that I give you is not going to be
complete for several reasons: for one thing, I don't
want 1o help 300 new bomb makers. So, it's sanitized.
Don't take the information that 1 give you and try to
build a bomb with it because you will hurt yoursell,

I usually give this presentation to police officers who
are bomb investigators or bomb technicians. When my
supervisor asked me (o give it to the NRC, I said, “why
does the NRC want to know how to build bombs: they
already have enough problems on their hands.”

[Laughter.]

I got to thinking about it, and, as Mr. Quigley pointed
out, most of the bombings in South America are aimed
at power grids and you are definitely involved in that
aspect, the nuclear reactors that produce electricity.
You do have secure sites. I went to several of them
when I was in SWAT [special weapons assault team|
training at one time, and | have been inside your
reactor facilities and have seen the security. It is
impressive

Your people do have clearances: background investi
gations are conducted and that’s impressive. However,
in a real-lite situation, we have people in the military,
we have people in law enforcement, and we have peo-
ple in the intelligence community who compromise
themselves to foreign governments Why can’t it hap-
pen toyou? Even ina maximum security prison that has
some of the best security available, a prisoner can be
sitting in his cell and stll get drugs or bomb-making
components. Why can't it happen to vou

Improvised Explosive Devices

That's why we are going to educate you a little bit today
on what it takes to build a bomb. Then, if you see these
components, or you see a bomb that has been put to-
gether, you will recognize them and be able to take the
appropriate action. in time of national crisis you are gO-
ing 10 be a big target. You are going to be a hard target.
The damage is already going to be done; the person will
have been compromised a long time ago. He will al-
ready have the components in place at your site, he will
probably already have the blasting cap and explosive
hidden somewhere inside the facility. All he will have
to do is put it together. That's real life. That can
happen.

It takes some expertise to put a bomb together. Some
of the things that I am going to show you today are very
basic technical things that any person can do if he has a
little education. We are not going 10 talk about the do-
mestic type of bombing, where the motivation is re-
venge. We are going 1o talk about terrorist bombings,
terrorist bombers, or bomb makers, who are supported
by other governments,

Before a bomber starts executing his plan, he's going 1o
determine what it is he wants to do. Does he want to
destroy property, cause havoc, does he want to kill peo-
ple, or does he want to do both? If a bomber is inter-
ested in a nuciear site, what he will probably do is not
aim at blowing the reactor but at blowing something
that will release radiation into the atmosphere. The
general public and the news media will take care of the
rest

A terrorist will look at your target and see how soft or
hard it is. We use those terms, “soft” for a target that
has casy access and “hard” for a target that is difficult to
access. If a terrorist has infiltrated the work place of a
larget, it 1s an casy target because the infiltrator is in
and out every day. If he doesn’t work there, it's a hard
target. So, depending from what aspect the terrorist is
looking at the target depends on how he is going to
perceive 1t

It's the same thing with people. If a person goes around
without guards, uses the same route every day, that
person is an easy target. If the person has protective
cquipment around him, wears a bullet-proof vest, or
has a bullet-proof car, that person is a hard target. We
are looking at hard and soft targets

Any terrorist, or anybody, attempting to assault a place
Or person 1s going to have to have some kind of training.
The terrorist might have some prior military experi-
ence that gives him some basic demolitions training; he
may have gotten it from the commercial sector working
asablaster; or, he could be a dyed-in-the-wool terrorist
that didn’t know anything about explosives and other
terronsts taught him. If vou think these terrorist
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organizations are a bunch of ragtag outfits, you are on
the wrong track. We did a raid several years ago down
South in the United States, which involved searching a
house, a normal house, middie income for that area.
There were severa! bedrooms, and it iooked like a nor-
mal house untii you got to this one room.

The room had a blackboard, conference table, and sev-
eral chairs in it. No problem, he holds classes, right?
Maybe they are reading classes. We opened up his
closet and found all kinds of firearms, shotguns, rifles,
pistols, thousands of rounds of ammunition, various lit-
erature. He had hand grenades, he had explosives, he
had blasting caps, he even had a LAW [light anti-armor
weapon | rocket. 1 1old you so, that's a clue. How many
American SWAT teams have LAW rockets?

Thege are not ragtag organizations. They have the best
equipment. They have bullet-proof vests, they have
packs: they have changes of clothes; changes of ID;
they have communication systems; they have aircraft
for surveillance; they have boats, cars; they have com-
puters, physical training programs, just like the FBI or
any law enforcement or any government agency. So,
they are not ragtag. When you get to the “druggies,”
they have their own army and they have the money to
back it. They have the money to buy the professionals
1o teach them how to do the job. So, the knowledge is
there.

If a person wants 10 make a bomb, he can do it through
self-education. He can go out to a flea market at one of
these gun shows and buy the military manuals that tell
you how to do it. He can get commercial manuals and
books in the library. And, he can experiment. The tech-
nology is there, all it takes is an open mind 1o look for i

What does the terronst need to build a bomb? He
needs explosives, and he needs an initiator, a blasting
cap; he needs a fusing system, and he needs a container
for it. The terrorist can't walk in someplace carrying a
bomb in his hands and expect to get by the security
guard, so he will put it in some kind of container. If he
wants to cause personnel damage, he will put shrapnel
in the bomb. That is, bolts, nails, beebees, whatever he
can find. He will need the tools to put all this together.

We are going down through each one of these items
and talk about them.

[Slides shown. Mr. Higgins'slides are not included because
of the sensitive nature of the material ]

As far as explosives, domestically we find that the pipe
bomb and the low explosive, is very popular. Why? Be-
GHUse anyone can go in any gun store with cash in hand
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and buy it. You do not need a driver's license. All you
have to do i look like yuu are over 21. pay your money
and walk out with a can that has a lot of power in it.
There are States that allow a person to walk in with a
driver's license, pay the money, and walk out with a
case of dynamite and the blasting caps. Simple as that,
it's easy to do.

If anyone is looking for high explosives, he can go and
buy them. It's as simple as that: Pay the mongy, show a
driver's license, and get it. He can make it in his own
home. Buy the fertilizer, buy the aluminum powder,
diesel fuel, and you have a high explosive. All he needs
then is one blasting cap. In some cases, he can steal it
from the military. That is where you get your best ex-
plosives, military explosives. They have a high brisance,
or shattering effect.

You don't need an initiator for a low explosive. All you
need is a spark. You can use a flashbulb, lightbulb, any-
thing, an element that fires these model! rockets. You
do not need a blastirg cap. For high explosives you
need a blasting cap.

There are two types of blasting caps, non-electric and
electric. Non-electric uses a fusc system that you light.
The powder train burns, just like you see in the movies
with John Wayne. The blasting cap goes and sets off the
high explosive. That is not very common in improvised
bombs, The most common is the electric blasting cap or
the exploding bridge wire. You need electricity to set
them off.

On an electric fusing system, you need the basic re-
quirements for a de circuit. You need a power source,
you need a corductor, you need a load. That's ail you
need. To control that circuit you need one other thing,
and that is switches. We will get heavily into switches,
but let's go into power sources first, What kind of
power sources are we going to talk about here? Batter-
ies. Batteries come in all shapes and sizes, big ones, lit-
tle ones. All you need is a battery that has sufficient
power to set off a blasting cap. Some of the smaller
ones like the ones that fit in your ear or watch do not
have enough power to set off a blasting cap.

So you need something that has enough power in it to
set off a blasting cap. A bomber's choice is usually a
9-volt transistor battery. Why, I do not know. Maybe it
15 just more reliable and always fires. This is a 6-volt
batiery. Itis a flatpack. It is in every roll of film that you
buy from Polaroid. It is thin, lightweight, and it has
enough power to set a blasting cap off.

Next, you need the conductors. Wire or a prinied cir-
cuit board, anything that conducts electricity, Wire
comes in all shapes, sizes, colors, and gauges. Next you
need a load. In this case, it is an electric blasting cap.



This is a military-type blasting cap. It is very powerful,
mditwilluetolfmytypeol‘uproove‘ that can be set
off with an electric blasting cap. My favorite part is
when we get 10 the switches. Switches can be made of
anything that anyone could probably think of to use.

We will talk about clocks, clocks that are either me-
chanical or electrical. How does a bomb maker make a
tuming device or a switch out of a clock? He takes one
wire and hooks it to the base of the clock. Next, he will
driil a hole in the face of that dock and insert a screw
and attech a wire 10 it. He will probably take off the
hour hand or the minute hand, whichever he wants to
operate on. One gives him 12 hours and the other one
gives him 1 hour.

I have one hiere to show you that is wired up, only this
one is wired to the bell. When the clapper hits the bell,
it goes off. No drilling in this. This is a little electronic
egg tumer. It makes a beep. It makes a beep that has
sufficient current in it so that, if it is amplified just a lit-
tle bit, it will set a blasting cap off. The bomb maker just
has 1o pull the back off, cut out the beeper, put in a
small amplifying circuit, and he can create a timer that
will time up to 99 hours.

Another type of switch is a vibration switch. This type
of switch 1s sold in an electronic warehouse store for
house wiring so that a person can wire an area in his/
her house where an excess type of vibration will set the
alarm off. Another type is a mercury switch, which can
be bought at Radio Shack or any electronic warchouse,
or it can he made.

The mercury switch has a little ball of mercury and two
electrodes embedded in the glass container When the
mercury rolls over and makes contact with those two
electrodes, the current flows. It can be carried in one
position, move it, set it down, and somebody else comes
along, moves it, and that will set the bomb off. A
mercury switch can be homemade, with a test tube, a
plug, two contacts, and some mercury. It is a very sim-
ple switch. It is an antidisturbance switch, has no time
factor. in other words, it 1s waiting for somebody to dis-
turb it and it will go off,

A photoelectric switch is another type that can be
bought. With a little madification 1o the circuitry, it can
make a bomb go off when the ambient light is dis-
turbed. When the light source changes the ambient
light and either gets lighter or it gets darker, the cir-
cuitry can be set so that it will set the bomb off. We will
£0 through some of these circuits after you understand
what the switches are like, and you will get an idea how
the circuitry works.

Improvised Explosive Devices

There are a lot of other electronic components. There
are transistors, silicone control rectifiers, which have
different functions than electronics, but in bomb mak-
ing they are basically just switches that control the cir-
cuit in a bomb. By combining a resistor and a capacitor,
u can make a timing circuit that will detonate a
b. There are other integrated circuits that can be
built. One is the popular 558 circuit. There are several
other types of circuits that can be designed to not set of [
the bomb for years. It can be set at a predestined time
in the future and it will function at years, months, min-
utes later.

There are electrochemical switches, E cells that are
nothing but tmers. They work under the premise that
when an electrode deplates and plates onto the other
electrode at a timed sequence, when it is through
deplating, a current will either flow or be interrupted
and set the bomb off. There also are sound- activated
switches. The concept is similar 1o that used for the
“dancing flower” that they have out in the stores right
now. That's a sound-activated switch that makes the
flower jump arcund. A bomb can be built so that a nor-
mal voice tulking over it will set it off.

There are other switches that are proximity switches,
and they work off magnetic induction--in other words,
if a person walks toward the location of the bomb, that
person will change the magnetic field and that will set
the bomb off. These are just some of the options that
bomb builders have if they use their imagination and
they will.

Relays can be used in building bombs. They can hold a
circuit open until the battery decays, releasing the con-
tact inside the relay which will fire the bomb.

An altimeter, guite commonly used in aircraft, can be
purchased in a good automotive store in the United
States or in Europe. An altimeter for a vehicle will cost
about $30.00. An altimeter can be modified so that a
change in altitude will make 1t set off a bomb. Where
would we use one of these? In an aircraft. That would
probably be one of t ¢ few places you would use an al-
timeter switch.

Radio-controlled devices are becoming more and more
popular. They are complicated to build, but a reliable
system can be built for about $130.00. A person can go
10 & hobby shop and buy a FUTABA or any other brand
device that is used for radio control of model airplancs.
With a little ingenuity, a person can build a reliable
radio-controlled device. Granted, it doesn’t have a
long- distance range, only about a quarter of a mile.
But a terrorist can be a quarter of a mile away from his
target when the bombt goes off. A reliable radio-
controlled system can be built.
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However, if one is not careful about the way ke builds
one of these, it can be fatal and unhealthy because,
when turned on, the receiver sometimes has a little
slap in the servo, a little current goes through. Here's
another type of radio control. This one is encoded and
decaded. In other words, it operates on a frequency on
which there are other radios working. Unless it
receives a certain code before the transmission is
received, it doesn't work. If it receives that code, the
receiver turns on. This device can be tailored to recep-
tion in a bomb. Again though, it is tricky because the
bomber could be delivering it 1o a target site and
somebody could k%a radio on the same frequency and
madvertently set off the bomb. That can be unhealthy.

I have a couple of radio-controlled devices that were
confiscated in some raids. These are not sophisticated,
they get back 10 the basics. This is a switch. How does it
operate? What is it? It's two tin can lids with nail holes
in them and a picce of paper between. What happens if
somebody pushes on the tin can lid or steps on it? It
completes the circuit. It can be hooked 1o a bomb.

This is another one that is made with common, ordinary
clothespins. Clothespins are not us popular nowadays,
but you can still buy thum. .y can be wired in about
five different ways. They can be set for pressure re-
lease, pressure, or time - several different ways to wire
a clothespin and have it function as a switch. Another
favorite of “dopers” who are trying (0 guard marijuana
fields and their drug stash is  simple mouse trap, which
can act as a switch. All one has to do is make a contact
for the wire to come down on and a contact for it to
function against. Current will flow to the bomb.

I have a device that was found on an aircraft; it was
found under the seat of an aircraft. It is a sheet explo-
sive, with circuitry that consists of a resistor, an E cell,
one transistor, and a blasting cap. Not a very bulky cir-
cuit. The device was placed under the seat of an air-
craft, a passenger got on that flight and sat down. When
they sat down, they made contact with a pressure
switch, which caused the current to fiow into the E cell,
the E cell staris deplating, and when it is through
deplating, the current flows through the transistor and
fires the blasting cap. The passenger inadvertently sat
on a bomb.

I have a diagram of an altimeter switch that was hooked
into a fairly complica.ed circuit with power source and
explosive. Altimeter switches are mostly used in
aircraft.

Those are some of the basic electrical circuits that you
will find. A person who knows » othing about electron-
ics can go to an electronics siore or buy a book and
learn everything he needs to know to be able to build a
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dc circuit and adapt it o firing a bomb. My telling you
this is not any type of security violation because all the
information is sut there in simple books for anyone 1o
read.

One thing that a bomb maker has to consider is a con-
tainer for the bomb. Domestically, the most popular is
the pipe. ltisen_glwbuy it's cheap; it provides a lot of
fragmentation. The pipe can be purchased in different
sizes 10 hold as much explosive as the bomb maker
wants to put in it. It can be fired in several ways. It can
be fired nonelectric or electric. The whole firing circuit
can be placed inside the pipe container; the end caps
can be screwed down and the bomb placed. Even if it is
found, the bomb technician that has to work on it has a
big problem. It is not easy to get in that pipe and get the
explosives and firing train out.

‘The reasons why the pipe bomb is probably so popular:
it is cheap and provides a lot of fragmentation. About
30 pounds of dynamite can be placed in a common
briefcase with a firing circuit. It would be very easy 10
carry on the streets of Washington, D.C., and nobody
would ever question the carrier. Letter bombs can be
made with a sheet explosive, a thin explosive, and some
type of switch, a power source that is thin. For exampie,
a Polaroid battery and some kind of switch that makes
contact when the secretary sticks the letter opener in to
open it up. An antidisturbance type of switch would not
work in this type of package because of the handling it
receives en route. It would need to be a switch that is
activated by the individual opening the letter or
package.

Containers can come in all shapes and sizes; carry-on
baggage or a pocketbook may be used for an aircraft.
An umbrella can be a bomb very easily; all the circuitry
and explosives can be inside the umbrella. In fact, in
one case, it was. It hung in the hallway of a building for
several days before somebody discovered it. Fortu-
nately, it didn't go off.

When a bomb maker builds a bomb, there is no manual
for it and there is no quality control for it. Terrorist or-

ganizations don't have quality control. They try to
make the bombs reliable, but it is not 100 percent. Air-
ports have a lot of suitcases, and a suitcase can be a
bomb container. We are trying to detect explosives in
suitcases. There will be no simple answer for our prob-
lem with bombs at the airport. There will be no one
simple machine that solves the problems cf explosives
at airports. It will be a system.

Let me talk about camouflaging the bomb-not only a
container for the bomb, but a camouflage for it. A
bomb can be built and put inside an electrical compo-
nent, and that electrical component plays. Who is



going 10 take the back off a radio and look inside it in an
airport and hold the rest of the line up?

A car isone of the best containers for a bomb. A car has
all kinds of switches in it, all kinds of power in the bat-
tery, and that car becomes one of the bi fragmen-
tation bombs that you will ever see. It glass and
metal init, and it can travel several hundred miles away
before the bomb goes off. You can pack as many
pounds of explosives in the car that the springs on that
vehicle will hold, If I wanted to get an electrical compo-
nent on to your site and | worked there, it would be very
casy. In fact, the components are probably already
there. You probably have electrical components laying
around that you have pulled out of old equipment and
pul in new equipment. The old equipment sitting on
the site may contain resistors, capacitors, and probably
some integrated circuits that | can vse, and there could
be all kinds of switches on it,

The clectrical components for building a bomb are
probably already on your site and legally there. It just
takes a little ingenuity to find them. That simplifies the
problem. If Tam going to build a bomb at your site, all |
have 10 get in Lo the site is a blasting cap, they are small,
and explosives. How many pounds of explosives? That
depends on where L am going to put them in your plant.
I am going to put them somewhere where they would
do the maximum amount of damage and cause the
greatest amount of confusion. Also, 1 might not just
plant one.

The explosives can be brought in at a small amount at a
tume. I peopie can get drugs and paraphernalia like
that into a Federal prison or State prison into maxi-
mum security death-row cells, why can't they get explo-
SIves 10 your site? What 1 want you to do 1s get you a
little paranoid and start thinking about it. I don't want
10 get you so paranaid that you can't do your job or you
mess the system up, but I want to get you thinking a lit-
tie bit like a bomber. Then you will start looking at the
arcas in your security that are deficient.

Atrports have what they call a sterile concourse. | re-
cently‘went to an airport with my mom and dad, they
were flying and I was not. 1 wanted to go and get them
seats o1 the atrcraflt while they waited out with the rest
of the family and have a few minutes to visit. [ went up
10 the security station and showed them my badge.
They said, “1 will have to check you through security
and check you out anyway.” Isaid, “That's fine with me,
I investigate airplane bombings and anything that you
can do to reduce them is fine with me.”

I walked through the magnetometer and it beeped. 1
didn’t have a weapon on. I walked around again and
ook some change out of my pocket ano walked

security and talking to my family, a guy came
ue uniform pushing a cart in front of him. The
cart had a bag on it that said Rubbermaid. He had a
broom and a dust pan. What is he? A janitor? He
waiked right down the side where there is no security
into the sterile concourse. People in security standing
there at that station didn't give him a second thought.
How many bombs could he have had in that wastepaper
sack that he had? You have 10 watch for these simple

things. They get by you at times.

Among the tools and accessories needed to build a
bomb, a good bomb maker will have a voltmeter, nor-
mal screw drivers, wire cutters, pliers, tape, and rubber
gloves or some kind of gloves. You probably have volt-
meters on your sites 1o check out circuits. This is an ac-
tual kit that a bomb builder had. If you notice, it has a
lot of watches in it; it has snap connectors in it. You will
see some of the faces of the watches are already drilled,
some of them already have screws in them, and some of
them already have wires connected to them,

That s a clue. Normal people don’t want watches with
a face like that. They don't need them.

Here's another bomb builder's kit, a fishing tackle box
with the same things, watches, pliers, wire. This guy
was a little bit more elaborate. He had soider and a
magnifying glass. He even had flashbulbs. Why would
he use a flashbulb? To check his circuitry out; he does-
n't want that thing going off at the wrong time.

In conclusion, 1 want 1o point out 10 you that all the
components that are needed 1o make a bomb are ofi-
the-shelf items. They can be found in almost any site
that has a repair shop that deals with any type of elec-
tronic gear. | want to make you aware that even though
people have clearances, they have vulnerabilities. |
want to make you aware that even though you have the
best security in place, don't rely on it. A system is only
as good as the people that enforce it.

There are two thoughts that I want to leave with you on
bombs. As a former head of a bomb squad in New York
said one time: “lf you think it is a bomb, it's a bomb. If
you suspect it's bomb, it's a bomb. Don't touch it, call
somebody.” Have a system in place so that you can re-
spond to it without touching it, without being in the
area of 1. 'Tit goes off, it is going to eat you up. It is not
like a fircarm where you can accidentally crank a round
off, blow a hole in the ceiling, and walk home.
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If the bomb goes off, your guality of life has suddenly
changed, and it's not going to be very good if you Iv
Don't mess with it. Teil your people, “don't touch it. -
they think it's & bomb, it's a bomb. Don't go up ang
check it out. Get somebody that is trained to check it
out.

I will be here all day. If you have any questions later on,
1 will be glad to answer them. If you have anything that
we can help you with in the Explosive Unit, please give
us a call. Thank you very much,

[Applause.]

Mr. Burnett:

Thank you, Mr. Higgins. I know the majority of the
people here are either from NRC or are a licensee of
NRC. I don’t think the first part of the meeting would
be complete without giving you all a shot at us. This
panel that we have arranged this afternoon is made up
of the NRC Inspection and Enforcement Management
that I know all you licensees know and love.

I would like to imtroduce on my far right, Mr. Jim
Lieberman from Headguarters. He is the Director of
Enforcement. | guess he's the last one to sign off on any
enforcement that goes out into the field. Immediately
to his left is Mr. Phil McKee, he is representing the
NRR [Office of Nuclear Reactor Regulation), which
regulates the majority of the sites from which you all
come. 1 will be representing NMSS [Office of
Nuclear Material Safety and Safeguards], which
regulates all the fuel plants.

I would like to introduce Mr. Philip Stohr from Region
11, who will introduce the other regional managers in
the enforcement chain,

Generic Regional Inspection Issues

Mr. Stohr:

Thank you, Bob. 1 am the Director of the Division of
Radiation Safety and Safeguards in Region I1. The
other peonle that are with me this afternoon are my
counterparts from the other regions. There is Mal
Knapn from Region 1, Chuck Norelius from Region I,
Bill Beach from Region IV, and Bob Pate, who is Safe-
guards Branch Chief from Region V.

't is going to be a little bit of a change of pace from what
you have heard in the presentations earlier in the day.
Although we could each of us talk for an hour on the
material that we have with us, we have agreed to each
present a couple of issues taking no more than five or
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it minutes eac™ We will be rotating through pretty
quickly up hore

We, like y. 4. i *= here 10 learn about this arca. Bob did
ask us 10 bring with us, if appropriate, some issues,
things that we are observing out in the regions that
might be of interest 1o you,

For the most part, the generic regional inspection is-
sues are supposed to give you a heads up, perhaps, on
some of the things that we are seeing respectively in
our regions. You may be coming across some of these
types of situations and the information may be of use to
you. | guess we also set the stage, a little warmup, for
the question-and-answer period that we are going 1o
get into after this.

Since we are going to rotate through rather quickly, we
wouid prefer that you hold whatever questions you
might have for any of us until the end, until we all get
through.

I am going to talk about two things. Both of them relate
1o security program management. The first one I would
characterize generally as some management problems.
Establishing and maintaining a good effective physical
security program is certainly a challenge. We heard
Hugh Thompson early this morning talking about the
human factors problems; it is a fairly sizable staff and
we are working with different shifts. Perhaps there are
some pay differential problems as compared to the
other staff.

The electronic systems that are b ing used are becom-
ing increasingly complex The security staff has to es-
tablish teamwork and inwerface with a technical staff
that may not always be sympathetic to or nnderstanding
of its probleias. They have to work together effectively.
I could go on, but 1 think you recognize the situation
even better than 1 do.

For the most part, I think you are meeting that chal-
lenge. I might also say that I think I have seen over the
last several years, an increased professionalism in the
arca of security management, certainly since | started
having a management responsibility in this area in the
carly 1980's. However, I see some indication of a drift
back to what 1 consider to be an inadequate manage-
ment situation, which existed several years ago at some
of our sites. This is not all pervasive by any means, and 1
warnit 1d make sure that | don't exaggerate it in that re-

gard.

Let me expand a little about what I mean. A few years
ago we did have significant problems at a few of our fa-
cilities. I thought I saw some commonality with regard
to the problems that the facilities were having. To start
with, there was inadequate management at the



program level. This is my perspective thai | am sharing
with you. | also thought there was inadequate manage-

ment attention, involvement, oversight, and support at
the upper management level, corporate inanagement.

It appeared in some of these cases wnat less capable
managers had been given almost complete responsibil-
ity for the program. My perception of the way in which
upper management oversight involvement was going
was that they would question the program manager as
.. how things were going. The program manager would
say that “things were pretty good” and upper manage-
ment would say “okay, thanks, let's get on with making
some kilowatts.”

Licensees found it very difficult 1o turn these programs
around. Typically, there were several aborted attempts
until there were some management changes and also
some attitude changes on the part of management.
However, what T seem to be starting to see in some
cases may be an early indication of some initial drift
back to the original situation, It seems associated, per-
haps, with complacency on the part of some of our good
performers, less attention by levels of upper manage-
ment, and perhaps resting on laurels. Again, you know
what Hugh Thompson said about resting on laurels this
morning.

We have alsoseen a turnover of some of our good man-
agers and supervisors. There is now competition out
there for these people, and 1 think that goes with the
increased professionalism in a sense. To perhaps a
lesser degree, I am also aware of the fact that we have
Lad a relaxation, and 1 am sure you are also aware, of
NRC's enforcement policy. We now look at some of
the situations that we have seen in the past and assign
them a lower significance level.

Rottom line is, this is meant 1o be an early warning to
you on our part. | will leave you with the thought that |
would like you to keep your guard up—no pun in-
tended. Don't relax, keep striving to maintain and im-
prove your program or you may be drifting back and
lowering your overall performance.

Second issue is one that | also consider 1o be a
management-related issue and somewhat easier to fo-
cus on. If T were to give it a heading, [ would probably
entitle it “inadequate corrective actions for security
events.” We have recently found inadequate corrective
actions for events that are clearly recorded in safe-
guards event logs—multiple, repetitious items being
logged without effective action being taken to prevent
recurrence.

We feel that licensees are doing a good job identifying
events— identifying events that should be identified —
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and recording them - capturing them in that log—but
licensees may not be taking overall effective corrective
action to prevent recurrence. If used properly, event
recording, tracking, and trending can be a good man-
agement tool at several levels of management.

Having a tracking system to ensure that the problems
that need corrective action are corrected and also, cou-
pled with that, having a system to categorize and trend
events to see if related problems continue and if the
root problem was really identified the first time
arounw. A tracking system may also be useful in making
sure that attention and resources are being applied to
the proper problem areas. This can also provide a good
tool for program oversight, nerhaps at the upper man-
agement level,

1 should also point out that the enforcement policy pro-
vides additionai incentive in this area. That is, you don’t
get violations generally if you identify and adequately
correct problems, if it is not a problem that should have
been prevented as a result of corrective action taken
for a previous similar problem, If problems are just re-
corded and reported without having effective correc-
tive action taken, you are probably not managing the
program adequately and may be setuing yourself up for
an enforcement problem with your inspection staff.

Mr. Knapp:

1 am Mal Knapp, DRSS [Division of Radiation Safety
and Safeguards) Director in NRC Region 1, which is in
the Northeast. There are two issues that I would like to
mention. They are brief and very simple. The first is
overtime and the second is what I might have called the
adversarial perspective. To steal from Wallace Hig-
gins, it is an elaboration o his idea of “think like a
bomber.”

Both of these issues arise fro n experience that | have
had with violations that we h we observed in Region |
and in escalated enforcement that we have had 1o un-
dertake. In looking at violatio 18 of course, we do look
for root causes. Is a particular violation an isolated inci-
dent or is it, in fact, indicative of a root cause that could
lead to future incidents?

In that kind of an investigation, 1 seem to be finding
that excessive overtime appears (o be associated —per-
haps only coincidentally —but it does appear 1o be asso-
ciated with a number of the incidents that we find.
Sleeping guards or inattentive guards, guards who pass
a fence that has been inadvertently unlocked and who
fail 10 notice and report it, improper scruting when
badging employees coming through, failure to note
that perhaps they gave the wrong badge to the wrong
employee. That is not to say that we have an extensive
problem in Region .
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Like Phil, 1 would note that most of our licensees do
very well. But we do see occasional problems, and it
would appear that the fatigue and boredom that can
sometimes accorpany excessive overtime can lead to
incidents and violations. It is also my view that that
could lead 1o excessive staff turnovers, which will exac-
erbate the other problems that 1 have mentioned.

The other issue that T would like to talk about is that of
taking the perspective of an adversary, perhaps even an
inadvertent adversary. Certainly, one of the things you
can do is 1o think like a bomber. You can think like an
intruder. One of the changes that has taken place over
years of management of nuclear ‘acilities has been
what 1 think is a very sound movement away from a
compliance orientation to a performance orientation.

To take this performance orientation a bit further, 1
think it weuld be very valuable for people to try to think
like an adversary. If you walk the fence, ask yoursell
how you would try to get in if you were assigned the job
of getting through tne fence. How would you avoid a
detection system? How would you hide from an assess-
ment system? What are the ways that you personally,
based on your knowledge of the facility, would use to
get in? What are the soft spots and, having identified
them, how would you strengthen them?

You could locX at the problem rot only from that sort
of an intrusion but from any otier potential soft spot.
How about access? Suppose that you were an em-
ployee that was using a controlied substance. As little
as I would like to recognize it, <he fact is that with as
many employees as there are in the nuclear industry,
we do have that problem no matter how well we screen.

If you were an employee that was trying to get a con-
trolled substance in the plant, how would you go about
trying to do it? If you were an employee that had just
been suspended and you were disgruntied and wanted
to go back and make mischiel, is there any way that you
could get by the guards? What time would you pick,
what guard would you use? How would you do it?

I think that if you take these approaches and challenge
your system and encourage the entire security force
down to the guards 1o think this way and to make sug-
gestions, 1 think you will find, at least in Region 1, that
the frequency of incidents in a security system would
drop dramatically and the frequency of violations
wouid also drop.

Mr. Norelius:

I am Chuck Norelivs from Region III in Chicago.
There are two issues that I wanted to talk about. One
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has to do with strikes by security forces and the second
has to do with limiting access to those who need it

I think we all know that an important aspect of any sys-
tem is the people that are invoived. Certainly, in the
security arena the security forces that we have are ex-
tremely important to making the total security system
work properly. We have encountered a couple of in-
stances of strikes this past year, and 1 think it is just
helpful to remind ourselves of what kinds of problems
can be caused in such a situation and what can be done
10 try to alleviate those problems.

Obviously, a strike can result in degrading security pro-
tection at a plant. It does several things. First of all, it
disrupts normal communications. While there are pro-
cedures and there is training, there is also a network of
communications that develop when people work to-
gether. When you enter into a strike situation that
changes. So, your communication systems are dis-
rupted.

Secondly, it introduces stress in individuals. They may
have friends that are on opposite sides of the issue, and
if things get tense this introduces stress and for those
who remain and work it can affect their performance. It
can also decrease individual effectiveness of individu-
als doing a particular job. Because of the loss of certain
people, others are pressed into service who do not nor-
mally perform that particular function. Even though
these people may have been trained, the uewness of
that activity can decrease the effectiveness of the role
that they play in the security arena.

‘Then there are the general strained relations that exist,
not only at the beginning of & strike situation but during
that situation, depending on its duration, and after the
strike situation is over and people return to work. All
these things can degrade security protection.

Well, what can you do to help counter these situations?
First of all, obviously, is to plan for various contingen-
cies. | am sure you have strike plans, but sometimes we
have found that some licensees think that a strike is not
going to happen to them. Maybe they have been a little
slow on the initial uptake of saying, “what if it does hap-
pen and what if it happens today, whai would we do?
What if there 1s a quick action, are we prepared to take
action on short notice?” You ought to think in those
terms. Usually there is some indication that a strike
may happen. Once you have that indication, you ought
to start your pianning immediately.

Secondly, you should enhance your management over-
sight duning a strike. This becomes difficult because
often you have to press some of your management
people into service, so you may have to work longer
hours. Because of the changes, you need to enhance



management oversight. It has been my observation, not
only in security but in other areas, that often when
there are regulatory problems they have been pre-
ceded by some change, cither a change in the manage-
ment structure, a change in the system, a change in the

people. It is a time that you have to be especially cau-
tious,

Of course, you have to ensure proper training of those
who fill in the gaps. I also believe you have 1o enhance
general communications 1o ensure that at times of
strained relations you have people talking to one an-
other about what they are supposed 1o be doing and
carrying out those actions.

The other thing we would like you to do is inform the
NRC carly and often. We like to keep in touch with
what is going on because we have our regulatory re-
sponsibilities as well. This past year in Region 111, we
had a strike by a single union that affected three sites.
One was a fairly short duration, one lasted 57 days, and
one has been ongoing and continues since February 6
of this year.

In this case, the early notification to the NRC was good,
and what we did was 1o notify other sites that had the
same union 1o just 12t them know in case they had not
heard that there was a potential of strikes affecting
their plants. This also allowed us to prepare our ovn
inspectors, o put them on alert, so that if a strike did
develop, we could dispatch them promptly to the site.

In addition, our security Section Chief, Jim Creed, met
with the guard contractor managers to see what their
plans were. This was extremely helpful to us, because
we were concerned they were supplementing some of
the sites with guards from other sites. We were con-
cerned that this may detract from the security force at
some of the sites that were not on strike as well,

We also maintained frequent, almost daily, contacts
with site and corporate offices through the early part of
the strike. Of course, then we did inspections esrly on
when the strike was first initiated (0 ensure minimum
staffing and training. Dufing extended periods of the
strike, we continued to look at that and at logs to look
for trends and events to see if there was any degrada-
tion in performance from those strikes. We looked at
retraining of people coming back and their effective-
ness as they returned to the job.

Those are some things to think about in case you face
that situation.

In terms of access control, in the design against threats
1o plants, there are really two things that you look for.
One is the external threat and the other is the internal
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threat. Of course, we have systems in place to address
each of these. For the external, we have armed guar,,
physical barriers, intrusion detection devices, compen-
satory measures. To guard against internal threats, we
have criminal history checks, psychological testing, and
reference investigations to try 1o define those people
who may have a tendency to do something improper
within the plant.

NUREG-0525, which is entitled “Safeguards Sum-
mary Event List,” shows that for the last five years the
events that have been reported, there are about 10
times as many events that have resulted from insiders
than there have been from outside intrusions. These
have not been the type that we have heard about today
in terms of bombs and those types of things, but they
have been actions inside the plant that could result in
adverse safety situations.

In one case there were 62 fuel assemblies that were
damaged while they were in storage. In another case, a
safety valve was mispositioned and the chain that had
secured it in place had been cut. In another, the reac-
tor's chemical system was contaminated and, in an-
other, the packing of a safety-related valve was tam-
pered with.

One way that one might reduce the chance of an insider
taking that kind of action is vo look and see if you have
lirzited access 1o people in the jdant as much as you
can. We have sent ovt bulletins and information no-
tices in the past that have addressed this subject. 1 think
it 1s something that I would suggest you take a look at
again.

I believe we should approach this by saying you should
base your access on the need for a person 10 go into a
particular area and not on convenience of the system.
We have identified some situations, for example,
where a security access system s based on a four-step
level of entry. An individual doing a particulai job may
only have to go into an area that is classified as a level
four, but because of the way the security system is set
up and the software related to it, he automatically has
access Lo the other levels as well. That may be unneces-
sary for the particular job that he has to do.

My suggestion here is—us o way of reducing risk—1
would ask that you look at lnaiting access and limiting
the number of insiders and the areas that they have ac-
cessibility to.

Mr. Beach:

My name is Bill Beach. I am the DRSS Director in Re-
gion IV, which is our office in Arlington, Texas.

In Region IV, T have two issues that [ want to address. |
have a bet with one of my counterparts up here that |
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can get through these two issues without talking about
violations, If 1 say violations, 1 know you hear it, but
that's not the message that | am trying to get across.

We have had several licensees who have initiated sig-
nificant program improvements, improvements o
hardware, and also improvements overal! in their pro-
gram as a result of problems that they themselves have
wentified. When this occurs, however, several regula-
tory—and for the lack of a better term-—conflicts can
result. Basically, we in the NRC are telling you we want
licensees to improve performance, we want you 1o look
for proble - ., Wdentify programmatic weaknesses, and
then, once they are identified, we expect you to correct
them.

Oftentimes, when you attempt a major program up-
grade, increased compensatory measures are required
because of equipment that is going to be out of service.
As Mal said, increased compensatory measures in-
creases the potential for human error. Increased over-
time results in sleeping guards and other human behav-
ioral problems. And, for some reason or other, during
this time, there is usually an increase in access control
problems.

All of these problems reflect negatively on your per-
formance. Besides putting you in the enforcement
arena, they also may affect your ratings. Rather than
being encouraged by your program upgrade, you may
become discouraged. The other problem is & poor per-
former who attempts a major upgrade and who already
has a low rating. The improvements, even though they
are initiated, aren’t being implemented properly, and
this may result in an already low rating going lower.

We want to encourage you to make improvements and
to modernize equipment. As long as vou are identifying
and correcting the problems, we will balance those
considerations with the problems that are identified. In
short, we expect problems during that time, just like in
outages. The main focus that we want to see is that your
attitude is to correct your program, make it better, and
as long as you identify the problems, we are confident
that you are doing what we expect.

A second issue that [ want to talk about involves the se-
curity operations interface. More aptly, 1 should say,
what appears to be, in a large number of cases, a lack of
a security operations interface. The implementation of
our security program can be very proscsiptic. :iease
note | said, “can be.”

It becomes proscriptive—and again, this is my opin-
ion—when it is viewed as, for a lack of a better term, a
separate endity within the licensees total organization.
It becomes isolated. There are many things that are dif-
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ferent about security than the other orgar zations such
as health ics, engineering, maintenance, and op-
erations. But the security organization still shares in
the responzibility for plant safety.

The security organization cannot be mutually exclu-
sive. Sabotage or tampering threats, which aren't ad-
dressed by the regulations, would be primarily directed
against operations and the equipment that the opera-
tions staff operates. The secunity staff would be ex-
pected to at least delay and possibly prevent the effect
of a threat or event on nuclear safety. The operations
staff is trained and responsible to recognize the safety
implications on the equipment and by the equipment
that is !ost if such an event occurred. You can't have
one without the other,

Recently, four inspections were performed in a larger
region that reviewed this interface primarily and fo-
cused on contingency plans and procedures that were
implemented by the security organization. The findings
indicated that interface responsibilities were not un-
derstood in all cases by either operations or security.
Operations staff frequently declined to participate in
security contingency plan exercises. The relative safety
significance of violations was not understood by secu-
rity personnel, and the consequences of a threat were
not understood by operations personnel. Those resuits
apply to all four inspections equally.

Further complicating the last issue, are the vast differ-
ences in approaches that are taken by the physical se-
curity programs with regard to vital areas. Some have
many individual vital areas with many access control
points, which makes access by operations staff very dif-
ficult. Other programs minimize vital area access 10
have easier access by operations but, likewise, they al-
low easier access by a threat or an event.

The operations staff has 10 be involved with security in
developing the strategy of responses to an cvent. It is
impossible to have one without the other. The last
thing is an example that 1 would like to close with. Re-
cently, I had a conversation with another region about a
plant with 100-percent capacity batteries supplying two
separate redundant operating trains. A vital area door
was lost, leaving vital area access to two of the operat-
ing trains. All three operating trains were functional.

is it a concern that a vital area barrier was losi? Of
course it is. But, should a threat exist, you would still
have two operating trains of equipment, which meets
the design requirements. The unfortunate thing is that
this type of situation has a mgjor impact on the enforce-
ment action taken in such an incident. It was over an
hour and a half before the fact of the 100-percent bat-
tery capacity was brought forth by the licensee. In my
mind, it should have been the first thing discussed,



because it significantly minimizes the significance of
the enforcement action.

Mr., Pate:

Iam Bob Pate from Region V, Branch Chief of the Nu-
clear Materials Safety and Safeguards Branch. I would
like to talk to you about the experience that we have
had in a couple of areas that might help to improve
your security program.

Firsi, I would like to tell you about three separate in-
stances where improper background investigations
were being done by contractors. These happened to
three different licensees. To identify each of them I will
call them number onie, number two, and number three.

Through an allegation, licensee number one found that
a contractor was providing certifications of background
investigations before the investigations were complete.
The allegation was true that the certifications had been
made and the background investigations weren't com-
plete. The contractor was completing the investiga-
tions, but several days later,

The end result was that the contractor's employees had
access 1o the site without the background investigations
being complete. As far as | know, there was no evi-
dence to indicate that the contractor was doing it par-
ticularly for that reason. In other words, he wasn't mo-
tivited to get his people on site, at least that wasn't his
only motivation for providing the early notification.

Licensee number two, through an audit of a contractor,
found that a ot of the background information records
were missing. In fact, most of the contractor’s employ-
ces had access, but there were no records to indicate
that background investigatio' + aad been done. There
was som= information that inthcated some of the back-
ground records had existed at one time and they had
been lost. For other contractor employees, the licensee
could not teil whether background investigations had
been done at all.

Some of you may be thinking that contractors who are
providing certifications for their own employees don't
apply to you at all because you have a centralized pro-
gram. Hold that thought while I tell you about licensee
number three.

Licensee number three hired a contractor to do em-
ployment verifications and reference checks. Another
licensee informed licensee number three that it had
also used the same contractor, ard that the contractor
had provided that licensee with some incorrect infor-
mition on background screens. So, licensee number
three ook a fairly large sample of the background
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checks to review and verify that the records were cor-
rect, There were several discrepancies and the records
were not correct. In fact, the records had been deliber-
ately falsified by one of the contractor’s

screeners. In interest of brevity, | won't get into why
the contractor wanted to falsify those records.

I' may be a coincidence that there have been three
instances of improper background screening in Region
Vin the past several months—maybe the contractors
in Region V are different than the rest of the United
States. However, that is probably not true; 1 suspect
that the contractors in Region V are just like the
contractors in all the other regions. It might be worth-
while for you to check and see if you have the same
problem.

How can you do that? The first thing you could do is
verify that your contractors have a QA [quality assur-
ance] program to verify that the records that are
provided from background screening are correct.
Also, you could have your own QA department do
some double checking to make sure those records
are correct,

Next, 1 would like to talk about the safety safeguards
interface. In Region V, we used a special inspection 1o
review the safety safeguards interface of the plants in
Region V. We used the expertise of Pacific Northwest
Laboratory, a five-member committee appointed by
the Deputy Director of Operations, to perform this in-
spection. The team members were experienced in the
areas of security, health physics, and reactor opera-
tions.

The team observed & regularly scheduled emergency
preparedness exercise. They observed what was hap-
pening, how the players played out their parts, and they
noted any possible conflicts between safety and safe-
guards. They didn't interfere with the players at that
time, they only made notes. Based on their knowledge
of the facility's security and operations procedures, the
team came back the following week and interviewed
the players and covered these areas of possible conflict.
They asked the players what kind of changes did they
think would have made the exercise go better.

Al all sites, the team identified arcas where improve-
ments could be made. There was no one area that was
consistent across all the sites. 1 will give you a few ex-
amples of the sorts of things that can be found through
this type of team inspection. They found at one plant
that there was a vital arca door that could be eliminated
because it was between two clectric equipment rooms,
both vital arcas. They had a common door. That com-
mon door was a vital area door. Actually, they were
both vital areas and that door could be eliminated.
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There were other examples of vital doors inside vital

arcas, like the shutdown room, which was already in-
side a vital arca and had a vital area door inside that.

There again, it was possible, with proper evaluation, to
recuce the number of vital area doors and thereby in-
crease the flexibility of the operators to get around the
plant during an emergency.

The team identified one case where doors weren't la-
beled as well as they could be and there wasn't commu-
nications equipment near the doors. In the event thata
computer failed or a card reader fuiled and the security
officers had to respond to assist the operators through
the door, they could make it much faster if the door was
labeled or numbered or a telephone was close by so
that the ope- ...~ could call the security officers and
tell them precisel * where they were and the officers
could respond qui Kly.

In some cases, it vas decided that it would be best to
just issue hard keys to . ciect people so that they could
get through the doors by using keys rather than elec-
tronic passes. In some plants, it was obvious to the team
that the players knew that, during an emergency, cer-
tain doors would be open so that access would have
been casier. Likewise, during an emergency, emer-
gency vehicles would be allowed in to protect the area
without being searched.

What wasn't clear was, who had the responsibility or
authority to declare when it was an emergency. During
one drill, the operations manager declared the emer-
gency. However, the security people decided they hud
to check with their management to make sure they
could do that

These are the kinds of problems that this kind of team
inspection reveals. Some of you may have already used
this method. If you have, that's great. If you haven't, 1
encourage you to o so. I think it may be well worth
your while.

Mr. Burnett:

I hope we have raised some controversial issues. I know
that the FBI is still with us in the back of the room, and
[ thank them for staying. | would like to encourage any
questions that you might have. Just to start you out, |
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will share one of the questions that the press had for us
at lunch time. They asked, “why are you having this
conference?

The young lady wanted to know if we had sensed an in-
creased threat 1o the nuclear community. My answer to
that was, “no we have not.” I think you also detected in
the talks by the FBI, particularly Mr. Quigley, that no,
we haven't detected increased activities directed to-
ward our facilities. I would solicit any questions that
you might have for the FBI or any of the regions. Also
in enforcement and for NRR.

Mr. Ernest:

My concern is Region IV. I heard a couple of the re-
gional personnel state that the problem with the access
1o vital areas was that it was complicated by the fact
that you have both the need te access and the vital area
concept. Is there any move afoot by NRR (o either
come up with a solid decision as to which one the NRC
is going to go with, or is there still going to be a plant-to-
plant decision?

Mr. McKee:

I think now the focus of the Commission is based on
some information that we have observed as we have
gone out on inspections. We are more focused on, from
a generic aspect, if there are any areas that aren’t pro-
tected.

I don’t think we have really distinguished between the
vital area concept or compartmentalization, but we are
looking more at some specific areas that may need to be
protected in the future.

Mr. Burnett:

Any additional questions out there?

[No response.]

Mr. Burnett:

It is obvious that everybody wants to get to their other
duties, or the reception. For those that are coming to
the reception, I will see you there. For those that are
not, 1 will see you tomorrow morning at 8:00.



PROCEEDINGS - DAY TWO

Ms. Dwyer:

Good morning. Today's discussion wiil focus on explo-
sives detection technology. Yesterday we heard the ba-
sics about explosives and explosions; today we will hear
more about technology. | am going to turn this over to
Donald Kasun, who will chair the session this morning.
Mr. Kasun is the Acting Branch Chief of the Domestic
Safeguards and Regiona! Oversight Branch, Office of
Nuclear Material Safety and Safeguards.

Mr. Kasun;

Good morning. Continuing our discussions on explo-
sives is Lt. Commander Edward C. Kittel, the Explo-
sive Ordnance Disposal Program Manager, Depart-
ment of Defense, who will talk about foreign terrorist
explosive devices.

Foreign Terrorist Explosive Devices

Lt. Cmdr. Kittel

Good morning. 1 am going to talk today on domestic
and foreign terrorist explosive devices, and you are go-
Ing 1o be a little bit surprised to see some of the same
shdes you saw yesterday. Hopefully, by the time my
presentation is done, there will be no doubt in your
mind what terrorist devices look like.

[Shides shown. Lt. Commander Kitte!'s slides are not
mcluded because of the sensitive nature of the mate-
rial.]

We are seeing terrorism in the news all the time, all
around the world. We are not seeing too much in the
United States, as pointed out yesterday. There are very
few don. stic international -type terrorist incidents, but
we have a lot of bombings. We have policemen being
killed very frequently, especially in South and Central
America. These scenes are becoming pretty common,
like Rome Airport. Car bombs are fairly popular. Peo-
ple have a lot of affinity for using car bombs because of
the ability to hide the explosive in the car and move it to
the target with relative impunity.

Aircraft bombings have caught all of our attention.
Most recently, this scene December 21, 1988, at Lock-
erbie, where there was about a 650-square-mile crime
scene or bomb scene in which the Scotch and British
investigators have done an outstanding job. We will
talk a little bit more about that as we go.

If any of your lives have not been touched by bombs, 1
think you are kidding yourselves. We have seen these
types of covers on Life magazine. Most of our news
headlines have been focusing, especially since
Lockerbie, on the issue of bombing. When we travel, if
we don't think about bombs and if we don't think about
vulnerability in our daily lives, especially when we
travel to high threat areas abroad, we are kidding our-
selves. We are all affected by it.

How do people learn how to build bombs? 1 think we
covered that in fairly good detail yesterday. It does not
take a rocket scientist to build an improvised explosive
device. You can pick up any number of electronics
handbooks and figure out how to put together rela-
tively easy circuits. You could also look at military
manuals and commercial manuals, such as military ex-
plosives and explosive demolition manuals from Army
training, other service training manuals, and items like
the “Blasters Handbook.”

Of course on the ieft is the more famous book, the An-
archist Handbook and The Poor Man's James Bond.
There's a lot of information on the market. So, it's not
difficult for the bomber to figure out how to put these
devices together. As was also pointed out by previous
speakers, we like good bombers, the ones that blow
themselves up.

An improvised explosive device can look like anything,
If there is one “takeaway” from this presentation, |
would like you 1o keep that in mind. A lot of the things
that Lam going to show you today are the conventional,
obvicus, easy to detect improvised explosive devices, or
[EDs. I want you to consider hew many ways a device
can be built, what types of components can make up
these devices, and how they can be very easily disguised
1o look like other-than-normal Mark One model
bombs.

L have a couple of examples. One is an electronic device
with a mercury switch inside a pack of cigarettes. You
could put a number of ounces of explosives inside a
pack of cigarettes that could do a fair amount of dam-
age. We see a number of small devices of this size used
by animal rights groups, for example, where they put
them in mink coats and other furs in stores, particularly
in the UK. [United Kingdom|.

The second example is a self-igniting fire bomb, This
one has a wrapper on it that would cause a reaction
when broken. The simpler version, of course, has a
wick and fuse coming out of it. Any number of types of
mechanical timers or electronic alarm clocks also can
be used 1o delay these devices.
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Terrorist Explosive Devices

Let's go through a little bit of the lincage leading from
fireworks used as explosive devices to some of the more
technical item... Here is an example of a regular cherry
bomb-— 1 guess you would call that fireworks with some
fragmentation added to it. This could be thrown or
placed. The problem here, of course, is that there is not
much of & delay for the bomber to get away. Match
he»ds also are a very simple source of low explosives.
¥y en put into some type of a containment vessel—in
«nis case a piece of copper tubing that has been
crimped —you have an explosive device.

Where do we get the materials? Everything that you
see in this picture can be picked up at many hardware
stores, not only in this country but around the world.
There are very few, if any, controls on smokeless pow-
der and black powder and, certainly, there is no law
against buying pipes and end caps ard drills and other
equipment. The explosives are out there. They may be
low explosives or they may be high explosives, but you
can still get a high explosion effect from low explosives,
as we pointed out yesterday.

Frequently the bomb maker will try to add extra frag-
mentation to the device. Here we see a simpie pipe
bomb with a piece of fuse sticking out of the end, and
the bomb maker also has decided to add some nails.
Obviously, he is going after a personnel target rather
than a building. Here ts a pipe bomb that is electrically
initiated with black powder exposed to show you the
filler. This could be match heads, a smokeless or black
powder mixture, or it could be a high explosive inside
the pipe bomb. So, we can't get too focused on what is
insicde the pipe bomb and what the filler is. That is re-
ally the problem of the bomb technician. Your problem
in security, of course, is detection and preventing these
items from getting into your facility.

PVC [polyvinyl chloride] pipes will work just as well as
steel or iron pipe. This particular device was recovered
by the Puerto Rico police last year, along with another
ont that had a timer on it. What | have tried to do in this
prosentation, as much as possible, is show you some ac-
tual devices. Some of the items, especially the ones
with the pretty backgrounds, are training aids.

If you come across a sho piece of pipe with two end
caps on it, chances are it may not be something left be-
hind by a plumber. We don't know what is inside it. In
this case, it might be just a piece of pipe and two end
caps, or it might have an electronic antidisturbance
mechanism inside it. From a security standpoint, the
most important thing to remember is when you find
suspicious items--which is what you and your people
will be doing—don't disturb them. Call in the bomb
technicians who are trained to handle them.
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Here is an example of a pipe with a timer inside it. It
could have a mercury tilt switch or it could have any
number of other antidisturbance switches inside it.
One of the techw’ju=s that bomb makers have used
with some succe:, 10 try and catch the bomb technician
or security person off guard, is to take a pipe bomb and
put a burned piece of fuse through the end cap. So,
when the technician walks up to it, he gets lulled into a
{alse sense of security believing that the fuse has gone
out. Low and behold, there is an electronic circuit
inside. So, please be careful.

How do the bomb makers disguise devices? How do
they try to beat you? They do this by putting the hombs
into obvious containers. There are lunch sacks and gro-
cery bags and lunch pails and briefcases all over mosi of
your facilities. The search techniques that are involved
in looking for a bomb can get complicated. Please don't
expect the EOD [Explosive Ordnance Disposal]
ople, whether they be military or civilian law en-
orcement types, to do your searches for you. They
don’t know what is “normally” in your facility.

You need 10 have detailed search plans made in ad-
vance so you can deal with these inevitabilities as they
come. Don't expect the bomb technicians to search.
Your job is to locate the items without disturbing them,
and then contact the bomb disposal people.

We talked a little bit yesterday about the 20/20 inter-
view with Yu Kikumura, which was pretty interesting.
Kikumura is a “failed” terrorist because he's in jail now
for 30 years and will hopefully stay there, unless his
lawyer, Mr. Kunstler, has his way. One item that wasn't
brought up yesterday that I thought was an interesting
anecdote was, during his travels around the Mid-Atlan-
tic and Midwest States as far as Missouri, Kikumura
stopped at numerous places, stayed at bed and break-
fasts and campsites. We believe that he initially tried (o
manufacture a high explosive device, rather than these
fire extinguisher pipe bombs that he wound up with at
the 1-95 Vince Lombardi rest stop. At one time he
went into a drug store. The druggist remembers him
having burns all over one side of his body—on his arm
and legs. Kikumura went in and bought gauze ban-
dages, ointments, and those sorts of things. What we
suspect, based on the iilems that he had in the car, was
that he was trying to make mercury fulminate detona-
tors for a high explosive device. That went badly and he
burned himself sufficiently to require first aid.

This 1s not a rocket scientist terrorist. Kikumura has
been arrested three times. This time, at least, there was
a conviction. He is a member of the Japanese Red
Army with ties to Libya and to Hizb Allah in the Becca
Valley. We have every reason to believe that this inter-
national terrorist was planning to carry out his attacks
cither that day or the following day in New York City.



The other incident that was alluded to yesterday was of
international terrorists entering the United States in
Vermont. Some Middle Eastern gentlemen all dressed
in matching running suits came over the Canadian bor-
der into Vermont. They didn't quite fit in, in northern
Vermont. One of the things that was noted when they
were caught was that they looked out of place. They
tried to look like they were part of an athletic team, or
something, with their matching jogging suits, but they
were all chain smoking.

[Laughter |

A combination of Middle Eastern gentlemen in ascth-
ern Vermont, in running suits, and chain smokmg just
didn't fit right. They were picked up pretty qeickly.

Anyway, the “Kikumura” devices were eveleatid) as
high explosive devices. They were three Kiod brusd fiie
extinguishers filled with smokeless powder wiih i r
fragmentation ball bearings thrown in. These were
definitely destructive devices. Mr. Kikuriuta avo hid
three marks on the map of potential tatgcts i Now
York City, including the Marine Corps Reomivny
Station,

Let's move from the placed device to thrown deyees
such as grenades. If we are facing an assauls on « {acility
by a squad-size group, we couid expest i envumer,
most likely, military ordnance, but possitly mprovis ud
grenades as well. As you can see, they can be made o
of CO; eylinders, film cans if you can find then ane
more 1 think they are all made of plastic now —and
glass bottles with various explosives in them.

We can get a little bit “higher tech” and $0 with smal)
pipe bombs that can easily be thrown. These would be
lethal, no mistake about it. A litle bit on mulitary ocd-
nance —a number of older style grenades, as shown on
this slide. Probably the most popular grenade used by
terrorists across the world today is the Soviet or
Warsaw Pact version F-1 grenade.

Grenades come in various shapes and sizes. Some of
the more modern grenades have a rounded configura-
tion, the size of bascballs and softballs to make them a
littie easier to throw. They all function basically the
same, with about a 4- 10 6-second delay on the firing
action once the “spoon™ is let go and the firing pin goes
forward.

There is another problem that we are seeing—and 1
think this is serious. 1 would expect that you would see
this more at home than overseas. These are training
grenades. They are the type that we teach soldiers and
marines to throw while they are in boot camp and vari-
ous other basic training schools. As you can see, most of
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these trainirg grenvides, & not all f thea, bave & hole
in the botiom. Thz, havz a cartridi e (v ¢mits & dang
or a little puft of wuoke witer the novtaal 5- 10 6-85°0nd
delay. This dds suu reatism 16 thy taiing,

We are finding by verroiists are buving trssing pre-
nisdes on the open as.an. They can e found at mili-
tory conwentions and hioby shops, as (otlectany’ items,
The terrorigls wrew or weld the holes vicsed m these
grenides nud 191 thean usua Ly with a low xplosive. ~or
# could be a h gh eaplosice—and thay ¢eate @ fove.
mwonal grenade vt of what was provieasy conwderce
a0 mert Wiaining Gea. So, Gon'y think that Just beasse
8 grensde s merled blue—which is ko a teaining o g
napct s aratied o the United Statec—ii say not by
hevhal, We wre secing a lot more o these,

Prohably the st popular improvi d explosive mix is
potasdnn chlorate vod sugar, which tan be vet off by a
¢maneion or Llasting cap, or by severg: differont tynes
off ectil. Axwbe swaiik n this device, we ieve PoRISsEM
chlorers and sugar with acid inside a condom, wiich
provides foue fove dotay. This is a fairly popular dewee.
I b boen adverised i most of the bomb buiiding
tanuws live the JAsssciis Cookbook

Whis 15 1% om et can e placed with a delay and se-
eeded 1o 8 fAclty o ae ocdinary containgsr, i this

LEAE, A hasTspray s Again, dun't always look for the

obviInus. Wy peen 10 Lok for the less than obvious be-
enss the tervorists will think of it They are g uing to do
survetlanee, Wy are going to look at our security and
figwe out how o go arvund i,

I have one slide e detonasers, which shows a normal
clecrk detonator, a ponelecteic hlasting cap, and the
sarmy e of nonelectric sap with & piecs of time fuse
or detonating cord crimped invo it Thiz ix s basie fii-
NG (rain, either electric of noncloctne with the fige.

How do you el the difference brtween 4 detonating
cord ard time fuse? Detenasing ooed fas & Rugh explo-
sive core, which s normally s white powdery looking

~

substance that detonates at roughly 23,000 feet per sec-
ond. It can be fass, i could be a little more, depending
on the type of “dei™ cord. ! responded one time to an
incident m Califorsia where a woman's husband had
did. He bad been an old winer and blaster out in the
desert in California. She had only gone into his
workshop one time when she weat 1o pet some clothes-
Line. [t turned out that she had esed detonating cord as
the clothesline, which is a quick way to getyour clothes
off at the end of a wash day!

The woman had cailed and asked us to take a look in
the shed because she thought there might be some old
explosives in there. I saw the roll of det cord and looked
at the clothesline and, low and behold, we had a good
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rewick, Maacaly, my TD | destification] was the whiie
Powear ibrtanw B con.

On the ovhier Band, @ tine (uve nsually buais at about
30 or 42 yecondy pat foot wvd has o black powder core.
$0, you cau duep o woninad T noredovices, peeple
will somatases wse @0 ks bne, which i weither. 16 rmay
be difficalt 10 voil, Aggue, wly en your bortb technis
cian's judgmunt 17 \un ave 2ot ware,

Ammonium it s e faed oif LANECO) i a prepack-
aged producy et v wadle by Dupont wne others.
Ammonium nfveve terdet is 0 commenially pro-
duced item. ANFO U wamoninm nlnde fertilizer
prills mixed wit Alesel Vet [ Ra very potem Righ ox-
plosive that & voey sastly muonalaciend ow of gardon-
variety ingredicnts,

If any of us Gan'? seoegen & Wkl dyvamite eabwes
before or eartainly atiey thy covfereiey, we ar
trouble. We are not generally povag to we dynanwe
carried around epovt d. Thiashide Sdows » bomb with 2
cigarette delay geang wio o aoaple o watch sticks. Tt
a simple delay swicah thin @ hombes any want 1o ase
because it gives kim a o amcsat of dolay tame 10 gt
away. A little bit of extva Lagmentation with some
chain and a faudy tld ype of Mashng eap, but=till effec-
tive You may sull ge2 sooxe of than type nroand.

A little bit on military grosesives. THT {trinitrotolu-
ene) comes in three hiois Yo mils ary use: quarter
pound, half pound. ar oae gavsd\ Tis a yellow straw-
colored cast compasiivn. Although & can be powlered
and fNaked, thy most eonancs firvn of TNT & in u
molded hard block. 10is Aoy rmalizedle. 1t is rath £ 3ifli-
cult to disguise in fwall condines. But, it is a very
potent military expltstie

All military demolition axjrosives sre wha' we ozl
combat safe. These types of expiosives can ‘ake smail
caliber bullet fire and not go off. For peg de like me
who have been xrown to wilk around wit’. mailitary ex-
plosives in a back pack and sometimes in my pockets
when 1 am out in the field, I think ihat's a nwce feaiure,

Now I will show you three shides on plast @ expingivesta
give you a little bit of a comparisori, Thuy is she base
U.S. composition C-4 plastic axplosive. 1 & white i
color, it is malleable; you can cut it. moid i il o, or
press it. You can do just about anyching to . it widl
burn without detonating uniess it isconfined. This plas-
tic explosive is absolutely the eapiosive of ¢hicice for
terrorists.

Last year in the United Siates, according to the ATS

(Bureau of Alcohol, Tobseso and Firearms) statistics
that just Gine out, there were only 9 pounds of C-4
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unaccounted for or stolen from military supplies.
There are relatively small quantities that we know are
stolen. There is C-4 on the international market, be-
sides U.S. sources, and it does show up in bombings
around the world.

This is such a popular explosive that there is a fairly
lengthy list of other countries that have copied it and
are making essentially the same type of C-4 that is pro-
duced lg the United States. This is a block of Iranian
C-4 and it looks pretty much like the U.S. C-4, and it
has relatively the same performance characteristics in
the range of 26,000 to 27,000 feet per second detona-
ton velocity. It's powerful stuff.

! have: had many questions about Semtex since the
bcenbing of Pan Am 103. This is Semtex-H, basically
¢he only Semtex that is on the market. There have been
carlier versions, but what we are se ting around the
world s Semtex-H. It is recognizable b rits brownish or-
ange color. Unlike C-4, which is mad : of 100-percent
KDX [rescarch division formula X, also called
cyclonite] explosive with some other | lastics and addi-
tives, Semtex nas & combination of 1 ETN [pentaery-
thritol tatranitcate ) and RDX. It's ab ut the only item
that is nde tactay shat bas ook of “hose in the same
explosive

Deta Sheet, the shee! platc explosive, which you saw
in the presentation yastorday, is made out of PETN.
We conclude that we have had a Semtex bomb when
forensic investigators fing ke presence of the
byproducis of both PETN and RDX in a post-blast in-
vestigation. Generally, ynu won't get (0o many forensic
chemists to say it wae Seniiex unless they find a piece of
it. They will say that it had ¥1:TN and RDX and that is
consistent with the formulation of Semtex.

Semtex is only made in Czechoslovakia in a little town
called Semtin and it has been widely distributed
throughout the Eastern bloc. The Soviets buy it and we
kitow for certain that the Libyans have a 1ot of it, which
they provided to the IRA, which was mentioned yester-
day also. If there are any more questions about Semtex,
we can take them at the end of the presentation.

‘This next slide shows a fairly recent arms catsie found
in Bl Salvador. You can see auite a mixture of items
here. The items wn the left-haad Somer include
improvised hand grenadcs. No magic, thvy make ther
frequently out of items like pape:-meché and any type
of material that can be held togettier to be thrown, We
are not se2ing a lot of sophisticated ordnance being
used by Centrw e d Souik American terrorists, but the
potential 1s ilere. These terrorists do not always use
items as simplc as a iittle homaomade bomb.

They also had HU-mallimeter mortars and 8 1-millimeter
mortars an* & Vo of atior pieces of military ordnancs in



this cache. Those pressure-plate booby traps in the up-
per right-hand corner are preity simple pressure
switches. They have two pieces of metal separated by a
little piece of rubber tire at either end with a wire to
cach plate buried in the ground. When the soldiers on
patrol step on the plate, it makes contact and fires a
device that s normally tied 1o a tree and aimed at the

This iter: actually came from Puerto Rico, but is very
similar to an item used today in Central America, which
they call a Rampa. Basically it's a satchel or burlap bag
filled with explosives with cither a lit burning fuse or
sometimes a contact switch. This is actually hurled onto
the target by a catapult similar to the old medieval cata-
pults. Insurgent groups, such as Shining Path in Pery,
have used this device and it has also been seen in El Sal-
vador. It's no great secret how the devices are made,
but they can range in size from very small “bomblets”
10 very large powerful satchels.

People walk around with briefcases as a normal part of
their business, but we are pretty good at detecting the
obvious, like a bricfcase, using either metal detectors
or explosive detectors. This is probably not going to be
the way explosives are introduced into your facility. It
could be, but T would say that we are probably well
enough prepared to deal with this.

Here's an imeresting one, a cigar tube with a small
amount of plastic explosive in its base with a battery
and Avtonator. There are any number of ways the ex-
plosion couid be initiated, not the least of which is just
by unscrewing the cap and making contact. The tube
also could have a timer in 1.

The next one is a simple fuse device witha burning time
fuse hidden in a soda can, We have seen a lot of these in
the Latin and Central American countries. This is a
basic satchel. Other items include a cigaretie pack with
an electronic printed circuit board vside. A Nashlight
also could be used.

As you know, in conflict situations soldiers are always
toid, “dun’t pick up souvenirs, don’t pick items left be-
hind by the enemy.” Well, these situations now exist in
our cities, mternationally. If you live in Bogota today
you can be sure that the woed “conflict™ is part of your
everyday vocabulary. Heaven forbid what 1t wouid be
like 10 deai with the urban environment in Beirut,
Lebanen, today.

This is & hand grecady, and o's about a 30- or
35-millimer7 - hana presiade. Tt nicely fits into that film
package. Thin? about thet as you are screening people
and they pass their film around the metal detector ot
X-ray machine because they 't want it w0 be

Terrorist Explosive Devices

harmed. This is a military hand grenade that will fit in-

side a box of film. Thay's not 1l.e most powerful hand

’rennde in the world, but it 1s 87!l a hand grenade with a
use and high explosive.

We have seen devices, I might add. that were hidden in
the cameras themselves. That's another thing 1o think
about in your security plan. This device has been in use
frequently in South and Central America. In shis cid
slide from the Canal Zon . you see the mocern version
of the soap-dish bomb, wiict. s extreme’y popular in
Centrai America. It can have eicter an electronic timer
or mechanical kitchen tinier #nd magneis. it may be
placed cither underneath a vehicle or acsusliy or wp of
the vehicle over the driver's head. For w.amje, while
the target is driving in traffic, the borwber walks by and
places a plastic soap dish with sms's magnets on the
bottom of the vehicle or an explosive device with &
timer right over his head.

I didn’t have a picture of the rockets themsalves, bt
there are a number of groups — probably 7 pansse Red
Army being the most famovs for this tactic - who use
improvised rockets thit ire projected onto their tarpet
from cars. In some cases, these have been fired from
the back of pickup trucks where they have a clear open
shot of the target. In other cases, they have been a Jot
more devious and have put paper panels in the side of
the o unk of the car and painted them to match the car's
finish. The rockets would project right through the
trunk into the building. Several of our embassics
arcund the world have been hit by these types of impro-
vised rockets. This is a unique concealment technique,
with the items actually firing right through the vehicle.

This 1s one of the most ingenious conceaiment devices
that I have seen. This is an old slide, but 1 thought |
would bring it to your attention. The explosive device
was attached around the woman's waist and she was
wearing maternity clothes. When she removed the de-
vice and placed it on the target, she used an inflatable
bladder in place of the device so that she still looked
pregnant. Who is going to mess with a pregnant
woman? Certainly not me. This was an actual photo of
a device used by a Middle Fastorn group,

A couple of quick slides o1 switches. We saw a lot of
this yesterday. Here's your basic trip wire pressure-
release type switch, where the clethespin has contacis
separated by somwe type of insslatos R coutd be a tip
wire, it could be ataached to adoor, it could be zitschea
to a package. 1 thirk you have the sdea om this one.

This other one, the second shide, shows both Pressure
release and prescare in the same Jothespin, where it
could function by steppitg on © and closing *he contact
on the right side of the pus ot by oz alterna’s “a ans o
pulling out the insuiator from the left side. & is &
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combination, fairly low tzehmology item, but extremely
cifective. Mouse traps are pretty cbvious. You can see
that when the pin is pulled the spring will flip over and
hit ihe contact on the other side.

Motion-type switcnes may use springs. For exampie, ali
of us have government balipoint pens, the Litie black
peas with the silver ring around the middie. ()rcn that
up, take cot the spring, and use the metal ring from the
center of it for the other contact, and you have an it
stent trembler switch. We walk around with the
components of a bomb every day

Rather than mercury, this switch just has a small wire
that is free to move within the giass vial and some wire
meash around the side of it. The same 1dea 25 a mercary
tilt switch ot the swing type of trembler switch, Just a
little bit dificrent twist.

An item like this could be a chemical deliy pencil or it
could be the type of delay that has a sheer pen inside,
where metal fatigne will cause a wire o break, the
spring goes forward and makes the circuit. If you see
soraethung Hike this, chances are it is ane of those types
of delays. Again, in the secut ity business we need Lo be
wble to recognize things that are unusual, things that
don't fir, things that aren’t what they seem to be.

This ts a pretty popular little timer out of the Middie
East, frequently referred to as an ice cube timer, This
timer shows up everywhere, particularly with Middle
Fastern groups. The PELP-GC [Popular Front for the
Liberation of Palestinian General Command), for ex-
ample, used a timer similar 1o this in the Toshiba radio
that was recovered in West Germany last October
26th. 1 might add that this imer comes with directions.
Each one has a aumber, the time is predetermined, it's
a capacitor discharge type of elzctronic timer. It comes
out tn kit form. When the bomb maker gets it, he jusi
has to pick the one with the right number for the delay
that he wants and follow the directions, hook up the
battery, put it into s circuit, and he's ready to go.

Reatize also that some of these devices are being pro-
vided with instructions 1o peopie by very experienced
homb builders. These have been around for a long
tme. There are at least four 1 think we are up to the
four and one-half or fifth generation of ice cube timeis.
This was the first.

This was @ timer that got a lot of recognition a number
of years ago. Libyan bombers were using this. It was
catled ihe decade timer. An elecironic timer, which
also had instructions telling the bomb maker how o
dial in the desired delay time. Not particully high
technology, but certainly a lot higher technelogy than a
clothespin with an insulator between the contacts.
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Basic electronic store-type circuitry in a manufactured
device —all you need to do is add explosives.

There are any number of types of printed circuit boards
around. 1 just threw this one slide in as an example. All
the electronic components on this PC board are a lot
smaller than that 9-volt battery. E-Cell timers, 555
Chips~1 am sure that you have heard of a lot of them.
‘They all serve a purpose, to provide an electronic preci-
sion time delay that can range from seconds to hours to
days, months, and s¢ on,

Radio control devices have become increasingly
popular. This is an actual device that was recovered in
the Middic ciast; it has a radio paging transmitter and
recetver. Model wirplane radio transmitters are ex-
tremely popuiar. Why is that? When you are planning
an assassination, it's a little difficult 10 ﬁ?ure out
exuctly when your target is going to be there. If you can
give yoursell the maximum standofl range, a quarter
mile Jot's say with @ S00 milliwatt transmitter, you can
stand across the street or down the block safely behind
cover, wait for your target 1¢ be st a place —basically of
your choosing—he goes by, and you push the switch.
It's very, very simple technology.

As we look at the higher technology solutions and as we
look into the 1990's, we are going Lo se¢ more Lone en-
coded systems rather than your basic model airplane
controllers. In fact, the new model wirplene controllers
have encoding and encrypting svstams on them so that
people can flv more than one airplane at the same loca-
tion. We are seeing the homb makets get more
sophisticated i thwir technology. but the basics are still
the tame.

1 will be willing to bet that yoa wil! see this again before
the conference is over, This is the bomb of the century.
On 26 October of last year, the West German pelice
arrested 11 PFLP-GC neople who were operating in
West Germany. This device was in a vehicle outside
one of their apartmente. This is the actual device, and it
was interestingly enough called the Bombeat 453, the
mode! number.

Why a Tushiba radin? Tt has a lot of room inside of it,
probably for no othet reason. I know that you have seen
these shides, so 1 won't belabor the point. There was an
cxtee sed of penlight batteries in this device in the lower
right comer. That might have been a way that this de-
vice could have been detected rather than detecting it
by the explosive vapors. Maybe an operator on an X-ray
maching, if this had gotten to an airport, would say, “I
wonder why there's an extra set of AA batteries.”

There ore the normal C or D cells across the bottom
and at one corner another set of batteries. Those are
the types of things that should stick out for an operator



on an X-ray screening maching; something different.
The rest of the device, the detonator and the explo-
sives, were both contained in that white block marked
“Toshiba.” | would venture to say that most X-ray
screeners looking into a bunch of electronics may not
pick up a detonator from the other electronic items in-
side the radio. Some may and some may not, but that's
the type of thing you could think about tn your training,
trying to distinguish detonators from electronic compo-
nents. We will get into that with future speakers who
will talk about detection.

Lower left corner of this slide, under the motor, you
can see the back of the altimeter. This is the type ai-
timeter that you can buy in an automotive store, as was
mentioned yesterday. The altimeter normally is set up
on the dash of a car, so that when you are driving
around the Alps or Bavarian countryside you know how
high you are. I personally wouldn't need an altimeter in
the cer, but some people like that kind of thing.

A few slides on letter bombs. Generally speaking, a let-
ter bomb is a little bit bigger than the first class enve-
lope. Why? You need to get some amount of explo-
sives in i, some type of a switch, some type of power
source, et cetera. One of the more common 1D fea-
tures, although I wouldn't rely on it, is that the explo-
sives may exude through the paper. You can see that in
both of these cases the paper has oily stains on it. ) hat's
a good hint. If you see oily stains on an envelope, some-
thing may be amiss.

You see in the upper left-hand corner there is a piece
of tinfoil sticking out of this one. Again, just another
indicator that something is not quite right. Another
feature is that sometimes they will be lopsided, a
“funny” weight, not your normal package. It doesn't
feel right and doesn’t look right. Some letter bombs,
package parcel bombs, whichever term you want to use,
show up at your doorstep without postage on them, no
UPS label, no stamps. Good questions 1o ask are: How
did the package get here? What is it doing here? Why
is the package left sitting against the building?

“Seaience of Living,” 1 love this one, a book bomb, Ree-
ognition signs, I will let you read through them. A lot of
tmes they will have the wrong title or they will be
addressed incorrectly to “His Excellency,” “The presi-
dent of NRC," something like that. That is, something
that just doesn't quite fit right. Those are the types of
things that your mailroom screeners should be looking
for. L am not going to go through the whole list. If you
have any questions, we can cover them later.

Car borrbings are another method. Five people were
killed when a bomb went off outside the Naples USO
building. Another occurred at the U.S. Embassy in
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Beirut. I will cover this next one in a little bit of detail
since it involved one of our DOD people. Captain Bill
Nordeen, who was the Defense Attache in Athens,
Greece, was killed by a fairly healthy sized car bomb,
about 50 pounds of ANFO [ammonium nitrate and
fuel oil] explosive in the trunk of a car that was set off
by a radio-controlled firing device.

Captain Nordeen was about a block away from his resi-
dence on & one-way street when the device went off.
The perpetrators, a group in Greece called 17 Novem-
ber, a left wing revolutionary organization, did a very
nice job on this. They were right on the scene behind an
abandoned house with the radio control. They waited
for the Defense Aitache to drive down the street—
which he did about the same time every day.

They had him under surveillance for between 7 and 10
days in his neighborhood before the attack. It was a
devastating car bomb. This is what 1s left of the Ford
Granada, a lightly armored vehicle, that Captain Nor-
deen was driving. The Toyota was the vehicle bomb; it
had the ANFO in the trunk. Not only did these guys use
a fairly sophisticated radio-controlled device, but they
were trying to get the maximum “bang for the buck.”
They focused the blast out into the street in the direc-
tion of Captain Nordeen's car by stacking bags of ce-
ment on the curbside of the trunk so that the blast
would be directed out into the street.

I might add, 17 November just celebrated their 14th an-
niversary. They have been blowing people up for 14
years, and they [Greek police] have no suspects and no
arrests in any of those cases. They have assassinated an
Embassy official, the Chief of the Joint U.S. Military
Advisory Group, Captain Nordeen; they tried to bomb
a senior DEA [Drug Enforcement Agency] official;
they have blown up two Air Force school buses; they
shot an Army Master Sergeant courier who luckily sur-
vived his attack.

Just one note on physical security: 1f you are moving
about in a high-threat arca, remember 1o vary your
times and vary your routes and realize that you are go-
ing to be under surveillance before an attack. You can
make it more difficult on the bomber if you show good
security practices.

It was mentioned yesterday that Secretary of State
Shultz was attacked in August of 1988 down in LaPaz.
This device was fired by remote control, In this case, it
was a command detonation wire running up the hill-
side. This is right on the edge of the freeway, connect-
ing LaPaz Airport to the downtown area where
Secretary Shultz was going to stay. As in many South
and Central American bombings, the explosive of
choice was dynamite.
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A couple of sticks of dynamite were buried in that hill-
side, just behind that drainage system to provide some
cover and deception for the bomber. He ran the wire
up the hillside putting it underneath pieces of grassand
rock, 1o a fairly good observation point. Mr. Shultz's car
was hit by explosive fragments and debris, as were the
two cars following behind his. Fortunately, the device
was small enough in size that no one was injurec

‘This slide does not show a foreign city; this is San Diego
last March, a case which remains under investigation
and unsolved. The question in many people's minds has
been, “Did foreign terrorists come into the United
States 1o seek revenge for the shooting down of the Ira-
nian Air Bus?" Mrs. Rogers is the wife of Captain Wil
Rogers, 11, wiio was the Commanding Officer of the
U.S.S. Vincennes. which fired the missiles that shot
down the Iranian aircraft. A pipe bomb exploded under
her car as shown here.

There has been some speculation that this was not an
international terrorist incident. I am not saying that it
was or wasn't, but just presenting it as an example of a
car bomb with that question mark hanging over the
incident: Was this terrorism?

One quick word befere | conclude on military antitank
rockets. They have been around for a long time. This
particular rocket propelled grenade launcher, the
RPG-7 with the PG-7 grenade, was preceded by the
PG-2, and it is not out of use by any means. There is a
PG-18 and a PG-22, new versions, which have been
fielded throughout the Soviet and Warsaw Pact coun-
tries. These are everywhere. Everybody wants to a have
a rocket-propelled grenade.

This is the U.S. version, the 66-millimeter LAW [light
anti-armor weapen| rocket, disposable throw-away
tube. Fairly light, compact, easy to conceal. Not a bad
item, if you are going after a hardened target. 1t will
have a devastating effect on vehicles, armored or not.
This is the Soviet copy of the U.S. LAW rocket

This is an old system that is obsolete in the United
States today, the Redeye surface-to-air missile. It has
been replaced by the Stinger, which I am sure you are
all familiar with. Redeye's in their day, were sold
through foreign military sales and have shown up in
other countries in the hands of terrorists. More often
than not though, the Soviet SA-7 Grail missile will be
the terrorist's anti-aircraft missile of choice. These are
guided missiles, shoulder fired, and we know they are
out there. We know that terrorists are using them. Re-
cently the Cyprus police recovered several of them
next to the Larnicha Airport. They wore in the water in
waterproof containers, probably waiting to be picked
up and fired at an airplane.
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Several days ago El Salvador police announced that
they had recovered an arms cache that had a number of
SA-7 Grail missiles. They are available. When we look
at threats to aircraft, these items have not been used
nearly as much as we believe they will be in future
years.

That's all 1 have, subject to questions. I think we may
have a couple of minutes. | would prefer, if you do have
any questions, that you give them to me now because 1
am not going to be able to stay for this afternoon’s
question-and-answer session.

[No response.]
Thank you very much.

Mr. Kasun:

Thank you, Commander Kittel. Our next speaker this
morning is Frank J. Conrad from Sandia National
Laboratories. who will tell us about the impact of ex-
plosives detection.

Frank, if you will go ahead.

The Impact of Explos.ves Detection
Mr. Conrad:

My topic today is the tmpact of explosives detection. |
hope that you gathered from the lengthy presentations
by the FBI yesterday that you are probably in trouble if
you expect your people are going to be able o pick
these devices out. Did you get that message? One of
the things that we are trying to do in explosive detec-
tion s Lo give your pecple instrumentation that will al-
low them to do things that they cannot do now.

In most cases, we could give you an explosive device
and you would not know that you had it. Did you get
that message out of the presentations thus far? What
we would like to do is to be able to extend the arm of
the guard sufficiently so that he knows that he has a
problem and knows what the problem is. My specific
job is to develop explosives detectors to detect people
carrying explosives into your plants, the DOE  facili-
ties, and also airports.

Although my specific area of expertise is vapor detec-
tion, you really have two different problems—maybe
more than that—of detection; that is, you have to worry
about bulk, like your X-ray devices, your TNA [thermal
neutron activation] devices, those kinds of things, and
vapor. Since [ am really interested in vapor, | get to talk
about what I like first. You do not get a voie in this.

[Slides shown. Mr. Conrad’s slides are contuined in

Appendix A ]



In vapor detection you find the most pressing issue
that has been discovered in ages. Almost everyone,
including university professors, are intrigued by the
possibi'ities for publications from this work. This brings
up the matter of classification of this information. This
information is not classified, but is sensitive, and the
only way to get this information is to talk to someone
who is actively involved in the work.

One of the things that you have to understand is, we
have a big problem. We do not have anything 1o work
with. We have tried to find a way of showing you about
vapor pressure. The first thing we are going to do is plot
the molecular weight of the individual molecules on
the X axis. If you have a bottle and you have a picce of
explosive and you put it into the bottle and put the cap
on and leave it for a month or two, it will build up to a
certain level of concentration and then the action will
stop. For every molecule that comes off, one goes back
on.

It maintains an equilibrivm depending on the tempera-
ture and the pressure, mainly the temperature. So, you
are only going to have a certain amount of material to
work with. What we are going to do is, plot the mole-
cule on the X axis by its molecular weight. One hun-
dred, two hundred, three hundred, four hundred. We
want 1o plot kow much we have on the Y axis. One way
of plotting that is to plot one part in 10, one part in 100,
one part in 1,000, one part per million, one part per bil-
hon, and one part per trillion.

[ assume that makes just al> = s much sense to you as
it did 1o me when I startec. 2 inat was none. Let's go
through it this way: If we t:xe the individual compo-
nents in nitrated dynamite, such as EGDN [ethylene
glycol dinitrate), and we plot its molecular weight ver-
sus its concentration, how much Jo you have to work
with? You find you have a lot—64 parts per million.
That is 64 times the crud in the atmosphere. That is a
lot.

In fact, with the commercial explosive detectors, you
can detect the explosive vapor even hefore the person
gets 10 the check point. That was not always the case,
but it is now.

The vapor pressure of EGDN is 64 parts per million. Uf
EGDN is not the explosive, the explosive that you are
looking for is NG, nitroglycerin. That's three carbons,
three nitrates, where EGDN is only two carbons, two
nitrates. That's the same as the antifrecze that you put
in your radiator. It's ethylene glycol, but we heated the
subsiance to release the hydroxide and substituted a
couple of nitrates in their place.

Impact of Explosives Detection

Nitroglycerin will go down to 185 parts per billion, not
as much stuff. DNT [dinitrotoluene), which is the im-
purity in TNT [trinitrotoluene], has two nitrates but
TNT has three nitrates. TNT is the explosive that you
are really looking for. When you get to that part, you
are down 1o six parts per billion, which is not much to
work with.

The problem gets even worse. Here is ammonium ni-
trate, NHy NO,. We chemists like to do that. ThLat's our
jargon that separates us from other people, especially
physicists. Ammonium nitrate, which is fertilizer, has
given the British a big problem for a long time. They
have tried to make the fertilizer so that the terrorists
can't use it.

The explosives we are really looking for are RDX [re-
search division formula X] and PETN [pentacrythritol
tetranitrate). You should know by now that RDX is
C~4 and the PETN 1s the detonating cord Deta Sheet.
HMX is a high military explosive that we cannot even
detect right now. We don't even know its vapor pres-
sure. Although HMX is shown a lot higher on the slide,
itis actually lower vapor pressure. HMX has RDX in it.
It comes with a compound called PBX 9404 and we can
detect that very casily with current instrumentation.

Do you get the idea from this slide that you have a prob-
lem? You don't have anything to work with, Those ma-
terials on the top only have six parts per trillion —not
much. It's like a shot glass of whiskey in Loch Ness,
Scotland. It is like one dollar out of our national debt.
Not much stuff. This is like one second out of 32,000
years of seconds. Remember, that is all you are ever go-
ing to get and things will go downhill from there.

These concentrations are what you people are asking
us to detect. Not to detect with the commercial instru-
mentation that exists, but with the instrumentation
that we are developing and helping the commercial
people to develop. We can actually detect those mole-
cules at those concentrations easily and tell you what
the molecules are. That is where we are going, and we
are working on it, but we are not 1here yet. The prob-
lem is tremendous.

Realize one of the basic premises of this s, if you do not
have any molecules you can not make a detection. If the
person is smart enough (0 not contaminate the outside
of the package, we are not going to detect anything —no
molecules. Not much to work with.

In addition, people do not like to wait in long lines to
getinto the plant, and you don't like it either, you don’t
want o take too much time. You tell us that you will be
really gracious and give us 15 seconds to do all of this.
There is the problem; we do not have anything to de-
tect nor any time to detect it.

NUREG/CP-0107




Impact of Explosives Detection

It does not take a whole lot of explosives 10 do a whole
lot of damage. 1 would like to show you a video tape on
some tests that were run by the Las Vegas Fire Depart-
ment after a certain incident out in Nevada. The first
test shows what two and one-half pounds of explosives
does 10 a car. The next one, 1 want you to hear for your-
selves. 1 will talk about the test after the video.

When 1 say we, | want you to know that it is not just San-
dia, it is all the people around the world working to-
gether. There are a lot of advancements, and we arc a
lot closer to being able to do the job than we ever have
been before. It looks as though this tape may have been
blank.

Now that we have had this interlude, let’s talk about
some peculiar characteristics of these molecules. If you
take these molecules and put them in a plastic bag, al-
most immediately the detectors will detect them be-
cause they come right through the bag.

They are sticky. They stick to everything in the world.
We have looked at just about every metal, every plastic,
even skin, They go through skin just like it's an open
window. In fact, you will notice that people who have
worked with explosives a 1ot will stay away from ni-
trated dynamite because that is what heart patients use
to keep their heart going. It is a vascular dilator, it di-
lates the vessels around the brain and can cause horri-
ble headaches to those people who are sensitive 1o it.

In addition, these molecules are frangible. That is, if
you ionize them, as you normally do in a mass spec-
trometer, they will break into pieces and will look just
like any of the other pieces that are already in the at-
mosphere 100 million times more concentrated. You
need to look at the whole molecule. If you hit them
with too much energy, like iomizing them with 70 elec-
tron volts (76GeV), they are gone, bad news.

Fxplosive molecules are thermally labile. Because of
their stickiness the molecules will stick on a tube
|preconcentrator]), but then you must heat the tube to
release them. If you heat it too high, the molecules are
gone. They decompose and look like all the other
pieces. The only property that helps is that these mole-
cules are electronegative. They pick up a soft electron,
if you can supply it with a low enough energy. There are
not many compounds in the world that have this reac-
tion—perhaps hundreds out of eight million organic
compounds that we know. So, the detector must be
very selective if you want to use that particular prop-
erty.

There is a device used in commercial explosives detec-
tors called an ECD, an electron capture detector. It isa
tube that is about one-half inch in diameter with a ra-
dioactive source in it. The source is nickel-63, which
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emits 66 keV [kiloelectronvolts), which in turn releases
the electrons from the gasses. These clectrons are the
secondary clectrons, which lose their energy very
quickly and become very soft electrons.

These electrons accumulate around the anode in the
center. When the switch on the nght-hand side of the
device is closed, there is a measurable amount of cur-
rent. We do it again, and again, and we get the same
current, this current is the standing current. Explosives
molecules and & few other compounds actually suck up
these electrons when they are passed into the detector.
In this situation, whien we pulse the switch, we get a
lower measurable current. This doesn't tell you what
the explosive is, but it is used in the commercial explo-
sives detectors as an indication that you have an explo-
sive. It doesn't tell you which one, but it tells you that
you do have something that will attack the electrons.

Let’s talk about the commercial explosives detectors
that are on the market. There are two principal ones,
which you are going to hear a lot more about from Dr.
Fetterolf when he gives his paper, so I will just talk
about them in general and tell you how they work.

Explosives detectors are a very important element in
the contraband detection. 1 think you have now been
convinced that it is not easy te detect a bomb even if you
thought you knew what a bomb looks like. What you
need is something that will help you do that. You have
both hand-held and portal [walk through] commercial
devices to help.

You must know what you are doing, and you have to be
able 10 use these devices intelligently. With the hand-
held device you have a greater probability of getting a
sample than vou do with a portal because you can get
rightinthe . orcloud where the moleculesare. If you
then know wow to handie the sampie, you have a
chance. However, with the portal you must worry about
getting the molecules off an individual and detecting
them--not easy. Remember, you are going to have six
parts per trillion to work with, and that's in a saturated
volume. Dilution makes it go downhill from there.

I included detection of vapors from nitrogen-based ex-
plosives on purpose. Recently a vapor device and a
TNA [thermal neutron activation] device have been
heavily advertised because they detect nitrogen itself.
We do not necessarily care if it is nitrogen based or riot,
as long as the molecule has the property of picking up
that soft electron.

We have not checked how many of these other explo-
sives molecules we can actually detect, but we at least
have the possibility of detecting other than nitrogen-
based compounds. You can actually build a peroxide
explosive that is effective. There are several other



kinds of compounds. For example, ammonium chlorate
or potassium chlorate and sugar car: be used 1o buiid a
good device — it works very well.

We have a possibility of working with much more than
just the nitrogen-based compounds. One of the tech-
nologies we are going 1o use is the electron capture
technology, but since it does not give us any idea of
what that compound is, only that something is there, we
are going to first pass it through a GC [gas
chromatographic] column. 1 am sure that everybody
understands “GC column,” right? None? That's rea-
sonable.

If & tube is packed with old cigarette butts or whatever
and the explosi.<s molecules are soluble in whatever
the tube is packed with, and also soluble in pure gas, a
drop containing 100 compounds can be added, and the
time that it takes those compounds to get through the
column, one at a time, will give an indication of what
the compound is. But once the molecules go through
the column, you need a specific detector to determine
what the molecules are.

You know the amount of time it has taken for each
compound to go through the column and you know it is
clectron capturing —those are the two processes. That
15, in effect, the basis of most of the commercial de-
vices. They are using the electron capture technology,
but they are using it with a GC column.

Obviously, the detection depends on whether or not
you have explosives. If you get an indication that you
have an explosive, then you have a problem. What |
have heard from my discussions with some of you, is
thatyou really do not have procedures indicating who is
going to do what, in case you find explosives. You might
want to think about hiring a bomb technician or at least
writing procedures on what you are going to do if you
find explosives,

If you find explosives, then you have a definite prob-
lem; if you dont find any, it doesn't mean that you don't
have a problem. It is indeterminate. You are not going
to find everything, and you are not home free and clear.

There are two major U.S. manufacturers of commer-
cial explosives detectors. One is Sentex Corporation,
model Scanex Jr., and the other is the Ton Track Instru-
ments, Inc. (IT1), model 97. Each company has walk-
through and hand-held models.

The Sentex unit operates by pumping the molecules to
be checked into the unit. The molecules of explosives
stick on a preconcentrator, which collects them from
the flow. Then a flow of pure gas is sent over the
preconcentrator while the preconcentrator is be'ng
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heated, which releases the molecules to the GC col-
umn. The molecules are separated on the column ar-
riving at the ECD where they are detected. If explo-
sives are present the unit alarms.

The other device that is probably the best seller is the
I'TT Model 97. This device is a membrane device. The
material is attached against the membrane where it dis-
olves into the membrane. It passes through the mem-
brane into the pure argon flow, which flows to a divider
and divides into two. One flow immediately goes to an
ECD and the other flow, which is retarded slightly, ar-
rives in its timeframe. If the delay is correct, it s called
an explosive. If it isn't correct, the instrument indicates
a single band on the display to indicate a “caution.”

In this next slide you see a hand-held device that has
been modified slightly and placed in a portal. The por-
tal will probably have at Jeast one door 1o cut down the
extrancous air flows. The flows will go around the per-
son being screened and out 1o @ preconcentrator. We
haven't talked about a preconcentrator yet other than
the platinum wire with the coating on it. The precon-
centrator is then heated and the material is dumped
into a detecior.

‘There are some tests that have been done on the per-
formance characteristics of these devices. A compari-
son test was done by Dr. Fetteroli, and he will tell you
about that. There are some additional tests going on
right now at an EOD [explosives ordnance disposal)
technical center, where they are running tests to char-
acterize the lower limit of detection (LOD) of these de-
vices and test the I'TT Model 97 in different operating
seenerios.

The thing that you have to realize is, the commercial
devices up to now have all received a bad name. What 1
want 1o tell you is that what they do, they do very well,
but they don't do everything. We are working on devel-
oping instruments that will do the rest of it.

Nuisance alarms can be triggered by nonexplosive va-
pors. Since I have already described 1o you an ECD that
1§ very selective, you would not expect many nuisance
alarms, and that is true.

In California I heard a fellow talk about & lady who
came 10 work every morning and triggered an alarm
every morning. She said, “Why me Lord, why is it al-
ways me; why are they picking on me?" The guard indi-
cated that if she would change her perfume she might
get through. She did change the perfume and it did
work. Musk perfume has a compound very similar to
TNT; it is cailed musk ambrette — this compound was
evidently causing the problem.

The probability of detection with these devices is, of
course, dependent on whether or not you collect the
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vapors. That makes sense. I don't think it needs any
additional comment.

To test if these detectors are really working—the IT1
works in about three seconds—there is no reason that
you can't give v r guards a sample and just let them
test it to their * rts content. If they don't think they
are getting a proper detection, let them try the sample
with it. It just doesn't make sense to do it any other way.
They can do it hourly, daily, or whatever. The thing is,
you would like to make sure that it is working.

What kind of a test sample should you use? From the
courses that we have given before, we decided that you
really did not need a pound of dynamite. A test was run
at the FBI—Dean Fetterolf will cover contamina-
tion—1 will stay out of his territory.

When you are making an installation, some of the obvi-
ous things that you should watch for are drafts. Feel the
dralt in this room. Do you notice one? 1If you notice a
draft, the flow is a lot fvustcr than you think it is. If you
place your portal right, it will help you. If you place it
wrong, it will kill you. You won't ever see the vapor be-
cause it blows right out of the portal. Installation is very
important.

Use your head and know that you don’t have anything
1o work with anyway, s0 you can’t afford to give any of it
away. Look at your installations, see if the drafts are
killing you, see if you are getting the best out of what
you have. Obviously, you are going 10 keep smokers
away. I am an ex-smoker, but all the time that | was
smoking, ! at least knew that it was loaded with all kinds
of carcinogens. Bad news. Watch your installation to
prevent smoker’s smoke blowing into the portal. Re-
member, you don't have many emplosives molecules to
work with so don’t confuse the situation with extrane-
ous molecules.

Let's talk about maintenance. 1 understand from a ru-
mor that | heard yesterday that a number of these com-
mercial units have been sold and they are operating just
like a group of instruments that were sold to Sandia Na-
tional Laboratories. I now have all of those units in my
lab because we can't get anybody to change the gas bot-
tle in the field. These units need good ultra pure ar-
£on-99.999 (five nines). If you do not have pure gas, the
units are not going to work. You have to have good gas
and you have to have somebody who is going to be able
to replace it.

What we are telling people who ask about maintaining
commercial explosives detector devices is that they do
not require a whole lot of maintenance, membranes do
not have to be changed frequently unless extremely
dusty conditions exist—-the membranes on the [TI]
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Model 97 will last for months unless you have a lot of
dust—-and make sure that you have good clean gas.

It is probably best 10 assign an individual the responsi-
bﬂity of maintaining the device as his special thing. You
don't give him an extra $400.00 bonw for taking apart a
bomb. but you do give him a few strokes. It is his prime
responsibility. If you make him a specialist of some
kind, you have a chance of winning. I have seen it work
before, especially in the military.

Throughout the ¢ »untry the fire departments are using
their people to we tk in the parks and elsewhere. These
people are traine § firemen, but they do these other
things. Since this s a commercial firm, they can get by
with that. Once 1he fire alarm goes off, eve
throws down what \ hey are doing and goes to the fire. It
has been ver: effedtive. In effect, you would use this
fellow the same way. His principal job is that device. If
it doesn't work, it's his problem. He is the expert, he
wil! take care of it. That psychology seems to work.

These detectors have some vulnerabilities. They may
not be able to detect explosives with low vapor pres-
sure. They will not detect pure RDX and pure PETN.
However, from ATF | Bureau of Alcohol, Tobacco, and
Firearms) and FBI statistics, you will find that 30 per-
cent of the explosives that they are not supposed to be
able to detect, can be detected because at one time they
were close to nitrated dynamite. If they are detected, it
is because they will be mistaken for nitrated dynamite
at this low sensitivity.

Nitrated dynamite vapor is the worst contaminant that
we have seen. It passes right through your skin and can
give you a headache. What's more, you will find many
people that wear heart patches. That is one of your
problems. You can't load a 747 airplane without get-
ting five people who are wearing nitroglycerin heart
patches. Therefore, you are going to have a number of
people who are going to get caught by the detector, but
legally so. So, you are going 10 have to figure out what
to do with them.

Detectors can be sensitive to some non-explosive
vapors. 1 covered that with my story of the lady who
wore the musk perfume.

Detectors may not detect explosives in hermetically
sealed packages. We guarantee that if it is hermetically
scaled—that means no leaks, no molecules—there will
be no detection, very simple.

Detectors require special gas. Some of the I'TT units
that were located in Germany did not work. When they
finally figured out that they had to have pure gas—and
they were having a horrible time getting it—they could
keep them working.



There's a fellow here who doesn't like wnstruments and
Idon't think dogs can do the job, so we are both ame=ng-
Ing our positions to suck & point tiat [ will say that o
nines are an alternative. However, people just don'(
like to be sniffed by Jops eod that can be a probiem.
During a test using dog i \\ve Soutk, people became
very upset when the dogs began ».0fing ground to see
if they could deteat veplosives. Peopl. just didn't like
that sniffing going »x.

Your success with dogs very definitely depends on the
traincqg. There is a team involved with Gogs and han-
ders. T have seen handlers walk along and get so fros.
trat=( ot yheir dogs that they would drag the dogs cight
off the “h ™ T wastcisod this guy drag; probably the best
NOSC g e ever seer. She was doing her best 1o sit, 1o
say something, wos 1o that suitcase, but he would just
drag the dog even though she was trying to sit on tha!
suitcase.

Drugs dogs attack the package. You don't want therm to
do Lhat with explostaen, becanse that could be disas-
(ST

[Laughiss }

These ooy, sre made {0 wee an undefensible position to
indicate a fnd, and that is 10 sit. The second undefen-
sibide position & 1o Lie down

Contaminatico is a big problem. How do I phrase this.
If you hase contaminated samples you are in big
trouble— picple stiak. If I had an instrument with me
called an IMS [ion mobility spectrometer ], it would be
ROt crazy in this room. You exude a compound calied
pyruvee acid, which is an intermediate in the oxidation
of sugar in your body. This instrument detects that very
nicely.

What daes tuching do to a training sample? If you
ever touch & training sample, the dog will no longer
look for these things hard to smell like the explosives,
he is going 1o smeli you, And you know, they are very
goad @ tat. You come home at night and the dog
knows there is someone there. In addition, he knows it
i you. He knows right away it is you and not someone
vise,

It is very interesting, and if you have ever worked
around people who work with dogs, they have more ex-
cuses: the dog doesn't feel well today or he must have
smelied a female, 1 could go on. It 1s infinitely long,
okayx” That is why a lot of the published literature on
the use of dogs shows an almost 100-percent hit rate. If
you believe that, 1 have some Florida swamp land 1
want 1o sell you,
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We found cut very carly in the game thai these dogs
were traired o work for {our hours a shift. However,
we aiso found ont that on retraining the dog. the han-
dler wouk! aliow the dog to find the sample quickly so
that he could go and get a beer. Guess how the
actually worked the next time it was su 10 wor
four hours? Five minutes. Most people do not give
these dogs credit for the sense they have. They will fake

you right out.

If you ever watch a dog ﬁothmugh the field, you will se¢
that he keeps his mouth open, he is breathing through
his mouth mostly, there is a very small percentage of
odors that he is actually pulling through kis nose. 1
don't care where they are going, they are all doing this,
If you got yorir dog on a leash and you are going down
the street, you see the same thing if you pay attention.
You will see that the mouth is open. Only occasionally,
he puts the tongue to the top of his mouth and does a
scarching sample.

Once you get 1o that point though and he smells some-
thing, he stops and goes back, and now he closes his
mouth totally and really smells the sample. In fact, re-
searchers are now saying that the dog forees a little bii
of wet air on the surface of the sample by exhaling, and
then he breathes it in, Interesting—if you waich the
dogs and the handlers work, the dog never even puts his
tongue to the roof of his mouth. What he is doing is, he
is faking so that you think he's working.

I have attended a number of tests where the back-
ground contamination was so high like in baggage han-
dling areas, where the brake fluid and the motor oil and
everything was gagging me, so I know that a dog would
have trouble.

Let's spend & minute with bulk detection. The differ-
ence between < ;.o and bulk is in what you use o look
for the molecules. § don't know about you, but i den't
want to be “neutroned” or “Xerayed.” 1 don't want to
be examined with an active probe. That is the
difference.

With bulk detection you can use rough techniques.
That is exactly what you will find in bulk detection. So
what kind of things might we use that could be classi-
fied as an active probe. I think in the recent history we
have ali heard of TNA [thermal neutron activation).
Do you really know how it works, since you are all nu-
clear people, you probably do, but most people don't.
What you are going to do is, throw in a heutron with
nitrogen 14; it emits an immediaie gamma, 10.83
million electronvolts (MeV)

After it has made nitrogen 1§ ina very short timeframe,

like ten to the minus five or eight seconds or something
tike that, it emits this 10.83-MeV prompt gamma ray—
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that is what detection is based on. You can look at bag-

gage, boxes, and so forth, Is it the answer 10 the world's

ems, maybe not. Do you think it is a bad ilea?

ou shouldn't. We won't know how good it is until we
try it in & real life situation.

Right now, | am working on something at the lab and
sooner or later 1 am going to have to put it in the field.
Then we will see whether or not it is really going to fly.
That’s the same psychology that is being used on the
TNA devices

You arc familiar with the different kinds of X-rays and,
if you are not, you will hear more about that later.

Vapor, of course, is the method being used for person-
nel because we can't do those other nasty things 1o peo-
ple. There are four possibilities. The GC/ECI or com-
mercial devices with: some variztions. One of these
days, maybe they wiil get my patent through. You can
use the IMS device, which we are working on with Dr.
Martin Cohen of PCP, Incorporated, in West Palm
Beach, Florida, who owns the patents on that
technology.

The MS/MS [mass spectrometor/mass spectrometer),
A mass spec [mass spectromet <] is being worked on at
Qak ®idge National Laboratory in Oak Ridge, Tennes-
see. Dr. Scott McLuckey and Dr. Gary Glish are devel-
oping this techrigue for DO They have invented a
new wonizer tha can be used with an fon trap mass spec.
This ion teap will do both mass spec and mass spec.
Does that make sense” Do you know how &t taass spec
works? Do you care?

[Laughter.]

Let's talk about a mass spec device. If you ionize the
sample out here in the air at 760 torr or ong 41moes-
phere, and make an ion of it, you need to pass tht ion
INtO & vacuum, into a mass spec, where you can actoaily
steal that 1on and separate it according to its M/C (raass
to change) ratio. You can actually scan all of the masses
in microseconds. You can say. “l have a mass 227."
You say, “Great, that is the mass of an explosive.” But
there are two explosives, nitroplycerin and TNT, that
both have the mass of 227. Which one do you have? Do
you care? Yes. TNT is castable and melts at 80°C. A
person can make nice cast statues or nice dishes of it,
and you would like to know if this dish is really TNT,
which is going to blow up your working area.

You have it separated to a piven mass. You know you
have mass 227. How do you know if it is TNT or nitro-
gheerin? In effect, you are going to hold a first mass
spec of the combination mass specs at mass 227 —in
ather words, it is transmitting mass 227. Now you throw

NUREG/CP-01G7

2-14

in a little air behind the first mass spec, which will break
the mass 227 into pieces, an-! scan these pieces with the
second mass spec. This will tell you not only that you
have mass 227, but that it is built with the right pieces.
Remember, you have already separated it irom all the
other junk in the world. Now you are gotnn to see that
your mass 227 breaks apart in the right pieces.

There are four vapor techniques. Another one is the
chemiluminesense technique, which is getting a lot of
advertising by ‘T. - medics, Incorporated. It is unde-
cided right now just what 1§ going 10 happen t) that.

There are other nuclear technigues that you might use.
Of course, there is TNA, but there are other nuclear
techniques. Fast neutron activation/scattering. You
can actually use a fast neutron, not a thermal neutron,
and see how it scatters, There are a number techniques
that are being woiked on right now that are very inter-
esting—they are still being researched.

You might use the Bremsstrahlang, & German word
meaning  breaking radiation. This company in
Albuquerque is using a gamma N reaction. You liter-
ally hit it with a large current of very high energy
gamma and literally knock the neutron out of the nu-
cleus, forming nitrogen-13.

I have included this stide just to show you what this
equation looks like. 1 have to convince you that we
know a little mose about it than what we have told
you--not much, but some. In effect, you have a genera-
tor giving you neuttons, whether fast or slow, and then
a detector for radiation. For years 1 worked in the field
of neutron activation anclysis.

Let's look at the characteristics of TNA. Advantages:
relatively rapid, non-invasive —since you are not using
it on people, you don't have 1o open their bags either—
good reliability, low false positive, iow false negative,
and specific tor nitrogen. That eniiid be both good and
bad, but right now those explos.vas that you are inter-
ested in are nitrogen based.

There are disadvantages. You don't reaily sce small
amounts. If you ere talking about the nsider threat,
you are talking about small amounts. You are talking
about the individual who can bring in a little today, a
litle tomorrow, a little the next day, until he gets
enough 10 do whatever it is that he desires to do. You
do have difficulty with thin sheats. You cannot use iton
personnel. It isa little expensive. If you compare that to
the cost of an airplane or one of your places of business
that would be rather cheap, I think. You may have a ra-
diation buzard. There is a reason the first one weighed
20 tons. They are hoping to cut that down a little,

All you know is, there is something in there that hasa
lot of nitrogen. It can be orlon sweaiers: nylon has high



nitrogen. It can be any number of things. Nevertheless,
you are not going to know unless you test. Since we did-
n't have the video tape, I didn't get 10 show you how two
and one-hall pounds of explosives literally wipes out a
car. But two ounces does tremendous damage.

If you are around “shooters,” you will find out they take
great delight in giving shows. 1.E. Casey at the ATF
Academy down in Brunswick, Georgia, puts on an ex-
cellent show. He strings up 100 feet of detonating cord
between two poles and sets it off at one end and takes
odds on how many people will be able to tell which end
he started it from. Of course, it is so fast you can't tell
Statistics show that you get an equal number of guesses
for both sides. It is quick, absolutely amazing. One of
the demonstrations that I always like to use is a couple
of big tires. Tape is placed to form an “x” on the bottom
tire — this is what the other shot was. You can take two
ounces of an explosive and put it on top of that tape,
put another tire on top of that, and put gasoline inside
of the rim. Now, you get way back and you touch this
thing off, the two ounces go off and it throws that top
tire out of the field of view. As it goes up and down
burns, so you get all this other action 100. That is what
the second show was. You get an idea, if two ounces will
do that, what will it do to me. That wes the other thing
that I wanted to bring into this: what could an explosive
device do to my place of business?

I would like 1o take just a minute and ask you if you have
any specific questions. Do you have any questions?

Mr. Kasun:

I have a question. Are there any devices available for
detecting explosives that are not nitrogen based?

Mr. Conrad:

Ihe IMS and the MS/MS, depending on the way you
lonize the sample, yes, it will work for any number of
them

Mr. Kasun;

Phe no-vapor type of devices
Mr. Conrad:
I'hose are the vapor devices

Mr, Kasun:

I'hank you

Use of Canines

Mr. Conrad:

Are there any other questions?

[No response.)

Mr. Conrad:
Thank you,

[Applause.]

Mr, Kasun:

Thank you, Frank.

Our next speaker is Ron Peimer, Special Agent, Muni-
tions Countermeasure Section, Technical Security Di-
vision, the U.S. Secret Service. He will be telling us
about the use of canines in explosives detection

Use of Canines in Explosives Detectien
Mr. Peimer:

Thank you. The first thing I would like to do is thank
the NRC for letting me do this. This is an excellent op-
portunity for non-government people to get together
and have this kind of conference. We in the govern-
ment think that we sort of own the business of explo-
sives detection and prevention. That is not the case
Clearly, the statistics that you saw yesterday are indica-
tive of that, and you need the information that 1 hope
you are geiting from this conference.

[ really do welcome this opportunity to talk about the
only proven method of explosives detection

[Laughter.]

In addition, it is the most widely used method. 1 do have
10 say it with this caveat: canines cannot do ev erything.
Ihere is a place for machines, and there is a place for
canine detection, and there is a place for human inter-
vention. Only when you use a!! three properly do you
have a good system. I will take guestions at the end of
this session because 1 have to be back at my office.

We will also have a demonstration at the end of my
talk. We are going to bring a canine in and show you
exactly how canines work

I am going to talk about canine explosives detector
teams, EDTs. We believe in explosis es detection by ca-
nines and in the “hand search™ by competent EOD [ex-
plosives ordnance disposal | people. This is the premier
method for detecting explosives. There is nothing bet-
ter than that. That's the bottom line on that, and there
isn’t much more that 1 can say
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What I am going to talk about 1s the United States Se-
cret Service Caning Program. There are other pro-
grams that are good and other ways of doing things. We
have a little over 14 years of experience, and we oper-
ate the largest single canine explosive detector unit in
the United States and possibly the world. There are
other units that have more dogs, but they are widely
separated. We believe that we have the greatest num-
ber of dogs in one location

The United States Secret Service is generally pro-dog
We believe our dogs work for us and work weil. You
have to understand the mission of the Secret Service.
Very simply, very basically, the mission of the Secret
Service is to keep the President and the Vice President
alive. That is the bottom line on what we do. In order to
do that, we have to ensure an environment free from
explosive hazards. That's a fancy way of saying that we
make sure that they don't get blown up

In order 1o do this, we use canines. You can see by the
recent events in Lebanon and Northern Ireland and
the Fan American Flight 103 incident that these things
do go on, explosive hazards are presernt, and it is some

thing that we need to be aware of and prepared for, Just
today 1 heard an incident where airport people, during
a luggage search, discovered a bomb that was going to
oe placed on an Avianca airliner in Los Angeles

We do trust our canines. They are an integral part of
what we do.  understand that some of you have nuclear
facilities and others of you are from private companies
and some of you operate various other plants. What 1
want 1o tell you s, if you are thinking of establishing a
caning program, you have to understand that you have
10 put the proper amount of time, effort, and money
into the program

Clearly with canines, as we are going 1o talk about in a
few minutes, if you don’t do it right you shouldn't do it
If vou don’t do it right, you will have a false sense of
seourity. In this business, a false sense of security
eqaates to stupidity. That is the bottom ling

I'he Girst thing to understand is that canines, like X-ray
or TNA or whatever, are a system. Theyare a detectior
system. You have 10 apply your canines, your expio-
sives detector teams, like a system end use them in the
proper method. Like Dirty Harry [the Clint Eastwood
movie] says, “You have to know your limitations and
you have to know vour capabilities.” Our dogs have i
nite limitations and they have finite capabilities

As you might understand, 1 cannot tell you what my
dogs' finite limitations and capabilities are. 1 should
say, it 18 not that 1 can't tell you, it’s that I won't tell you
If you were conducting an operation against me and
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you knew my dogs could do “x" but not “y," 1 suspect
that you would use “y,” so we will just talk in general
about what dogs can do, how you operale a canine sys-
tem efficiently, and what are some of the important
factors in canine detection

Our canines, we believe, are capable of detecting all
known explosives, commercial, military, and impro-
vised. This includes, 1 might add, Communist bloc ex-
plosives

I will talk about the dogs, the handlers, the training,
and some of the environmental and pbysical factors
that affect canine detection. These are of the basies of
explosives detector tearms. The first thing is that a team
consists of a dog and a handler. 1tis a tough concept —it
is a simple but hard concept for people to understand

ey think that the dog is what 18 most important, or
they think that the handler is the key. In point of fact,
both the handler and the dog need to be working for
the job to be accomplished. They are equally impor-
tant, and we understand that if either one is having a
bad day you are probably not getting a good search.
I'hey are both vital to the operation of the canine sys
tem. There is no substitute for a good dog and handler
working together as a team, and we will talk more about
that later

I'he second thing, and this is very important, 1s that ca-
nine explosives detector teams do not clear suspicious
items. It is not a method that you use to say that there s
no explosive in this box or in this case. The reason is
that as good as our canines are, on any given day, we
don’t know whether that dog is working. The handler
believes that he knows, but we don’t actually know
whether the dog s working

S0, we use a redundant system. We use hand search
plus caning, we use X-ray plus caning—we use some-
thing plus canine. The canines give us a tremendous ad-
vantage. They give us tremendous opportunity to lo-
cate explosives, but we do not, and you should not, walk
a caning around a room and say, “hey, the room is clear,
itis okay.” 1 have seen this happen. It is not the method
to use. If you are using canines like that, I would urge
you 10 stop and think about some other method besides
canines

I'he best example that 1 can give you is this: You
wouldn't want a doctor operating on you for cancei or
bypass surgery or whatever because of one test. Cer

tainly, it is Just as important that you don't say a room is
clear and a room is safe on the basis of just one test. If
you have a vapor detection machine or if you have a
thermal neutron activation maching, do you want (o
trust that one machine? It1s a choice that you have to
make, but the choice that we made 18 10 have




redundancy in our testing. We believe redundancy is
very umportant, Certainly, it is part of the scientific
method

e team concept, as we use it, involves a single hen
dier, home kenneling, bonding between the dog and
handler. Each handler has a dog. He or she, the han-
dier, takes the dog home. He lives with the dog 24
hours. He knows the dog best. The dog is also
chircatized 10 a home environment. Many of our han-
dlers have children. Although the dogs are aggressive
and they are trained in cross-purposes, the dogs are
penerally good around people

e handier has the best opportunity to know his dog
the best. As we will talk about in a few minutes, the
bonding between the dog and the handler is very im.
portant. It gives the handler an opportunity to read the
dog the best, and some of the handlers will tell you that
the dog 1s actually working 1o please him rather than
accomplish his task. For whatever purpose, for what
ever reason the dog does what he does, whether it is for
cither of those reasons, or another, the system works
better, we believe, when the dog poes home with the
handler

You have to understand that the financial cost of a ca
nine system is very high, Although 1 can’t tell you the
exact higures, we spend a lot of money on our canines
We have a large number of canines, and there is a very
high financial cost involved. The cost is much higher
with home kenneling and single handlers

Just & word about other agencies. In particular, 1 will
single out the New York Police Department because it
i$ @ program that I know. They have a different philoso
phy. They have multiple handlers and they have central
kenneling. That is, they have a few dogs, they have a 1ot
of handlers, and they keep the dogs togetlier in a cen
tral kennel

Pheir program is very good and it works very well, but
we believe that we just simply get a better product with
asingle handler. Ican't give you empirical data; there is

no basic rescarch in thisarca. Itis a feeling that we have
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The handler has to be trained in the proper method of
bringing the dog to the explosive. In order 1o do this in-
side, for example, we issue our handlers little smoke
tubes. They open this tube up and it sends a little
stream of non-noxious smoke and they look for where
the vapors go. They follow the air trail back to try and
get at the vapors

'he dog doesn't know what you want him to do unless
you tell him how to do it. The handler is charged with
the responsibility of doing a systematic search, When
we have a demonstration later, hopefully, the handler
will conduct the systematic search and you will see the
dog have an opportunity to catch odors in various dif-
ferent locations. The dog is trained to go to the source
of the odor

The handler has to give the dog the opportunity to find
the source. He has to give the dog an opportunity to get
in the cone of odor so that the dog can do its job

Dogs only respond to the odors that we teach them to
respond to. They don't know, for example, that dyna-
mite 1s an explosive. They don't know, for example, if
the next odor that is presented to them is smokeless
powder that it is also an explosive. There is nothing in-
tuitive in the dog's head—at least we don't think there
i~ that would enable it 1o recognize something about
an odor that indicates that this is something to be wor-
ried or concerned about

In point of fact, the dog is just simply doing this to re
ceive his reward from the handler. We use in virtually
all instances, a ball award. You will see the handle
throw a red ball to the dog and that's his reward. In
other programs they use a food reward, but we feel the
ball system works better

You can train the dog for anything. | am sure that you
have seen on TV the pictures of dogs, the narcotic
sniffing dogs going after drugs. You may have seen
pictures in San Francisco or whatever of the dogs that
are trained in search techniques for going after people
who are buried and that sort of thing. You can even
train them o smell termites. There is a fellow here in
the Washington area who has a beagle named Buster,
and it’s “Buster the termite buster.” If you want to buy
a house and pay the man quite a considerable amount
of money, he claims that Buster will g0 around your
house and sniff out termites. Whether he will or not. 1
don’t know, but that kind of thir £ 18 possible

In any ¢ovent, dogs can smell essentially what yOu want
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suspect in some position that is not harmful to the po-
liceman and use the dog to search the suspect. Frank
mentioned that people don't like being sniffed by dogs.
Imagine being sniffed by a dog with your hands over
your head and a gun screwed in your ear.

If you have something that you want the Gogs to smell,
maybe in your nuclear plants you could get the dogs to
smell uranium oxide, you thought somebody was taking
that out of the plant. You might try it. You probably
wouldn’t want 10 take the dog home after he had been
sniffing around that stuff, but it is possible to train the
dog to do that. If you have some unique aspects of your
plants or whatever you are interested in, you need to
talk to the people who train canines. They can be
trained for a lot of things, it’s surprising.

Let's talk about alerts. What do our dogs do when they
perceive the odor that we have trained them to per-
ceive? If a dog in its mind recognizes the odor, the dog
i1s trained to sit. This is a passive response. We will talk
about why that is important in a little while. In order for
the dog to sit to have a full alert, the dog must be sure in
its mind that this is the odor that it is tramed to smell
and that this is what it is.

The second thing that happens is a change in the dog's
behavior. It’s kind of a nebulous factor. This is what the
handlers are trained to read. The dog will exhibit a
change in behavior for a variety of reasons. It may not
get a strong enough odor off the explosive and its not
sure— 1t might be a strange odor to the dog. It might be
the odor of a strange dog. The dog might be having a
bad day, or there might be a related chemical cor-
pound. There are a number of chemical compounds
that are similar to explosives. There is no way to essen-
tially de-train the dog on these chemical compounds,
because then you de-train them on explosives.

There are a number of reasons the dogs would not give
a full response. This change in behavior would be an
activity that the handler would read, and the dog gets
excited and starts gulping the air, essentially biting the
air, Frank talked about the dog with his mouth open
and that sort of thing. Dogs do a lot of things. Each dog
essentially does things a little differently. This is where
the nandier's reading of the dog’s action comes in.

Clearly, this ability of the handler to be able to read the
dog 1s what the handler gets paid the big bucks for, in
my estimauon. They are the operator of a system, they
are an operator of a machine. Just like a back hoe op-
erator, a surgeon or whatever, the handlers have to
learn 10 be good at what they are doing.

The handler s reading is th< vital part of this detection
scenario. If the handler for some reason does not know
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how to do that, the dog's actions are meaningless. The
bonding between the handler, the home kenneling, the
climatizing of the dog to its family, the [riendship be-
tween the dog and the handler is very important. The
handler learns his/her dog.

Those of you who have dogs at home know that your
dog probably has a bark for going out or a bark for when
the kids come home, and the dog acts differently when
strangers come in the house, or whatever. It is the ex-
tension of this sort of thing that is important for good
canine operation.

Let's talk a minute about the handlers themselves. It is
very important for us to have professional handlers or
for you to have professional handlers. All of our han-
clers are Uniform Division Secret Service Officers.
They have full police powers, they are sworn officers,
they carry firearms, they wear uniforms, they have
badges, and they do all sorts of things that police peo-
p'e do. We use these officers because we can get the
most professional results from them & handlers.

[t you want to operate a canine system, it is very impor-
tant for you to have a professional handler, some*ody
w o does nothing essentially other than handle that
d)g. For instance, supposing you installed a $ 150 thou-
s nd or a $200 thousand X-ray machine at your facility
2 1d then paid somebody $2.50 an hour to watch the
1 ems come down the belt of the machine. That person
] robably sees 360 bags or objects an hour. If you think
“hat you are getting a good detection system out of that,

ou had better take another look. At that wage, the
)erson is not motivated, is not paid enough, and could
;are less.

T'his does go on. That sort of thing does go on and vari-
ous agencies do allow it. We will not allow it, and that is
why the professionalism is important.

We understand and the handlers understand that a
leash is a two-way transfer of information. It is more
than just a method of holding a dog back and getting
the dog to do what you want him to do. Clearly, if the
handler is not working, the dog will not be working. If
the handler is not interested and just kind of moping
around and not doing his job, the dog will sense that.
The dogs understand a ot more than we give them
credit for.

However, if the handler is not doing his/her job, the
dog is not doing its. That’s a basic tenet o this, and
that's one of the reasons you have to have professional
handlers. If you think at your facility that you are going
1o be able 10 have a security person be a part-time
handler—that you are gow© to give him a guard
uniform and have him check 17" for six hours a day and
have him operate a canine for the . st two hours i~ the



day—it's probatly not the best system in the world. It
may be better than nothing, but you need to think
about that,

Operating a canine system can be expensive because
you have to dedicate an employee to that specific job
People in personnel tell ine that for 24-hour coverage
you have to hire five people on a 365-day basis. That's
five positions for the handler, which, in our philosophy,
also means five canines. It means five vehicles to take
the canines back and forth. It means five vet bills, five
food bills, and that sort of thing,

Another point, if a professional handler's canine has a
false positive, that is okay. You cannot recriminate
your handler for a dog having a false positive Why do
dogs have false positives? There are related chemical
compounds that the dog will react to. If you have an in-
dication-—even if it is a false positive - you have to re-
spond to it with the EOD team. You may remember,
the canines don't clear; they respond with the EOD
team and the EQOD team clears—then you walk away
from it

We may try to find out why the dog had a false positive,
but there 1s no recrimination against the handler. You
can’t jJump and scream at the handler and tell him that
he is an idiot and the dog is a dope, and you cannot
[f you do that, it will be coun
erprodactive, as you might suspect. You do not want

0 have any negative impact on your handler. You want
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e handler also needs your trust, which, again, goes
back to professionalism. You have 1« trust your handler
and give him the auth Tty 10 remove his canine on any
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EOD team and check this out. You can't bring a second
dog in for a second opinion

If one dog alerts and one dog doesn't, who do you be-
lieve? Do you bring in a third dog and £0 two out of
three, do you go three out of five? You have to have
confidence in your dogs. It all goes back to profession-
alism and spending the money and having the right
training for your handlers. There are no second
chances with explosive devices.

In our instance, we cannot allow one device near the
President or Vice President. The handlers have 1o be
professional. They have to motivate their canines and
they have to be interested in what they are doing. You
are going t~ have (o pay them more than you think —
the handlers I mean—in order to have confidence in
the canine systeni. I don't want to emphasize this ex-
pense thing too much, but if vou think you are £0ing 1o
£0 to the corner dog clipping and obedience school a1d
get an explosives detection dog and the right guy to
handle it for you, you are greatly mistaken and you
shouldn't do i,

[rainers tell me that canines are basically capable of
about 120 tasks. The 120 tasks include sit, stay, come,
eat, don't eat, take a break here, or whatever. We use
about 75 tasks for the dog. So, there is & lot of untapped
potential in the dog. We den't stress dogs in the
amount of tasks that we ask them to do. We don't ask
them to do things that are beyond their capabiiities, at
least we don’t think so

Cross-training is okay. Our dogs are cross-trained in
bomb and patrol work. Patrol work is a tancy name for
the kind of work a police dog does. That includes track-
ing, criminal apprehension, evidence detection, and
that sort of thing. You can cross-train a dog in bomb
and patro! work. The reason is that these Jobs are sepa-
rate but equal things; they are like apples and oranges.
The dogs understand they are doing two different
things. The dog understands the bomb work is when it's
sniffing, and when it finds a bomb it sits. The dog un-
derstands that when it does patrol work, it £OECS out in
the field and bites. These are two things that the dog
can understand. You have a passive response and you
have an active response. You don’t want to mix the re-
sponses. That's why you don’t want to mix bomb work
and drug work with your dogs. You may have drug dogs
at your plant. You may periodically use drug dogs 1o
sniff your employee lockers or some sort of thing, but

don’t cross-train that dog to do bomb work
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bombs is passive. They sit or they lic down, depending
upon their training. Clearly, you would not want a dog
digging after a suitcase of explosives. In addition, if you
cross-train for bomb and drug work and the dog alerts
on a suitcase, you don't know if it is full of C-4 or fuil of
cocaine.

The size of canine depends on its use. We use large
dogs. We use Gennan sheperds; we use Belgian
Malinois; there are other agencies who use dogs of dif-
fering size. The size of the dog has essentially nothing
to do with his explosive detection capabilities. There
are other agencies who use small dogs. Small dogs are
cheaper, for example, beagles or whatever. Labrador
retrievers are cheaper to run than the sheperds and
other large dogs that we use. We use the large dogs be-
cause of the patrol work. Clearly, we do this because
there is no such thing as an attack beagle.

The New York City bomb squad, for example, uses
Labradors exclusively. They are a single unit. New
York City has a separate unit for patrol work, a sepa-
rate unit for drug work, and a separate unit for explo-
sives detection work. Labradors are excellent dogs.
They have very good noses, they are very tractable. We
cannot use Labradors because of our cross-training
activities.

Let's talk a minute about training. This is really the key
to your program. If you don’t have good training, you
don’t have repci.tive training, you don’t train the dogs
well, you don't have a program. Training is the back-
bone of the canine program. Unfortunately. it is also a
black art. There is nobody who can tell you much about
canine training other than canine trainers. I am not
convinced that even they understand a lot about it
other than they do it this way because it works. Again,
“if it ain’t broke don't fix it.” i don't know if training is
an art or a science. I do say that you need people who
know how to do this. You can't go and read a book and
train a dog to sniff out explosives. You could try, but I
suspect that the dog would not certify, certainly not by
our standards. [n any event, our program is 26 weeks
initially. The dogs are in a class of five or sixdogs--the
handler and the dog, 1 should say, because it is training
both of them. The handler learns how to work the dog
and the dog learns how to work the handier, and they
both learn how to do the task.

in addition, we require our handlers to retrair eight
hours a week. That's a lot of time when you think about
it. One day a week or one day out of five to be retrain-
ing. We do this because we feel it is important. Of the
eight hours a ween, in theory, the dogs are getting four
hours of explosives work and four hours of patrol work.
In practicality, it may not work out like this, but it is a
goal that we think we need to achieve.
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In addition, the handler is required to motivate that ca-
nine daily. What that means is, the handier takes a
small aid, meaning a small amount of explosive with
him every day, and at some point during the day, when
he is working, he has to motivate that canine. The han-
dler tests the dog every now and then to make sure the
dog is doing what it's supposed to. The dogs get bored;
if they get bored, they don't work.

Varying the type and amount of explosives that you
train & canine to recognize is very important. This
physically means you have to train the dog on more
than one explosive. There are some people who be-
lieved for a while that there was a common colami-
nant in all explosives. Explosives do cr- << .ontaminate
if you store them in a bunker. We did some testing,
which I am not at liberty to talk about, but 1 can tell you
the results of that testing indicate to us that you need to
train the dog on enough explosives so that you feel con-
fident that it can detect varying amounts and kinds of
explosives.

For example, if you train on explosive A and the dog is
presented with explosives A plus B, the dog will prob-
ably alert on it, but you can't be sure because some dogs
will alert on A plus B and some dogs won't. So, you
need to train on a variety of difierent explosives. We
believe that any explosive that a terrorist might try ar
use against us, we certainly have the capability of o«
tecting it

You need to vary the amounts of explosives. This is
physically the weight of your training materials. We
train from very small amounts to very large amounts.
Going back to operational planning or target analysis,
we believe that our target analysis—the thing that
would be used against us—vavies from very small
amounts, from anti-personnel devices like & pipe bomb
to & truck bomb filled with thousands and thousands of
pounds of explosives. We are sort of unique in that as-
pect, because we have the President who might be the
number-one target in the United States.

The other thing that is important is, you need to vary
your locales. You cannot train only in one place. What
that means is, you cannot reward your dog essentially in
only one place. The dog works for the reward or the dog
works to please the handler. For whatever reason the
dog works, if you only train the dog and handlier at the
training facility and never reward the dog when it is
working at a differert place, the dog will not work ef-
fectively.

You also have to vary the circumstances. If you only
train the dog when you are wearing blue uniforms and
only when the trainer is present—that sort of thing~—
the dog will not be working correctly.



If you only have the trainer, for example, place the aid,
you cannot be sure if the dog is smelling the odor of the
trainer on the aid. You need to vary the people who are
placing the aid.

I really can't stress this enough. If you have a poor
training program, you will have a poor canine detection
system. There is nothing really 1o be said beyond that. |
would say one thing about varying the amount of explo-
sives. We use the sledge-hammer approach. We don’t
know what “cues” a dog, s0 we want to be sure that the
dog is going to be “cuing” on anything that he could
possibly encounter,

Because our dogs go so many different places, we use
12 or 14 different locales around the Washington Met-
ropolitan area. We use theatecs. bowling alleys, air-
ports, all the kinds of places that the President might
£0. For those of you who have a physical plant, you
would have to train your dog in your physical plant.
You would have to take him to the pump room, the visi-
tor center, or wherever.

Operational planning or threat analysis would give you
an idea of the amounts of explosives you would have to
train for. If 1 took a pound of explosives and put it in the
control room of your nuclear plant, I suspect that your
nuclear plant would be shut down for an extended pe-
riod of ime. However, if 1 took that same pound of ex-
plosives outside in your cooling units, or whatever, it
may or may not do anything to your cooling units. A
threat on your cooling units might be 15 or 20
pounds—I don’t know offhand, but I know that you
need o know what to train for.

The dog and the handler must be working. If the dog
isn't working, it's the handler's job to motivate the dog.
If the handier isn't working, the dog probably cannot
motivate the handler very well, but they both need to
be working,

The chemistry and the physics of the explosives affect
alert possibilities. We had a very interesting discussion
about vapor pressure with regard to explosives. The
point [ would like to bring out is that in the high mo-
lecular weight, low vapor pressure explosives, the dogs
are capable of detecting those explosives. I know there
i some discussion about what they are smelling, bt my
point 1s, who cares, it works. In any event, dogs can do
things that the machines cannot.

Again, the vapor pressure is the key to explosive alerts.
The vapor pressure on explosives themselves is rela-
tively low. The explosives are generally fairly high-mo-
lecular-weight compounds, they are complex organic
compounds, they do a lot of weird things. The mole-
cules stick, they break apart. You can use the buildup
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of vapors from the explosives to your advantage, and
you can do this in your training techniques. You can
make this an opportunity.

Time, quantity, and distance are important factors as
well. If T put a block of explosives here and the dog
came over three seconds later and was smelling around
the base of this thing, he probably wouldn't smell it. If
he came back a minute or two later there would prob-
ably be encugh vapors for the dog to detect it. So, time
is important.

If 1 put 1 pound here as opposed to 10 pounds, the dog
would Kave a better chance of smelling the 10 pounds
sooner than he would the 1 pound. This is simply be-
cause more vapors are coming out. It 18 not that theie’s
a higher vapor pressure, but there are simply more
vapors available.

The closer you can bring the dog to the explosives, the
better the chance that the dog can detect the odor. As
you might suspect, if the dog tries to smell che explo-
sives from across the room, it will not be very successful
unless the explosives have been there a while.

Environmental factors are important —temperature is
important. The warmer the explosives the more they
release vapor. The humidity, the wind speed, and air
currents are important because they affect the biologi-
cal capability of a dog.

On very hot humid days, the dogs do not do as well as
they do on nice dry days in the fall. They are subject to
the biological responses that you and I respond to. We
cannot use our dogs as long on a 95-degree day in the
summer in Washington as we can in the fall. The dogs
break down, they get tired, and this is something that
the handler needs to be aware of.

The greater the wind speed the further out the explo-
sives odor can travel. It also can dilute the explosives
odor—you need to be aware of that.

Air currents are irnportant indoors. We talked about
the smoke tubes. It is important to get the dog in the
cone of odor.

I put this slide [see Appendix A, Peimer) up because |
think there are people in the audience who feel that
you can’t have a talk like this without lines and dia-
grams and graphs. In point of fact, [ don’t know what
that line should be. The slide shows a linear relation-
ship between time and detection probability and the
distance, of course, would be the inverse. However, the
line might be & sine curve, it might be exponential, it
might be anything that you can imagine. [t might have
dips and plateaus. Nobody knows.
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Why, with all this trouble, do we use explosives detec-
tion teams? 1 mean, the cost and the dogs—you don’t
know if they are working or if they aren’t working. Very
?imply. they work better than anything clse we have
ound.

But, dogs work the best. In any comparison with ma-
chines that I have been involved with or that I have read
about, the dogs come out better. In your handouts,
there is a discussion about some detector machines. If
you look at the graphs or charts, you will see a lot of
negatives for a lot of those machines for a lot of differ-
ent explosives.

If & canine was acting like that, if that canine had all
those false negatives, that dog would either go back for
retraining or be retired.

Dogs are simply cost-effective for us. They save time,
they save manpower and, believe it or not, they actually
do save money. For exam, ¢ the President were
coming to this room, we woula have to get everybodly
out of the room and we would search the room for ex-
plosive devices. Suppose he were going to stand in
front of this podium, well, if all I had ‘vas the human
asset, the puy could knock on the wood and fool around
with it. [ understand and you understand, as explosives
people, that you could probably layer this thing with
sheet explosives and you could have the mythical E-
cells in it or whatever, and probably not detect them.
However, instead of spending four hours taking the po-
dium apart and paying a carpenter to put it back to-
gether, 1 could use a canine and feel secure. That is the
key. The canines give us security and they also assist us
in searching large arcas in small amounts of time. After
this room had been hand-searched, the dog probably
could do this room without anybody in it in about 10 or
15 minutes. This is not the case, at least at the present
time, with mechanical detectors.

The dogs also have deterrent value. You cannot dis-
count this. If there is a group working an operation
against you and they see those big sheperds out in front
of your gate sniffing cars and sniffing people, it is @ very
important deterrent. They think that they have to go to
some other length—that they have to tryand attack you
in some other way. Maybe they won't come into your
plant, maybe they will only do something outside. If
they do that, you are way ahead of the game.

With the canine explosives detection team, we feel se-
cure—our goal is 100-percent security for the Presi-
dent and the Vice President. We cannot accept, we do
not accept the 95 percent acceptance rate chat some
other agencies allow for machines. We just cannot do it
as far as the President and Vice President are
concerned.
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We have the luxury, however, of tume. If the President
i« coming to this room and I determine it’s going to take
an hour and a half or whatever to search this room
properly before anybody gets in, it is going to take an
hour and a half. We do not have the problem of run-
ning 10 million bags a year through the airpcrt and that
sort of thing. It is a tradeoff between titne, between
money, and between efficiency.

The last reason we use dogs is because they can go any-
where. They don't require an eleciric plug and we can
use them anywhere. We take them and fly them across
the United States, we fly our dogs internationally. We
use them in airports, we use them in machine rooms,
hotels, we use them anywhere a human can operate es-
sentially. Whatever environment a human being can
operate in, the dogs can operate in.

Docs anyone have any questions?
[No re.vonse. |

I am aveilable at the Secret Service to try and sort of
point you i the right direction [1800 G Street, NW.,
Washington, DC 20223, or call 202-395-6093]. I don't
know everything that there is to know about canines.
As1said, I am not a handler and I am not a trainer, but I
can certainly give you the right information and maybe
point you to the right people.

Beyond that, I thank you for your cooperation and
support.

[Applause.]

Mr. Kasun:

Thank you, Ron. We also want to thank your staff and
Sandokan. ‘'ow, we are going to have a lunch break.

AFTERNOON SESSION

Ms. Dwyer:

Qur Chairman this afiernoon will be George
McCorkle, Deputy Director of the Division of Safe-
guards and Transportation. He is going to chair this ses-
sion and will introduce the speakers.

Mr. McCorkle:
Thank you, Priscilla.

This afternoon, our scheduied speaker was Dr. Wall
from the Federal Aviation Administraton (FAA). Un-
expectedly, he is unable to be here. However, we have
two very qualified replacements that are going to make
presentatio..s describing the FAA's programs for
explosives detection for personnel and baggage.



The presenters this afternoon will be Ms. Janelle Der-
rickson and Mr. Roy Mason, both of the Techrical
Center of the FAA. Mr. Mason is 10 speak first. | am
told they put their briefings together with very short
notice.

Explosives Detection Programs for Personnel
and Baggage

Mr. Mason:

Thank you. We represent the FAA Technical Center
in Atlantic City, New Jersey. The Technical Center is
FAA's prime facility for research and development and
test and evaluation of basically anything that is safety
related in the aviation industry. There are a number of
things that go on therc: air traffic control, design and
evaluation, radars, lighting, fire safety, and security,
which is the area that we are going (o talk about.

The aviation security research and development
(R&D) program is based at the Technical Center. It
has been in existence since 1974. The basic objective is
to develop systems and devices to prevent hijacking and
sabotage, but obviously. it is considerably more in-
volved than that. That has been the main thrust of the
program. We are now getting into other areas, access
control and operational 1ssues.

The authorizaticn for this program is the Air Transpor-
tation Security Act of 1974, This Act basically came
about because of the hijuckings in the early 1970’s.
FAA s the prime agency for explosives detection in the
Government, We have interagency agreements, and
work closely with a number of other agencies. We have
interagency agreements with a number of the Depart-
ment of Energy laboratories, the Navy, DARPA [De-
fense Advanced Research Projects Agency], Customs,
and some other agencies.

The basic general requirements of the program-—and
these happen to be broken down basically the way gov-
ernment regulations are broken down—there's Fed-
eral Aviation Regulation (FAR) 108, which has to do
with the parts that airlines play in security, what air-
lines have to do, and there’s FAR 107, which covers the
part that airports have to play. Airlines are basically re-
sponsible for the sereening of passengers or anything
that goes into the airplane. The airports are responsi-
ble for physical security, protection of assets, access
control, et cetera.

We have some constraints that we have to operate un-
der, of course, as everybody does. As researchers, we
don’t really have to live under those constraints as
much as operational people do, but they are guidelines.
Obviously, screening for airlines particularly is not a
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profitable operation. They do it only because they are
regulated in most cases—they have to do it. So, their
concern is to do it as cheaply as possible and meet the
regulations.

We don’t want to inconvenience the public anymore
than we have to. Time is a big factor. At airports last
year in this country, approximately 1.3 billion people
went through the screening points. So, if you increase
the time to screen cach person by one second, it is a
horrendous amount of time.

Right now, the requirement for checking bags that we
are operating under—that we are trying to operate un-
der—is six seconds per bag. That is probably not fast
enough. If you could spread the number of bags that
come 10 an airport on the day's time evenly over the
day, that would suffice. But, air traffic doesn’t work
that = y. Everybody wants to fly early in the morning
and late in the afternoon.

From a salety standpoint, we have to worry abou* harm
to passengers or their belongings. Then, vhen you get
into screening people, you get very quickly into an inva-
sion of privacy area.

The program is broken down into three basic areas:
explosives detection, concourse security, and airport
securi'y. There is obviously overlap. There is a need to
detect explosives in the concourse, for instance. Explo-
sives letection basically deals with checked baggage
and ¢ rgo, things going into the belly of the airplane.
You an deal with those differently than you can deal
with screening people.

Co icourse security is screening people and carry-on
br.ggage. Given the situativn with carry-on baggage
“ow, we are fast approaching having the same prob-
lems because the carry-on baggage is almost as big as
some of the checked baggage now. Airport security is
kind of a “none of the above.”

There are other things that we get into, the operational
issues. One of the things that we have done that is prob-
ably the most fun of anything in the project is, we have
actually gone out and blown up salvage aircralt and
tested some of the theories. For instance, if you are fly-
ing along and vour dispatcher says you have a bomb in
the airplane, what do you do besides bail out? There
are procedure studies that were done by the airlines
that say for this particular aircraft you put it near a cer-
tain door, et cetera, and we have been able to test some
of those theories. They work reasonably well.

Again, the requirements that we operate under, along
with some of the constraints, are passed on to us by the
Office of Civil Aviation Security in Washington. They
set the guidelines that we operate under. They
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determine the amounts and types of explosives that we
are looking to detect and control the priorities in the
program. We come to them and say we have these
number of things to do and we only have money to do
some of them, which ones would you rather do. It’s that
type of a situation.

The explosives detection part of the program is
basically broken down into two main areas. One is
prototype development, which is more of a short-term
effort. The other is new technology R&D, which means
we go out and beat the bushes and look for new ways to
find explosives.

Back in 1985 when they had the Air India incident, we
were called down to Washington and basically asked,
“how much money do you need to accelerate your
program over the next five years?" Part of the deal was
that we would identify the two most promising tech-
nologies at that time for screening baggage and screen-
ing people and imploment and accelerate a prototype
program for those two technologies. Those two tech-
nologies were the thermal neutron for screcning
baggage and chemiluminescence for screening people.
We will talk about those in more detail.

As it stands right now, vapor is the only technology that
has been identified that you can use to screen people
for explosives, specifically for explosives. There are
some other things that you can do to screen peopie, just
to show tnat they do have some unidentifiable object.
But it is not an explosives detector. We have done a lot
of work with vapor and still are continuing to do that.

In the new technology arca, there are very high-nsk-
type projects. We were instructed by the Secretary of
Transportation to go out cach year with an RFP [re-
quest for proposal] that basically says we are looking
for new technology in the area of explosives detection
and that we would fund some of those, and we have
funded some of those. They are typically high risk, not
much chance of payoff in most cases, and we have done
them all as a two-phase contract. The reason for that is,
it cuts down on a lot of the contractual administration
problems when we fund it as an initial proof of concept
phase with an unfunded optiunal prototype phase to
follow if the proof of concept is okay. That's the way we
have been doing it.

V ¢ sz also heavy participants in the SBIR [small busi-
“oinnovative research] program that the govern-
ment has, We use that quite a bit to start some of our
proic .

¥ eumal neutron activation was developed particularly
1or the screening of checked baggage and cargo. On the
basis of tests that were done with the airlines and
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factoring in a little bit of practicality, the machine was
built to look for the explosives equivalent to two and
one-half pounds of C-4, realizing that, yes, it certainly
is possible to take down an airplane vith less explosives
than that. It is very hard to find on a reliable automated
basis, less than that, given the volume of traffic there is.

That is probably going to change by the way. The sys-
tem has the capability of being combined with an X-ray
system. Combined not just physically but through using
the computer it correlates the nitrogen image that is
generated by the thermal neutron system with an X-ray
image to help itself make a decision. If theie was not a
requirement to find sheet expiosives, the thermal neu-
tron system would work virtuaily 100 percent.

The problem basically is trying to differentiate between
sheet explosives in a bag and a bag full of wool sweaters
or some other material with a relatively high nitrogen
content. The nitrogen is not there in the concentration
that it is in explosives in most cases. It is spread out
more, but the system can't resolve the difference very
easily. The X-ray machine that is being used currently
is an Astrophysics System 5, the dual-head machine
with which you get an orthogonal view--two orthogo-
nal views of the bag.

At this point, we have found that about half of the false
alarms generated by the thermal neutron system alone
can be resolved automatically by the computer once
the system is coupled with the X-ray image. If there is
still a problem, then a person experienced with X-ray
screening would normally be used. The screener would
be able to look at the X-ray image and combine that
with his or her knowledge to determine where the ther-
mal neutron system sees the nitrogen and what type of
explosive it thinks is there~-whether it is sheet, buik, or
whatever. If the screener cannot say that it is not an ex-
plosive, as they are doing now with just standard X-ray,
then the airline would call the person the bag belongs
to and have the bag opened.

FAA has bought six of the dual-sensor systems. The
first one has been installed and is in operation at Trans
World Airlines, John ¥. Kennedy Airport, New York
City (TWA/JFK). They are using it to screen interline
transfer baggage that is going to be going out on TWA's
international flights. The second system has been de-
livered to Miami International Airport, Florida. It is
still in a trailer at the airport, pending the resolution of
legal problems that Pan American and FAA are hay-
ing. The third system is expected to go to England, at
Gatwick Airport. There are some possibilities about
where systems four through six are going, but it still
pretty much undefined. Hopefully one of those will go
to a foreign airport.



The dual-sensor system is the basis for FAA's explo-
sives detection system rule that I will talk about more in
justa minute. We are still doing R&D work in this area.
We are looking now at the possibility of a different type
of Xy system that will be able to resolve more of the
false alarms. We are looking into some fairly sophisti-
cated X-ray tomography, similar to the CAT [comput-
erized axial tomography | scanners that are in hospitals,
the dual-energy type of systems that you are starting to
see in the airports now that have the capability to tell
you the difference between metal and organic
materials.

There is sort of an inherent problem even with those.
Yes, they can tell you the difference between metals
and plastics, but they can't tell you the difference be-
tween explosives and plastics. Laminar tomography isa
simpler form of the CAT scanner that allows you to
decouple objects as you move through the bag. The
other one that we are looking at is the AS&E [Ameri-
can Science and Engineeing] back-scatter system that
1s similar to the Astrophysics dual-energy system and
provides projection, or metal image as they call it, and a
plastic image.

There has been a lot of concern by airports and the
public about the fact that these machines ontain a ra-
dioactive source. There was some test .g done of an
carly prototype system using a labor tory electronic
neutron generator. It turned out tha the system was
not usable for any period of time for ¢ ‘rport screening
because the life of the tube was very s rt,

We have had a couple of new systems developed. One
15 based on the Van de Graaff generator and the other
i1s a radio frequency quadrupole generator. Those are
currently being evaluated in the old prototype system.,
‘The generators basically have the capability of generat-
ing the same neutron flux that californium generates,
but they can be turned off.

We are also doing some preliminary work on the possi-
bility ol adapting this technology to the carry-on bag-
gage concourse. It 1s, again, very preliminary. It obvi-
ously has a ways to go before it gets there, because it
would have to be smaller—there are a number of con-
cerns. In the case of checked baggage, you don’t have to
be as concerned about activation as with carry-on
baggage because the passenger has been separated
from the bag. If you are going to give the bag back to the
passenger in the concourse, activation of something in
the bag becomes a real concern because it’s in a public
area. It is a much more controversial issue.

We don’t see the thermal neutron system as beirg the
answer to our problem. It is a first step. There are a
number of false alarms. There are other materials that
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contain nitrogen. How do you handle those false
alarms? You get into problems with any kind of explo-
sives detection system. As you get closer to a real irue
explosives detectior svstem that has no false alarms,
handling that bag is more of a problem because, any-
time the alarm does 110 off the probability of that bag
having an explosive ir it is higher. Airlines don't like to
talk about cailing the bomb squad.

As I mentioned before, if the source in the existing sys-
tem is californium-252—about 150 micrograms, which
I think is about 80 millicuries—the system will weigh
about 20,000 pounds because of the shielding that is
required It is big. Bigger than a bread box. The Xenis
system, which 1s the combined X-ray, thermal neutron
system, is something like 38 feet long, 8 feet high, and
about 8 feet wide. The thing coats in the neighborhood
of about $750,000 to $1 million.

Currently, the NRC has granted a license to the FAA
for this system to be used only in the baggage-type area,
the secure side of the airport, and niot on the public
side. There has been an application for a license to use
the system in the public area, and I believe that’s under
evaluation by the NRC,

As | said, FAA has just passed an explosives detection
system rule. The rule itself as it appears in the Federal
Register is not very specific. It just says that the FAA will
require explosives detection systems and it wiil be a
phased approach. That is, within approximately the
first year to 18 months the rule will apply to about 40
high-risk airports that will be designated—something
like 15 ULS. airports and 25 foreign, [ believe.

Of course, now we get into some fairly serious prob-
lems when the FAA starts mandating this type of
equipment at a foreign airport. So, how this is going to
work out remains 1o be seen. The existing rule would
require that approximately 400 of some type of explo-
sives detection system--1 stress explosives detection
systems and not specifically thermal neutron systems.
This is an explosives detection system rule and no-
thermal neutron rule.

Basically, it will be handled just as the FAA handles X-
ray systems and metal detectors. There will be an ap-
proved list. The FAA has performance specifications.
Anybody, 1 guess, that thinks they have a system that
can meet the requirements can get a copy of the
performance specifications from the Office of Aviation
Security in Washington, D.C. I{ wus not published with
the rule.

Either the FAA, or samebody contracied by the FAA,
will be doing some fawrly extensive testing on these
systems, using actual explosives and probably actual
lost baggage, to find out if they do, in fact, meet the
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performance specifications and will be en the approved
list.

1 have about a four-minute video about the thermal
neutron system that we will run now.

[Video tape played ]

Janelle Derrickson will now talk about the vapor detec-
tion area and some of the other areas that we are pur-
suing in the new technology. After she is finished, if
anybody has questions, we will try to answer them.

NMs. Derrickson:

We al o have a vapor prototype that was developed,
the chemiluminescence vapor detector. It is called the
Secure Scan and was developed by Thermedics. It is o
walk-in booth that screens people. Can I have the video
now please.

[Video tape shown. /

This was basically a test to see what the background
contaminants would be. We screened in excess of 2,000
people and there were no background contaminations.
We did not test for explosives. We have a problem with
the portal system [Secure Scan) in that it provides in-
sufficient sensitivity and it's a long screening time. We
have funded Thermedics to do some sensitivity en-
hancements to improve the portal system. It is not suf-
ficient for what we call the threat explosives. We are
still working on it.

Betore that, we used the Egis system to do a baggage
screening test, a controlled operational test where we
screened baggage for explosives. The results of that
test have been classified by the State Department. If
you want to know what the data is, you would have to
talk to Steve Klein who is here representing the De-
partment of State. We can say that it does not meet the
requirement which is 95 percent detection, so we are
expending more money to increase the sensitivity. Asa
result, we are looking at alternate screening portals
and detectors.

We have been forced to have a panel review the tech-
nologies that are now available for explosives detec-
tion; that is, ion mobility, mass spec/mass spec [mass
spectrometer/mass spectrometer |, ECD [electron cap-
ture detector] and chemiluminescence. We realize that
the chemiluminescence detection, which is on equal
footing with all the other technologies, may not meet
our requirements. So, we are trying to investigate other
technologies.

One of the problems with sensitivity, we discovered, is
that the sensitivity required is between 100 to 10
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femtograms. As a result of that, we are trying to find
som ¢ unit or some detector that can detect those quan-
tities, at least at the detector if not through the entire
system. We are coming up with new definitions as far as
how much explosives are availabie. We have been told
that at most, on a person, it is only 10 milliliters of satu-
rated vapor Once you get that, that is all that is avail-
able. So, we have to find something sensitive enough to
get that amount, if nothing else, because that is all
there is.

The other problem with the portal is the screening
time. Even though it takes 6 seconds for the analysis, it
takes 41 seconds for the complete analysis and that’s
too long for a screening. Either we are going to have 1o
come up with a way to do batch sampling —six people at
a time—and figure out which one of the six people have
the explosives, or get something that is faster.

We are working with Ton Track instruments (ITT) on
one of our new technologies for a portal—a walk-
through portal with an air curtain. It has polyurethane
doors. The person is forced to push the first two doors
but the other ones encase the body. So, it pulls all the
vapor from the person's body as he walks through.

Under the new technology R&D program, we have to
identify promising new detection approaches. We need
something that is better, that is cheaper, and more ef-
fective. We also have to develop second-generation de-
tectors for the ones that we already have, like improv-
ing the Madel 95 and improving the Egis system from
Thermedics, improving those things that we have so
that in the long term-—maybe three or five years from
now--we will have the sensitivity that we need and
there will be a better explosives detection system for

vapor.

In October 1989 we sent out a broad agency announce-
ment that allows us to ask the community at large if
they have any ideas about explosive detection in vapor,
bulk, X-ray, preconcentration, vapor generation, any-
thing at all to submit a paper to us for review. If it looks
like a good idea, we can immediately fund it. With the
old RFP, it could take a year after a proposal was ac-
cepted before we could actually do any funding. We
have this in effect for a year, and that’s what we hope
will help us.

We are trying to create stronger involvement with the
internationai scientific community. In rebruary or
March of 1990, we will be having an international
symposium. The purpose of that symposium is to have
the scientific minds of the world, so to speak, meet with
us so that we can explain to them what our problems
are, what we are trying to do, and see if they have any
ideas or any technologies that we have not investigated,



have not tried —we will just talk about them. Maybe we
will get something that will work.

The other thing that we are trying to do is get the com-
munity at large 1o understand what it is that we are
doing and what these new technologies are. 1f we could
give a broader understanding of the capabilities to the
scientific community, perhaps they could help us in our
effort to try to find an explosives vapor detector. As
Mr. Mason has said, we cannot actively screen people,
we can't touch them, we can only do a passive
screening. It has 1o be vapor, and it has to be a portal,

In 1987 the Secretary of the Department of Transpor-
tation instructed us to have our aviaiion security pro-
gram assessed by the National Academy of Sciences.
This is presently being done. One of the things that has
come ¢.1 of that assessment is that it may be necessary
to marry many of these technologies into one unit. It
may require an ECD for one thing, mass spec/mass
spec for another, the IMS [ion mobility spectrometer)
system. We may be forced to have a system integrated
with all the detectors to find something that will meet
our needs. Once the National Academy of Sciences re-
port is out, we will know what we really have to do.

Our successes at this point are the dual-sensor; Xenis:
biotechnology, which I will talk about shortly; and the
nuclear probes, which are gamma ray probes and part
of a classified research effort that we are doing.

Frank Conrad at Sandia National Laboratorics is cur-
rently evaluating our IMS [ion mobility spectrometer]
detectors. He is working with the PCP-100, and I'T'T has
developed an IMS system that may be used for a portal
or for baggage screening.

In the biotechnology area, we are using a slow “im-
munosensor” system. What it is, the beads have anti-
bodies attached to them and they also have labeled ex-
plosives--or something that is just like an explosive —
that says labeled explosives. These are all attached. 1f
you take a vapor sample of the air, you collect the ex-
plosives in water, you get a one milliliter sample, and
you inject it through this collector. The explosive dis-
places the labeled explosive and the labeled explosive
goes through the detector and it becomes fluorescent.
You get a signal that says, yes, it is an explosive, but it
also tells you which one. Labeled explosives are very
specific, they can be developed for RDX, TNT, PETN,
whichever explosive you are interested in, they have a
specific antigen for it.

We are going to test this system in the summer on air-
plane cabins. It’s a five-minute analysis. We will place
the detector in the airplane and take an air sample for
five minutes. If there are any explosives, it should de-
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tect the explosives. This is going to be like a first-run
operational test to see how effective it is. It shows a lot
of promise so far.

The next thing that we are studying i1s olfaction. The
program was put on hold becatise the principal investi-
gator has died. We need te ¢ zablish a baseline. We
need to know what the true capabilities of the dogs are,
as far as explosives. What are they hitting on? Is it the
explosive, or 4 contaminant. If you keep all explosives
in one bunker, that means it could be hi‘ting on which-
ever one has the strongest vapor pressure. If you sepa-
rate them, then you find out if the dog is really hitting
on pure C-4, if it's hitting on the Semtex, or which ex-
plosive itis. We are trying to do an extensive test to find
out exactly what the capabilities of the dogs are, and
then once we discover that, we will try to improve the
performance. if that is possible.

We are doing an optical technique in modulated IR [in-
frared), in which we target explosives collected on a
surface and transport them through a drift tube where
they are decomposed into the decomposition products.
As you know, each explosive decomposes in a different
ratio between hydrogen cyanide, carbon dioxide, and
all these other things. We are assuming that if you use
lasers that are tuned to cyanide, the carbon dioxides
and nitrates will decorapose; the ratio will tell us which
explosive is present and we will have another detection
scheme. We are still investigating it. It is very difficult
to find lasers that work. The problem right now is find-
ing the cyanide laser.

I'TT technicians did some work for us in sampling. The
fronds are the little tubes coming from the top of the
detector. They are hot sampiing lines made of teflon
tubes. The idea is, if we place the suitcase on a convevor
belt and put holes in these tubes that are strategically
placed where the cracks in the suitcase are and we
“burp” the suitcase [compress the suitcase to force out
air], maybe we will get the explosive vapor that is in the
suitcase and have a better chance of detecting an explo-
Sive.

We are investigating a baggage screening system. The
tests are being conducted, and we are using it for RDX.

Inelastic scattering is a fast neutron technique that we
are using. Basically, the neutrons with energies greater
than 10 MeV [millionelectronvolts) give off a gamma
ray. The gamma ray is specific for the element that it
impacts, and if the element is a ratio of carbon, oxygen,
and nitrogen, we can use this ratio to determine which
explosive it is—again, we have another detector.

[T NMR [nuclear magnetic resonance ) works, we could

reduce the false alarm rate down to 0.1 percent. In the
past, we constructed a baggage inspection system and
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we tested it. The explosives were recognized based on
relaxation. They have a long T-1 time. The system suf-
fered from a high magnetic field, which means that
camera shadows and things would get stuck, the credit
cards wouldn't work anymore, things like that. We also
found out that you can beat the system by encasing the
explosive in aluminum foil.

We have since started a new study. Right now we are
starting the relaxation after you turn the magnetic field
off, and we get an NMR of the hydrogen and nitrogen,
which is a unigue signature for each compound and for
cach explosive. In that way, we can identify an
explosive. Also, we are using the NMR for one-sided
imaging. If there is a sheet explosive on a lining of a
suitcase and we do an NMR of it, we shouid be able to
identify the sheet explosive.

We are also using NMR for bottle screening. Liquid ex-
plosives and gasoline have a very low water content. If
we check a bottle for the water content and it's not
what we expect to find in wine or alcohol or in water,
then we might have a liquid explosive. We are
investigating this because nitromethane has been used.
Thisis one way to find out if that is what is in the bottle.

NQR [nuclear quadrupole resonance | is a low-level ef-
fort that we are using. Basically, the explosive will be
identified based on its crystalline structure. We are just
using this method to characterize what the explosives
look like. This may be another way, because of low
penetration, that we can screen the sides of a piece of
luggage to find out if there 1s a sheet explosive in there,

Millimeter wave imaging is an active system, [tis an al-
ternative screening process with straight objects. We
started out using this method to find plastic guns on
people, but we found out that we could also use it to
detect plastic explosives. It sweeps the body with milli-
meter waves and we look at what is reflected back. The
human body will absorb most of the waves, but if there
is something on the body, it will be reflected. If there is
a foreign object, we may be able to identify it as an ex-
plosive or whatever. But, it is not a part of the body, so
it could be a threat. In its present stage of develop-
ment, people would still have to remove their leather
jackets or heavy coats and take everything out of their
pockets. But these are some of the projects that we are
working on right now.

Any questions for Roy Mason?

[Laughter.]

Mr, McCorkle:

Are there an_ juestions?
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[No response.]

Mr. McCorkle:

Thank you very much, Janelle and Roy. 1 appreciated
your comments. Next on the agenda, it is a pleasure to
introduce Dr. Dean Fetterolf from the Federal Bureau
of Investigation ! aboratory. He has been with the FBI
since 1984, an<! iic specializes in mass spectrometry and
the detection ol narcotics and explosives. His primary
subject this afternoon is going to be on the topic of
evaluation of commercial explosives detection.

Evaluation of Commercial Explosives
Detectors

Dr. Fetterolf:

Good afternoon. T would first like to start out by thank-
ing the NRC and the organizers of this symposium for
the opportunity to be here. I must say it has been very
well organized and very well run.

Whai I would like to do first is to have a quiz. I have a
question. I want to see a response. How many of your
installations out there have bomb detection equipment
installed?

[A majority showing of hands.]

Dr. Fetterolf:

Do you have explosives detection: equipment installed?

[A majority showing of hands.]

Dr. Fetterolf:

How do you know that you have a bomb detector?
Have you ever detected one”? Unul today and yester-
day, the pictures that you have seen for most of you
were probably the first time you have seen an actual
bomb. You have an explosives detector. If you
remember from yesterday, there are four things that
you need to make 2 bomb. First of all, you need the ex-
plosive; you need an initiator, a fusing system, and a
container.

Terrorists or disgruniled employees are not going to
walk into your facility carrying five sticks of dynamite or
a quarter pound of Semtex or a block of C~4 and say, 1
am going to blow your place up.” They are going to
conceal that explosive .- some fashion. That conceal-
ment is going to caus< you problems with your existing
explosives detection equipment.

[Dr. Fetterolf's paper is inciuded in Appendix A. However,
the slides shown during his talk ure not.]

I would like to talk about an explosives detector evalu-
ation that we carried out in the FBI Laboratory back in



March of 1988, almost two vears ago now. | am with the
Forensic Science Research and Training Center, and
we are the research and development branch of the
FRI Laboratory. One of our functions is research, and
that is to investigate new methods of forensic analysis,
whether it is drugs, explosives, DNA, any technology
that can be used in analysis of forensic evidence and in
training. We sponsor training classes that we offer to
State and local forensic crime laboratories.

We are located at the FBI Academy in Quantico,
Virginia. We are located on the Marine Corps Base,
well isolated from everybody in our little college-type
campus. Before 1 talk about the results of the tess, 1
want to go over & few things, a little bit of positive rein-
forcement.

There are three main classes of explosives. The
nitrated esters, which contain the very volatile explo-
sives, nitroglycerin [NG] and EGDN [ethyleneglycol
dinitrate], are the nitrated dynamites. The types of de-
tectors that you have installed at your facility, the types
of detectors that you are tested against quarterly and
have to get 30 out of 30, are NG and EGD? ! based.

PETN is a nitrated ester, and you wou' ' think it would
be very similar in chemical properties. It is, except for
one, and that is its vapor pressure, which is many orders
of magnitude lower. We will take a look at that again in
a little bit. You have the TNT and you have the RDX
and HMX types of explosives

In 1986, TWA Flight 840 was at about 15,000 feet in
route from Rome to Athens when a device detonated
under a seat and four people were killed when they got
sucked out of that eight-foot hole. This is one of the
lucky ones. Hiding the explosive under the seat was
kind of a common thing to do for a while. You have
seen this a number of times now, probably the third or
fourth time. The little Toshiba “Bombeat 453." Just
the insides.

Even more treacherous, five year old Erin Bower was
walking through K Mart with her mother. She reached
up on the shell and grabbed one of these pump-type
toothpaste tubes and it detonated. She lost part of her
left hand, some injuries to her left eye, and had some
shrapnel wounds on her stomach. Just another
concealment device, considerably different than any-
thing you have seen so far.

We should not fall into the trap of believing that the
only explosives are those six or seven that I had listed
on that first slide—things that could be used to cause
considerable damage to one of your facilities. There
are over 130 publications out there: Kurt Saxon, the
Poor Man's Jumes Bond now in volume three; and my
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favorite, Kitchen Improvised Blasting Caps. All readily
available through a number of publishers and
organizations, standard terrorist, standard survivalist-
type literature,

All of the explosives that we have talked about so far
and all of the equipment that has been mentioned so
far are all nitrogen-based detectors. These books will
tell you how 10 make non-nitrogen containing explo-
sives. With $12.8. « 1d a trip to the hardware store, you
can buy some acetone, you can bay some sulfuric acid
drain cleaner; you can go to the beauty parlor and get
some hydrogen peroxide that is used in bleaching your
hair; you mix those together on your kitchen stove at
home and you can make an explosive called triacetone
triperoxide that contains no nitrogen, has a detonation
velocity almost equivalent to PETN, and has been used
in various parts of the world.

One of the common things, where we first heard about
this was in the Middie East. They would mix up this
stufl and pour it into Coke cans and leave the Coke or
Pepsi cans or beer cans lying on the streets. Little chil-
dren would come along—and, what do they do when
they see a can—they kick it. This stuff is extremely
shock sensitive. Itis a primary explosive. If you mix it up
at home on your stove, which I don't recommend that
you do, when you try to scrape it out of the pan, you
have a problem,

l am a chemist, [ am not in security. So, 1 have to look at
things from a chemust’s standpoint. I am not going to
stand up here and give you a lecture in basic chemistry.
Just a list some of the properties of explosives and how
they affect our ability to be able to detect. A plus sign
means that’s good for us. It means that it is a property
that we can exploit in detecting these types of mole-
cules. A negative sign, or in the case of low vapor pres-
sure, two minus signs, means that we are hurting,
These are things that we cannot change--you can't
change, I can’t change, Congress can’t change them by
passing legislation ~this is it. This is what we have to
work with.

High electronegativity is the property that we exploit
the most in our detectors. That is because we have
those nitro groups that we talk about so much. Frank
Conrad this morning mentioned that the explosives are
sticky and they have high absorbtivity. They will stick to
anything. That is good and it's bad. We use that prop-
erty to concentrate the molecules to try and take them
out of this large room full of air, for example, and con-
centrate them into a smaller space.

[t also means that if there is an explosive in here, it is
sticking to everything. [t is sticking to the walls, the
ceiling, and there’s a heck of a fot more surface area in
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here than there is on the block of explosives. To reach
that thing that we call equilibrium, takes a long time.

Thermal instability, by its very nature, means that these
types of explosives don't like to be heated up too much.
They fall apart and some of them go boom. Then we
come to the vapor pressure, which Frank talked about
that this morning. What I want to try to stress here in
terms of detections and the types of things that you are
asking us 1o try to do for you, one that is not on there is
EGDN [ethyleneglycol dinitrate], which is a factor of
100 or so higher in vapor pressure. You are talking
about a dynamic range of seven orders of magnitude,
almost eight orders of magnitude in vapor pressure.

You want me to be able to detect EGDN or NG. In the
same instrument at the same time, you want to be able
to detect PETN or RDX. Eight orders of magnitude
difference in sensitivity. If I have just a tiny amount of
NG or EGDN, that’s all I need to make a detection.
You have seen this chart earlier, which lists the vapor
pressures of the various explosives broken down in
terms of their molecular weight. The commercially
available detectors are very good for vapor high pres-
sure explosives. They were designed to detect nitrated
esters and they do that very well. You will see that as we
go through the test results. They do that extremely
well. By the time you get to TNl, ammonium nitrate,
PETN, RDX, you see that the data from the experi-
ment shows that as the vapor pressure goes down, so
does the ability to be eble to detect these explosives.

I made a little chart that i call technological matunty.
This is looking at the vapor technologies only, not the
bulk. You have a range of technologies that you can
look at. Olfactory, which are the dogs, the electron cap-
ture and IMS hand-held portable detection, chemilu-
minescence, some ion mobility and two on the bottom.
Their range in maturity is what I call infancy to just kind
of new.

You could also look at this in terms of funding and
dollars and investment. There isn’t a whole lot you can
do to make a dog better. You can maybe train him a lit-
tle better, maybe give the handier more money,
although we found out that may not be a good idea~-
maybe buy the dog a better brand of dog food-—-but
overall investing money and trying to improve the per-
formance  a dog is not going to get you very far.

If you look at these technologies that are in their in-
fancy like ion mobility spectrometry, MS/MS, which is
being developed at Oakridge National Laboratories, or
some of the biotechnology things that we heard Janelle
mention and some of the things that we are working on
in the FBI Laboratory, a small investment of money
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might move those fiom infancy up to an advanced state
rather quickly.

To give you some idea in vapor technology, probably
the largest sum of money has been invested in the
chemiluminescence technology, the combined efforts
of Department of State, FAA, and Department of
Transportation. If you add up the dollar figures over
the last {ive or six years, you are probably looking on the
order of $12 10 $15 million, maybe closer to $20 million.
It is a very large investment in rescarch and develop-
ment. R&D doesn’t come cheap, and things just don't
pop up overnight. 1t takes many years of research and
development to get to the state they are now.

Let me preface what 1 have to say. Although I am going
to mention names of specific instruments, specific
manufacturers, | want to make it clear to you, as it was
made clear to them when they volunteered to partici-
pate i our test, we are not endorsing, recommending,
or favoring any detector. [ am not going to tell you
which is the best. T am going to let you make that deci-
sion. Which of these detectors, if any of these detec-
tors, are useful for your particular a; * ication.

Our poal was to evaluate these detectors under opes..-
tional conditions that are of interest to law enforce-
ment and security. We divided the evaluation up into a
number of phases. The first was instrument certifica-
tion, and that involved training and also having the
manufacturer certify that his instrument was operating
the way it was designed to and that he was happy with
the training and that we had trained an operator to his
satisfaction.

We looked at packages, briefcases, luggage, some prac-
tical search problems, and we will go into those in a lit-
tle more detail. We evaluated four detectors. Graseby
PD-S5, which is an ion mobility spectrometer
(IMS)-based instrument, and three electron capture
instruments: the I'TT [lon Track Instruments] Model
97, the Scintrex EVD-1, and the Sentex Scanex Jr. 1
have a couple of pictures of those, and will just go
through to let you see what we are talking about in
terms of size and portability.

This is the ITI Model 97. There is that refillable gas cyl-
inder that was talked about this morning, and the need
for argon. This is a briefcase or a small suitcase-sized
portable detector. All of the detection parts are out in
that end unit.

This is the Scintrex EVD-1. This instrument is manu-
factured in Canada, used throughout Canada at all of
the airports by Transport Canada. It is kind of unique
among these instruments because its sampler is
mobile. It is portable and can be separated from the
instrument. The sample is actually collected on a little
quartz *be.



There is an interesting advantage to that. You saw the
dog this morning. The dog is what I call 4 point-source
detector, as are all these other detectors. You have to
take the dog or the detector to the sample. In other
words, when the dog was up here sniffing, the dog
didn’t know there was an explosive under this table
until the dog was here. He didn't walk in the back room
and say | think I have an explosive in the room. The dog
had to come up here and find it. A detector like this has
an advantage that you can walk into a room and, if you
have a volatile explosive, one of the nitrated dynamites,
in a very short period of time you will be able to say
there is something in this room. We will talk about that
a little later as well.

This is the Sentex Scanex Jr., small briefcase-sized
portable detector. The umbilical cord runs up to the
sampling head. One of the main problems with this in-
strument 18 the umbilical cord, which is a big long
L-meter piece of teflon tubing. If you remember this
morning, explosives stick to anything and they even
stick to teflon—that can cause a problem.

All of these electron capture detectors have some kind
of chromatographic column for separating the explo-
sives as well as the electron capture detector. Up in
that little red box marked microprocessor, there is
some kind of intelligence built into the instrument, if
you will, that says I have a signal within a given
timeframe so | think I have an explosive. However, the
real intelligence s still with the operator.

T'his is the Graseby PD-§, which is an ion mobility spec-
trometer. The IMS isactually located in that little black
head that is attached 1o an umbilical cord. The only
thing thatis in that other box is an air filtration system,
a power supply board, a microprocessor and a battery.
There are no gas cylinders or anything that needs to be
recharged. It has an on/off switch.

[ don’t believe that anyone has talked about how an ion
mobility spectrometer works. You have heard that
name a couple of times today. An ion mobility spec-
trometer (akes into account that property of high
electronegativity. The front part of that is actually an
electron captire detector. After the molecules or ex-
plosives have captured that electron, they are ionized,
and they can now drift under an electric field. You
apply a potential gracient to that tube and the mole-
cules will drift. Small ones will drift faster than the big
ones. They separate in time. Your microprocessor then
gives you that separation in time.

We use a range of explosives, not just nitrated dyna-
mites--Hercules Unigel dynamite is one of the ni-
trated dynamites, a mixture of NG and EGDN. Hercu
les Red Dot, a double-base smokeless powder, By defi-

nition, double-base smokeless powders contain nitro-
glycerin, up to 30 and 40 percent by weight nitroglyc-
erin. We also used Atias 7-D, which is an emulsion and
one of the more popular types of commercial explo-
sives. Military TNT, Dupont Deta Sheet which is
PETN, and C-4 which is RDX. These explosives were
obtained from sterile sources. That means they were
never exposed to nitrated dynamite during their stor-
age or during the preparation of the packages or during
the test and evaluation. You will see as we go through
this that we did a pretty pood job of keeping things that
way.

We looked at a rumber of “interferants™: wrapped
boxes, plastic molded briefcases, and some items of
luggage. There are a lot of questions out there about
the interference capability. [ still hear the questions:
Do these things alarm on shoe polish, does dry cleaning
solvent cause a problem, how about perfumes? We de-
cided to take a look at a number of these things: mens
and womens toiletries, household chemicals, food-
stuffs, smoking materials, laboratory chemicals. I am
not going to show you all of the data from all of the tests
because we would be here for a long time.

Plus signs mean a hit, minus signs mean a negative. In-
terferants with plus signs aren't good because that
means you have a false alarm. You have something
there that your detector thinks is an explosive, We have
two types of perfumes and a mouthwash that caused a
positive response on the one detector, but the other de-
tector did pretty well. As we go through the data, the
Scintrex EVD-1 and the Sentex Scanex Jr. had no false
alarms on any of the materials that we tested.

None of the detectors alarmed on shoe polish. The I'T1
Madel 97 responded to the Obsession and Coty musk
perfumes; these contain a musk ambrette that is struc-
turally very similar to TNT. In fact, there are six musks
that are approved for use by the Food and Drug Ad-
ministration in cosmetics and fragrances. We just
recently got a collection of those six and are going to go
back and test the responses of the detectors until we
find out which of these are causing & problem.

The Skoal Wintergreen smokeless tobacco caused an
alarm under the smoking materials. This is snuff, a
preparation of tobacco to be placed between cheek and
gum—not only does it c2 ~= cancer of the lips, but it
makes the explosives de - r alarm. The reason for
that is quite simple. The wintergreen flavoring that is
used contains a chemical called methyl salicylate,
which is an electron captured in nature and has the
same chromatographic and ion mobility behavior as
some of the explosives. The alarm the tobacco caused
in the Graseby PD-5 is kind of easy to explain because
that same detector is used by the British military in
chemical warfare training exercises. They do not want
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1o drop live warfare agents on their soldicss, so they use
methyl salicylate bombs. They also use an instrament
to detect how well the soldiers have decontamirated
their clothes and their vehicles, and a detector nke this
is used to do that. Actually, it happeas to be
programmed into the detector.

We looked at pure explosives, pure expiosive com.po-
nents, pure RDX, pure PETN. Let me clarify this, ‘(his
is in ¢’ e contact or near contast with the detector,
shoving the detector down inside of a little vial of the
pure explosive component. That is not & bomb. There is
no container. You will see that ail of the detecwis re-
sponded to NG without any trouble. In fact, we used
nitroglycerin heart tabiets because we duiin't want to
bring any dynamite into the facility.

Arnmoniam nitrate is the basis for most of the emu!-
sions and water gels and slurry types of explosives that
are very popular. Dinitrotoluene is a irace contaminant
in military TNT. It is roughly one percent or less, but
about three orders of magnitude more volatiie than the
TNT.

PETN and RDX, the major componenis of plastic ex-
plosives, did not receive a positive resporse. We did
not detect the pure PETN and RDX. Although 1 have
plus signs under the Sentex Scanex Jr., those detections
really aren’t the instrument responding to PEI'N and
RDX, but are actually a detection of a more volatile ex-
plosive that has been previously absorbed onto the cur-
face of the teflon tubing. It is kind of like a parking
spot--a tuemory problem, if you want to look at it that
way. When a detector is exposed to a more volatile ex-
plosive, some of that compound stays on the walls of
the tubing. Then when RDX or PETN is released,
some of those molecules, which have a greater affinity
for that surface than does NG or EGDN, displace the
other. They say, “you are in my parking spot, get out of
here.” They replace the NG or EGDN and off those
g0, down in the detector.

We took samples of the test explosives that we would
be using in the evaluation and placed them in near con-
tact with the detectors. The detectors readily re-
sponded to Hercules Red Dot smokeless powder, a
high NG content explostve, no probiem. TNT, no prob-
lem. Deta Sheet, which is made cut of PETN, also
tested positive. Actually none of the detectors “hit” on
the pure PETN, but they were responding to the Deta
Sheet, 1 will explain that in a second.

None of the detectors hit on pure RDX and none ot
them hit on C-4. This is pure explosive, right up in
front of the detector—no attempts at putting it m &
container or concealing it. Why did they hit on Deta
Sheet? There is something in the Dupont Deta Sheet
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thas is 7. _re volatile than vhe PETN, and it is behacing
like au ex'9sive 1o these detectors. We are nut s e
what « is, but theie s something there.

Thereisapr blem with relying on that ¢ /Jx cLalAM-
nant or interferant for detecion. What if tre manufac-
turer aecides to change this formulation and use some-
thing else The terronsts aont play by the seme sct of
rules. You saw seme pictree vestecday and today of
hememade sheet expiosives thay ire miade out of very
piame PECN and naturel rubber and not much else. ana:
iyzed down 1o the patts per mi tion 2nd parts per > ilhen
v d nothing else Terrorists don't play by e sane
rules 2« the commercia: manufacturers. Relymg oaan
intevfecant i relyiag on 2 Cross contamination as a
means of detection could be fatal.

For par puckagss, we used cardboard boves, |oeut.c
foot eacn. wrapped vath pack.ging seaury tepe and
brown paper. Tae cxp!osnves were just Lotown in the
BOXES, not wranpew in piastc or hersaetically sealed,
hey were just taken out of their wrappers and just
throws 11 the boxes. Une i the things that somebody
mention_J carlier was Lime, time since the device was
placed. We cali that soak time, whch s how lony the
axplosive has bieen in that cuntwner before we g(|
arourd o sempling it.

Soak time is very importart. For most of these exnln-
sives, with the exceprzn of the drnane, ab of the
other explosives had 18 hours o 81t in (hiir cardhoard
boxes, overnight in a stecile environument, The dvng-
mite was only in the box for two hevrs. We ony had
one-quarter of a stick . dvrainite in the box and you
~ill find oui that was orders of magnituds too much dy-
aamite (o have around

We set out the packages. These were tecated as susph
cious packages. it's a bomb. We had some manufaciur
ers who wanizd 1o poke hoies ir the boxes, we had
somz who wanted to “burp” [comprese the box to fores
out vapor-enriched @il the Doxes, we had some whio
wanted to heat them with lieat tamps. | have talaed 1o
EOD [explosives ordnance disposall technicigus al’
over the countey, and [ have yet to find oae of ihem who
will burp & bag or burp a suspicious rakage. I don't
blame them. T den't think § would do it sither.

[The uctual boxes were not color-raded, but the boxes on
the slides were color-coded for visual aid |

The blne boxes were blank; they had nothing in them,
The tan- or brown-colored boxes had inierference
items chosen from the interfeiants list in them o that
we could see if the detectoss would alarm i chewing
tobaceo ot the other items in the boxes as well as explo-
sives. In desiguing our test, we knew dynamite right he
a problem. We started out with a stick of dynamite and



then decided thay was toe much; we better £4 10 a guar-
ter of a ick. "¢ \sere still ¥y of Jagt, SC we sur-
rounded that little red box there with a D on with blank

LOxes.

If w2 sterted getting alarms on tke bunk boxes during
the test, we «new we ware having trouble «i.h dyna-
mite vapor smanating from another package and possi-
bly cortanuna”ag the area. It wur~s cit that i reay
started (0 happen. n le., than an hour, the quurter
stick of Avnataits in the red box made it impossihl. . for
us o gt within 10 feet of it with the firs! detestor 4
that pnase of the evalvadon. in fact, in 'e s t5ian aa
hour, using the FVD-1 detector with the hand-heid
IEMOLe SnpLer, we could not operate in our building.
We had a tow! of a stick of ¢/nemite Ridden. We
couldn’t operute in oer building, which is oaly about
40,000 square {eet—taking reilzags and fioo apace into
accourt, it i roughly ane-kaif aullion cu ¢ {eet. Jn
about an hou:, we weie able to say theie was &n
explosive in that buiiding. We were also able 10 say it
wa dyneniite because <hat is really about the limits:
Whatev.r 1t was that contained nigh amounts f
ethy'eneglyeci dinitiote or niiror'yeerin,

In an hour, a 1§ second air sample w.s enough o say
there was something in the buileir 1 The deteciors are
very sensitive te the miated dvnamites All oF the
netectors feund the nitruted Gvnamite in thei ca.d-
board bax. In fa ', at this poi. T time, wi ko’ some
touble. We lind setually end.d np taking theSynataite
out of the bo: and remaking the box The oriy thing
that wers left in there was a coupie of itde 7 xcos and
whatey 2 vanor had absorved into the cordt card. We
were tryiag to prevent problems with cumEnURation.

We kind o aed & round-robir Hhing going where the de-
tectors were at difl: ant st ges of the evaluatian, Wo
ran int2 some technica! difficultics witu the Sentex
Scanes Jr. We were unable to repair it and the manuy-

factuzer volaatarily withdrew the detector from the
{est.

Diynami*e was no problem. Ope of tie detecios, the
Made: 97, responded 1o (VT IF you remeniber, ail of
the deteciors were able 0 detect the Kad Dot sioke

fess powder in close contact. Abe ui o2e-hall to throe-
quartaes nfa pound of Red Dot smokeless powder wi.s
putirto a bag within that box and had 18 hours of scak
time. The pewder was pot packed into 4 nipe with (he
ends capped! wnid & Liasting cap snoved in 1o keep any
vapors from getting out, it was Just dumiped in the box.
We were unable to find . If you remember--some
posiive reinforcement here - (he mogt common Je-
vive Lound in the Unite¢ States is the pive batb, For
the most part i is packed wita doubl¢-based smokeless
powders. In ot r evaluation, it was Just thrown in a box.
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The emrisiens, the C-4, the PETN, no dice —we were
unshle 10 doiest the .

We alse inaraed something cist soou. *he dererors, )
tpink the mavnfaveecs leanied something alout their
detectors—chey learued how Lensivive they were to-
wiard dynamie. Bui we were IS0 rusniny intn gone
vther problems. Althcugh chlorinsted wivents and
otner elestron-capture -type chem £afs do. 't 3amo us
explosives, they heve asigni”ican ¢ *fret on the seanidn-
ity of the detecters. They are el v Cajtues in ntiee
and the dereciors e 1) 588 molccules.

‘There is an automat'c zetoing type ol circuit built i
the detetors—mas: of thm ha«< . Most of thy » ar
auiomatic and sciae of Gier: jou have 10 %t & Igion
What <his is telling us s Jhat i w> have a nice leve
backgrouna, everytiing i, nice erd clean, we have n
problems. Auto-zero i kind of nice because it take
cate of minor fluctuations in the detector cureat. |
the detector curen’ is down here att* 2 floor ad a lit
tie bit of explosive moieonice comLs don, it Just give
s a latle tiny cigaal, just apovr basetine. the detecto
sees ftard we hiv: nu probivm. Bet, € chere is a con
tamiuaat @ the background that is abzorbing some o
those eiccirons in the detecton, the zere v Wt detec
«x hat been elevated, Now, wstzad o 2 sgial this high
Lo be detected I need a sipa) this nig piz s vhaf S,
S0 0y detector’s vensiivity Wes been Bk Civdn-
Fhed. Sonis Si vhe Getectors, the 11T Model 97, Zar in
stance, Bas & nice Zittle Lighy than comes ca ang savs
seingthing is waueg. It e letring you kaow thot i s
operating in an eivironinent in which it mav not be
Cperating at masimam seasitivity, 1¢ 1hat Jirgle light
keeps coming on all the e, you know you have g
problem

We lad 25 black muided plastic GSA {Genera
Scrvices Admin‘stratinn) grvernment-issuc pricicases.
It's king of hard to pei 25 plastic briefease s ot of CSA
for a tesi, panicuarly when you tel! them you are peing
Lo put explosives i thirm and they say, “we wai. them
pack anywuy.” [ would net use one of Gwse briefeases
tor eirytng my pepers around in. They seal so pocti;
thet a eredit vacd would probatdy fall ot of them
through the cracks —-th ty leak like s'7ves. Thcyare pot
& vury tight briefease, cevainly net Live a Samaonie ' r
@' ybod: else’s rea! bricicase.

[Laughier ]

SO, Jos 't ever omserone of these briefcases from QLA
use yonr own. It's kind ol like the GSA-brand mayic
tape, \h seaiing tape. We can g0 throu % a very eta .-
rate analvsis in the lebouatory and ieild e part the various
manulzcturers ol scotch tape. Bui it's sasy 4 1l the
(35A tape because it docsn’t stick.
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JLaughter |

We had 25 molded bricfcases inio which we just threw
B differem explosives. We didn't put them in any
baj 1, didn't he meticelly seal the brie fease; just threw
the explosives i » 2 briefcese and lined Yhese up ahout
% 10 12 feet apart ond went along samphing them. We
4d a little beties on the hasfoases with pids SIgNE.

We made o copeession at this » int. We consigered Gits
to be like - Beicicase tnat sumebody wenld be carnying
through & serure checkpoin! COIRin
pretty good assumnion
make assumplions

in{o wwele ity
aithough 1 aiways hate o
hat it doesn't ave aycantidstur-
bance device bezanse somabody is currying it arourid. it
probably does not have (oaeicury $w iteh tnthere t st
it off. So, we let theto bup it What do we mean by
burp? We let them pop the hinges, press down on the
bag and burp it [tdiin' make uny Gifierence in getung
that air out. Only 'n-one case 4id & Jeiectur respond
ihat means it detect »d sometling on thie bum, tut ¢hid
n't get it withaat burping the bag, So, wn only one case
did it make any difivrenc: on these leavy brinfeases
We il a little betier there terms of detecuon
Again, 2o C-4, and we had an imtermitent resalt oa
one of the Dy Sheets

We were easy on the manufacturers wher we tested ex
rlosives it luggage. We oniy had 10 wtems of luggage,
and we only threw one-quarter stick of dynamite in one
iy e iime of the test, we had taken the dynamite out
4 well The instruments 2ll had no trouble detecting
the dynamie in a purple soft-sided piece of luggage, a
little byt bigger than carry-on bag. We hiad the zipper
partly open and they could sampie around the zisper.
[here was o trouble detecting the TNT. There were
clothes and oiher staff ‘n the other ones. Not very many
false alarms~ no false alarms.

Those are things that could be coming tnio one of your
facilities, a bricfcase, a package coming through the
ma ', o suspicious package l2ft. You are walking your
security detail late at night and you see something
funny sitting there Uy the garba 2e can that looks= a little
bit out of place. We saw a eipl’” of examples, one yes-
erday of the New Jersey Stat Frooper—something
just wasn't right. bie had a gui teeung that something
wasi't right. He was right. There was something wrong,
and he got our friend dir. Kikumura.

None of these deteciars—and I are going 1o go on talk-
irio about these..I don™ think there 1= any technology
yut there or will be 1w the very near future that will to

1ally replace the human factor in looking at some O

tamsao thifae

There are some things that you just can't

i t
1 '

: fvon are a security wiard ata fu
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hatre been there for a number of years, you ju t know
things, little things. You see littie things. When some-
thing is out of place, you know it right away 1t'y ke,
that garbage can doesn't belong here, it belongs over
there. O, this door should not be open, it's supposed
10 L locked. You just pick up on those trings. You ure
out patrolling 4 pernacter and you see & blce van drive
by, just keep circling around the facility all day long. It's
poing to trigaer something. Sometimes your hunches
are prefty pocd.

What about pra: tical search proble 1s? What if some-
oy calis up and says § put & bornt i an office or puta
Bomb i the Lontied Toom, of put & bomb in a repair ve-
kicle o in a fittle po gart or some mamtenance vehicle
thit yors drive around. Whiat alut the radl? \Wesetup
sorae search ssonarios nvoiving a telepthane ooth, a
townhouse. outomobiles, matwel roms. We nwdae it
easy o the detectors. We were iiprested ot the dote-
{ors, Dowe wel! Ty v aihe to deteet an explasive and
not kow well (he pperator kndw down 10 condact § thor-
ough feah

L iRink we saw & very 2ood demonsiraton of th wough
corcheng thic wwerning with the Searel suevice doy
st s a skill, thai is learned, someihing you have 10
veactice and (zain far I T haven't westionad it, these
Jewviees @t toels. You have to tram with them. You
i ave 10 hecome femuliar vith them, you heve to under-
sty il ow they work, and you have 10 oe &y trained.

The EVG--t, whicl has been useo in the airports in
Canaca for 4 numbsy of years. is a too! for the opera
tors to do a search—that is their job. It Las gotten to the
point now where they say. “We are not geiting enough
training on ikis thing. we went more training, we want
harder training. We think we can beat our Own ma-
cuine. Test us to see if we can.” Those are the kind of
tnings you have te work for,

We carried this out in what is calied Hogan's Alley. Iiis
a training complex located at the Fi31 Academy. Itisa
multipurpese training facility designed for BI and
DEA [Drug Enforcoment Agency] training exercises in
practicing the normal thirgs that law enforcement offi-
cers do like arresting people end hand cuffing them and
chasing them down the streets. it's a village. It actually
has working office spaces, it has a littie bank that is used
in training exercises involving bank robberies. It hasa
little working deli

ti of the physical plant support people are over there,
maintenance, the electrical shop, and the plumbing
shop. Those people are all over there. There are bodies
around, people around, to make it look like a little vil
lage. There is a pawn shop; in the back of the pawn
shop there are little slot machines an { gambling thir
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The Hostage Rescue Team, which you heard men-
tioned, repels out of helicopters down onto the roof.

We used this complex to set up the scenarios. The first
was a post office scenario involving & sheet of PETN,
Deta Sheet, with the nice and smelly stuff that the de-
tectors could respond to when you stuck it right in the
front end. All we had to do was stick it in a maniila en-
velope, the container. None of those vapors, which
weren't PETN that it was detecting in the first place,
ceuld get through that package to be detected.

This is kind of nice. These were what we called directed
searches. inorder to have everybody have a fair chance,
we iold everybody where to search. We put little 3x5§
cards up there and labeled it so they knew where to
search, Fverybody searched the same thing and eiimi-
nated the “oh well, he didn’t know how to search a
room.” Everybody searched the exact same places. In
this bag, double-base smokeless powder, three-quar-
ters ot & pound, poured into a brown paper lunch sack,
not even put in a pipe, and just stuck on the top of a gym
bag that was full of gym clothes and sneakers. We had
them sample across the zipper area. Nobody saw it

We had two automobiles. One was an exterior search
where arcas on the exterior of the vehicle were
searched and the other was an interior search. Here we
see an example of searching along a doorway. We had
them search atong the hood and trunks of vehicles.

A word of caution about new vehicles. The trunks on
new vehicles are sealed very, very well, What does that
mean about vapors getting out of a trunk if there is
something in there giving off vapors? They might not
getout. We had a quarter stick of dynamite stuck in the
trunk of the vehicle, just sitting there on top of the
spare tire, about a foot back from the end of the truck.
The operator§, with their detectors, walked about the
crack of the trunk. This was a Chevy, late 1970 Chevy
[mpala-~I think it was. They had no trouble picking up
the dynamite in the trunk, only a quarter stick. It had
only been in the trunk for about an hour and it was only
about 50, 55 degrees outside that morning. We had
them search other areas, and there weren't any positive
signs searching under wheel wells and hoods and places
where there weren't any explosives, we didn't have any
trouble, We didn’t get false alarms. We had one on an
air sample, but that was done a little bit later in the day.
There is a possibility that the explosive vapors could ac-
tually penetrate through the back seat into the air
space in the vehicle.

We put about one-sixth pound of TNT under the driver
seat of a late model Lincoln and had the manufacturers
search various areas. We had twe out of the three de-
tectors find the explosive under the seat. We had some
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other alarms at various places. Whether or not these
alarms were the result of TNT vapors or DNT vapors
emanating through the vehicle or whether they were
alarms caused by other things, there is no real way of
being sure.

We did some room searches. To impress upon vou how
sensitive these detectors are toward dynamite, we took
& two-by-two-inch piece of dynamite wrapper and put it
in a styrofoam coffee cup from 7-Eleven. We put the
plastic lid on top of the cup and tore back that little
drinking spout that is provided so you don't spill your
coffee in the car on the way to work in the morning. We
stuck that in a garbage can about halfway down with
some potato chip bags, pretzel bags, and empty Coke
cans on it. We set the trash can in the corridor and told
the operators to search the can. They weren't allowed
to disturb anything. They could “sniff” it, but they
couldn’t rummage around in the can. We also had them
search a desk drawer in which we had placed the C-4,
but they weren't allowed to open the desk drawer. We
already had it opened a little bit and a little note that
said sniff here.

By the way, we tried to make two of these rooms have as
much a lived-in environment as we could. We sprayed
some deodorant around the room, dumped some
mouthwash in the sink, we ran the shower, deodorized
the toilet. I shaved three tinies that morning. Things to
give the room that odor—like when you come back
from breakfast to your hotel room—give it that kind of
odor, lived in, used kind of smell—stink.

[Laughter]

That little tiny piece of dynamite wrapper in the gar-
bage can, no trouble. We had another room in which
we hid a piece of dynamite wrapper under a sofa, all the
way back against the wall. We had them search under
the edge of the sofa and along the cushions and they
were abie to find the dynamite wrapper. We had one-
quarter pound of C-4 in the desk drawer only back a
couple of inches—you couldn’t see it by looking in, but
it was in near contact—and coul.'n’t find it. We told
them where it was.

By the way, I didn’t mention this. The test was done
blind. The manufacturers, the operators, the scorer ob-
servers, the referee of the test had no idea what explo-
sives were being used or where they were, so it was
blind.

Atlas 7-D emulsion again, indicative of the most com-
mon or very common commercial explosive, about a
pound tube of that chub, a« it is called, was stuck in the
top of the desk drawer and nobody saw it, nohody
detected it.
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I put together a slide that I really didn’t like to do. I re-
ally didn't want to summarize the result. 1 did it, and
after 1 did it, 1 said 1 like it for a reason. Remember the
chart 1 had of vapor pressures? | had nitroglycerin at
the top and went all the way down to PETN and RDX,
very volatile to non-volatile. It should go from being
casy 10 detect to being hard to detect. That is our the-
ory. Did the experiment prove that out?

I didn’t show you all of the test results. But when we
summed it all up, there were seven instances of dyna-
mite times three is 21, we got 19 of them, so we got 90
percent of the ¢ynamite hides. If you remember that
chart way back early where TN'T was kind of in the mid-
dle. INT is kind of the cut-off range for the commercial
detector. We only found one smokeless powder, one
Atlas 7-D, and no PETN-based Deta Sheet and no
C-4.

Volatile to non-volatile, in some kind of a container of
some shape or fashion, no attempts to hide the explo-
sive by molding it into plastic or sealing it, just dumped
in the box. Let me ask the question now. How many of
you have bomb detectors in your facility?

[ A showing of hands.]

I still saw a hand or two. You must have very good
guards. I thank you for your attention. I will be happy to
answer any questions. I think I have about seven or
cight minutes here. I would like to take the questions
now. Please don't be shy. If you have the question,
somebaody else in the audience does too. Don’t every-
body all run up at once and “gang question” me at the
end.

Use the microphones 50 that everybody can hear you,
please.

Participant:

Do you plan to use Semtex in any future evaluations?

Dr. Fetterolf:

It would be nice to be able to use Semtex in the evalu-
ations. There is a problem there. It is difficult to get
bomb quantities of Semtex in this country, thank good-
ness. 1 have asked for some, but every time that I ask
people who might have it the usual answer is, “we don't
have that much around right now.” I say, “That’s good
news.”

Participant:

Is there any plan to run checks like this against dogs, or
dogs versus machines?
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Dr. Fetterolf:

Let me answer the question this way. This test took five
months to plan, took 18 people from the laboratory to
carry out, was four days of evaluation, took nine
months 0 write the report. I spent a year of my life
working on this test.

If anyone else would like to carry out such a test, I will
be happy to tell you how to do it. I really don’t want to
have to do another one in the near future. There have
been some tests done with dogs in the past. In 1980, 1
guess was the last test.

Participant:

Do you plan to do any work with portal detectors?

Dr. Fetterolf:

No, 1 don't, because our colleagues over at FAA have
got that under control. That fits right in with their
secarch scenario. We are more involved in the FBI with
the law enforcement and security applications of some
of these things. Our real, main interest in explosive de-
tectors is not in preblast searches and investigation, al-
though we have some applications there...

How could we use these devices, if we can, in post-blast
10...what do you do when you have a crime scene that is
spread over hundreds of square miles or hundreds of
square kilometers and you have bits and pieces of air-
plane or whatever scattered all over the place? Howdo
you know what to bring back with you to the laboratory
to work on? It is very difficult to ship back 10 or 12 tons
of debris to the laboratory and try to do a chemical
analysis on it.

It would be nice if we had something that could be used
in the ficld to help us with that process.

Participant:

You said that the Scentex Scanex was giving kind of a
false positive on the C-4 because of displacement from
the teflon tube. [s that a potential way of detecting that
material, by coating a tube with this other material?

Dr. Fetterolf:

That would be a guess. No idea is a bad idea. There is
certainly the possibility that something like that could
be looked at. [t is not something that you could count
on reliably. 1don't think you could make a reproducible
detector that would do that. It would depend on the
age, how old that tube is, and how much residue was on
there. I don't think you could make a reliable enough
detector.



I didn't mention...there are some..I didn't want to  An Industry Perspective on Contraband

leave you with the bleak picture that there is no hope Detection
out there. There are scme things being worked on. You
heard some of the things that FAA is looking at. We at Mr. Laird:

the FBI are looking t ion mobility spectrometry
through the assistance « f Sandia National Laboratory.

We are also hoping t¢ look at the MS/MS technology
down at Oak Ridge Na ional Laboratory. We are fund-
ing some work in the bi technology area that is looking
very promising. But as I mentioned earlier, technology
doesn't come quickly a1d it doesn't come cheaply.
There certainly is not a whaole lot of funding out there
to investigate new applications. It takes a lot of scrap-
ping and a lot of fighting: “How are you doing friend,
we need some help, can you cut us a deal on trying to do
a little bit of research for us.”

There isn't adequate funding for doing the job the way
it should be done. Write your Congressmen and Sena-
tors. There are a number of things that Congress is do-
ing. There is a study going on in the Office of Technol-
ogy Assessment with regard to the state-of-the-art in
explosive detection. T am glad to see that. Senator
Biden's and Senator Cohen's offices are soliciting ideas
for the formation of a civilian analog to DARPA [De-
fense Advanced Research Projects Agency] tor law
enforcement and counter terrorism and counter
narcotics.

Hopelully in the future, we are going to see some addi-
tional funding to do the kind of work that needs to be
done. Thank you.

[Applause.]

Mr. McCorkle:

Thank you. I would like to thank Dr. Fetterolf for a very
interesting and informative presentation.

The last on our agenda for this afternoon is Mr. Patrick
Laird. He is Chairman of the Nuclear Security
Subcommittee for Edison Electric Institute [EEI). 1
think we have all interfaced with that committee at one
time or another. He is also the Corporate Security Di-
rector for Commonwealth Edison. He is going to talk to
usabout the industry perspective on some of the things
that have been discussed at this symposium.

So, without further delay, Pat.
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Thank you, George. Periodically, since [ have been in
the industry, I have heard that some of the NRC safe-
guards people have doubts about some of our nuclear
security people’s ability to respond properly. Well, 1
think we dispelled that rumor last night with the fire
drill here in the hotel. We were the first ones out on the
street, and I want you to feel assured that we can
handle it.

Most of the discussions we have had so far have been
technical in nature. I am going to deviate from that, pri-
marily because I don't have a technical background. 1
am going to give you a layman's approach to some of
the problems and some of the issues that we have en-
countered at our nuclear power stations. The data for
the presentation is not mine alone. 1 received com-
ments to the inquiries I sent to the approximately 36
utilities that belong to the EEI Security Subcommittee.
In order to protect the guilty, we will not identify any
manufacturers or nuclear power stations.

[Stides shown. Selected slides from Mr. Laird's presenta-
tion are contained in Appendix A to these proceedings.]

To put this in some sense of order, there are programs
at the nuclear power stations that generally require
proper performance by security officers and certain
types of technical equipment. The three areas that |
will focus on are firearms detectors or weapons detec-
tors, explosives detectors, and X-ray equipment. [n or-
der to put it in a perspective, we will look at what the
equipment is supposed to do or can do, and then 1 will
discuss in a littie more detail what problems we have
encountered from the technical and operational view-
point, and just a passing comment on what is expected
by the industry from the manufacturers.

We have a metal detector that we use in fircarms detec-
tion. Basically, this detector is designed to identify
guns. ITitiss2* at the right sensitivity, it also can pick up
other weapons and tools. However, when the sensitiv-
ity is set at that level, we have found in the past that the
alarm rate is proportionately higher.

Some of the mechanical problems in the respoases to
my inquiries addressed an issue calied cabling and slav-
ing for sites that have multiple units. They all transmit
and receive at the same time unless they are in the slave
mode. For instance, if you have three machines, one
would be designated the master, the other two [slave
units] would be the secondary, or two and three units,
and the cabling is done thruugh the logic terminal,
which would control the master and place the other two
in the backup position.
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= lot of the machines were put in place, we had
some problems in the industry with steel-toe shoes
causing the detectors to alarm. As a correction for that,
a shiclded plate was installed, which solved that prob-
lem but then created the problem of a small caliber
weapon coming through the machine without detec-
tion. Therefore, the steel plates have been removed.

Nuclear power stations have been, in some circles, de-
scribed as the home of spurious alarms. We found
these alarms can be triggered by radio frequencies
fromn the guards' net (from their portable radios), metal
in the ceilings and floors, and some facilities have metal
doors or railings within two or three feet of the detec-
tors. | was told by one facility that their fluorescent
lights located directly over the metal detector have
caused alarms.

Follow the manufacturers’ recommendations for
maintenance. Operational checks on the equipment
should be conducted every shifi. Performance checks
are conducted every seven days or when a machine is
returned to service Calibration tests are supposed to
be done every quarier. Another recommendation is to
purchase and use un actual weapon for the test-piece
device.

We had some operational probiems with the firearms
detectors such as the rebar in a concrete floor that has
caused alarms. A simple correction for that is to build a
two- to three-inch platform of wood or plastic. It seems
to have worked well. ‘T he other solution would be to in-
stall a fully shiclded metal detector.

Another operational problem that was picked up dur-
ing one of the RERs [regulatory effectiveness reviews|
that will be discussed tomorrow is a weapon kick-
through technique. That involves a small caliber
weapon being strapped to an ankle, and us you enter
the detector with your left foot and the weapon is on
your right foot, you quickly bring it through the detec-
tor and it will not alarm. There is a state-of-the-art high
technology solution for that: You make the people de-
lay in the machine for one second. We found that to re-
solve the probiem. It does not delay the ingress process
at all.

Industry would like to see a little more sensitivity to fer-
rous and nonferrous material and less maintenance
with the equipment.

Explosives detectors are designed to identify explosive
materials by air flow over a person’s body within a given
period of time. Two devices are commonly used at nu-
clear power plants: the walk through or portal and the
hand held. Consensus within our industry is the walk-
through device is preferred because it is quicker. If you

NUREG/CP-0107

2-38

are processing people over an extensive period of time,
the walk-through device is more reliable than the guard
having to do the search.

There are some mechanical problems associated with
explosives detectors. If the gas supply inventorics are
not checked properly, the equipment could be inoper-
able. There are two types of gasses recommended: ar-
gon and helium. These have been referred to before.
There is another problem with contaminated gas.
There are two choices on gasses tor the equipment.
One is the use of a single bottle of gas for each unit and
the other one is a scries or bank of bottles for the
equipment. The problem with the series method is that
if one is contaminated, they all could be contaminated.

The calibration for the equipment has been cited as be-
ing very time consuming. Make sure your test sample is
not defective. The people at the sites working with
these samples recommend that you use one sample jar
per unit. If you try to use one sample jar for multiple
units, the vapor may not be sufficient when you get
towards the end of the test.

Some of the required checks on the operational prob-
lems, cleaning fluid in the portals--some have nitrates
that have caused problems. The portal needs a sterile
environment, almost dust free. I received the same in-
formation that Frank Conrad did about the perfume
alarming, although ours was a little different. Our
problem was with a male passing through the detector.
It took the guards a considerable period of time to fig-
ure out what it was. The explosives detector is very sen-
sitive to fertilizer during the planting season.

Most of these detectors would only detect dynamite-
based explosives and not plastic explosives. One sta-
tion, in terms of maintenance cost, experienced $1,000
per machine per month on maintenance. The mainten-
ance cost was reduced to $200 per machine per month
after a “change out.” Industry would like the ability to
detect commercial explosives including plastics and in-
cendiary devices. Several people suggested that port-
able equipment to search cargo-laden vehicles should
be more reliable than what is available, which would
reduce the mamtenance.

The final piece of equipment is the X-ray equipment,
which is basically desizned to detect contraband by
displaying an image on \he monitor for an observer to
determine if further evaluation is needed. The one
common mechanical problem that was cited was
maintenance costs. Seve_al utilities would spend ap-
proximately 15 percent of their initial cost for the
machine on annual maintenance of the X-ray
equipment.

There are several operational problems that bave been
corrected or are easily correctable. The K R team



identifies a lot of problems. Team members must stay
awake at night thinking of ways 1o beat our systems,
such as putting a small caliber weapon in an envelope
and carrying it with other envelopes, flinging it through
the X-ray machine, thereby beating the X-ray envelope
detection. Using a nonskid belt, conveyor belt, should
deter that. You also can have the people maintain a
minimum distance from the X-ray machine: you can in-
stall a plexiglass barrier so they can't fling items
through. They would have to set items down or drop
them over. Another method is to have all materials en-
ter the X-ray on a plastic tray, in other words, all con-
tents would be on a tray.

Another problem that was identified were the dead
spots on the upper left- and right-hand corners of the
X-ray machines that have the rays coming from the top
to bottom. There are two solutions for that. One is &
plexiglass barrier that would prohibit any package from
entering the dead area. Another alternative is to ac-
quire a device, which is on the market, that has the X-
ray generator ray coming from the bottom upward; it
gives you complete coverage of the package conveyor
area.

The X-ray machines cannot adequately detect explo-
sives, but there have been several efforts by the manu-
facturers to try to correct this. Basically, the choices
that we have avaiiable are the traditional black and
white, which defines the shape of an article; the color
enhanced system, shich defines colors according to
their materials; and then the pseudo color, which iden-
tifies objects according to density. I said that I wouldn't
identify any manufacturers, but some of you may be fa-
miliar with some of the examples.

I have one example of a briefcase with obvious contra-
band items, and I will flash on some of the examples of
the alternatives to give you an idea of what the alterna-
tives are. Black and white, in essence, that is what the
observer would see in the X-ray. This would be the
color system and how it would be defined. That is the
pseudo color system. [ think if you presented that to—
in our case guard forces—to make sclections, they may
have a difficult time choosing between the color and
the psevdo color. Their preference would probably be
for either one of those.

This is « chart to identily the items according to the
color scheme under the color alternative. One of the
problems that has been identified with either the color
or pseudo color is a fear that the guards may rely too
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much on the color to make a decision for them. With
the black and white, they have a definition of an object
and they have to resolve it.

The industry, of course, would like to be able to identify
plastics and to do it more cheaply. But, when we see the
cost of the TNA [thermal neutron activation | machine,
obviously we are getting a good deal. The big one is
$750,000 per machine plus installation, and it still has
some limits on what it can in fact detect.

An important aspect of all of our ingress programs and
the equipment that is utilized is the role of the security
officer. They need to rely on and understand why the
machine alarms. For instance, if a person gets an alarm
because an individual is wearing a steel-toe shoe, the
guard has to make surc that is the cause of the alarm
and not make the assumption that the steel-toe shoe
was the cause.

There is a soltware program called false-image projec-
tion (FIP) available. It is now used as a training device
for the observers on the X-ray equipment. In essence,
this software can gencrate approximately 115 samples
of weapons or bombs on the monitor. The training offi-
cer can evaluate the performance of the observer or
the guard as to whether or not he/she was alert and ob-
served this device on the monitor. When the shift is
over, it isa training device to indicate any weaknesses in
the system.

The very last comment that I will make is that the secu-
rity officer is the core of a successful ingress program.
We rely on the equipment as a tool, but if that security
officer is not alert in doing his/her job, the equipment
won't do us much good. I am ready to take any ques-
tions if you have any. This was a quick overview of what
we face in the industry,

{No response.|

If not, thank you.

[Applause.]

Mr. McCorkle:

If we have no questions, we will close now. It seems that
this afternoon the questions came after each presenta-
tion. Unless there are any specific questions for our
guest lecturers this afternoon, I thank you all. We will
see you tomorrow morning bright and early.
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Mr, Burnett:
Good morning again.

When we first staried this, [ knew that it was going to be
topical and timely, but I really didn’t know how much
$0. The day before we convened we had what probably
looks like a bombing of a plane in Colombia, and then
last night the bombing of a vehicle carrying a very high
official in the banking industry in Germany. I think it all
just points to the importance of looking and watching
carefully, which s the whole reason for this seminar.

I would like to call your attention to Mr. Robert Ber-
nero, the Direcior of the Office of Nuclear Material
Safety and Safeguards; he will not be addressing us this

Commissioner James R. Curtiss speals
before the symposiuvm on the iopic—
The Importance of Security at NRC-
Licensed Facilities, A Summary Por-
spective,

The Importance of Security at NRC-Licensed
Facilities

Commissioner Curtiss:

Good morning ladies and gentlemen.

It is a good thing we got started about 15 minutes later
this morning. [ left the office a little bit late this morn-
ing. As you can probably imagine, traffic around here is
pretty thick in the morning. So I told the driver that |
needed to get here in the worst way possible, and we
did.

(Laughter.)
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morning; however, he will be available through lunch.
As 1 have said repeatedly, if you have any questions,
these are \hr =0}t people. Bob will be here to entertain
any quest:  :  teract. So please take advantage of
the npport: ity 1> meet these high ranking individuals
that are set, ing naticnal policy.

i do have the distinct honor this morring of introducing
James R. Curtiss, Commissioner of the Nuclear Regu-
latory Commission. He has been with us for several
years. He is very interested in this subject and 1 person-
ally look forward to what he will have to say this morn-
ing.

Commissioner.

I do want to extend on behalf of the Commission as a
whole our most hearty welcome to all of you at this ses-
sion. We know you have been here for a couple of days
and had what I hope is a productive session. Bob and |
had an opportunity to talk this morning. He tells me
that representatives are here from most of the agencies
in town and from all of the 57 sites that we have, to-
gether with some representatives from other countries.

We are well pieased as a Commission to see such wide-
spread attendance at this the first conference that has
been organized on the security and safegaards issue —
an area where perhaps not as much attention is fo-
cused, at least on the Commission’s agenda or in the
public’s eye, as should be. We know it is useful and
helpful for our purposes and we trust that you will
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come away from this conference with & feeling that it
has been productive and helpful for your purposes as
well.

L&t me begin with a few remarks. As] say, in the midst
of all the matters of which the Commission has jurisdic-
tion, security and safeguards issues are topics that may
not often seem to be the subject of much focus at the
NRC. The Commission recognizes, however, that safe-
guards constitute an important part of our mission and
are an important component of ovr ability 1c ensure
that the public health and safety and the common de-
fense and security are adequately protecied from the
potential risks posed by the operation uf nuclear facili-
ties and the processing and handling of nuclear materi-
als.

Our sponsorship of this symposium further recognizes
the responsibilities of both the Commission and the
commercial nuclear industry to develop, impleseit,
and maintain adequate physical security systerms {or the
protection of public health and safety. The 2{iorts that
have taken place here over the past two Gays and are
continuing today are a testament to the Commission’s
desire 10 work with the industry to maintain as high a
standard as reasonably achievable for th 2 pretection of
commercial nuclear sites.

In executing our responsibilities, we all recognize thata
proper mix of safety and safeguards must be achucved.
This is an issue that has been the subject of some con-
siderable discussion within the NRC as well as within
the industry over the past several years. Safety issues
have at times overshadowed safeguards issues. How-
ever, we regard both safety and safeguards as vitally im-
portant in protecting the public health and safety. The
consequences of an event are, after all, insensitive to
whether the event was the result of a safety or a safe-
guards occurrence.

From a historical perspective, the safety/safeguards is-
sue was studied a number of years ago at power reac-
tors by a committee convened by thest Chairman Nun-
zio Palladino, who was concerned that security meas-
ures might adversely affect plant safety. In his memo-
randum of July 15, 1982, te the NQC staff, Chairman
Palladino wrote: “The Cammission does not consider
that the level of safeguards protection is too great for
nuclear power nsactors. Rather, the Commission is in-
terested in a recxamination of the safety/saleguards re-
lationship with the objective of determining ways of re-
ducing the tmpac: of safeguards on safety.

Overall, the committee that was tasked by the Pal-
ladino imemorancum did not identify any clear safety
problems associated with security requirements. How-
ever, it established that the potential for probiems
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existed 10 varying 0. grees among various licensees. For
exampie, a pipe break incident at the Surry Nuclear
Power Plant in December of 1986 resulted in a previ-
ously unforeseen security access computer failure
caused by steam cntering a card reader. As a result, the
key cards could not be used. The implementation of
new regulations subsequers to that event, which re-
quire power reactor access authorization systems 10 ac-
commodate the need for rapid ingress or egress of indi-
viduals during emergency situations or situations that
could lead to an emergency condition, have resolved
that issue.

The interface between the operatioas and security
staffs was also an important issue exa7ined by the com-
mittee. One conceran in this area was that poor commu-
nication or the lack of information could lead 1o situ-
ations in which authorized work activities adversely af-
fect either safety or security. As pointed out by the re-
gional inspection panel on Tuesday of this week, this
1Ssue centinues to be an arca where we strive for im-
provement. The Commission continues to endorse the
cross training of individuals it operations and security
s0 that employees gain a better understanding of the
practical probiems and difficulties faced in the conduct
of site activities. Indeed, the NRC can contribute t¢ the
solution of problems im this area by encouraging Licen-
sees’ operation stalf to participate in security confer-
ences of this very sort.

Up to now we have been most fortunate that there
have been no significant safeguards events at commer-
cial nuclear s'tes that have adversely affecied public
health anct safety. While this is directly telated to the
relatively stable threat environment in this country, itis
my persona! belief that the lack of significant everits is
also directly related to the overall caliber of individuals
employed in both the private and public sectors of the
commercial nuclear security industry, Inspection of the
Saleguards Summary Event List published by the Nu-
clear Regulatory Commission indicates that events re-
pting to equipment tampering, vandalism, bomb
noaxes, and firearms do in fact eccur, and accordingly,
proper attention must be paid 1O mitigating any conse-
quences of these evenis and steps must be taken (0
minimize their oceurrenie.

The Corngnission recogmzes, however, that some
events may be beyond the control of a licensee. A good
exampie 15 the Palo Virde wncide o, which occvrced in
1986, where three of tae: four transmission lines that
provided electrical power 1o the site were sabotaged.
The lieznsee’s investigation of this event reveaied that
the three lines had been shorted out deliberately at re-
mote ocations more than 30 mites from the facility.
Bewi e of the distunces, timing, and actions necessary
0 short the lines that converge on the site {rom four
different locatian, it was believed that more (han one
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individual was involved. The FBI was notified and as-
sumed jurisdiction over the incident. The location
where these actions occurred and the lines involved
were not subject to NRC security requirements. Nev-
ertheless, the nuclear security community should be
aware of the possibility of such activities and do what-
ever it can 1o minimize the susceptibility of nuclear fa-
cilities to such actions.

It is also important to emphasize that the safety/safe-
guards linkage affects safeguards in ways that may not
be readily apparent. For example, the development of
thermal neutron activation technology, or TNA, which
was discussed earlier this week, brought with it to the
NRC a need for both a safety licensing and environ-
mental review because of the use of a radioactive cali-
fornium-252 source as well as a need for a study of the
new technology to determine any possible safeguards
applications at commercial nuclear power plant sites.

In fact, some of the findings of the environmental as-
sessment conducted as part of a safety licensing review
may be of interest to you. On the basis of our staff’s as-
sessment, the staff has concluded that the environ-
mental effects of normal explosives detection systems,
or EDS operations, when located in the baggage ramp
area of an airport, will be extremely small For all
radionuclides the maximum unrestricted area concen-
trations are calculated to be well below the maximum
permissible concentrations specified in NRC regula-
tions.

The environmental assessment thoroughly investi-
gated potential exposure pathways to workers and pas-
sengers and concluded that after a minimum one-hour
delay time, neutron activation of elet..ents of contents
in suitcases does not contribute significantly to natural
background radiation exposure.

With regard to radiation doses to workers in operating
the EDS system, there are three major pathways for
potential EDS exposure. First, exposure during normal
operation as a result of attenuated radiation penetrat-
ing the shield around the californium source in the im-
mediate vicinity of the EDS and from handling the bag-
gage that has been irradiated. Second, exposure with
the source in the safe position during maintenance or
to clear baggage jams. Third, exposure during source
transfer operations to or from a shipping cask.

A conservative estimate for annual doses to opera-
tional workers would be less than 200 millirem from
the direct radiation exposure. The estimated total ef-
fective dose equivalent rate from various sources of
natural background radiation for the continental
United States is approximately 300 millirem per year.
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Potential radiation doses (0 passengers were also as-
sessed by the staff. The two major pathways to the pub-
lic during normal operations are: first, direct radiation
exposure of passengers to beta or gamma fields from
reclaimed luggage, and second, internal dose to pas-
sengers or other members of the public who consume
food contained in the reclaimed luggage. The largest
remaining cxposure is from a 1-kilogram mass of vari-
ous elements one hour after passing through the EDS
or from indium-116 at .019 millirem per hour and
curopium-152 at .005 millirem per hour, both of which
are very unlikely to be found in luggage. Neutren acti-
vation of elements in clothing, such as carbon, hydro-
gen, nitrogen, or oxygen, does not lead te significant
amounts of residual activity in suitcases. Activation of
the components of typical accessories is also very small.

On September 5, 1989, the Federal Aviation Admini-
stration published a final rule that would require each
airline carrier, when ordered by the administraior, to
use an explosives detection system that the FAA ag-
ministrator has approved to screen checked baggage on
international flights. Thus far the only detection sys-
tem that the FAA has approved is the TNA Model
EDS 3. An estimated 200 to 400 TNA devices will be
needed to be licensed in both this country and abroad.

Currently the Commission is evaluating an amend-
ment to FAA's license that would allow the use of
those devices on the concourse or ticket level arca of
international airports. The environmental assessment
and licensing review, including publication of the envi-
ronmental findings in the Federal Register, is expected
to be completed by the end of February 1990).

No discussion on the importance of security and safe-
guards and related activities would be complete with-
out touching upon the NRC’s role in international
safeguards. U.S. policy that sensitive nuclear materials
exported to other countries must be adequately pro-
tected against theft or sabotage by subnational groups,
including terrorists, was established in 1974. Thie yard-
stick used for judging the adequacy of recipient coun-
tries’ security was a 1972 IAEA, International Atomic
Energy Agency, information circular entitled “Recom-
mendations for the Physical Protection of Nuclear Ma-
terials,” Info. Circ. 225. This document was later re-
vised and published in 1977 by IAEA as Info. Circ, 225,
Revision 1. These guidelines were prepared by interna-
tional physical security experts, including a representa-
tive from the NRC and other individuals from the
United States brought together by the IAEA.

Confidence that the physical protection afforded to
U.S. origin nuclear materials in foreign countries is at
an appropriate level is bolstered by our knowledge of
how a recipient country has implemented its national
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requirements. This knowledge is obtained in part
through country visits and other technical information
exchanges. The country information exchange program
conducted by individuals who have expertise in physical
protection gystems provides an opportunity for a dis-
cussion of how these guidelines are implemented at a
representative site.

Because the visit is conducted at the invitation of the
country inveived and national sovereignty therefore
plays an important role, it is conducted in the context of
an information exchange with emphasis placed on ob-
servations of sclected elements of the country’s physi-
cal protection program. The NRC and DOE members
of the visiting team work closely together on the plan-
ning and execution of the visits, with DOE having the
‘ead in scheduling and arranging them. Since 1974
there have been 81 overseas visits to 41 countries by
U.S. teams and there have been approximately 25 visits
to the United States by reciprocal representatives of
foreign governments,

In 1979 government representatives from S8 countries
and one organization, EURATOM [European Atomic
Energy Community], drafted the convention on the
physicai protection of nuclear ma.erial, Info. Circ. 274,
Revision 1, dated May of 1980, which further increases
the awareness of the need to adequately protect nu-
clear material worldwide. Each country that becomes a
party to the convention agrees to ensure that, during
international nuclear transnert, nuclear materials will
be protected at levels set forth in Annex 1 of the con-
vention. These guidelines are based on and are compa-
rable to those specified in Info. Circ, 225, Revision 1.
The United States ratified the convention and enacted
enabling legislation in 1982 with the convention going
into effect February 8, 1987,

Public Law 99-399, the Omnibus Diplomatic Security
and Anti-Terrorism Act of 1986, is a law with which
most of you should be familiar. It is the enabling legis-
lation that grants commercial power reactor licensees
access to Federal Bureau of Investigation criminal his-
tory data for the purpose of employee screening.

This legistation also had an impact on international
physical security standards by calling for relevant de-
partments and agencies of the U.S. Government to re-
view the adequacy of international physical security
safeguards with special attention to protection of mate-
rial against risks of seizure or other terrorist acts

As a result of its study, the NRC staff came to the con-
clusion that although international safeguards are less
prescriptive than domestic safeguards, their objectives
are comparable to the performance objectives of NRC
regulations designed to protect Category I amounts of
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strategic special nuclear material against risks of sei-
zure by a small subnational group of potential adver-
saries, including terrorists.

The NRC report to Congress recommended actions to
encourage the IAEA to reconvene a group of interna-
tional r1s to review the specific of Info.
Circ. 225, Revision 1, and concluded that it would be
appropriate for the NRC, in conjunction with DOE, to
conduct more timely information exchange visits to for-
eign recipients of U.S. origin nuclear material and to
encourage reciprocal visits from these countries to the
United States.

I am pleased to say that as a result, in part, of the U.S.
efforts, the IAEA anticipates publication of a revised
and strengthened international standard by the end of
this year. One major aspect of this revision will be to
encourage states to consult and cooperate and o ex-
change technical information on physicai protection
techniques and practices. The foreign trip program
continues its vigorous schedule.

Let me conclude by saying that this symposium has con-
centrated on one highly important and visible element
of nuclear security, and that is firearms and explosives
recognition and detection. We must be vigilant, how-
ever, in recognizing that this element is but one compo-
nent of a well-integrated comprehensive saleguards
system. It is the safeguards system as a whole in proper
balance with nuclear site safety that forms an impor-
tant cornerstone of our ability to have adequate protec-
tion of the public health and safety and to ensure that
the common defense and security are indeed pro-
tected.

This concludes my remarks. Before 1 leave, let me
again thank everybody for attending this conference
and welcome you and wish you a most productive con-
ference during the remaining sessions today.

Thank you.
(Applause.)

Ms. Dwyer:

Thank you, Commissioner Curtiss.

We will now begin our session on metal detection. |
would like 10 introduce Donald J. Kasun, Acting Chief
of the Domestic Safeguards and Regional Oversight
Branch of the Division of Safeguards and Transporta-
tion. He will present a briefing on the NRC’s policy on
weapons detection.

NRC Policy on Weapons Detection

Mr, Kasun:

Thank you, Priscilla.



As we did on Tuesday morning for the sessions on ex-
plosives, we will begin our briefing on firearms with a
brief reminder of current NRC requirements for fire-
arms scarches at Category I facilities and power reac-
tors.

The current requirements apply toall persons entering
a protected area except law enforcement officers on of -
ficial duty and DOE couriers transporting special nu-
clear material.

“All persons” means employees, operators, security
personnel, management; it means visitors; it means
NRC inspectors; it means NRC Commissioners; it
means everybody.

Philosophically, that is a little bit different than the
FAA system, which, at least originally, exempted air-
line employees and airport employees from *he search
function. They only searched the passengers or strang-
ers or visitors. That may have changed because of an
incident several years ago. I would ask the FAA speak-
ers when they come here to describe to us what the cur-
rent requirements are for searches at the airports. I still
don’t think they search pilots, for instance, whereas we
search everybody.

The exemption there for law enforcement officers and
DOE couriers did not always exist. Before the exemp-
tion there were some rather nasty confrontations be-
tween site guards and DOE couriers bringing SNM
[special nuclear material| to the site. The couriers re-
fused to give up their weapons, and they refused to be
searched, and the plant guards, who had no discretion-
ary authority not to search them, refused to let them on
site,

Also, there were some cases of Bureau special agents
coming on site, power reactor sites, for whatever rea-
son. They also refused to be searched and refused to
surrender their weapons. We recognized that we had a
dumb rule. We changed it by license condition right
away and then later on we changed the rule to exempt
these categories.

The requirements cover personnel, hand-carried pack-
ages, delivered packages and material —except for cer-
tain categories of material. For instance, sealed food-
stuffs. We don’t want those opened. Fresh fuel coming
on to the site. We don’t want it opened up outside the
site. That kind of thing.

The same way with construction materials. Those are
exempted from the search although some other re-
quirements apply to those.

All vehicles are required to be searched except for
emergency vehicles entering the site. There we did it
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right. We had thai exemption in right from the begin-
ning. There are some other requirements we apply
emergency vehicles, though, for instance, recognizing
the driver and escorting the vehicle when it is on site.
But emergency vehicles are exempt.

Current regulations do not specifically require en-
trance searches for vehicles at power reactors for fire-
arms, although they do require searches for any device
that can be used for sabotage purposes. Certainly a
firearm could be used for sabotage purposes, so it is in-
cluded in there.

The search techniques that we generally require for
personnel are electromagnetic portal devices. We do
require equipment searches. Early on we allowed some
pat-down searches, but we changed that. We re-
quire equipment searches. Hand-held and pat-down
searches are for backup only and for alarm resolution
when there is an alarm.

Hand-carried packages that are not metallic are subject
to X-ray, otherwise direct observation. Our general
guidance, if there is a package that is difficult to search
and you can’t search 1t with an X-ray system and you
can't open it up, is to not let it on site.

Delivered packages to the site are searched either by
X-ray or direct observation. Again, certain deliveries
are exempted from that requirement.

Vehicles are searched by direct observation of the cab,
engine, undercarriage, and the cargo compartment.

Our guidance with regard to testing of the firearms de-
tection equipment at fuel facilities: Operational tests
are required of each shift using a .22 caliber Triumph or
equivalent held horizontally at the waist with three out
of three successes. If the equipment fails to meet the
three-out-of-three standard, it has to be taken out of
service and some action is required. We are insisting on
100-percent detection in this case, or some action has
to be taken.

A performance test is done quarterly. The .22 caliber
Triumph or .25 caliber Best or equivalent should be
used as test weapons. The equipment should detect 25
out of 28 trials for each weapon in seven different ori-
e-tations four times each for a total of 48 alarms out of
56 trials. This is the minimum acceptable performance.

X-ray detectors at fuel facilities are subject to opera-
tional testing each shift using 24-gauge wire under step
5 of the ASTM [American Society for Testing and Ma-
terials Standard| 792-82standard wedge. Performance
testing is not necessary if the above is done every shift.
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I have some historical results of firearm searches con-
ducted from 1976 to 1988, It does not include 1989,

Forty firearms were detected on personnel, thirty in ve-
kicles. The numbers of firearms found on site, which
means they weren't detected, were three on personnel
and seven in vehicles. I would say that of all these, only
three were intentional. The rest of them were uninten-
tional. By the way, nowadays the drivers carry weapons
in their vehicles, and they come up to the site and they
forget to take them out or forget to declare them. But
of all these only three finds were intentional. This was
determined by investigations. The ones that were in-
tentional were not brought on site for purposes of do-
ing damage; they were brought on site to show their
buddies that the system didn’t work, et cetera.

So as far we know, there is no evidence whatsoever for
either theft or sabotage purposes. We certainly miss
some. This is the result of about a half a billion searches
over a four-year period. Also, we have found out that
probably 80 to 9% percent of these firearms were de-
tected in the last three vears. [ don’t know whether that
means that more weapons come on site or our detec-
tion procedures are better, but most of this has hap-
pened recently,

For future direction, we intend to follow the FAA
[Federal Aviation Administration] lead. When the
FAA comes up with standard weapons and a standard
test procedure, we are going to adopt it and at that time
change our testing procedures. Also, we intend this
year (o develop a test device that the NRC inspectors
can use as they go around doing their inspection to find
out if the units are functioning properly.

That is a short description of some of our require-
ments. [ think now we can go on to the technical discus-
sion.

Ms. Dwyer:

Thank you, Don.

Next on our agenda is Special Agent Charles Demski
from the Bureau of Alcohol, Tobacco and Firearms.
He is Program Manager of the International Traffic in
Arms Program at the Bureau.

The Firearms Threat — Statistics and
Description
Mr. Demski:

lam Charles Demski. [ am with the Bureau of Alcohol,
Tobacco and Firearms, commonly referred to in the
government as ATF. That is what I will refer to it as.
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Since most of you may never have even heard of ATF
or know what our mission is, I first want 1o talk about
ATF for a few minutes and then I want to talk about the
types of guns that we are seeing today in international
trafficking in firearms and the domestic fircarms as-
pect. Then I will open the discussion for some ques-
tions.

I have brought along Bob Burrows, He is from our Fire-
arms Technology Branch. He is one of our court ex-
perts that testify on firearms. You can come up during
the intermission, look at the fircarms that we are dis-
playing here, and ask him or myself any technical ques-
tions or individual questions that you may have.

As 1 said, I am with the Bureau of Alcohol, Tobacco
and Firearms. It is a bureau within the Treasury De-
partment. We have a very narrow mission within the
Treasury Department. We have a regulatory and a law
enforcement mission. As such, we are divided into two
primary directorates, an Office of Compliance Opera-
tions and an Office of Law Enforcement.

The Office of Compliance Operations is responsible
for the regulation of the alcohol, tobacco, firearms, and
explosives industry. They license each of these busi-
nesses as required by regulation; they inspect each of
these businesses; they make sure they are in compli-
ance with the law and the regulations; and they issue
the regulations. They also are responsible for collec-
tion of all of the taxes on alcohol and tobacco.

The Office of Law Enforcement is divided into five di-
visions with 22 district offices throughout the country
and 176 posts of duty. We currently have 1780 special
agents assigned to those field offices.

The Firearms Division, of which I am a part. has a Fire-
arms Enforcement Branch that is responsible for the
overall monitoring and the creation and implementat-
ion of our bureau policy and the administration's policy
as to firearms and gun control.

The Firearms Technology Branch, which Bob is part of,
is responsible for classification and analysis of new fire-
arms that come on the market and ruling on which fire-
arms can be manufactured in a State, the way they can
be manufactured, and the importation of firearms.

We also maintain, within our division. the National
Firearms Tracing Center, which offers as a service to
all law enforcement agencies anywhere in the world
the ability to trace a firearm from the manufacturer to
the first purchaser.

We have an Explosives Division that is responsible for
the enforcement of the laws assigned to ATF, which
arc the Explosives Control Act and its corresponding



arson statutes. They have an Arson Branch, an Explo-
sives Branch, and a corresponding Explosives Technol-
ogy Branch, which examines explosives, certifies explo-
sive devices. When an agent in the field gathers evi-
dence from a bomb scene, he sends that up to them.
They recreate the bomb, put together a video of it, and
prepare to testify in court from it.

As part of that division, ATF initiated in 1980 a Na-
tional Response Team, which is a team concept for the
investigation of major bombings and arson. We have
four teams stationed throughout the country that are
available to respond on 24-hour notice. We have had
215 incidents that we have responded to this decade.
There has only been one related to the nuclear indus-
try. We did respond 1o a fire at the Browns Ferry Nu-
clear Power Station in Alabama several years ago.

The team is composed of a team leader, a team supervi-
sor, and 10 agents, all of whom have had extensive fire
and explosives training, including a two-year program
on cause and origin. We have a forensic ¢chemist as-
signed to the team and an expiosives specialist. Using
this team concept, we currently solve 46 percent of the
incidents that we investigate.

You may be asking yourself why I am bragging about a
46 percent resolution rate, but when you consider that
the national average is only 6 percent, and that includes
those who blow themselves up and those who burn
themselves up trying to start the fire, that 46 percent
does stand out and it proves that concept is a viable in-
vestigative method.

Over the past few years ATF has witnessed the evolu-
tion of several new trends associated with violent crimi-
nal activity and the individuals involved in such activity.

The enormous influx of narcotics being smuggled into
the United States has created a highly lucrative market
that is ofter fierce and deadly in competition. Law en-
forcement is constantly confronted with trends of in-
creasing violence associated with the illicit narcotics
trafficking. Hundreds of murders, kidnappings, and as-
saults have been directly related to the illicit narcotics
trafficking, and the trend is clearly on the rise.

Probably the most alarming trend in the violent crimi-
nal activity in America is that law enforcement is being
outgunned by the criminal element. ATF has observed
that violent offenders are utilizing paramilitary weap-
ons because of their concealability and their increased
fire power. This increased fire power in the hands of
violent offenders and narcotics traffickers poses a sig-
nificant threat to law enforcement,

Firearms Threat

When [ began my career in 1971, the Gun Control Act
of 1968 had just been passed and it was passed in re-
sponse to the Saturday night special, those little six-
shot, cheap revolvers. That was the threat 19 years ago.
However, now the threat is the type of weapons that 1
am going to show you on the siides and the type of
weapons that we have displayed up here. The Saturday
night special is hardly even manufactured anymore in
the United States. There is now increased firepower
and concealability.

What I want to do now is show you some of the slides
and talk about some of these weapons.

(Mr. DemsXki’s slides are contained in Appendix A)

All of the weapons are not necessarily being observed
in crime in the United States, but they are demonstra-
tive of the type of weapons that are being developed
and where the trend is.

The first weapon is an Uzt in the configurations that we
see them in the United States. They are primarily semi-
automatic. With the replacement of certain parts and
the bolt, it becomes a machine gum. The weapon on the
top has had the barrel—you can buy barrels that are
precut and it just screws into a flange on the front. That
1s actually illegal. The law states that the weapon must
have at least a 16-inch barrel. That is why the original
weapon on the bottem looks kind of odd, but it does
conform to the law and it has the 16-inch barrel.

The weapon is made in Israel and is imported into the
United States by Action Arms in Philadelphia. It has
the same qualities as the submachine gun that the Is-
raclis developed and used in their army for a number of
years. It is a very well-made weapon and very reliable.
Itis highly favored by the drug traffickers because of its
firepower and because, as you can see, once you cut
that barrel down and you fold that stock up, the con-
cealability is there. It can easily be concealed beneath a
topeoat or even a sports coat.

They also make a mini version which we classify as a pis-
tol. It is a little bit smaller but has the same firepower.

This is another slide of the same weapon.

As | said, the Uzi can be converted to fire fully auto-
matic. It is a little more difficult than some of the other
weapons that are on the market. It does require the re-
placement of the bolt and some internal parts. We clas-
sify a weapon as a machine gun by the frame or receiver
of the weapon, but we also classify a weapon as a ma-
chine gun if any combination of parts can be used to
convert that weapon into a machine gun.

As you can see, at gun shows and in market trade maga-
zines the parts are sold readily and openly. The dealers
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are not violating the law because they generally don't
have all of the parts in any one place that are necessary
to convert that firearm to fully automatic. You go to
one gun show and buy the bolt and you go someplace
else and you buy the parts. Once you have ali that, then
you are going 10 have a machine gun, but the individu-
als that are selling these type things avoid the law by
just not selling the complete package.

This weapon is the AKS [the nomenclature used for
AK-47 machine gun and similar semiautomatic type
weapons). This is the weapon that has made the news
so much in the last few months. We do have one up
here. Generically this weapon is just called AKS, which
is a fully automatic machine gun. Simnilar weapons that
are being imported into this country are generically
called AKS weapons in that they are semiautomatic
and are not converted to fire fully automatic.

They come in a number of different models. Generi-
cally we just refer to them as AKS weapons, but there
are models 565, M-76S, ¢t cetera, depending upon
where the fircarm is manufactured. They are currently
manufactured in Finland; they are manufactured n
Egypt as Maadi; they are manufactured in China as
Norenco and Polytech; they are manufactured in Israel
as the Galil; and they are manufactured in Hungary.
The fully automatic version is manufactured in all the
Communist bloc countries, Cuba, and North Korea.

These guns come in a caliber 7.62, .223, and the 7.62
NATO [North Atlantic Treaty Organization). They ac-
cept 20 round, 30 round, and 40 round magazines, and
will accept a 75-round drum magazine. So it is a large
caliber round; it is a relatively inexpensive weapon. It
became very popular in this country and has a tremen-
dous amount of firepower. Obviously this one is not
concealable.

This is one of the versions of the AR-15. It is manufac-
tured by Colt Industries. The AR-15 is a semiauto-
matic version of the M-16. It basically has the same
m - chanisms and it can be converted with parts kits. It’s
a .223 caliber, though some of them are manufactured
in 9 millimeter. It is very popular among sportsmen and
collectors, but unfortunately it is also equally popular
among the narcotics traffickers.

In the International Traffic and Arms Program that 1
am responsible for, we see¢ tremendous amounts of

these being seized by the Colombian Government now
and during their drug raids.

Some versions come with a collapsible stock, as this one
has. Some of them come with a “sportirized” model.

I think Colt stopped manufacturing them.
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Is that right, Bob?

Mr. Burrows:

Right.

Mr. Demski:

The patent has run out, 50 any company can copy them.
There are a number of other manufacturers that are
copying that particular model.

This is an AR-15 with an attached grenade launcher.
This is the AR-15 up close. On the center right is the
selector switch

This particular one has a selector swiich that will go to
all three positions, which makes it able to fire [ully
automatically. It has had the internal parts changed
out.

Those internal parts that I am speaking of can be found
at gun shows, flea markets, and in some of the trade
magazines from the firearms industry. We run into the
same problem that I talked about with the Uzi: If
somebody has ofnie piece, it is not necessarily a viola-
tion. It takes all of the picces before we can go out and
charge somebody.

Another advertisement for the AR-15 Auto Sear. That
is such an integral part that we classily that part alone
as the machine gun.

Isn’t that correct, Bob?

Mr. Burrows:

Yes.

Mr. Demski:

This is an Ingram. Originally they were manufactured
in this country as a semiautomatic version. As it turned
out, of all the semiautomatic firecarms, this was the
most easily converted firearm to fully automatic. In-
gram is actually the designer and they have been manu-
factured under a variety of names. Military Armament
Corporation in Powder Springs, Georgia, manufac-
tured it from 1983 to the present. R.P.B. Industries in
Atlanta manufactured it from 1978 to 1982. Then the
SWD Corporation picked it up and started manufac-
turing it. Plus they put kits in. The metal was all flat-
tened out and all necessary holes weren't cut out in it,
but you could also get the stencil to show you where to
cut the holes. Once you cut the holes and folded that
metal up you had the frame of a machine gun. All you
had to do was acquire the other parts from the market
and you had a machine gun. It is generally either .45
caliber or a 9 millimeter. Very high rate of fire, very



popular among narcotics traffickens, and as you can
see, very concealable.

Italso is very well adapted to a silencer. You can get the
barrels threaded 1o fit a silencer, as this particular
model has.

This particular model is one from a case that we had
down in Florida in which the individual was taking
those type of weapons, attaching the silencer, rigging it
inside a briefcase, and having a trigger pull attached to
the outside of the briefcase to fire the weapon. He was
selling several hundred of those.

These are the parts for a Sten gun. It is patterned after
the British design of the Sten gun, which was very
popular during World War II. There are not a lot of
parts. They can be fabricated. We are now seeing that
particular weapon being manufactured and sold in this
country, oftentimes illegally. It is fully automatic, be-
cause 1t is a machine gun,

Again, you get the Sten parts kits.” You can order the
parts from the various trade magazines. As long as you
don’tget themall together you are in good shape. Once
you get them all together, then you are in violation of
the law,

The H&K is the Heckler and Koch Model 91. 1t fires a
308 Winchester. This particular weapon is not one that
has been seen that often in drug trafficking crimes orin
other crimes, but it is a very popular semiautomatic
weapon. It 1s one that was recently banned in the im-
port ban because they were being manufactured out-
side this country. It is basically a sporting version of the
West German service rifle.

Thisisalsoan H&K. Again, it is not one that is particu-
larly common in crimes here, but it is illustrative of the
variety of the weapons. This particular one is mated at
the factory with a silencer. It is not a real thick barrel.
The silencer is actually manufactured with the weapon
at the factory. It has either a fixed or a collapsible stock.
It fires a 9 millimeter round.

This is the Styerof. It is manufactured in Austria and it
was imported by Gun South in Birmingham, Alabama.
Itis one of those that is now banred from importation,
at least until the lawsuits are over with, by the new im-
portation ban. It fires a .223 caliber. It has a one-piece
molded stock and is gas operated.

This is the KG-9. We have one of these up here also. It
18 not much bigger than a pistol. It has tremendous fire-
power. It isrelatively cheap as firearms go. The original
model of it was ¢ . ied the KG-99, which we had to clas-
sify as a machine gun because more often than not that
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is exactly how it fired. Certain modifications were made
to the KG-99 and it was remanufactured and sold as
the KG-9. It is very popular along with some similar
models, the Tech 9 from Intertech. Very popular
among drug traffickers. We see a lot of these picked up
in South America that have been trafficked from the
United States to Colombia and other drug trafficking
countries. It is 9 millimeter,

This particular one is the M-60 machine gun. It is up
here on the table too, and we will go over it. They are
being destroyed by the military and being cut up and
then some very industrious people are actually reweld-
ing the parts back together and converting these things
back to fully automatic fire and selling them illegally.

There have been some instances in the narcotics trade
where these have shown up. They haven't been real
prevalent on the criminal side, but there are increasing
amounts of them out on the streets. It became very
popular after Rambo carried it in “First Blood.,” All 1
can say is, having carried it in here, he's a heck of a lot
stronger than 1 am, because that is a heavy weapon.

By the way, let me explain a few things about the Fed-
eral fircarms law. These types of weapons, if they are
fully automatic, are not necessarily illegal to possess.
The law does allow possession of these types of weap-
ons if they are registered with the Federal Govern-
ment. These are the only types of weapons that have to
be registered with the Federal Government.

Uf you go out and purchase a shotgun or a rifle or a pis-
tol, those are not registered. You fill out a yellow form
certifying you are not a prohibited individual. That
form stays with the dealer and it is not sent to us unless
that dealer goes out of business; then it is stored at an
out-of-business records center for tracing purposes
only. Any type of weapon such as a machine gun or a
sawed-off shotgun—and the law really gets specific af-
ter that—mines, rockets, grenades, even if you manu-
factured a bomb—technically those types of weapons
are supposed to be registered with the Federal Gov-
ernment.

That is one of the charges that we use in this type of
violation, that the individual didn’t have the weapon
registered. Of course very few criminals or the people
who acquire these illefnlly are going to go out and reg-
ister them. So most of these weapons are illegally out
there. If someone had one and he did have it legally
registered, he can possess it with no interference from
the Federal Government. There are some State laws
that would prohibit it. New Jersey and some other
States.

The law in 1986 prohibited any further manufacture of
machine guns for domestic consumption. They can still
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be manufactured for law enforcement purposes or for
sales to the military or overseas. So the law effectively
froze at the 1986 level what was out there.

I think in 1986 there was something like about 200,000
weapons in the registry, most of which were machine
guns. From the time the law was proposed until it came
in effect on May 19th, | think we received another
200,000 applications to register machine guns. Some of
those were rejected because we were able 1o prove they
weren't manufactured, that they were only registering
numbers and not actual machine guns. But the number
18 still up somewhere over 300,000 machine guns that
are actually legally registered. A person can actually
own one of these legally.

The arrows on this particular slide are pointing out the
weld points. As I said, there are some enterprising peo-
ple that collect this old stuff as scrap metal and weld it
back together and assemble a working machine gun.
Those arrows are pointing out the weld points. As you
can see, they do a fairly decent job of welding it and re-
storing it. “

These are pictures of the types of silencers that we are
seizing now. The silencer problem is growing. Maybe
you have the impression that this is kind of farfetched,
James Bond, but actually it is not. There are quite a few
scizures now of silencers. in fact, so much so that Con-
gress changed the statute last year with the Drug Con-
trol Act. Now if you are found in a drug crime with a
machine gun or a silencer the first offense is 20 years;
the second offense is life in prison, mandatory, with no
possibility of parole. So it has become enough of a
problem with the drug traffickers that Congress has
identified it and set the penalties that high, life in
prison with no parole just for possessing a machine gun
or silencer during a drug trafficking crime.

If they are good enough machinists, they can fabricate
the tubes themselves, but they can also buy the tubes. It
18 not a crime 10 have a hoilow piece of tube metal.
‘They can buy the kits with the parts to assemble it. As
long as they don’t have all those parts together, they
don’t have the silencer. It is only when all the parts are
put together that the person comes in violation of the
law.

This is just an illustration of one of the silencers that is
being used. To be effective it has to be on a semiauto-
matic weapon that has a bolt to it. If you see a silencer
ona revolver in the movies, it is just for show because it
18 not going to silence a revolver,

This is just illustrative of how you can acquire the parts
or these types of silencer parts kits. This particular

NUREG/CP-0107

3-10

silencer here is designed to go on the Ingramn models
that I showed you earlier.

This is a departure from the fire side of the fire-
arms to the concealability side. This is wallet gun. It is
also iliegal if it is not registered. It is in the “any other
weapon” category. It is nothing but a two-shot Derrin-
ger concealed in a wallet.

This is a smail revolver that is concealed in a pager. We
call it a pager gun. You carry it just like you would a
pager on your belt and you are easily armed.

These have been favorites for quite sometime. Obvi-
ously it is a one-shot deal, so it is not anything for fire-
power. We call them pen guns; this particular one is
housed in a tire pressure gauge. It will generally fire a
small caliber, a .22 or .25, no more than a .32 caiiber
round. It is only good for one shot. If you do that right,
that's all you need.

This weapon is the Taser that got a lot of notoriety a
few years ago. It fires a barb that is connected by an
electrical wire back to the main mechanism and a very
powerful electrical jolt is sent through the wires to the
barb. It stuns the individual and knocks them out for a
period of time. This is the same thing, another view of
the Taser.

This is the Glock=17. It got a lot of notoriety, probably
unjustified, during the era when we talked a lot about
plastic guns and their ability not 1o be detected by any
of the metal detectors that are out there. Actually,
there really isn't any such thing as a plastic gun.

The frame of this particular gun has a composite mate-
rial in it, but the slide and the barrel and the internal
mechanisms are still steel. It is just as detectable as any
other firearm. It fires a 9 millimeter parabellum and it
is 17 shot. It is manufactured in Austria and imported
by Clock in Smyrna, Georgia. It has been adopted for
use by the Austrian armed forces.

The Undetectable Firearms Act, which was passed last
year, requires ATF to develop an exemplar that must
have in it 3.7 ounces of metal and PFi-17 stainless stecl.
That 3.7 ounces is now the minimum standard by which
every fircarm must be measured. This one more than
exceeds that.

In fact, there is only one weapon that is even close to
the minimum, and that is the little Freedoms Arms
firearm, which was the one, [ believe, in the pager fire-
arm. That is the only one that is even close to the mini-
mum content of metal.

We had to also run studies with the existing metal de-
tectors, and all of them that we tested will detect the



3.7 ounce exemplar. That means that there is really no
firearm that can be manufactured now that is not de-
tectable by the metal detectors that you use in your in-
dustry and that the airports use.

As the techaology is developed on these metal detec-
tors 10 & greater ability to detect metal and to distin-
guish from other innocuous objects in your pockets,
such as keys and pocket change, then the Secretary of
the Treasury can lower that 3.7-ounce minimum con-
tent. So conceivably over a 10-year lifespan of the law,
8 years from now we could have an exemplar that may
only have two ounces of metal in it, but that can only be
done after the technology is in place to detect that
weapon.

What | am saying is that any weapon out there right
now is detectabie by the technology available.

‘T'his slide shows you the trend in shotguns. No more of
these one-shot ones that you used to shoot birds with
when you were kids. The top weapon is a Striker. It was
developed in South Africa, and since we did not permit
the importation of the weapon, two companies were set
up here in the United States to manufacture it. That
rotating drum holds up to about 28 rounds of 12 gauge.
It fires just like a semiautomatic weapon, but it is firing
a 12-gauge shotgun shell each time with a case of num-
ber 4 buckshot. T guess that is around 28 pellets per
round. It very quickly fires those 28 rounds.

The bottom one is just a Spaas shotgun. A lot of shot-
guns are going to this paramilitary look, with the col-
lapsible stocks.

I just want to talk for a minute or two about the trend of
the firearms or the future of the weaponry. There is a
tremendous amount of research being done right now
to design the weapon of the future. Much of that is be-
ing spurred on by the U.S. Army and its competition to
replace the M-16, because that is basically a Vietnam-
era weapon. it has been around approaching 30 years
and they are looking to replace it.

There are basically two prototype weapons that are be-
ing designed now to do that. One fires a dart, or what
they call a fleshette. It is nothing more than a thin strip
of metal that is just exactly that, a dart, but it is firing
that fleshette at over 5000 feet per second. That is
much faster than the present day bullet. At that speed
it can penetrate almost anything.

Currently both Styer Manlicker, an Austrian company,
and AAL a Maryland (U.S.A.) company, are develop-
ing weapons to fire the fleshette. The Styer weapon is
30 inches long with a space-age design similar to the
Styer Aug that I showed you. Those dartsare only 1-5/8

inches long. The AAl weapon that is being designed in
Maryland is basically along the traditional M-16 lines,
but it will fire the dart also.

H&K, the German company, is designing a weapon
that will fire caseless “ammo.” Instead of having these
brass shells, which actually slow down the mechanism
and the firing mechanism, they developed a caseless
ammo in which the propellent is actually the case; the
actual bullet is contained in the center of the round and
the propellent surrounds the buliet. Then there is a
small booster in the base of the bullet. The primer sets
that booster off, which pushes the bullet on down the
barrel before the main propellent is ignited. Every-
thing is consumed in the actual firing process so there is
no need for an extractor and no need for all the mecha-
nism 1o get that casing out ¢f the gun, which gives it an
increased rate of firepower.

Colt is working on a refinement of the M-16, which
would fire a duplex bullet. Each cartridge would have
two bullets in it. The first bullet would be partially
down the rifle barrel before the second bullet went out.
So you have one bullet following one bullet to the tar-
get. They are going 1o hit several inches apart, but that
would compensate for the error of any soldier or any
person aiming that weapon. Two bullets striking the
target are more likely to do some damage than just one
bullet striking the target.

That basically is where the trend is going in the future,
1o design not smaller or more concealable weapons
such as the plastic weapon, but actually to change the
ammunition that we are using.

Tam going to open it up now to any questions before we
break and take a look at these weapons. Are there any
questions that [ can address specifically?

Participant:

What is the law on silencers not used in drug traffick-
ing? Can you own a silencer as a citizen?

Mr. Demski:

You can own a silencer. When the law was changed to
limit machine guns, it did not include silencers. Silenc-
ers can still be manufactured if the applications are
filed and the tax is paid and they can still be registered
to an individual.

Participant:

You mentioned that there were 300,000 registered
weapons or machine guns in the United States.

Mr. Demski:

It is somewhere in that neighborhood. We had
around 200,000 and then there were 200,000 more
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applications, but we bounced a number of those. 1 don't
have the exact figure, but it is somewhere around
300,000.

Participant:

With approximately 300,000 machine guns registered
in the United States, how many have been traced back
as used in an actual crime?

Mr. Demski:
Of the registered types?

Participant:
Yes.

Mr. Demski:

Thereare relatively few that are registered that turn up
in crimes. When an individual applies to get one regis-
tered, he has to submit a photograph, fingerprints, and
a criminal record check is done before that application
1s approved and sent back. Of the actual legally regis-
tered ones, very few of those turn up in crimes. The
ones that turn up in crimes are the unregistered ones.

Participant:

Of the unregistered ones, what percentage actually are
part of the violent crimes being committed?

Mr. Demski:

I would have to research that one for you. I don’t have
the statistics on that. It would be very difficult to give
you that statistic. We trace 60,000 firearms a year for
law enforcement officers, but we have no idea what the
total number of fircarms that are seized in crimes are in
this country. ATF seizes about 2000 machine guns a
year, [ think. DEA [Drug Enforcement Agency) seizes
several thousand machine guns a year. What that rep-
resents as to the total number of fircarms seized in the
United States, 1 don't know, because nobody collects
that statistic.

Participant:
Of the weapons that are used in crimes, how many are
machine guns?

Mr. Demski:

Again, I don't know how many weapons are actually
seized in crimes in this country because there is no ¢en-
tral collection for that statistic. We trace on behalf of
law enforcement about 60,000 firearms. The total
number could be 500,000 actually picked up by the po-
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lice. 1 don't know. That is not a statistic that is collected
anywhere that 1 am aware of.

Participant:
Thank you.

Mr. Tobin:

I don’t have a question for you, Charles. It is more of a
question for the folks in the audience. I'm a regional
inspector out of Atlanta. Bill Tobin is my name.

1 am wondering if the utilities and ary of our licensees
are experiencing a problem with getting parts. 1 am told
that with the 1986 importation ban some of the folks
who have H&K semiautomatics, for example, are hav-
ing problems with barrels, magazines, and in some
cases, magazines in excess of 15 rounds.

1 am sort of priming the pump right now. I am wonder-
ing if any of you folks are having that problem. Maybe
now is a good time to discuss it. I am told some of you
are.

Mr. Demski:

Before they answer your question, there was no 1986
ban on the importation of those weapons. That ban
only occurred this year. It was a ban on certain of the
H&Ks but not all of the H&Ks. The 1986 ban was on
the manufacture of any additional machine guns for the
civilian market.

Mr. Tobin:
So there is nobody in the utilities having problems get-
ting parts for any of these weapons?

Participant:

In response to Bill's question, we are also having a
problem with the H&K model 93. Tt is getting more and
more difficult io repair and get replacement parts. We
have been able to mamtain them so far, but in the fu-
ture I am not sure what we are going to have to do. Re-
placement parts ere getting more difficult and the re-
pair is getting more difficult.

Mr. Demski:

Perhaps Bob might have some solutions for you at the
break, since he 1s in the technology end of it, as to
sources for those parts. I can’t help you much on that.

(Applause.)

Ms. Dwyer:
I'hank you, Mr. Demski.



Now we will break. If you would like to come forward
and look at some of these weapons and have some dis-
cussion with the people from ATF, please do so.

Ms. Dwyer:

Our next speaker is Dr. Lyle Malotky. He is the Man-
ager of the Aviation Security Technology Branch, Of-
fice of Civil Aviation Security, Federal Aviation Ad-
ministration. In this capacity, Dr. Malotky is responsi-
ble, among other areas, for oversight of security R&D
[research and development), explosives detection,
K-9s [canines), and aviation explosive security. His
topic this morning is the FAA's weapons detection de-
velopment program.

Weapons Detection Development

Dr. Malotky:
Thank you.

There are many conflicting demands in any sort of
screening operation. You have people that you need to
move into your nuclear facil‘ties. I have to worry about
moving people through the airports. When you are
screening someone for weapons, you really have to bal-
ance the competing, conflicting demands of speed, de-
tection, and false alarms,

Processing speed is important. We would like a system
that is infinitely fast.

1t goes without saying that safety is important. Whether
you are looking for weapons on people or weapons or
other things that may be in hand luggage.

Detection and false alarms are a trade off.

Finally, we need versatility in our detectors. You can't
afford to have a system that is going to be optimized to
deal with one threat at the expense of letting some of
the other threats pass through.

Let me talk about the general problems of detection.
Let me conduct a little experiment and get some audi-
ence participation. I would like you to all stand up.

All of you who have ever played golf and lost a golf ball
more or less in the middle of the fairway can sit down.
All of you who have used a word processor, done the
spell check and still had mistakes in the document
when you were through can sit down. All of you who
have ever gone to the market, bought a piece of pro-
duce, taken it home, and had it not live up to your ex-
pectations can sit down.

(One person remains standing )

Weapons Detection Development

I think this gentleman in white is really the one I should
talk to because he doesn’t understand what the detec-
tion problem is all about. All the rest of you understand
what it's about. There are things out there that look
tike what you want 1o find but really aren’t what you
want 10 find and there are things out there that you
want 1o find, like that golf ball, that you just plain can’t
find for some reason.

[Mr. Malotky's slides are contained in Appendix A to this
report |

I have plotted signal strength increasing in this direc-
tion and some measure of occurrences here. This is a
simple chart. It is the ideal performance of a metal de-
tector; it is ideal performance in finding a golf ball; it is
ideal performance in finding typographical error..
When you “spell-check™ a document, sometimes you
find words that you know that the computer’s spe (ling
dictionary doesn’t know. The computer calls it a mis-
take; you know it's right. That's a false alarm. Some-
times you may use a word wrong. The dictionary recog-
nizes it, but itis not the proper word in that place in the
sentence. That's a missed detection.

Ideally all of the clean people look like this, They give a
certain signal to your detector, whatever the detector
is. This is the frequency distribution of the signal. If this
person is carrying a small weapon, like that North
American Arms mini revolver, or a Derringer, they
give a different signal, which is a composite of the sig-
nal from the clean individual and the signal of the
weapon. Likewise, if they are carrying that Uzi or large
weapon, you get a much bigger signal. If you set the set
points of your detector at this point, all of these peop!s
are going to be identified as clean and all of these peo-
ple are going to be detected. As I said, this is the ideal
situation.

Unfortunately, Mother Nature doesn’t have square
corners. I see her a little more as an earth mother, on
the rounder side. This is what our problem really looks
like. This is what all clean people look like because
somebody is carrying keys, somebody has change,
somebody has jewelry, somebody has a watch, and
somebody has steel shanks in their shoes. The more
Junk a person has, the stronger the signal is going to be
on the metal detector, and that signal is going to con-
tinue to marel off in the direction of an alarm.

Unless you are operating in a situation where every-
body comes through in paper coveralls with no jewelry,
you are going to have some overlap. At least in the air-
port case we have overlap. When you travel, you have a
lot of things with you. This is what makes the problem
difficult.

If we look at this ensemble of people and we give each
of you a North American Arms mini revolver, we now
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have a new distribution curve. You see all the things
that you normally have, but now you have an extra con-
tribution to the signal

I think this afternoon Lyle Porter is going to talk about
how all of these machines work. 1 don't want 10 and
would not attempt to preempt him on that. We are just
thinking right now about the general philosophy of de-
tecting anything. It really holds if you are worrying
about finding folks coming over the wire into the back
part of your facility as well. Sometimes you are going to
see them anc sometimes you are not. I think that is a
fairly difficult concept for a lot of people, myself in-
cluded, to recognize. So please bear with me.

Let's say our threat is just a large weapons set. That
would be the peak on the far right. That 1s pretty sim-
ple. Because 1o and behold, the metal detector does
pretty weli separating the clean people from the peo-
ple with weapons

If we want to complicate the problem, however, we
start giving these people the small weapons. You can
see that no niatter where we set this set point we are
going to end up with missed detections, which is this
whole area underneath the curve.

If we say, “I can’t tolerate these missed detections™;
then fine, we redraw the line. If we redraw the hne, we
don't have those missed detections, but lo and behold,
we are going to have an incredibly high number of false
alarms. If we have enough false alarms, our screening
people are going to have to resolve them by hand
scarches or hand wands or whatever, and then the el-
fectiveness of that system is going to begin to be de
graded, because the people who are resolving these
nuisance alarms will not be expecting to find a threat,
and they only find what they expect to find

I'his is really the problem that we all have to deal with
How do we 20 about solving this problem? We have
about three or four things we can do

We really want to make thines look like the first
viewgraph. How do w= _o about doing that? We go
about doing .. oy dramatically increasing the quality
of the equipment that we have. The reason we have this
distribution is that things that we are not looking for are
contributing to the signal

I'he deal situation 1s to narrow the distribution. We
found that the newer versions of metal detectors that
use digital signal processing and so forth, tend to be

894

heading more in this direction. We can change the

equipment. I mentioned before, we could have people

walk through in paper coveralls with t iewelry or
r
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The other thing to do is change the weapon. If you are
only looking for a large threat weapon, then you are
okay. 1i you are looking for smaller threat weapons, or
if as the Marshal Services does, for example, you want
1o stop the assassination of one specific individual in a
specific location, then you need to find a small gun
I'hen you have a real problem.

We really have mixed feelings in the FAA about the ef-
fectiveness of that North American Arms mini revolver
as a hijack weapon. If you are going to be an effective
terrorist, you have to somehow strike terror in the
hearts of your victims. Those of you who came up and
saw the display that the ATF brought, know what I
mean; it may be difficult to terrorize someone with a
weapon that doesn't extend outside your hand. A shot-
gun or whatever looks much more impressive as a ter-
rorist weapon

You have to decide what it is that you are trying {0 de-
tect. If you want to detect something that is smaller,
then there is a price that you are going 1o pay.

I would like to talk about the FAA's existing program
to put things in perspective. Our business is different
than yours. We are concerned with the movement ol
people around this country, und in the process, screen
the half a billion or 600 million people who fly every
year and go through our security check points. We have
about 1400 metal detectors and associated X-rays in
the United States.

In the process of screening about one billion people
per year--because you screen “meeters” and “greet
ers” and you screen staff and everyone else and some-
times you screen passengers a couple times—we have
found about 3000 handguns per year. About 95 percent
of these were found with the X-ray. Over half of the
weapons were loaded. Of the remaining ones, well over
half of th2 individuals possessing the weapons had easy
access to ammunition

Ijust looked at the data that we have from the last quar-
ter out in the southwest region, which shows that dur-
ing that time about 150 handguns were found. The
most sinister thing is that 53 percent of them were car-
ried by women-—not your typical hijacker. Indeed we
arrest about half of these people. We have civil penal-
ties brought against the other half.

So we have a system that is being challenged fairly
often. Probably, in most cases, not by people that are
planning on doing harm. Yet at the same time, we don’t
want to have the: 2 handguns aboard our aircraft

['his is what we don't want to happen. We don't want
security to be so offensive, so time consuming that it al

fects the way that we live here in the United States. |




think we take free and open travel for granted. 1 think if
we had to show up two hours early to get security
checked to take the shuttle up to JFK that we would
find that the bad guys have won; they have changed the
way that we do business in the United States. To pre-
clude them from doing that, the FAA has been doing
some research and development.

Weare looking at automated X-ray screening. We have
“screeners”™ who have 10 look at X-ray images of a bil-
lion pieces of carry-on luggage, over the length of a
year, and the expectation of them actually finding a
handgun is fairly low. Probably they have to look at a
third of a million bags before they actually see some-
thing. There s not a very high expectation of seeing
something. So we need to, using today's technology,
augment their performance by ssme computer auto-
mation. Computer automation may be fairly close for
looking for handguns. It may be a much more difficult
problem if we want to look for something as nebulous
as explosives.

We cbviously want to improve metal detector perform-
ance. In this country it 8 not too bad where they are
currently set. Nuisance alarms probably aren’t that
high, § or 10 percent. 1 have some bad news for you,
though. It's going to change. I will get to that in a few
minutes.

We need to improve metal detector performance. At
the direction of Congress, and really at our own sugges-
tion as well, we are doing research and development in
the detection of nonmetallic weapons.

How do we do automated X-ray screening, and why is it
a problem? 1t's a problem because you have overlap-
ping images. To illustrate that, with the projectionist’s
tolerance, if you could take all of the viewgraphs that
are on the floor and place them on the screen at once.
All of the information so far as overlapping images is
still there and you could read it, but it is a matter of
separating the signal from the noise, the information
you are looking to find. That is, is that a handgun in
there? Is that shielding material in there from some-
baody's briefcase, tooi kit, lunch box, or whatever? This
is what we mean by overlapping images.

We have problems with weapon orientation. A hand-
gun s fairly easy to recognize on an X-ray if you put it in
the classic presentation where you can pick out some of
the salient features, the trigger guard, the barrel, the
grip that is at a fairly charactenstic angle. But if you
stand it on edge so it looks like a bar, it doesn’t look
nearly as ominous.

Weapons Detection Development

We have weapon types. You saw some here. Some can
be very small, much smaller than some of the other
clutter that you would have in your bags.

Finally, we have the problem of disassembled weapons.
You can take a weapon apart, scatter it around a case,
or in the case of the Glock-17, as | guess Jack Anderson
did when he brought it into the Capitol — Jack probably
carried the nonmetallic components on his person. At
teast if I were going to try to do it, I'd take the metal
parts and put it in with the TV camera. With a cursory
examination and running the TV camera through on
the X-ray you'd never see it.

You've got to know exactly what to look for on that
Glock. You can find it on the X-ray, but it is a proldem.
It is nearly impossible te disguise that opaque seven-by-
one-inch rectangle, but at the same time, if you give
your screener enough other confusing things to look at,
he's going to tend to ignore it because the gun bell does
not go off in his head—a difficult problem.

What have we done so far in automated X-ray screen-
ing? This is an area that we have been funding for a
couple of years. It hasn't moved along quite as quickly
as we would like.

We have a couple of approaches we can use. You can
have a large library. You saw a number of weapons laid
out on the table and on the screen. But if you could
imagine what a library of all possible threat weapons
that were coming through your facility would look like,
that would be a pretty large library, particularly if you
would then want to rotate this library on all axes and try
to make a match comparison with what that X-ray
looked like on the screen. I think that is something
where a human being may do a much better job than
the machine, at least taking this approach.

Fine. How does the human being work? 1 gave you a
clue before. You may disagree with me and you may
not. You look for critical elements. What clements do
weapons have? 1 think all of these things that were
here on the table and probably most handguns, at least
that we are familiar with, have a few critical elements.
Most of them have trigger guards, although a few of
them don't. All of them have a barrel, which is usually
two or three inches or much longer, and most of them
have a grip, which is two or three inches at 90 degrees to
maybe 120 degrees to the barrel. So there you have got
some critical elements.

That suddenly becomes an easier problem. The ma-
chine takes a look and there are a couple of objects that
are semiopaque and have a certain orientation to each
other. If they are, then we will call that a weapon. In-
deed, there 1s a firm that is using that approach.
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Another simpler approach is to say weapons are X-ray
opaque. Let's highlight anything that is dense enough
10 be a weapon. That perhaps has a higher detection
probability. That is, if you have disassembled it, the ma-
chine may very well do sort of an integrated density,
and if there are enough dense things in there or enough
dense areas 10 give you a weapon component, we will
call that a weapon. The problem with that is you are go-
w:g 10 have a lot of false alarms because of all sorts of
items that you carry in your briefcase, coins or whatever
else, that will contribute to the density.

Automated X-ray approaches to weapons detection is
an area that we are continuing to fund. I am sure it will
pay off someday. but 1 don't think we are there today.

The gentleman from ATF made reference to the Un-
detectable Firearms Act of 1988. This act had some
specific requirements placed on the Federal Aviation
Administration, or | should say the Department of
Transportation, as well as the Departments of Treas-
ury and Justice. Fortunately, ATF had the problem of
coming up with the exemplar.

What we had to worry about was to identify the state of
the art in weapons detection equipment, waik-through
metal detectors. We analyzed seven or eight current
pieces of gear. We were able to find systems provided
by four or five different vendors that met compliance
with the law. That is, they would detect what we per-
ceived the security exemplar to be,

That exemplar represents the North American Arms
.22 mini revolver. We test these, Some of the units that
we tested, however, would not meet the new standard
or they would not detect the firearms that we proposed
using as our new calibration weapons. Some of the old
F'S-2, FS-3 units would not be suitable. Most of the
new digital technology, if you use it on the right pro-
gram, will be suitable.

We had to develop a plan for implementing the state-
of-the-art equipment and we needed to conduct
research and development on the detection of non-
metallic weapons.

It is the plan for the implementation that [ will tell you
about so you can start preparing yourself for how bad
things are going to get in the future. Probably by April
or June, in the largest airports in the United States, we
will require that the metal detectors be set (o detect the
security exemplar and some other small weapons that
we are including in our weapon detector ensemble.

If you went through the metal detector when you came

here from your hometewn and you didn't have to dump
anything out of your pockets, now you are either going
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10 have to start dumping things out of your pockets or
there is about a one-in-three chance that you are going
to cause a nuisance alarm. 1 don't think that is a good
situation, but that is what we are going to be rorced to
do te xeep these smaller weapons off the aircraft. That
means, you as an informed frequent flyer, will soon
know to put all your “pocket clutter” in your briefcase
and waltz right on through.

So I think it is a solvable problem and the way we are
going 1o solve it is twofold. | saw representatives here
from a couple of the metal detector manufacturers. |
am sure they are continuing to conduct research to
come up with the technology that is going to help nar-
row up those distributions that 1 showed you. We are
going to modify what our passengers look like by edu-
cating them. That will help to narrow it up, but there
still will be some false alarms.

What does a security exemplar look like? It should be
3.7 ounces of 17-4 PH stainless steel. That is what Con-
gress toid ATF. 1t should resemble a handgun that
weighs 3.7 ounces, which just happens to be what the
North American Arms .22 mini revolver weighs.

The philosophy of the bill was to not exclude any exist-
ing weapons. All future weapons need to be as detect-
able as this particular exemplar.

This is the new FAA calibration set. I know the . isa
fair amount of exchange between NRC and the FAA.
This is something that you may want to consider, but |
wouldn't necessarily recommend it. The way that you
calibrate your metal detectors is a function of what your
threat is. Your threat may not be the same as ours. The
people that are coming in may not look the same and
what you are trying to stop may not look the same. You
may say--and [ could easily convince myself if 1 were in
your shoes—that a two-shot Derringer is nota threat to
my facility, that a mini revolver that is only this long is
not a threat to my facility.

If your decision makers can convince themselves of
that—and I think it 1s probably a good decision—1to say
this isn't really & threat for them, then I wouldn't rec-
ommend that vou change how your metal detectors are
set. If, however, you wish to change it, then [ would rec-
ommend that you go to an ensemble like this. Not nec-
essarily this set. Pick your own set, but you need to go o
a variety of metals.

Back in 1972 when the FAA first startcd using metal
detectors in airports, or requiz.ag them, we picked
some weapons from the szaall end-—Saturday night
specials, primarily. The ones that we ended up with
were all made out of zinc ¢ Hoy. It poses a problem, be-
cause as the metal detect v development has become
more and more sophisticat ed they can fine tune a metal



detector to detect a specific metal. The problem that
this is going to cause for all of us is one of suboptimiza-
tion. We can't afford 10 use a metal detector that does
very well detecting that 17-4 PH stainless steel, does
very well in not having nuisance alarms, but lets
through much larger weapons made out of other mate-
rials,

Sandia National Laboratory experts helped us develop
asetof calibration weapons. Lyle Porter may talk about
that as well. What we have tried to do is to cover the
waterfroni as much as possible. The most difficult
weapon to detect for most metal detectors at most set-
tings is the stainless steel .22 caliber mini revolver. The
one we are using is actually the long one, which isabout
4.4 ounces. The aluminum 380 caliber derringer. If
y- J haven't seen one of these, run it through the X-ray.
It is pretty impressive. The barrel and so forth is actu-
ally fairly difficult to see. The most striking image on
that particular weapon is a steel spring in the back
strap. Finally, the zinc Raven Arms .25 caliber auto-
matic, again, on some of the settings this weapon may
be difficult to detect as well.

So be aware of this if you are changing detectors, both
policymakers and buyers, make sure that the detector
that you are buying will deal with a variety of threats. It
1§ casy to get into a suboptimized condition. Some of
these new metal detectors may have 100 different pre-
grams to choose from. Some of those programs may be
appropriate for heavy metal shielding, some of those
may be appropriate for precious metals, and some raay
zero in on stainless steel. Probably none of those would
be good il you want to monitor people coming into your
facility. You need to work with the metal detector de-
veloper to come up with the right profile for your par-
ticular chreat.

Since about 1986 we have been doing research and de-
velopment in the detection of nonmetallic weapons.
This is one of the few areas where we are in a preemp-
tive position. That 1s, nonmetallic weapons don’t exist.
There 1s some question by some experis whether they
ever will exist.

With the amount of press that the Glock-17 received,
with a company down in Florida that claims it is on the
verge of making a nonmetallic weapon at any moment,
all of the publicity, the testimony on the Hill and so
forth, we said, “Well, maybe the nonmetallic weapon,
particularly if it would be carried on someone’s person,
1s something that we should worry about.” We feel
quite strongly that if they are in carry-on baggage and
you run them through an X-ray, they will be visible, be-
cause that part of the weapon that is designed to take
the high pressures of the breech is going to have to be
substantial, made out of plastic, or more likely made
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out of ceramic, and we feel that it will be X-ray opague.
So there will be something there for us to detect. Prob-
ably a more difficult problem, but a similar problem, to
finding the Glock-17 on the X-ray. The grip is fairly dif-
ficult 1o see, but the barrzl where the high pressures
are will be fairly casy to sce.

On the other hand, if you are carrying this on your per-
son, tucked in your belt or whatever, you could walk
right through a metal detector. That causes us prob-
lems, because we don't want a number of these weap-
ons “flying around” without our permission.

What have we looked at? We have looked at several
things that haven't worked. We have looked at infrared
tmaging. It sounded great at the time and there were
some apocryphal stories about how well it worked, but
if you think about it a little more, one of the reasons
people wear clothes is to prevent the traverse of infra-
red radiation. You want to stay warm; you want to keep
this radiation that is here from getting out into the
great out of doors. Lo and behold, if you put on & cou-
ple layers of wool, you couldn’t see a simulated plastic
weapon.

We looked at acoustic imaging. That did not work very
well because you didn’t get good acoustic penetration
through a couple layers of clothing.

We finally are looking at a couple approaches to milli-
meter wave imagine. This is something that you may be
familiar with from other applications. It is used in the
military. I believe it is used in intrusion detection as
well. This should have the potential of being real time
or near real time. We currently have research under-
way with a couple of vendors.

A concept of operation would be to illuminate the indi-
vidual with millimeter wave radiation and look for the
back scatter off anomalous objects. It would probably
have to be on both sides. This is certainly not an ideal
situation, because any source of anomalous objects that
you have in your pockets, like your wallet and keys, cal-
endars, whatever, will give you back-scattered images
as well. So we are probably going to have a semi-
automated sysiem to do this anomaly resolution. The
system has the potential, we feel, of making the detec-
tion. At the same time, both approaches that we are
pursuing look like they will cost about a million gollars
a copy, which is not the direction we want to go if you
are talking about covering 1400 airport screening
points.

The nice thing about millimeter waves is we are going
to be operating at very low power levels and they are
not reflective from the skin. Since it is not reflective
from the skin, it does lend itself well to automated trig-
gering, because if you walk through and you are not
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carrying anything on your person, then the sensing sys-
tem basically receives no signal. It is only when you do
get a signal that you need to worry about its resolutions.

That is ali the prepared text that I have. Does anyone
have any questions?

Participant:

On the millimeter wave imaging, I was wondering
about public acceptance problems, the health effects
problems, or is the power level so low it doesn't mat-
ter?

Dr. Malotky:

The question related to public acceptance problems,
health effects problems with the millimeter wave imag-
ing.

1 was told by the developers, end indeed I am casily
foolgd because 1 don't understand some of these
things, that if you lay out on the beach in Miami you get
a higher dose of millimeter wave radiation coming from
the sun than you would get walking through this par-
ticular system. It is a critical point, It is something that
we need to worry about. | have been told that the power
levels that we are currently operating at with both ap-
proaches are about tenfold below what the acceptable
standards for public exposure currently are. However,
it is a real concern.

Participant:

Does the FAA have a required training course for X-
ray operators at airports?

Dr. Malotky:

Unfortunately, the answer is no. If 1 can digress for
about a minute to explain how things work in our indus-
try. The responsibility for screening passengers is that
of the air carrier. The FAA is in a regulatory position.
We specify the types of equipment that they can use.
The air carrier then can basically pick equipment off
our list that best suits his needs.

We have about 400 special agents in the United States
that will periodically go around and challenge these
screening locations and (ry to get weapons through
either on their person or in carry-on baggage.

We do require a certain level of training, so many hours
of training. We do have a limited number of training
videos that I have made available to some of the folksat
NRC. 1 am sure dissemination hasn't been total. We do
require that the X-ray operator have detected all of the
FAA test objects under operational conditions.
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1t is not an ideal situation, 1 will grant you that.

Any other questions?
(NG response.)
(Applause )

AFTERNOON SESSION

Mr., Burnett:

Next on our agenda is Mr. Robert Dube. He 1s cur-
rently the Chief of the Performance Evaluation Sec-
tion in the NRC'’s Office of Nuciear Reactor Regula-
tion. He is responsible for doing all of the RERSs [regu-
latory effectiveness reviews] at the power reactors. He
is now going to bring us up to date on where the NRC
staff is, what it has found, and where it is going.

NRC’s Regulatory Effectiveness Review
Testing of Search Procedures at Nuclear
Facilities

Mr. Dube:

Since there are a few people here who are not in the
nuclear power reactor business, I want to start out
spending just a few minutes giving folks a little back-
ground on NRC’s regulatory program and how the
RER program fits into it. NRC's regulatory program
for physical security at nuclear power plants has always
included several basic elements. These include a set of
performance-oriented regulations, licensing review of
a utility's physical security plun, and periodic inspec-
tions by NRC's regional offices.

The Regulatory Effectiveness Review program was
created in 1981 by Bob Burnett to supplement the tra-
ditional regulatory program. An RER is a headquar-
ters-based team inspection of physical security. RERs
are currently being conducted at the rate of 14 reactor
units per year and complement the more frequent re-
gional inspections.

The purpose of the RER program is twofold: First, to
ensure that safeguards implemented at licensed power
reactors meet NRC performance objectives. Second,
to ensure that NRC safeguards regulations adequately
support those objectives. In addition to evaluating the
effectiveness of physical security at a power reactor fa-
cility, we also review safety/safeguards interface 1o en-
sure an appropriate balance between safety and safe-
guards.

As Commissioner Rogers discussed in his keynote ad-
dress, in the mid-1970's the NRC recognized that to
ensure that safeguards meet performance objectives, it
is necessary for NRC to provide a design-basis threat.



After extensive studies, a design-basis threat for radio-
logical sabotage was developed and published in 10
CFR 73 [Tutle 10 of the Code of Federal Regulations,
Part 73). The characteristics of that design-basis threat
include an insider in any position or several persons
who are highly trained and motivated with hand-
carried weapons and equipment, up to and including
automatic weapons and explosives, with help from an
insider. This design-basis threat is the primary bench-
mark used by an RER team in reviewing the ability of a
licensee's safeguards program to provide high assur-
ance of protecting against radiological sabotage.

To the extent practical, our reviews rely on perform-
ance testing of both systems and procedures. On Tues-
day, Mal Knapp, the Region I Division Director with
responsibility for safeguards, encouraged you to think
like an adversary. That is exactly what we do in our per-
formance testing. We frequently discover that licen-
sees expect us to arrive in the dead of night, in blackout,
trying to sneak into your protected area. That is not
what we do. Our testing is normally conducted with full
awareness of all security personnel potentially involved
or affected by the evaluations. Although some limited
testing of human performance does require withhold-
ing of information from some participants, all testing is
done with full knowledge of the site security director
and in the presence of at least one site securnity officer
who maintains communications with the primary and
secondary alarm stations.

Our team is typically on site for one week. A three-unit
site normally requires nine to ten days on site.

The team normally consists of an NRC nuclear engi-
neer who gets involved in the safety/safeguards inter-
face review and who also gets involved in target analy-
sis, which we do before coming on site. It also includes
three NRC security specialists and three members of
the U.S. Special Forces working under an interagency
agreement with NRC. Currently two of the security
specialists are from headquarters and one from a re-
gional office.

The team members have extensive experience, includ-
ing combat, and specialized training in all aspects of
physical security and armed response. Most of the team
members have received a week of training in access
controls and search equipment at Sandia National
Laboratories and have extensive experience in evaluat-
ing and testing access controls and search equipment.

The team evaluates all primary elements of physical se-
curity that are essential to protect against an adversary
with the charactenstics of NRC's design-basis threat.
The systems and human elements tested include pe-
rimeter intruston detection systems, alarm assessment
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capability, night lighting, armed response capabilities,
weapons proficiency, and firearms and explosives
search procedures. Although the team does not evalo-
ate other programs, such as access authorization and
fitness for duty, the existence of such programs is con-
sidered when judging the relative significance of team
findings.

Evaluation of access search equipment includes an
evaluation of the overall layout of equipment, proce-
dures, and flow of people and pachages. We then test
specific pieces of equipment. This includes effective-
ness testing of metal detectors, carrying weapons in
various locations and varying our movement through
the detectors. We typically perform these tests usiig
the licensee's test weapons, such as a small .25 caliber
weapon. We sometimes also use the licensee's duty
weapon for additional testing. Pat Laird has already
discussed some of these tests and in a few minutes we
will show a video tape of some of the tests we per-
formed.

We also perform operability tests of explosives detec-
tors. Up 10 the present time we have conducted these
operability tests using the licensee's test source. Obvi-
ously we don't want to run the risk of getting caught in
an airport with a small quantity of explosives material,
whether it is high explosives or low explosives.

We do two types of testing of X-ray machines. We first
test the sensitivity of the machines using an ASTM
[American Society for Testing and Materials] standard
F792-82 test wedge. Second, we try severa! methods of
passing weapons through an X-ray machine without
detection. Some of these testing methods were also dis-
cussed yesterday by Pat Laird and some of them will be
shown briefly in the videotape that we will be showing,

Finally, we observe pat-down searches and searches
with hand-held detectors.

Normally in a presentation to a restricted audience, we
provide detailed information on specific weaknesses
that we have identified in some of the systems that we
have tested. Obviously we can't do that in an open
meeting. In every test that is included in this videotape
the equipment successfully performed its detection
function. Some specific pieces of equipment at some
specific installations don’t always function properly. If
you haven't already done so, we encourage you to try
some of these testing techniques on your own equip-
ment.

(Video shown.)

As 1 have aiready indicated, we start out looking at
equipment layout and general procedures.

We see a metal detector here followed by an explosives
detector. As we pan around, you will see X-ray
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machines. Note the positioning of the security officer
here right at the front of the X-ray machine. The im-
rtance of that will become obvious in & few minutes.
king at the layout, we also look at things like the
amount of space that you have on the back side after
people pass through the detectors.

This is a different installation. Here we are going
through explosives detectors first and then metal de-
tectors. Note the position of the security officer at the
desk. There are two X-ray machines at this facility.
Both of them are in close proximity to his location and
he can visually observe anybody placing objects on the
X-ray machine,

We also look at the overall layout to see how much
space you have to segregate people if an additional
search is necessary. If you look right in the center, 10-
wards the top of the screen, that is a mirror 8o that the
sccurity officer that is operating the X-ray machine can
also observe the belt and observe people placing ob-
jects on the belt.

Here you see a tcam member with a small weapon in
his hand. He was carrying it through at his waist. Now
he is going through with the weapon under his armpit.
Now he is trying to swing it through the metal detector.
This particular metal detector was functioning well. 1t
detected the weapon during all of these tests

Now he is placing it in his sock. Yesterday Pat Laird
mentioned a Kick-through technique that we use in
testing. You will be seeing that in a few minutes. Here
18 a technigue that the licensees use to help detect
against somebody getting a weapon through with a
kick-through. As you can see, a little ramp has been
built to elevate the person into an area of the metal de-
tector that has greater sensitivity. This worked quite
well. We tried several different techniques getting
through and nothing worked.

I am not going to provide detail as to which of these
techniques tend to be most effective. The RER team is
here, and during the break they can give you more de-
tails as to which of these things tend to work better.
Some things work better on some machines than on
other machines.

There are a couple of dots painted on the bottom of this
metal detector. The licensee instituted a procedure for
people to stop on those dots for one second. That
solved the kick-through problem at this installation.

With explosives detectors, the only thing we are doing
right now 1s operability tesis. We are using whatever
test samples the licensee has available. In this particu-
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lar case, the licensee had placed a dynamite wrapper
inside the pocket of a security officer’s uniform shirt.

As you can see, we do a number of tests. Here is one of
the security officers doing an operational test using a
small jar of some type of nitrate material. Again, this
system was functioning properly.

That’s the step wedge that we use in testing X-ray ma-
chines. In the next scene, the step wedge does not show
on the screen. The objects you are seeing there are
things other than the step wedge. It was 0o thin to acti-
vate the beam. Now, when we place the step wedge on
a box and send it through, you can see it. When we see
this sort of situation, the next thing that we immedi-
ately check is whether someone could send a weapon
through.

You just saw one of the team members trying to slide a
weapon pasi the activating beam of the X-ray machine.
This is something that Pat Laird mentioned yesterday.
In this particular situation it didn't work. In a second
you will sev the weapon on the monitor,

Again, I would indicate that these tests don't work on
all machines and they don't work at all installations.

We have a weapon placed in this box, testing for corner
cutoff, which was something that Pat Laird discussed
yesterday. Here is the fix that was made for the push-
through technique. It is simply a barrier that was built
on the front of the X-ray machine that prevents any-
body from gaining the kind of access they would need to
slide a weapon through.,

We also observe pat-down scarches and searches with
hand-held detectors. A team member has just gener-
ated an alarm in the metal detector and is about 1o be
searched by the security officer. This is one of the lim-
ited types of tests we do where the security officer
didn’t know it was a test. As I indicated earlier, how-
ever, somebaody in the security force who was present
knew that we were doing this. You can see the security
officer detected the weapon that was tucked away in
the sock.

These types of tests aren’t unique to the RER program.,
‘They are also being used in some regional inspections.

(End of videotape.)

At some sites, fully searched people were co-mingling
with people who had not been fully searched. This
could provide the opportunity for an unsearched indi-
vidual to pass contraband to a searched individual.

At other sites, we noted interference with proper
equipment operation because of location. This has



aiready been discussed in more detail by Frank Conrad
for explosives detectors. Similar problems obviously
exist for metal detectors.

We have seen poor sensitivity or resolution of all types
of detectors. Also, detection by some equipment could
be circumvented with special techniques. We have
shown you some of the special techniques that we try.
Finally, we have witnessed some poor pat-down tech-
niques. Again, I have intentionally kept this very gen-
eral.

We would be pleased to provide our licensees with
more detailed information that could help them im-
prove their programs. Dave Orrik and Mike Warren of
my section have participated in RERs at 40 or more
sites. They would be glad to share their knowledge and
experience with you. If you have more detailed ques-
tions, I suggest you try to catch them during a break for
a one-on-one discussion.

One of the thiggs we do when preparing our reports is
10 categorize our findings by significance. To date we
have identified significant deficiencies related 10 access
controls that warranted prompt corrective action at
only two of the 57 sites. At about two-thirds of the sites
visited, we also have identified at least one weakness
that was of lesser concern but that still warranted cor-
rection. At about 20 percent of the sites, we identified
atleast one notable strength related to access controls.

What does this mean? Well, for one thing, a lot of peo-
ple are doing a lot of good things. Also, obviously, im-
provements could be made. Remember Hugh
Thompson's caution on Tuesday about resting on your
laurels. As discussed this week, there are equipment
limitations. The more you understand about these limi-
tations the better able you are to compensate for them.

Finally, the frequency results are subject to change, for
several reasons. Let me give a specific example.

Early in the RER program we became very proficient
in testing perimeter intrusion detection systems and
alarm assessment capabilities. Significant findings be-
came dominant in these two areas. As time progressed,
the excellent communications network between licen-
sees led licensees who had not had RERs performed to
take the initiative toapply lessons learned to their sites.
Asaresult, licensee performance in these areas has be-
come progressively better.

At a later date, we began to improve our evaluation
techniques in the area of armed response. One of the
things we did was to perform a target analysis before
coming on site, and we asked licensees to conduct drills
and tabletop exercises using several sets of targets. We
also assume when we do these analyses that you have

3-21

NRC's Regulatory Effectiveress Review

loss of off-site power similar to what almost occurred at
Palo Verde.

Some findings in this arca became dominant. Initially
we identified the need for closer coordination between
security and operations personnel to identify the most
critical equipment from a saboteur's point of view.

We also identified the need for more realistic drills.
For example, how effective would your response strat-
cgy be in the face of a determined violent assault by
several persons with the type of weapons discussed to-
day by Mr. Demski? Remember, these weapons fall
within the scope of NRC's design-basis threat.

Again, performance improved as you shared lessons
learned from each other. The lasi several RERs we
performed showed that licensees had significantly im-
proved their performance during drills or that they
were in the process of implementing new programs
that clearly were going to be more effective.

1am sorry Pat Laird had to leave early. He joked yester-
day that we have been giving him some problems re-
lated to their capabilities in armed response. A few
weeks ago we were at Quad Cities, which is a Common-
wealth plant, and they did an outstanding job of dem-
onstrating their armed response capability. We ap-
plaud this type of effort.

The RER program has been continually evolving. Our
testing ol access controls currently focuses on equip-
ment rather than the human element. As Dr. Fetterolf
of the FBI and Hugh Thompson discussed earlier, de-
tection devices are only tools. People have to be prop-
erly trained in how to use them. We anticipate that our
testing techniques, including those related to access
controls, will continue to be more challenging in the fu-
ture.

Thank you.

(Applause.)

Any questions?

{No response.)

Again, Mike and Dave would be glad to entertain any

more detailed questions that you might want to discuss
in a little more privacy.

Mr. Burnett:

Thank you, Mr. Dube.
I do encourage you to talk to Mike and Dave. They have

done between them, I would guess, 70 or 80 sites. They
know what to look for and can help you be prepared.
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Continuing with our program, | would like to introduce
Lyle Porter, representing Sandia National Laborato-
ries. He will speak to us on metal detection equipment
evaluation. Mr. Porter is actually retired from Sandia
after 37 years with the laboratories. Very impressive
credentials.

He has been involved extensively in the technology and
the detection of contraband. He is currently a consult-
ant 10 Sandia and is an adjunct faculty member of
DOE’s Central Training Academy.

Metal Detection Equipment Evaluation

Mr. Porter:

As far as being at Sandia for 37 years, what that means
is I can think of a variety of answers and since | have
retired 1 have heard them all. Some are good and some
are not so god

Belore | start on the slides that I have, 1et me empha-
size a couple of things Lyle Malotky talked about this
morning. In my judgment, it was a very impressive pres-
entation

I'he first thing that stands out from that presentation is
that it pays to think carefully about what threat you are
interested in protecting against. For example, some
people here have to worry about courtrooms. A very
small weapon in the hands of someone emotionally ag
gravated at a judge can be a very lethal weapon in that
setting. It might not be 8o at a nuclear reactor unless
one of the scenarios you want to consider is that of tak
ing someong in upper management hostage. But prob-
ably not much dame ¢ tv equipment could be done
with a relatively small weapon. So it pays to think
through the threat, define it, and let peopie know what
it is and why you selected that threat

[ now want to add to what Dr. Malotky introduced, that
1§, to talk a little bit more about the specifics of why
metal detectors do what they do or what they don’t do

One of the comments made this morning 18 that there
are no weapons out there that can't be detected by
these metal detectors. Well, that is only true if you take
certain things into consideration. Number ong, you
have to have the latest technology as far as equipment
is concerned, and number two, that equipment has to
be set up correctly. Otherwise at least some weapons
may not be detectable

So today, by way of outlineg, [ want to taik about the de-
tails of the methods of detection. | will talk about some
of the detector programs that were mentioned this
morning and about some of the influences that affect
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detection. We did some metal detection tests at Sandia.
I will outline those briefly and present some results.
Then some of the things that people who use metal de-
tectors ought to consider. Finally, some briel com-
ments about standards and criteria.

In the carly 1970's when metal detectors first became
popular for use at airports to eliminate or to reduce hi-
jacking, the primary method of detection used then was
“continuous wave.” It was simply a balanced circuit
that caused an alarm when it became unbalanced.
There is only one such metal detector manufactured
today and it operates at 280 hertz.

[Mr. Porter s slides are contained in Appendix A to this re-
port.]

Next came the pulse-type or eddy-current metal detec-
tors. They are particularly important now because that
is mostly what is in vse today. I think probably in the
NRC only pulse detectors are being used.

[n case you want to make a note, the prise rate of pulse
detectors is from about 100 t9 900 hertz.

I'hen finally, hand-held metal detecters, which 1 will
only mention today, are continuous wave and they also
use the unbalanced-field method ol detection.

1 don't expect you to appreciate all of this circuitry, The
main thing I want to show with this vugraph [transpar-
ency| is the complexity of the continnous-wave metal
detector. In this case, if you will notice, there are some
nulling [null-current] circuits; there is a threshold ad-
justment; there are time-constant controls.

The problems that people had were, first of all, when
components drifted they had to keep re-nulling [ad-
justing| the field. People also found that continuous-
wave detectors were very sensitive 1o outside infiu-
ences, such as having metals anywhere in the general
vicinity, and so forth. People didn’t like them very well
because they were difficult to keep balanced and in
control—although they could be made quite sensitive.
Of course, the more sensitive they were the more those
problems arose

The next slide is a very simple illustration of how most
of the metal detectors today work. This eddy-current
method of detection came along as a replacement for
the old continuous-wave or balanced-field metal detec-
tors. They work simply like a transformer. If you notice
the various windings: on the left is a battery and a
switch, and that ties into what would be called the pri-
mary of the transformer, and then, in this particular
viewgraph, the secondary of the transformer is hooked
to an oscilloscope, illustrating the waveform generated
as an output of the transformer.




Imagine the switch being closed and current flowing
through the coil, but nothing happens because it is a dc
current. If I now interrupt that flow of de current, that
15, when the switch is opened, the electromagnetic field
of the transformer collapses. As it collapses, it intro-
duces eddy currents that cause voltage to appear in the
secondary winding in the manner shown on the oscillo-

scope.

All you have 10 do to understand how a pulse-type
metal detector works is to imagine that the primary of
the transformer 1s in one side of the arch and the secon-
dary of the transformer is in the other side of the arch
and the metal core is the weapon that you might be car-
rying. So what the pulse-type detector looks at is eddy
currents as the field is turned off.

Let me talk a Lttle bit more about what has happened
with the detection process. When people began to use
this eddy-current method of detection they realized
that there were some things you could do to fine tune
detection. So they developed a variety of programs.

The first eddy-current detectors developed had just a
couple of settings. One was called discriminate. That
setting was to detect weapons, but without detecting a
lot of personal possessions. [t wasn't very sensitive. The
other seiting was called the sensitivity mode, which
sure enough was better at detecting weapons, but also
detected a lot of personal possessions.

In the case of the present pulse-type, or eddy-current
metal detectors, there are many program choices, but
sometimes they offer more choices than 1 personally
think we really need.

If you will notice, with the Outokumpu Metor 118
there is a high sensitivity, a normal sensitivity, and a low
sensitivity as far as ability to detect » concerned. But
there are about 16 programs. With each sensitivity set-
ting one can also select noise attenuation; a normal or
fast speed of the walker and various other things. Thus
one has to be careful about what is happening when a
specific program is selected.

Let me talk a little bit more in detail about how that
programming works. This is a pulse train from one of
the digital-type metal detectors. RC1 is the pulse spac-
ing, or rate. For a few milliseconds to several microsec-
onds the transmitter for the coil on one side of the arch
is turned on (Ty). Itis then turned off and another few
microseconds pass (D,); then the receiver is turned on
(Ry). So the only time the receiver is looking at any-
thing (when detection can take place) is during that
very short pulse. What that means is you don't have to
balance the circuity; you are not plagued as much with
noise; and you have a very nice operating system that
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looks for eddy currents in that short period of time
only.

This vugraph contains examples of eddy-current volt-
ages produced by a metal detector when separately de-
tecting copper [Cu), aluminum [Al], and iron [Fe).
Note the considerable difference in the characteristics
of the iron curve as compared with the other two. Now
imagine the pulse train presented in the previous
vugraph. If the receiver was turned on at the same time
for cach of these curves, in at least one case detection
would not take place. If the capability exists to change
that receiver on time, which is the equivalent of select-
ing another program, I can then, by that selection, de-
tect each object well. Or, as another alternative, 1 can
select pulse times that allow the best average detection
of all three metals with the same program.

In addition to the selection of programs, there are
many other things that influence metal detectors: the
type of metal, object size, orientation, and other fea-
tures, such as the walker [person walking through the
walk-through metal detector] characteristi~s. For ex-
ample, the size of the walker, his/her velocity, position
of the weapon on the body, and so forth. When Sandia
did a series of tests on metal detection, it was decided to
eliminate some of the walker influences because there
was a lot of variation in those effects. You could have
two or three different people walk through and get two
or three different results. Sometimes, the resitics
change from one walk to another with the same wad.er.

To do this, Sandia designed and fabricated a device that
allowed us to run objects through the metal detector
without the presence of a walker and without any vari-
ation. It turns out that the metal detectors are quite
consistent during tests using such a device.

Also, of course, environmental characteristics influ-
ence detection, such as where you use a metal detector
and how you install it.

In spite of all of these things, you can get a good state-
of-the-art metal detector for about $5000. I personally
think that’s a bargain. It's a good piece of equipment
for a fairly low amount of money and many of the nega-
tive effects, if not eliminated, have been reduced some.

The primary detectors tested at Sandia are listed here.
The oldest model is the HS2S. The rest of (hem are
rather recent designs, that is, state-of-the-art detec-
tors.

Infinetics is the only company that now builds
continuous-wave (CW) detectors. Sandia purchased a
system from them that was modified so we could select
any one of four operating frequencies. This was done to
determine the effects of frequency on detection.
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When tests were first started, we were not particularly
interested in finding out which metal detector was best,
nor were we interested in how well they detected weap-
ons. We just wanted to understand what was happen-
ing, how these metal detectors worked, and what the
primary influences were an their performance.

For test objects, several right circular cylinders were
fabricated, with diameter and length equal. These ob-
jects were made from eight different metals and in five
different sizes, as presented in this vugraph.

As an example of the size variations of these objects,
which yo1 will see later is important in detection, the
lead cylinders ranged from about 1.5 to 3 centimeters
while the aluminum objects went from about 2.5 to §
centimeters over the 30-300 gram set.

Our first tests with the cylinders were to determine fre-
quency effects. The Infinetics metal detector was util-
ized for tests at four different frequencies. Itis interest-
ing that voltages measured during these tests were
approximately proportional to the size of the object,
particularly when from the same material. Background
noise was low enough so that only at the lowest fre-
quency (280 hertz)did we see a significant enough level
to prevent detection of the smaller objects. At higher
frequencies, especially for the larger objects such as
those manufactured from aluminum, detection was
very easy to obtain,

This next vugraph presents test results of several lead
objects using a frequency of 18 kilohertz. Some of the
objects were solid, some hollow, and varied in both
mass and size. Notice the ambient (background) signal
level. Each object shown could be detected.

Another interesting thing about programs is shown in
this next slide. It isn’t particularly important that you
gather ali the details, but as you can see with the In-
finetics at the low trequency [280 hertz)], aluminum is
the easiest to detect and stainless steel is the most diffi-
cult.

Notice that the two Outokumpu programs indicate de-
tection in about the same order. However, notice that
in the Del Norte programs the order changes consider-
ably going from program 1 to program 4. For example,
cast iron is the second casiest to detect with program 4,
but it is about the third worsy in program 1. Brass varies
quite a bit, as do several others. This is another illustra-
tion of why selecting a particular program may or may
niot be the right selection, depending on what it 1s you
want (o detect
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Also notice that the arder of the metals detected in the
continuous-wave metal detector [Infinetics) are just
about the same as program 4 of the Del Norte.

I happen to think after looking at a lot of past history
that one of the problems about getting irto pulse-type
metal detectors and away from continuous-wave metal
detectors was that very carly there was a comparison
made between some very well-designed pulse-type
meta! detectors and some poorly designed continuous-
wave metal detectors. It isn't clear that we should have
moved that rapidly away from continuous-wave detec-
tion. There may be some things that would be benefi-
cial there. But the comparison, among some other
things, sold everybody on pulse-type metal detectors.

About all you need to note in the next slide are the
curves that are solid as compared with those that are
dashed. The interest here is in how mass affected de-
tection as compared with size. It turns out that size is
clearly the predominant feature. We took a right circu-
lar cylinder of 300 grams and hollowed it out, then com-
pared the two different amounts of metal (solid vs.
hollow), and in each case the lighter object was at least
as good and sometimes many times better detection-
wise.

There is a skin effect that takes place and it is easy to
conjure in your mind why this wouid work: II'l had a
lead balloon, very thin skinned but blown up a foot in
diameter, it would be very easy to detect, but it may not
be very heavy.

A comment about some of the Jata being presented.
You might have noticed the label *Number of Lights”
on the ordinate in some of the vugraphs. Several of the
newer metal detectors are equipped with from 8 to 12
lights that are designed to roughly indicate the level of
signal generated during passage through the metal de-
tector, This turned out 10 be a simple way to record re-
sults of comparison tests.

Detection level, alarm level in this particular case, was
set at the dashed line. However, the primary interest
was in the comparison of performance over the range
of several programs. Thus, the signal level (number of
lights) was selected to allow a direct comparison to be
made.

The velocity of the walker, which in this case was the
Sandia mechanical device, is at the low end of the spec-
trum, that is, at about a half meter per second. Near 2
meters per second is the advertised high end of the ve-
locity range for most commercially available metal de-
tectors. Observe the results of the slow and fast walk on
program nine. Results are about the same. Now look at
the results using program zero. The slow walk provides
a much better signal than the fast walk. Thus, by



changing programs I have not only affected detection
of specific objects, but also the velocity at which they
are best detected.

By now we were thinking that maybe we ought 1o look
at detecting some weapons. We were aware of what the
FAA had done in preparing to introduce new weapons.
We talked to them and looked at their selection of test
weapons, their construction, the materials that were
used in them, and so forth. We wanted to compare
them with what we were learning about detection of
various metals. After some tests, we concurred very
much with them in their selection of a spectrum of
weapons.

This vugraph lists some features of the three weapons
that Lyle Malotky talked about this morning. We un-
derstand they will be introduced in some airports this
coming year. Included are a stainless steel revolver, a
.25-caliber zinc-frame automatic pistol, and a .38-cali-
ber aluminum frame derringer. The .25 caliber zine
frame automatic includes 90 grams of steel, but the re-
mainder is a zinc alioy. What is beginning to happen is
that weapons manufacturers are using different
combinations and alloys of metal. Where each metal
might be detected separately one way, the combination
18 going to be a different matter,

This next vugraph is the best illustration that 1 have
about how carefully you need to set up metal detectors.
If I wanted to detect the .22 caliber stainless steel gun
and was using a Del Norte, I would certainly select pro-
gram 4 to detect that gun because it obviously provides
better detection than any of the other programs. But if
I selected program 4, 1 would not detect the aluminum
gun [.38 caliber] at all, nor would I detect the zine gun
[.25 caliber), although both are larger, particularly the
zin¢ gun, which is 400 grams.

So the advantage of having a spectrum of weapons 1s
that the user or designer of the metal detector must
come up with a combination that will allow a!l of those
guns to be detected —however, none of them can be
detected as well as if the designer were allowed to de-
sign for detection of any one weapon only.

There is always a problem with personal POSSEssions.
This vugraph illustrates in some detail how difficult
that problem might be. The information is taken with
the Infinetics detector using the standard 280-hertz
frequency. As mentioned previously, this metal detec-
tor is equipped with two voltage readouts, one for fer-
rous and one nonferrous. Generally, but not always,
the higher reading correctly identifies the category of
the material. In addition, rather than using a walker,
the objects were moved through the portal with the
Sandia mechanical device described earlier.

Metal Detection Equipment Evaluation

Across the bottom of this plot there is a list of various
possessions: a zipper, buckle, watch, and so forth. Data
at the left was obtained when ali objects were present.
They were then removed, one object at a time, until
only the knife remained. Notice what happens. As cach
object is removed, things change, but not necessarily
the same way each time. When an object is removed,
the remaining set is not always more difficuli to detect;
sometimes the remaining cbjects are more casily de-
tecied. We have also discovered that moving the ob-
jects around to ditferent body locations has an effect on
detection.

This next slide is one more test illustrating the sane
thing. It's a belt buckle test. This is four of several belt
buckles we ran tests on using five different programs on
the Del Norte. Notice the difference in detection by
changing programs. For example, on program 2 the
Navy belt buckle is not detected very well, but on pro-
gram 2 the large belt buckle is detected very well. So
again, changing programs affects how you detect not
only the weapons, but also personal possessions.

In setting up a metal detector, as you increase the gain,
you will come to a point where you can get at least 95
percent or 100 percent detection, whatever you are
looking for, and beyond that you can't do any better as
far as detecting the weapons. But as you increase gain,
what happens is you detect more and more personal
possessions. So the best operating point is at the top of
the curve, just after the knee. At that point you are now
operating where you can detect the weapon you are in-
terested in, but at the same time detect a riinimum
number of personal possessions.

Once you do that with a given detection, then it is fair to
say that there s nothing you can do with that equip-
ment to make it better. There are some other things
you can do, but not with the equipment. If you don’t
like that metal detector, you are not satisfied with its
performance at that point, then you are going to have
to look for a better metal detector as far as discrimina-
tion goes, if one exists. If one doesn't exist, then you
have 10 train or require personnel to remove or not
wear objects that cause nuisance alarms or you have to
get personal possessions around the metal detector
with a minimum amount of difficulty.

We have said to the FAA several times that we predict,
and I think they agree also, that when they £0 to the
new higher gain setup in the airport metal detectors,
the public will learn very rapidly to remove objects that
cause difficulty. We did some airport surveys and dis-
covered that a fair number of people, as they approach
a metal detector, will automatically take all of the per-
sonal possessions out of their pocket and set them in
the tray without ever even being tested by the metal de-
tector. These people are the frequent fliers and they
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know what is going to happen. Whether you can do that
in a plant or not, I don't know, but it seems that you
would have more control than the FAA would have
dealing with the general public.

Now let's talk about some problems. You were pre-
sented some information on velocity effects. T don’t
know how many of you have waiched peopie walking
through metal detectors, but if there is a queue, it is
very easy o stand in that line and then walk very slowly
through a metal detector. If you did that and were car-
rving a weapon, for example, that weapon, especially if
it was small, would probably not be detected. At vari-
ous times 1 have personally tried that, but no one has
ever told me that 1 was going too slow. I venture 10
guess that at most airports security personnel are not
very aware of velocity limits.

One of the things that needs to be done is in some way
to control that velocity. A metal detector has a
bandwidth, a speed bandwidth, if you want 1o think of it
that way. If you move too slowly, it is not designed to
detect; if you go too fast, it is not designed to detect.

Perhaps a separate sensor is needed so that a separate
alarm sounds if the person is moving (00 slow or 100
fast to be detected. Another possibility is to provide
better training of security people so they are more
aware of velocity limits,

We have heard about the weapon at the ankle and the
kick through. One change in design that could help isto
make the archway longer as you walk through so that it
is impossible to get through without having both feet in
the arch.

Still another possibility is to require a pause in the arch
with both feet at the center. If people don’t mind stop-
ping or if you don't mind stopping them, then that
could be a solution to the problem. However, with this
approach, one must be careful to ensure that the
walker does not enter or exit the portal at a speed oo
slow to allow detection.

Increased discrimination is one of the major difficulties
that we have. We have wondered why metal detector
manufacturers don't commutate through the various
programs. If that were done at some rapid rate, a per-
son walking through the portal would be scanned not
by just one program but by several programs. Whether
that would provide an advantage, I don't know. Studies
need to be done. If you could commutate through sev-
cral programs, it may be that you could select a combi-
nation of programs that would allow detection of weap-
ons and at the same time do a pretty good job of reject-
ing the things you are not interested in. It ought to be
looked at.
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Another solution 1o this problem might be the use of
multiple detection zones. The archway could be verti-
cally divided into four to six different detection zones
so that each of those zones operates independetly and
some judgment could be made about what might be
taking place.

Also, some work has been done in examining the eddy-
current wave shape to determine if there are character-
istics that would uniquely identify weapons.

Then finally there is the problem of weapons break-
down. You have already seen the detection advantages
of using higher frequencies. Another thing that has
been suggested is random scarches by hand-held detec:
tors. That may not be so bad an approach if it is random
and well done. If an adversary wants to get something
through and he doesn't know that his turn is next to
have this hand-held detector scan and it is done very
well, it may just provide enough deterrent so that il
would do the job. Using higher frequencies would only
be good if you worked out a better way of discriminating
between pers «ial possessions.

On adifferent subject, let alk about standards and eri-
teria. Here you see liv,ed the wock NRC, DOE, and
ASTM has done, by’ not FAA. You might wonder why
not FAA. The ans ~er is because they don't have a stan-
dard and yet, ir my judgment and apparently in the
judgment of so ne people at NRC, the FAA has done a
better job of leading the way ir. metal detection than
anyonc else. They have done i¢ in a little less formal
fashion.

If I were to ask the FAA 1, fusnish some kind of a docu-
ment that shows their stancards or criteria for metal

gtectors, as far as 1 am aware, they don't have such a
thing. They do know what it is they want to do and they
do have some flexibility ir. changing things. They also
have, I guess, a greater motivation to do so because
Congress is always telling them every time there is an
incident that they have got to get busy and do some-
thing.

The NRC has done some revising of their criteria for
metal detectors, and I am assuming that you are all fa-
miliar with it. I'm not sure. In any event, it is certainly
an improvement. DOE is trying to follow suit and do
the same thing.

The ASTM has been working for a couple of years now
trying to come up with a standard for the evaluation of
metal detectors. They are at revision 10 and still do not
have a final document. That is an indication of the diffi-
culty of trying to define how you best test metal detec-
tors, but it seems to me that a lot of progress has been
made in the last year or 80 (o improve test methods.



Now let’s look at one more slide relative to standards
and criteria. One of the things that people always like
to talk about in standards 1s probability of detection.
That is one thing 1 don't find the FAA talking very
much about. They just say we want 1o detect it a certain
number of times out of a total number of tests. But
DOE and NRC have taiked about probability of detec-
tion with all kinds of sensors and other components of
security systems.

Let's look at what that means for metal detectors. Peo-
ple are interested in defining a body position, which
may be anywhere, but usually at the shoulder, or top of
the head, or the waist, and the ankle. There are usually
at least three positions.

In addition, there are usually three onentations of the
weapon that are of interest. By the way, the latest metal
detectors have significantly improved as far as orienta-
tion s concerned. They are much less affected by orien-
tation than the older type metal detectors. They do a
better job of detecting and allow you a choice of a vari-
ety of programs.

But if we assume we are interested in 85 percent prob-
ability of detection and we want a 90 percent confi-
dence factor, that means that at every position and
every onentation we woeuld have to make 14 passes
without a miss in order to mathematically be correct
and say we had that kind of probability of detection.
That means, to test a metal detector, we would have to
do 126 passes with no misses. Well, it is just not a prac-
tical thing to do on a frequent basis, and so most of us
don’tdo that. But if someone were to really say that our
testing is not complete, we would have to admit that it
1sn't.

Suppose, howeved, we decided on five passes and no
misses. The probability of detection would then be 63
percent. The number of passes is more practical, but
what can we do about the low probability of detection?
We can accept the 63 percent probability of detection,
or there are seme other possibilities that I think we
could consider.

For example, we can average the performance. In
other words, we can just say that whatever the total re-
sults are, that will count as our probability of detection.
I 1 do three passes with the weapon at the shoulder,
three passes at the waist and three passes at the anklc
and in three orientations at each body position, 1 will
just sum the results and say I have done 45 passes and
maybe had no misses. In that case 1 have a 95 percent
probability of detection.

Metal Detection Equipment Evaluation

Another way to handle it is to keep good historical re-
cords and us¢ that history to determine the probability
of detection numbers.

Finally, I think maybe the one that has the most appeal
18 to find the worst case and test there. The only prob-
lem with that is you would have to keep periodically do-
ing repeat tests 1o verify the worst case situation.

In any event, | personally don’t worry very much. If a
metal detector passes five times, with the DOE even
cight of ten times in each situation, then I think it isa
pretty good metal detector. But somebody may quarrel
with me.

[ am not sure why this next slide is up there except that
it was part of the program and I was supposed to put it
up. Sandia test d four different hand-held metal detec-
tors. What th', information presents is the average de-
tection rang : (in inches) for these detectors. Many
hand-held r ietal detectors have different physical con-
figurations Some have a round antenna, some have a
long bar antenna, and then also the object you are look-
ing for, the weapon, has an orientation. The delta
shown covers those differences. You can sce that some
of them have a bigger delta by quite a bit than others.
The primary reason is the antenna configuration.

Another important point is the use of higher frequen-
cies for hand-held metal detectors. At very close range
they are really quite good at detecting. That means the
key to using hand-held metal detectors is the person
who uses them.

I personally prefer walk-through metal detectors set at
a high gain and with some training to keep peopie from
trying to walk through with objects that cause nuisance
alarms. | think that is the best security. People don’t
like the large number of nuisance alarms but also they
tend to avoid working at reducing them.

Finally, just to summarize, in today's world the primary
method of detection is the eddy-current method. Lots
of things influence detection. In order to get maximum
benefit out of the metal detector you need to under-
stand those things, but most particularly is the selection
of the program that you want to use. In fact, metal de
tector manufacturers have worked some with us in-
changing programs to do a specific thing that we
wanted to accomplish, and I am sure they would do so
with anyone who wants to do that.

Once detection is attained and you are doing the best
you can, then nuisance alarm rates must be reduced by
something other than the metal detector.

Specific test objects and methods are important. In ad-
dition, a spectrum of weapons is necessary for proper
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testing. There is a definite need for some improve-
ments if the threat that you decide on requires those
improvements.

That concludes my presentation. 1 would be happy to
take questions if you have them.

Now 1 would like to move into the area of X-ray. Our
final two speakers will be in this area. 1 would like to
introduce Mr. Donald Gould. For the past 15 years he
has worked at Sandia National Laboratories in the area
of safeguards and security and presently is with the
Safeguard Engineering Department at the laboratory.

X-Ray Technology, Present aud Future
Mar. Gould:

Participant:
You showed a vugraph with ihe response of decay cur-

rents, some positive and some negative. Thal raises the
kind of possibility in your mind about someone putting
a material that was the opposite polarity of a contra-
band and essentially getting a zero response. Would
you like to comment on that?

Mr, Porter:

I guess they could do that. My comment is if I had the
metal detector and [ had the objects, I would still prob-
ably have to spend a fair amount of time being able to
balance that out carefully enough so that I would be
satisfied with walking through another metal detector.
Don't forget the program also affects the detection at
the speed I walk and so forth.

But it isa good point and it does explain why sometimes
you can go through a metal detecior carrying a variety
of objects and it does not alarm and you go through it
next time and it does alarm and you wonder what has
changed. I can’t guarantee something hasn’t changed,
but in theory at least it should not have changed. The
only thing that might have changed is the relationship
of those objects to each other as you go through the
metal detector, So it is possible to go through once and
be detected and go through again without much change
in the configuration of those items and not be detected.

One final comment: in doing testing it is very impor-
tant to have a clean tester. That doesn’t mean some-
body who just goes through and doesn’t alarm the de-
tector; it means somebody who goes through without
anything to add to the signal besides his own person.
Any other questions?

(No response.)

Thank you.

(Applause.)

Mr. Burnett:

Thank you, Lyle.
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Before 1 start, I would like to thank Priscilla and
Elizabeth and their staff and their colleagues for a won-
derful job on this symposium.

(Applause.)

If you look on the speaker’s schedule, you will notice
that Ralph Schellenbaum was supposed o give this
talk. Ralph is ill and so I am standing in in his stead.

Currently I am working on the enhanced sccurity sys-
tem at the Baltimore-Washington Airport. So 1 am
leaning toward the FAA viewpoint on X-ray technol-

ogy.

Actually, some of the airports in the world--Kores, Is-
racl, Saudi Arabia—open a large percentage of the
baggage that comes through. It is not unusual to have a
large proportion of the items examined.

We are trying to do essentially that, but in a very ele-
gant way. We don't want to upset the passengers or, in
your case, your employees, but we do want to do a thor-
ough search.

Lyle was talking about the importance of a threat state-
ment. I always like to have a threat statement if T am
going to talk about security. You can consider the ad-
versary, define the contraband, and determine what ac-
tions the adversary is going to take; this gives you your
threat. It is pretty generic. But the thing is covert move-
ment of contraband. That is what our system is looking
for.

Another thing that is obvious is that X-ray machines
don’t detect anything. The detector is your operator
who also does an assessment. When you inspect the
system and you only inspect the machine, you are prob-
ably looking at five percent of the X-ray system. The
operator is the remaining 95 percent. If the machine is
operating, that’s fine; if the operator is not operating,
forget it, the contraband detection system is not work-
ing.

You have run into situations in your plants where you
can walk up to the securily access area and run some-
thing right past the screening operator. The FAA in-



spectors test personnel at airport screening points
often enough to know that the operator is the system,
not the machine.

[Mr. Gould's slides are contained in Appendix A to this re-
port.]

The newest item in X-ray technology is computer
tomography, which is on its way to the market. The first
instrument will be on the market about April of 1990,

Transmission X-ray, which is the single-beam, single-
detector array system, is what you normally have in
your plants right now. It is what #0u see at the X-ray
screening points at tie airports. The item passes be-
tween the detector array and the source. It is the typical
X-ray system. The essential element of the system is
the single-beam, single-detector array configuration.
The normal image is high-contrast black and white.

You have heard in the presentations about how gre-
nades can be made. A grenade can be made out of &
camera; a grenade can be made to look like a lens.
Those kinds of problems show up and are what the X-
ray operators have to be aware of und spend a lot of
time determining what is and what is not contraband.

The siz.gle-ocam, dual-detector array system is what
Astrophysics s calling their E-scan. This system re-
cords two energy peaks in its two detector arrays, one
array recording the energy levels. This is kind of “now”
technology because it's available. It also provides a
black and white transmission image.

With the E-scan: blue indicates metal, a high atomic
number; orange indicates organic, a low atomic nam-
ber-—carbon, oxygen. nitrogen. Green represents total
absorptioi. —a thick piece of plastic or explosives or
thick metal.

Another type of X-ray system is the single-beam,
single-detector array back-scatter system. The trans-
mission X-ray systems produce back-scattered elec-
trons. That’s the nature of the physics of these X-ray
systems. They are just not designed to detect the back-
scatter X-rays. This particular back-scatter system is
produced by AS&E, [American Scientific and Engi-
neering).

Their typical system has the transmission-detector ar-
ray and the back-scatter-detector array. They first built
this system with the idea of detecting a weapon behind
a piece of obscuring metal. The technique works be-
cause the back-scatter image improves as you go up in
atomic number. When you get up into the metals it is
much more effective than it is with carbon, oxygen, and
nitrogen - plastics or explosives.
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AS&E has come out with an explosive detector that
puts two of the beams together, opposing beams. The
reason for this is that if you have a single beam and the
suitcase is placed way over on the edge of the belt with
the explosives on the outside, you are not likely to see
them, because the back-scatter image is not that
strong. So, AS&E has used two imaging systems to
counter that problem. What you end up with is the
transmission image —typical black and white high con-
trast—and the back-scatter image. You can see the dif-
ference in picking up materials with low Z [atomic)
numbers. Again, if you can put the package far enough
away from that detector array, you probably won't see
it

The last concept in X-ray technology is computed
{ ;omputerized] tomography. imatron technicians in
California are developing this technology. Imatror.’s
forte is fast-scan tomography for the medical field; it
has a niche in that market. Imatron has produced a sys-
tem for the Army to use in medical field hospitals and it
18 taking that particular technology into the baggage
examination arca. Imatron has produced a multiple-
detector array with the detector mounted on a collar so
that the array rotates. It is really just a single beam
moving around on the collar,

For example, if you had a bag of explosives, the process
would produce a picture showing the bag in cross sec-
tion by first electronically detecting the variation in X-
ray transmission through the bag at different angles
and then using this information in a computer to recon-
struct the X-ray absorption of the materials at an array
of points, vertical slices, representing the cross section.
This provides 3-D [three dimensional | information. All
the other X-ray systems provide 2-D information. This
3-D information is constructed with computer soft-
ware. All of these images are produced via a very ele-
gant software package.

The neat thing about computed tomography is that you
can pick up detonators and wires. If you have a bomb
and you run it through this X-ray system, you can deter-
mine just how that whole thing is laid out. The only
problem with it, from our perspective, is it’s slow. Each
scan takes about five seconds. If you need 30 scans, you
are up to 150 seconds. But this doesn’t mean it doesn’t
have an application. Computed tomography could be
used in a system, for example, where you have lots and
lots of baggage at a large airport. After you have nar-
rowed the suspect bags down to one percent of your to-
tal bags, then the CAT-scan system could be used in
the final analysis.

Imatron is considering developing what they call lips-
to-hips in 60 seconds. It wants to be able 10 scan a hu-
man body in 60 seconds. If Imatron comes up with that
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technology, computed tomography will become much
more amenable to our FAA applications.

The present X-ray technology has enlargement, or
zoom, capabilities. The assessment of an image and de-
tection of contraband is determined by an operator.
The most important thing to a successful operation is
operator efficiency, how well the operator is trained,
how wide awake he or she is, what kind of abilities he or
she has to analyze pictures.

It takes 6 seconds for the image io pass through a stan-
dard X-ray unit. | think that the average time that an
x-rg operator in an airport has to look at an image is
3-172 seconds. There are systems that have a two-tier
operation. One operator is by the machine and another
operator is sitting in a remote booth looking at the
same images. The operator in the booth might be look-
ing at the images from three machines. A system like
this that we know of is being used by United Airlines at
Chicago, Denver, and San Francisco. United people
claim that about half their detections are made by the
person in the booth, | don't know how it is done—
somehow the brain works that way,

Another problem, of course, is the variety of contents.
In NRC applications you have pretty consistent con-
tents coming through the X-ray machines as compared
10, say, at the screening point at an airport where every-
thing imaginable s seen. | mean literally everything,
An airport in Alaska had a case where a baby went
through the X-ray unit. Another case occurred when a
guy had doped his dog and put it in his carry-on bag-
gage. They saw these little bones. They opened the bag
and there was the dog.

It 1s obvious that the rate at which items pass through
an X-ray unit is always going to be faster than the time
required to open and hand-search every bag, but that
rate can vary from very slow to very, very fast,

The contents can be uniform or cluttered. In the air-
port setting it is almost always cluttered. By clutter we
mean from hair spray to umbrellas to dogs. The opera-
tor sits there and does an exception analysis. “It"; obvi-
ous."” the operator says. “Oh, | know what that is; that's
hair spray; that's a purse, a key chain.” You understand
how difficult the job is when you talk to the operators
and watch them operate X-ray machines. When an op-
erator says, “I don't know what that is,” that's when
they open the bag—or should.

How an operator examines images is important, be-
cause I think that is what is going to happen when we
start automating image processing.
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Let's go over a little of the presentfuture X-ray tech-
nology. It is not really future technology because some
of it is here now. E-scan technology in which
color— green, blue, and orange —relates directly 1o the
detector array values is available now.

There are improved operator consoles. 1 saw one that
Scantech has produced that has pressure-sensitive
switches. You can zoom by hitting the pressure pad.
You can change the contrast by running your finger up
and down another switch. You can change color; you
can introduce color.

When considering these newer items, it is important Lo
decide how it will enhance operation of your system. Is
it going 10 cause the rate 1o go faster or slower? The
new technology is designed by engineers and they have
not consulted the customers, the person that operates
the X-ray machine. Most of these manufacturers, if you
ask them how much human factoring they have done,
or how much consulting with the operators has been
done, they will tell you none. An engineer designed the
system. If 1 were interested in # system, | would never
buy it or use it until I had an operator sit down and go
over it—or two operators, Or I would go to a place that
is already using it and inquire about operator concerns.

The high-low Z discrimination, back scatter, and E-
scan —~image enhancement via software—as 1 dis-
cussed when | talked about computerized tomography,
the Imatron system, are not cheap systems. The more
information you gather and the more complex the soft-
ware and the more options you pick, the more you are
going 1o have to increasze unit cost. That'’s just obvious.
The more stuff you add when you buy your system the
more it's going to cost. Software is not cheap. We all
know it costs more than the hardware.

More software means more maintenance, a larger sup-
ply of spare parts. You are going to have 1o have people
who are familiar with software to be able to sort out
what's going awry. You talk to the software expert and
its hardware, vice versa. But you have 10 have some-
body who knows how to find out what is wrong with
your machine and knows how to put it back on line.

Assessment and detection are still an operator's job.
We haven't changed that. We are not smart enough yet
10 have done that. There are aids out there, but if you
are not careful, they are going to degrade your system
rather than make it better. I don't believe you are ever
going to do away with assessment by an operator.

Future X-ray technology will take over some of the
things that operators do. It will include exception-
driven methodology. The computers will be able to
throw things out; they will have librarics built into the
program so that they can examine and recognize a hair-
brush or whatever.



inhanced graphics will get us out of the black and
white images and more into 3-D and color; more into
real-life presentations. Similar 10 what we discussed
carlier, but even better than that, I would assume.

Now we are talking about really expensive software/
hardware startup costs. We are talking about machines
at a quarter of a million to a half a million dollars.
These machines will require dedicated maintenance.

Fven with all these enhancements, an operator still has
to make an assessment, not necessarily deiection. Now
maybe we have an operator who can go to sleep until
the bell rings, but when the bell rings, it is the operator
that determines what it is the machine is ringing the
bell on. That might be worth all the other expense. It
probably will be.

Let me finish up with a little bit on lifetime costs. Don't
get tied up with initial hardware costs. Look at your
lifetime costs. If you are going to buy an instrument, try
10 at least exceed the regulations that exist now be-
cause regulations are going to change, get tougher. If
you can buy that machine, buy it, but make sure it is go-
ing to do something for you. Remember too that if the
machine decreases the rate of processing, it is an added
expense. If it costs you more time to put people
through, it is going 1o cost you more money. These new
systems are going to require that you have operators
that are very well trained. Operators are going to have
to be much more professional than they are now; con-

X-Ray Interpretation

the bags were opened and what was found. Then we
can determine what 1s the real security risk at that par-
ticular screening point, at a particular time of day, or
with a particular operator. At least we will have that
kind of information.

With that information, we change our system; we can
go back and check it again; we can decide if we did or
did not improve our system. These are a few of the
things that you need to think about as you move into
the newer systems. Just be careful that you don't bite
into something that bites back.

Are there any questions?
(No response. |
(Applause.)

Mr. Burnett:

Thank you, Don,

We have saved the best for last. 1t is my pleasure 1o in-
troduce Dan Hoban, Supervisory Security Specialist
with the Munitions Countermeasures Section of the
United States Secret Service. He is responsible for the
Service's rescarch, development, and deployment of
technical countermeasures against weapons and explo-
sives.

X-Ray Interpretation in Explosives and
Firearms Detection

Mr. Hoban:

sequently, the expense of wages is going to go up. The
maintenance expense will go up too because these ma-
chines are going to take a lot more maintenance.

The last life-time cost 1sn't as obvious. 1 didn’t think
about it until 1 started going over this, but risk - risk is
an expense 1o your system. Here's why.

For any system you put together, you have a built-in
risk because no system can offer 100-percent detection.
Under ideal conditions, you have an acceptable risk.
However, we well know thiat an acceptable risk exists,
and if the real security risk is too far away from the ac-
ceptable, you have a terrible expense on your hands.
You may have 1o throw the whole X-ray system away.

In most cases we have found that there is no data on the
actual risk. We have to collect data during the airport
study before we put in a new system. How can we judge
a new system? How can we say we improved anything
uniess we know how the system operates today? We are
attempting to build a system whereby we can take the
actual X-ray images and run them through a computer
software program that will tell us the areas where con-
traband could have existed. At the same time we collect
that information, we have to determine which one of
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Commercials are always first even when you're last. As
my colleague Ron from the Secret Service Technical
Security Division said yesterday, basically we are re-
sponsible for the physical security features involving
protectees of the Secret Service, and most importantly,
the President of the United States.

[Mr. Hoban's siides were not provided for distribution. ]

Perfect or absolute security is the goal of the Secret
Service. However, we realize in this country, in a demo-
cratic society, that it is not going to happen. | am not
going to stand up here and tell you that you can't defeat
our security. What I am going 10 say 1s we are attempt-
ing to make it as difficult as possible.

We firmly believe in a systems approach. I think that
has been brought out time and time again this week.
Frank Conrad said it the other night at the reception.
He said he prefers a five-nickel approach versus a quar-
ter approach, not having all your assets proiected by
one system. An X-ray system is just that. It is just
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another 100l 10 be used in your entire physical security
program.

When we are talking about physical security from my
standpoint, we are not only talking about our fixed
sites, for example, the White House. But we are also
talking about protecting, for example, Air Force One
when it is on travel status.

Generally, X-ray systems are used at two separate
types of locations. One is & fixed-site gwmkm. an ac-
cess control point, the same as any of your facilities.
‘The second type of locations are remote delivery sites,
for lack of a better term. We have set up a procedure
where packages, mail, parcels, equipment, supplies
cannot be delivered direct to our system. They are de-
livered 1o a warchouse and screened.

An X-ray system is used at access control points, such
as the main Treasury Building or the White House, ba-
sically to stop the walk-in threat. Somebody has got to
carry the weapon or explosive in. We are not using an
X-ray system at an access control point for somebody o
drive a cer into it Vehicle inspections are entirely dif-
ferent. At certain high-threat areas, we might have the
people unload their vehicle so we can X-ray the con-
tents at the access control point, but we haven't moved
forward 1o the point that we are looking at total X-ray
of vehicles and things of this nature.

In addition to that, we believe that any X-ray system
just like any other overt physical security feature—a
gate, a guard booth, an officer, a panic button, all the
things of this nature — provide an additional mental de-
terrent,

I can’t give you statstics like Lyle did today on how
many weapons have been found by Secret Service, be-
cause quite frankly I don't know. But what | can say is
that Lam confident in my mind that the use of an X-ray,
a magnetometer, a locked gate, things of this nature,
deter individuals. T think that 1s a very, very important
part of operational security. 1 think we overlook that
sometimes.

I firmly believe in the physical deterrent of an access
control point. If the guards look sharp, they act sharp, if
the equipment is clean, if the area is clean, if you have
this imposing X-ray machine —1 could stick an “explo-
sives detection™ sign on this podium and suck a little
probe out the left-hand side~will that deter some-
body? 1t probably will. 1s it going to deter your threat?
I can't answer that.

[ talked about an X-ray system for our mail delivery to
detect package bombs and things of that nature. How-
ever, there is absolutely no deterrent from a system like
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this. The bad guys don't know it is there and even if they
do, the only thing they are risking is that we will find the
device. We have a log-in room and people log the pack-
ages and X-ray them, things of that nature.

We are not only looking fer hazardous devices. Can you
believe that the President gets a lot of mail? 1 was
amazed at the people that write the President and the
First Lady and the Vice President and the Secretary of
the Treasury. Everyone writes them. We get some
strange letters with some strange contents.

We have adopted a system using a video telephone
hookup so that we can link the signal from our remote
delivery site back to my facility for instant examination.
It 15 a relatively inexpensive system. It is only about
$8.000 10 $12,000, and it has saved us a lot of response
time.

What I am talking about is the visual recognition. Mail
comes in and a special officer examines it and secs the
words “death before dishonor.™ s the sender a nut?
There is no return address. The officer X-rays the
package. Is it a hazard? No, it isn't a hazard, But isita
threat? This is an additional responsibility that we
have. If you can imagine the worst things you could pos-
sibly stick into a package and mail to somebody, at one
time or another we have had it. We get letters consis-
tently from the other side of the criminal justice sys-
tem. You recall the criminal our luncheon speaker
talked about that is not going to get out of prison. Well,
he's got to have a pen pal. So why not the President and
the First Lady.

Quite a few years ago, before my time in the Secret
Service, there was a campaign in New York City where
FALN [Puerto Rican Armed Forces of National Lib-
eration] was mailing letter bombs. Are they threats?
Are they reai? You're darn right they're real. A letter
bomb is a significant threat. It's a significant threat in
the United States.

Do they kill? They Kill. You have 1o stop them before
they reach their destination. A letter bomb is not going
1o go off during the handling process 99.9 percent of
the time. It is going to go off when it is opened. Nor-
mally it s either the intended victim or if the intended
victim is high up in the organization, a CEO [chiel ex-
ecutive officer| or whatever, it's the secretary.

Define your aggressor. 1s it a terrorist group, environ-
mental crusaders, antinuclear protestors? Or is it a
person criminally motivated by financial gain? A dis-
gruntied employee -1 see that as a major problem.

Regardless of the threat, at a certain po'nt the aggres-
SOrs are going to have to penetrate your security—I am
talking about weapons and explosives. They are going



1o have 1o try 10 beat your system, confuse your search
procedures, and somehow get into your plant. That is
walil YOU are trying to protect against.

Laun going to et into the training aspect. ! can't get into
specifics of what we do for our people, but | want 1o try
and give you a general overview.

Historically in the United States sur threat has been
the lone gunman. The President has not been attacked
by an organized terrorist group 1o date. The intelli-
gence is there, and that's the key. Without intelligence
YOu are not going to stop an organized terrorist attack.
But I believe that the lone bomber, the lone nut, the
lone psychotic, is no different than the lone gunman,
the Hinckley. I believe that the lone bomber's weapon
of choice s still going to be, in the United States, the
pipe bomb. I am not going 10 talk about the interna-
tional threat because we dwell on that too much; I think
we need 1o bring it back home.

The pipe bombs will have blasting caps. They are easily
obtainable. You might see them and you might not, If
it's a pipe bomb, most likely you are going to see some
type of improvised biasting cap—a flashbulb filled with
black or smokeless powder - very simple to make.

Last Christmas we had an incident in Chevy Chase
[Maryland]. Some diplomats’ children blew themselves
up making pipe bombs. Where were they getting the
information? They were getting it off a computer bul-
letin board. That's an open source of information, la-
dies and gentlemen. This is what you are facing.

Throughout the years we have seen different pipe
bombs and explosives devices in the United States.
Nothing fancy, just batteries, power supplies, capaci-
tors, things of this nature.

Throughout this symposium | think the one thing you
have picked up is that there are an infinite amount of
watys 1o conceal a bomb, It is only limited by the ingenu-
ity of the builder.

Letter bombs are concealed bombs. You should be
able to detect one on a standard transmission X-ray as
long as it is not in high-density confusion. One scenario,
the office party, is this employee bringing the booze 10
the office party or did he just get notified that he was
fired or that he didn't get that $1,000 Christmas bonus?
The disgruntled employee, is it a package bomb? Quite
possibly,

Two or three vendors are doing some work. One ven-
dor carries in a briefcase. Can it slip through? You can
put 50 sticks of dynamite in a simple government brief-
case, and that's a cheap briefcase. Government-issued
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telephone left behind by a vendor. Very simple.
Pick nt .&:nisit? It's very simpic. These are old
devices. 15 NO magic in this.

We used my umbrella as one of the test objects. s it my
umbrella or is it the way | am going 1o defeal your secu-
rity? Grenades can be concealed. They can be disman-
tled and hidden. You can take the fuse out of the gre-
nade and put the body in something else. You can mold
it into a handle.

Don covered the handguns extremely well and so did
Lyle. It is easy to conceal a handgun in an X-ray - high
density confusion. I'm not going to get into specifics,
but go back and experiment. Take some standard note-
books, pile them up on top of each other in a briefcase
and put the handgun in different locations. Slide it up
on the side. Just run it yourself. You're going to be
amazed at the results.

Read the specifications—that step wedge is great, but
guns aren't made out of step wedges. Yes, it meets the
specifications, but does it meet your real-world envi-
ronment?

The training for the operators at fixed-site access con-
trol points is identical except for one thing: For the ac-
cess control point, we strongly believe in profiling by
the officers. It is not an exact science although it is get-
ting better. There is a tremendous amount of work be-
ing done down at the FBI Academy on profiling the
tomber, profiling the arsonist, profiling the lone assas-
sin. The Nuclear Emergency Search Team does tre-
mendous work in profiling, as have the Israelis.

What we are trying to do is institute some type of profil-
ing system. If you haven't figured it out yet, all X-ray
machines can be defeated. The only thing you have to
know is how the machine works, or determine the train-
ing level of the operators. That is all part of the target
analysis that you have heard mentioned today,

What's the weak link? 1s it the machine or the operator
or a combination of both? s it lack of training, incon-
sistent training.

The three things we “key on.™ The first is to train the
tramners. We all have former EOD [explosive ordnance
disposal] backgrounds and electronics backgrounds,
but what did we know about looking at radiographs?
We receive our training from the industrial radiogra-

phy experts.

Then we came back and we talked to the Navy and we
asked those people what the most important aspects
were. They talked about basic radiation physics, how it
works, why the array and why the tube and why the de-
tector are lined up the way they are. We talked about
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radiation safety. We have even gone so far as to put
area monitors on our cabinet-safe X-rays. Why? Be-
cause it makes the operators feel better.

Then we concentrate on X-ray in tation. External
recognition points, we spend a lot of time, probably an
inordinate amount of time, on deciding if the package
fits what is written on it. If it is from Mary Smith, does it
look like Mary Smith's writing, is there a return ad-
dress? The old . Is the package oily? Is there
excess postage on it? We get confidential statements
all the time—*“To be opened by the President only.”
Things to key on before it even gets into the machine.

1 think we have 3§ slides of different power sources that
can be used with explosives. I've only brought two here.
What 1 want 10 talk about with regard to the power
sources is very simple. We can't teach our operators (o
understand every piece of equipment that they are go-
ing to see. We don't live in a finite environment like
that. We believe, however, that we can attempt 10 let
them know what should be in a calculator, what should
be in a Betacam, what should be in a 35 millimeter cam-
era. A 35 millimeter shouldn't have a 9-volt battery in
this configuration. These are things that we are trying
to explain to them, We go over it time and time again so
they will be able to pick out the different batteries.

Does an AA battery beiong in that device? Does a
VHS have D cells or should it have a gel cell or should it
have a dry cell? What does a rechargeable battery pack
look like? These are the things we key on with our peo-
ple.

We are dealing with law enforcement officers and spe-
cial officers who have very little understanding of elec-
tricity and electronics. We just give them basics ori what
a capacitor is and how it works, how long it can hold a
charge, and where it should be on the board.

We do two things with different types of flashbulbs and
light bulbs. One, we show them basic light bulbs. Two,
we use inert black and smokeless flash powder. Then
we show them what it looks like when it is filled up.

We have a wide array of blasting caps. This one right
here is a Minidet. If you put it into a circuit board, you
can't tell if it’s a cap or if it's a diode. It is extremely
tough 1o pick out as you are looking at it on X-ray. We
look at the bridge wires, should that electronic equip-
ment have a crimp contact like that? This training
works extremely well when we are talking about the un-
sophisticated threat. We live in a society where you
have to constantly anticipate the threat. | am here to
tell you that in today's environment a sophisticated im-
provised explosive device either in high-density confu-
sion or hidden in this type of equipment 1s not going to
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be detected under normal standard transmission X-ray.
Ladies and gentiemen, you are not going to see it.
That's a fact.

This is & VCR camera, an RCA. This is the same type
with a battery pack right here. Is there anyone in this
room that can tell me if that's a bomb in this one, or if
that's a bomb in the other one? 1 can stand up here and
tell you that there is an explosive device built into this
camera. The interesting thing about this is that this
camera still functions. You can sull run the tape
through it, but the minute you push the button 1o start
the tape it starts an additional timer built into the cir-
cuit board and it holds about three ounces of C-4
molded into the lens. The one with the S0 millimeter
lens has been modified behind the lens and on the
autowind. The point 1 am making is it will get through
every time if you just use sta transmission X-rays.

Can you see a difference in these two Sony Walkmans?
They are different manufacturers. Would you or any of
your operators stop either one of these devices coming
through? This is the device. You have to look real close
at this one. Once agair you are going to have to take my
word on it. It has been modified right in this area o
work off the existing electronics. The jack mike was the
safety and arming switch. Here is a device in a Marantz
recorder. Same thing, the explosives are underncath
the battery.

1 am not going to beat this 1o death, but 1 just want to
say that we have taken the posture within the Secret
Service that you need a systems approach. Whether
that system is a standard transmission X-ray or an X-ray
that highlights explosives in some manner, either back
scatter, the E-scan, the Z-scan, American Science and
Engineering, or Astrophysics, you need an additional
tool other than the standard transmission X-ray if you
are going 1o defeat the concealment of explosives.

An additional tool could be the fact that on all elec-
tronic equipment coming into your facility the power
packs are removed, the batteries are removed, and
then the item is X-rayed again with a nonlinear detec-
tor 1o find out if you have still got something in there.

A systems approach is what 1 am advocating. Aggres-
sive, professional officers are necessary to defeat this
type of threat.

Having said that, | will go back to my original statement
that 1 still firmly believe that the major threat in the
United States until it is proven otherwise by an increase
in terrorism in the United States is still the pipe bomb
or the simple dynamite bomb.

1 caution you to look at your design-basis threat from
the perspective of some type of cost-benefit matrix.



You're in the public sector; the bottom Line is dollars.
You've got 1o get more bang for your buck. Believe it or
not, our agency is that way because we are a relatively
smal! agency. We spend a lot of time looking at things
versus just going out and buying them and trying them.
When we buy something, it has to work and it has to last
for about 15 or 20 years. That's the environment we
work in,

Once again, access control points versus the officer
working in the mail room or the package room. I will go
hack to what my colleague Ron talked about yesterday.
If you pay your security force well, treat them like hu-
man beings, give them a lot of training, and back them
up when they make a decision, you are going to have a
better product. He or she has to have the authority to
deny entry until that person is either sure in his or her
mind that no device is present or a competent supervi-
sor relieves them of that responsibility.

I see it in our environment. | see it everywhere. Too
often you can bluff your way right past security officers,
and a lot of times it is because we as supervisors don't
back them up. I don't know if it can be changed, but 1
firmly believe that the more you back them up and the
more training they get in this environment the better
off you are going 10 be against any threat.

Bill McCarthy was a legend with the New York City Po-
lice bomb squad. 1 think he really summed it up. Bill
was addressing a symposium of international bomb
technicians. He simply stated, “It's a bomb until it's not
a bomb.” That's the philosophy of the New York City
Police Department’s bomb squad. If T can advocaie
anything, it is change the rules before you get some-
body hurt.

Intuitive nature of the officer at access control points.
A lot of times this 1s still the ultimate in today's world.
That's the human factor. But is this cost-effective? I'm
sure it s not in your environment, bat it is for the Presi-
dent of the United States.

We use a systems approach to testing just like we use it
for everything else in physical security. Pre-training
testing, the actual testing of the officers while they are
going through training, post-training testing, and then
what we call positive reinforcement techniques.

Pre-training testing, we found, allowed us to identify
the duration of the course and the scope of the course.
We were surprised. The officers knew a lot more in cer-
tain arcas than we thought they would and inverse on
other things. Testing during the training phase allows
us to make sure that the course objectives are being ful-
filled. We have daily critiques, actually testing the offi-
cers while they are going through the program.

Closing Remarks

Post-training testing in an operational environment
confirms that we have met the course objectives.

Probably the most sensitive issue that we get involved
in is testing. Is it fair that Dan Hoban, who knows the
machines and knows how '0 beat them, builds that
Betacam, which he knows the machines won't detect,
1o test the cfficers? We've heard speaker after speaker
talk about the limitations of the ctometer and the
limitations of the X-ray machine. That's because they
know everything abo st the machine. All the bad guys
you are going 1o face, do they know everything there is
to know abou; that machine and how to beat it? Do
they know if * ou stick the bag six inches from the detec-
tor array on an American Science and Engineering sys-
tem that you arc going 1o lose some of the hack-scatter
image? Or in the Astrophysics Research, in the E-scan,
if you put it in a highly cluttered environment, every-
thing will be orange?

What | am saying is your testing has to be realistic based
on your threat. It has to be non-punitive. We don't be-
lieve in punitive testing for reinforcement of training.
We will pull the officer aside; we will work with his ser-
geant. He just might not be adept at watching an X-ray
machine; that doesn't make him a bad police officer.

When you do your testng against your systems, re-
member that you know the systems. Try and take a step
back and think as the aggressor. How much informa-
tion could he have about your system? Could he have
Aone the target analysis enough to identify the specific
system that you use?

Thank you and have a safe trip home.
(Applause.)

Closing Remarks
Mr. Burnett:

I'm the last speaker. | guess | was the first. I would like
1o solicit any more questions at this time that we could
hopefully shed some light on.

(No response.)

Before 1 wrap it up, I would like to take just a minute to
thank the many people involved, and in particular 1
would like to thank you, the attendees, because without
you I would have had no symposium. I would like to
thank the many speakers and agencies that gave tre-
mendous support to this effort. And I would like to
thank MayaTech.

Last, but certainly not least, 1 would like to thank the
NRC Commissioners that helped support our first
symposium and the many staff people who have been
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involved. 1 particularly want 1o thank Priscilla Dwyer
who is sitting up here on my far right. She was the lead
person in putting this together and | personally think
she did a marvelous job.

(Applause )

Dan mentioned that we were going to have an explo-
sives demonstration. That is very troe. 1 attempted to
get this seminar held by midsummer; because of con-
tracting and other impediments, we weren't able to do
that. | knew the weather wouldn't be right. If we do this
again, we will pick the timing better. We have already
laid the groundwork to have an explosive demonstra-
tion.

I would like to take just a minute and maybe wrap up at
least what I heard at this seminar,

One, detectors are not perfect. | think we all recognize
that. However, at our facilities you are required to have
a defense-in-depth system. You have equipment and
you have pevsonnel. | think this precludes the depend-
ence on any one system and deficiencies that are associ-
ated with that single system. Therefore our detectors
are just an additional tool to be used. Understand their
limitations. Also understand that they have a deterrent
value. I think the rémank dhai Dan made about putting
a probe on this podium and marking it a detector would
kind of discourage at least some level of adversary.

I also predicted there would be conflicts between the
technigues that you would hear about today, animal
versus machine. 1 think both have their place. 1 oo
came from the Secret Service and I had the honor of
writing the first memorandum back in 1971 or 1972
which recommended setting up the K-9 Corps.

I think we noticed that the K-9s would noi work in a
routine environment where they check person alter
person after person. Equipment, even with its many
deficiencies, does that best. However, we also saw,
from the test that the FBI ran, that equipment doesn't
work that well out in the middle of an open area, and
that is where “he dog performs well. So look at your en-
vironment and pick the tool to de your job.

1am happy to see that there is a lot of research going on
in vapor detectors, particles, and X-rays. 1 think that
each may have a useful place.

We also heard about terrorism. We heard about the
policy of fighting terrorism; we heard about the diffi-
culties associated with it; but we also heard fron: the
FBI that, to date, we have had zero terrorism in Amer-
ica in the past couple of years. We have had none di-
rected at your facilities. 1 do not believe that should

NUREG/CP-0107

3-36

lead us to complacency, which is the reason NRC cre-
ated the design-basis threat. We were fully aware that
we had not scen a threat developed for targeting your
facilities. So that's the way we define our goals.

I think we also recognize both from the newspapers and
from our presentations that the American Govern-
ment must a watchful eye to the south of our bor-
ders. | pe am very concerned about what drugs
are going 1o do throughout the world and what it is do-
ing in American society.

I think you heard over and over and over, human inter-
face, training. Actually, that is the whole theme of this
symposium. It has been behind us every minute that we
have been here. It is important that you take what you
have learned back to your facilities. It is important to
pass it on to the people who are running your machines.
Tell them about the bombs that you have seen here in
various formats. Tell them how hard it is see a minicam,
Tell them to question the entrance of that device into
your environment, to look for small differences. It is
difficult training, but it must be accomplished.

I persenally would like 1o hear (1) how well you have
received this training and (2) how well it is passed on 10
your operational forces back at your individual facil-
ties.

Was this seminar worthwhile? That's the bottom line.

The training information that we distributed, is it
worthwhile to you? You might be able to answer that
today on your critique sheets. I would like to hear in the
future whether it 18 worthwhile to the people at your
home ports. Give them a chance to ook at it. Sit down
with them, explain it, and give me feedback on whether
We can improve it.

Should we have other seminars like this on subjects like
this or any other subject? This is really the first attempt
by NRC t0 make available 1o you, our licensees, the
knowledge that is available to us from the other agen-
cies.

What subjects do you want covered? Let us know.

What else can NRC do to raise your level of compe-
tency? Itis high. It is probably the highest of any com-
mercial facility in America. What can we do to make it
better?

I guess that sums up what I have to say. I thank you all
for attending With that, 1 will be looking forward to
your critiques.

(Applause )
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TERRORISM AS A CRIMINAL ACT

Law enforcement can exert 4its dinfluence over terrorism by
displaying a professional and prepared posture in the face of
this extra-normal violence, Rather than attempting to invent or
develop @ new course of action for combating terrorism, law
enforcement will be more successful wusing and massaging
established crime fighting procedures, These well established
procedures include initial intelligence and detection, srrest and
technical interdiction, and forceful prosecution, The successful
use of these tried and true law enforcement techniques will not
only result in arrest and prosecution but will also provide @
veil of deterrensce. This deterrence is based on a demonstration
of what law enforcement can do and what we are willing to do.
Deterrence is eritical to the process of conditioning what the
terrorist thinks we can and will do in response to an act of
terrorism,

The successful use of law enforcement technigques requires the
general agreement that terrorist acts are eriminal acts. We must
separate the political, ideological and religious motivations
from the criminal act., The terrorist act must never be accepted
by law enforcement as random and indiscriminate. The victims may
be random, but the act was conceived and calculated and its
execution represents a criminal act. The target group for a
terrorist act is always wider than the immediate victims,
Killing innocent people to make a political or sociological
statement is a complicated, calculated act and bears the imprint
of a criminal atrocity - a heinous crime.

TERRORISM

TERRORISM IS THE UNLAWFUL USE
OF FORCE OR VIOLENCE AGAINST PERSONS
OR PROPERTY THROUGH A CRIMINAL ACT
DESIGNED TO INTIMIDATE OR COERCE
A GOVERNMENT, THE CIVILIAN POPULATION,
OR ANY SEGMENT THEREOF, IN FURTHERANCE
OF POLITICAL OR SOCIAL OBJECTIVES.

TERRORIST BOMB THREAT

HIGH EXPLOSIVE MOBILE BOMB
SUICIDE DRIVERS

ACCURATE LON® TERM TIMING DEVICES
RELIABLF RADIO CONTROL
AVAILASILITY OF EXPLOSIVE
ERTLUSIVE TRAINED ASSETS
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1984
1985
1986
1987
1988

INTERNATIONAL TERRORISM

INCIDENTS/BOMBINGS

INCIDENTS BOMBINGS
3525 1728
3010 1527
2860 1498
3089 1501
3734 1622

Bosbings ere O non errorist sot

e R t~aosy

REGIONAL BREAKDOWN

Quigley

PERCENT

L9%
51%
52%
49%
busg

1988

has
23%

8%
17%
10%

Business Risks International, Ine.

1966 1987
SOUTH/LATIN AMERICA 60% 60%
EUROPE 20% 17%
MIDDLE EAST 10% 6%
ASIA 5% 12%
AFRICA us s
NORTH AMERICA 1% %
TARGETS
TYPE PROBABILITY
BUSINESS INTERESTS 52%
GOVERNMENT/DIPLOMATIC FACILTIES 34%
POLICE/MILITARY 12%
OTHER 2%
SOURCE:
NUREG/CP-0107 3
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BOMBING

A CRITICAL ELEMENT OF TERRORIST THEATER AND A FAVORED TACTIC:

FEW PERSONS CAN ACCOMPLISH
NO NEED FOR COMPLEX PLAN
TIME TO ESCAPE SCENE
SPECIFIC OR GENERAL TARGET

GOALS OF TERRORIST BOMBER

1) REDUCE PUBLIC CONFIDENCE IN GOVERNMENT, ESPECIALLY
POLICE AND MILITARY AGENCIES

CREATE PUBLIC CONFUSION AND FEAR

KILL TARGET; DESTROY PROPERTY

GAIN MASS MEDIA ATTENTION; GAIN A FORUM FOR A
STATEMENT OF CAUSE

sZwn
N

ESCALATION OF TERRORISM

BOMBINGS

A) HEADLINE ATTENTION REQUIRES ACTS O GRLATER
VIOLENCE

B) IMPROVING TECHNICAL PROFICIENCY

C) MORE RUTHLESS MEMBERS (SOCIETAL OUTCASTS)

D) GOVERNMENTAL DIRECTION AND SUPPORT

E) COMMUNICATION AMONG GROUPS

F) RELIGIOUS SANCTIONS

G) PUBLIC CONFUSED BY VICIOUSNESS

H) ANONYMITY OR PROCLAMATION

BOMBING STATISTICS
UNITED STATES
1983 1984 1985 1986 1967 1988
EXPLOSIVES 870 853 940 1033 1083 1094
INCENDIARIES U6 206 217 22 210 23
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The FBI Laboratory is an integral part of the anti-terrorism and
counter-terrorism programs of the U.S., Government. Involvement
runs the gamut from training aend research to forensic

-y investigation and operational support. When tasked by the FBI's

. Criminal Investigative Division, technology and technicians can : s
§ be swiftly sent to assist at an operational site or an i E

. investigative crime scene, )

The FBI's role in responding to the terrorist bomb threat is ;
Quite unusual, While the FBI has primery jurisdiction within the |
United States in terrorist matters, the organization has no
responsibility for render safe activities against an improvised
explosive device, The FBI does, however, through its Bomd Data
Center, have responsibility for compiling bombing statistics,
‘ publishing general and technical reports on bombs and render safe
; procedures, and conducting research into the positive use of
- explosives, It also administers and finances the Hazardous

, Devices School, the only civilian bomdb technicisn school in the
J% United States. The four-week basic course is complemented by an 7
C FBEI financed one-week refresher program every 1824 months, “

Regional bomb technician/bombing investigator seminars are also
held throughout the year,

W It i1s through this training function that the FBI exercises a
g strong influence over anti-terrorist planning and preparation in
the United States. The preparedness of the public safety bomb o
technician is nurtured by effective training, reliable research, “ﬁ»
adequate equipment, and a response information network. '

The FBI has a central role in each of these components while the :
nationwide public safety system retains the responsibility for 2
render safe operations and bomb disposal. The preparation of a .
bomb technician is designed to meet the bombing threat whether it 4
be organized crime, labor disputes, insurance plots or terrorism. :

The Laboratory Division possesses two self-contained bomb

disposal vehicles, one located at FBIHQ and the other at Redstone

Arsenal., The vehicles contain & state-of-the-art bombd containment ;
sphere designed to absordb the deadly pressure and fragmentation ‘ -
of an explosive device, Each truck also contains a bomb disposal

% robot and a bomb protection suit, X-ray equipment, explosive

. detectors, and a variety of disruption equipment are stored on
. the vehicles,

This equipment represents a response package designed to insure a
variety of low risk alternatives for the render safe operation.
The technical equipment supports the FBI philosophy of training
at the Hazardous Devices School - that mo hand entry render safe

procedure will be conducted unless a life is in {imminent danger
and there 13 no alternative,
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When this technical equipment is requested to support s public
safety bomdb squad in a special event or major case, the local
bomb squad retains responsibility for the choice of removal or
render safe procedure. FBI and HDS bomdb technicisns will assist
in the operation of remote technical equipment.

All direct operational support performed by the FBI Laboratory in
explosive matters must be in response to request from either the
FBI field commander or through him from a public safety egency.
All support is coordinated with the Criminal Investigative
Division at FBI Headquarters,

The Explosives Unit of the FBI Laboratory provides forensic
investigative support to all terrorist bombing crime scenes.
They also process bombing evidence for both Federal and locsl
Jurisdictions, Their forensic capebilities are enhanced by other
scientific elements of the Laboratory, such as the use of Thermal
Energy Analyzers and lon Chromatography. If a thorough crime
scene is conducted and samples are properly taken, the explosives
can be identified and reconstruction of the device can be
attempted, It is critical that samples and evidence be located,
even to the point of Xeraying victims' bodies for pieces of
components, A fully equipped mobile laboratory is stationed at

FBI Headquarters to respond to emergency situations and major
crime scenes,

For those terrorist incidents which occur beyond the borders of
the United States, the FB] has received jurisdiction to
investigate under the Protection of Foreign Officials Act and the
Comprehensive Crime Control Act of 1984, This new jurisdiction
in air piracy and hostage taking cases involving U.S. citizens or
U.S, commercial carriers has brought about @ new level of
international cooperation within the law enforcement community,
The FBI Laboratory 1is prepared to respond with technical
assistance when requested by the host government, This
assistance can be on-site forensic and technical support or the
processing of evidence at the FBI Laboratory. These forensic
science services must be coordinated with the U,S, Department of
State,
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HAZARDOUS DIVICES SCHOO!I

REDSTONE ARSENAL, ALABAMA

ESTABLISHED 1971
FBl Administered Since 1981

GOAL: Provide Render Safe (Bomb Disruption and Disposal)
Training to Public Safety Bomb Technicians

COURSE: Basic Course - 4 Weeks
Employer Pays Travel, Per Diem and Salary
Employer Commitment to Supply Essential Safety
Equipment

Refresher Course - 1 Week
FBI Pays Travel and Per Diem
Employer Pays Salary
Recommended Every 36 Months

HAZARDOUS DEVICES SCHOOI

BASIC BOMB TECHNICIAN  COURSE

SAFETY REQUIREMENT

EFFECTIVE JULY 1, 1987

The Public Safety Agency Sponsoring @a Candidate for Bomb
Technician Training in the Basic Course at the Hazardous Device
School Must Furnish a Signed Commitment to Provide the Following
Essential Safety Equipment Following Graduation or 1Include the
Equipment on the Agency Budget:

Bomb Suit

X-Ray Equipment
Disrupter
Demolition Kit
Quality Tools

N EwWwNnN —
N N N N N

ESSENTIAL SAFETY EQUIPMENT ALREADY POSSESSED BY A BOMB SQUAD WILL
SATISFY THIS REQUIREMENT
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BOMB TECHNICIAN S DETERRENT

It would be foolhardy for the United States to discount terrorism
88 @& threat merely because domestic terrorism accounts for less
than 2 percent of worldwide terrorism, The statistics
demonstrate that U.S, diplomatic establishments, military bases,
overseas corporate offices, and the people whe work in them
continue to be international terrorist targets, While we
continue our efforts, in concert with host governments, to
improve protection overseas, we should not misinterpret our
domestic statistics., Domestic terrorist incidents are declining
due to active efforts by law enforcement in preventing terrorist
scts, These prevention sctivities are being publicized so that
the American people will maintain their awareness of the
terrorist threat while a sense of confidence 18 engendered
regarding law enforcement as a deterrent,

Training 1is the most critical element in preparing a bomb
technician to meet the challenge of an improvised device, Skill,
competence and confidence can be accomplished through technical
training. There 18 no question that experience is a key factor
but it is not the only critical factor. The role of effective
training 1is to carefully scrutinize an actual render safe
procedure from a technical perspective so that a structural
diagram of the device can be reproduced for the bomb technician
community, For instance, in preparing for the Olympic Games, the
Bomb Data Center assembled a technical portfolio of international
devices, Bomb technicians were challenged to duplicate the
devices and render safe techniques were wundertaken 1in a
competitive manner wherein one team constructed a device and
another team was responsible for the render safe procedure,
Simulation in a training environment is an extremely effective
procedure for improving competence and inspiring confidence.

The success of this procedure rests on the unrestricted sharing
of technical data on improvised explosive devices. Many
countries, including the United States, place security
classifications on all information regarding a terrorist act or a
terrorist organization, There are very logicel ressons for these
security restrictions. Unfortunately, however, if the technical
information regarding the explosive device 18 buried wunder
security classifications our concept of simulation in training is
doomed, In an effort to minimize these restrictions, the FBI
Bomb Data Center has solicited technical information absent any
background data on the specific terrorist groups,. Most bomb
technicians are specialized personnel who do not need to know
identities of suspected members of a terrorist group or its
political aims, These are areas handled by intelligence officers
and investigators, But the bomb technician does want to know how
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& bomd was created so thet the intricecies of the firing train
can be painstakingly enslyzed for render safe purposes, "
believe we have been successful to some degree in uncovering
technical data but we also realize that there remains a large
body of technical information which is unfairly hidden from bomd
technicians because of the all encompassing characteristics of
security classifications.

A curious phenomenon occurs when a sufficient amount of technical
information is shared within the bomb technician community. The
myth of terrorism begins to erode as you study the design of
various devices, When the name of the terrorist group is removed
from the body of knowledge, when the actusl terrorist act in
which the device functioned is unknown, wher the emotion of the
political cause is streained from the technical data, the bombd
technician begins to view the bomb for what it really is, a
eriminal act, The massive worldwide media coverage of terrorist
acts has glamorized the criminal act*and has deceived the public,
and even law enforcement, into believing that terrorism is a
separate entity, Our bomdb technician community, operating from a
body of technical {nformation on devices, has the unique
opportunity to treat bombings as a8 criminal act, the nucleus
frequently obscured by labels,

The bomb technician's job is a complex technical job which cannot
be effectively executed by & transient population. The
technician must make a commitment of time to this profession. In
return, we must provide the technician with the best possible
training, both basic and refresher, to provide the necessary
level of competence and confidence, The technician must have
access to technical information to improve acquired skills, and
must have the best equipment to limit the risk inherent in the
improvised device, These are attainable goals and 1 believe we
are moving 1in the right direction of minimum standards for
training and equipment,

The render safe operation, whether it be a disruption or a
removal, should utilize all available technology including Xeray,
bomb suits, explosive detection canines, and bomb disposal
robots, Each phase of the operation must be conducted in the
safest manner possible, If the suspect package is not a bomb,
the render safe operation is a realistic training exercise which
can be evaluated, It is critical that the bomd squad procedures
follow the axiom formulated by the New York City Police
Department bomdb squad: "Until it is not a bomb, it is a bomb!"
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The minimal equipment for a bomd technician should be a proper
set of tools, an Xeray machine, a bomb suit, and & disrupter,
Ideally, & remote render safe procedure would include the use of
@ bomdb disposal robot and 2 bomdb suppression or containment
vehicle, Unfortunately, economics frequently dictate the
technical equipment available to a bomdb technician and may result
in escalating the risk inherent in @& render safe operation,
While we would expect responsible administrators to eadequately
equip bomb squads to safely provide a proper response, the fear
of ecivil 1iability is often the primary motivator and usually
follows a disastrous incident,

There has been a conscious effort since 1984 to publicize the
leve! of technology svailable to bomb squads., On the one hand,
administrators are alerted to the technology available while on
the other, the public is given a window into @ relatively unknown
segment of law enforcement, This is all part of the packaege of
law enforcement techniques and technology designed to assuage the
apprehension of the public and deter the bombing activities of
the terrorist,

It thould be noted that the highlighting of available technology
does not include the release of actual render safe procedures,
Prior to 1984 it was common practice that bomb squad equipment
and techniques be hidden from public or media view., During the
Olympic Games in Los Angeles, part of the game plan for
deterrence included a large scale show of force by public safety
agencies, It was we)l publicized beforehand, and the visitors
and spectators at the various events were conditioned to expect a
high level of protection, After-action reports indicated that
the public felt more secure seeing some of the protective
equipment of the public safety agencies. The FBI and other law
enforcement agencies utilized a similar approach at politicsl
conventions, the fortieth anniversary of the United Nations, the
rededicaction of the Statue of Liberty and the Pan Am Games. With
terrorism as & major concern, the public is reasssured by a show
of protective force, It is always difficult to evaluate the
effectiveness of deterrence, but we have not experienced a
serious incident at any of these large scale special events,

Bomb Squads within the United States are encouraged to follow
these principles in establishing their operational procedures:

1) Preservation of Life is Paramount

This applies to the citizen and bomb technician,
Protection of property should never be the
criteria for risking the life of a bomb technician,
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2) Procedures Must Be Clear and Consistent

The organization must have established scceptable
procedures for handling bomdb disposal/render safe
activities,

3) Training Builds Technical Competence

The level of technology in this field demands
constant acquisition of knowledge and practice
with equipment and procedures.

4 Decisions Based on Facts and Technology

Render safe decisions must be based on procedures
and available facts, Any operation must utilize
all avallable technology to insure the lowest risk
possible,

The bombt technician in America is part of the criminal justice
system, The techniques and technology of the bomb technician are
focused on the preservation of public safety. Jt does not matter
to the bomb technician that the improvised explosive device was
made and placed by a terrorist or an extortionist. They are both
eriminal acts which require a safe, professional response. The
ideology, politics, religion or distorted value judgments of the
eriminal do not intrude on the technically proficient response.
Therefore, the police bomd technician who maintains an adequate
level of technical training and professional preparedness is
capable of an effective response to a terrorist bomb. If it ie @
pre-blast scenario, this will hopefully be a successful render
safe operation, If it is post blast, the bomb technician becomes
@ critical player in the traditional law enforcement task of
gathering evidence necessary to support “ successful
investigation and prosecution,

In 1984, shortly after the bombing of the Grand Hotel in
Brighton, the Provisional 1Irish Republican Army issued a
communique which stated "you must be lucky all the time, we only
have to be lucky once." Effective law enforcement does not rely
on luck but rather on progressively developed practices and
techniques, If a police bomdb technician utilizes the
professionally accepted techniques availabls, tachnology and
sound procedures become preeminent in the render safe operation.
While risk can never be eliminated, preparedness removes any
reliance on luck.
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NATIONAL GUIDELINE F OR

BOMB TECHNICIANS

SAFETY PRINCIPLES

1.) Do NOT Hand Enter Pipe Bombs
) Human Life Shall not be Placed in Jeopardy for

the Purpose of Securing or Preserving Evidence

or Property

3.) A Bomb Squad Response Team Must Include Two (2)
Bomb Technicians with Essential Safety
Equipment

4,) Only Bomb Squad Personnel or Those Requested by
the Bomd Squad Shall be Permitted within the
Bomb Squad Operation Perimeter

5.) Paramedics and Emergency Fire Personnel Shall

be Present when the Bomb Squad Respon to the

Scene of & Suspicious Item

OPERATIONAL RESPONSE GUIDELINES

A.) ON ARRIVAL AT THE SCENE

1.) Confirm Evacuation Perimeter
2.) Gather Information for Evacuation

B.) SITUATION AMALYSIS

1.) LIFE THREATENING
a.,) Determine Clear and Present Threat to
Life, Including Bomb Technician
b.) Take Appropriate Action to Reduc?® Threat
¢.) When Threat to Life is Eliminated, Revert
to Non-Life Threatening Procedurcs

2.) NON-LIFE THREATENING

a.) Utilize Essential Safety Equipment Unless
Physically Impossible Due to Environment
Employ Remote Procedures and Techniques
If Possible, Exezute Safe Removal,
Transportation and Disposal

bl)
C,)
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Decision Making Process

SITUATION

LIFE
THREATENING

EXTRAORDINARY ACTION
REQUIRED

Quigley

ANALYSIS

NON-LIFE
THREATENING

USE ESSENTIAL EQUIPMENT

RENDER SAFE OR REMOVE [

NO ROBOT

NON-LIFE
THREATENING

TRANSPORT
AND/OR
DISPOSAL

ROBOT

C.) SET PRIORITIES

NUREG/CP-0107

«) Public Safety
) Safety of Officer on Scene (Including Bomb
Technicians)

+) Protection and Preservation of Public and
Private Property

Convenience to the
Services

+) Collection and Preservation of Evidence
) rublic/Restoration of
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Year

Total

1978
1979
1980
1981
1982

1983
1984
1985
1986
1987

19868

Property Damage
Actual Attempts {Doltar Value n Persons
Total Expio. Incend. Explo. Incend. Thousands) injured Desths
6668 2244 1,149 639 133,458 1,493
768 349 105 79 9,161 135
728 305 104 83 9273 173
742 336 29 72 12,562 160
637 315 92 98 67,082 133
485 194 77 39 7,203 Qg
442 127 77 41 6,343 100
518 127 118 40 5619 112
575 102 113 57 6.352 144
580 129 101 48 3.405 185
600 104 102 42 4201 107
593 156 161 40 2,257 145

* Total includes 27 incidents involving combination devices.
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9%
RESIDENTIAL
PROPERTY
6% - OTHER

27%
COMMERGIAL
OPERATIONS

R 600,
TITITTY

10% - VEHICLES

TARGET DAMAGES - 8Y PERCENTAGE

45% - UTILITIES

3%
PUBLIC SAFETY/
GOVERNMENT
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SECTION 1
EXPLOSIONS

TYPES OF EXPLOSIONS

An explosion may be broadly delined as the sudden and rapid escape of gases from a confined
space, accompanied by high temperatures, violent shock, and loud noise. The generstion and
violent escape of gases are the primary criteria of an explosion and are present in each of
the three basic types of explosions.

Mechanical

A mechanical explosion may be illustrated by the gradual buildup of pressure in a steam
boiler or pressure cooker. As heat is applied to the water inside the boiler, steam is
generated. If the boiler is not equi with some type of safety valve, the mounting steam
pressure will eventually reach a point at which it will overcome the structural or material
resistance of its container and an explosion will occur. Such a mechanical explosion would
be accompanied by high temperatures, a rapi¢ escape of gases or steam and a loud noise.
Another example of mechanical explosion is that of a dust explosion in a grain elevator.

Chemical

A chemical explosion is caused by the extremely rapid conversion of a solid or liquid ex-
plosive compound into gases having a much greater volume than the substances from which
they are generated. The entire conversion process takes only a fraction of a second,
produces extremely high temperatures (several thousand degrees) and is accompanied by
shock and loud noise. With the single exception of nuclear explosives, all manufactured
explosives are chemical explosives.

Nuclear

A nuclear explosion may be induced either by fission (the splitting of the nuclei of atoms) or
fusion (the joining together under great force of the nuclei of atoms). Whern fission or
fusion occurs, a tremendous release of energy, heat, gas and shock takes place. The nuclear
bombs dropped on Japan in World War Il were rated as equivalent to 40 million pounds (18.2
million kg) of TNT in explosive power, yet the amount of fissionable material required to
produce this energy weighed approximately 2.2 pounds (1 kg).

NATURE OF CHEMICAL EXPLOSIONS

The explosives normally encountered by public safety personnel are chemical in nature and
result in chemical explosions. In all chemical explosions, the changes which occur are the
result of combustion or burning. Combustion of any type produces several well-known
effects: heat, light and release of gases. The burning of a log and the detonation of a stick
of dynamite are similar because each changes its form and, in doing so, produces certain
effects through combustion. The real difference between the "burning" of the log and the
"detonation" of the dynamite is in the rate of the combustion process.

Ordinary Combustion (Slow Combustion)

For combustion to occur, & combustible material (something that can be burned) and a
supporter of comlustion (something that will stimulate burning) must be brought together
and the temperature raised to the point of ignition. The most effective supporter of com-
bustion is oxygen. Air, which contains 21 parts of oxygen, serves as the most common source
of support for combustion. In ordinary combustion, which is 8 common occurrence, the
elements of the combustible material unite with the elements of the supporter to form a
new and different product.
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To bulld a fire of large logs, it is first necessary to lay & foundation of combustible
materials, such es paper or wood shavings, which has a low ignition temperature. Next a
layer of small kindling is added and finally, the logs are placed in position. Beginning with
the lighting of the match, the process of combustion is progressive and each layer of
meaterial is ignited as its ignition point is reached. As long as fuel and oxygen are supplied,
combustion will continue, heat will be created and gases will be formed and then released.
Flames, which are particles heated to incandescence, and smoke, which is unoxidized
perticles suspended in eir, will be visible. In normal combustion, this progressive sequence
can be followed visually and is essentially the same process which occurs at a greatly
increased rate in a chemical explosion.

Explosion (Rapid Combustion)

An example of explosion (rapid combustion) is illustrated by the internal combustion auto-
mobile engine. Inside the eylinder of the engine, combustible fuel (gasoline) is mixed with a
combustion supporter (air) and the mixture is raised close to its ignition temperature by
compression. When a flame from the spark plug ignites the mixture, rapid combustion
(explosion) occurs. An explosion is merely & rapid form of ecombustion and ordinary com-

bustion Is simply a slow form of explosion, :'l% m_cig of the burning action constitutes the
difference between combustion, explosion an onation.

Detonation (Instantaneous Combustion)

Detonation can be defined as "instantaneous combustion." However, even in detonation, the
most rapid form of combuction, there must be some time interval in order that the
combustion action can be transferred from one particle of the explosive compound to the
next. Therefore, there cannot be "instantaneous" combustion, but the extreme rapidity of
the process, as compared to that of ordinary combustion and explosion, warrants the use of
the term,

The velocity of this instantaneous combustion has been measured for most explosives and is
referred to as the detonation velocity of the explosive. Detonation veloeities of high
explosives range from approximately 3,300 f/s (1,006 m/s) to over 29,900 f/s (9,117 m/s). As
un illustration of detonation velocity, if a 26,400 ft (8,047 km) length of garden hose were
filled with a high explosive called RDX (detonation velocity 26,800 f/s or 8,169 m/s) and
initiated at one end, the detonation would reach the other end in less than one second.

A high order detonation is a complete detonation at Its designed velocity. A low order deto-
nation is either incomplete detonation or complete detonation at lower than maximum

\'fek:eit y. Low order detonations may be caused by any one or a combination of the following
actors.

Initiator (blasting cap) of inadequate power
Deterioration of the explosive

Poor contact between the initiator and the explosive
Lack of continuity in the explosive (air spaces)

EFFECTS OF AN EXPLOSION

When an explosive is detonated, the block or stick of chemical explosive material is in-
stantaneously converted from a solid into a rapidly expanding mass of gases. The detonation
of the explosive will produce three primary effects and several secondary effects which can
create great damage in the area surrounding the explosion. The three primary effects

mce;l are blast pressure, fragmentaetion and incendiary or thermal as illustrated in
"igure 1.
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FIGURE 1: EFFECTS OF AN EXPLOSION,

Blast Pressure Etfect

When an explosive charge is detonated, very hot, expanding gases are formed in a period of
approximately 1/10,000th of a second. These gases exert pressures of about 700 tons per
square inch on the atmosphere surrounding the point of detonation and rush away from the
point of detonation at velocities of up to 13,000 miles per hour (20,917 km/hour), compressing
the surrounding air. This mass of expanding gas rolls outward in a spherical pattern from the
point of detonation like & giant wave, weighing tons, smashing and shattering any object in
its path. Like an occan wave rushing up on the beach, the further the pressure wave travels
from the point of detonation, the less power it possesses until, at a great distance from its
creation, it dwindles to nothing. This wave of pressure is called the blast pressure wave.

The blast pressure wave has two distinet phases which will exert two different types of
pressures on any object in its path., These phases are the positive pressure phase and the
negative pressure or suction phase,

The Positive Pressure Phase. When the blast pressure is formed at the instant of detonation,
the pressures actually compress the surrounding atmosphere. This compressed layer of air
becomes visible in some cases as a white, rapidly expanding circle. Known as the shock
front, this layer of compressed air is the leading edge of the positive pressure wave.
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As the ghock front, foliowed by the positive pressure wave, moves cutward, it applies a
sudden ehattering, hammering blow to any odject in its path. Thus, if it should strike en
object such es & brick gorden wall, the shock front will deliver a massive blow to the wall
followed Inatantly by the strong winds of the positive pressure wave itself, The shock front
shatiers the wall, and the positive pressure wave gives it a eycione-like sudden and violent
push which may cause all or part of the wall to topple in a direction away from the point of
detonation. The positive peessure phase lasts only a fraction of a seeond. After striking the
wall, the positive pressure wave continues to move outward until its power is lost in the
distance traveled. Figures 2 and 3 illustrate conditions prior to an explosion and the effects
of the positive pressure phase.

FIGRE 2: CORDITIGNS PRIOR TO EXALOSION,
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FIGHE 3: FOSITIVE FEESSURE PHASE OF AN EXPFLOSION,

1he Negative Pressure Phase. At the instant of detonation when the positive pressure wave
Is formed, It begins to push the surrounding air away from the point of detonation. This

outward compressing and pushing of air forms a partial vacuum at the point of detonation so
that when the pressure wave finally dwindles to nothing, a broad partial vacuum exists in the
area surrounding the point of detonation. This partial vacuum causes the compressed and
displaced atmosphere to reverse its movement and rush inward to fill the void. This reaction

of the partial vacuum and the reverse movement of the air {5 known as the negative pressure
or suction phase,

The displaced air rushing back toward the point of detonation has mass and power, and
although this air is not moving nearly as fast inward as the pressure wave was moving out~
ward, it still has great velocity, If the force of a positive pressure wave can be compared to
a cyclone, then the negative pressure wave is comparable to a strong gale. This inward push
of displaced air will strike and move objects in its path as shown in Figure 4. When it strikes
the brick garden wall, it causes additional portions of the already shattered and violently

battered wall to topple, but this time in a direction toward the peint of detonation. Figure 5
{llustrates the conditions when all explosive effects have ceased.
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FIGURE 4: MEGATIVE PRESSURE PHASE OF AN EXPLOSION,
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FIGURE 5: CONDITIONS AFTER AN EXFLOSION,
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phese is less erful, but lasts three times as long as the positive phase. This
mtm:. is illustrated l‘v:o;w. 6. The entire blast pressure wave, because of its two
distinct phases, sctually delivers a one-two punch to any object in its path. The blest
e effect is the most powerful and destructive o the explosive effects produced by

pressur
the detonation of high explosives.

Peek Pressure- (Blasi or Shock)

| e—— Duration of Negative (Suction) Phase ——\

/

Atmospheric
Pressure
FIGURE 6: TIME PHASES OF A BLAST WAVE,
Fragmentation EHect

A simple fragmentation bomb is composed of an explnsive placed inside a length of pipe
which has the end caps screwed into place, as illustrated in Figure 7. When the explosive is
detonated, not only will the blast pressure effect produce damage, but shattered fragments
of the pipe will be hurled outward from the point of detonation at great velocity. The
average fragment produced by the detonation of a bomb will reach the approximate velocity
of a military rifle bullet (2,700 f/s or 823.0 m/s) a few feet from the point of detonation.
These bomb fragments will travel in a straight line of flight until they lose velocity and fall
to earth or strike an object and will either ricochet or become imbedded.
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When an encased explosive, such as a pipe bomb, detonetes, the rapidly expanding gases
produced by the explosion cause the casing to rupture and breek into fragments. Fragments
resulting from the detonation of a high explosive filler have a stretched, torn and thinned
configuration due to the tremendous heat and pressure produced by the explosion. In con-
trast, the detonation of a pipe bomb containing black powder, a low explosive, would produce
fragments which are larger in size than those resulting from a high explosive detonation and
they would not have a stretched and thinned configuration. Typicel low explosive filled pipe
bomb fragments are llustrated in Pigure 8.

Metal Pipe Nipple

&

Fuzing Pipe End Cap

FIGURE 7: PIPE BOMB,

FIGURE 8: TYPICAL LONW EXPLOSIVE BOMB FRAGMENTS
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Occasionally, pieces of a pipe bomb will be recovered. If the bombd casing containing either
@ high or low explosive has been precut or serrated with deep groves, which normally eross
each other, then the fragments produced will have a rather uniform size, shape and weight,
This technique of grooving, which is known as serration, or pre-engraving, is illustrated, as
applied to hand grenades, in Pigure 6.

Whereas fragments are pieces of the bombd casing which are formed when it ruptures, precut
or preformed objeets such as nails, ball bearings, or fence staples, which are placed either
inside the bomb or ottached on the outside are referred to &s shrapnel. Shrapnel serves the
same purpose and has the same effect on personnel, material and structures as frag-
mentation. One adventage of using shrapnel is that part of the energy released during the
explosion, which would have been normally expended in fracturing the bomb casing into
fragments, is used instead in propelling the preformed, separate pieces of shrapnel.
Consequently, the use of shrapnel inside or attached outside the bomb results in an increase
in blast damage as well as the projection of shrapnel. A bomb emploving shrapne] is
illustrated in Figure 10. Fragmentation and shrapnel produce damage by cutting, slicing, or
punching holes in materials in the vicinity of the point of detonation.

Internal
Serrations

Body (Smooth Steel Shell)

FIGURE 9: SERRATION OR PRE-ENGRAVING OF HAND GRENADES,
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FIGURE 10: SHRAPNEL USED WITH HIGH EXPLOSIVE BOMB,
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The heat of fragments produced by the detonation of a high explosive bomb may cause
secondary fires. The heat is induced at the instant of detonation and compounded by the
stretching and tearing action of the detonation as well as by eir friction and impaect friction.
The hot fragiients may, for example, puncture an automobile fuel tank and ignite the
gasoline, imbed themselves in combustible material and cause ignition, or start grass fires
some distance from the point of detonation.

Incendiury Tharmel Effect

The incendiary thermal effect produced by the detonation of & high or a low explosive varies
greatly from one explosive to another. In general, @ Jow explosive will produce a longer
incendiary thermal effect than will a high explosive. A high explosive will, on the other
hend, produce much higher temperatures. In either case, the duration of the effect is
moasured In fractions of seconds. The incendiary thermal effect is usually seen as the bright
flash or fircball at the Instant of detonation. 1If a high explosive charge is placed on &
section of earth covered by dry grass and detonated, only a vacant pateh of scorched earth
will remain, However, if a low explosive charge is placed on the same type of earth and
detonated, more than likely a grass fire will result.

Unless highly combustible materials are involved, the thermal effect plays an Inaignifieaqt
part in an explosion. Should combustible materials be present and & fire started, the depns
resulting from the explosion may provide additional fuel and contribute to spreading the fire.
When fires are started inside a structure which has been bombed, they ere usually traceable
to broken and shorted electrical circuits and ruptured natural gas lines rather than to

incendiary thermal effects. Incendiary thermal effects are generally the least damaging of
the three primary detonation effects,

Secondary Blast Pressure Effects

Refleetion, Focusirjq and Shielding of the Pressure Wave. RBlast waves, like sound or light
waves, will bounce ofT reflective surfaces, This reflection may cause either a scattering or

a focusing of the wave. A blast pressure wave will lose its power and veleeity quickly when
the detonation takes place in the open. For example, if & block of explosive is detonated in
the open, the blast wave will dissipa‘e at a distance of 100 feet (30.5 meters) from the point
of detonation. If the same charge had been placed inside a large diameter sewer pipe or &
long hellway and detonated the blast pressure would have been still measurable at 200 feet
(61.0 meters) or more. This is due to the reflection of the blast wave off the surfaces

surrounding it, and the reflected wave may actually reinforce the original wave by
overlapping it in some places.

Since the reflected wave is a pressure wave, it will exert physical pressure, Similarly, a
blast pressure wave may be focused when it strikes & surface which acts as a parabolic
reflector just as sound waves are focused and directed into a mierophone by the television

soundman along the sidelines at a football game, enabling the home viewer to listen in as the
quarterback calls signals,

Shielding occurs when the blast pressure wave strikes an immovable object in its path, If a
square, solid concrete post two feet (0.6m) thick is placed in the path of the blast pressure
wave, the blast pressure wave will strike the post and the post will, in effect, cut a hole in
the pressure wave. The area im mediately behind the post is afforded some protection from

the pressure of the explosion. At some point beyond the post, however, the split blast
pressure wave will reform and continue, but with diminished foree.
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When dealing with detonations which have taken place inside buildings, many unusual effects
due to reflection or shielding will be noted. These effects account for such stra thlfft av
the entire well of the structure being blown out, but a mirror on the opposi‘e wall remaining
uncracked, Explosive waves may also be reflected at great distances and even over natural
obstacles, such as hills, by boeuncing of f low clouds or overcast skies, Under these conditions
e 50 Ib. (22.7 kg) charge could break windows 5 miles (8.1 km) from the point of detonation.

Earth and Water Shock. When an explosive charge is buried in the earth or placed under~
woler and detonated, the same violent expansion of gases, heat, shock and loud noise results.
Since the earth is more difficult to compress than air, and water is not compressable at all,
the detonation will seem less violent, but actually the energy released is exacti, ihe same as
would result from a detonation in the open air. The effect of this violence is, however,
manifested in a different manner. The blast wave is transmitted through the earth or water
in the form of a shock wave, which is comperable to a short, sharp, powerful earthquake.
This shock wave will pass through the earth or water just as it does through air, and when it
strikes an object such as a building foundation, the shock wave will, if of sufficient strength,
damage that structure much as an earthquake would. The entire building is shocked from
bottom to top. Walls erack, doors jam, objects fall from the shelves and windows shatter,
Below greund in basement areas a strong shock wave may buckle walls inward, rupture water
pipes and heave concrete floors upward.

For example, if a 50 Ib. (22.7 kg) explosive charge is buried 10 ft. (3.0 m) in the ground and
detonated, cast iron pipes 30 feet (8.1 m) away will probably be cracked or broken; brick, tile
and concrete sewers 40 feet (12.2 m) away could be cracked and broken; and damage to
building foundations can be anticipated for 50 feet (15.2 m) and beyond.

An explosive charge detonated underwater will produce damage at even greater distances
because, unlike earth, water is not compressable. Since it cannot be compressed and, thus,
absorb energy, it transmits the shock wave much faster and farther and subsequently pro-
duces greater damage within a larger area.

Structural Fires. When an explosion occurs inside e building, a fire often results, Generally,

structural fire originates not from the detonation of the explosive, but from broken and
shorted electrical circuits or ruptured natural gas or fuel oil lines. Any shattered and broken
debris also contributes fuel to the fire. Fires of this nature are regarded as a secondary
effect of the detonation.
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SECTION Il
EXPLOSIVES
IDENTIFICATION OF EXPLOSIVE MATERIALS

| ederal legislation, which became effective on February 12, 1971, requires each licensed
manufacturer of explosive produets in the United States tc legibly identify all explosive
items which are offered for sale or distribution. The identification marks must be placed on
each cartridge, ba7 or other immediate container of explosive materinl; they must also
uppear on any outside packaging of individual containers. If the individual units are so small
that marks are impractical, as in the case of blasting caps, the manufacturer is required only
to mark the packaging material. The marks required must identify the manufacturer and the
location, date and shift of manufacture.

The identification mearks vary among the different manufacturers, but in every case consist
of a series of numbers, or numbers and letters, which indicate the month, day, year, plant
and shift of manufacture. Two of the ways that these identification marks may appear are
031773R2, showing the date (063/17/73), plant (R), and shift (2); and D73JY08A, showing plant
(D), date (73 JY 08) and shift (A).

Should the necessity of trecing an item through these markings arise, the following
information is important: the complete mark, and the brand, type and exact size of the ex-
plosive. As a plant may menufacture several sizes of items on each shift, the identification
marks may be the same for several sizes of containers, An exact designation of size, there-
fore, will simplify the tracing process.

A twe-ycar explosives identification program introduced in 1977, by the U. 8. Burceu of
Aleohol, Tobacco and Fircarms utilized a taggant system for dynamites, water gels and
slurries. This system involved taggent chips, minute plastic chips of color-coded layers,
placed in the explosive filler itsell. Thesc chips sre not easily removed. Careful cxami-
nation of the taggant chips allows determination of the manufacturer, as well as the name
and grade of the explosive, production lot, its package size, and the name and address of
both distributor and the final legal recipient. This taggant system was a pilot test program
initiated to determine the overall feasibility of taggant use. The bulk of those explosives
tagged have been consumed since the end of that trial period in 1979,

CHARACTERISTICS OF CHEMICAL EXPLOSIVES

An explosive is a chemically unstable material which produces an explosion or detonation by
means of a very rapid, self-propagating transformation of the material into more stable
substances, with the liberation of heat and with the formation of geses. Shock and loud
noise accompany this transformation.

The primary requisite of a chemical explosive is that it contain enough oxygen o initiate
and maintain extremely rapid combustion. Since an adequete supply usually eannot be drawn
from the air, a source of oxygen must be incorporated into the combustible elements of the
expiosive or added by including other substances in the mixture. These sources of oxygen
are called oxidizers.

Explosive Mixtures

In the ecase of explosive mixtures, the combustible and oxidizer are blended mechanically.
When making black powder for example, the charcoal, sulfur and nitrate (potassium or
sodium nitrate) are first separately ground into fine powder and then mechanically mixed
together. The result of this type of blending is the explosive mixture. Mechanical blending
is gencrally used when manufacturing a class of explosives known as low explosives or pro-
pellants such as pistol and rifle powders. In some cases, a bonding agent such as water is
added to the mixture to form & paste. When dry, the paste mixture is broken into pieces and

ground to produce a finer mixture than would result from simply blending the separate
ingredients.
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Explosive Compounds

Explosive compounds are those in which the combustible and oxidizer are molecularly
bonded. For example, to create the chemical eompound nitroglycerin, glycerin is slowly
poured Into nitric acid. A chemical reaction takes place forming & new comiound. In
contrast with low explosives, which are normally physical mixtures, high explosives are
chemical compounds.

Classification of Explosives

The classification of explosives by the velocity of detonation or deflagration is a convenient
and widely used system for distinguishing between high and low explosives.

Low Explosives. Low explosives are said to deflagrate (burn) rather than detonate (explode).
They are used primarily as propellants. In a low explosive mixture the burning is transmitted
from one grain of low explosive to the next, and the gases produced build up as the powder
burns. This causes low explosives, in terms of performing work, to exert a rapid pushi
effect rather than a shattering effect as do the high explosives. Low explosives are used,
however, in some blasting operations and are also frequently the filler for homemade pipe
bombs,

A bomb using low explosives can be made by confining pistol, rifle or black powder in a
length of pipe with end caps. When the confined powder is ignited, the rapidly produced and
confined gases will create increasing internal pressures until the pipe container bursts and is
torn apart by the pressure. Unlike high explosives, low explosives may be started on the
combustion path by the application of a simple flame or acid/flame reaction. They may be
initiated also by shock or friction and do not require the shock of a blasting cap. Pipe bombs
containing low explosives are commonly used by violent revolutionary groups and other

criminals, because the component ingredients are easily acquired and they are relatively
easy to construct and initiate.

High Explosives. This type of explosive is designed to shatter and destroy. There is a wide
range in the detonation velocities of high explosives, extending from ammonium nitrate at
3,300 /s (1,005.84 m/s) up to HMX at 29,900 f/s (9,124 m/s ).

High explosives differ from low explosives in that they must, in generel, be initiated by the
shoek of a blasting cap. When low explosives begin their combustion, the burning travels
from particle to particle because of the granular form of the explosive. This results in the
"explosion" of the material. High explosives "detonate," which has been described as
instantaneous combustion. When a blasting cap i7 detonated in a stick or block of high
explosive, it delivers an extremely sharp shock to the explosive. This shock breaks the bonds
of the molecules of the chemically bonded explosive material and oxidizers. The disruption
of the molecules is transmitted as a shock wave radiating outward in all directions from the
point of initintion. This internal shock wave is known as a detonation wave. It causes each
molecule it strikes to detonate, and the detonation of each molecule causes the wave to
move faster until the explosive material is detonating at its maximum rate. When a high
explosive detonates, the speed at which the detonation wave progresses through the

explosive is called the detonation velocity and is usually expressed in fect per second (f/s) or
meters per second (m/s).

Explosive Work

Ther varying velocities of explosives have a direct relationship to the type of work they can
perform.
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EXPLOS!VE TRAINS

An explosive train is a series of explosions specifically arranged to produce a desired out-
come, usually the most effective detonation or explosion of a particular explosive. The
simplest explosive trains require only two steps, while the more complex of military muni-
tions may have four or more separate steps terminating in detonation. Explosive trains are
clessified as either low or high, depending upon the classification of the final material in the
train,

Low Explosive Treins

A round of small arms emmunition is a simple example of a two-step low explosive train.
The components in this train are a percussion primer and a propellant charge. The primer
converts the mechanical energy of the weapon firing pin into a flame. The flame ignites the
propellant charge, and the gases produced by the resulting explosion drive the bullet through
the bore of the weapon.

When low explosives, such as smokeless powder and black powder are used in the construe-
tion of pipe bombs, & simple two-step explosive train is again required. One end of a length
of safety fuse, which is a slow burning time fuse filled with black powder, is inserted into
the pipe and the opposite end is ignited with a match by the bomber. The safety fuse
trensmits the flame, after a delay, to the low explosive inside the pipe. When it is ignited,
the low explosive inside the pipe explodes and the confined gases produced tear the pipe
apert, resulting in both blast and fragmentation.

The majority of low explosives require only a simple two-step train.
High Explosive Trains

The nature of high explosive trains is affected by a wide range of sensitivity found within
the category of high explosive compounds. Sensitivity refers to the amount of external
force or effect needed to ceuse detonation.

For the sake of safety, the extremely sensitive explosives should be used in very small
quantities, while the comparatively insensitive explosives are used in bulk quantities. This
division, by sensitivity, produces two groups of explosives -~ primary and secondary. Primary
explosives are the most sensitive and are used to initiate the more insensitive compounds
which are termed secondary explosives.

Prim Explosives. The most important quality of primary explosives is their extreme
sensltl'lvity to Initiation by shock, friction, flame, heat or any combination of these and not

their potential damage capability. This sensitivity makes them very hazardous to handle.
Primary explosives are sufficiently powerful to cause complete instantaneous detonation of
other less sensitive explosives. For this reason they are used as the first step in high
explosive trains and are packaged for this purpose as blasting caps and in military fuzes.

When used in both electric and nonelectric blasting caps, the primary explosives are deto-
nated by heat or flame. In military fuzes, the primary explosive is usuaily initiated by shock
of impact or heat producin; friction. The more commonly used primary explosives are lead
styphnate and lead azide.

Secondary Explosives. Compared to the primary explosives, the secondary explosives are
relailvelly insensitive to shock, flame, friction or heat and are, therefore, less hazardous to

handie and use. However, as a result of their relative insensitivity, the secondary explosives
must be initiated by a very strong explosive wave. Consequently, primary explosives are
used to detonete secondary explosives.
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Regardiess of how meany steps it contains, the firing train is nothing more than a series of
explosions erranged to achieve a desired end result. If the explosive train is broken or
Interrupted, detonation of the main charge will not occur.

COMMON EXPLOSIVES

This section will discuss some of the more common explosives likely to be encountered by
public safety personnel. This general coverage will include a physical deseription of the
explosive material and information regarding its normal use and packaging.

Low Explosives

Black Powder. The typical composition of black powder is saltpeter (potassium nitrate) or
sodium nitrate, 75 parts by weight; sulfur, 10 parts by weight; and charcoal, 15 parts by
weight. There has been, however, & wide variation in the black powder formulas that have
been used over the years. The black powder mixture ranges in color from coal black to gray
black to cocoa brown, and in form, from a very fine powder to granules over { inch in
diameter, The burning speed of black powder, and therefore to & certain extent its strength,
is controlled by the size of the granulation.

Black powder is one of the must dangerous explosives known to man. While it is generally
safe when wet, it should be remembered that once black powder dries, it is just as effective
and dangerous an explosive as it was the day it was manufactured. Widely used during the
Civil War as a bursting charge in artillery ammunition, black powder is often encountered in
dealing with Civil War "souvenir" items and has been found to be dangerous and fully capable
of explosicon in spite of the passage of time.

Sensitivity to friction, heat, impact and sparks makes black powder one of the most
dangerous explosives to handle. It is particularly sensitive to both electric and nonelectric
generated sparks and should therefore, be handled with wooden or plastic tools. As a further
precaution, the body should be grounded by touching a water pipe or other grounded object
before black powder is hendled. Outdoors, the body can be grounded by rubbing the hands on
the ground prior to any physical contact with the powder. In any environment where black

powder will be handled, clothing of statie eleetricity producing nylon, wool or silk should be
avoided in favor of cotton fabrics,

One use for black powder is as a propellant for certain ammunition. It is sold in tin flasks
and bulk tin containers for use in hand loading ammunition or firing muzzle loading weapons.

Black powder used for this purpose is irregular in grain configuration and has a shiny,
metallic appearance.

Because of its slow action and consequent heaving or pushing effect, black powder was for
years the sole commercial blasting agent. Though it has been replaced by dynamite in most
blasting applications, black powder is still used for certain special operations. For this
purpose it is manufactured in varying granulations, to enable the customer to mateh the
powder to the specific application. It is packaged in 25 pound metal kegs.

As a Llasting charge, black powder has about nalf the strengtn of TNT and, because the
basic ingredients can be readily acquired, it has become one of the favorite homemaue
explosives of bombers in the United States. HBlack and smokeless powder, whether
homemade or commercial, are the explosives most often encountered in pipe bombs. When
confined inside a pipe and ignited with a safety fuse, no Llasting cup is necded to initiate
the powder, because the flame that spits from the end of the fuse is suflicient to cause the
explosion of the bomb. It should be noted thet any sparks resulting from an attemnpt to
disinantle a pipe bomb may produce the same results.
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Smokeless Powder. Smokeless powder is the world standard propellirg powder for small
arms, cannons, and in e slightly different form, some rockets. All '-w e ves currently
used as propellants and which have a nitrocellulose base are commonly referred to as
smokeless powders. Various orgunic and inorganic substances are added to the nitrovellulose
base during manufacture to give improved qualities for special purposes and these varietions
are distinguisheu by such terms as "doubie-base," flashless" and "smokeless" as well as by
various commercial trade names or symbols.

Smokeless powders are produced by dissolving guncotton (nitrocellulose) in a mixture of
ether and aleohol to form a mass called a colloid. The colloid has a consistency of melted
glue and is squeezed into macaroni-shaped tubes that are subsequently cut in short lengths.
The ether and alcohol used to dissolve the guncotton are evaporated, leaving a hard
substance. The small eylindrical powder grains resulting from this process are generally
used as rifle ammunition powders.

Pistol powders, unlike rifle powders, do not generally have eylindrical grains. Instead, they
are manufactured in the form of very fine, thin wafers, flakes cr balls. These shapes insure
the shorter burning time necessary for full combustion in weapons with short barrels.
Shotgun powders are similar to pistol powders in that they burn more rapidly than rifle
powders. In fact, most shotgun powders are straight nitrocellulose in composition.

Like black powder, smokeless powders vary widely in both form and color. The majority of
rifle and pistol powders are black in color and are formed into rods, eylindrical strips, round
flakes or irregular grains. Shotgun powders may be translucent round or square flakes,
orenge to green in color, or mey be black irregularly shaped granules. Smokeless powders of
all types are sold in tin flasks, glass jars, plastic containers and kegs of varying weights up to
25 pounds.

Unconfined smokeless powder burns with little or no ash or smoke and, when confined, its
rate of burning increases with temperature and pressure. For this reason, it is frequently
used in the construction of pipe bombs, It should be noted that smokeless powder
manufactured for use in small arms ammunition is usually glazed with graphite to facilitate
machine loading and prevent the accumulation of static electricity. Many of these powders
are as sensitive to friction as black powder, and the precautions used in handling black
powder should be observed for smokeless powders.

High Explosives

Primary B_x;%loclvos. Primary Explosives are sensitive, powerful explosives used in blasting
caps and military fuze detonators which in turn detonate main charges or secondary

explosives.

Lead Azide. lLead azide is an excellent initiating agent for high explosives and is used
extensively as the intermediate charge in the manufacture of blasting caps. It is inferior to
mercury fulminate in detonating the less sensitive main charge explosives like TNT, but is
superior as an initiator for the more sensitive booster explosives such as tetryl, RDX and
PETN. When in contact with copper and in the presence of moisture, lead azide reacts to
produce an extremely sensitive and dangerous compound called copper azide. Because of
this reaction with copper, explosive manufacturers do not normally load lead azide into
copper shell blasting caps. Lead azide is extremely sensitive to heat, shock, friction and
static electricity. The form of lead azide normally used in blasting caps and fuze detonators
is called dextrinated lead azide and is white to buff in color,

Lead Styphnate. lLead styphnate is a relatively poor initiating explosive, and is used
primarily as an ingredient of priming compositions and as a cover charge for lead azide to

make the lead azide more sensitive to detonation. It is used as the ignition charge in
blasting caps. Lead styphnate is light orange to reddish-brown in color and is extremely
sensitive to heat, shock, friction and static electricity,
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Mercury Fulminate. Mercury fulminate was used extensively in the past as an ingredient in
priming compositions, but since 1930, has been replaced extensively by lead azide. Mereury

fulminate Is white to gray or light brown in eolor and is extremely sensitive to heat, shoek,
friction and statie electricity.

Seconcary Explosives

Boosters. High explosive boosters, also called primer explosives, or simply primers, are
explosives which provide the detonation link in the explosive train between the very sensi-

tive primary explosives (blasting caps) and the eomperatively insensitive main charge high
explosives.

Boosters are usually eylindrical in shape, as illustrated in Figure 11, with the explosive
encased in a light metel, cardboard or plastic container. Generally there is an opening in the
ond of the booster container to permit the insertion of a blasting eap or to allow the
threading of detonating cord, Some boosters are supplied in tin cans with threaded,
interiocking ends that aliow the bocster units (o be assembled Into e long, tightly joined unit,
Boosters packaged in metal containers are usually employed in wet blasting operations, such
&s selsmic prospeeting or underwater channel cuttings.

FIGURE 11: BODSTERS ¥ITH MATCHBOOK FOR SIZE CIMPARISON,

Cardboard and plastic encased primers or boosters of varying sizes are generally used in dry
blasting operations, where they are often strung or leced on a length of detoneting cord and
lowered into a borehole. After the placing of the booster, insensitive main eharge explosives
in prill (loose) or slurry (liquid-gel mix) form are poured into the borehole. When the cherge
is fired, the boosters insure complete detonation of the main charge explosives.
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Several secondary explosives are commonly used as primers or boosters. These explosives
are frequently mixed for booster use and in some instances, are cast together in @ homo-

eneous mixture or are formed with one type of explosive cast around or over the other.
aom mon explosives used in boosters include:

Pentolite. Pentolite is & very commonly employed booster explosive. It consists of a homo~

neous mixture of 50 percent PETN and 50 percent TNT. Cast pentolite varies in color
rom white to yellow to gray and hes a detonation veloeity of 24,500 {/s (7,465 m/s ).

RDX fRosurch Division Formula X). Alone and mixed and with other explosives, RDX (also
ca cyclonlte) Is used In several commercial primers and boosters.

PETN (Pentaerythritol Tetranitrate). Described earlier as-a filler for detonating cord, PETN
s also used as a ter.

Tetryl. Tetryl is the most common military booster. It is yellow in color, but mey appear
’ny f grephite has been added. When used as a booster, tetryl is usually found in pellet
or

Main Charges

Dynamite, Dynamite is one of the explosives most widely used for blasting operations
t#ﬁﬁwt the world. In the past, dynamite has been relatively easy to obtain by theft or
through legal purchase and has consequently been one of the explosives most frequently used
by eriminal bombers.

While dynamites are generally used in earth moving operations, they differ widely in their
explosive content and, therefore, in their strength and sensitivity. In the past, most com-
mercial dynamites were made of liquid nitroglycerin (NG), oxydizers and a binder material.
Present dynamites consist of a mixture of ethylene glycol dinitrate (EGDN), a small amount
of nitroglycerin with oxydizers and a binder material.

The percentage of commercial straight dynamite is the gauge by which the strength of all
commercial dynamite variations are measured. This measurement is based upon the per-
centage of nitroglycerin by weight in its formula as manufactured. This percentage value
can be misleading, however, in determining actual biasting power. For example, a 60 per-
cent dynamite is not necessarily three times as powerful as one marked 20 pe:cent, beceuse
the nitroglycerin or other explosive sensitizer is not the only energy producing ingredient
present in the total composition. When the nitroglycerin content is tripled, the quantity of
other energy producing ingredients is proportionally reduced, offsetting some of the power
increase achieved through the greater nitroglycerin content. Thus, the 60 percent straight
dynamite is actually only about 11 times as strong as 20 percent straight dynamite.

Unless it is packaged loose in boxes or bags for specialized epplications, dynamite will
usually be found in eylindrical form or sticks, wrapped in buff, white or red colored wax
paper. These sticks or cartridges are obtainable in a variety of lengths and diameters. The
most common sizes range from 11/8 to 11 inches in diameter and are about B inches long. In

less common sizes, dynamite cartridges may be up to 12 inches in diameter and from 4 to 36
inches in length.

Because of the wide variety of formulas, ingredients and packaging, dynamite is not always
easy to identify. Consequently, any packaging materials available should be retained as a
means of determining the actual composition and strength of recovered dynamite.

U. 8. Department of Transportation (DOT) regulations limit the largest size cartridge that
may be shipped to 50 pounds in weight, 12 inches in diameter and a maximum length of 36
inches.

NUREG/CP-0107 4] Appendix A



Redman

FIGURE 12: DYNAMITE PRIMED WITH DETONATING CORD,

Permissibles or Permitted Explosives. A permissible explosive is one which has been ap-
proved by the U.S. Bureau of Mines or the British Ministry of Fuel and Power for use in gas
or cust-filled mines. When detonated or exploded, all explosives produce a flame that varies
in volume, duration and temperature. Black powder produces the lasting flame,
while dynamites typically produce a shorter lasting, but more intense, flame. Permissible
oxplosives ere especially designed to produce a flame of low volume, short duration and low
temperature. This Is accomplished by adding certain salts to the explosive formula in order
to cool ot quench the flame to prevent the ignition of gas or Just within the confined space
of a mine.

Permissibie explosives are generally modified types of gelatin or .mmonia dynamites. They
are similar in packaging and eppearance to other dynamites.

Blasting Agents. A blasting agent is an insensitive chemica’ composition or mixture, con-
sisting hmmf ammonium nitrate, which will detonate wien initiated by high explosive
primers or boosters. Since they contain no #8 cap sensitive material such as nitroglycerin,
blasting agents are relatively insensitive to shock, friction and impact and are, therefore,
safer to handie and transport.

Ammonium Nitrate, Ammonium nitrate is one of the least s°nsitive and most readily avail-
able main charge nigh explosives. It ranges in color from white to buff-brown, depending
upon its purity and has a saline or salty taste. Colored dyes may be added to facilitate
identification. Ammonium nitrate is usually found in the form of small compressed pellets
called prills. While it is extensively used as a blasting agent and by the military as a

cratering charge, it is also an ingredient in the manufacture of certain dynamites and is
widely employed as a fertilizer.

Ammonium nitrate requires the use of a booster for detonation. For military cratering
charges, TNT is often used as the booster, while in commercial applications, RDX or
pentolite boosters or primers are ently employed. The detonation velocity of
ammonium nitrate ranges from 3,300 f/s (1,005.8 m/s) to 8,200 f/s (2,499.4 m/s). Due %o its
hygroscopicity, and the fact that it loses power and sensitivity in direct ratio to its moisture
content, explosive charges composed of ammonium nitrate are usually packaged in some
form of waterproof container.
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Its use as a commercial fertilizer mekes ammonium nitrate readily accessible to anyone,
including bombers. Ammonium nitrate, used as fertilizer, can be sensitized by the addition
of fuel oil. This mixture is referred to as "prills and oil" or ANFO, and its use is widespread
because of its low cost.

Ammonium nitraete should be handled with some degree of caution, because it is a strong
oxidizing agent and has the ability to increase the combustibility of other flammable ma-
terlals with which it comes in contact. If it is recovered as the result of a bombing incident,
brass or bronze rking tools should NOT be employed because they react with the
ammonium nitrate to form an explosive which is as sensitive to Impact as lead azide.

Nitro-carbo-nitrates (NCNL One group of blasting agents is called nitro-carbo-nitrates.
NCN is manufactured mainly of ammonium nitrate and oil, with special ingredients added to
reduce static electrizity and prevent hardening and caking of the agent during storage. It is
packaged in sealed waterproof cans, multiwall paper bags, polyethylene lined burlap bags or
flexible plastic bags which provide weter resistance as long as the containers are not opened
or damaged. Container sizes range from 3 to 9 inches in diameter, up to 24 inches in length
and weigh up to 80 pounds. NCN is similar to 50 or 60 percent blasting gelatin in strength,
but is much less sensitive.

Free running explosives consisting of NCN make up another group of blasting agents.
Beceuse of their granular or small pellet form, free running blasting agents can be poured
around rigid explosive charges to fill all of the available space in a borehole. They are also
useful for pouring into rough, irregular or partially blocked holes, and some free running
blasting agents can be submerged underwater for a period of time without loss of
effectiveness. Free running agents are packaged in 124, 50 and 80 pound multiwall paper
bags, polyethylene lined burlap bags or plastic bags. Sometimes a dye Is added to the agent
to facilitate visibility.

Water Gels. A final common group of blasting agents is made up of blasting slurries or
water gels, These consist of NCN mixtures, with or without the addition of TNT, in a gel-
like consistency. Some of the blasting slurries have powdered metals, such as aluminum,
added to increase their performance. The blasting slurries, because of their consistency, can
be poured into irregular or wet boreholes to fill all available space with explosive.

(Note: Cap sensitive blasting slurries or water gels such as those containing TNT are not, by
definition, considered blasting agents.)

Although most of the blasting slurries require a primer or booster for detonation, some
manufacturers now make blasting slurries that are cap sensitive. In recent years the use of
water gels has increased markedly at the expense of dynamite manufacturers. Water gels
are packaged in poiyethylene bags 14 to 8 inches in diameter or may be delivered to the
blasting site by special pump trucks.

Two Part Explosives. Two part explosives consist of two inert components which are non-
explosive untii mixed. After mixing, the solution becomes cap sensitive and is considered a

high explosive. Unmixed compounds may be shipped by common carrier or by air freight
with no special handling required. An example of this type explosive is Kinepak (Figure 13),

Sheet Explosives. Sheet explosive, also known as Flex-X or Detasheet, is a flexible, rubber-
like explosive which can be easily cut with a knife, remains flexible through a wide tempera-
ture range and is waterproof. Military sheet explosive is packaged as shown in Figure 14 or
in 50 foot rolls. It has a pressure-sensitive adhesive backing, making it possible to quickly
apply the sheet to irregular or curved surfaces. Sheet explosive can be manufactured in a
variety of shapes and sizes. The military version is dark green in color while that manu-
factured for commercial use is normally red, although sheet explosives can be custom manu-
factured in almost any color desired by the customer.
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FIGURE 13: KINEPAK,

31/4 IN.
4 SHEETS WRAPPED IN CELLOPHANE

(ADHESIVE BACKING ON EACH SHEET)

11/4 IN.

FIGURE 14: MIL1TARY M118 BLOCK DEMOLITION CHARGE .

Military Explosives. Explosives made for military use differ from commercial explosives in
several respects. Military explosives, designed to shatter and destroy, must have high rates

of detonation and, because of combat conditions, must be relatively insensitive to impact,
heat, shock and friction. They must possess high power per unit of weight, must be usable
underwater and must be of a convenient size, shape and weight for troop use.

I'NT (Trinitrotoluene). TNT is the most common military explosive and, alonc or part of o
composite explosive, is widely used as a booster charge, bursting charge and demolition
charge. It is used as a standard explesive against which o her military high explosives are
rated.
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The TNT most often encountered by publie safety personnel will probably be in the form of
the 4, § and ] pound blocks illustreted in Figure 15. Each block has metel ends with a
threaded blasting cap weli in one end. When TNT is removed from its cardboard container,
It Is light yellow to light brown in color and gradually turns dark brown after several days'
exposure to sunlight. TNT, of recent manufacture, could be gray in color due to the addition
of graphite during the manufscturing process.

BLASTING
CAP WELL

BLASTING
CAP WELL

1/2 LB BLOCK

BLASTING
CAP WELL ot

i LB BLOCK
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Tetrytol. Tetrytol is effective as a cutting or breaching charge and may be used as an
alternative to TNT in general demolition work. The M2 block demolition charge (Figure 16)
is composad of 75 percent tetryl and 25 percent TNT. The block has a tetryl booster pellet
and a threaded cap well in each end. TCach block is wrapped in olive drab, asphalt-
impregnated paper and weighs 24 pounds. They are packed eight blocks per haversack and
may be used as an underwater demolition charge. Tetrytol demolition blocks are being
eliminated, end no M2 demolition blocks wili be issued when present stocks are exhausted.

TETRYIOL - CAP WELI
TETRYL

CAP WELL

FIGURE 16: M2 BLOCK DENOLITION CHARGE .

Composition C-3, Composition C-3 is a plastic explosive composed of RDX and plasticizers.
It is a yellow putty-like solid substance which has & distinet, heavy, sweet odor. When
molded by hand in cold elimates, C-3 is brittle and difficult to shape. In hot climates, it is
easy to mold, but will stain the hands and clothing. C-3 will most likely be encountered in
the form of M3 block demolition charges (Figure 17). The M3 Block is enclosed in glazed

paper which is perforated around the middle for ease in breaking open and weighs 24 pounds.
The M3 block does not have a cap well.

FISURE 17: M3 BLOOX DEMOLTTION CHARGE .
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Composition C-4. Composition C~4 is replacing C-3 in military use. It contains RDX and
has & greater shattering effect than the earlier C-3, C-4 is white to light brown in color,
has no odor and does not stain the hands. The M5A] block demolition charge (Figure 18)
consists of composition C-4 encased in a clear white plastic container with a threaded cap
recess in each end. The M5A] weighs 24 pounds. Composition C-4 also comes in the M112
block demolition charge (Figure 19) which is an improved version of ihe MS5Al block
demolition charge and replaces the M5A) as the standard item of issue. The MII2 contains 14
pounds of composition C-4 with a pressure sensitive adhesive tape on one surface, protected
by n peclable paper cover. In blocks of recent manufacture the C-4 is white in color and is
packed in an olive drab mylar-film bag or in a clear mylar-film bag.

THREADED
CAF WECESS

FIGURE 18: MSA]1 BLOCK DEMOLITION BLOCK, FIGURE 19: MIT2 BLOCK DEMOLITION CHARGE,

Military Dynamite. Military dynamite is not a true dynamite in that it is manufactured of
75 percent RDX, 15 percent TNT, § percent SAE 10 motor oil and § percent guar flour. It is
packaged in standard dynamite cartridges of paraffin coated manilla paper and is marked
either M1, M2,0r M2 on the cartridge as illustrated in Figure 20. This marking identifies &
(cartri@e :Ize difference orly, since all military dynamite detonates at about 20,000 f/s
6,096 m/s).

Military dynamite is used as a substitute for commercial dynamites in military construetion,
quarry werk and demolitions. It is equivalent in strength to 60 percent straight dynamits.
Since it contains no nitroglycerin, military dynamite is safer to store and transport and is
relatively insensitive to heat, shock, friction or bullet impact. When removed from its
wrapper, military dynamite is buff colored granular substance which erumbles easily and is
slightly olly to the touch. It does not have a noticeable characteristic odor, nor does it
cause headaches typical of the true dynamites,

Improvised Explosives. When manufactured explosives are not available, it is relatively easy

to obpnp all o} the ingredients necessary to make improvised explosive materials. The list

of existing materials and simple chemical compounds which can be employed to construet

homemade bombs is virtually unlimited. The ingredients required can be obtained at locsl

::;di:gnre or drug rtores and are so commonplace that their purchase rarely arouses any
picion.
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FIGURE 20: MILITARY DYNAMITE,

Starch, flour, sugar or cellulose materials can be treated to become effective explosives.
Powder from shotgun shells or small arms ammunition, mateh heads, firecracker powder and
ammonium nitrate fertilizers 2en al' be sccumulated in sufficient volume to create &
devastating main charge explosive, To explode or detonate the improvised main charge,
some meuns of initiation is required. The most common methods of ignition of improvised
explosives are summarized below,

Blasting Caps. Blasting caps, when available, provide the most successful means of esusing
the complete detonation of improvised explosives.

Percussion Primers. Shotgun, rifle or pistol ammunition primers have served as initiators in
some bomb assemblies, particularly with explosives thet are sensitive to heat.

lashbulbs, Although not explosive by nature, carefully prepared flashbulbs or light bulbs
can be used as initiation devices when placed in contact with explosive materials that are
sensitive to heat and flame. They can be initiated electrically to provide the necessary heat
required to ignite biack powder, smokeless powder and other heat-sensitive explosive or
incendiary mixtures,

As noted above, improvised main charge explosives are limited only by the meterials
available and the training and imagination of the bomber. Some main charges are produced
by using existing commereial compounds converted to the bomber's tactical use, and in other
cases the main charge explosive is chemically formulated and manufectured from materials
available from grocery or drug stores,

One of the most widely used improvised main charge explosive is black powder. Black
powder is especially easy to manufacture and, when dry, is also one of the most dangerous
explosives to handle because of its sensitivity to sparks, flame or frietion.

Other sommon improvised explosives inclu Je:

Match Heads, A main sharge consisting of ordinary mateh heads confined inside @ steel pipe
will produce an effective explosion. Bombs filled with mateh heads are extremely sensitive
to hent, shock and friction and should always be handled with care.

Smokeless Powder. Smokeless powder, obtained from assembled cartridges purchesed for
hand reloading, is widely employed as a main charge, particularly in pipe bombs.

amonium Nitrate Fertilizer, Fertilizer grade ammonium nitrate mixed with fuel oil mekes

excellent main charge explosive. A booster is required for detonation unless the prills are
pulverized,
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Explosives Detectors

Characteristics of Explosives Molecules

Sticky
Frangible
Thermally Labile

Electronegative

e NRC Physical Protection System Performance Testing Workshop )
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® Important Element of Contraband

® General Description

® Principles of Operation

Explosives Detectors

Detection

- Hand-Held
- Portal (Walkthrough)

- Detection of Vapors From
Nitrogen-Based Explosives

- Electron Capture Technology Used

- Detection Depends on Presence
of Explosives

mmwmmmm«—mtmwma»p)

Appendix A

54 NUREC ‘CP-0107



o

leld Explosives D

NURBEG/CP-0107

etector

NRC Phyeical Protection System Performance Testing Workshop J

" Appendix A




Conrad

Portal Vapor Collection
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Explosives Detectors

® Performance Characteristics

- Throughput Rate/Detection Cycle
(3-30 Seconds/Cycle)

* Nuisance Alarms Triggered By
Non-Explosive Material Vapors

- Probability of Detection Dependent
on Effective Collection of Vapors

i

NRC Physical Protection System Performance Testing Workshop )
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Explosives Detectors

® Maintenance
- Low Maintenance Requirement
- Membrane Changed Frequently

- Gas Bottle Replacement

® Vulnerabilities

- May Not Detect Explosives With Low
Vapor Pressure

- Sensitive to Some Non-Explosive
Vapors

- May Not Detect Explosives in
Hermetically Sealed Package

- Special Gas Required

\

NRC Phyeical Protaciion System Performance Teeting Workshop "j
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Explosives Detectors

® Performance Characteristics

- Throughput Rate/Detection Cycle
(3-30 Seconds/Cycle)

= Nuisance Alarms Triggered By
Non-Explosive Material Vapors

- Probability of Detection Dependent
on Effective Collection of Vapors
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Explosives Detectors

® Performance Tests

= "Hourly" Tests

* Test Sample (Vapor from a Small
Amount, a Few Grains, of Double
Base Shotgun or Pistol Powder

@ Installation
= Avoid Drafts

- Avoid Areas Near Smoke,
Exhaust Vents, etc.
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Explosives Detectors

® Maintenance

- Low Maintenance Requirement
- Membrane Changed Frequently
- Gas Bottle Replacement

® Vulnerabilities

- May Not Detect Explosives With Low
Vapor Pressure

- Sensitive to Some Non-Explosive
Vapors

- May Not Detect Explosives in
Hermetically Sealed Package

- Special Gas Required

.

NRC Physical Protection System Performance Testing Workshop )
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Canines As Explosives Detectors

® Alternate Method
® Success Depends On:

* Training and Retraining of
Canine and Handler

- Health of Canine
- Working Time

- Background Odors
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METHODS OF DETECTION

« THERMAL NEUTRON ACTIVATION (TNA) “N(n,») "N
(BAGGAGE, BOXES, ETC.)

* X-RAY (BAGGAGE, BOXES, ETC.)

* YAPOR (PERSONNEL--PORTAL and HAND-HELD)
(MS/MS, GC/ECD, CHEMILUMINESCENCE, INS)

* CHEMICAL SPOT TEST
(ISRAEL INSTITUTE FOR BIOLOGICAL RESEARCH)
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NUCLEAR TECHNIQUES

* THERMAL NEUTRON ACTIVATION (TNA)
“N(a.y)'sﬂ measure 10.83-MeV prompt gamma ray

 FAST NEUTRON ACTIVATION/SCATTERING
(n,2n), (n,p), (n,n’), etc.

* BREMSSTRAHLUNG

“N(y.llnl positron lomaliou(p’) = 0.51 MeV gamma rays
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N-GENERATOR

- neuirons

no. of gamma rays = [Naxl!xc'IA][Nlhﬂzl[ilkRz][DxE]

—— E—

where

* N = number of neutrons/sec emitted by n-source
* N, * Avagadro’'s Number

M = total mass of nitrogen in target

* G= cross-section for neutron reaction

A = atomic weight of nitrogen

D = active area of detector face

E = counting efficiency
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THERMAL NEUTRON ACTIVATION (TNA)

ADVANTAGES

RELATIVELY RAPID (10 SEC.)
NON-INVASIVE

GOOD RELIABILITY

LOW FALSE POSITIVE

LOW FALSE NEGATIVE
SPECIFIC FOR NITROGEN

DISADVANTAGES

* DIFFICULTY W/SMALL AMOUNTS
 DIFFICULTY W/THIN SHEETS OF HE
CANNOT USE ON PERSONNEL
EXPENSIVE

RADIATION HAZARD (?)

CANNOT DISTINGUISH BETWEEN HE's
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Dean D. Fetterclf, Ph.D.
Research Chemist
Yorensic Science Research Unit
FBI Laboratory
FBI Academy
Quantice, VA 221385
(703) 640-6131 x 3345

This material, presented at the Third International Symposium on
the Analysis and Detection of Explosives, Mannheim, Federal
Republic ef Germany, July 10-13, 1989 is provided for the Nuclear
Regulatory Commission (NRC) Security Training Symposium, November
28~30, 1989 by the Laboratory Division of the Federal Bureau of
Investigation. Names of commercial manufacturers are included for

information only and does not constitute or imply endorsement,
recommendation or favoring.
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PRI LABORATORY EVALUATION OF PORTABLE
RXPLOSIVES VAPOR DETBCTORS

Rean D, Fetterolf

FBI Laboratory, Forensic Science Research Unit
FBI Academy, Quantico, Virginia, 22135, USA

ARSTRACT
In March, 1988, the FBI Laboratory conducted an evaluation

of commercially available explosives vapor detectors under
operational scenarios typicalily encountered by law enforcement and
security personnel. Three gas chromatograph/electron capture-based
detectors, the lon Track Model 97, the Scintrex EVD-1, and the
Sentex Scanex Jr. as well as the ion mobility based Graseby PD-5
vere evaluated.

The explosive detection and operational capabilities of
each detector were examined by sampling laboratory reference
standards, the test explosives and potential interferants. Bomb
guantities of a variety of explosives were hidden in packages,
briefcases, and luggage. Practical search problems also involved
locating explosives hidden in automobiles, mail, motel rooms and
a townhouse.

Only a few positive responses to potential interferants
vere recorded. Dynamite (NG and EGDN) was readily detected with
only 2 hours soak time in the various test items and search
scenarios. TNT was also found in some cases. The less volatile
explosives including an NH/NO, emulsion, PETN Deta Sheet and the C-
4 vere undetected in any test item after 18 hours soak time or in
any of the practical search problems. Summarized test procedures
and results are presented to allow the reader to evaluate the data
with respect to his/her own operational regquirements.
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3. INTRODUCTIOM

The rise in domestic and international terrorism in the
last decade has generated an increasing interest by law enforcement
and physical security personnel in the operational uses and
capabilities of commercially available portable explosive vapor
detectors. These uses include the security screening of personnel
or items entering a building or secure facility. Lawv enforcement
uses include such scenarios as bomb threats, suspicious packages
or searching for secondary devices following an explosion.

A number ot laboratory studies were carried out in the late
19708 by Sandia National Laboratories, the United States Department
of Transportation, and the Naval Explosives Ordnance Disposal
Facility. In April, 1981, a comprehensive field test of
commercially available explosives detectors and dogs was carried
out by the Research and Development Division of the Bureau of
Alcohol, Tobacco and Firearms, U.S. Department of the Treasury.

This paper, condensed from a final report of 126 pages,
summarizes the test procedures, provides a brief functional
description of each detector, and presents the results from their
evaluation under operational scenarios of interest to law
enforcement and security personnel. The evaluation, conducted by
the FBI Laboratory during March 21-24, 1988, wvas directed toward
the needs of the “"user" while maintaining a fair and impartial test
environment.

It was made clear to the manufacturing representatives that
participation in the test and the results thereof does not
constitute or imply endorsement, favoring or recommendation by the
U.§. Government or any agency or employee thereof. No specific
recommendations regarding overall detector performance are made.
The reader must evaluate the data with respect tc his/her own
operational requirements.

The explosive detection and discrimination capabilities of
each detector were examined by sampling laboratory reference
standards, the test explosives and potential interferants. Bomb
guantities of a variety of explosives were hidden in packages,
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briefcases, and luggage. These test items were treated as
suspicious items. The briefcases were also sampled using the EOD
Technician procedure called "burping® which calls for the
compression of the briefcase forcing vapor-enriched air to escape,
thus enhancing the probability of detection. This procedure was
included at the request of some of the manufacturers. Practical
search problems also involved searching for explosives hidden in
automobiles, mail, motel rooms and a townhouse. These vere
directed searches in which several specific location were labeled
and searched. This effectively eliminated the ability of the
operator to conduct a proper search as an uncontrollable variable
and placed the emphasis on the detector.

II. TRST PROCEDURES AND GUIDELINES

Bomb gquantities of live explosives were used in the
packages, briefcases and suitcases. The explosives typically
wveighed from 1 to 1.25 pounds. Only 1/4 pound of dynamite was used
due to the highly volatile nature of nitroglycerine (NG) and
ethyleneglycol dinitrate (EGDN) and the fear of contamination.
PETN Deta Sheet, Atlas 7D emulsion, TNT and C-4 explosives were
selected from "sterile" (non-dynamite storage) bunkers. Hercules
Red Dot smokeless powder was purchased a few days prior to the
evaluation. The Hercules Unigel dynamite was stored in a separate
bunker.

A socak time (time since package preparation and
examination) of 18 hours was provided for packages and briefcases
containing PETN, TNT, C-4, Atlas 7-D and smokeless powder. The
soak time for dynamite was only 2 hours.

Great care was taken to avoid cross-contamination of the
explosives and the test items during preparation, storage and
handling. Double gloves were worn during the preparation. Storage
was provided by double wrapping each item containing explosives in
plastic garbage bags. These items were stored separately from
blank items or those containing interferants. No dynamite or test
items containing dynamite were permitted in the test facility until
just before the testing began.
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The manufacturing representatives were invited to attend
the evaluation in January of 1988. A brief outline detailing
wvhich explosives would be used, the operational test scenarios,
types of interferants, testing schedule, and figures of merit for
the evaluation were provided.

Prior to the test, four onverators were chosen by personnel
of the FEI Laboratory because of their recognized expertise in
explosives and their familiarity with the requirements of
explosives detection in the forensic and law enforcement
communities. Their observations provided valuable insight into the
state of the art in commercial explosives vapor detectors which
would not have been obtained through the use of nonexperts or the
manufacturing representatives.

Each manufacturer was provided an opportunity to describe
their instrument to the operator and to provide training in its
operation. As part of this training phase pure explosive compounds
and the actual test explosives wvere sampled. Forms detailing the
instrument model and serial number, operation within
specifications, and satisfaction with the operator were completed
by the manufacturing representatives. PFollowing the training and
on subsequent days the instruments were secured in locked
laboratory space until the following day.

The actual search problems were done in teams. The search
teams consisted of the trained cperator, who made the decision as
to a positive detector response; a scorer/observer, who recorded
the results; and the manufacturing representative(s) who functioned
as a witness. The tests were conducted in the blind mode so that
none of these individuals had any knowledge of the explosives or
their location. Simultaneocus tests were conducted and the teams
rotated. Observers from over 40 U.S. Government and foreign
agencies attending the test were segregated from the testing areas
but had the opportunity to observe each instrument in the various
phases of the evaluation. The manufacturers, the trained
operators, and the observers were invited to provide written
comments following the evaluation for inclusion in the final
report.

NUREG/CP-01G7




Fetterolf

IIX. DETECTORS EVALUATED

Four detector manufacturers volunteered to participate in
the evaluation. Table 1 provides a comparison of the various
operating characteristics of each detector. A brief operational
description of each is provided.

Grasesby PD-5: The Graseby PD-5 is the only ion mobility
spectrometer (IMS)-based portable explosives detector commercially
available. This rechargeable, battery-operated detector is totally
self-contained and requires no replenishing of carrier gas supply.
After 2 minutes of varm-up and automatic calibration the instrument
operates in a continuous sampling mode with a 3-second response
time. Two to 3 sampling intervals were used for each test item.

In operation, outside air is drawn in through a hand-held
probe, by a pump contained within the briefcase unit. Air and
explosives molecules diffuse through a membrane into a chauber
vhere a sealed *Ni radiocactive source ionizes the sample. Under
the influence of an electrical field 20 millisecond bursts of ions
drift toward the collector electrode. The larger and heavier
explosive molecules drift more slowly than the air molecules. The
microprocessor system recognizes these peaks at specific points in
time and triggers an adjustable audible alarm. A digital display
indicates the relative concentration of the explosive being
detected.

lon Track Instruments Model 97: The Ion Track Instrument
(ITI; Model 97 is a dual gas chromatograph/electron capture-based
detector. This portable detector is supplied with a rechargeable
battery pack. Argon carrier gas is supplied from a 4 e’
refillable gas tank. After approximately 15 minutes of warm-up
time this detector operates in the continuous mode with a 2-10
second response time.

Suspect vapor is drawn into the instrument through a
menmbrane which isolates it from ambient air. The vapor is mixed
with Argon, an inert carrier gas, and fed down both columns. One
of the columns is coated with a chromatographic support which
retards the progress of explosives molecules. Each column
terminates in an electron capture detector (ECD).
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If electronegative molecules, such as explosives are
present they reduce the standing current in the ECD and trigger an
alarm. The relative strength of the signal is displayed on a
pseudo logarithmic bar graph display. The timing seguence of the
signals from the twin ECDs discriminates between explosive vapors
and those produced by similar nonexplosive substances.

Scintrex EVD-1: The Scintrex EVD-1 is a 2-component
system consisting of a battery-powered, hand-held sampling unit and
an analyzing unit which can be AC or battery operated. This
analyzer unit consists of a desorber, chromatographic column and
an ECD with a resporse time of 1.5 minutes.

The sampling unit consists of a battery-operated metering
pump which draws air through a 7-cm quartz collection tube
containing Tenax adsorbent at 600~800 ml/min for a preset time of
15 seconds. The tubes are normally ready for reuse after each
analysis.

The sample cocllection tube (containing the adsorbed vapor) is
placed in the desorber portion of the analyzer. The tube is heated
and purged with pure carrier gas. The vapor sample then enters the
analyzer wunit into a secondary adsorber, then to the
chromatographic column and finally into the ECD. The electronic
section of the detector monitors the standing current in the ECD,
A microprocessor software algorithm decides whether there is a
signal within preset retention time windows corresponding to an
explosive. The results are then sent to a digital LCD display.

Santex Sensing Technology Scanex Jr.: The Sentex Scanex
Jr. manufactured by Sentex Sensing Technology is also sold under
an exclusive license as the XID Corporation Model T-54. This
portable detector «consists of a preconcentrator, a gas
chromatograph, an electron capture detector, and a rechargeable
battery pack. Helium carrier gas is supplied from a refillable gas
tank. Following 20 minutes of warm-up time the detector operates
in the batch mode with an 8 to 20 second response.

The hand-held sampling probe is push button activated,
drawing air into the unit as long as the button is depressed.
According to the manufacturer the sampling pump should be activated
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between each item to clear any remaining material and to
reestablish baseline operation. The sampling probe is connected
to the briefcase unit by a 1 meter heatod teflon tube.

An adsorbent material coated on a coiled platinum wire
collects the explosive vapors if present. The platinue wire is
then heated and the vapors desorbed onto a chromatographic column
vhere seperation takes place. The sarple then passes into a
tritium foil ECD. The microprocessor decides whether there is a
signal within a preset retention time window and triggers an
audible alarm and an LED bar display.
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TABLE 1. Detectors Evaluated

DETECTOR TYPE CONCENTRATOR OPERATION EXPENDARLES WARMUP RESPONSE
Graseby pD-5' Ims Membrane Cont inuous None 2 min 3 sec
ITT Model 97° GC/ECD Membrane Cont i nuous Ar Carrier 15 min 2-1C sec
Scintrex EVD-1° GC/ECD Tenax Tube Batch He Carrier 30 min 1.5 min
Sentex Scanex JR.* GC/ECD Pt Coil Batch He Carrier 29 min 8-20 sec

SL

1. Graseby Ionics Ltd., 6 Millfield House, Woodshote Meadow, Watford, Herts, England WDI 8YX
2. TIon Track Instruments, 109 Terrace Hall Avenue, Burlington, MA 01803, USA

3. Scintrex Security Systems, 222 Snidercroft Road, Concord, Ontario, Canada LAK 1BS

4. Sentex Sensing Technology, Inc., 553 Broad Avenue, Ridgefield, N* U7657, USA
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IV. STANDARDS, TEST RXPLOSIVES AND INTERFERANT RESULTS

Pure Explosive Compounds: Samples of laboratory reference
explosives listed in Table 2 were sampled in near contact by each
detector. It is gquite clear from this data that the detectors
evaluated respond to the higher vapor pressure NG and 2,6 DNT without
any difficulty. In general, and as expected, the lower vapor
pressure pure explosives (TNT, RDX and PETN) provide an increasing
challenge to these detectors.

The response of the Sentex/XID detector to pure PETN and RDX is
unique and deserves a brief discussion. It has been demonstrated at
sandia National Laboratories that explosive vapors will adsorb on any
surface. There is a rank-order of preferential adsorption by the
various explosive compounds. In simple terms this means that EGDN
or NG adsorbed on surfaces can be preferentially replaced by RDX or
PETN. The released EGDN cr NG reaches the detector and provides a
response. The result is that one falsely believes that the detector
is responding to RDX or PETN directly. 3uch behavior has been
observed experimentally at Sandia on short pieces of teflon tubing.
The Sentex Scanex Jr. is equipped with 1 meter of teflon tubing
between the sample pump and the briefcase unit.

TABLE 2. Laboratory Standards Results

PURE COMPCUNDS GRASEBY SCINTREX ITI SENTEX
NG Tablets + + + +
Ammonium Nitrate - - + -
2,6 DNT + + + +
TNT - - + +
PETN - - - +
RDX - - - +

Test Explosives: Small pieces of each of the test explosives
vere sampled in near contact by each detector. Great care was taken
to prevent cross contamination of the explosives or contamination of
the instruments or test facility during this stage of testing. For
this reason no Hercules Unigel dynamite was sensed in this phase as
all detectors responded to NG tablets. The results of sampling the
test explosives are shown in Table 3. Some important points can be
made by comparing the data irom Tables 2 and 3.
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All instruments readily responded to the Hercules Red Dot, a
double-based smokeless powder which contains a relatively high
percentage of NG. No detectors responded to the military explosive
C-4. These responses were consistent with Table 2.

Several noteworthy differences can be seen between Table 2 and
Table 3. For example, the Graseby PD-5 and the Scintrex EVD-1l alarm
on military TNT is due to the higher vapor pressure 2,6-DNT impurity
and not the TNT itself. In addition, while all detectors responded
to the Dupont Deta Sheet they failed to directly detect the pure
PETN with the exception of the Sentex Scanex Jr. The detectors are
most likely responding to a volatile component in the formulation.

The response between the ammonjium nitrate and the Atlas 7-D
appear to be inconsistent. The ITI detector responded to the pure
ammonium nitrate but failed to alarm on the test explosive. The
Scintrex and Sentex detectors failed to respond to the pure ammonium
nitrate but alarmed on the uncontaminated Atlas 7-D. It should be
noted that the Atlas 7-D also contains a sensitizer, ethylenediamine
dinitrate. However, without laboratory evaluation of each detecter
it is difficult to determine if this caused the detectors to alarm.

TABLE 3. Test Explosive Results

TEST SAMPLES GRASEBY  SCINTREX ITI SENTEX

Hercules Red + + +
Dot Smokeless

Atlas 7-D

TNT

C-4

Dupont Deta Sheet
(PETN)

+ 1 4+ 4
+ 1 4+4 ¥

+ 1t 4+
+ 1 +1

NOTE: Dynamite not tested to avoid contaminatiun.

Interferant Results: Twenty-five potential interferants were
analyzed in a laboratory environment. These samples were chosen
because of their chemical composition and past experiences with
various detectors by a number of individuals. Table 4 shows the
interferant results for the detectors.

Most notable is the fact that the Scintrex EVD-1 and the Sentex
Scanex Jr. recorded no positive responses to any of the interferants
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chosen. Both instruments operate on a preconcentration step which
involves adsorption of the explosives vapors prior to analysis.
These volatile vapors are not adcorbed or chromatographic and
detection conditions are such that these compounds do not co-elute
or alarm as explosive molecules.

The 2 positive responses by the Graseby PD-5 are easily
explained. The Skoal Wintergreen Smokeless Tobacco contains methyl
salicylate (the wintergreen flavoring). This detector is programmed
to respend to this chemical as this is the same basis used to check
for decontamination in chemical warfare training exercises by the
British military. The microprocessor could be reprogrammed to
eliminate this alarm. The response to the diesel fuel sample was,
as later determined in laboratory tests, due to contamination on the
plastic cap and not the diesel fuel within the vial. The p-Cresol
alarm was unique to the Graseby and unexplainable.

The ITI Model 97 responded to the Coty Wild Musk and Obsession
colognes both which contain musks. The chemical structure of musks
is similar to that of TNT. The response to the Cepacol mouthwash
cannot be explained without further laboratory investigation. The
Super Glue response was due to the fact that the glue was still wet,
an unlikely event in real situations. The response to the Skoal

Wintergreen Smokeless Tobacco is most likely due to the flavoring
chemicals.
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Table 4. Interferant Results
GRASEBY ITI SCINTREX SENTEX

Men's/Women's Toil .tries

Shield Deodorant Soap

Kivi Shoe Polish (Black)
Cepacol Mouthwash

Coty Wild Musk Cologne Spray
Gilette Right Guard Spray
Obsession Cologne

Household Chemicals

PineSol Cleaner Disinfectant
Enoz Moth Balls

Lysol Spray Disinfectant
Raid Ant and Roach Killer
Pledge Dusting/Waxing Polish
Super Glue

Ecod Stuffs

Chicken of Sea Tuna (0il) - - - -
Fisherman's Net Sardines - - - -
McCormick Ground Cloves - - - -

Smoking Materials

Captain Black Pipe Tobacco
Skoal Wintergreen Smokeless + - - -
Tobacco

laboratory Chemicals

Perchloroethylene
Acetone

Gasoline

Diesel Fuel
Pctassium Chlorate
Chloroform
p-Cresol

Dioctyl phthalate

L B B A
+ 14+ 4+
LI I I B |
LI I N B A |

LI I B I
+ 1800t
LI I B B B
t 1P

t+ 114+
t Lt
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V. TEST ITEX RESULTS

Package Results: Twenty-five 1-ft' sealed, and paper-wrapped
cardboard boxes were used in this test segment. These packages were
treated as a typical lav enforcement scenario, the unidentified
suspicious package. The operator, scorer/observer, or manufacturing
representative was not permitted to touch the packages. Sampling was
permitted along the taped edges of the package. No penetration or
puncturing of the test item by needles or probes was permitted.

The packages were placed in a sample grid within a 250-seat
auditorium. Great care was taken to surround the package containing
the 1/4 stick of dynamite with blank boxes. This proved useful as
in less than 1 hour it was not possible to approach this package
vithout alarming the Graseby PD-5 detector. The packages were moved
outdoors to avoid contaminating the test facility or the other
packages.

The package test consisted of 10 blanks boxes, 6 explosives, and
9 interferants. The interferants chosen from Table 4 were
perchloroethylene, Coty Musk Perfume, Kiwi Shoe Polish, mixed tobacco
products and moth balls. Results of the test for the explosive
containing packages are shown in Table 5 for the Graseby PD-5, the
ITI Model 97 and the Scintrex EVD-1. The Sentex Scanex Jr. which
failed to operate correctly was withdrawn from the evaluation.

The only explosive detected by all the detectors was dynamite in
package number C8. Only the ITI Model 97 responded to the package
containing TNT. All other explosives were undetected. The Graseby
PD-5 provided the only positive response to a blank or an interferant
package. The Graseby response to package number G8 is unexpiained.

TABLE 4. Package Results

ITEM CONTENTS GRASEBY ITI SCINTREX
Al4 PETN Sheet - - -
cs Dynamite “ + +
El C=-4 - - -
El4 Atlas 7D Emulsion - - ~
H14 Smokeless Powder - - -
J11l TNT - + -
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Briefcase Results: Twenty~-five new molded plastic briefcases
wvere used in the examination. Seven briefcases contained explosives,
while 8 contained interferants and 10 were empty or blanks. The
briefcases were placed at least 8 feet apart in the 3rd-floor hallway
of the test facility.

This test involved 2 examinations, the first being a sampling
of the briefcase along the metal-lined edges, locks and hinges.
This search procedure would be typical of a suspiciously placed
briefcase. To simulate a physical security scenario, the second
sampling involved "burping®” the briefcase by the scorer/observer in
order to release trapped air from the briefcase. This procedure was
included at the request of some of the manufacturing representatives.

The results of the briefcase test are shown in Table 6. The
Graseby FD-5 correctly alarmed on the Hercules Red Dot smokeless
powder and the 2 dynamite briefcases. A positive response was
recorded for the Skoal Wintergreen Smokeless iobacco. Unexplained
responses to Musk and Pledge were recorded.

The ITI Model 97 correctly located the TNT and the 2 dynamite
briefcases. Positive responses were recorded for 3 interferant
briefcases 1 with Skoal Tobacco and 2 containing Coty Musk Perfume.
These responses are consistent with the interferant study results.
A positive response was also recorded to a blank briefcase.

The Scintrex EVD-1 correctly located the TNT, smokeless powder,
2 dynamites, and the Atlas 7-D briefcases without the need for
"burping.* No positive responses to blanks or interferants were
recorded.

TABLE 5. Briefcase Results

ITEM CONTENTS GRASEBY ITI SCINTREX
3 TNT - + +
7 Smokeless Powder +B - +
11 PETN Sheet - +/= -
13 Dynamite + + +
16 Atlas 7-D Emulsion - - +
20 Dynamite + + +
23 C-4 - - -

Note: (+) denotes positive response without burping; (-) denotes
negative responses; (+B) denotes positive response on burping only;
(+/;) d:hotol positive response without burping and negative response
on burpimy.
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laggage Rssults: An assortment of 10 pieces of luggage of
varicus types (soft sided, carry on, etc) filled with clothing were
sampled. One item, a soft-sided zippered, bag ccntained dynaaite.
The Graseby PD-5, ITI Model 97 and the Scintrex EVD-1 correctly
identified the bag. No other alarms were recoxrded.

Vi. Practical Search Exzercise Results

The practical search problems were set up in the FBI Hogan's
Alley training complex located at the FBI Academy. This multiuse
facility was designed to provide a realistic environment for law
enforcement training exercises. It also houses office space and
additional Academy-related services.

The search problems were set up to evaluate the capability of
each detector in routine physical search ascenarios. This test was
designed not to evaluate the operator/detector combination but the
detector itself. Bach item or area to be searched was clearly
labeled with a 3x5 card as to wvhere and wvhat wvas tc be searched. For
example, if a desk draver was to be searched it would already be
partially open (1/4 inch) and clearly labelled as to search along the
open edge. No test area could be opened, moved, or otherwise
disturbed by the search team. This directed search eliminated the
operators' ability to conduct a thorough search as an uncontrolled
experimental variable and ensured an equal opportunity for all
detectors to respond to the hidden explosives. The Sentex Scanex Jr.
was voluntarily withdrawn from these searches by the manufacturer due
to instrument failure the previous day.

Post Office: This search scenario centered around a typical
small town post office. A service window and locked mail boxes were
located here. The purpose of this scenario was to simulate a search
of mail. A letter, a manila envelope, and a package addressed to the
test coordinators were individually searched. A standard exterior
mail box was also searched.

The manila envelope contained PETN sheet explosive. The
Graseby PD-5, the ITI Model 97 and the Scintrex EVD-1 failed to
locate the PETN explosive. It is of interest to note that all 3 of
these detectors responded to the PETN test explosive in Table 3, when
in near contact with the sample. No false alarms were recorded by
the detectors on the other test items.
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Telephone Booth: A suspicious black gym bag was left in a
sidewalk~-style telephone booth outside of the bank. A porous brown

paper lunch bag containing Hercules Red Dot double-based smokeless
powder was placed on top of the clothes in the gym bag. For safety
reasons the powder was not placed in a metal pipe as would be the
typical case if an improvised explosive device was used. No detector
responses vere recorded. It should be noted that all 3 detectors
responded to the test explosive when in near contact with the sample.
No false alarms were recorded in the area.
Automobile No. 1 Exterior Search: A late model Chevrolet sedan was
searched from the exterior. Such a search might be undertaken of
vehicles entering a secure facility. Only selected areas of the
automobile were searched. Two wheel wells, cracks of the hood,
trunk, and passenger side front door were searched. An interior air
sample was taken through the partially open drivers' window. A
quarter (1/4) stick of Hercules Unigel Dynamite was placed in the
trunk on top of the spare tire.

The Graseby PD-5 and the ITI Model 97 correctly responded to the
dynamite while searching along the crack of the trunk after about 1
hour soak time. No cther alarms were recorded by these 2 detectors.
The Scintrex EVD-1 performed this analysis in the afternoon and also
correctly responded to the dynamite in the trunk. The only other
positive response was recorded in the afternoon by the EVD-1 on the
interior air sample. This is most likely due to explosives vapors
penetrating the rear seat or through the speaker area due to the
longer soak time.

Automobile No. 2 _ nterior Search: The interior of a late model
Lincoln Towncar was searched. Samples from inside the trunk, glove
box, under the passenger and drivers' seat and the interior air were
obtained. One-sixth pound of TNT was placed under the driver's seat.

The Graseby PD-5 and the ITI Model 97 correctly responded to the
presence of the TNT under the driver's seat. An unexplained
intermittent alarm was recorded in the trunk near the right rear
epeaker and in the glove box by the ITI detector. The Graseby PD-5
also alarmed under the passenger seat. No alarme were recorded by
the Scintrex EVD-1. This was atypical of the performance of this
instrument in other portions of the evaluation where it successfully
located TNT.
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Motel Room 117 Search This standard single occupant motel
room was labeled with 3x5 cards at six locations. Based upon our
experience the previous day with dynamite vapor , only a small piece
of dynamite wrapper was used. A 2x2-inch piece of dynamite wrapper
wvas placed inside a styrofoam coffee cup in an office size garbage
can. The 1id was placed on the cup with the tear back drinking hole
exposed. The garbage can was partially filled with trash (soda cans,
snack food bags, etc.). The cup was placed near the top of the
garbage can being partially covered by a snack food bag.

Both the ITI Model 97 and the Scintrex EVD-1 correctly located
the dynamite wrapper in the garbage can. The Graseby PD-5 alarmed
on room air upon entering the room but failed to alarm on the
dynamite wrapper in the garbage can. The Graseby alarm on the desk
draver is inconsistent with its response in other empty desk drawers.
The alarms by the Graseby PD-5 and the Scintrex EVD-1 on a clock on
one of the tables are unexplainable.

Motel Room 118 Search: An identical adjoining room was sampled
in six locations including desk drawers, a night stand, under the bed
and a chair cushion. One desk drawer contained 1/4 pound of C-4
explosive. The desk drawer was partially open. This explosive was
not detected by any of the detectors in this scenario. This is
consistent with each detector's failure to detect the C-4 explosive
itself. No other positive responses were recorded in this room.

Motel Room 125 Search: Motel Rooms 125 and 126 were prepared
in such a manner as to simulate an overnight guest. The shower was
run for a few minutes and the toilet flushed and deodorized. The
room preparer shaved, brushed his teeth, gargled with a mouthwash and
used an underarm deodorant. Several bursts of a room deodorizer were
sprayed into the room. Windows within the motel rooms were also
cleaned with Windex.

Hercules Red Dot smokeless powder in an open ziplock bag was
placed in a dressar drawer. For safety reasons the powder was not
placed in a pipe as would have been the case if an improvised
explosive devise were present. No detector responded to the
smokeless powder in the drawer. No other alarm: were recorded to
searches of a different drawer, the sink or toilet area.
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A RALC Thie adjoining rcom was prepared in an
1dontical fuuhion to Room 125. There was no explosive material
located in this room.

One drgssar draver contained a small amount of Skoal Wintergreen
Smokeless Tobacco. The Graseby PD-5 alarmed on this drawer. This
alarn is congistent with previous exposure (Table 4) to Skoal
Wintergreen Smokeless Tobacce during the interferant test. The

Scintrex alarms con the tobacco drawer and a heater vent are
unexplained.

The ITI Hodel 97 alarn under the bed was also unexplained.

The ITI also failed to zlarm on the Skeal Wintergreen Smokaless
Tobacco as it had dutinq the interferant test.

Do Search he living room, kitchen, and & second floor
ottico of a 3-atory towilhouse were searched. A piece of dynamite
vrapper (approximately 2'x 3%) was placed under one of the sofas in
the living room. No exp.osives were placed in the kitchen. A one
pound stick of Atlas 7-D emclsion was pl-.ed in a desk drawer in the
office.

All three detectors correct.y located the dynamite wrapper under
the sofa in the living voom. The Graseby detector produced no other
alarms in this roon. Intermittent and unexplained alarms were
observed on a second sofa by the ITI Hodel 97 detector. The Scintrex
EVD~1 also alarmed on the roonm air and nsar a table drawer holding
& video cassette recorder. These alarms on air samples are
consistent with this detectors response when sampling air in the
areas where dynamite or dynamite wrappers were located.

No explosives were located in the kitchen. Recent plastering
in the kitchen produced an unexpected background odor which d@id not
interfere with the operation of any of the detectors. Samples vere
obtained under a sink which had household chemicals stored there,
behind & washing machine, in a china cabinet, and room air. The only
alarm recorded in the kitchen was the Graseby PD-5 alarm in an old
unused refrigerator. This alarm is unexplained.

A stick of Atlas 7-D was placed in the desk drawer in the second
floor office. No detector locatad this explosive. No other alarms

vere recorded on the file cabinet, a trunk, under a chair or from the
air sample.
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VII. SUMMARY

This evaluation was designed to examine the commercially
available explosives vapor detectors in operational scenarios. The
scenarios chosen were typical of those encountered by law enforcement
and security personnel. No specific conclusions or recommendations
are made. The readers must judge the data with respect to their own
specific operational requirements. Several general conclusions are
apparent from the data.

The 2 electron capture detectors, the ITI Model 97 and Scintrex
EVD-1 and the ion mobility based Graseby PD-5 detector completed the
entire evaluation without experiencing instrumental failure. In
general, these detectors readily and reliably detected the higher
vapor pressure ethyleneglycol dinitrate (EGDN) and nitroglycerine
(NG) containing explosives in the test items (packages, briefcases,

suitcases) and the area searches in Hogan's Alley. In fact, only
a small amount of residual particulate matter or a piece of wrapper
from the dynamite was necessary for detection. Military TNT

containing the more volatile DNT component was also detectable in
some cases.

The lower vapor pressure inorgan.c explosives (water
gel/slurries and emulsions) such as Atlas 7-D \nd the organic (PETN
and RDX) plastic explosives such as PETN Deta Sheet and C-4 were
undetected in the various area search scenarios even though the
detectors were directed to search specific areas. It should be noted
that both of the inorganic explosives are widely used commercially
in the United States. PETN and RDX-based explosives are commonly
used by militarys throughout the world. It should be pointed out
that these explosives were obtained from "sterile" sources and not
exposed to contamination from the nitrated esters EGDN and NG.

Over the last 10 years or so there appears to have been a
general improvement in sensitivity of the commercial detectors toward
NG, EGDN and TNT. The challenge still remains to find a small
portable hand~held detector able to reiiably detect the inorganic and
plastic explosives in operational scenarios.

Te meet this important challenge, it will be necessary for
explosives manufacturers, instrument companies, forensic scientists
and law enforcement personnel to work together.
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Orange Groan Bive
8 * Pastic Exploshves * “Homemads Bombs* * Guns
§ * Pastc Guns (Chionde/Sugar) ¢ Knves
© Narcolcs * Razor Blaces
© Losther Briefcase « Light Metal * Porg
© Clothing Materiel © Combination of © Battenas
© Clothing Purses organic/ inorganic o Portabie Phone
] * Plastic Objects materials * Portable Radko
% * Paper Products © hays
i © Books/ Files
- * Food
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v xipuaddy

pEl

LOTO-dD/OHUNN

FUNCTIONAL BLOCK DIAGRAM

CONTINUOUS WAVE DETECTION

S
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High gain,
narrrow band
receiver

constant
control
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controlled |

power amp
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power

supply
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T Reference channel
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 Alarm unit

Threshold Adjust
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control
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Output
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| Alarm unit

power supply
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9¢l

LOTO-d/OHUNN

MFR
Del Norte

Outokumpu

Metal Detector Programs
--Examples--
MODEL PROGRAM PURPOSE
Sentrie AT i General Handgun Screening
2 Ferrous Weapons
3 Large S.S. Handguns
4 Small S.S. Handguns
5 High Sensitivity
Metor 118 0,1 High Sensitivity
8,9 Normal/Fast Speed, Noise Attn.
234, Normal Sensitivity, Low
10,11,12 Discrimination, N/F Speed,
Noise Attn.
5,6,7, Low Sensitivity, Low or
13,14,15 High Discrimination,
N/F Speed, Noise Attn.
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v xipuaddy

WALK-THRU METAL DETECTORS
INFLUENCES ON DETECTION

OBJECT CHARACTERISTICS

1. Mass

2. Size

3. Shape

4. Orientation

S. Type & Combination of Metals

DETECTOR CHARACTERISTICS

1. Method of Detection (Pulse VS CW)
2. Frequency/Pulse Rate
3. Detection "Program" Selected

FEITEY
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WALK-THRU METAL DETECTORS
INFLUENCES ON DETECTION cont’d

WALKER CHARACTERISTICS

1. Size
2. Velocity of Walk
3. Object Position on Body

ENVIRONMENTAL CHARACTERISTICS

1. Electromagnetic Background
a. At Receiver Frequency
b. Via Power Lines
¢. Radiated (RF)

2. Nearby Metal Objects

J9u04
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Outokumpu

Del Norte

Infinetics

Walk-thru Metal Detectors
Type

__MODEL _Detection _Comments
Metor 118 Pulse
Metor 120 ”
HS2S .
AT portable 3
AT standard
(+ Mark 100)
Design 500 CW Modified -
Model 1T1D, 4 frequencies,
Type S97D, Series selectable
570, Config. 1 (280 Hz, 2.2,

9.0, 18.0KHz)
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Alm

Aluminam (20/ 24 T4)

Brass

Carbon Steel (1018)
Cast Irom

Lead

Stainless Steel (7#303)

Zinc
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grams

FREQUENCY EFFECTS

300

200

100
70

30
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0 0.5 1.0 1.5 2.0 2.5 3.0 3.5

Meter readings
(average)

4.0
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4

VARIATIONS IN DETECTION OF SPECIFIC METALS
(300 GM RIGHT CIRCULAR CYLINDERS)
(HIGHEST READINGS AT TOP; LOWEST AT BOTTOM)

INFINETICS
Freq.A-280 Hz

Aluminum
Cast Iron
Carbon Steel
Alnico

Zinc

Brass

Lead

St. Steel

OUTOKUMPU
Program 1 Program 4
(Gain 80) (Gain 100)
Alnico Alnico
Carbon Steel Carbon Steel
Cast Iron Cast Iron
Aluminum Aluminum
St. Steel St. Steel
Brass Lead
Lead Brass
Zinc Zinc

DEL NORTE
1 Program 4
(Gain 40) (Gain 40)

Aluminum Aluminum

Zinc Cast Iron
Brass Carbon Steel
Alnico Alnico

Lead Zinc

Cast Iron Brass

St. Steel St. Steel

Carbon Steel Lead
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Stainless steel mimi-
revolver. 22 Long with
with 1 1/8" barrel.
Manufactured by
North American Arms

Zinc frame antomatic
pistol. MP-25, 25 cal

COMMENTS

All stainless steel
except one sprimg.
Steel is cast, 17-4

About 90 gm is steel.
Zinc is Zymac #5, an

ACP. Mfg. by Raven Arms alloy with some copper.

Aluminum frame Model 7 Barrel & frame
380 cal. derringer are aluminum. Other

Mfg. by American parts are stainiess
Derringer Corp. steel.
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DEL NORTE PORTARB
GAIN = 10
YELOCITY = 1.1 METER/SEC.

«38 CALIBER
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>
-
-
&
3
=
5
>




Porter

T e e

WITH TEST OBJECT
COMPARISON

rosseEssions TEST,

INFINETICS, FREQUENCY A

Appendix A 150 NUREG/CP-0107



LOTO-dVOIHNON

v xipuaddy

DEL NORTE PORTAELE BELT BUCKLE TEST

GAIN = 45 VELOCITY = 1.1 M/S
NUMBER OF LIGHTS

e oy Hah e
/R AT A i A

4

fo/&/’f

12345 12345012345 12345 12345 12345 12345 12345 12345 123450
BUCKLE A B Cc D E F G H J K

LARGE SMALL LARGE LARGE NAVY SWALL LARGE SMALL SMALL VERY
BRASS POTMETAL 2RIVETS 2RIVETS METAL 3 RIVETS 2RIVETS 2RIVETS 2RIVETS SMALL
2 HOLDERS TW 2 RIVETS

PROGRAM NUMBER
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100% -

Percent
Detection

50% -

Best
Operating
Point

STEPS TO DECREASE NUISANCE ALARMS

METAL DETECTOR DESIGN WITH MAXIMUM DISCRIMINATION.
TRAIN OR REQUIRE PERSONNEL TO REMOVE OR NOT WEAR OBJECTS
THAT CAUSE ALARMS.

PRCVIDE SIMPLE WAYS TO SHUNT PERSONAL OBJECTS AROUND

1.
2.

3.

DETECTOR.
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PROBLEMS VS, SOLUTIONS

PROBLEMS

1. Velocity too Low or High

2. Weapon at Ankle

3. Increased Discrimination

4. Weapons Breakdown

il

i

4

POSSIBLE SOLUTIONS

Sensor to Provide Separate Alarm When
Occupant Too Slow/Fast.

Longer Arch at Foot Level
Require Occupant to Pause in Arch, Both
Feet at Center

Commutation of Detection Zones
Mulitiple Detection Zones

Use Higher Frequencies
Random Searches by Hand-Held Detector

1904
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Standards & Criteria
--Metal Detectors--

NUREG - 1329
"Entry/Exit Control at Fuel Fabrication
Facilities Using or Processing Formula
Quantities of Strategic Special Nuclear
Material"

--December 1988

Presently Under Revision

+ Revision 10--Not Final

"Standard Practice for the Evaluation of
Metallic Weapons Detectors for Controlled
Access Search & Screening”
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PROBABILITY OF DETECTION

Points of Interest:

a. Body Position (location)
b. Object Orientation

85% Prob. of Det. at 90% Confidence
Any Single Body Position/Orientation

14 Passes, no Misses
25 Passes, One Miss

3 Body Positions, 3 Orientations = 126 Passes, No Misses
With 5 Passes, Pp=63%, No Misses
Possibilities:
a. Average Performance
45 Passes, No Misses = 95% Py,

b. Keep Historical Records
c¢. Find Worst Case, Test There
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HAND-HELD METAL DETECTORS
--PERFORMANCE INFORMATION--

1904

951

LOT0-dD/OTANN

MFR MODEL FREQ. WEAPONS/ DETECTION RANGE (INCHES)
22 (SS) 25(ZINC) 38(AL)

AVG. DELTA AVG. DELTA AVG. DELTA
INFINETICS REDEE 156KHz 3 - 2 - 1.5 0.25
FED. LABS 6040 19MH: 325 025 275 025 30 10
SOLCO ELECTRO- 735KHz 375 @75 as 0.5 30 10

SEARCH

RENS 25 131KHz 45 - 375 075 45 0.5
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SUMMARY
Primary Method of Detection: Eddy Currents
Many Factors Influence Detection

Important to Understand Effects of Program
Selection.

Once Detection Obtained, Nuisance Alarms
Reduced in Non-Equipment Ways.

Specific Test Objects & Test Methods are
Important.

Need for Improvements
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X-Ray Package Search System
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APPENDIX B

LIST OF REGISTRANTS AND ADDRESSES

Georgia Powszr Company

Plant E. 1. Hatch Security Department
P.O. Box 439

Baxley, GA 31513

John W. Albert
Virginia Power
Security Department
Richmond Plaza 4 West
P.O. Box 26666
Richmond, VA 23261

Tom R. Allen

ERC Environmental and Energy
Services Comp., Inc.

1359 Silver Bluff Road

Suite B-§

Aiken, SC 29801

John W. Aitoonian

U.S. Department of Energy
S&S Division

P.O. Box A

Aiken, SC 20802

Roland J. Railey
Bailey Associates
P.O. Box 146
Burson, CA 95225

Paul Baker, Jr.

U.S. Nuclear Regulatory Commussion
Mail Stop 4E4/WF

Washington, DC 20555

Liz Berber

LS. Customs Service

1301 Constitution Avenue, NW
Room S118

Washington, DC 20229

A (. Barkhouse

Royal Canadian Mounted Police
720 Belfast Road

Ottawa, Ontario, CN

NUREG/CP-0107

A. Bill Beach
U.S. Nuclear Regulatory Commission,
ion 1V

Region
611 Ryan Plazs Drive
Suite 1000
Arlington, TX 76011

Sharon Beall

U.S. Secret Service
1800 G Street, NW
Washington, DC 20223

Spencer A. Becton

U.S. Customs Service

1301 Constitution Avenue, NW
Room 5106, ATIN: E:LAC
Washington, DC 20229

James L. Belanger
U.S. Nuclear Regulatory Commission, Region 111

799 Roosevelt Road
Glen Ellyn, IL. 60137

Barry L. Bennett

Burn's International

Crystal River Utility Branch
P.O. Box 219 (Mail Code NSRP)
Crystal River, FL. 32629

Joseph P. Beratta
Niagara Mohawk Power
Nine Mile Point, Unit 2
Lycoming, NY 13093

Harold N. Berlin

Custom Security Publications
99 Northwest 183rd Street
Suite 244

N. Miami Beach, FL. 33169

Robert M. Bernero

U.S. Nuclear Regulatory Comenission
Mail Stop 6A4/WF

Washington, DC 20555

Jackie W. Biggerstafl

Tennessee Valley Authority

Sequoyah Nuciear Plant, Security SB-1
P.O. Box 2000

Soddy-Daisy, TN 37379
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Gerard A, Bird

Philadelphia Electric

Peach Bottom Atomic Power Station
Box 208 R.D.1 (Mail Code SC-1-1)
Delta, PA 17314

Robert C. Bohlmann

Screening Management Assoc., Inc.
5 North Main Street

Windsor Locks, CT 06096

James R. Bradshaw
Indiana Michigan Power
One Cook Place
Bridgman, Mi 49106

James E. Brazell
Tennessee Valley Authority

Nuclear Security Protective Services Training Section

Browns Ferry Nuclear Plant
Decatur, Al 35602

CGiene F. Brown

Portland General Electric
Trojan Nuclear Plant

71760 Columbia River Highway
Rainier, OR 97048

Carrie Brown

U.S. Nuclear Regulatory Commission
Mail Stop 4E4/WE

Washington, DC 20555

Ron Brown

Meridian Corp.

4300 King Street

Suite 400

Alexandria, VA 22302

Ray W. Buck

Tennessee Valley Authority

1101 Market Street (MS CST 6D68)
Chattancoga, TN 37402-2801

Tom Bundy

Security Bureau, Inc.
533 Midland Avenue
Midland, PA 15059

Robert F. Burnett

U S. Nuclear Regulatory Commission
Mail Stop 4E4/'WE

Washington, DC 20555

NUREG/CP-0107

Loren L. Bush, Jr.
U.S. Nuclear Regulatory Commission
Mail Stop YD24/WF

Washington, DC 20855

Donald M. Carlson

U.S. Nuclear Regulatory Commission
Mail Stop 9D24/WF

Washington, DC 20555

David L. Caskey

Sandia Nationa! Laboratories
DIV. 5248

P.O. Box 5800

Albuquerque, NM 87185

Rocio Castaneira

U.S. Nuclear Regulatory Commission
Mail Stop 4E4/WF

Washington, DC 20555

Gail M. Christoffer

U.S. Nuclear Regulatory Commission, Region Il
799 Roosevelt Road

Glen Ellyn, IL. 60137

Donald Coble

Commonwealth Edison Company
Rural Route 1, Pinebluff Road
Morris, IL. 60450

Fugene T. Connelly

New York Power Authority
123 Main Street

White Plains, NY 10601

Walter T. Cooley
Alabama Power
P.O. Box 470
Ashford, AL 36312

Marilyn R. Cox

Balumore Gas & Electric

Calvert Cliffs Nuclear Power Plant
Lusby, MD 20657

James R. Creed

U.S. Nuclear Regulatory Commission, Region 11l
799 Roosevelt Road

Gilen Ellyn, IL. 60137

Bob Deacy

Boston Edison

Rocky Hill Road, RFD 1
Plymouth, MA 02360
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Larry J. Defibaugh
GPU Nuclear

P.O. Box 388

Forked River, NJ 08731

Fred L. Dehart

The Supply Systern
3000 George Washington
Richland, WA 99352

Arthur Dells Ratta

LS. Nuclear Regulatory Commission, Region |
475 Allendale Road

King of Prussia, PA 19406

James W. Devlin

Screening Management Assoc., Inc.
5 North Main Street

Windsor Locks, CT' 06096

Thomas W. Dexter

U.S. Nuclear Regulatory Commission, Region 1
475 Allendale Road

Kir g of Prussia, PA 19406

Stanley L. Dolins

U.S. Nuclear Regulatory Commission
Mail Stop NL/S 105

Washington, DC 20555

Arthur ¥, Downs

Long Island Lighting Company
P.O. Box 628, North Country Road
Wading River, NY 11792

Pierre Dube

Atomic Energy of Canada, Ltd.
Chalk River Nuclear Laboratories
Chalk River, Canada

Robert J. Dube

U.S. Nuclear Regulatory Commission
Mail Stop 9D24/WF

Washington, DC 20555

Richard Duncan

St. Lucie County Sheriff's Department
P.O. Box 2148

Ft. Pierce, FL. 34954

Priscitla A, Dwyer

U.S. Nuclear Regulatory Commission
Mail Stop 4E4/WF

Washington, DC 20555

NUREG/CP-0107

Louis T. DeStefano

ERC Environmental and Energy Services Comp., Inc.
1359 Silver Bluff Road

Suite B-§

Aiken, SC 29801

Pau! E. Ebel

BE Inc.

P.O. Box 381
Barnwell, SC 29812

Floyd C. Edler

Illinois Power Company
Clinton Power Station
P.O. Box 678

Clinton, IL 61727

Thomas C. Elsasser

U.S. Nuclear Regulatory Commission
Mail Stop 16G15/WF

Washington, DC 20555

Ronnie R. Eller
Duke Power

P.O. Box 33189

422 S. Church Street
Charlotte, NC 28242

Frank P. Eller, Jr.
Southern California Edison
P.O. Box 128

San Clemente, CA 92672

Thomas S. Elsroth
Censolidated Edison Co, of NY
Indian Point Station

Broadway & Bieakicy Avenue
Buchanan, NY 10511

Charles W. Emeigh

U.S. Nuclear Regulatory Commission
Mail Stop 4E4/WF

Washington, DC 20555

Richard E. Enkeboll

Nuclear Management & Resources Council
1776 Eye Street, NW

Suite 300

Washington, DT 20006-249%

David 1. Erbe

Kansas Gas & Electric
P.O. Box 411
Burlington, KS 66839
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Nancy E. Ervin
U.S. Nuclear Reguiatory Commission

Mail Stop 9D24/WF
Washington, DC 20555

Daniel . Evdnick
Dairyland Power Cooperative
P.O. Box 275

Genoa, WI 54632

Frank D “vitch

Wisconsii Public Service
Route 1, P.O. Box 48
Kewaunee, W1 54216-9510

Mary A. Fadden

U.S. Nuclear Regulatory Commission
Mail Stop 4E4/WF

Washington, DC 20555

Tony Fainberg

Office of Technology Assessment
United States Congress

600 Pennsylvania Avenue, SE
Washingion, DC 20510

Irma P. Fidurski
Security Bureau, Inc.
5§33 Midland Avenue
Midland, PA 15059

Richard J. Finger

U.S. Nuclear Kegulatory Commission
Mail Stop §721-MNBB

Washington, DC 20555

William C. Floyd

U.S. Nuclear Regulatory Commission
Mail Stop 4E4/WF

Washington, DC 20555

Michael J. Flynn

Central Intelligence Agency
8108 Clifforest Drive
Springfield, VA 22153

Robert 1. Fonner

U.S. Nuclear Regulatory Commission
Mail Stop 15BI18/WF

Washington, DC 20555

NUREG/CF-0107

James G. Fort

Lockwood Greene Engineers
U.S. Department of Energy
P.O. Box 491

Spartanburg, SC 29304

Dr. Sandra Frattali

U.S. Nuclear Regulatory Commission
Mail Stop NL/S 10§

Washington, DC 20555

David C. Frost

Tennessee Valley Authority
CST 6C 36A-C
Chattanoogs, TN 37402

Sue Gagner

U.S. Nuclear Regulatory Commission
Mail Stop 2GS/WF

Washington, DC 20555

Charles E. Gaskin

U.S. Nuclear Regulatory Commission
Mail Stop 4E4/WF

Washington, DC 20555

Richard E. Gaudreau
Pennsylvania Power & Light
P.O. Box 467

Berwick, PA 18603

Don R. Gentry

V.C. Summer Nuclear Station
P.O. Box 88

Jenkinsville, SC 29065

Lawrence P. Gibbs

Baltimore Gas & Electric

Calvert Cliffs Nuclear Power Plant
Lusby, MD 20657

Richard J. Gigliotti

United Nuclear Corporation Naval
67 Sandy Desert Road

Uncasville, CT 06382

Robert C. Gill

Connecticut Yankee Atomic Power
Box 127 E

East Hampton, CT 06424

R. J. Givin

The Supply System

3000 George Washington
Richland, WA 99352
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Holly A Goddard
Globe Security Systems
561 West Main Strect
Norwich, CT 06360

Richard G. Goodrich
GPU Nuclear Corp.
P.O. Box 480
Middietown, PA 17057

Robert

U.S. Nuclear Regulatory Commission, Region 111
799 Roosevelt Road

Glen Ellyn, IL 60137

Jerry W. Gremillion
Louisiana Power & Light
PO Box B

Killona, LA 70066

Gary M. Grime
Toledo Edison

300 Madison Avenue
Stop 4000

Toledo, OH 43652

Elliott Grollman

Federal Protective Services
Washington Navy Yard
Building 74

Washington. DC 20407

Brett A, Gunter

Heckler & Koch, Inc.
21480 Pacific Boulevard
Sterling, VA 22170-8903

John J. Hahn

New York Power Authority

Indian Point Unit 3 Nuclear Power Station
P.O. Box 218

Buchanan, NY 10511

James 1D, Haley

New Yook Power Authority
P.O. Box 41

Lycoming, NY 13093

jordon R. Hallberg

Northeast Nuclear Energy Company
P.O. Box 270

Hartford, CT 06101
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Dean D. FetteroM

Forensic Science U'nit

Federal Bureau of Investigation
FBI Academy

Quantico, VA 22135

Donald J. Gould

Safeguards Engineering Department
Sandia National Laboratories
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Wallace Higgins
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Federal Bureau of Investigation
J. Edgar Hoover Building
Washingion, DC 20535

Daniel Hobas

Munitions Countermeasures Section
Technical Security Division

U.S. Secret Service

Washington, DC 20223

Michael A. Jukub
Director for Intelligence Applications
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Washington, DC 20520
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Patrick J. Laird
Director of Corporate Security
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P.O. Box 767
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Lyle O. Malotky

Aviation Security Technology Branch
Office of Civil Aviation Security
Federal Aviation Administration
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Washington, DC 20591

Roy Mason

Aviation Security Branch
Federal Aviation Administration
Technical Center

Atlantic City Airport

Atlantic City, NJ 05405

Ronald Peimer

Munitions Countermeasures Section
Technical Security Division

U.S. Secret Service

Washington, DC 20223

Lyle K. Porter

¢/o Safeguards Engineering Department
Sandia National Laboratories

P.O. Box S800

Albuquerque, NM 87185
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Rick Redman

Bomb Data Center
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APPENDIX C
TRAINING SYLLABUS

FIREARMS AND EXPLCSIVES RECOGNITION AND DETECTION

. Explosives Recognition

A.  Description of Domestic Threat

1.  DBombing Fvents and Statistics
2. Non-Nuclear Explosives

. Types
- Commerical
- Military
. Effects

3. lmprovised Fapl sive Devices

B.  Description of the Foreign Threat
1. Events
2. Devices
1. Explosives Detection

A.  NRC Policy on Explosives Detection
B.  Detection Theory Overview
. Vapor Detection
. Physical Properties of Explosives Molecuies
. Issues Associated With Explosives Detection

- Installation
~  Test/Maintenance

. Overview of Comercial/Development Units
2. Animal Olfaction
3. Buik Detection Overview
. Description of Selected Federal Programs

1 U.S. Secret Service Canine Program for Explosives Detection
. Training Program
. Detection Capabilities
. Uses

2. FAA Explosives Detection Program

. Personal (chemiluminescence)
+  Baggage
-  Thermal Neutron Activitation

- Automated X-Ray
- Dual Sensor (Thermal Neutron and X-Ray)
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' Comments on New Technologies
. Other Initiatives

D. Fvaluation of Commercial Explosives Detectors
E.  Nuclear Industry Issues Associated With Contraband Detection

1

2.

Genceric Issues

. Problems
. Practical Solutions

Suggested New Initiatives

ill. Firearms Recognition
A.  Description of Threat

1.
2.

Statistics
Types of Firearms and Weapons

B, Firearms Display

IV. Firearms and Weapons Detection

A.  NRC Policy on Firesrims and Weapons Detection
B.  Description of FAA Programs

b b b b

New Technology in Weapons Detection

Commercial Metal Detector/X-Ray System Tesi and Evalvation Program
Automated Weapons Recognition by X-Ray

Threat Studies

Impact of Federal Legislation and Congressional Initiatives

» Public Law 100-4,49, “Undetectable Firearms Act of 1988"
. Other

C.  FEvaluation of Commercial Metal Detection Equipment

1.

Portal Metal Detectors - Theory

. Pulsed
. Continvous Wave

Hand-Held Metal Detectors

Considerations in Metal Detection
. Ferrous Versus Non-Ferrous
. Installation/Setup

. Sensitivity

. Testing and Maintenance

V. X-Ray Equipment

A.  Current X-Ray Technology
B.  Development X-Ray Technology
A, X-Ray Interpretation in Explosives and Firearms Detection
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