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Section |1

INTRODUCTION

1.1 BACKGROUND

Nuclear utilities are now upgrading their existing analog instrumentation and control (1&C) systems.
The upgrades are being driven primarily by the growing problems of obsolescence, difficulty in
obtaining parts, and increased maintenance costs of the analog electronic systems. There also is great
incentive to take advantage of modern digital technologies which offer potential performance and
reliability improvements.

To assist the utilities in these upgrades, the Electric Power Research Institute (EPRI) has undertaken a
number of activities as part of an overall Integrated 1&C Upgrade Program. Preparation of this
guideline is one of the activities. EPRI and the Nuclear Management and Resources Council
(NUMARC) are coordinating industry interaction with the Nuclear Regulatory Commission (NRC) in
providing guidance for licensing digital 1&C upgrades. The goal of these activities is a well-defined,
stable, and predictable regulatory framework which ensures that digital 1&C system upgrades are
accomplished in a safe and effective manner.

A number of issues have been identified related to the use of digital computer-based equipment in
safety systems. These include the use of software and the potential for common mode failure
resulting from software errors, the effect of electromagnetic interference on digital computer-based
systems, the use and control of configuration equipment, and the commercial dedication of digital
equipment including software. The most notable of these concerns is the use of software and
potential software common mode failures.

The industry and NRC have recognized that it is important for digital 1&C upgrades to go forward.
Analog systems are continuing to become obsolete and difficult to support as vendors are
discontinuing their lines of analog electronic equipment. Modern digital systems offer the potential to
provide greater system reliability through the use of reliable digital components and features such as
automatic self-testing and diagnostics. Assessment of system reliability should consider the effects of
both the reliability enhancing features and the potential failure modes. When properly implemented,
digital 1&C upgrades can improve the safety of operating plants.



1.2 PURPOSE

The purpose of this document is to provide guidance that will assist utilities in accomplishing digital
1&C upgrades within a stable licensing environment. The basic approach is $iobt
Heensing-process-governed-byHOCHFRS0-59- establish a threshold, above which the digital upgrade is
expected to fail the criteria of 10 CFR 50.59, therefore requiring prior Commission approval, For
digital systems below the threshold, the utilities may determine, using the criteria of 10 CFR 50.59,
that there is no unreviewed safety question, and no prior Commission approval is required, Some
concerns stem trom the design characteristics of the digital electronics which could result in new
failure modes and system malfunctions that are considered unreviewed safety questions. These
concerns include but are not limited to the use of software, the effect of electromagnetic interference,
the use and control of configuration equipment, the effect that some digital designs have on diverse
trip functions, failures specific to digital hardware, effective system integration, man-machine
interface, and the commercial dedication of digital electronics. The most notable of these concerns is
the use of software in a safety-related system.

The threshold concept does not alleviate the responsibility or authority of the licensee to perform an
evaluation against 10 CFR 50.59 in every case of equipment upgrade or modification, nor does it
predetermine the outcorne. It is possible that in cases where one digital system is replacing another
digital system, for example, that these issues have already been reviewed, and are therefore included
in the licensing basis. It may also be that there is sufficient diversity in both hardware and software
within a system that when a common mode software failure is assumed, diverse channels will cause
the system to perform its intended function. In each case, it is the responsibility of the licensee to
perform the 50.59 evaluation, and take action as appropriate.

It should be noted that for those cases where a licensee is proposing a modification to a design
previously approved by the Commission, or references a design previously approved by a topical
report evaluation, the scope of the NRC staff review would most likely be significantly reduced. Tn
such cases, the NRC staff review would focus on plant specific issues (e.g. environmental effects,
quality control plans, and any operating experience) and not reopen those generic concerns (e.g.
software quality) previously reviewed and approved.

Hewever—This supplemental guidance is provided to facilitate the safety evaluation process for
upgrades that use digital computers and software. This document provides guidance for:

» Performing and documenting 10CFRS50.59 evaluations for digital upgrades, and

. Addressing the issues, noted above, that are associated with digital upgrades in safety
systems,

The intent is that, if the utility follows the guidance provided in this document, the upgrade will
satisfy licensing requirements with respect to the issues identified above, and the design will
ultimately provide a safe and reliable system whether or not implemented with prior Commission
approval is required.
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1.3 CONTENT OF THIS GUIDELINE

Section 2 provides definitions for key terms used in the guideline. Section 3 describes the existing
licensing process which is followed when making plant modifications, including evaluation for
changes to the plant Technical Specifications and performing safety evaluations required by
10CFRS0.59.

Section 4 describes the special considerations that apply to the licensing process for digital upgrades
in safety systems. It provides guidance for addressing the issues of software, electromagnetic
interference, man-machine interfaces, and commercial dedication. Section § provides supplemental
guidance for performing a 10CFR50.59 safety evaluation for a digital upgrade.

Section 6 provides a list of documents which are referenced in this guideline and which provide

supporting information and guidance. Appendix A provides additional background and examples in
the form of case studies.
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Section 2

DEFINITIONS AND TERMINOLOGY

This section gives definitions for key terms as they are used in this guideline. When the definition is
taken from another document, the source is noted in brackets | |

Commercial grade item. An item which:

(a) is not subject to design or specification requirements that are unigue to nuclear facilities;
(b) is used in applications other than nuclear facilities; and,

(¢) is to be ordered from the manufacturer/supplier on the basis of specifications set forth in
the manufacturer’s published product description.

Commercial grade item dedication. A process of evaluating, including testing, and accepting
commercial grade items to obtain adequate confidence in their suitability for safety application.

Computer. See programmable digital computer.

Computer program. A schedule or plan that specifies actions that may or may not be taken,

expressed in a form suitable for execution by a programmable digital computer. [ANSI/IEEE-ANS 7-
4.3.2-1982)

Configuration control. An element of configuration management consisting of the evaluation,
coordination, approval or disapproval, and implementation of changes to configuration items after
formal establishment of their configuration identification. [ANSI/IEEE 610.12-1990)

Data. A representation of facts, concepts, or instructions in a formalized manner suitable for
communication, interpretation, or processing by a programmable digital computer. [ANSI/IEEE-ANS
7-4.3.2-1982)

Digital computer. See programmable digital computer.

Electromagnetic compatibility (EMC). The ability of equipment to function satisfactorily in its
electromagnetic environment without introducing intolerable disturbances to that environment or to
other equipment. [IEC 801-3-1984)

Electromagnetic interference (EMI). Electromagnetic disturbance which manifests itself in
performance degradation, malfunction, or failure of electrical or electronic equipment.

[IEC 801-3-1984]

Firmware. The combination of software and data that resides in read-only memory.

Integration tests. Tests performed during the hardware-software integration process prior to
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computer system validation to verify compatibility of the software and the computer system hardware.
|ANSI/IEEE-ANS 7-4.3.2-1982]

Microprocessors. See programmable digital computer.

Programmable digital computer. A device that can store instructions and is capable of the
execution of a systematic sequence of operations performed on data that is controlled by internally
stored instructions. |[ANSI/IEEE-ANS 7-4.3 2-1982)

Radio-frequency interference (RFI). A form of electromagnetic interference (EMI). EMI is a
broader definition which includes the entire electromagnetic spectrum, whereas RFI is more restricted
to the radio-frequency band, generally considered to be between 10 Khz and 50 Ghz. This term has
been superseded by the broader term EMI.

Safety related. See safety systems.

Safety systems. Those systems that are relied upon to remain functional during and following design
basis events to ensure (i) the integrity of the reactor coolant pressure boundary, (i) the capability to
shut down the reactor and maintain it in a safe shutdown condition, or (iii) the capability to prevent or
mitigate the consequences of accidents that could result in potential offsite exposures comparable to
the. 10 CFR Part 100 guidelines. [IEEE 603-1991]

Software. Computer programs and data. [ANSI/IEEE-ANS 7-4.3.2-1982)

Verification and Validation (V&YV). The process of determining whether the requirements for a
system or component are complete and correct, the products of each development phase fulfill the
requirements or conditions imposed by the previous phase, and the final syst>m or component
complies with specified requirements. [IEEE 610.12-1990)



Section 3

THE EXISTING LICENSING PROCESS AND 10CFR50.59

As part of making a change 10 a nuclear power plant, the utility performs the necessary reviews and
evaluations to ensure that the change is safe, verifies that the change meets the applicable regulations,
determines the etiect o1 the change on the plant’s licensing basis, and determines whether licensing
review or approval of the change is needed from the NRC. An important regulation that governs
changes to a licensed nuclear facility is 10CFR50.59. This regulation gives the utility the prerogative
to make changes to the plant without prior NRC review or approval, as long as a safety evaluation is
performed and several conditions are met as spelled out in the regulation.

Specifically, under the provisions of 10CFRS50.59 the licensee is allowed to (a) make changes in the
facility as described in the Safety Analysis Report, (b) make changes in the procedures as described in
the Safety Analysis Report, and (c) conduct tests or experiments not described in the Safety Analysis
Report without NRC review and approval prior to implementation, provided the proposed change,
test, or experiment does not involve a change in the Technical Specifications or is an unreviewed
safety question. A proposed change, test, or experiment is considered to involve an unreviewed
safety question (1) if the probability of occurrence or the consequence of an accident or malfunction
of equipment important to safety previously evaluated in the Safety Analysis Report may be increased,
or (2) if the possibility for an accident or malfunction of a different type than any previously
evaluated in the Safety Analysis Report may be created, or (3) if the margin of safety as defined in
the basis for any Technical Specification is reduced.

Figure 1 shows the process that typically is followed in performing safety reviews and addressing the
licensing aspects of a proposed change. The figure is taken from NSAC-125 "Guidelines for
10CFR50.59 Safety Evaluations.™’

31 WHEN 10CFRS50.59 APPLIES

NSAC-125 provides detailed guidance for determining if the subject system is included in those for
which 10CFR50.59 is applicable. As discussed in NSAC-125, 10CFR50.59 requires safety
evaluations only for changes to the facility that affect the design, function, or method of performing
the function of a structure, system, or component (SSC) described in the Safety Analysis Report
(SAR) either by text, drawing, or other information relied upon by the NRC in granting the license.
The intent is to require a safety evaluation for any modification that could affect the safety analysis.
NSAC-125 provides examples for this determination and discusses issues such as distinguishing
between a maintenance activity and a design change.

32  REVIEW FOR POTENTIAL TECH SPEC CHANGES

The determination of whether the upgrade involves a Technical Specification change can be made by a

'NSAC-125 is an industry guideline that has been used widely by utilities to develop their specific
procedures for compliance with 10CFR50.59.
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This chart is unchanged, and will be
used as in NSAC-125

Safety Review Process
(From NSAC-125)
Figure 1
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review of the Technical Specifications relative to the planned upgrade. The review should cover the
items listed below:

. Safety limits, limiting safety system settings, and limiting control settings. These are
limits upon important process variables that are found to be necessary to reasonably
protect the integrity of certain of the physical barriers that guard against the
uncontrolled release of radioactivity.

. Limiting conduions for operation. These are the functional capabilities or
performance levels of equipment required for safe operation of the facility.

. Surveillance requirements. These are requirements relating to test, calibration, or
inspection to assure that the necessary quality of systems and components is
maintained, that facility operation will be within the safety limits, and that the limiting
conditions of operation will be met.

. Design features. Design features to be included are those features of the facility such
as time response and channel accuracy which, if altered or modified, could have a
significant effect on safety.

. Administrative controls. These provisions relate to organization and management,
- procedures, record keeping, review and audit, and reporting necessary to assure
operation of the facility in a safe manner,

The review should address the bases for the Technical Specifications and applicable plant Safety
Evaluation Reports (SERs) to determine if any changes are needed. It should consider in particular
any parameters or assumptions that may have been unique to the analog system and no longer apply
with the digital upgrade. It should also include consideration of parameters or assumptions unigue to
digital systems that were not required for analog systems, and therefore need to be added,

If the planned upgrade involves a change to the Technical Specifications, then the licensee must
submit a request for amendment to the facility license in accordance with the provisions of
10CFR50.90. The NRC must approve the Technical Specification change prior to implementation of
the plant modification. The submittal should concentrate on those aspects of the modification that
result in the Technical Specification change.

3.3 PERFORMING THE 10CFRS50.59 SAFETY EVALUATION

NSAC-125 provides general guidance for preparation of a safety evaluation when it is required by

10CFR50.59. See Figure 1. The three questions posed by 10CFRS50.59 are broken down to seven |
questions in NSAC-125 that are more specific and somewhat easier to address. The seven questions

are expiained and guidance is given on how to address them and determine whether the change

involves an unreviewed safety question.

The possibility of a malfunction not previously evaluated in the final safety analysis report, and a
possible reduction in the current sa.ety margin, calls into question the performance of an analog-to-
digital modification of a safety systemn under the 10 CFR 50.59 rule. Therefore, for digital upgrades
involving the Reactor Protection System (RPS), the Engineered Safety Features (ESF) control and
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actuation systems and systems which fall into the Post Accident Monitoring (PAM) category 1 items
as defined in Regulatory Guide 1.97, application of 10 CFR 50.59 would lead to an unreviewed
safety question and thus prior Commission approval of the change is required. This position is based
upon the understanding that with the possibility of common mode software failure and increased
sensitivity to the electromagnetic environment, and the high degree of importance to safety of these
systems, an evaluation based on the 10 CFR 50.59 rule will show that new failure modes and thus an
unreviewed safety question exists. Modifications to systems other than those mentioned above are
below the threshold because of their lesser safety significance, and that after an evaiuation against 10
Chr 50.59 guidelines is done, it may be that no Commission approval is required prior to
implementation of the change. This determination will depend upon the outcome of the specific 10
CFR 50.59 evaluation.

If the change is determined to involve an unreviewed safety question, the licensee must request review
and approval from NRC prior to implementation. The submittal should concentrate on those aspects
of the change that result in ae unreviewed safety question.

34 APPLICATION OF THE EXISTING LICENSING PROCESS TO DIGITAL
UPGRADES

The process described above — determining when 10CFR50.59 applies, whether a modification
involves a Technical Specification change, and whether it involves an unreviewed safety question
based on the questions in 10CFR50.59 — applies to digital 1&C upgrades as it does to other plant
modifications. However, there are some additional special considerations that should be addressed
when making digital 1&C upgrades to safety systems. These special considerations address issues
such as use of software and the potential for software common mode failures. The special
considerations for digital upgrades are discussed in Section 4. Guidance for addressing them, within
the context of the existing licensing process described above, is given in Sections 4 and §.

In general, software cannot be thought of as an electronic component similar to other components
installed in redundant channels that are physically and electrically separated from each other as was
done with previously licensed analog design. Once a final software package is developed, this exact
same package (component) may be installed in each redundant channel including any errors and
failure mechanisms that may be induced by the software itself. With the same software component
installed in each redundant channel or train of a safety system, the potential exists for a simultaneous
failure in multiple safety trains. Such a failure would affect the ability of the safety system to
perform its intended safety function. This concern is compounded by the use of portable
configuration equipment that can alter the software in the field. As a result, the concern yields
questions regarding the application of the single failure, independence, and separation criteria that
were inherent in the original safety analysis. Furthermore, since some digital system designs use
common information highways or can handle multiple input functions, a single digital equipment
failure in one train could affect a number of the available trip functions thereby reducing the
availability and functional diversity of existing designs.
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Section 4

GUIDANCE ON ADDRESSING DIGITAL UPGRADE ISSUES

Section 1 listed several issues that have been identified with digital 1&C upgrades in safety systems.
These issues should be given special consideration in the design, specification, evaluation, and
implementation of safety system digital upgrades Specifically:

» The design and use of software should be given special attention, including
verification and validation (V&V) and configuration management for software and the
potential for software common mode failures.

* Qualification of computer-based equipment and demonstration of its compatibility with
the environment should include consideration of electromagnetic interference (EMI)
susceptibility and emissions.

. The potential for errors or inadvertent or unauthorized changes to be introduced via a

man-machine interface (MMI) for computer-based equipment should be considered
(e.g., via a configuration terminal, operator interface, or maintenance technician
‘ interface).

. Training / Personnel gualifications

* Commercial grade item dedication to qualify commercial grade digital equipment for
use in safety systems should include consideration of softwrre as well as hardware.

. Functional Diversity
. System Diversity requirements (i.e. ATWS)

This section describes how each of these issues can be addressed. The existing design basis issues
from previous saalog equipment which are applicable (i.e.; QA, seismic qualifications, redundancy,
etc.) also need to be addressed. In many cases it draws on existing standards, regulatory
requirements, and other sources of technical guidance, providing a summary or roadmap to these
sources of guidance and discussing options the utility has for addressing the issues. Section §
provides guidance on answering the 10CFRS50.59 questions regarding potential unreviewed safety
questions. It supplements the guidance that already is provided in NSAC-125, providing detailed
questions that should be considered to address specifically the issues associated with digital 1&C
upgrades.

Section 3 discussed briefly the submittals that are required when the licensee determines that a
modification involves a Technical Specification change or an unreviewed safety question. Note that it
can be beneficial to inform the NRC early in the process, prior to determining what formal submittals
may be required, about the intention to make a digital upgrade to a safety system. This can be
informal, and it can help avoid misunderstandings and facilitate useful and timely interactions between
the utility and NRC, potentially leading to a smoother licensing process for the upgrade.
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41  SOFTWARE
4.1.1 Software Design and Quality Assurance

The design of digital computer-based 1&C upgrades should place a high importance on software
reliability and should include a well-defined process for software development, quality assurance, and
configuration control.

Note that there may be several different types or categories of software involved in the upgraded
system, with different organizations responsible for each. For example, the computer-based system
may include:

» Base software delivered with the system (often as embedded firmware), developed by
the vendor and sub-vendors — typically the vendor carries out the quality assurance,
verification and validation of this software (e.g., for a programmable controller, the
base software that implements the controller algorithms typically is unchanged from
application to application);

. Application-specific software, including configuration information — if the utility is
responsible for developing this software, it has the responsibility for its verification
and validation (e.g., configuration data or software settings that configure selected

- algorithms of a programmable controller to implement the particular control
application).

The responsibitities duties for development, V&V, and configuration control of the different portions
of the software should be clearly specified. Also, required interactions between the utility and vendor
in the development, review, and testing of the software should be specified. The utility should ensure
that plant-specific or application-specific information needed by the vendor is adequately

communicated and documented. Responsibility for the correct implementation and operation of the
software rests on the licensee,

Standards, methods, and guidelines are available that allow the utility and the vendor to assure
adequate software design, quality assurance, and verification and validation. Guidance for computer
software development and integration of hardware and software for safety systems is provided in
ANSIIEEE-ANS 7-4.3.2. The 1982 revision of this standard was endorsed by Regulatory Guide
1.152, "Criteria for Programmable Digital Computer System Software in Safety-Related Systems of
Nuclear Power Plants.”

The following additional standards also can be used for guidance:

ASME NQA-2a-1990 Part 2.7 Quality Assurance Requirements of Computer
Software for Nuclear Facility Applications

ANSIIEEE 730-1989 IEEE Standard for Software Quality Assurance
Plans

ANSUVIEEE 828-1990 IEEE Standard for Software Configuration

Management Plans
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ANSUIEEE 810-1984 IEEE Guide to Software Requirements

Specifications

ANSUIEEE 1012-1986 IEEE Standard for Software Verification and
Validation Plans

ANSUVIEEE 1016-1987 IEEE Recommended Practice for Software
Design Descriptions

ANSI/IEEE 1028-1988 IEEE Standard for Software Reviews and
Audits

ANSUIEEE 1063-1987 IEEE Standard for Software User
Documentation

IEC 880-1986 Software for Computers in the Safety Systems

of Nuclear Power Stations
4.1.2 Software Common Mode Failures and Defense in Depth

Software reliability is a key element in the design of a digital computer-based 1&C upgrade.
Requirements and guidance provided in ANSI/IEEE-ANS 74.3.2 should be followed as discussed
above to ensure that the software that is produced is of high quality and therefore reliable. Also,
features such as automatic self-testing and diagnostics which are provided by modern software-based
systems should be recognized for their potential to enhance system reliability. At the present time,
however, there is a lack of consensus on methods for quantifying software reliability, particularly at
the levels required of a safety system. As a result, there remain questions, particularly for relatively
complex software-based systems, on the reliability of individual computers and the potential for a
software common mode failure to cause a situation that is detrimental to plant safety.

Fhe-potentrat-forsSoftware failures, including common mode failures, showld-shall be considered in
the context of the overa]l assessment of system fanlure modes and the consequences of failures. —Nou

;".‘:-'.' S h e s ;~ :

A process that can be used to address software common mode failures is outlined below. Figure 2
provides a flowchart illustrating this process.

For each software failure that is considered:

1. Assess-whether-the-Since it is considered impossible to prove that software is error free,
software failure is deemed to be credible:

. For simple systems which have extensive experience (both hardware and software),
the measures taken to ensure software quality combined with successful operating
exp.erience gained with the system may be such that a software common mode failure

43



IR TG RUOREHS SPAOKT

$
b
igure 2
g Softw

|
§
R
f

—
5 g ) K 4
Add




is-hot-eonsidered-erodible- less likely, but is still credible.mrwm

. For more complex systems or systems that have not seen extensive operating

experience, software common mode failure may be-eensidered-eredible more probable
and, if so, should be given further evaluation (below).

3-+~——Assess the consequences of the software failure, assuming it does occur. Determine whether

43

the comsequences of the software failure represent-new-+ype-of-system-Jovel-foture-that-has
Rot-previousty-been-eonsidered- an accident or malfunction of a different type than evaluated
previously. It should be remembered that there is no guidance for quantitatively assessing
software failure probabilities at this time. 1f the system under review is a backup system that
must perform only when certain events occur, then a software failure in that system is

important only if it could occur coincident with these other events producing the need for the
backup system.

If the consequences of-the-fature are-Rot-now-and-already-have been-addressed a8 software
failure of this type has already been evaluated and documented in the safety analysis repon,
then this particular failure need not be considered further. It would not represent an
unreviewed safety question per 10CFRS50.59.

However, if it is concluded that this is a new type of system-devel-failure, then protection
against the consequences of the failure-showld shall be considered (below). Note that this
typieatly would mean the change involves an unreviewed safety question per !0CFR50.59 and
NRC review and approval would be required prior to implementation.

Assess the defense in depth that is provided which would mitigate the effects of the plant
design basis accidents-even if the upgraded system suffered the software co. \mon mode
failure. There are several options tor demonstrating adequate defense in depth:

. Demonstrate that there is defense in depth with existing systems, procedures, and
training which is adequate to mitigate the effects of the design basis accidents-ewen if
the upgraded system suffers the software common mode failure of concern — this may
include taking credit for operator action under defined circumstances, and it may
include the use of nonsafety-related equipment, providing in either case, operator

4-5



action or nonsafety equipment, the actions meet the safety analysis response time

requirements and are independent and diverse from the proposed system design; or,

®  Provide diversity within the upgraded system itself (e.g., diverse hardware and
software in redundant portions of the system); or,

. Provide a separate backup system that gives adequate protection in the event of
software common mode failure in the upgraded system.

®  Provide a diverse monitoring system which will increase the likelihood of quickly
identifying-4dentify the occurrence of the common mode failure of the upgraded
system, and provide guidance to the operators on their response to this failure.

42  EQUIPMENT QUALIFICATION INCLUDING EM!

10CFR50, Appendix A (GDC 2 and 4) requires that safety systems be designed to withstand the
effects of natural phenomena and be qualified to operate in normal and postulated accident conditions.
Environmental conditions that should be considered include temperature, pressure, humidity, seismic
conditions, radiation, and electromagnetic interference (EMI).

As:noted earlier, electromagnetic interference has been identified as an issue associated with digital
1&C upgrades. The purpose of this section is to provide guidance and acceptable methods for
addressing the EMI issue. It draws on a number of publications, such as IEEE S$td 1050, Mil-Std 461
and 462, and -on-guidanee-feee deveroped P RE-and-eontained-in EPRI TR-102323 +—"Gudeo

The EMI environment should be considered as part of the design basis conditions for the upgraded
safety system. It should be shown that the equipment installed with the digital 1&C upgrade will
operate satisfactorily in the environment in which it is to be located. Key aspects of this evaluation
are (1) knowledge of the plant EMI environment in which the equipment is expected to operate, (2)
the execution of an appropriate set of tests to assess the vulnerability or susceptibility of the new
equipment to EMI, (23) the range of frequencies and test levels covered by the equipment
susceptibility tests,-and (34) methods for demonstrating that the equipment is compatible with the EMI

environment in which it will be installed, and (5) installation using proper grounding and shielding
techniques. Each of these is discussed below,
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results. Among these are the TEC 801 series and MIL-STD 461 and MIL-STD 462. The MIL-STD
461C susceptibility requirements are shown in the table below. In any of these, care must be taken to
insure the entire frequency spectrum is covered. Ideally, frequencies considered should cover from
30 Hz 10 20 GHz. 30 Hz is the first subharmonic of both the 60 Hz generated power and the supply
voltage for most of the plant equipment. While this has a very long wave length, on the order of
3000 miles, and as such there is a low incidence of coupling, 60 Hz is the most common frequency in
the plant, and therefore even a small degree of coupling can cause problems. 60 cycle hum on
pround lines is not an unusual problem. 20 GHz ic the upper end of the microwave epactrum, and
may be used for point to point communications systems, both on-site and off site. The power levels
in this frequency are usually much lower, but the short wavelengths may make even short wires a
good antenna. The spectrum between 10 GHz and 20 GHz need be considered only if microwave
systems using these frequencies are in the proximity of the plant. There must be a justification for
any other frequencies not considered.

Applicable MIL-STD-461C susceptibility requirements for digital equipment I
Requiremem‘ Description
Csot Conducted susceptibility. power leads, 30 Hz to 50 kHz
Cso2 Conducted susceptibility, power and interconnecting
control leads, 50 kHz to 400 MHz
€506 Conducted susceptibility, spikes, power Jeads |
RSO1 Radiated susceptibility, magnetic field, 30 Hz to 50 kHz |
RSO02 Radiated susceptibility, magnetic and electric fields, 1
spikes and power frequencies
RSO3 Radiated susceptibility, electric field, 14 kHz to 20 GHz I

- °C = conducted, R = radiated, and § = susceptibility.

Site specific problems should be considered. These may inciude the frequency of any
microwave systems installed on-site, or which is offsite but geographicaily close. Of specific interest
is the handheld radio communications devices used by plant personnel. In addition, radar frequencies
should be considered, both from local airports and shipboard radars for sites close to large bodies of
water. Sites close to military bases should consider those radars.

In demonstrating that the equipment is compatible with the EMI environment in which it will be
installed, there are several options:




3———Perform local tests or surveys to measure the actual environment in which the
equipment will be installed, and compare this to the results of the vendor or
laboratory tests of equipment susceptibility: show that the equipment testing envelopes
the installed environment.

2. Perform an analysis based on previous local tests or surveys, and the known emissions
of any equipment added since that test, and compare this to the results of the vendor
or laboratory tests of equipment susceptibility; show that the equipment testing
envelopes the installed environment.

Experience in previous upgrades has shown that wiring practices followed in installation of the
equipment (e.g., routing, shielding, grounding, termination) are very important in minimizing EMI
susceptibility and should be addressed in the design and implementation of the upgrade. IEEE 1050-
1989 provides guidance in this area.

4.3  MAN-MACHINE INTERFACE (MMI)

The man-machine interface includes all interfaces between the digital 1&C system and plant personnel,
including:

“ operators — alarms, status displays, control interfaces, etc.

. maintenance technicians — test and calibration interfaces, diagnostic information
displays, data entry terminals for setpoints, etc.

® engineering personnel — configuration workstations or terminals, etc.

The principal concern related to the man-machine interface is the possibility of system failure due to
human error, or due to unauthorized entries or alterations of the system through a maintenance, test,
or configuration interface. Human factors considerations should be addressed in the design of all
man-machine interfaces associated with the upgrade in order to minimize the possibility for human
error in using the interface. IEEE 603-1991 discusses the application of human factors considerations
in the design process for safety systems. General guidance for human factors considerations is
provided in numerous IEEE, EPRI, and NUREG documents on this subject.

Adequate administrative controls and security should be provided to-guerd-against prevent
unauthorized changes being introduced through a man-machine interface. Note that this is similar to
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the situation that is faced now with existing equipment and the associated administrative controls and
security (e.g., authorization to open cabinets, use of keylock controls, restrictions on vital area
access, etc.). IEEE 603-1991 provides guidance on access control and human interfaces.
Administrative controls and design features should specifically address software access in addition to
typical equipment access provisions.

44 COMMERCIAL GRADE ITEM DEDICATION

The responsibilities for qualifying, or performing commercial dedication, of equipment for use in a
safety system should be specified. This includes software as well as hardware. Note that, depending
on how the roles are defined, the utility may need access to the source code for the vendor software.
If so, this needs to be worked out up front (schedule, terms, etc.) so that the necessary reviews or
dedication activities can be supported in a timely fashion.

The process used for commercial grade item dedication should identify the principal performance
requirements necessary to provide adequate confidence that the safety function can be achieved. The
hardware and software design should be compared to the applicable design criteria for nuclear
qualiﬁedequipmem. Hir-BxeepHORS ke e R R R Ty e e Y S8t HY -

. . .

performad-to-deelop-adequate-eonfidence). While documented operating experience ‘
factor in commercial grade dedication, it is in itself insufficient as proof of acceptability for
applications important 1o safety. Acceptance typically will be based on-adeguate 8 high degree of
confidence that the product will not only perform its intended functions, but also that no unintended
functions will occur. The degree of confidence required will be commensurate with the safety
function the hardware and software is required to perform. Since for any reasonably large software
package the number of input variables makes dedication by testing alone a very difficult proposition,
the only viable alternative . « verify and validate the code itself, in addition to test. In & proprietary
software product, the vendor may be reluctant to make the code listings available. For this reason,
commercial dedication of software remains a limited option. Documentation and software required to
maintain the commercial grade dedication-shewld shall be placed under configuration management,

can be used as 2

EPRI NP-5652, "Utilization of Commercial Grade Items in Nuclear Safety Related Applications,”
provides guidance on commercial grade item dedication.

4.5  DESIGN, SPECIFICATION, AND IMPLEMENTATION PROCESS

For digital 1&C system upgrades, it is particularly important to establish early in the process the
roles, responsibilities, and interfaces among the utility, equipment vendor, and other organizations
that may be involved in the change. When the upgrade involves computers and software,
responsibilities for verification and validation (V&V), testing, and configuration management for the
different types of software (e.g., vendor-supplied firmware, software configuration data, etc., as
discussed in 4.1.1 above) should be established up front. The ultimate responsibility for the correct
operation of the system cannot, of course, be delegated, and as such, remains with the licensee.

Experience in previous digital upgrades and lessons learned from software development and use in
general have shown that proper specification of the requirements for the software is a key element in
assuring adequate performance of the system. Most problems with digital systems occur in specifying
the system, not in implementing the system or the software. The process should be very thorough in
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establishing the requirements for the upgraded system, identifying all interfaces and all the applicable
design basis requirements, and the utility should ensure that it adequately communicates to the vendor
the plant-specific requirements and information needed to implement the system.

NSAC-105, "Guidelines for Design and Procedure Changes in Nuclear Power Plants," provides
general guidance on design and implementation of plant modifications. TEEE 830-1984, *Guide for
Software Requirements Specifications.” provides more detailed guidance on the process of generating
the software requirements specifications. Additional gundance related to specification of digital 1&C
upgrades is given below, suppiementing the guidance contained in NSAC-105.

4.5.1 Definition of Systems, Interfaces, and Design Requirements
The systems that will be involved in the upgrade should be clearly defined. This includes defining:

" Objective(s) of the modification. For example, is this a functionally equivalent
replacement or is additional functionality to be provided as part of the modification?
This can have a significant impact on the safety evaluation.

° System(s) 10 be modified. What systems will be modified to support the objectives?

o Other systems affected. What are the effects from this modification on other systems?
. What interfaces are affected?

. Systems design basis and licensing basis. What are the design and licensing bases for
the systems to be modified and for those that may be affected by the modification?
System design documentation, design basis requirements, applicable sections of the
Safety Analysis Report (SAR), Technical Specifications, and other design information
should be used as appropriate.

4.5.2 Plant-Specific Configurations and Optional Features

The utility should specify the particular options, features, and plant-specific configurations that are to
be implemented for the particular design. The flexibility and power of computer-based systems allow
a wide range of optional features and capabilities that the utility may or may not want in a particular

application. In some cases, it may be desirable to disable or remove unnecessary opticnal

capabilities, particularly if they open up the possibility of new types of malfunctions or misoperations
that impact the safety evaluation.

Also, the utility should understand what actions it must take to properly implement the desired
capabilities. An example is the area of self-testing, diagnostics, and fault detection. The equipment
may support these features, but the vendor may rely on site-specific or customer-specific wiring or
interfaces to fully implement them (e.g., the equipment provides a contact output that signals failure
of a processor, and this contact must be wired to a separate system or other equipment to provide
operator notification or maintenance action). Communication between the utility and the vendor is
important in ensuring that these items are properly addressed in the design and installation.

4.5.3 Design Specification




Section 2 of NSAC-105 and TEEE 1016-1987, “Recommendad Practice for Software Design
Descriptions”, provides guidance on preparation of a design specification. As noted above, the
specification i* . “»y .~ment in ensuring adequate performance of the upgraded system. The
specification shoh coar:

Design objectives |
Functional requirements

Codes, standards, and other design basis documents

Design requirements

Analysis and testing requirements

Acceptance criteria
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Section §

SUPPLEMENTAL GUIDANCE FOR 10CFR50.59 EVALUATIONS
OF DIGITAL UPGRADES

NSAC-125 provides a set of seven questions commonly used to determine if a modification involves
one or more unreviewed safety questions in accordance with 10CFR50.59. If the modification
involves an unreviewed safety question, NRC review and approval must be obtained prior to
implementation.

It is important to remember that the 10CFR50.59 Safety Evaluation does not determine whether or
not a proposed change is safe. A determination that a proposed change involves an unreviewed safety
question does not mean that the change is unsafe. It simply means that NRC review and approval is
necessary prior to implementation of the change.

The following provides items to consider in answering each of the seven questions referred to in
NSAC-125. They are expressed in the form of supplemental questions. A HRPF I e K oep R

Greshon-ori-Severat-of-the-guestions: If any of these qumidns is answered "yes®, the change is an
unreviewed safety question (Section 4.2 of NSAC-125). It is important to ensure that all items are
addressed fully and that all valid potential unreviewed safety questions are identified.

(1) May the proposed activity increase the probability of occurrence of an accident
evaluated previously in the Safety Analysis Report (SAR)?

Areas that should be addressed in responding to this question include the following:

(a) Does the replacement system exhibit performance characteristics, or have
design features, that give an increased probability of a system malfunction
resulting in an accident? The assessment of a change in probability may be
made on a qualitative basis, particularly for systems or components which rely
on software since there does not currently exist a consensus method for
quantifying software reliability. Common mode and common cause failures of
software shall be considered. Section 3.4 of NSAC-125 provides guidance on
the use of qualitative probability assessments.

(b) Does the system exhibit performance characteristics that require additional
operator intervention for continued normal operation (e.g., lockup, halt)? It
should also be noted that lockup or halt may be new types of malfunctions,
and should be addressed under item 6 of this section. |

(c) Is the system qualified for the installed environment (e.g., temperature,
humidity, electromagnetic fields, airborne particulates) such that system
performance will not be degraded compared to the original system?
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2)

{(3)

May the proposed activity increase the consequences of an accident evaluated
previously in the SAR?

The following areas should be addressed in responding to this question to determine if
the activity results in an increase in radiological releases above the licensing limit:

(a) Does the replacement system exhibit a response time beyond current
acceptance limits (2 g berause of sample period, increased filtering)?

(b) Does the system perform adequately under high duty cycle loading (e.g.,
computational burden during accident conditions)?

(c) Does the architecture of the system exhibit a single failure that results in more
severe consequential effects (e.g., reduced segmentation due to combining
previously separate functions, several input channels sharing an input board,
central loop processor for many channels)?

d) Does the man-machine interface design introduce constraints on the operators’
ability to adequately respond to an accident such that there are more severe
consequential effects?

May the proposed activity increase the probability of occurrence of a malfunction of
equipment important to safety evaluated previously in the SAR?

Areas that should be addressed in responding to this question include the following:

(a) Does the modified system meet the required piant environmental and seismic
envelopes?

() Is the replacement system qualified for the electromagnetic fields at the
installed location? What effect does plant equipment operation have on the
system (e.g., walkie talkies, motors, switchgear, etc.)?

(©) Have potential interactions between safety-related and nonsafety-rejated
systems been addressed?

) Are the electrical loads associated with the replacement system addressed in
the design?

(e) Does the plant HVAC have adequate capacity for the thermal loads of the
replacement system?

() Does the replacement system meet applicable requirements for separation,
independence, and grounding?

g Does the microprocessor-based system have adequately qualified cabinet
cooling?



(4)

(5)

May the proposed activity increase the consequences of a malfunction of equipment
important to safety evaluated previously in the SAR?

Areas that should be addressed to determine if the activity could result in an increase
in the radiological releases above the current licensing limit include the following:

(a)

(b)

()

(d)

(e)

Does the replacement system exhibit the same failure modes affecting
radiological releases as the analog system-a.g—ail-dow. fail high—fai-as-is.
dhagnostie-farlares)? If the failure mode is different, are the consequences
increased beyond what was evaluated previously in the SAR?

¥ Since a software common mode failure (CMF) is a credible failure mode2-
H-s0, are the consequences mitigated by the hardware design or system
architecture? 1f not, is the probability of a software CMF in conjunction with
other concurrent events assumed in the safety analysis judged to be sufficiently
high that the consequences of a malfunction previously evaluated are
increased? Are the consequences bounded by other events evaluated in the
SAR?

Does the replacement system have the same failure mode as the analog system
on loss of power? If the failure mode is different, are the consequences
increased beyond what was evaluated previously in the SAR?

Is the response of the replacement system on restoration of power different
from that of the analog system being replaced?

Does the man-machine interface (MMI) introduce failure modes different from
those of the existing analog system? Is there an equivalent (0 the MMI in the
system being replaced, or does the existence of a new type of equipment
create a new type of failure?

May the proposed activity create the possibility of an accident of a different type than
any evaluated previously in the SAR?

Areas that should be addressed in responding to this question include the following:

(a)

(h)

)

Have assessments of system-level failure modes and effects for the
microprocessor-based system identified any new types of failure modes that
could cause a different type of accident than presented in the plant SAR?

- ‘ . . . re the
consequences of a software common mode failure mitigated by the hardware
design or system architecture? Could the failure cause a different type of
accident than presented in the SAR?

Plant SAR analyses were based on credible failure modes of analog
equipment. Does the replacement system change the basis for the most




(6)

(7)

limiting scenario?

May the proposed activity create the possibility of a malfunction of equipmen:

important to safery-when-the-mealfunctionds of a different type than any evaluated

previously in the SAR?

This question is asking if the digital equipment could fead to a failure mode of a
different type than the types evaluated in the SAR. In answering this question, the
types of failure modes of the analog system being replaced that have been previously
evaluated in the SAR and that are affected by the replacement are identified. Then
types of failure modes that the digital replacement system could create are identified.
Comparing the two lists can provide the answer to the question (NSAC 125 § 4.2.6).

Does the proposed activity reduce the margin of safety as defined in the basis for any
technical specification?

A review of the bases and assumptions for the Technical Specifications and acceptance
limits spelled out in the NRC SERs should be made to support this determination.
The areas to be addressed include the following:

(a) Has the replacement 1&C system decreased the channel trip accuracy beyond
the acceptance limit?

(b) Has the replacement 1&C system increased the channel response time beyond
the acceptance limit?

(c) Has the replacement 1&C system decreased the channel indicated accuracy
beyond the acceptance limit?

(d) Does the new control system cause a plant parameter for any analyzed event
to fall outside of acceptance limits?
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