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Inspection Summary: Routine, unannounced physical security inspection on
March 26-30, 1990. (Combined Report Nos. 50-277/90-08.and 50-278/90-08) ;)

. Areas Inspected: Management Support, Security Program Plans: and Audits';
Protected Area Physical Barriers, Detection and Assessment Aids; Protected -|

'

-

Area Access Control of Personnel and Packages; Vital Area Access Control of |

Personnel; Alarm Stations and Communications; Security Training and
-Qualifications; and Review of Open Items.

i

' - 'Results: One violation-was identified: security force members were not .

being tested for glaucoma. Potential weaknesses were also identified with
assessment and detection aids. |
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DETAILS

1. - Key Persons Contacted

Philadelphia Electric Company (PECO)

''

*J. Franz, Plant Manager, PBAPS
*G. Daebeler, Support Manager
*R. Sweeny, Security Investigator
*G. Bird, Superintendent Nuclear Security<

*G. Cary, Chief Security Coordinator
*R. Weindorfer, Corporate Director Nuclear Plant Security
W. Syska, Physician' Assistant

*P. Wright, Regulatory Engineer

Protection Technology Inc. (PTI)

*V. Vitale, Regional Vice-President
*M. Berner, Assistant Regional Manager
*C, Brockman, Security Force Supervisor
E. King, Training Coordinator
R. Shires, Operations Lieutenant

U. S. Nuclear Regulatory Commission - Region I

*J. Lyash, Senior Resident Inspector

* denotes those present at exit meeting

Other PECo and PTI- personnel., including members of the security ' force,
were alsoLinterviewed during the inspection.

.

2. Licensee Action on Finding.s from NRC Combined Inspection
Nos 50-277/89-80 and 50-278/89-80

During a special NRC inspection conducted-in April 1989 (Combined
Inspection Nos. 50-277/89-14 and 50-278/89-14), Item Nos. 6, 7, 9, 11,
14,15',16,17, and 18, identified in a February 8,1989 licensee

~

letter to the NRC, and providing commitment dates to complete work
identified in a January 1989 inspection (Combined Inspection Nos.
50-277/89-80 and 50-278/89-80), had not been completed at the time of
the April 1989 inspection. These items were reviewed during this
inspection.

The open items reviewed, and their status, are as follows (identification
of items is consistent with the licensee's 'atter identified above). ,

Item 6. Identify the projected revision date of the PBAPS Physical
Security Plan (PSP), Training and Qualification Plan (T&QP), and

'

the Safeguards Contingency Plan (SCP) to reflect PBAPS improveo
security practices. >
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Status: The revision date for the PSP and T&QP was established as
June 30,1989. The licensee had both plan changes completed by
that date and they were submitted to the NRC for concurrence.
The SCP will be revised within one hundred-eighty (180) days- i

'

after receipt of the NRC's concurrence of the PSP and T&QP. This item !

is considered resolved for administrative purposes since all |

three plans will undergo NRC review. j
r _ .i

Item 7. Identify the projected completion date for additional detection [
equipment in the receiving area. j

i
Status: During this inspection, the inspectors determir.ed by. observation

that additional detection and assessment aids have be;n
installed in the warehouse receiving area. .The equipment was
determined to be functioning as committed to in the Plan.
Installation was completed by June 30, 1989. This item is :
considered resolved.

Item 9. Identify the projected completion date to correct radio
communication difficulties in the Central Alarm Station (CAS)
and Secondary Alarm Station (SAS). j

Status: The licensee initiated 6 modification (No. 2523) to upgrade the
CAS and SAS communications consoles. The modification was
completed in May,1989. During this inspection, the inspectors

*

determined by observation that the upgrado of the system was.
completed and ef fective as described in the Plan. This item is ,

considered resolved.

Item 11. Identify the projected completion date for the development of
additional tactical training for. Response Team Members and '

reassess current Power Block defensive positions.

Status: During this inspection, the inspectors reviewed training
records for tactical exercises conducted by the licensee and
interviewed Response Team Members. The inspectors. determined
that additional tactical training, as committed, had been and-

was being conducted. Defensive positions in the Power Block
were also observed and found to be well-est ablished and
effective. This item is considered resolved.

Item 14. Revise the PSP to clearly identify'that guards respond to all
unanticipated intrusion alarms.i

During this inspection, the inspectors determined that the
June,1989 revision to the PSP clearly indicates that guards are
required to respond to all unanticipated intrusion alarms. This__:

requirement has also been incorporated into procedures and
training lessons plans. This item is considered resolved.

|
|
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Item 15. Revise the PSP to require that Response Team Members wear
Bullet Resistant Vests whenever contingency equipment is issued.

'' During this inspection, the inspectors determined that the
June, 1989 revision to the PSP requires that whenever a Response
Team Member obtains contingency equipment they shall be issued a
bullet resistant vest. The inspectors also determined from
. interviewing security force members (SFMs) that they were <

trained on this requirement. This item is considered resolved.
i

Item 16. Delete Type I and Type II Vital Area Designatiens in the next
revision of the PSP.

'

'

The inspectors determined that the June, 1989 revision to the |Status:
PSP does not include Type I and 11 Vital' Area Designations. |

(Now refers to Vital Areas). This item is considered |

resolved. |

Item 17. PBAPS should consider the use of portable video equipment to
further enhance the SFM training program. [

i

Status: During this inspection, the inspectors confirmed that the
licensee had purchased a portable video camera and has used it
to record a number of training situations, including response -

,

drills. The inspectors determined that training aids are widely |

used for training the SFMs. This item is considered resolved. {
i

Item 18. PBAPS should include these items (Item Nos. 1-17) as an |
attachment to the current NRC-approved PSP. |

,

Status: The inspectors determined from a review of the licensee's PSP ]
that they have included those items with the exception of Item .

No. 4 (see below), in the PSP as requested by the NRC staff. .|
This item is considered resolved. .;

;

Item No. 4 involves the projected completion date of Modification No. ]
2395, HVAC Security Barriers. Installation of the barriers-is scheduled j

for the Cycle 8 refueling outage. Some barriers have already been- |

installed, where possible, and the inspector determined by observation- t

that they were adequate for their intended purpose. This item will be |

reviewed after the Cycle 8 outage. .[s
,

3.0 Management Support, Security Program Plans, and Audits
i

IManagement Support - Management support for the licensee's physicala.
security program was determined to be adequate by the inspectors.

4
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This determination was based upon the inspectors' review, of various
aspects of the licensee's program during this inspection, as
documented in this report.

Thehollowingactionshavebeentakenbythelicenseesincethelast
routine' physical security inspection:

+ Key pads were-installed at the protected area entry turnstiles to
control inadvertent key cards issues,

+All card readers have been replaced to reduce nuisance alarms caused
by inserting a key card incorrectly, ,

. The following training for SFMs has been developed and implemented:*

-basic boiling water reactor course

-tactical training

-use of defensive barriers

+ Modifications have been made to provide better environmental !

conditions for certain security related equipment.

+All security surveillance test procedures have been revised to more -

clearly reflect NRC and industry standards and performance
expectations,

+A purchase order-has been initiated to provide for preventive
maintenance service of certain security related equipment.

+ Support for the station's security program by other plant groups
continues to improve, and more effective communication channels have
been developed to reinforce this support,

b. Security Program Plans - The inspectors verified that' ch'ar.ges to the
licensee's NRC-approved Security, Contingency, and Training and
Qualification Plans, as implemer.ted, did not decrease the
effectiveness of the respective plans,'and had been submitted in
accordance with'NRC requirements.

c. Audits - The inspectors reviewed the 1989 annual security program
audit report and verified that the audit had been conducted in
accordance with the NRC-approved security plan (the Plan). The
inspectors' review disclosed that the results of the audit were
reported to the appropriate levels of management. Tne corrective
actions implemented for the findings of the audit appeared
-appropriate and were satisfactorily resolved.

,
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4. Protected Area Physical Barriers. Detection and Assessment Aids !

a. Protected Area (PA) Barriers - The inspectors conducted a physical
_

inspection of the PA barrier on March 26 and 27, 1990. The
inspectors determined, by observation, that the barrier wase ,

installed and maintained as described in the Plan. No deficiencies * ;
iwere noted,

i

b. Protected Area Detection Aids - The inspectors observed the testing
of PA perimeter detection aids on March 27, 1990, and determined
that they were installed, maintained and operated as committed to in
the Plan. <

'
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The. licensee commithd to review this matter further and implement
other corrective measures which would further enhance the effective-
ness of the PA detection aids. This is an unresolved item pending
the NRC's review of the licensee's evaluation and any subsequent
actions to enhance the performance of the systems.
(UNR 50-277/90-08-01 and 50-278/90-08-01).

'

c. Isolation Zones - The inspectors verified that isolation zones were
adequately maintained to permit observation of activities on both
sides of the PA barrier. No deficiencies were noted.

d. Protected Area and Isolation Zone Lighting - The inspectors
conducted W ighting survey of the PA and isolation zones on
March 27, 1990. The inspectors determined by observation that
. lighting in the PA and isolation zones was adequate. No
deficiencies were noted.

e. Assessment Aids - The inspectors observed the protected area
perimeter assessment aids and determined that they were generally
installed, maintained, and operated as committed to in the Plan,
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The licensee committed to review this matter further and implement
corrective actions that will restore the assessment aids to their
original performance capability. This is an unresolved item pending the
NRC's review of the licensee's corrective actions to improve this
situation. (UNR 50-277/90-08-02 and 50-278/90-08-02).

f. Vital Area (VA) Barriers - The inspector conducted a physical
.

inspection of several VA barriers on March 29, 1990. The' inspector
determined .by observation, that the barriers were installed and
maintained as committed to in the Plan. No deficiencies were noted,

g. Vital Area Detection Aids - The inspector observed the VA detection
aids and determinea that they were installed, maintained and s

operated as committed to in the Plan. No deficiencies were noted.

5. Protected and Vital Area Access Control of Personnel,
Packages and Vehicles

a. Personnel Access Control - The inspectors observed access control
into the PA/VAs on March 27, 28 and 29, 1990, and determined-that
the licensee was exercising positive control. This determination was. i

based on the following: :

(1) The inspectors verified that personnel are properly identified
and authorization is checked prior to issuance of badges and ,

key-cards. No deficiencies were noted.

(2) .The inspectors verified that the licensee has a program to
confirm the trustworthiness and reliability of employees and

-
contractor personnel. This program includes checks on

'

i.- ,

employment, credit and criminal history. No deficiencies were
noted.

*
a
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(3) The inspector verified the licensee is implementing a
fitness-for-duty program designed to meet NRC requirements (10
CFR 26), and personnel are cognizant of the program. No

apparent deficiencies were identified.,

(4) The inspector reviewed the security lock and key procedures and
determined they were consistent with commitments in the Plan.
The inspector also reviewed the protected and vital area key
inventory logs, and discussed lock and key procedures with
members of the licensee's security staff. No deficiencies were
noted.

(5) The inspectors verified that the licensee takes precautions to
ensure that an unauthorized name cannot be added to the PA
access list by having a member of management review the list
every 31 days. No deficiencies were noted.

(6) The inspectors verified that the licensee has a search program, r

ias committed to in the Plan, for firearms, explosives,
incendiary devices and other unauthorized materials. The
inspectors observed personnel access processing during shift
changes, visitor access processing, and interviewed members of

*

the security force and licensee's security staff about
personnel access procedures. No deficiencies were noted.

(7) The inspectors determined by observation that individuals in
the PA and VAs display their access badges as required. No

deficiencies were noted.

(8) The inspectors verified that the licensee has escort procedures
for visitors to the PA and VAs. No deficiencies were noted.

(9) The inspectors verified that the licensee has a mechanism for
expediting access to vital equipment during emergencies and
that the mechanism is adequate for its purpose. - No-
deficiencies were noted. .

(10) The inspectors verified that unescorted access to VAs is
limited to authorized individuals. The access list is
revalidated at least once every 31 days as committed to in the
Plan.

The inspectors' review of the documented 31 days review and
discussions with the licensee's security staff revealed that the
review for continued access to VAs was shallow. The reviews were
generally based solely upon an individual's-right to be in a VA
rather than the frequent need to access the area. The licensee
committed to improving the VA access review by providing supervisors

.
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with a more informative document to determine the need for continued
unescorted access. The licensee also committed to develop a computer
programforthispurpose. This is an unresolved item pending the

<NRC s review of the licensee's actions to improve this situation.
(UNR 50-277/90-08-03 and 50-278/90-08-03),

b. Package and Material Access Control - The inspectors determined that
the licensee was exercising positive control over packages and
material that are brought into the PA at the main access portal and I

the central: warehouse delivery point. The inspectors reviewed the |
package and material control procedures and found they were
consistent with commitments in the Plan. The inspectors also
observed package and material processing and interviewed SFMs and the
. licensee's security staff about package and material control
procedure. No deficiencies were noted. ;

c. Vehicle Access Control -The inspectors determined that the licensee
properly controls vehicle access to and within the PA. The !

j{
inspectors verified that vehicles are properly identified and,

authorized prior to being allowed to enter the PA. Identification is

verified by t.n SFM at the vehicle access portal. This procedure is ;

consistent with the commitment in the Plan. The inspectors also- !
freviewed the vehicle search procedures and determined that they were

also consistent with commitments in the Plan. This determination was
made by observing vehicle processing a,nd search, inspection of
vehicles, and by interviewing SFMs and the licensee's security staff-
about vehicle search procedures. No deficiencies were noted. j

|

6. Alarm Stations and Communications
i

The inspectors' observed the operations in the Central Alarm Station (CAS) {
and Seondary Alarm Station (SAS) and determined that the stations were ;

maintained and operated as committed to in the Plan. CAS and SAS !
operators were interviewed by the inspectors and found to be knowledgeable ;

iof their duties and responsibilities. The inspectors verified that the
CAS operator does not have any operational activities that would interfere
with the assessment and response functions. No deficiencies were noted.

The inspector also observed testing of some communications capabilities in !
'

the CAS and reviewed the testing records for all communications channels.
All were found to be as committed to in the Plan. No deficiencies were ;

noted. ]
i

7. Emergency Power Supply j

.

The inspector verified that there are several systems (batteries, station
diesel generator, and plant on-site AC power) that provide backup power ,

for tha security systems. The inspector also reviewed the test and !

maintenance records for these systems. The systems and procedures were
consistent with the Plan. The diesel generator is located in a locked and
alarmed VA. No deficiencies were noted.

E
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_esting, Maintenance and Compensatory Measures8 .- T

The inspectors reviewed the testing and maintenance records and confirmed
that the records committed to in the Plan were on file and readily
available for licensee and NRC review. The station provides four
instrumentation and controls (l&C) technicians to conduct preventive and
corrective maintenance on security equipnent. The_ inspectors determined
from a review of records and discussions with the maintenance and
security _ staff that the preventive maintenance (PM) program was not being
properly implemented, i.e., the frequency specified in the PM procedures
was not being 6dhered to. The inspectors determined during discussions
with the maintenance staff that a part of the problem is that the PM
program utilized a Personal Computer (PC) that did not automatically
generate a tracking document to indicate when the PMs were due. The
inspectors also determined from discussions with SFMs and the licensee's

~

maintenance and security staff, that I&C technicians are not fully
dedicated to maintaining the security system, i.e., at various time, they

are assigned to other plant work resulting in the security PM program
being postponed. It appeared to the inspectors that the maintenance
program for security systems and equipment is becoming more corrective

~

than preventive. The licensee advised that the PM program was being
upgraded to provide a better tracking mechanism and that the program's
implementation would be reviewed. This area will be reviewed during a
subsequent inspection.

The inspectors also reviewed the licensee's use of compensatory measures
and determined them to be as committed to in the Plan. No deficiencies

'were noted.

9. Security Training and Qualification

The' inspectors randomly selected and reviewed the training and qualifi-
cation records for 13 SFMs. Physical qualifications and firearms quali-
fication records were also inspected. These records were for armed,
unarmed and supervisory personnel. The inspectors determined that
training had been conducted in accordance with the security program plans,
and that it was properly' documented.

Several SFMs were interviewed to determine if they possessed the
requisite knowledge and ability to carry out their assigned duties. The
interview results indicated that they were knowledgeable and professional' (
in performing their job requirements.

During the review of the physical qualifications and medical records, the
inspectors determined that the licensee was not in full compliance with ,

the security Training and Qualification Plan. The Training and Qualifi-
cation Plan, dated June,1986, Section 1.2.1.(1) states, in part, that
glaucoma shall be disqualifying, unless controlled by acceptable medical
or surgical means.-

|
|

|
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Contrary to the above, on March 29, 1990, the inspectors determined that
security personnel were not being tested for glaucoma, This determination
was confirmed in an interview with the licensee's Physician's Assistant. |

-

The' Physician's Assistant indicated, however, that personnel were asked if
there was a history of glaucoma in the f amily. Their response was
supposed to be recorded.on the medical form. However, the inspectors
found that the information was not always recorded and there was no way
to ensure the question was asked, j

The licensee committed to obtain the necessary equipment and to begin
glaucoma testing for all security officers. This is an apparent violation
of the NRC-approved Training and Qualification Plan (VIO 50-277/90-08-04
and 50-278/90-08-08).

10. Exit Interview

The inspectors met with the licensee's representatives indicated in
paragraph 1 at the conclusion of the inspection on March 30, 1990. At
that time, the purpose and scope of the inspection were reviewed and the
findings were presented. The licensee's commitments, as documented in
this report, were reviewed and confirmed with the licensee.
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