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PHYSICAL PROTECTION OF NUCLEAR FACILITIES
QUARTERLY PROGRESS REPORIT

January-March 1981

SUMMARY

IL-House_Actlgigieg

The vital arez analyses of operating reactor facilities continued
during this quarter. Vital area analyses were performed on seven
pressurized water reactor (PWR) facilities and Lwo boiling water re-
actor (BWR) facilities, Additional work in this area included use of
example problems tc extend the method for maintainability analysis of

> ] reactors using the Simulation Language for Alternative Model-

(SLAM). SLAM is also being employed in the development of a

reactor personnel flow model used to investigate facility
flow and potential bottlene_ks caused by queueing of per-

investigation ¢f the methods which can be used to define op-
curity officer resp nse strategies also continued this quar-

programming techniques have been applied to two example
to determine response strategies which would best protect the
against sabotage acts., Comparison of results has yrov ided
into security officer deployment tactics. The same technique
eing applied to a generic nuclear reactor facility.

ion of the Automated Region Extraction Algorithm (AREA)
f the Safeguards Automated Facility Evaluation (SAFE) method
continued this quarter, and a procedure file for SAFE that use a
athfinding routine to find the minimum time path between all pairs »f
gets u to 45) in a facility has been written and vartial.iy
ted. The Brief Adversary Threat Loss Estimator (BATLE) Graphics
] 3 been modified to allow the user to select which side is
‘r,$~'»w’ variable and which side is affected by the

sariable ln an engagement,

Contractual Support
‘ontractual support continued to be provided this quarter by

nce Applications, Inc. (SAI) and Pritsker & Assoclates, Inc., SAI
inued their work on the expansion anc revision ©of generic sabotage

}
It trees (GSFTs) and the analysis of the insider reactor sabotage




Pritsker & Associates, 1Inc. has essentially completed their ef-
forts on development of a graphical input/output (I/0) package for the
SAFE/SNAP (Safeguards Network Analysis Procedure) interface, including
completion of the commands for the graphical input editor (GIE) of the
SNAP operating system (SOS). A general review of the status of this
project and its culmination is included in the body of this report.






logic procedures for determining system level failures. This work
will include the generic fault tree modules necessary for electrical
system fault trees, control system fault trees, actuation system fault
trees, and various component support system fault trees.
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UATION METHODOLOGY
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'he SAFE-to-SNAP translator (STST) also operational, and de-
ugging has w<een completed. The STS 1s are shown 1in Table 2.
allows the user to read SAFFE lles and create an equivalent

> facility entry. Targets to which SAFE has generated paths car be
splayed as can the paths themselves. The user can select a path

a
wants generated automatically; STST will create a SNAP gquard
: Y ;

adversary data entry for the selected path. The user can do this
often as h~o desires for each path SAFE has generated. In addition,

1t SAFE 1s run again with different options (minimum time, minimum
ietection, deterministic, stochastic, etc.), the new paths generated

s
L
+

I

+

facility and using SAFE procedures up to but not

‘an be read into the facility; guard and adversary entries can then be
‘reated for these new paths. Furthermore, if only a SNAP analysis is

eing performed, a facility entry can be created by digitizing the

including the path-
inding algorithms, This will expedite creation of the SNAP facility
odel, and the user can then create his own guard and adversary en-

tries with the SNAP GIE.

VPunctxon

Generates an adversary entry

Generates a facility entry
Generates a guard entry
Prints paths to a target

Prints target for which

there are paths

system 1s 1n the for

*response ,prompt=response

are significant 0 four characters. Some
onses and need not be given if the default is

3 m [

mand name 1s typed with no prompts, the

nteractively for all pron « If some but

)n the same line at the command, then the
for the remaining prompts which have no

JSer can be querilied for all prompts, and an

up the prompts fo an 1nfrequently used

CANC for any m name Or response

'ANC 1s analogous to a BREAK key




ENTER COMMAND
? open file*wl <@———— OFeN & prev ously created library

ENTER COMMAND
T assign file=wl
FILE W1 IS NOU A UORKING LIBRARY.

ENTER COMNAND
7 selec’ enti=ship pass=shippas s

select SHIP as current site

SERRCK (N UPASL- NO PASSUORD VALIDATION,KODEs 4 =—— rsor ol pe o
INVALID PASSUORD ENTERED. PLEASE RE-ENTER THE COKNAND suppressed
ENTER COH?@Nﬂ user friendly error
7 select en.i=ship pass=shippass message

ENTER CONKAND
7 gene -~ ————— invoke SAFE-to-SNAP Translator

ENTER CONMAND

7 prtargets faci=facl-2 new=n type=stoC —«—— print previously generated targets
1

TARGEY NODES FOR-/SHIP -FACL- 2/~

SNAP LABELS SAFE LABELS
1686 686

ENTER C/ ANAND
7 prpaths targ=té8é faci=facl-2-<

print the paths to target T606

TARGET=(T486, 604,

PATH NUMBER= 1 STOCHASTIC  /MIN INTER PROB = L9983
(B417, 417)
(Xes5y, 9 =—- added SNAP space nodes
(B432, 432)
(S861,9003) == SAFE jseudo nodes
(B411, 411)
(x@22, #)
(B&#4, 684)
(X080, ¢
(B&#7, 447)
(X081, #)
(T406, &€e)

i

SAFE barrier nodes

EKTER COMMAND
7

Figure 1. Interactive Input--Example 1
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ist enti=» fstla=y

i
1

STATISTICS FOR WORKING LIBRARY
FILE NANE

UNIT NUNBER

MAX RECORD NO. ALLOWED

NO. RECORDS CURRENTLY IN LIBRARY
NO. OF RECORDS CURRENTLY UNUSED
NO. OF RECORDS AVAILABLE

(PASSUORD) SCENARIO

ENTER COMNAND

uit
QI 414 cp sECe
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