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PETITION FOR DIRECTED CERTIFICATICN FOR REVIEW

OF "RECONSIDERATION OF BOARD'S ORDER OF

SEPTEMBER 5, 1978" RELATING TO QUALIFICATION
OF SECURITY EXPERT

This petition ccncerns continuing efforts ¢of Intervenor

-~

San Luis Obispo Mothers for Peace to cbtain discove®y in

=
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accord with guidelines previously established by this Appeal
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T Y - -~ 1T 4A o~ = > % 23 = - - - - - 2 ~
4«10, 3 NRC 1398, Ccmmissicn review ceclined, CLI-77-23, 6
L |- /
RC 4533 77
’

hy -~ a 1678 - 1 2 & - -~ <

on Qctokter 6, 1978, Intervencr cvetiticned for directed
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certification and review of the Licensing Bocard's decision
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Of September 35, 1978, denving the gualification of David

insmere Comey as an expert witness for discovery purroses
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in Tthis case. Intervencr's Petition fL£cr Directad Certiliczca-
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=ion was granted. nd September 3, 1978 orcer of the
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Licensing Board was vacataéd, angd the cause ramanced. The




Licensing Board was directed to comply with the long-standing

.

principle that the Board has the cbligation "to articulate
in reasonable detail the basis for (their) determinations”

(ALAB=-53C , . 8) so that all parties, anéd the Apreal Becard

"

on review, can readily apprehend the foundaticn for a ruling.

Mcre -pecifically, ALA3-504 stated that this Intervenor was:

". . . entitled to an explanation cf ggz the
Licensing Board found the analysis of the staff
and the applicant to be persuasive =-- i.e., whj
Mr. Comey's prior activities in the realm of
security and security plans are individually or
collectively insufficient to gqualify him as an
expert for present purposes.” ALAS-304, o. 10,

On November 3, 1978, the Licensing Boaré issued a
"Reconsideration of the Bcard's Order of September 5, 1378"
ttached Apvendix 'A' (hereafter "Recconsideraticn”. .

The "Reconsideration" does not follow either ALAB-410

or ALAS-504. In the "Reconsideration" the Licensing 3card

| S B - + ¥ 14 84 - - %
establishes its own rules for gualification of experts that

i : g = - 1 ' 3 a4 %
are inconsistent with conventicnal methcds under the Federal

Intervenor petitions now for directed certificati
review 0f the "Reconsideraticn;" for the .ssuance of an
immediate order that Mr. Cocmey is qualified to act as an
expert witness for discovery purpcses in this case; and for

other necessary crders.
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denied gqualification as an expert witness either because he

does not have specific academic training in nuclear power

)

plant electronics, or because he dces not have practical
knowledge flcocwing from working with the assembly of "nuts
and bolts" of the various mechanical components of a security
svsten.
ARGUMENT
I

THIS APPEAL BOARD SHOULD EXERCISE
DISCRETIONARY POWER OF DIRECTED CERTIFICATION TO
REVIEW ASLB "RECONSIDERATION" DENYING QUALIFICATION
OF DAVID DINSMORE COMEY AS AN EXPERT WITNES
FOR DISCOVERY PURPCSES

A, Certification is Apprcpriate and YNecessarv in This
Instance to Further Clarify the Regquirements
Imposed on Intervenors to Qualify an Expert tc
Review and Testify Concerning Variocus Aspects of
an Applicant's Security Plan and to Properly
Cefine "Expertise".

-~ 3 - - . ..
This Appeal Bocard reccognizes that important Jues-
. . S
ticns ¢f general applicability present appropriate circunm-

stances for exercise of its directed certification zowers,

- - & "Ml 32 - -~ b ™ o -
See, €.9., In tha Matter of Toledo Ediscon Co., et al, (Dawid=

Besse Nuclear Pocwer Station), ALAB-300, 2 NRR 30,028, 27,181,
27,190 (1975), and has recognized that the issue of this

Intervenor's right to discovery cf the security clan has

-1 b - - - 4 ’
broad implications beyond the facts of this particular case.

It has previcusly found it necessary on twe cccasicns =0
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current standards governing disclosure £9r disccvery turscses
of securisy glans.



B. Certification is Appropriate Here Because Normal
Appellate Procedures are not Adequate and a Request
to the Licensing Bocard to Certify Would be Futile
and Act Only to Delay this Proceeding.

If the Licensing Board's "Reccnsideration" order
is allcwed to stand, the hearings now scheduled tc begin
December 4, 1978, will prcceed without cpportunity for any
Intervenor to present expert testimony regarding the adequacy
of applicant's security plan. Denying such opportunity to
Intervenors is detrimental to the public interest, and is
inconsistent with the result contemplated in ALAB-410.

This Apreal Bcard has recognized the great value
tc public health and safety of intervencr participation in
review ¢f the adequacy of an applicant's security plan.

In the Matter of Pacific Gas and Electric Co. (Diableo Canyon,

Units 1 and 2), ALAB-410, 2 NRR 30,197, 28,022, 28,024-5,

28,028-29 (1977); Consolidated Edison Co. of New York (Indian

CLI-74-23, 7 AEC 947, 949-50, ¢on remand, ALA3-243, 8 AEC
850, 853-54 (1974). This Apreal Bcard, in a previcus ruling
supporting the request by this Intervencr for discovery of
applicant's security plan, explicitly noted that participa-

tion by an intervenor's exper? in Indian Point 2 "helped...in
- - - f‘




his aaditional comments to the Appeal Board's Memorandum in

ALAB-410: "[Clonsiderable benefit can be derived from the
independent scrutiny of such [security] plans which litiga-
ticn engenders." Id. at 28,029. [Emphasis added.!

Cs Recent Hearings Indicating Strong Congressional
Intent that the Nuclear Ragulatory Commission do
Everything Possible to Ensure Adequate Security
Systems at Existing and Future Plants Further
Compel Direct Certification and Review Herein.

The adequacy of domestic nuclear power plant
security has been the subject of much Concressicnal concern

and criti ism. See, e.g., Accuracvy of U.S. Nuclear Recula-

tory Commission Testimenv: Oversicht Hearing Before the

Subcommittee on Energy and the Environment cf the House

Comm. con Intericor and Insular Affairs, 95th Cong., 2d Sess.

(Feb. 27, 1978); Allegations Concerning Lax Securitv in the

Jcmestic Nuclear Industry: Oversight Hearing Before =h

Subccmm. on Inersy and the Envircnment of the House Camm. on

(May 3, 1377) [(hereinaiter cited as May S5th Hearing]; Sub-
cCmmictee on Energy and the Environment of Hcuse Comm. on
sntericr and Insular Affairs, Report on Safaguards in =ae
— s =S
ocmestic Nuclear Industrv, Comm. Print No. 17, 94th Conc.,




24 Sess. (August 1976). In recent years, much of the con-
troversy over whether nuclear plants are adeguately protected
agairst sabotage stemmed from a GAO report, released con

April 7, 1977, which concluded:

"(Tlhe Commission has not operated decisively or
effectively in the security area, and as a result,
security systems at perhaps all power plants would
not be able =o withstand sabotace attempts by
threats that are now ccnsidered minimum by the
Commission." See May 5th Hearing, supra, at l.

Chairman Udall stated in his opening remarks

the hearinc held on May 5, 1977:
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"(Tlhe consequences of sabotage ©f a nuclear
reactor could be disastrous....

"It is because of the enormous conseguences...
that we want to assure ourselves that all reason-
able steps are taken to prevent the worst from
occurring.” Id. at 1. (Emphasis added.)

Congressicnal concern cover particular elements of

auclear plant security sy ms compels the fullest possible
review of an applicant's proposed security plan. Elements

o€ security systems receiving particular scrutiny by Congress
cught =0 receive the same high level scrutiny by the XNRC,

not only in the formulation ¢f regulaticns, but also in the

implementation of those regulations. Reviewing a security

the ragulations. There is always inherent flexibility in
implementing regulaticns. Zach securicty plan has tO pe
adapsed, wishin the standards set by the regulaticns, to tle
shvsical locaticn and lavcut ¢©f each propcsed nuc.eas Scower
A

FLanc,



In light of Congressicnal concern for the integrity
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of existing security systems and the p
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ovision for adeguate
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security at nuclear plants, the Licensing Bocard should

welcome the

incdependent and critical eve of somecne with

Mr.

Comey's

background and experience.

Mr. Comey's par

ticim

pation ir the upcoming licensing hearing could

oenly help to

minimize the possibility of overlooking weaknesses in appli-

cant's security plan and toc maximize t
improvement of the plan.

resistant to the idea c¢f recognizing

he cpportunity for

If the Licensing Board were less

the expertise of scmecone

with other views,

even possibly dif

fering

from those ¢f

the

apelicant and staff, such exchanges as follow wculd serhaps

not occur with such freguency:

"Mr. Gcssick. «+» There is a belief by some
that terrorists might be attracted by a light-
water reactor in terms of trving to breach it and
cause a meltdown, with results as effective or of
a similar nature. The attractiveness to a ter-
rorist is that this would not involve the problems
ef trying tc assemble material into a weagon,

which we assume can be dcne but is yet certainly
not a simple task to do.

"I am not trying to be £lip, but if I were a

-

terrorist...I would ce'ta-“-y go for other facil-

ities in lieu of that.

“Mr. Tsongas. I guess it would be a disap-
pointment to you if you were wrong.

"Mr, Gossick. That is exacsly why we are in
the prcocess of upgrading safeguard cagabilities.

"Mr. Tsongas. Let me gursue that. I have
been on %tais committee for 2-1/2 vears, and have
been == in fact, at all ©of the hearings invariakbl



NRC comes up and has the attitude, "I am all

right, Jack." The safeguards are adeguate. Then
we are told well, some of the things that Mr. Conran
(a nuclear engineer with the NRC, who disagreed
with Commission's official position regarding
adequacy of safeguards programs) lockad into are
correct and we are changing our procedurss and we
have new regulaticns that will update everything a
year from now. ...

"I, for cne, really have no stomach for going

through these sessions on a semiannual basis....

t seems to me that it is in everyone's interest
that NRC -- I was going to say bite the bullet,
but that seems tC be inappropriate, but for once
and for all to agree to have adequate safeguards,
to establish a criterion at a level that reasonable
men will say, that is snough, and to undertake
procedures to implement that once anéd for all."
July 29th Hearing, supra, at 31-32.

The present regulations reflect a commendable
efiort by the NRC to upgrade levels of safeguards at nuclear
power plants, a response in large part to the criticism
expressed in Congressional hearings. However, there is no
reason for the Licensing Becard tc take the attitude "I am
all right, Jack," simply because the regulations have been

recently revised, and exclude qualified experts with poten=-

(]

tially different perspectives from analyzing Applicant's

-

O

security plan for conformity with those regulations.
II
THE "RECONSIDERATION" DOES NOT FOLLCW

EITHER ALAS-504 CR ALAB-410 AND IS
CONTRARY TO THE FEDERAL RULES OF EVIDENCE

A, In Limiting the Qualification ¢f an Expert to
Those Who Have "Nuts ané Bolts" Experience With
the Actual Hardware Components of the Plan, the
Bcard Violates Both ALAB~4l0 And ALA3-304 bv
Virtually Eliminating As Pctential Exper=s All
Those Who Have Nct Worked In The Nuclear Indussrv




The essence of the Licensing Board's reascning is
that to gqualify as a security expert, Mr. Comey must have
worked with the "nuts and bolts" of components of security
systems "at least to the extent cf being able %o design an
overall system." ("Reconsideration,” p. 3) The Licensing
Beard has the mistaken idea that the main issue regarding
security is whether certain equipment has been assembled
properly and will function dependably.

The real issue is much broader; namely, waether
the overall security plan is adeguate to "...provide protec-
tion with high assurance against successful industrial
sabotage...." (10 C.F.R. §73.55(a)), even if it is assumed
that the hardware performs as it was designed to do. Aas
will be discussed infra, hardware components, such as alarm
cevices, are only cne of many elements of a security plan
that must be evaluated. In fact, the hardware components

are the least of the problem. No one seriously guestions

the functioning of the mechanical components; the issue is
the breach of the entire system by sabotage or terrorist

Mr. Comey is uniguely gqualified to evaluate th

adequacy ¢f the overall plan. The Licensing Board, in is

. .
-
preoccupation with the dependability of hardiware, dismisses
" T
the unigue combinaticn of his qualifications on the basis
- - - " 2 "
that each one of them alcne dces not establish "srima facie

- Qe




gualification ("Reconsideration," p. 7). The "Reconsidera-
<

tion" igncres the composite picture of Mr. Comeyv's kncwledge

and relevant experience in nuclear pcwer plants and security,

0

his past participation in similar proceedings, and even his
"perhaps prestigiocus" participation in a study of Nuclear |

Proliferation and Safeguards performed by the Office of

Technology Assessment of the United States Congress. The
Cover, Adviscry Panel and Table of Contents of this study
are attached as Appendix 'D' to show the relevance of this
work to the gualification of Mr. Comey.

Iz failing to determine what the members of the
Advisory "anel "actually do" ("Reconsideration," p. 10), the
Board overlocks Mr. Comey's testimony before the California

Energy Commission on Sabctace Considerations of the Propcsed

Sundesert Nuclear Pocwerslant. This testimony, attached as

Appendix 'B,' is a part of the record in this prcceeding.

Had the Licensing Board reviewed the entire Sundesert testi-
meny (rather than the one entry in footnote, p. 10 of th
"Recocnsideration, ") it would have seen the detailed discussicn
of the work of and concerns of this group (the "January"”

group) , particularly with regard %o threat levels, "insider”

T - 1 ' r - = - -
cp. 15-17, Appendix 'B'). Instead the EBocard takes the
- - » . -
averlv=-simplistic anéd erronecus view that everycne witiout a
- 1 " 3 b | " Y s> - -~
degree in electronics and "nuts and bolts" assembly axperience
:
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is just "a well-informed layman." (The Licensing Bocard did

grudgingly concede, at page 12, that Mr. Comey "has accept-
able status in his general knowledge of reactor plant layout
and operation of its various components.”)

Intervenor contends that a security expert is one
whose broad general knowledge of the field, whose education,
knowledge, and experience enable him to evaluate the overall
adequacy ©of a security plan that by its nature includes, but
is not limited to "nuts and beclts". Mr. Comey is precisely
such an expert. He has previously testified on security
matters; he has studied security matters for years; he stavs

urrent on breaches of security; he has even discribed in
his Sundesert testimony how a pressurized water reactor of
the same design as Diablo Canyon may be sakbotaged to result
in a meltdown (Ape. 'B,' p. 11). To rule that Mr. Comev is
not qualified is contrary to ALA3-504 and ALAB-4l0 and is a
de facto ruling that the only security experts are those wiho
have previously designed or installed alarm devices, ete.,
at the other nuclear power facilities andéd, hence, tha:s the
only "experts" are those whe are, or have wnrked, in the
nuclear industrvy.

B. The "Sensitive Nature” of Securitv Plans has no

Bearing on the Issu Expertise, and the Licens-

g
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ing 3card's Reliance on this Irrelevant Consider
-~ - e
contrar
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ticn .s Improper and

. 49 3 2 "= -~ '
While conceding in a footncte seconsiseration’,
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breach by dredging cut of the public file resolutions of

concerr ("Reconsideration," 2. 3-4) about unauthorized dis-
closure of the security plan. These documents are not a

art ¢of the record in this proceeding and are irrelevant to

‘0

the legal issue of what constitutes expertise. The emoticnal
impact of these resolutions on the Licensing Board, and of
this entire secrecy issue, has led the Board to establish,
without any legal authcrity, "scmewhat more restrictive
requirements for the demonstration of expertise than has
[sic] previously existed." ("Reconsideration,” p. 5) The
Board has, in effect and directly contrary to ALAB-504,
adapted a different standard than exists at law under
Rule 702, Federal Rules of Evi‘ence,l for the gqualification
of experts in security cases.

Intervenor urges %his Apreal Beoard to reaffirm

t is one thing to detarmine the gualificaticns of an

r
o
o
ot
..‘

expert witness; and entirely another to establish, throuch
use of protective orders, safeguards against disclosure of a

security plan by any expert so gualified.

Rule 702, Federal Rules of Evidence, raises TWo
issues: (1) the gualification ¢of the expert and (2) whether
the testimony will assist the trier cf fact to ¢“ders:anu
the evidence, Mcore's Faderal Practice, Vol. II, p. VII-23
(28 E4. 13976). There can be no sericus doubt Au- that
Mr. Comey's testimeny would aid the Licensing 3card in thil
oceeding. Further, "Expertise ]

pr E sor - a
that a witness has sufficient srecialized kancwledge, skill,
gxperience, training or education to testify in she form of
an spiaion.” Forbro Desizn Co., 7. Ravthecn Co. (C.A. 3th
1975) 332 r.247 738, 762,
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MR. COMEY IS UNIQUELY QUALIFIED TO REVIEW
APPLICANT'S SECURITY PLAN TO DETERMINE
WHETHER THE PLAN CONFCRMS TO CURRENT REGULATIONS

A, Current Regulations.

Section 73.55, Title 10 of the Code of Federal
Regulations, specifies the elements of applicant's security
plan:

"(a) General Performance Reguirements. The

licensee shall establish and maintain an onsight physical

o

rotection system and security organization which will

cvide pcotection with high assurance against successful

0
"

industrial sabotage by both the following:

"(l) A determined vioclent external assaulg,
attack by stealth, or deceptive actions, of several persons
with the fclliowing attributes...

"(i) Well-trained (including military
skills)...:
"(ii) Inside assistance;
"(1ii) Suitable weapons;
"(iv) Hand-carried eguipment...

*"(2) An internal threat ¢of an inside

"

*"{(b) Phvsical Securitv Qrganization.

"(l) The licensee shall establish a security

" " .
T T R g R Y U e L
uding guards, to protect its facilit

’l
0
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against industrial sabotage...

I



"(c) Phvsical Barriers.

"(l) The licensee shall locate vital equip-
ment only within a vital area..., locatad within a protected
area...

"(d) Access Reguirements.

"(l) The licensee shall control all points of
personnel and vehicle access into the protected area...

"(e) Detection Aids. All alarms reguired pursuant

to this part shall enunciate in a continucusly manned central

alarm station located within the protected area.. that a

assistance...

"(€£) Communication Reguirements.

"(l) Each guard, watchman or armed respon-
sible indiwvidual on duty shall be capable cf maintaining
continuous communication with an individual in each con-
inucusly manned alarm station...

" 7
)

Testing and Maintenance. Each licensee shall

IN
\'s

test and maintain iatrusion alarms, emergency alarms, commu=-
nications equipment, physical barriers and cther security
related devices...

(h) Response Regquirement.

"(l) The licensee shall establish and

O
0O
I

ment liaiscn with local law enforcement authoricies.,."

\
\
|
\
\
i
|
\
|
\
|
single act cannot remove the capability of calling for




Intervenors Contentions.

This Intervenor contends that applicant's security

plan does not comply with C.F.R. §73.55 in these ways:

(See Amended Security Contentions of
January 18, 1978.)

1. The plan fails to meet general performance
reguirements;

2. The plan has deficiencies relative to the
crganization, leadership, duties and gqualifications of its
security force:

3. The plan has deficiencies relative to the
location of vital areas, vehicle parking restrictions, size
of isolation zcnes, penetration detection devices and arrance-
ments, and illumination relative to physical barriers:;

4. The plan ‘ ici ies relating to identi-

ication and ch individy : tect
area, search

hings whict

ication an ' : sackages, des
and search of vehicles, badging and escort reguirements for
individuals, access to vital areas, alarms, locks, and

itive access control over reactor containment and other




6. The plan has deficiencies relative to guard
communications capabilitcies, alarm station communications
capabilities, communicaticns links to local law enforcement
authorities, and independent power sources for ron-portable
communications eguipment;

7. The plan has deficiencies relative to testing
and maintenance of security equipment;

8. The plan has deficiencies relative to guard

response to abnormal activity and security emergencies.

c. Mr. Comey's Qualifications.

A statement of Mr. Comey's gualifications to be an
expert witness for discovery purposes on security matcters,
as developed in the reccrd and submitted in previcus plead-
ings, is attached hereto as Aprendix 'C.' Mr. Ccmey pcs-

sesses the composite profe

n
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RECONSIDERATICN OF THE BOARD'S
ORDER OF SEPTEMBER 5. 1978

Cn September 3, 1978, this Licensing 3card issued an

Order which denied Intervencrs' (San Luis Obispo Moth

for Peace) petitiom to qualify Mr. David Comey as a securicy
pian expert witness. The Order recited the positicns of
intervenors, Applicant, and the NRC Staff. On September 22,
and October 6, 1978, the Intervenors petitiocnecd the Atomic
Safety and Licensing Appeal 3card to grant direct certifica-
tion in this matter and tc issue an immediate Order that

Mr. Comey is qualified as an expert witness for discover:
- p

purposes. On October 27, 1978, Appeal Beoard, in -

204, determined that the petition for directed certificaticn

is granted; this Board's Order of Sep..uter 5, 1978, is

vacated. The Order remanded the matter tc this 30ard for
APPENDIX "A"
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access be afforded only to 'persons preoperly and
directly concermed' (10 C.F.R. §2.790(b)(8)).
See also Federal Rules of Evidence, Rule 702.

"In the latter comnection, it is ncteworthy
that when an expert is challenged (as on v.l.r dire
examination), the party spcnsoring the witness
has the burden of demonstrating hxs expertise.
As Wigmcre has pointed ocut, it is 'universally
conceced' that the 'possessicn of the required
qualificacions by a particular person oirerec as
a witness, must be expresslv shown bwv the partv
ffering him.' 2 w.zzmore, cvicence, §ocu, at pp.
pGU-wL (3G EBd. 1940) (emphasis in original).’

The key words here are ''technical competence" and ''the
party sponsoring the witness has the burden of demonstrating
his expertise." Webster defines ''technical" as "having special,

usually practical knowledge, especially of a zechanical or

"

We helieve that ''technical competence"

scientific subject.
to evaluate the compconents of a security plan ideally requires

practical knowledge flowing frem working with the assemdbly of

the "nuts and bolts," etc., of the varicus compenents of the

security system, at leasc -to the extent of beinz able to desizn

an overall svstem. It dces not necessarily megn the raw manual

LN
(A
=3
19

labor involved, but an intimate, on-the-scot kn wisdze ©
fabricacion and assembls of each compoment. We recognize thac

the Board must make a subjective determination here, dut, noting

(2N

he fact that the burden is cn the party sponsoring the

i
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received full service. We recognize the concern cf the
indivicduals and the organizations but it does not persuacde
us that a technically ccmpetent individual under a carefully
drawn protective order will not fully honor the protective
order. We believe it can be done or we would nct have
admictted the security plan con:encion.é/

The Board dces believe, however, that these expressec

concerns, along wich those stated by, inter alia, the

Advisory Committee on Reactor Safeguards and the Atomic
Safety and Licensing Appeal Board in this case, mandate th

Board to gquantify, insofar as possible, the requirements for

establishing expertise in this field. It is for this reascn
the Bcard has attempted to define ''technical competence,'

above, and has adopted the suggested guidelines set Zforch

in the comments by Drs. Jchnson and Quarles which were
attached to ALAB-410. This has led to what are pechaps
scmewhat more restrictive requirements for the dememstraticn

of expertise than has existed previcusly

4’ .. . 3 2 2 | A ~ .. 1 4
3/ Ne Rave nc reason £o believe that Mr. (Cmev WCu.d 1N
e . - . s . N - S
anvy wav viclate t reéestricsticons oL & proceciive QorTcerT,
3 - o - : - . - - V] we!la - oy . k|
an 55 B8 £3ctor cid not enter 1nto She 3QarC § COTizZifd.
s .« s = . s o pe
disgqualilicaticn o mr. L(lrey.
St e "nan
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SPECIFIC CONSIDERATION OF MR. DAVID COMEY

In general, the qualifications of an expert witnmess are
established either through consideration of nis acadeamic
training or of his relevant experience, or through scme
combination of these factors. The Board has ccensidered

these factors, and addresses thexm, seriatim.

ACADEMIC BACKGROUND AND TRAINING

In its origiral petizion to establish the qualificacions
of Mr. Comey, Intervenors attached a ''Statement cf Perscnal

Qualifications of David Dinsmore Comey.'" In this statezent
’

it was revealed that he . « +» 1s a graduate of Princeten

-

Or many years as an analyst of Soviet

"

University and worked

scientific research. He had two cne-year Ford Foundaticn
Fellcwships, and spent two vears as an Assistant Professcor

at the Osteurcpa Institut of the Universitat Freiburg/Schweiz.

In 1963 he became a Research Asscciate at the Center for

m
O

Intermational Studies at Cormell University, an T six year

-

he was the Director of the Research Institute ¢cn Soviet Science.



The Becard feels
on Mr. Comey's academic qualifications.
sented to the Board on any relevance his studies

to the question of nuclear plant security.

sicy, but, again, no particular relaticnship betw

by the Appeal Board guidelines was made. (Trz. 5

He alsc stated (Tr. 52-53) that he

logic and scecial psychology, which

o

vance the security problem. He

taken no formal course work which principally i

posed witness, the 3oard finds no prima

Jpro

-
- Ao
- e

Comey by virtue of academic training groun

ceen established.

that this bare statezent sheds

No ment

he did state that he had audited 12 graduate courses in

rther stated

involved phy

security (Tz. 6), and that he has no educational |
electronics. (Tr. 60Q).
Based on the representaticns by the Interven

facie

141 -
- -

ttle ;

ion is

made of his undergraduate major, nor is any informaticn pre-

|
might have

In iis deposition,

physics

-

at Cormell University while he was on the staff cf the Univer-

veen this

acadeaic training and the variocus areas of expertise laid ¢
-8, 33+32).
had taken courses in symbelic

he believed had some rele-

he had

.
ghac

-

0TS and th
qualificacticn
1ds alcne has



RELEVANT EXPERIENCE

In Mr. Comey's statement of qualificatioms and sudsequent
deposition a number of items concerning relevant experience
were presented for the Board's comsideration. After thorough
review of these submissions, the Board finds them less than |

cecmpelling.

The Intervenors have relied heavily on Mr. Comey's
"experience qualifications" from the fact that he participated
in the Zion 1l and 2 hearings in 1973, and the Denald C. Cook
1l and 2 proceedings in 1974. Mr. Comey stated he was qualified
in the Zicn proceeding as a "2.733 expert," and was qualified

by the Chairman of that Board t£o conduct cross-examinatciocn on

security plans and participated in negotiatioms of an in

camera settleze

8 )

€ dagreement on security matters.

security matters. (Tr. 10). In the Ccok case, he reviewed
\
|
|
\

Careful review of th re::inen: section of Mr. Ccomey's

depositicn (Tr. 6-14) yielded little in the way of hard facts.

It is certainly true that Mr. Comey participated in these

.

actions. In the case of Cock 1 and 2 it appears that no formal

-

acceptance ¢i Mr. Comey's status as an expert was made, sut




-\

that he was allowed to participate inasmuch as the Applicantc
in the case did not object. The situation cduring the Ziecn

1 and 2 hearings was somewhat more complex. The Intervenors
have not established whether Mr. Ccmey ac:zal ly underwent a
voizr dire examination on security matters.”  The Board has
no way of determining what standards were adcpted by the Zicen
Board for Mr. Comey's qualifications as an expert. Testimony
on these points was scmewhat inhibiced by the fact that it
was an in camera ses§icn and by Mr. Comey's understandably
less- han-eidetic memory of the proceeding plus the fact tha
he recognizes that he is still under a protective order in

that proceeding.

In any event, the Board dces not beliave that Mr. Ccmey
is automatically qualified as a security expert in this case
sizply because he might have been accepted as such by ancther
Becard in an earlier case. The instant Board would, of ccurse,
give apprupriate weight to his previous qualifications.
However, the Bcard believes that the situaticn teday is not

parallel to that waich existed some four or five vears ago.

Ay ™l ~ e .s 5 1 -~ . - - - - P i R
=/ The Staff was able to locate twe in camera transcrigsts
d i _ a8 SESISRS ~ s
and neicther shows vcir dire on securicy. (Trz. ll-l3
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The Board does agree that Mr. Cocmey has acceptable stacus
in his general knowledge of reactor plant layout and cperation
of its various components. While he has nct specifically
inspected the Diable Canyon installatiom, (Tr. &1-42), his
stated familiarity with some six pressurized Qa:e: and four
boiling water reactors satisfies the Board in this regard.
This familiarity with reactor plant systems and laycuts is,
we must add, a necessary but not sufficient condition to

qualify as an expert on security.

Although no specific claim was made in the statemen: of
qualifications as to Mr. Comev's knocwledge of plant detecticon
ancd alarm zechanisms, this was gome incto a:t scme length in
his depositicn. (Tr. 30-32, 61-65). The Board reviewed this
testimeny closely, and could only come zo the cenclusion that,
Sased on the information beicre us, no depth of Knowladge

sufficient for expert qualification was revealsd. Rather,

the general tenmor of Mr. Comey's scatement appearad to the

1forzed

8card tc be at the level we would expect of a well-in

layman.
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Inc..- of two of these Westinghcuse reac:crs, | reviewed the slart securily plans
as weli.

| am familiar on a first-hand basis with the physical lavout and cperation aof tre
adove-meni.ored svstems at these planis, incivding control rooms and 2lant
securily control centers.

[ have testified cn nuclesr plant security matters in in-canera ¢ 33i0ns Sefare the
Agvissry Commitiee on Reactar Safequargs anc have “3d numersus consJitations
on the subject of reactor sabotage with members of the staff aof the U.S. Atemic
Energy Commission and the U.S. Nuclear Reguiatary Cornmisaion (NRC), both at

the regicnal cffice level and also at neadquariers in Betnesds, Maryland.

For the past vear | nave served as a member of the Nuclear 3s‘squarss and
Preliferation Pane! of tre Office of Tecnnciogy Ascessment of the U.S. Cengress.
This panel, which consisted of myself, Cheeter Cogper, William igirsotham,
George Kistiakowsxy, =ersert Scaoville, menry Dewalf Smytn, George Stithauis,
Thneocore Taylor, Cyrus vance, Aivin Weinberg, NMasan Wilirieh ane others, has
feviewed U.S. nuclear poiiCy with respect o preventing nuciear preiliferation,
particulariy to "nen-state acversaries."”

In agcition, | atterced a special meecting convened By OTA January 5-6, 1977, to
disCuss safequards against terrorist allack on nuclene faciities, which was attenced
Sy Migqinbotharn, a special teain of experts from Crookhiaven Nationil Lahoratory,
the former cirecior of tne Defense Nuclear Agency, und experts on terrseicm from
the Rand Cerporation. The Jiscussions and Majarity consensus of the January group
were never incorporatac in the Panel's final report.

Cn the basiz cf my experience, | have came !o the conclusian that the NRC has
seriously uncerestimated reactor sabotage 3s 3 potential threa: anc that steps
Currently Seing taxen s prevent it will not Se sufficient.

First of all, the consesuences of a3 satutage-:
wncerestimatec, so that tne trreat has not seen

¢ reactor accicent hrave Seen
S

Seconcly, tnhe cifficulties as ta how res
' -~ -
. '-. -

.emented have Seen gvere timateq, sc
De cone.

Thircly, the NRC response to the oraslem ha

cifer sufficient protection against such events Lax me olace.

- . -y -~ - 3 c -~ -
Tournh, 1t has Deen assumed thal the inctivutions of lerrorists are such tnatl a
MUC.@ar reacior wouic te 3 ~ignly unlixely target.

i shail proceed first by trying to chalienge the conventinnal wiscom that t=ere is 3
neg.igibie chance that reactor SaColage weuliC rmcouil in sigmuficant rei2sses of

ragicactlive materials.

-t w -.30! e \
A:F-ul—-o L swas sy
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PART ONE: THE CONSEGLUENCES CF REACTCR SABOTAGE

The conseguences of sabotage of a 1300 meqawatt light wat:

reacticr have been

recently set forth By tne Chief of the Cmergency Technalogy Section of the ~ealth

Physics Division of the Cak Ricge National Laboratary:

-

REACTOR RESULTING IN AN UNCONTAINED MELTOCWN

"SABCTACE OF A LARGE (500- TD 1000-»"\"e}) LICHT-WATER

"If a large (500- to 1300-MW(e)) light-water reactor is isalated from all
heat sinks after several menths of operation at  ful! power, the heat
from the fissicn-product inventsry in the core will beil aw~ay all the
waler in the primary loop in a few hours anc melt the core out of the
pressure vessel. If the containment is breached eitrer celiberately or
Ov presscre from non-concensable gases, the volatile anc zenivelstile
fissiocn procducts will cistill cut of the molten core in tha farm af vager
or serosoi andg ciffuce out of the camagec containment ta be =arried for
many miles Dy local wind patierns. The princigal iet=al ~az2

this material is from the raciation dese receives foliowing its inhalstion

g =l

8

ang relention in the Bocy. In the faliowing caloulatizng,
source term 2and Biclogical mocel ceveloped by Crestar (2, O, Chester,
Ciolcg:cal Cose ani Raciclogical Activity from Muclear Peacter or
Nuclenr Weapon Fission Procucts, USALC ilepor: CiANL <4996, Osk
Ricge National Laboratory, December 1573) which cives resuits similar
to those of the Rasmussen stuay (U, S. Nuclear Renulatary Commission,
REACTOR SAFETY STUDY (WASH-1400), Appencix VI-Calculation of
Reactor Accicent Conseguences, Octater, 1979).

-
-
W
-
-
3

"The cconsequences ¢f such a release will deoenc an the wegther

conditicns at the time, the posulation gistributlion cownwing, the

effect.veness of attempts to restare containment, and the asctions of
protec

civil suthorities in evacuating cr providing expe
information to the populaticn at risk. The areas in wh t
faces ceath or sericus injury can Se quite laran. a 130C-Mwl(e)
Coiling-water reacior uncer3cing an uncontaines meliiowa 0 an 8-
km/hr wingd and neutral atmassheric stabtiity, perzons Sreathing at 10
liters/min without resgiratery protection will recerve 3an Innaleg wholes
Socy-cose commitment of S0C R or mere in a plume of l-xm maximum
wiglh and extencing 30 km downwind ...

dient
ch the pcpulation

"Our results are consistent with the final version aof e Rasmussen

study, which estimated early fatalities fromn uncontained melisown of
pressurized-water reactors for various metlegralanical conditions.”

¢y -~

\C. V. Chester, "Estimates af Tiireats to the Putli= fram Terrorist Acts
Against Nuclear Facilities”,

Novemper-Cecember 1976, po. 699-665.)

§0 o B g B
NIl SAH LTy

™

The Rasmussen study gives the fsilowing estima’ss fur tae earl, 3ma org-term
‘alalities ang health effects of ine Categery FEIAISA ITQM 3 Dressurizec water
reactor (a "SWR-1 reiease™) resulting from o Sreach 3f cantainmen: sgssmoanies
Oy C3re mellcown, assuming worst-cane At o Ot v Ng a Jighs
cenzitv pogulation, but mitigatec By evacuation of TU G of the ooouialion witmin a
few hours of tne accicent:

RS T i o con.

- SETVNTY HB"
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ABLE B

SASOTAGE-INITIATED RLCFEIRENCE INCIDENT

3 Rasmussen

Stucy PWR Rasmussen Study Cause Assumed in
Accicent Cescriptive Sadotage-Initiated

2 Bron -
Symbdel Phrase efernnce In ident
A Intermediate to large LOCA Charge at Lecation #1
c Failure of containment spray Charges at Location #2

injection system

O Failure of emergency core cocling Charges at Locations #3 & &
injecticn system

£ Failure of emergency core cocling Charges at Locations #3 & i
system to function

F Failure of containment spray Charges at Locations #2 & ¢
recirculation systemn

e Failure of emergency core cooling Charges at Location #4
3 recirculation system
8 Containment failure resuiting Ccening containment purge
from inacecuate isalaticn of valves

containment gpenmings and
penetrations

Note: For description of the 9 charjes at the & iocations, see Table C.

APPENDIX "3" (cen.)
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Rusmussen study, the ‘nilowing PWR aceident sequences are all
B

Accorging to the
Yy < (hereinafter "PWR-2"):

Release Categer

.

TABLE D
D 2COF- 8 ADF- &
ACEF- 8 AEF- 2
ACHF- & ARF- 3

‘\V ASH‘l“OO' po 155)

PWR-2 releases are generaily worse in terms of health effects than even PWR.
L (the relesse asscciated with a steam explosion in the reactor pressure vessel,

5 followed by a large fraction of the core exiting at high velecity thrcugh the roof of
the cantainment builging).

The worst racicnuclices, ranked in crcer of their human health effects, are listed in
Tadble €. Except forTellurium-132, a PWR.2 reiease results in larger fractions of

10 ihe reactcr core teing released for the most cangerous racicnuclices than a PWR-1
reiease coes.

There s scme reason to believe that the casunities mav be greater from a

sabotage-initiated reactor accident than the PWil.l accicent agnalvzed in the
p 15 Rasmussen study, for i the charges placea in the assume: Refurence Incicent
3 were ceignated via radio cetonatars sncrtly after a successful taxeaver of an
CRersting nuciear power piant, the release of racicactive fiseicn arecucts would te
aimest Instantanecus, instead of several hours inty tre accicent as sssumed By the
Fasmuszen stucy. Less platesut of racionuclices would ueeur, ana e, 3z ation times
weuld te consiceradbly sherter, with 3 aistinct 9ssidilily hat n¢ successful
&vacualion could Se carried cut. This might causte the early fatalities 1o be Righer
than tre figures calculated in the Rasmussen stucy.

o
(&)

The casualtv figures set forth in Table A srould serve as a remnincer that the
magnituce cf the consequences of saoctage-initiated reacior accidents represent a
2 potential for holding a very large pepulation Ngstage by saboteurs wrho have rigged
the plant wilh racio-cetcnatacie exglgsive charges, such as in the Reference

Incicent, anc then make their cemancs known. (A fuiler discussic of this follows
Selow).

The NRC's Office of Nuclear Regulatery Rescarch recently commizzioned Sandia

3G LaCorataries to carry out a stucdy of reactor sabotace. The stuay team included
"acversary teams" that ceveicped acetailec salictane sequences in crder o
empiricaily "game" the situations. Their conclusions were as follows:
"The seguences ceveloped Sy the adversary !rars and the 3,stematic
‘e cresentation of plant failure moces Zescriced Uy ‘e fauit trees jsintiy
35 cemcrstirate that there s neciigidle chance nat acts of willful

Iectruction  would  resuit  in sigmificant release of racicactive
| T’d:’:r¢éls .. e

- " e \
7 AZPENDIX "3" (e2n.)
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Released
Radigruclide

Tellurium-132

Cesium-134

locine-131

lodine-133

lodine-135

lodine<132

Cesium-137

trontium-89

TABLE E

Early ang
Centinuing Health
Effects

Cloud dose, short-
term ground dose;
inhalation

coses: bone
marrow, lung,

Gl, thyroig, testes

Inhalaticn doses:
Scne marrow, lung,
testas

Cloug cose, short-
term ground dose;
inhalation doses:
Sone marrow, lung,
thyroig, testes

Cloud cose, short-
term ground dose;
inhalaticn doses:
2one marrow, lung,
Gl, thyroid, testes

Cloud dose, short-
term ground dose;
inhalation doses:
Sone marraw, lung,
Gl, thyroig, testes

Cloud dose, shert-
term ground cose;
inhalat:on doses:
ocne marrow, lung,
Gl, thyraig, testes:

Inhalation cdoses:
Bcne narrow,
testes

Inhalation cosirs:
2cne marrow, S,
testes

Long-Term
Health Ef/ >ets

CEE-7748

Percentage By Whieh
PWR.2 Exgends Pwo.]

Inhalation doses:
bone inarrow, lung,
bone mineral, testes,
other argans

Ground cose; inhalation
coses: bone marrow, lung,
bone mineral, testes,
other crgans

[nhalatien cuses: Bone
marrow, lung, bone
mineral, testes, other
organs

Inhalation dosus: bone
marrow, lung, testes,
other argans

Inhalation cose;
bone marrow, lung,
testes, other organs

Inhalation doses:
bone marraw, lung,
testes, ather organs

Cround #ose; inhalation
deses: hotis marrgw, hone
minersa., Ltestes, cther

grgans

* Crgzanic fraction oniy; elemental icdine reieases same.
(WASH-1.30, Agpendix VI, p. 13-21 ang 2-5.)

R b bk e " " O -
PEN 5y

-25%

+25%

-lé%

+16%*

»16%*

‘
o
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"The Re-~ctor Safety Stucy Rasinussen stucy’ geveleped metheds o
predict the magnitude of the racicictivity releuced ang the public
consequences occurring from rancorn equipment failure and numan errar
for varicus accicent sequences. Ajl sabotlare gpticns that have been
icent.fied lead to piant failure sequences that wers incluced in the
Safety Stucy. Therefore, sabotage cannot create consenuences greater
than those consicered by the Safety Study....Evaluaticn of the
probatle consequences arising from the seguences cevelcped by the
acversary teams yielcea values that are a zmall fraction of the
maximum consequences consicereg by the Reactor Safety Study.”
(Sandia Labcratories, SAFETY AND SECURITY OF NUCLEAR POWER
REACTCORS TO ACTS OF SABOTAQGE, March 1976)

| believe that these ccnclusions are wrong. The NRC, however, has chosen to
accept them and Base its regulatory position both on these sonclusians and on their
assessmerg that 3 nuclear reactcr is very cifficult to sabotage. | telieve that this
latter conventional wiscom is alsc based on misperceptions of nusiear sawer plant
cesign anc security measures laken to srotect nuclear reactors, and the following
secticn vill try to show why it is nustaken.

AP:?"F-I’ :3" :c::. )

- et -
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PART TwQ: THE CIFFILULTIES OOF REACTOR SABOTACE

Accercing to the Sancia Laboratories repor: prepared for NPC, nuclear reactors
are inherently resistant 1o sadotage:

"The following characteristics of cormmersial nuclear power plants
greatly increase tne cifficuity of releasing radioactivity Oy subotage:

(1) The "cefense-in-cepth” concest of reactar plunt Cesign;

(2) The massive structure of the plant, which protects critical
ccmponents from external attack;

$ ) The safetv cesign basis of the plant, which ert:ohasizes
System reliaSility, flexidility, redundancy, and prctection
against common moce failures; and

‘4)  Engincered safety features, which are added ta the basic
Sysiem 10 cope with abncrmal aperations or accicents.

As an example, in a commercial Lwght water reactor plant, fuel
cantaiming the racicact.ve fission products s enclosed in metallic
cladaing and is located within a thick strel reactor vessal, The reacter
vesse! and cooiant Piping are located within 3 massive steel and
concrete containment structure. Altnough, in part, the pursnse of these
multipie ceontainments is to provide surccessive confinerment of
raciotaxic fission procucts, the cantiimments may aisd serve as
effective physical barriers against externai threats .. ...

"Nuc.ear power reactors appear far less suscent.hle to sabotage than
most ather civil orF industricl targets. The fechnmical requirements,
PiaNAING, 3NC Necessary mManpawer and faguinment are rueh Freater for
a crecidle sadotage attempt on a nuclear power reactor than are
requires fer an attack on other potentis! incustrial ¢ | targets, The

‘
.
-

Camparatie (o the conseguences hat ~oula

‘many other targets. The lower suscent.oility to
¢ S recuces the likelithooa of cres:

mounted Dy unsosrisricated elements.”

\Sandi- Lahoraicries, SAFETY AND SFCLURITY OF MU

REACTORS TC ACTS CF SABOTAGE, March 1975

These Sandia conclusicns, adopted By the NRC as their requiatary cefense against
Sacctace, creale 3n erronecus impressian that it is wery Zifficult to sasa age a
reaclor. Accorcing o the Sandia repart, @ sucenreaf)] sabetans of g nower roactar
‘S COMB3arat.e in i3 consequences 1o “lhe conseguences thal caulz e precuced by
$aSclage of many otner targets.”

it 18 hard 0 imagine ot=er targets in aur ndustrialized sacint. that, via the
cetonation of 3 tatal of less than <0 pounus uf convert.onal exnics «3 at less than
‘v localions closely acjacent to cne annther, ~ould araduce t=e e ease of
facicaclive fission orocucts egquivaient n Quanlity *3 icse Jrocuces Sy the
cetanation of several nuncres =irasnima-cized wessans.

- - - "= » 3
10 APPENEIX "B" (¢con.)
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The Sancia conclusions aiso leave tie impression that the design of 3 nuclear plant
makes it very Cifficult to sabotage it. In a trivial sense it coes, Sul in tre mgst
imporiant sense it coes not. The vital equipmment of 3 nruclear power plant is
Cesignec for access curing cperation so as t3 perfarm the tesls required By the
Technizal Soecifications of the piant's gperating license (351 0e Sy the NRC), In
some cases, the safety eqcu.pment s testea Catly, In others week!y gr ing thiy or at
the time of refuelling, Only in a Soiling water reacior, whers the coatsinment s
usually ineried wilh nitrogen, ang where the raciaticn (e.eis at the reci~culation
iCops are on the orcer of 25 R per hour, is access limites guring reactor gperation.
Virtually all other systems are nat snly accessihie hut specifically gesigned 30 that
peopie werking on them will nat Se explsec to radia’ion at levels thal will cause
them 10 exce~d the maximum pgermissible Quarterly raciation cose 3f J rems.

Because of these cesign consideraticns, a saSoteur enganed in 2lacing explosive
charces on the key svstems in a nuclear Piant 1s exposing humse!f 1o very little risx
of contamination with racicactivity. Even if he PUt on a3 respirator and goes into 3
BvR containment 10 place 3 shaped charge on cne of the rocirculation l2ce pipes,
if Ne can place the charge in less than 7 minutes, he will moL recely® an exposure in
excess of the maximum permnissible quarteriy cose. Ir. a PWR containment, where
raciation fielas at the pump suction leg run approxirnate!s 5 I per hour, he will
receive an exposure consiceradly less than the maximuinm permissidie quarterly
ccse.

There have heen frequent statements to the effect that trerarists would Se much
more likely to utilize bioclogical or chemical Loxing ta nifoct witrsdread camace 19
the putlic (see for axample Bernar Coren, "Toe Matentialities Af Terrorisin”,
SULLETIN CF THE ATOMIC SCIENTISTS, June 1974, po. 36350, It is argued that

this cffers cansicerably less risk than 5adcotaging o reactor woula.

| think this is 3 mistaken Ryscthesis. Anyone messing arcund with toxing or even
pistenium oxide i1s much more lLikelv o0 contarninate hunself than if he plants
explosives insice a nuclear plant, Hoth Secause of the very cesinn consiceralions
outiined asbove, and alse because raciaticn levels can casily be detected
nstantaneously with hanc-hela Geiger-'.lijller counters, whereas oxins are not
nsiantly measuratle in any ccnvenient 4 3Y.

The Sancia repert also makes much of *he planming reguiremert- far an effoctive
reactor sacctage. [ woulgd suomit that thanks to all of the information that 1s
publiciy available, pianning the sabotage of 3 reactor 1s far easier than that of any
comparadle facility, inclucing piaaning a Sank robhery. Flirst of ail, in crder %o
figure out precisely which systems, if failed, produce the mavirmum camage, the

Potential sabcteur need onlv consult WASH-1300 (the HRasinussen study, and its

_— - - * ~
dgcencices. Lther relevant iafetv-griented cdocuments procucea by AL and NRC
Can De orcerec from the Naticral Tecnnical In'~-=atisn Survice (NTIS), but are

haraly cruc:al.

Seconglyv, the specific RIRING and insirumentatan drawings ‘ar ary 21542 are in the

NRC's Public Cecument Room at 1717 = Strest in $nnatun or at 3 pudlic lisrary

near the Z.ant. Anciher reievant dacument soniiary 3.4 i® 35 Ine ragert eaen

plant fileg i reply Lo Agpenciv A of #3112 0 - AT 17,500 The Note

at the foot of Tabhe « This fiveeineh tiuck f ot 2 doveriinble roac-mmsd tn

all of he system glecirica FauLC, Megtranic and meghanical, that if
S
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"Although the historical ¢ata nre useful a8 3 quide, an eqtimate on the
numder of atlackers is inescapadly a matter of judyment. Without
- speaking in terms ¢f 3 "maximum" threat, a3 dozen or so attackers
3 would seem 2 De a prycent estimate. The term "a duozen ar so" has
b Seen cnhasen celiberately. \We are not talking abcut a precise figure,
Sut rather 3 range of anywhere from 7 to 8 to abnut 15, To be mare
srecise waould imply scme type of actuar:al chart based upon concrete
cata that simply coes not evist and a falze sense of precisicon. That is
nct to sav that no group of adversaries could not rrusier more persons
10 if neeceq, or even that this inany would te needed to accomylish the
task. 'Prucent'is the key word here."
3rian .‘enkms and Joseph Krofcheck, THE POTENTIAL NUCLEAR
NCN-STA ACVERSARY, Rand Corporation, Santa Mgnica,
u.ahforma, May 1977.)

As of this writing, the NRC cesign basis threat officially nestulated is still the
"small growe” of outsicers assisted by one "insices at tne ,,.:\r.t. From nymercus
conversations and internal memaoranda of the NRC, it is clear that the NRC is
tasicallv pruceeding with a 3-and-1 cesign basis thireat. inowlecdqeasie cbservers
20 were precicting that the NRC would upgrade this to a fh-and-2 scenario when it
revised its reactor securily regulations in the spring of 1977, but this ¢id not sccur.

The group of experts convened by OTA (see paae 2; hercinafter “January group™)
waere in agrrement that 3@ mnre realislic design basis threat aginst which nuclear
facilities should be protected is 3 12-and-3 scenario: 12 outsice attsckers, snd up
to three insicers. It should also be assurned that the outsice attackers will be
arrmed with mcre than long guns; since a cnmrnercially available AR-15 can be
converted into a fully-automatic M-16 by filing the-cam, the attackers can be
expectad tc have Jutomatic weapons, and given the tvpes of arms caches recently
30 aiscovered in California, heavier weapons including recoiless rifles, mortars, anti-
tanx missiles, and tne like cannot be excluced.

W
J
w

The Janus Sroup was alsa in aareenent that Lanchastier equations rmathematical

SRR

models ceveloped curing Waria War | to predict battle results given the number of

35 attackers ac cefencers) were not necessariy the most aporopriale models for
enjagements Cetween 3 small group of heavily armed terrorists and a group of
| ciuhar security guards. Use of such matherngtical mocels places 26 much
phasis on armed frontal assaulls, which waouid not be the likely mode of attack
| on a nuclear plant. Terrorists are much morn lielv to use dGiversinnary techniques,
| <0 multi-pgint penetration, deception and psycholcaical warfare tacrnigues to Sreach
the cefenses of the facility instead of starrmin the fence, weazens biazing. For
this reasen, t.2 January group agreed that 25 guards should be the security forse
for the cefunse 3gainst such a 12-and-3 desir Lasis threat. .1: $ interecting Lo
| note that Lenchester equalions yield 22 guards i this instance.)
| 45
3 There was =:30 cons2nsus that the guards shou!” have uirongly reinforces soirts of
cefense such as concrete bunkers, ficig-of-fire Loints, nsteac of "uuilst.orgof”
free-standing quard shacks. They shauld have firspawnr (ar in exgess of shotauns
ang sicc-arms, anc proSadly equiviient o «'ait the atlackers may Le expecled Lo
| b1 9 have.
15 =
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Thus a quard must “interpose™ “wurselfl hetween (he agversary acd the vital
equipment and get the adversary to try t9 <:ill 'wm bDefaore he 15 leqaily ble to use
fatal force in respense. \Whether powess such as "snoot-10-xiii” shoild 5o investad
in civilian security forces under the contruel of srivate Ltilitiers i3 @ 5oCi3l cdecisien
nat must be mace by legislative ‘*cc es after due celiceration, but the present

situation cuntains vulnerabilities fromn a security point of view.

Background inv tigations on secufity guaris should alsc be strengthenec to the
equivalent of a fqll-f.e.c ("U" clearance) .nvestigaticn.

Since these recammendations go far beyend what the NRC has commitied 1o in its
recently promulgated (Fe'::ru.a;y 26, 1977, March 17, 1977, and July S, 1977

reguiaticns, presently existing ana prepesed NRC requlations regarsing the
pnvsical protection of nuclear plants ¢o not in my oginion offer assurance that
sabotaurs cannct Gain access to the intericr of 3 plant.

The phvsical security of a nuclear plant is seriously compromised if 2
p rticulariy within the slant security force, are invaolveg in any sadctage
<ust cne securily guarc can rencer the pisnt wide cpen o anv numzer af intrucers

without ce~e-..cr* Decause of the legal iff.cullies nherent in psycheicgical
testing and evaluation or use of ..c‘v-raﬂr* tests to cntect pocsible internal
cefectors, it 1S not clear that this prodlem can eyer be solverd, Any emplovee who

is at all vuinerable to biackmail becaus=- of ganbling debts, menetary praobliems,
sexual pgredilections or atypical life style could be utilized By 3 group intent en
sabctaging 3 reactor. 'Unless a licensee 13 prepared to intrude on plant employees'
—'ruac\’ L3 an extent as yet untested in Lhe courts, no assuyrance can Be given that
"insicers” mayv not de 3 significant sabiotage thireat, either wGir<ing an thelwr cwn or
in collaborat.on with outsicers. There are already numersys instarces of
cisaffected emplovees inculging in singll acts af sabatage at o erating nuclear
reactors; st the nuclear plant nearest my home, there have a.reacy seen 13 such
incidents, plus 3 bomb threats that are gelieved to have Seen inace Jy members of
the plant security force.

¢

The insider threat is partially a question af inutivation, however, which | will cover
telow In 9ar: Four.
o7 APPENDIX "3" (cen.)
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The question has arisen as to whether terrorists are likely 1o bHegin a5t ucking
auclear facilities. In a study commussioned by the NRC, tne MITREZ Corzeratian
operted «n 1975 that:

“There are active terrcrist organizalinng in manv couniries that have
nucleur factiilies of their own, often ut Ainerican cesign. Thus large
numters of indivicuals In these ccuntries xnow the Tetaiis cf the cesign

ana operation of certain types of American nirlear power plants.

“Terrorist groups with sudstantial capabilities are to he found in Latin
A:nerics, the Middle East, Eurcpe, ana Japan. These groups can, and
frequently co, interact. They use each other's v'eapons, training
fazilities, intelligence, money, and perscnnel. In adcition, they have
contacts with national intelligence agencia2s, particularly those from the
Scviet-Cuban bloc. It is not difficult to imagine that such crganizations
couig recruil members with any needed engineering, scientific, or
military s«ills. They have no cifficuity in acquiring wratever portable
weapens they find useful.

"All of this must be coupled with the cpenness of cur Sorcders and the
contacts and resources some foreign terrorist groups have in this
cnuntry through students and other fareinn nationals living here ..

Terrorist groups mav find themselves in pulitical pusitions where they
feel they have nothing to lose by an act, no matler how
outrag2ous . . . Terrorists might sabotage a3 nuclear facility as an act of
vengeance. Alternatively, they nuant attack and aain ceontrol of a
nuclear facility, and hold it hostage to destruction wiless certain
Cemancs were met. These groups are certayiniy aware of the power
which any surt of nuclear uction woul! give them, fy tw strange logic
of the warigd in which we live, it might :lan (ngk» thern herons to a
cubstantial segment of the world, partictlarly if the target were the

United States. This is certainiy a type of threat which shiould Se taken
vOry S2riousiv."”

Mitre Cerparation, THEZ THRRCAT TU LITLNSTD NUCLEAR
FACILITIES (MTR-7022), Septemter, 1575, pp. 137-138.)

The MITRE report regards unknown terrorist groups as equally dangercus as xnown
covert crganizations.

"Both types of groups cften like to start operations in 3 way which
craws world pudlicity. Such an-—cperation might involve a lLicensed
nuclesr facility in the United States. This weuld involve long and
cetailed planning But ... fistory is replete with reamples of dramatic
Htial operalicns Dy insurgent granmizations whese existence was
previcus.y unknGwn ta their agversaries . ..

"The only prudent arediction is

that there will continue to be
internilticnal cperalions v most of the preosentiy aciive terrarist
crganizatigns tArcughout 'he woridy that new cres will gpring into
existence, sometimes withoutl warmng bHefore their first Zramatic
sirixe, and that some gf theze groups, <riven e v, need for
palitical leverace on the Uniteg States, 10 cespera?  Many chocse the
wniteg States, anc pernaps licensed nuciear factlities, as a target.”
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The NRC concluded, in pramulgating its security regulations in Cebruary of 1977
that

"On the bas.s of intelligence ang other relevant information available to
tre NRC there are no xnown Arauns in this country Raving the
cornbiration of molivation, skill, and resuurces to attack . . . a nuclear
:cwer reactor.”

.o -

\ e F o e QUSIO' .‘ Fe:l‘\na’) ‘9 7;.

inasmuch as the first knowledge of the existence af many successful terrorist
groups was simuitanecus with their first terrorist operaticn, the NRC's evaiuation
:0 s siightly optimistic. Simply because you have ra evidence of the existence of a
lerrarist group 1S No 3ssurance tNat you are not ahout te become the viclim of an
attack. Terrorists generally co not ring up in acdvance.

It is correct that aithough there nave been neariv 300 recarced threats or incidents
af vii.ence at nuclear facilities in the Unitad States, there have Seen fow serious
13 incicents at nuclear power plants so far. The mosnt sericus was a $10 mullicn fire at
tne Incian Paint nuclear plant on November &4, 1971, caused Dy an arsonist wno was
s farmer enployee cof the company. In August 1971 an intrucir entereg the
premises of the Vermont Yankee nuclear plant and woundec a niont watchman,
Generally most cf the incicdents have been buinib threats or acts of low-level
0 sahotage.

In Sauth America, 15 members of the Peaple's Revolutionary Armny se.red 3 nuclear
2lant under censtruction at Atucha, 62 miles north of Buenos Aires on M:icch 28,
1873, Trey overran tne guarcs, stole weapons, painted siggans on the walls, but did
relatively Little carnage.

S in Curcpe, huwever, nuclear terrorist incidents Nave ingraased marxedly in the last
few years. ©On Mav 3, 1979, the Fessenhenn nuclesr power plant in F rance was
camaged Dy two bornds planted by the Meinhof-2uig Antich Group. The reacteor at

the time cid not ccntain any fuel. A month [ater, » bemh was set off at
Framatone's main computer center in Courbevuir, destraying half the input
Jd terminais. A seccnc tomb camaged the vaive testing shops at ~ra—stame's factery
in Argenteul. Tne Garmencia-Angelo Luther Cemmanco group tock crecit for
these becmoings. In August of that year, two borniis were set off at the Mt. D'Arree
nuciear plant in France, damaging eguipment ana cau t ob
In November 1976, a very camaging bomb hlast occu
35 Cerca, a nuclear fuel manafacturer; a group called ‘-’.:"-‘S-‘-L.’ claimeg crecit, and
falicwed up a week later with two bembs-at the Maranac uraniurm mine that caused
$2 million caimage ang jut the mine cut of action for ubout two rmenths.
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in West Germany, there have been dermmunstratians at nueisar plant sites, including
one ~here the police had Lo use tear gas and waler cannone gn 300U gemanstrators
40 arineg ~|"'. ‘-...,\sv cocklails ancd other wespens. |0 Sweaen, 3 s&-20und dynamite
2omb was fournd nex! tg the Ringhals nuciear reacturs; !>e aActe, sicred "N said

s

IS is :."e 1358 warning. Nex! tine we will ievel the stat.on (g the groung.”

. " " \
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Given the tact that it would be extremely iffieult far authorities to evacuile the
large pcpulation tral wouic te expased of the siBoteurs carried 0ut their threat to
Caus> a resclor melitdown, an extremely large areup of insvalintary Be stages would
ve created. Ve have ng previcus espzrivnce wilh such situalion., angd few
Quiceposts to help us. | have cdiscusses eisewhere the problams ~siaciatnd wets

evaliations arcund nuclear glants and the numersgus iNetances where macs orills
reved.e? serious gaps iN Carrying cut simulated evacuat 7n ewersises. ("Dn Nat 33
Gentie Inte Tnat Radiation Zone", 8UI LITIN OF Tig ATONMIC SCIENTISTS

Novemter (575, pp. 45-47.) | coubt a successful evacuating could be carried out.

Maost evacuation ;;'anr'mn focuses only an arcas af srsponainlity and means of
cammuiication. Little attention has deen pawd to developing policivs with respect
Lo inplementing ey acu.:txon plans, particulariv in hostage situations involvin g largt'
numbers of pecple. Tne State of California’s Qffice of Emergency Servicos has
pfocuced a plan entitled "Nuclear Blackmail, or Muslear Threa: Emergency
Respense Flan for tne State of California®, dated December 19746, It cors not,
however, a.cress such guestions as: What are the hasss on which affisials mus?t
.."xce whether to evacuate a3 large population in the tace of a nuclear threat?

=72 public officials liable if they fayl to orcer an ovacuation? Are they liable if
they co crcer it Gnd pecple are injured as a result? \Whn pays for foog, shelter, lost
Lime, etc., when large numSers of pecple are evacuated?

Given the indeterrminacy of these prablerns, terrorists who rigged a reactor for
sabotaje woulc be able to rmake extraordinary adermands, either political aor
monetury. Safe inside the control room, they are 1n counmand of events and can
gictate the terms they wish. Even if the nuclear plart 15 10 an unpepuiated remote
are2a, the gwner may nct de willing to see a ore ar two billion collar nvestment
written off,

Civen the above arguments, it seems irresgsonsible 1o me far the NEO to werite off
reactor sabntage as 3 higly uniixely event, t sretns oauikly irresponsislie for
lizensees sreh Nnq to operste nuclear pl'mts not o implement the sort of strict
securily measures | outlineg in Part Thre Yer mos: utilities would Balk at the
icea of having five shifts of 24 security ;'.u s at 319,50 u year each. The total of
$1,8C0,200 in salaries alone would be sonsictered unaccent 0., even though it weuid
Ge oniy 3 m'rginal incrermental increase in the cost of electricily pracuced.

(Far two °U0 megawatt units, assuming the reacters ran at the $7.24% capacity
.ac or averaged ULy presently operating \/estinghouse reucters in the U, S,
muiative-to-cate aver age, weighted by plant s5ize). the ar-iit.onal cost would be
19 miils per uwilcwattehour, abcut a halt nf ene perseent increase). [ For
'-‘acstmghw:e cata, see Taule S a3t the end of Lhiy toutinonyl,

9'-'*c‘.on of the plant against "insicers” intent nn cammuttirg s3hntange is more
Sifficuit. Cre miclear plant has insty !r_'. P Cnretpagi v pa e netenn cantrol sysiein to
the vilal sately sysioms in ils plant, s thal each operut ar autharizen 1o gpun doors
in the vital area nserts ccced "r‘ac"ctxc Carc n a Tata=-reader Lhal 1§ controlled
Sy 3 ccmputer in the security centrel center. The Anor pens snly of tne coerstor is
proortly aulherized to cpen that deer.  The cumputer ¢an e re-aregramed
instantly (g Sar access ta that incivicdual of the oo wputer s cws 3 se~'ess of
SUSRICiOUs Cugr gpenings Nat connected wilih routine ngpect.gn and malntenance,

APbr“.::K 113" ‘::n . ‘I
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Sama Aurlear plant owners have roogted surh susiems An the mraunds LhAat they
compronise the safaty of the plant, particular!v if the carrputer fails or t=
electric suoply Lo the system s interrupter, The s.sten also can be readily
coMPromisid gy the securily quarg who presrams the canputer),

This .5 symnatamatic of what many nuciear plart cesiqners fenl i the erucial aspect
f protectirg vital safety svstems against schotagr. To tiw gantent that one mMmaxes
difficult "0 gain 3ccess to the eguipment to sabotqge ¢, une makes 12 gifficult to
310 accest Lo repair it or check it in emergency situatinns, Scurily protectien
systems co.ic prevent a minor acricent frorn being coniroiled Sefare it escalated
INt3 @ majCr accicdent.

-
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There is also the additional hazard that frequent screening of plant employees for
security loyalty ang susoicious activities mav produce 3 dacklash and cause the
very activilies iNe securily program™ is cesignec sgainst. No one lixes being spieg
upen. Seme nuclear incustry sockesmen have warned that qualified pecple wili not
wark urncer such conditions, and that thus in itself will lead to a ciminuticn aof
safetly.









3 Mr. Comey has testificd on security plant matters

L -

ia 1n canmera sessions before the Advisory Committaee on

Reactor Safeguards on a number of occasiocns. (Depo., p. l4,
1. 19 == p, 15, 1. 1).
§. Mr. Comey participated in numerous meetings with

members of the United States Atomic Energy Commissicon and
the U. S. Nuclear Regulatory Commissicn, who were ceaduc

a special study to determine what safeguards levels the NRC

ought to 1mpose; safeguards including physical securicty

o
'

plans for nuclear pcwer plants. (Depo. p. 15, 1. 19 == o,
16, 1. 24). Mr. Comey participated in a special review

grcup on physical security and safeguards against terroris
attacks on nuclear facilities established by the Office of
Technology Assessment for the purpose of going cver a repors
on that subject that had been prepared by the Rand Cery

(Depo., p. 20, 1. 10 == p, 21, 1. 24). Mr. Comey was a

member of the Nuclear Proliferation and Safeguards Advisory
Panel of chat group. Depo., p. 22, 1. 5=5}.,
s Mr. Comey is currently writing a report on pihysical

security and potentiality of nuclear sabotage cf nuclear

power plants, and has been participating in that work for
s S o

the past aine months. (Depo. p. 23, 1l. 15=-17).
8. Mr. Comey is familiar with the c3levant literasure
On SeCurlty matters, pagticularly with the implementation of
40 C.¥.R. §73.55, (Depo., p. 24, 1. 1l2=18) and has copies ¢f
NUREGS 0207, 0413, C220 (Depo., p. 25, 1. 3=d
- TRy vem - "no-n
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perscns would bDe needed, what routes they would use
access .c the pipe, what entries they would come through, et
cetera, et cetera.") (Depo., p. 29, 1. 14=21.)

il. Mr. Comey was retained by the Cali

LAY

Qrnia snhergy

Commission as an expert witness and conducted a fault-troe

ot

analysis on breach of physica.l security for a nuclear plans.
(Depo., p. 29, 1. 22 == p. 30, 1. #6). Mrc. Comey incorporatced
this aanalysis 1nto testimony on sabotage consideraticns of

the Sunlesert plant in testimony delivered July 19, 1977,

pefcre the California Ener

Wi

Yy Commission. A copy of Mr
Comey's testimony in that proceeding is attached as Intervenor
Exhibit 1 to the deposition, and is attached as Cxhibit 2 to

intervenor's Petition for Immediate Order. (See Exhibit A

&
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rvenor's Appeal of September 22, 1974.)
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Mr. Comey was able =0 describe scme currentlv
availadle perimeter detec:ticn systams, including microwave
Systems, selsmic systems, magnetic systems, electromagnetic

' 11 v - A : (™o
Systems, ali 10 some detail. e
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13. Mr. Ccomey has spent a great deal of :tim iastructing
otiaers in the use of hand-held armaments. (Deps., p. 33, 1.
17=19).

L4 Mr., Comey celfcctively Jduscribed L epese of
SCCUrily at 4 nuciear piant: "To prevent eLLlier an innruder







16. Finally, Mr. Comey clearly understands that
function of a security expert in this case is to determine
whether or not the security plan for this facility complies

with the regulations of the Commissicn. (Depo., p. 41, 1.

"o
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