
WWM M! d2:.x%,_,

_YS O "?lk _ Y P 'f -
,

$

(r .wi.)
(5'..U.rJ;;I f,,,_,,a-

MtC : fr& we .[ /2 22-19
rten fms09y12 Tt Nr1

|

U.S. NUCLEAR REGULATORY COMMISSION
REGION I

>

Report No. 50-247/89-22
:

Docket No. 50-247 :

License No. DPR-26 ,

Licensee: Consolidated Edison Company of New York. Inc.
4 Irving Place
New York,_New York 10003

Facility Name: Indian Point Nuclear Generating Station Unit 2 !
:

Inspection At: Buchanan. New York

Inspection Conducted: October 30 - November 3. 1989

Type of Inspection: Routine. Unannounced Physical Security

Inspectors: MM /
T. W. Dexter, Physical 3e@rity inspector /dat4

'

,

|A/W T _ ',
'

/z||?/J4
W. T. Olsen, Reactor Engineer-Physical Security date

-

Approved by: / /E-/9-/f
/R. R. Keimi), Chie feguards Section date

Division of Radiat Safety and Safeguards

Inspection Summary: Routine. Unannounced Physical Security Inspection on
October 30 - Noverber 3. 1989 (Inspection Report No. 50-247/89-22)

Areas Inspected: Management Support, Security Program Plans and Audits;
Protected and Vital Area Physical Barriers, Detection and Assessment Aids;
Protected and Vital Area Access Control of Personnel, Packages and Vehicles;
Alarm Stations and Communications; Power Supply; Testing, Maintenance and
Compensatory Measures; Security Training and Qualifications, and the on-site
Safeguards Information Program.

Results: The licensee was in compliance with NRC requirements in the areas
' inspected. However, potential weaknesses were identified in the areas of '

Protected Area Oetection and Assessment Aids and Vital Area Barriers.
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DETAILS

1. _ Key Personnel Contacted

Licensee and Contractor Personnel

M. Selman, Executive Vice President, Central Operations
M. Drexel, Manager, Fire, Safety and Security
G. Cullen, Security Operations Supervisor i

T. Elsroth, Security Administrator
J. Boyles, Security Shift Supervisor ;
J. Wore 11, Vackenhut Project Manager
F. Weideman, Wackenhut Site Operations Captain iG. Hayes, Security '

L, Kawula, I&C Engineer IJ. Murphy, I&C Supervisor i

M. Blatt, Technical Consultant, Vice President Staff j
B. Kindi11er, Wackenhut, Director of Quality Assur.ance

!

C. Jackson, Manager, Nuclear Safety & Licensing
|

U. S. Nuclear Regulatory Commission (NRC) i

I

L. Rossbach, Senior Resident Inspector
P. Kelley, Resident Inspector

The above personnel were present at the exit interview.
.

2. Management Support. Security Programs Plans, and Audits

Management Support - Management support for the licensee's physicala.
security program was determined to be adequate by the inspectors.
This determination was based upon the inspectors' reviews of various

;

aspects of the licensee's program and the licensee's responsiveness 1

to the NRC concerns identified during this inspection and
documented in this report,

j
1b, Security Program Plans - The inspectors verified that changes to the |

hTC-approved Security, Contingency, and Guard Training and .
Qualification Plans, as implemented, did not decrease the
effectiveness of the respective plans, and the changes had been

;submitted in accordance with NRC requirements.
1

Audits - The inspectors reviewed the 1988 and 1989 annual' securityc.
program audit reports and verified that the audits had been 4

'

conducted in accordance with the NRC-approved Security Plan (the
Plan). The audits were comprehensive in scope with the results
reported to the appropriate levels of management. The inspectors'
review included the response of the security organization to the
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audit findings and the corrective action taken to remedy any adverse i
findings. The documented corrective actions appeared appropriate for ;
the findings.

,

i
3. protected and Vital Area Physical Barriers, Detection '

and Assessment Aids
-

>

a. protected Area Barriers - The inspectors conducted a physical :
inspection of the Protected Area (PA) barriers on October 31, 1989. |The inspectors determined, by observation, thet the barriers were
installed and generally maintained as described in the Plan. The ,

inspectors noted that the licensee has a barrier upgrade program in ;

progress. Some upgrades have been completed while others, e.g., '

relocating of portions of the fence line, remain to be accomplished, i
The progress on the barrier upgrades will be reviewed during !

subsequent inspections.
;

b. Protected Area Detection Aids - The inspectors observed the PA
perimeter detection aids on November 1,1989 and determined that
they were generally installed, maintained, and operated as committed
to in the plan.,
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This is an Inspector Follow-up item and will be reviewed during
subsequent inspections. (IFI50-247/89-22-01)

c. Isolation Zones - The inspectors verified that the isolation zones
were adequately maintained to permit observation of activities on
both sides of the PA perimeter. No deficiencies were noted,

d. Protected Area and Isolation Zone Lighting - The inspectors conducted
a lighting survey of the PA and isolation zones on October 31, 1989.
The inspectors determined, by observation, that lighting in the PA
and isolation zones was very effective. The licensee had pursued an
aggressive upgrade program in this area and significant improvements
were apparent. No deficiencies were noted,

e. Assessment Aids - The inspectors observed the PA perimeter
assessment aids and determined that they were generally installed,
maintained, and operated as committed to in the Plan.
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This is an Inspector Follow-up Item that will be reviewed during
subsequent inspections. (IFI 50-247/89-22-02).

f. Vital Area Barriers - The inspectors conducted a physical inspection
of several vital area (VA) barriers on October 31, 1989. *
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The licensee agreed to review these areas in an cffort to correct ;
these potential weaknesses. This is an Inspector Follow-up Item that |will be reviewed during the next inspection. (IFI 50-247/89-22-03) i

Ig. Vital Area Detection Aids - The inspectors observed the VA
|ifetection aids and determined that they were installed, maintained ~

and operated as committed to in the Plan. No deficiencies were
t

noted.
!

4. Protected and Vital Area Access Control of personnel. Packages. '

and Vehicles ;

!

The inspectors determined that the licensee was exercising positive !
control over personnel access to the PA and VAs. This determination was

!based on the following:

} 1) The inspectors verified that personnel are properly identified and
authorization is checked prior to issuance of badges and key-cards.
No deficiencies were noted.

2) The inspectors verified that the licensee has a program to confirm
the trustworthiness and reliability of employees and contractor *

personnel. This program includes checks on employment history, ;

criminal history, a physical examination, and a psychological
examination. No deficiencies were noted.

3) The inspectors verified that the licensee has a search program, as
.

committed to in the Plan, for firearms, explosives, incendiary
|devices and other unauthorized materials. The inspectors observed

personnel access processing during various peiriods throughout the
.

inspection and interviewed members of the security force about
,

personnel access procedures. No deficiencies were noted.
,

4) The inspectors determined, by observation, that individuals in the :

PA and VAs display their access badges as required. No deficiencieswere noted. I

5) The inspectors verified that the licensee has escort procedures for !
visitors to the PA and VAs. No deficiencies were noted.

6) The inspectors verified that the licensee has provisions for
expediting prompt access to vital equipment during emergencies and
that the provisions are adequate for the purpose. No deficiencies
were noted.
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7) The inspectors verified that unescorted access to VAs is limited to

authorized individuals. The VA access list is revalidated at least t

every 31 days es committed to in the Plan. This program shows !

strong management support and the personnel overseeing the
program have demonstrated a clear understanding of the VA access
program and taken the initiative to developed a very strong i

program. No deficiencies were noted. '

'
5. Alarm Stations and Communications

i
The inspectors observed the operation of the Central Alarm Station (CAS)
and Secondary Alarm Station (SAS) and determined that they were maintained ;and operated as committed to in the Plan. CAS and SAS operators were i

interviewed by the inspectors and found to be knowledgeable of their '

duties and responsibilities. The inspectors verified that the CAS and SAS
.

do not contain any operational activities that would interfere with the !assessment and response functions. No deficiencies were noted.
;

The inspectors also observed tests and routine operation of all
communication capabilities in the CAS and SAS and reviewed testing
records. No deficiencies were noted. !

6. Emeroency Power Supply '

The inspectors verified that there are several systems (batteries,
dedicated diesel generator, and plant on-site AC power) that provide
back-up power to the security systems and reviewed the accompanying
test and maintenance procedures for these systems. The systems and
procedures were consistent with the Plan. The batteries, battery
chargers and the diesel generator are in VAs. No deficiencies were noted.

The inspectors also verified that the door access control system for VAs
will permit emergency ingress and egress when normal power is lost. No
deficiencies were noted. ,

'

i

7. Testing. Maintenance and Compensatory Measures !

The inspectors reviewed testing and maintenance records and confirmed that
the records committed to in the Plan were on file and readily available
for NRC review. The station provides instrumentation and controls
technicians to repair / replace and test any security equipment that

s

requires preventive or corrective mainunence. Maintenance is being
conducted in a timely manner. As previously noted in section 3.b. of
this report, the licensee hat committed to upgrade the surveillance
testing program.

8. Security Training and Qualification

The inspectors randomly selected and reviewed training and qualification
records for twelve security officers (S0s). The physical qualification
and firearms requalification records were inspected for armed guards,

,
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I
security monitors and security supervisors. The inspectors determined I

that the training had been conducted in accordance with the security i

program plans and that it was properly documented.

However, the licensee is providing the security contractor with a docuinent
confirming the accomplishment of the required annual physical for 50s.
These documents, in many instances, were illegible and not always properly
completed. The licensee has agreed to improve the quality of this
document. This item will be reviewed in subsequent inspections. (IFI
50-247/89-22-04)

Several S0s were interviewed to determine if they possessed the requisite
knowledge and ability to carry out their assigned duties. The interview
results indicated that the 50s are receiving adequate training and are
knowledgeable of their , job requirements.

The inspectors verified that the licensee's contract security force is
staffed to meet the armed response force commitments in the Plan and there
is always one full-time member of the security organization on-site who
has the authority to direct security activities.

The inspectors determined that the turnover rate in the security forca
continues to be high, about 40% per year. However, this turnover rate did
not appear to be adversely affecting the security force since it was
occurring primarily among new members of the force. The inspectors
interviewed approximately twenty 50s, from all three shifts, to determine
if any morale problems existed. While several issues-were expressed by
some of the individuals interviewed, e.g., inadequate pay, lack of
weekends off for new employees, and some lack of respect from plant staff,
the morale was found to be generally good. The results of the interviews
were provided to the licensee's security management for feedback to the
security contractor.

9. Safeguards Information Program|

The inspectors interviewed personnel and inspected Safeguards Information
; (SGI) reposit.ories in the Security Building, CAS and SAS to determine if

the licensee's on-site program for the protection of SGI meets the'

requirements of 10 CFR 73.21. The inspectors review encompassed the
! types of information being protected, physical protection (in-use and

in-storage),markingsandaccess. No discrepancies were noted.
I

10. Exit Interview
i
! The inspectors met with the licensee representatives indicated in

paragraph 1 at the conclusion of the inspection on November 3,1989. At
the time the purpose and scope of the inspection were reviewed and the
findings presented. The licensee's committments, as documented in this
report, were reviewed and confirmed with the licensee.
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