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ABSTRACT

A conceptual design for TRANSEAVER, Transport by Sea Verification, has been
completed which shows the system could be a cost effective way to enhance
safeguarding strategic and special nuclear materials during transport at
sea. Applicable federal regulations and international guidelines have been
considered with the expectation that TRANSEAVER will assist in me~.ing
lega! and regulatory considerations when used to monitor shipments.
Utilizing existing RECOVER components and commercially available sensr.s,
TRANSEAVER's link to a land-based command console is via MARISAT ship-to-
shore communications equipment. Licensed shipping casks are enclosed in a
security container and placed into a required closed van cargo container
for a multiple boundary configuration which allows effective use of mul-
tiple sensor configurations. Any deviation from planned course or
attempted tampering with the protected cargo automatically produces an
Alerting Report at the command console.
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1.0 INTRODUCTION

Economic practicalities of the nuzlear fuel cycle dictate o continuing and
growing requirement for sea transport of nuclear materials. Recent reports
published by Sandia Laboratories and the General Accounting Office (GAC) of
the U.S. Government regarding the evaluation of policies and practices of
the Nuclear Regulatory Commission and the Departments of “nzrgy 1.1 Trans-
portation sugggst that security of sea shipments of nuclear - arials can
be improved.*®

One way to improve th. security of these shipments would be to provide a
remote shipment status monitoring capability similar to that provided for
fixed sites by the RECOVER syste~.

The RECOVER system has Seen developed to provide the International Atomic
Energy Agency with the capability to continuously monitor safeguards de-
vices deployed at nuclear facilities worldwide from the [AEA Heaaquarters
in Vienna. This provides continuity of knowledge Detween visits to facili-
ties by :AEA inspectors. That RECOVER system has been undergoing testing
during the last year through an international program. The successful
performance of the system has provided the impetus for study on expanding
the use of this technology to monitoring shipments by sea. Therefore, the
Nuclear Regulatory Commission and the Arms Control and Disarmament Agency
have joined resources on investigating the feasibility of a concept called
TRANSEAVER, TRANsport-by-SEA-VERification.

The TRANSEAVER concept combines RECOVER-type components with MARISAT (MARI-
time SATellite) equipment, penetration resistant shipping containers, and
remotely monitorable sensors to provide continual monitoring of the loca-
tions and the integrity of nuclear material containers in seaborne ship-
ment. By coupling RECOVER-type components to MARISAT equipment, deviatiun
from planned course or attempted tampering of the cargo produces an Alert-
ing Report upon demand at a central command console. Th- TRANSEAVER system
would be comprised of selected contaimment and surveillance devices,
RECOVER monituring units, and RECOVER multiplexors to transmit pertinent
data in a secure fashion to the ground-based command console.

To accomplish the ship-to-shore communications, the on-site multiplexor,
which provides shipment status information, is connected to a shipboard
terminal of the MARISAT system. The remote verification unit, which
provides a display of sensor st:tus at a remote, shore-side location, can
then communicate with the on-si‘e multiplexor by dialing the ship through
the MARISAT satellite communicacion system. The Maritime Satellite system
has been designed specifically to provide rapid and reliable communication
services to c>mercial shipping and offshore industries.

MARISAT ten.inal equipment has been used successfully by more than

300 ships over the past four years. It can provide ship navigational data
automatically in real time to the worldwide teiephone network through the
MARISAT satellite system. Therefore, che ship at sea can be linked di-
rectly and quickly vi» MARISAT with shore points anywhere in the world.



Commercially available shippi.ig containers used in conjunction with tne
state-of-the-art containment and surveillance devices planned for this
program appear to be compatible with existing Nuclear Regulatory Commission
and Department of Transportation requirements and guidelines. In picking
the shipping cask, consideration has been given to protective containers of
different design.

Various types of sensors are proposed to monitor the integrity and locaticn
of the shipping container using several criteria. These criteria included
the compatibility with the shipping container as well as the RECOVER
monitoring units. In addition, the ability of the sensors and the
monitoring equipment to withstand envirommental charasteristics typical of
those to be endured duri-a storage on a vessel underway at sea has also
been considered. The leve of security as well as commercial availability,
reliability, survivability, cost-effectiveness, tamper resistance, and
vulnerability, have been considered, not only with regard to use with the
menitoring units, but also with regard to their impact on the trans-
portation operations and/or tamper resistance of the closed shipping
container.

One of the major objectives of the TRANSEAVER system is to increase
safeguards on shipments of nuclear and other sensitive materials while
maintaining campliance with current federal regulations and guidelines for
such shipments. TRANSEAVER meets the physical protection measure which
includes the provision of continuous two-way radio .ommunication and
frequent telephone communication. It alsc submits the package and its
shipping cask to frequent and periodic examination of the seals together
with a continuous surveillance of the cargo hold.

Implementation of the TRANSEAVER system will not only facilitate caunpliance
with the guidelines for physical protection of nuclear material under
shipment but also will provide increased assurance of the timely detection
of diversion of nuclear materials during international transport.



2.0 AN OVERVIEW OF APPLICABLE
REGULATITNS AND LEGAL CONSIDERATIONS

A general comment must be made regarding the legal considerations, both
federal and international, that apply to the TRANSEAVER project. The
regulations that apply to TRANSEAVER fall into two main areas of protection
considerations:

1. Regulations designed to ensure nuclear safety, and
2. Regulations for safeguarding nuclear materials.

Regulations pertaining to nuclear safety have been promulgated by the
Nuclear Regulatory Commission, the Department of Transportation, and the
International Atomic Energy Agency. In Phase [ of this project only
licensed shipping containers have been considered. Two small radioactive
materials packages (casks) suitable for this project have been licensed by
the Nuclear Regulatory Commission and will continue to be available at
least through November 1982. As a result, it will not be necessary to
cover in detail the regulations applicable to packaging standards. How-
ever, at a future date the selection of shipping containers may change,
particularly if spent fuel is to b onitored by the TRANSEAVER system, and
an examination of specific Nuclear Regulatory Commission and Department of
Transportation packaging standards would then be required. Those regula-
tions that are applicable to the selection of adequate packaging are in-
cluded in Appendices A and B for reference.

Regulations that pertain to safeguarding nuclear materials are more
directly related to the TRANSEAVER project. Therefore, these regulatious,
both federal and international, must be covered in greater detail. A
general legal overview indicates that the TRANSEAVER concept can be imple-
mented while maintaining compliance with federal regqulations and interna-
tional recommended guidelines.

Thus, Sections 3.0 and 4.0 will cover relevant legal considerations wi'" an
emphasis on regulaticns that pertain to safeguarding nuclear materials in
transit. In considering the relevant legil issues, it was necessary to use
the following assumptions:

1. Highly enriched uranium (HEU) and piutonium (Pu) have been desig-
nated as the cargo for Phase [ of the TRANSEAVER contract. The
legal research completed for this phase pertains primarily to HEU
and Pu. In some cases, however, referenced regulations have a
broader scope and therefore might apply to future TRANSEAVER
cargo shipments.

2. In Phase I of the TRANSEAVER project, the actual ,..ntity of
cargo has not been identified. Therefore, safequards regulations
referenced in this report are those which apply to special
nuclear material quantities that require the most stringent
protection. [f smaller quantities of special nuclear material
are shipped, other regulations requiring less stringent protec-
tion measures may be applicable.



3.0 THE FEDERAL REGULATORY PROGRAM

There are three basic considerations that pertain to the transportation of
radiocactive materials:

l. Nuclear safety of the radiocactive material;
2.  Adequate control of the radiation emitted by the material; and
3. Prevention of nuclear criticality.

The purpose of the U.S. regulatory program is to promulgate specific

requirements and standards that wiil ensure the protection of the publ.c
and environment based on the above considerations.

3.1 Regulatory Agencies

Congress has granted statutory jurisdiction to regulate the transportation
of radioactive materials to three federal agencies: the Nuclear Regulatory
Commission, the Department of Transportation, and the Department of

Energy. In the executive branch of government, the State Department also
plays a role in overseeing the shipment of nuclear materials.

3.2 The Nuclear Regulatory Commission and Its Regqulations

The Energy Reorganization Act of 1974 abolished the Atomic Energy
Commission (AEC) and created the Nuclear Regulatory Commission (NRC).
However, the licensing and other regulatory authority granted to the AEC by
Congress in the Atomic Energy Act of 1954, as amended, was transferred to
the Nuclear Regulatory Commission (P.L. 83-703). Thus, the NRC is now
responsible for regulating safety and safeguards in the use of nuclear
materials by the nuclear industry.

The transportation of by-product, source, and special nuclear materials is
regulated by tre NRC. Licensees are responsible for protecting the special
nuclear materials they transport by providing appropriate containment and
physical protection. The NRC, through its licensing and inspection
program, ensures that required actions will be taken.

The rules and regulations of the Nuclear Regulatory Commission can be found
in Chapter 1 of Title 10 of the Code of Federal Regulations. The parts of
Title 10, Chapter 1 that most directly pertain to the transportation of
special nuclear material are Parts 20, 70, 71, and 73. These parts include
rules and regulations regarding "Standards for Protection Against Radia-
tion," "Special Nuclear Material," "Packaging of Radioactive Material for
Transport and Transportation of Radicactive Material Under Certain Condi-
tions,” and "Physical Protection of Plants and Materials." Rather than
cover all the regulations, the following discussion focuses only on the
regulations that seem to pertain to the implementation of TRANSEAVER. The
discussion specifically addresses physical protection of special nuclear




material. For a more detailed and balanced understanding of the require-
ments, the appropriate sections of the Code of Federal Regulations should
be consulted. Requlations pertaining to requireuents for adequate contain-
ment will only be cited.

3.2.1 Requlations for Ensuring Adequate Containment

The regulations that specify guidelines for ensuring nuclear safety are
listed in Part 71 -- "Packaging of Radioactive Material for Transport and
Transportation of Radioactive Material Under Certain Conditions.” Relevant
definitions of terms applicable to TRANSEAVER can be found in

10 CFR 71.4, Terms relevant to this project, such as "fissile classifica-
tion," fissile "material," and "packaging," are cited in Appendix A.

The determination of standards for all packaging relates to the type and
quantity of material transported. A system for classifying each radioiso-
tope has been devised by the Nuclear Regulatory Commission. This classi-
ficatior sets out seven transport groups labeled by Roman numerals I
through VII. These transport groupings can be found in Appendix C of of
10 CFR 71. Radioisotope quantities in each transport group are classified
in order of increasing quantity such as “limited,” “Type A," "Type B," and
“large” quantity.

To be qualified for transport, any packaging used by the licensee must
comply with applicable requirements to the mode of transport as listed in
10 CFR Part 71 and 49 CFR Parts 17(-189. Specific exemptions are covered
in Sections 71.7 through 71.10 of 10 CFR.

NRC approval is required depending on the Fissile Class and quantity of
materials “o be shipped (10 CFR §71.11). The NRC generai standards for all
packaging are listed in Subpart C of 10 CFR 71. As mentioned earlier, the
selected casks (Task 3) have been licensed by NRC and therefore comply with
these requiations. Applicable sections of Subpart C are listed in Appen-
dix A.

3.2.2 Requlations for Safequarding Nuclear Macerials

Along with the importance of ensuring the nuclear safety of licensed mater-
ials, protection of certain special nuclear material in transit is vital.
Certain quantities of strategic special nuclear material (SSNM) require
physical protection against theft and sabotage during transit. Specific
requirements relating to the physical protection of formula quantities of
strategic special nuclear material in transit can be found in 10 CFR 73.25
to 10 CFR 73.36. These regulations apply to a licensee (10 CFR /0) who
imports, exports, transports, or delivers to a carrier for transport of a
formula quantity of SSNM in a single shipment or takes delivery of a single
shipment, containing a formula - antity of SSNM, free on board (f.o0.b.)
These regulations, applicable to the TRANSEAVER project, address physical
protection of “special nuclear material” in transit. Specific definitions



for this material can be found in Section 73.2 of 10 CFR. Relevant cita-
tions can be found in Appendix A.

Since the regulations in 10 CFR part 73 are directly related to the
TRANSEAVER project, specific sections will be cited and discussed. The
major focus of this discussion is whether or not the TRANSEAVER system can
be used in compliance with existing requirements for establishing and
maintaining a physical protection system for transporting special nuclear

material.

In Section 73.20 of 10 CFR, the general performance objective and require-
ments are stated. Each licensee, ". . . shall establish and maintain or
make arrangements for a physical protection system which will have as its
objective to provide high assurance that activities involving special
nuclear material are not inimical to the common defense and security and do
not constitute an unreasonable risk to the public health and safety."

Performance guidelines specifying fulfillment of this objective are covered
in Section 73.25. Some of the requirements include (emphasis added) :

Section 73.25 Performance capabilities for physical protection of stra-
tegic special nuclear material in transit.

(iii) Maintaining knowledge of the status and position of the
strategic special nuclear material en route; and . . .

(2) Detect and delay a?x unauthorized attempt to gain access or
introduce unauthorized materials stealth or force into
the vicinity of transports and strategic special nuclear
material using the following subsys*ems and subfunctions.

(i1) Access detection subsystems and procedures to detect,
assess, and communicate any unauthorized penetrations (or

such attempts) of contro access area by persons, vehi-

cles, or materials so that the respunse will satisfy the

general performance objective and requirements of §73.20(a).

(2) Detect attempts to gain unauthorized entry or introduce
unauthorized materials into transports by stealth or force
using the following subsystems and subfunctions:

(1) Transport features to delay access to strategic special

nuclear material sufficient to permit the detection and
response system to function . . .

(11) Inspection and detection subsystems and procedures to detect
unauthorizec tampering with transports aﬁa cargo containers;

and

(111) Surveil lance subsystems and procedures to detect, assess,
and communicate any unauthorized presence of pa2rsons or




(4)

(1)

(i1)

(d)

(1)

(iv)

(i)

materials and any unauthorized attempt to penetrate the
transggrt P

Detect attempts to remove strategiz special nuclear material
from transports by stealth or force using the following
subsystems and subfunctions:

Transport features to delay unauthorized strategic special
nuclear material removal attempts sufficient to assist
detection and permit a response to satisfy the general
performance objective and requirements of §73.20(a);

ad . . .

Detection subsystems and procedures to cetect, assess and
conmunicate any attempts at unauthorized removal of stra-
tegic special nuclear material . . .

Respond to safeguards, contingencie<, and emergencies to
assure that the two capabilities in paragraphs (b) and (c)
of this section are achieved and to engagg and impede adver-
sary forces until local law enforcement forces arrive. To
achieve this capabillity, the physical protection system
shall:

Respond rzpidly and effectively to safeguard contingencies
and emergeicies using the following subsystems and
subfunctiors:

Equipment and procedures to enable responses %0 security-
related incidents sufficiently rapid and effe.tive to
achieve the predetermined objective of each action.

Transmit detection, assessment, and other response-related
information using the following subsystems and subfunctions:

Equipment and procedures for two-way communicat ions betweeen
the escort commander and the movement control center to
rapidly and accurately transmit assessment information and
requests for assistance by local law enforcement forces and
to coordinate such assistance.

Communications equipment and procedures for the armed es-
corts and the movement control center personnel to notify
local law enforcement forces of the need for assistance.
(emphasis added)

TRANSEAVER is designed to aid in providing the physical protection measures
highlighted in these regulations. This system, by providing frequent
reporting to a ground-based command console, will have the capa§1!ity to
maintain knowledge of both the status and position of the nuclear material
during transit, §73.25(b)(ii1). Any unauthorized penetrations (or attempts
to do so) are to be detected and communicated by the TRANSEAVER project,
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§73.25(b)(ii1). Detection of unauthorized tampering with the cargo will
automatically produce an Alerting Report at a command console,
§73.25(c)(i1). The sensors are proposed to monitor the integrity and
location of the shipping container which would enable rapid and effective
communication to safeguards contingencies and emergencies,
§73.25(d)(1)(iv).

Section 73.26 of 10 CFR deals with physical protection of transportation
systems, subsystems, components, and proce.'ires. Section (1) specifies
regulations for the shipment of SSNM by sea:

(1) Shipments shall be made only on con. iner-ships. The strategic
special nuclear material container(s, s..!! be loaded into ex-
clusive use cargo containers conforming to American National
Standards Institute (ANSI) MH5.1 or International Standards
Organization (ISO) 1496. Locks and seals shall be inspected by
the escorts whenever access is possible.

(7) Ship-to-shore communications shall be available, and a ship-to-
shore contact shall be made every six hours to relay position
information and the status of the shipment.

In Phase 1 of the TRANSEAVER project, the special nuclear material payload
will be shipped in a closed van cargo container. This container, which
complies with ANSI MH5.1.-1979, will be used exclusively for ‘RANSEAVER
cargo. TRANSEAVER provides ship-to-shore communications arnd allows for
ship-to-shore contact every six hours §73.26(1)(7). More frequent contact
(e.g., every hour) is also feasible.

Finally, in Section 73.37 of 10 CFR, regulations concerning transportation
of irradiated reactor fuel are covered. Relevant portions of these regula-
tions are cited below. As the TRANSEAVER project may apply to irradiated
fuel shipments in the long term, these regulations should be addressed at
this time.

According to the performance objectives in §73.37(a),

(1) Each licensee who transports or delivers to a carrier for trans-
port, in a single shipment, a quantity of irradiated reactor fuel
in excess of 100 grams in net weight of irradiated fuel, exclu-
sive of cladding or other structural or packaging material, which
has a total external radiation dose ratio in excess of 100 rems
per hour at a distance of 3 feet from any accessible surface
without intervening shielding, shall establish and maintain, or
make arrangements for, and assure the proper implementation of, a
physical protection system for shipments of such material that
will achieve the following objectives:



(1) Min:mize the possibilities for radiological sabotage of spent
fue - - .

Specific objectives of a physical protection system inciude provisions for
“, . . early detection and assessment of attempts to gain unauthorized
access to, or control over, spent fuel shipments;" §73.73(a)(2)(i); and

“_ . . notification to the appropriate response focus of any spent fuel
shipment sabotage attempts . . ." §73.73(a)(2)(ii).

Under general requirements for shipments by sea, Section 73.73(e), specific
provision: applicable to TRANSEAVER include:

(3) Escorts have the capability of communicating with the communica-
tions center and local law enforcement agencies through the use
of a radiotelephone or other NRC-approved equivalent means of
two-way voice communication.

The TRANSEAVER system, which will be comprised of selected containment and
sophisticated surveillance devices, has the potential tc serve as a sabo-
tage deterrent. The remote-monitorable sensors will provide frequent
reporting and allow for early detection of tampering or any attempt to gain
unauthor:zed access to the cargo. The TRANSEAVER system, by providing
frequent communication capability, does not require an escort to be respon-
sible for contacting a communications center as stated in §73.73(e)(3).
TRANSEAVER, in comparison to two-way communications, would provide a better
system for frequent monitoring of irradiated fuel shipments.

Examination of the NRC's physical protection requlations in Part 73 of
Title 10 CFR indicates that the proposed TRANSEAVER project will help to
meet many of the federal requirements for shipping nuclear materials by
sea. The proposed system will help to provide nuclear safety assurances
and to verify physical protection of radioactive material by using sophis-
ticated monitoring equipment for frequent communication. TRANSEAVER, in
supplementing current safeguard methods, also provides an increased assur-
ance of detecting attempts to divert nuc lear materials during international
transport.

3.3 The Department of Transportation and Its General Packaging and
Shipment Requirements

The Department of Transportation (00T) has overlapping jurisdiction over
safety in packaging and transportation of radioactive materials under the
following statutes:

Department of Transportation Act
(p-Lo 89‘670)

Transportation of Explosives and other Dangerous Materials Act
(18 Uc S. c. 831'835)



Hazardous Materials Transportation Safety Act of 1974
(P.L. 93-633)

Federal Aviation Act of 1958
(49 U. S. C. 1421-1472(b))

These statutes vest in the Secretary of Transportation the regulatory
respor<ibility for safety in transporting radivactive materials by all
modes «f transport (rail, highway, air, and water). The safety standards
for transportation, as set forth in Department of Transportation regula-
tions (49 CFR Parts 170-178), are based on two considerations:

(1) Protection of the public from external radiation, and

(2) Assurance that the contents are unlikely to be re'eased during
either normal or accident conditions of transport or, if the
container is not designed to withstand accidents, that its con-
tents are so limited in quantity as to preclude a significant
radiation safety problem if released.

DOT regulations are applicable to transportation of radicactive material in
interstate and foreign commerce, while Nuclear Regulatory Commission pack-
aging standards apply to shipments of source, by-product, and special
nuclear material by Nuclear Regulatory Commissicn licensees. In order for
the development and implementation of a consistent and comprehensive set of
regulations, the DOT and NRC entered into a Memorandum of Understanding in
1966, which has been superseded by revisions. The most recent version of
the Memorandum of Understanding is dated July 2, 1979. According to the
latter versions of the memorandum, the MRC is responsible for developing
and implementing performance standards for package designs for Type B
fissile and large quantity packages. The DOT is responsible for devel oping
and implementing safety standards for handling and storage of all
radiocactive material packages while in possession of a comgon, contract, or
private carrier, as well as standards for Type A packages.

The regulations as prescribed in Sections 173.391 through 173.396 of 49 CFR
pertain to the packaging design, size, and required specific features.
These requirements have already been addressed during the licensing phase
for the container (cask) and do not need examinaticn in this report. As
ment ioned in Section 2.0 of “his report, an NRC-certified cask will be used
by the TRANSEAVER system.

As it may be necessary to become familiar with DOT packaging requirements
over the long tem (particularly if transport of spent fuel is to t»
included in the program), specific citations from the relevant sect ons
(§173.391 through 173.396) of 49 CFR have been included in Appendix B.
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3.4 The Department of Energy and [ts Physical Protection Standards

Regulatory authority is granted to the Department of Energy (DOE) in the
following stztutes: Atomic Energy Act of 1954, as amended, the Energy
Reorganization Act of 1974, and the Nuclear Non-proliferation Act of

1978. It is this agency's policy to physically protect all special nuclear
material in DOE custody against theft, sabctage, and other hostile acts.
The Secretary of Energy is also required to submit a physical sccurity plan
addressing the requirements for security that pertain to the export of
nuclear materials to the State Department.

The NRC Office of Nuclear Material Safety and Safeguards works closely with
DOE officials to assure that comparable physical protection standards are
provided for the shipment of licensed and license exempt special nuclear
material. The specific DOE requirements for the physical protection of
special nuclear material can be found in DOE Order 5632.2, 2-16-79,
“Physical Protection of Special Nuclear Materials.”

Standards in Order 5632.2 are separated according to specific category
quantities as specified in Section 6{c)(d)(e). Section 8(e) addresses
Category ! quantities (the same as NRC formula guantities) of special
nuclear material and classified configurations of Category II quantities
(less than NRC formula quantities) of special nuclear material, in
transit. This section forbids transportation by sea. Section 8(e) (1)
covers the protdction standards for Category IJ quantities of special
nuclear materials in transit. Again, sea transportation is forbidden.
Section 8(i) covers the standards for Category IIl (less than NRC formula
quantities) quantities of special nuclear materials in transit. In sub-
section 1, the following methods of transportation are considered: truck,
rail, air, or water in commercial for-hire vehicles. The following re-
quirements in this section apply to the [RANSEAVEP project:

(2) Packages shall be sealed.

(3) Shipments, excluding shipments of laboratory analysis samples,
shall be made under arrangements which provide the capability to
trace and identify, within 24 hours of request, the precise leg
of a journey where a snhipment went astray in the event of its
non-arrival at destination within ..e prescribed time-frame.
(emphasis added)

In regard to these requirements, TRANSEAVER will provide freguent reporting
upon demand and thus allow the capability to tracs .he position and status
of nuclear cargoes shipped by sea. Packages to be used have been licensed
by the Nuclear Regulatory Commission and thus meet requirement for seals.

3.5 The State Department

Tne Nuclear Requlatory Commission is precluded from issuing an export
license for any source material or special nuclear material unless it has
been notified by the Secretary of State that, in the judgment of the

o



Executive Branch, the proposed export is not inimical to the commoen defense
and security (P. L. 95-242 Section 126(1)). The Secretary of State is
resporsible for establishing orderly and expeditious procedures, which are
mutually agreeable to the Secretaries of Energy, Defense, and Commerce, the
Director of the Arms Control amd Disarmament Agency, and the Nuclear
Regulatory Commission, for the preparation of the Executive Branch Jjudgment
¢ export applications.
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4.0 [INTERNATIONAL AGENCIES

On an international basis, recommended guidelines for the safe transport of
radicactive materials have been established by the International Atomic
Energy Agency-(IAEA). The first efforts of the IAEA resulted in the publi-
cation of “Recommendations for the Physical Protection of Nuclear Material"
in 1972. Many [AEA member states and worid .organizations participated in
preparing these recommendations. Another international organization, the
Inter-Governmental Maritime Consultative Organization {IMCO), has been
concernea with nuclear materials since 1967. This organization comes under
the auspices of the United Nations and has developed operational guidelines
related to the transoceanic shipment of nuclear materials.

A third international agency involved with international transport of
nuclear materials by sea is the Nuclear Energy Agency (HEA). This agency
is affiliated with The Organization for Economic Cooperation and
Development.

Even though these international ajencies have adopted recommended guide-
lines, the responsibility for the establishment and operation of a compre-
hensive physical protection system for transporting nuclear materials rests
entirely with the government of a particular country. Physical protection
is a matter of international concern; however, international cooperation is
not mandatory and agency guidelines are only “recaommended.” Since the u.S.
government has recognized the work of international arencies to some
extent, relevant operations and guidelines will be addressed in the fol-
lowing sections.

4.1 The International Atomic Energy Agency

It is the intent of IAEA and member countries to achieve high standards of
safety for the internaticnal transport of radioactive and fissile macer-
ials. A document -~ublished in 1979 entitled IAEA Safety Standards (No. 6)
covers recommendes regulations for the safe transport of radioactive mater-
ials. Sections in this edition cover packaging and package design require-
ments, transport arrangements for low soecific activity material and low-
level solid radioactive material, activity limits for Type A and B
packages, controls for transport and storage in transit, provisions for
fissile materials, and test and inspection procedures. It is the purpose
of these regulations to establish safety ctandards primarily for packaging
and packages. As mentioned earlier in this report, the selected casks for
TRANSEAVER have been licensed by the NRC. Thus, the packaging to be used
for TRANSEAVER complies with NRC regulations and, where referenced in the
CFR, IAEA regulations. It will not be necessary to cover these regulations
at this time.

The IAEA has also recognized the importance of physical protection of
nuclear materials in an international setting. To facilitate the estab-
1ishment and operation of a comprehensive physical protection system,
international cooperation becomes of vital importance to achieve an effec-
tive program. The [AEA does not have the power to mandate actions by
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nation states for the: physical protection of nuclear material in use,
transit, and storage. The I[AEA, however, has developed recommended
measures for use by states as required in their particular physical protec-
tion system. The recommended measures are intended for nuclear shipments;
relevant recommendations from the document INFCIRC/225/Rev. 1, “The
Ph{sical Protection of Nuclear Material," will be cit.d and discussed
below.

Sectior 6. Requirements for Physical Protection of Nuclear Material in
Transit
6.2.4 Pravision of locks and seals

5.2.4.1 Unless there are overriding safety consideratiors, the
packages containing nuclear material should be carried in
closed, locked vehicles, compartments, or freight con-
tainers. However, carriage of packages weighing more than
2000 kg that are locked or sealed should be allowed in open
vehicles.

6.2.8 Communication

6.2.8.1 Domestic phy.ical protection measures should include provi-
sion of cor.inuous two-way radio communication or frequent
telephone communicaticn between the vehicle and the shipper,
receiver, and/or shipper/receiver designee.

6.2.10 Escorts or guar-s

5.2.10.1 . . . if the packages, vehicle, cargo hold, or compartment
are locked and sealed, frequent and periodic examination of
seals together with continuous surveillance of the cargo
hold when the vehicle is not in motion should be allowed in
place of package surveillance.

6.3 Requirements for Category [ Material ‘same as NRC formula quan-
tity) Related to the Mode of Transport

6.3.4 Shipment by sea

6.3.4.2 The shipment should be placed in a secure caompartment or
container which is locked and sealed. Locks and seals
should be periodically inspected in transit.

6.4 Requirements for Category [I (less than NRC formula quantity)
Material in Transit

6.4.3 Provision of locks and seals
6.4.3.1 Unless there are overriding safety considerations, the

packages containing material should be carried in closed,
Tocked veh‘zles, compartments, or freight containers.
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However, carriage of packages weighing more than 2000 kg
that are locked or sealed shall be allowed.

6.4.6 deasures after shipment

6.4.56.1 The r.ceiver should check the integrity of the packages,
locks, and seals and accept the shipment immediately upon
arrival. He should notify the shipper of the arrival of the
shipment immediateiy or of non-arrival within a reasonable
interval after the estimated time of arrival at its
destination.

6.4.7 Communication

6.4.7.1 Domestic physical protection measures should include provi-
sion of frequent telephone communication between the vehicle
and the shipper, receiver, and/or shipper/receiver designee.

6.5 Requirements for Category [II Material (less than NRC formula
quantity) in Transit

6.5.2.1 Where practicable, locks and seals should be applied to
vehicles or freight containers.

These recommended measures are based on the current state of the art in
physical protection hardware and systems. The proposed TRANSEAVER system
not only complies with [AEA's reconmmendations but also supplements the
proposed measures. TRANSEAVER goes beyond “two-way radio communication or
frequent telephone communication between the vehicle and the shipper” by
providing frequent reporting without human intervention. Any deviation
fran a planne. course or any unauthorized tampering with cargo automa-
tically produces an Alerting Report at a command console. TRANSEAVER uses
more sophisticated physical protection hardware and systems than are
reflected in [AEA's recommended measures.

4.2 Inter-Govermmental Maritime Consultative Organization

The Inter-Govermmental Maritime Consultative Organization (IMCO), based in
London, is a specia’ized international agency of thec United Nations. IMCO
is an in.ernational body set up to handle maritime matters, including
issues such as improving shipping operations in international waters. This
agency has adopted an international maritime dangerous goods code. As with
other international organizations, specific requirements, ccdes, and guide-
lines are not enforceable and therefore serve only as recommendations.
IMCO's recommended codes can be found in Appendix D.

4.3 The Nuclear Energy Agency

The Nuclear Energy Agency, an affiliation of the Organization for Econamic
Cooperation and Development, is in the process of preparing a study on the



transport of radioactive materials. The document, entitled "Regulations
Governing the Transport of Radioactive Materials," is scheculed to be
available in 1981.
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5.0 THE TRANSEAVER SYSTEM

TRANSEAVER is an extension of the RECOVER system being developed by ACDA.
As described herein, the extension incorporates the MARISAT satellite
communications system, specially selected casks and containers, a sa. 1lite
navigational system for tracking, and sensors specially selected for pro-
tection of shipments during transit. These extensions compose a system to
ai¢ n safeguarding snipments of special nuclear materials.

TRANSEAVER is conceived as a system to protect a cargo from and to rapidly
report any attempt to tamper with or divert that cargo. The system was
designed to make unauthorized access difficult, to make unauthorized move-
ment of the cargo difficult, and to detect any attempt at either of

these. Unauthorized access and movement are made difficult because of the
physical design of the cask and container. A variety of sensors coupled to
the reporting and transmitting system detect unauthorized activities.

Therefore, the TRANSEAVER system includes the safeguarded containers and
shipping casks, as well as the instrumentation, communicatiun, and monitor-
ing systems. This expanded system scope has led to improvements not pos-
sible with a more isolated program, e.g., communications are maintained
aven when the containers are empty to protect against unauthcrized system
inspection.

5.1 System Concept

TRANSEAVER consists of the hardware and software that will enable a central
facility to query the status of safeguards devices installed on nuclear
shipments throughout the world using, in part, existing communications
networks, as shown in Figures 5-1 and 5-2. Two options are presented; the
orime difference is the Communications Interface Unit (CIU), which is added
in Option 2. The TRANSEAVER system elements, which are the same as used in
RECOVER, include cne computer-based Remote Verification Unit (RVU) at the
central facility; Portable Verfication Units (PVUs) u..d for installation
and diagnosis; an On-Site Multipiexor (OSM) with each nuclear shipment;
and, for each 0SM, many Monitoring Units (MU) which are each attached to a
safequards device. TRANSEAVER eiements differing from RECOVER include the
Communication Terminal, the Universal Teleprinter Interface (UTI), the
Navigational Terminal, TRANSIT and MARISAT satellites, and, for Option 2,
the CIU. Special sensors will also be selected for TRANSEAVER.

Rout ine communications betwecn an RVU and the safeguards devices will

c ~sist of polls originating at the RVU (see Figure 5-1). An RVU will
place calls (either automatically or upon manual request) to each OSM.
Each OSM, having previously interrogated its set of MUs, will report its
data to the RVU. The data reported will include status of the proper
functioning of the monitored safeguards devices, indications of the output
of those safequards devices, and status of the functioning of the OSM and
Mis. All system communications except TRANSIT navigational data shall be
encrypted to assure security (i.e., to prevent unauthorized knowledge of
the data) and validity (i.e., to prevent unauthorized manipulation of the
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data). In addition, the system elements shall be designed to provide
resistance to, and indication of, attempted physical or operational
tampering.

The CIU added “or Option 2 provides a threefold enhancement, is described
below, and is the recommended configuration. First, to reduce operational
costs and to allow more lengthy (more than one hour average) intervals to
exist between KkVU-t0-0SM polls, the CIU would interrogate the OSM contin-
ually and initiate a call to the RVU when an alam is discovered. In
short, the CIU could call “help." This feature, though, does not preclude
the RVU-initiated poll.

Second, the CIU would be able to compare navigational data with a prepro-
grammed rr te and send an alarm if the ship's course alters significant-
ly. Allowance can be made for course changes during transit by manual
input through the RVU.

Third, if more than one shipment is aboard a ship, each will have its own
set of sensors, monitor units, and 0SMs. The CIU will be the focal unit to
which multiple 0SMs communicate.

[f Option 1 were used, the intelligence for the navigational comparison
would reside in the RVU and the “call help" feature could be supplanted by
more frequent RVU-to-0SM polls or by 0SM software modification. However,
multiple OSM conmunication to the UT! without equipment modification is not
possible. DOuring the rest of this report, Option 2, Figure 5-2, is the
assumed configuration,

The hardware configuration of the CIU is essentially the same as the QSM.
The software shall be developed during Phase II. Conceptual software
modules and interactions are detailed in Appendix C.

To enhance *he timely reporting of events, the rate of RVU polling indivi-
dual OSMs and of an OSM polling individual MUs will be variable and depen-
dent on the OSM or MU being polled. These polling rates shall be
established when the OSM or MU is installed and may te altered by author-
fzed personnel as events may warrant.

The Portable Verification Unit (PVU) shall be used locally by authorized
personnel to interrogate an OSM, to establish or alter QSM operating para-
meters (e.g., polling ~ates or significant event definition), and to sup-
port the installation and checkout of TRANSEAVER hardware.

The TRANSEAVER system architecture shall be flexible to accommodate dif-
ferent shipment configurations and evolving requirements. Further, it
shall be designed to minimize communication costs, to resist operational
tampering, and to isolate TRANSEAVER system faults. Individual on-ship
TRANSEAVER elements shall be designed to provide safe, reliable, simple,
and nonintrusive installation and operation.
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5.2 System Operation

Each shipment using TRANSEAVER will “e provided with multiple sensors of
varying types. Each sensor will report any alarm condition to its Monitor
Unit (MU). The MUs for a given shipment will be interconnected in a daisy-
chain fashion on a shared serial line; they will be polled by and report to
an On-Site Multiplexor (0SM). Each shipment (defined as a single protec-
tive container) includec one 0SM. Many shipments, and thus many OSMs, can
be aboard a ship. The USMs from the various shipments converge to a
single, multiple-purpose Communications Interface Unit (CIU).

The CIU (1) frequently polls the OSMs. If an alarm is detected, the CIU
calls through the MARISAT system and reports the alarm to the Remote Veri-
fication Unit (RW); (2) recognizes poll requests from the RVU and responds
with the current status of the connected 0SMs; and (3) collects naviga-
tional data and makes comparisons with a preplanned course. Significant
deviations between the two are reported as alarms. The TRANSEAVER concep-
tual design for the instrumentation, communication, and monitoring systems
has been shown as Figure 5-2.

The RVU is the headquarters for collecting and displaying data from all
monitored ships around the world. The Navigational Terminal (NT),
Universal Teleprinter Interface (UTI), and Communications Terminal (CT) are
on-board devices needed to communicate to the TRANSIT and MARISAT satellite
systems and are discussed in more detail later. The Portable Verification
Unit (PVU) initializes MUs, OSMs, and CIUs; performs checks during opera-
tion; and debugs.

5.3 System Location

Each shipment will consist of an NRC-qualified cask inside a protective
container, which is mounted on a skid. The skid will be placed in a
standard shipping container, as shown conceptually in Figure 5-3. The
shipment is divided into four regions: Region A is between the shipping
container and the protective container; Region B is within the walls of the
protective container; Region C is Letween the protective container and the
cask; and Region D is within the walls of the cask. Sensors will be
selected to monitor phenomena that could occur in each region.

Certain MUs and their sensors are mounted in Region C to detect activities
in Regions B, C, and DO. These MUs, having several layers of tamper indica-
tion, are very secure. The shared serial data line attached to the cask
provides a breakwire decector: the OSM will detect any interruption of
data on this line.

Additional MUs are mounted in Region A to detect phenomena in Regions A and
B. Though less secure than those in Region C, these MUs still have sever.:
layers of protection. The OSM associated with the shipment is also located
in Region A.
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The prime design criteria for TRANSEAVER is security. Without signifi-
cantly compromising security, the second most important design criteria is
cost effectiveness. This led to the arrangement of a single CIU on a ship
to minimize MARISAT communication costs and to act as a gathering point for
data from all shipments (via their individual OSMs) on the ship. A single
call from the RVU to the ship can acquire all pertinent data for that ship
with this arrangement. Because the CIU can also call “help," the frequency
of interrogation from RVU to CIU may be lengthened.

The CIU, NT, UTI, CT, and Battery System will be singie units on a par-
ticular ship and will be mounted in the radio room.

The RVU will be land-based at a central location to be determined.

5.4 Non-Recover Off-the-Snelf Components

Additional components were needed to expand RECOVER's capabilities into the
TRANSEAVER system; commercially available units were selected where
possible. These included the UTI, the CT, and the NT.

5.4.1 Universal Teleprinter Interface (UTlI)

The UTI selected °s a unit by the same name produced by COMSAT General
Corporation.

The UTI provides the necessary interface between the CT and the CIU. It
automat ically makes the proper data conversions and also can automatically
transmit navigational information (on request) to the RVU if the CIU were
disabled.

5.4.2 Communications Terminal (CT)

This unit communicates with the shore-based terminal via the MARISAT
satel lite system. [t consists of a parabolic dish antenna, servo-control
systems, communications electronics, and an ope+ating console.

The unit selected is a COMSAT General Model 3055M and is compatible with
MARISAT and with RECOVER components (through the UTI).

5.4.3 Navigational Terminal (NT)

The NT must obtain navigational data from the TRANSIT satellites and
present that data in usable form to the UTI and CIU. As additional protec-
tion the data should be encrypted.

-



The unit selected is a Navidyne Model ESZ-4000. Navidyne has verbally
agreed that the encryption software can be provided in this model.
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6.0 SYS .= SPECIAL INTERFACES

Not all the equipment for TRANSEAVL . could be provided off-the-shelf.
However, the additional sperial interfaces are of simple design. The
following sections descri’ 1e conceptual design of these interfaces.

6.1 Sensor-to-MU Interfaces

The sensors selected for each application require special interfaces
between them and the MUs. Figure 6-1 shows a typical arrangement. In
Region A (the regions were defined in Figure 5-3), two types of detectors
are to be used: an infrared motion detector and a capacitance proximity
switch. The infrared detectors provide a simple contact closure and can be
connected directly to the MU. The proximity sensor is also based on a
contact closure. In addition, a two-out-of-three voting circuit that
preceeds the MU helps eliminate spurious alarms.

For region B, three types of sensors are to be used: fiber optic seals,
temperature sensors, and vibration sensors. The seals interface through a
simple latch to the MUs. The temperature sensors are configured in two
trains. In a given train, the sensors are spaced so that an attempt to cut
the protective container will heat up at least two sensors. A 2-out-of-15
voting circuit helps eliminate spurious alarms. The vibration sensors are
piezoelectric devices, which require the signal to be amplified, clipped,
and compared to a threshold before being input to the MU.

Pressure sensors and proximity sensors are used for Region C. The protec-
tive container will be pressurized and will alarm if depressurized. The
pressure sensors are interfaced to the MU through a two-out-of-three voting
circuit. The proximity sensor, which is tuned between the cask and ship-
ping container, also uses a two-out-of-three circuit.

Finally, Region D uses fiber optics, temperature sensors, and vibration
sensors. The configuration of these sensors is similar to previously
described ones, except that temperature sensors use a two-out-of-eight
voting circuit.

These interfaces are a typical shipment configuration, and all MUs are

daisy-chained to a single OSM. Other arrangements using the same basic
components are feasible.

6.2 Fiber Optic Seal Interface

The fiber optic seal can interface to the MU through the latch circuit
shown in Figure 6-2. The ACK signal, provided from the MU, latches the
fiber-optic data bits to yield MU input bits SDO through SD7. The Texas
Instruments MA723M chip provides the proper supply voltage level.

- 38 .



e s s ' |
‘ 2 I
INFRAGUARD 50 ) md] s MU-9
MOTION DETECT | -t compamron‘——'l
R TEMP
[} ]
B < D= 2,
=] [ Q- - 15 MU-1C
c | ———— e o \%‘
‘&' INFRAGUARD 50{ . MU-2 g
T — AMPLIFIER COMPARATOR
N e -
5% 4 ~
CAPACI TANCE — : VigRaTion| > Dt M-t
ITANCE MU-3 SENSOR
PROXIMITY e ] e >
= B
T e e e
o PRESSURE — 2,
FIBERLOCK ' 3 — 7S MU-12
SEAL { . MU-4 é SENSOR ___J
o e a4 9—1
IT)
w CPA=10 =
- CAPACITANCE —— /3 MU-13
- s PROXIMITY e
IBERLOCK ? s
SEAL - MU-$
P
e s o
c *V
1 FIBERLOCK . MU-14
5 - FBER c | e —
= ! |.o K ‘
z R
FIBERLOCK '
. MU-15
—P SEAL { .
FIBERLOCK . |
SEAL X il 9™
| - AMPLIFIER
9-1 f%» 2
: § il . ’ /e MU-{6
FIBERLOCK : MU-8 COMPARATO%
SEAL : TEMP_/
, SENSOR
L [ E : 2/8 MU=-17
AMPLIFIER COMPARATOR
s 4 N
PIEZO- v v
ELECTRIC N ™S MU-18
VIBRATION Al o
. SENSOR _..'> ﬁ>
Figure 6-1 Typical Mu-Sensor Arrangement “-

. 2B




SUPPLY

-~
[+ 4]

723

i

TO FIBER-QOPTIC SENSCR CIRCUITS

Fiber-Optic Seal

14
12 IO‘———-SDO 3
TO SD1
FIBER-OPTIC/ =% @ ¢
SENSOR B ~ B
CIRCUITS 4 303
& 5 6
e =
8 E
L4
6 R3
10 A AVAV
1
2 prmmee\ A\ A\
R4 ACK_ .,
16 9
< SDS
=
e +%-13
- INTLK .
{ 2 e | 5
-— "L — |6
— PWR 8
|
Interface E

« 27 -



6.3 X-Out-of-N Voting Circuit

Figure 6-3 shows the conceptua) design of an X-out-of-N voting circuit. N
is restricted to be less than or equal to 15. The value of X is set at the
switch inputs to the Texas Instruments SN5485. N is set by using N inputs
out of the 15 possible, Al through AlS, while leaving the unused inputs
open.

The Signetics N8268s will add “he three bits at their input to give a two-
bit binary representation of the sum. The Signetics N8260s are four-bit
adders configured so the input to the 5485 is a four-bit binary representa-
tion of the total number of 1's present at Al through Al5. The 5485 com-
pares this total with the binary switch setting and forwards a signal for
alarm if the total is greater than the binary switch setting.

6.4 Communications Interface Unit (CIU)

The CIU operates somewhat like the OSMs. The most cost effective approach
to designing the CIU includes some minor hardware modifications to the 0SMs
(originally RECOVER components) and cons‘derable software modifications so
these units operate as described in Section 5.2. These design details will
be provided during Phase II.

6.5 Amplifier and Comparator Interface

The circuitry of Figure 6-4 can provide the amplification, filtering, and
comparing as needed for certain interfaces. The components selected are
compatible with the signal power supply voltage that is available. Resis-
tance values can be selected to match the gain to the sensor. The compara-
tor threshold level is adjustable through a potentiometer.

6.6 Power Circuitry

Power for all TRANSEAVER modules may be supplied by two sources, nomal and
backup. In the normal operating mode, power will be supplied by the ship's
vital bus (117 vV AC). If the ship's vital bus is lTost, the TRANSEAVER
uninterruptible power supply (UPS) will switch to a bank of batteries to
continue power. This DC power will be converted to 115 V AC by an inverter
in the UPS and will continue to supply the power requirements of TRANSEAVER
for one hour. Transfer to battery power is completely automatic and will
not cause interruption or discontinuity in system security.

The major power drain is for the antenna positioning motors, not the elec-
tronics., Battery supply of this amount of energy is feasible only for
short duration hauls. However, the UPS proposed would provide essentially
the same feature by:

(1) Battery backup in case of power failure or tampering.
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(2) UPS protection from tampering.
(3) Protection from shorting the power source.

If the loss of the vital bus lasts more than ten minutes, the CIU will
initiate an automatic distress call. A loss of the vital bus for more than
ten minutes is considered either an act of sabotage or a genuine indication
of a ship in distress. In either event the UPS can power TRANSEAVER for
one hour, which allows placement of a distress call via the CT. Addition-
ally, both the OSM and MU use integral batteries to protect their memor-
jes. The OSM and MU, after operating normally on internal battery for a
short time, automatically reduce power consumpticn to a base level required
to protect their memories.

Power requirements are shown on Table 6-l. The power supply block diagram
is Figure 6-5. The UPS output breaker 1s equipped with a timer and auto-
reclosing feature to continue service afte‘ a momentary fault and to en-
hance system reliability.

6.7 Fiber Optic Link Option

Using fiber optics for the data link between the OSM and MUs would increase
security: undetected access to this link would be very difficult and the
breakwire concept would be more effective. However, this portion of the
electronics is already heavily protected and the relatively high cost of
fiber optics for a large number of MUs is not attractive. Therefore, this
option is not recommended.
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TABLE 6-1
TRANSEAVER LOAD CHART

[tem Number Each V.A.* Required/Unit V.A*
Monitor Unit (MU) 30 1 30
On-Site Multiplexor (OSM) 10 25 250
Universal Teleprinter
Interface (UTI) 1
1,850 1,850
Commuriications Terminal (CT) 1
Communications Interface
Unit (CIU) 1 100 100
Navigational Terminal (NT) 1 120 120
Charging Current to MU 30 .05 1.5
Charging Current to OSM 10 25 250
TOTAL 2,602

* V.A, is defined as volts times amps.
lished by including a power factor.

o 8.

Actual wattage would be estab-
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7.0 PROTECTION OF THE ELECTRONIC GEAR

The RECOVER system employs tamper indication/resistance measures on its
components and interfaces. The components added to RECOVER to form
TRANSEAVER must also feature similar measures. Tables 7-1 and 7-2 list the
measures to be taken.

The CIU will contain self-protection and system protection in the same
manner as the 0SMs.

The communications equipment i1l use the capabilities of the system, where
feasible, for protection. Six categories are identified in Table 7-1:
Power Status Sensing/Reporting; Memory Protection Upon Power Off, Physical
Penetration Detection, Critical Memory Erasure Upon Penetration, Detect and
Record Abnormal Opening of Housing; and Detect and Record Normal Opening of
Housing. Memory protection will be via battery backup. Critical memory
erasure upon penetration will provide destruction of such sensitive memory
as encryption keys, special software, etc. The remaining four categories
of protection will be provided by monitoring the communications gear with
sensors and tying them into TRANSEAVER via MUs.
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Regutrement

TABLE 7-1

REQUIRED TAMPER INUDICATION/RES ISTANCE MEASURES - SYSTEM ELLMENT

System L lement

PHYS TCAL MEASURES

Reporting

Power OfFf

.sz-

Detection

Hous ing

Hous tng

OPLRAT TONAL MLASURES

g Communication  Portable Remote
Monitoring On-Site Interface Verification Verification Communicat ions
Unit Muitiplexor Unit Unit Unit Equi pment Remark s
Power SLatus Sensing/ Yes Yes Yes No N/A Yes Detect disconnect
Mewory Protection Upon Yes Yes Yes Yes Yes Yes Survive power loss
Protective Potting Total** Selected Selected Selected No No Encryption keys
Modules Modules Modules protected
Physical Penctration N/A** Yes Yes Yes No Yes Detect inty 2
Critical Memory Erasure N/A** Yes Yes Yes No Yes Protect encryption
Upon Penetration keys
Detect and Record N/A** Yes Yes Yes No Yes Detect intrusion
Abnorwal Opening of
Detect and Record N/A** Yes Yes Yes No Yes Record rate of
Normal Opening of inspect ton
Record Unsuccessful Yes Yes Yes Yes Yes No Detect possible
Transact ion* Attempt intruder
Kecord Successful Yes Yes Yes Yes Yes No Record rate of use

Iransaction* Activily
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TABLE 7-1, Continued

System £1
Communicat ion miﬁ%e

Monitoring On-Site Interface Verification Verification Communicat 1ons
Reyulrement Unit Multiplexor unit Bnit Uait Equi pment Rewmark s
Limit Transaction* Yes Yes Yes Yes Yes N/A Protect from forced
Rate (1 per sec) (1 per 10 sec) (1 per 5 min) (after 3 (after 3 cycling or tie-up
unsuccessful  unsuccessful
attempts) attempts)
Record Invalid N/A Yes Yes Yes Yes N/A Detect possible
Transaction* Responses intruder
log Transaction* M/A N/A N/A Yes Yes N/A Record rate of
and Activities transactions
Frohibit Changing of N/A N/A N/A Yes Yes N/A Protect records

Logs and Historical
Data

A Lransaction is a pol) for the CIU, OSM, and MU or a logon for the RVU/PVU.
MU will be potted thereby requiring physical destruction to penetrate.
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8.0 SELECTION OF MONITORED SENSORS

Monitored sensors are selected and configured so as to detect intrusion
into any part of the defined cargo space. Nine criteria condition the
design of the -sensor system. These criteria require consideration of
relevant safeguards issues, of sensor and cargo-space parameters, and of
several related items.

A special condition imposed on the Phase [ effort is that the cargo shall
be strategic special nuclear material (SSNM) , 1.e., strategic quantities of
highly enriched uranium (HEU) and/or plutonium (Pu). This condition has a
significant impact on the cargo configuration (and hence on the design of
the sensor sysitem) for two reasons:

(1) SNM casks are relatively small and unprotected and therefore
could be easily enclosed in a substantial security container.*

(2) According to the United States Code of Federal Regulations, Title
10, Chapter 1, Part 73, Section 73.26, Paragraph (1) Shipment by
Sea, Subparagraph (1), "Shipments shall be made only on
container-ships. The strategic special nuclear material
container(s) shall be loaded into exclusive use cargo containers
conforming to American National Standards Institute (ANST) MHS.1
or International Standards Organization (1S0) 1496."

These two considerations lead to a cargo configuration as depicted in
Figure 8-1. All dimensions are approximate since the detailed mechanical
design will take place during Phase 2. The casks shown are of a specific
type; other arrangements are possible. A closed van cargo container (ANSI
MH5.1.1M-1979) is Lhe outer cargo boundary; the van's load consists of
(probably two) steel security containers, locked and sealed, within each
security container is a small number of licensed casks, each containing its
SNM payload. This cargo configuration is the physical starting point for
the design of the sensor system.

The proximity sensors require the protective container to be electrically
insulated from the shipping container. Wood in the skid construction to
hold the protective container in place serves &s electrical insulation,

An instrumentation housing forms an integrai part of the protective
container, which provides protection for the electronic equipment and
allows the equipment to protect itself.

*It has not yet been determined whether the larger, heavier, and thicker
casks used for nuclear (spent) fuel and radwaste require securit)
containers.
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8.1 Basic Criteria

The primary goal in the selection process was to select sensors that could
indicate whether the cargo is intact and whether the cask integrity has not
been compromised. The selection philosophy included but was nut 1imited to
consideration of the following criteria:

(1) Compatibility with RECOVER, MARISAT, and the cask
(2) Survivability and power requirements

(3) Level of security provided

(4) Commercial availability

(5) Reliability

(6) Cost

(7) Tamper-resistance/indication

(8) Effect of sensor installation on cask licensability
(3) Impact on transportation operations

The interpretation of two phrases in the first sentence of the Task 4
Statement of Work deserves comment. The phrase “cargo is intact" is take:
to mean that the cargo container has not been removed frem its shipping
location. The phrase “cask integrity has not been comprumised” is assumad
to mean that the integrity of the security container has not been
compromised nor has an effort to penetrate it been detected,

All nine selection criteria bear on the actual sensor selection process;
however, several of the criteria also relate to matters that require
separate discussions. Crite~ion 7, Tamper-Resistance/Indication, requires
clarification of how the sensors are protected from, and give indication
of, efforts to neutralize their intended functions. Criterion 8, Effect of
Sensor Installation on Cask Licensabilfty, requires clarification of this
issue. Criterion 9, Impact on Transportation Operations, also needs to be
addressed.

The other criteria relate directl, to the sensor selection process:
Criteria 1, 3, and 8 bear strongly on the sensor locations and configura-
tions while Criteria 2, 4, 5, and 6 assist in the optimal selection of
actual hardware. Criteria | and 7 are also kept in view at this paint.

Sensors are selected by adapting standard int-usion detection techniques to

the particular physical conditions existing in the vicinity of each cargo
containment barrier,
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3.2 Sensor Types/Location

A sensor type/location matrix yielding adequate security is derived by
considering which types of sensors are most ef fective at each potential
location. Insofar as possible, two different sensor types are provided at
each location.

Table 8-1 lists the types of sensors that were considered for use at
various locations in the Phase | TRANSEAVER cargo configuration.

Figure 8-2 shows schematically the locations where sensors can be placed.
Table 8-2 is a matrix which shows the sensor types that were selected for
each location. These selections were made based on the criteria in
Section 8.1 and also on the following considerations:

(1) Electronic remote-monitorable seals should be used at each normal
access point so as to guard against collusion between an
adversary and an insider.

(2) The space between the closed van and the security container
allows intrusion detection by means of motion detectors.

(7) The security container can be electricaliy insulated from the
closed van, and a proximity detector can be used to detect
appruach to the security container as a backup to the motion
detectors.

(4) The space between the security container and the SNM casks is
pressure-isolated from the exterior of the security container.
Therefore, the interior of the security container can be
evacuated or pressurized, and a pressure sensor will detect
penetration.

(5) A single cable connects the RECOVER Monitor Units (MUs) (which
are inside the security container) to the On-Site Multiplexor
(f,M) (which is mounted on the outside surface of the security
¢ itainer). This cable can be secured to the outside of each SNM
cask so that ramoval of any cask will reguire either breaking of
the cable (which generates an alarm) or extensive cutting of the
cask's steel shell (which takes time and energy at a point when
other alarms are almost certainly active).

Having selected the sensor types and locations, it is now necessary to
configure each type of sensor for adequate coverage and reliability. This
can be done best if the specifications are known for each sensor type. The
next section therefore summarizes the specifications of the selected
Sensors.
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TABLE 8-1
TYPES OF SENSORS CONSIDERED FOR TRANSEAVER

1.

2.

Motion detectors:
a. Ultrasonic c. Passive IR (infrared)
b. Microwave

Penetration detectors:

a. Electronic remote-monitorable f. Breakwire
seal (ERMS)

b. Magnetic switch g. Vibration

Ce Infrared beam h. Temperature

d. Proximity (capacitive) f. Pressure

e. E-field j+ Strain

.42 -
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TASLF 8-2

MATRIX OF SENSOR TYPES/LOCATION

Sensor Type
1. Passive IR 2. ERMS 3. Proximity 4. Vibration 5. Temperature 6. Pressure /. Breakwire
(motion) (seal) (capacitive)

Location
1. Door of CVCC* X
2. Space between

CVCC and SC* X
3. Outer surface

of SC X
4. Door of SC X
5. Inner surface

of 5C X X
6. Space between

SC and Cask X
7. Outer surface

of Cask X
8. Port of Cask X

*(CVCC = Closed van cargo container, SC = Security Container.
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8.3 Sensor Specifications

The selection of specific manufacturers' models for each sensor type should
be done competitively on the basis of criteria 1, 2, 4, 5, 6, and 7 of
Section 8.1. nowever, because of the brevity of the Phase [ effort, the
results include only the identification of one acceptable model for each
senso~ type. The detection specifications for each of these models are
listed in Table 8-3, where each model is also identified by sensor type and
manufacturer.

8.4 Sensor Configurations

This section discusses each selected sensor type in terms of the number of
units to be used and the positiorning of each unit. The basic criterion for
a decision i .he opiimization of the cost/benefit considerations. Subcri-
teria are (1) adeguate coverage of the region to be protected,

(2) acceptable reliability through redundancy and voting, and (3) dollar
cost for purchase and installation of multiple units.

Redundancy will be used where cost and space allow. 1f the reliability of
individual units is not high, either in responding to valid stimuli or in
avoiding false alarms. When redundancy is used, the preferred arrangement
will be three units replacing one, with two-out-of-three voting required
for an alarm.

A1l sensor units are to be mounted in or on the security container (or its
attached pallet) so that the security container, pallet, and sensors are
transported as a single unit. This arrangement also enhances security by
allowing all wiring associated wich the sensors to be routed inside of the
security container.

8.4.1 Passive IR Motion Detectors

These detectors monitor motion in the space around the security containers
inside the closed van. As seen in Table 8-3, each detector covers the
volume within a 70° cone, up to 35 ft from the detector on the
circumference of the cone, am. up to 50 ft on the centerline of the cone.
The space around each security container can be adequately covered by
mounting three IR motion detectors at each ccrner of the security
container, aiming the axis of the sensing cone for each unit 2long the
diagonal of one of the three adjacent container faces, and positioning each
axis 35° from its respective face.

As there are eight corners on a security container, this approach requires
24 detectars for each container. This number would be reduced if the
detectors were mounted on the inside of the closed van, but this alterna-
tive is rot sufficiently secure: the back of each detection unit could
then be accessed from outside the van and the detector wiring = inipul ated.

-
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TABLE 8-3

DETECTION SPECIFICATIONS FOR SENSOR MODELS

Sensor Type

Manufacturer

Model No.

Detection Specifications

Passive IR
motion detector

ERMS (seal)
Proximi.y
detector

Vibration
detector

Thermal switch

Vacuum switch

The Mosler Safe Co.
The Fiber-Lock Corp.
The Mosler Safe Co.
Endevco

Sundstrand Data

Control

Pressure Controls,
Inc.

IR-50S

Mark 11,

with monitor

AL-26
2260A-250
& 7741

M556T
1808200

v-10

Range: 50 ft on center axis, 35 ft on edge of

70° cone.

On order. (Alarms on change of intensity or timina of

light pulses.)
Handles 6000 pF load.

Adjustable trip level.

Close at 200°F (temp. rise). Open at 180°F
(temp. fall).

1 atm. differential pressure, nominal.
Adjustable.




The suggested arrangement of 24 detectors per security container involves
enough units and enough overlap of coverage that the reliability of the
motion sensor configuration is acceptable. This unit also has a low enough
false alamm rate that voting is not required.

8.4.2 ERMS (seal)

The electronic remote-monitorable seals are quite expeniive and are also
acceptably reliable, being made of all solic-state electronics with quality
control. Therefore, one seal for each normal access is sufficient. Normal
access requires three seals: one each for the closed van, the security
container, and the SNM cask.

8.4.3 Proximity Detector

The capacitive proximity detector is essentially a single sensor system
since the security box itself is one plate of the sensing capacitor and the
closed van is the other plate. However, redundancy can be provided in the
associated electronics. Three signal processing units will be used, with
two-out-of-three voting required for an alarm.

8.4.4 ‘'ibration Sensor

One unit attached to the inside of the security container will perform the
desired function. However, for acceptable reliability, three units will be
mounted, and two-out-of-tiree voting will be required for an alarm.

8.4.5 Temperature Sensor

To detect a local temperature incr-ase in any part of the security
container, enough thermal switciies must be used so less than two feet
exists between switches or about 15 switches per container. For
reliability, two independent sets of 15 switches will be mounted inside
gach security container, and at least two switches from at least one set
must operate to generate an alarm.

8,4.5 Pressure Sensor

The vacuum switch will operate whan the gas-tight seal on the security
container is violated either by opening the container or penetrating it
One switch will perform the function, but three will be used for
reliability, with two-out-of-three voting for protection against false
alarms.
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8.5 Related Considerations

Several matters not discussed separately deserve special consideration and
are treated here.

8.5.1 Security of the Sensors

Sensors are protected from tampering by their locations and by the security
of the communications and power 1inks.

Considering a clesed van cargo container with its cargo as a unit, the only
component Of the associated TRANSEAVER security equipment accessible from
outside the closed van is the electric cable which carries power and data
between the van and the cammunicat ions processor. This cable is monitored
by the communications processor so that tampering with the cable will
generate an alam in the processor. In this way, the inputs to and outputs
from the sensors associated with the security container are secured against
undetected tampering. In addition, steps will be taken to protect the
cable from tampering, insofar as this is possible in the shipboard
environment.

The moniZored sensors themselves are both tamper-resistant and protected
from undetected tampering by the manner in which they are used in the cargo
configuration. None of the sensors, nor any of their associated wiring
(inside the closed van), can be accessed without penetrating the protected
regions, i.e., the interior of the van and the security container shell.

Sc the sensors are self-protecting in the same wady that they protect the
cargo.

The electronic remote-monitorable seals are, of course, inherently tamper-
resistant and tamper-indicating.

8.5.2 Flexibility of the Design

An important question is how readily the configuration of sensors devel oped
can be adapted to variations in all of the important variables, e.g.,
protection level, cargo material.

8.5.2.1 Flexibility vs Protection Level

The level of protection has not been discucsed in general terms. One
conclusion is that the total system should be wade as secure and reliable
as possible, consistent with the applicable constraints. In addition, the
sensor selection and configuration processes maximized the protec-.on that
could be achieved withuut producing an unwieldy design.

For these reasons, the original barrier/sensor configuration can be called
a maximum protection design. Therefore, consideration here will be limited
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to a reduction of the protection level and, for simplicity, to what might
be called a minimum protection design.

The minimum protection design that is recommended uses the same security
container but eliminates certain of the sensors. The recommended minimum
protection design is defined by Table 8-4: Matrix of Sensor Types/
Locatiors for the Minimum Protection Design. The sensor configuration rfor
each type of sensor in the minimum protection design is the same as for the
max imum protection design.

8.5.2.2 Flexibility vs Cargo Material

The cargo specified for Phase I TRANSEAVER is special nuclear material.

The most likely alternative cargo that might use the seagoing TRANSEAVER
system is nuclear spent fuel. The question therefore arises as to whether
or not the sensor design already discussed is readily adaptable to use with
spent-fuel cargo.

This question appears difficult and has not been pursued far enough to
allow a definitive answer. However, the more significant considerations
can be stated. First, a decision must be made whether to enclose a large,
heavy, thick cask, such as is used with spent fuel, in an external security
container or to work with the cask itself as the security container.

when that issue has been decided, an adequate sansor subsystem design can
be conceived. Finally, a comparison of such a design with the Phase I
TRANSEAVER design can be made and the adaptability of the Phase I design
for use with the spent-fuel cargo evaluated.

The decision whether to use an external security container justifies a
rather thorough examination of the two alternatives, since either approach
will be expensive and would probably set an economically significant
precedent.

A similar, but not identical, sensor design is anticipated for the external
security container. [f a spent-fuel cask is used as a security container,
the sensor design is less predictable because of the inherent
characteristics of such casks and because of the likelihood that different
cask designs may require modifications to any basic sensor subsystem
design.

8.6 Impact on Cask Certification

Any packages manufactured for the purpose of transporting radioactive
materials must meet the requirements of applicable federal regulations.
Packages [or casks) intended for commercial transportation of special
nuclear material (SNM) are licensed (or certified) by the U.S. Nuclear
Regulatory Commission (NRC).
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TABLE 8-4

MATRIX OF SENSOR TYPES/LOCATIONS FOR THE MINIMUM PROTECTION DESIGN

‘ensor Type
1. ERMS (seal) 2. Proximity (capa: tive) 3. Vibration 4. Temperature
Location
1. Door of CVCC* X
2. Outer surface of SC* X
3. Door of SC X
4. Inrer surface of SC X X

*(CVCC = Closed van cargo container; SC = Security Container.




The NRC certifies casks based on a Safety Analysis Report that delineates
the characteristics of the cask, the cask's cargo, and the conditions under
which the cask will be used. Departure during use from any of the
conditions under which a cask is originally certified can only be deone by
obtaining NRC review and approval of the special conditions.

To avoid the scheduling uncertainties and cost increments associited with
NRC review of the SNM casks used with the Phase [ TRANSEAVER caryo, the
sensor selections and installations will not violate .ny conditiuns in the
existing cask certifications. Therefore, the intended attachment of the
TRANSEAVER power/data cable to the licensed SNM casks must conform to this
requirement.

Also, if a spent-fuel cask should be used as a security container, rather

extensive modifications to the cask would have to be performed, and
recertification would probably be necessary.

8.7 Impact on Transportation Operations

Use of the TRANSEAVER system as an overlay on existing transportation
methods will surely have a significant .mpact on transportation opera-
tions. However, the issue is restricted to the impact of the sensor
subsystem on transportation operations.

This impact will be minimal in the Phase I Cargo Configuration because of
the requirement to use a closed van cargo container for shipments of
strategic special nuclear material. This rz2quirement exists irrespective
of whether the security container and associated sensor subsystem are in
the van.

In addition, the closed van will be sealed whether or not the TRANSEAVER
equipment is inside. The only difference detween closed vans used with and
without the TRANSEAVER system will be that each van with a TRANSEAVER-
protected cargo will have a power/data cable between itself and the
communications processor for the ship. The routing and coniecting of these
cables during loading and their disconnecti.n and proper stirage during
unloading are the only additional tasks that will be required.

e



9.0 SELECTION OF SHIPPING CASKS

Using the NUREG 0383, Revision 2, Volumes 1 and 2, (October 79) Cask
Survey, protective containers which are amenable to use with the TRANSEAVER
System were reviewed. Selection criteria for casks included, but were not
limited to, the following: access denial features, availability, cost;
effect of required sensors on licensability; and applicability to a wide
range of cargos.

Review of the package description in NUREG 0383 indicated that the casks
most likely to find use in TRANSEAVER applications faii into two
categories: (1) large, heavy, lead-shielded casks designed for nuclear
fuel or radwaste, and (2) small, light, unshielded casks designed for
highly enriched uranium (HEU) or plutonium (Pu), i.e., for special nuclear
material (SNM).

When the shipment of strategic SNM (SSNM) is being considered,

10 7FR 73.26(1)91 requires that "shipments shall be made only on container
ships,” and that the SNM containers "shall be loaded into exclusive use
cargo containers conforming to American National Standards Institute (ANSI)
MHS.1 or International Standards Organization (I1S0) 1496." These ANSI MH5.1
(now ANSI MHS5.IM-1979) containers are “closed van cargo containers” of the
modular type which can be handled by truck, rail, or ship, and which can be
stacked in the halds of a container ship.

The cargo payload to be considered during Phase 1 of the TRANSEAVER
contract is strategic quantities of special nuclear material (i.e.,
HEU/Pu). Table 9-1 below l1ists the NRC Certificate Numbers for the 14
casks that were identified fram the NUREG 0383 Rev. 2 as licensed for SSNM.

Table 9-2 gives further information on the seven casks that are candidates
for the TRANSEAVER Phase 2 cargo. The casks eliminated were unnecessarily
large, heavy, or specialized, or insufficient information existed to draw a
meaningful conclusion.

Two casks (Certificate Numbers 5332 2nd 9009) were investigated and found
to have a high expectation of availability during the next few years.

Table 9-3 shows procurement information for these two casks. Others of the
seven casks described in Table 9-2 may also be available and can be
investigated if desirable.
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TABLE 9-1

LIST OF NRC CERTIFICATE NUMBERS FOR CASKS LICENSED TO CARRY
HEU AND PU (FROM NUREG 0383, REV. 2, OCT. 79)

5059 5468* 6142 9009*
5236* 5492+ 6387 9020
5331* 5908+ 6581 %069
5332+ 9901

*See Table 9-2

.



TABLE 9-2

DESCRIPTION OF CASKS IDENTIFIED AS CANDIDATES
FOR THE PHASE 1 TRANSEAVER CAK50

Certificate Mode! Expiration Grossb Dimensions Responsible
Number Number Date Weight® (OQutside)® Organization
5236 PR-1 Mar. 92 12x12x82.5 G.E.
PR-2 12x12x58.5
5331 8pP-2 Aug. 83 22x22x33 G.E.
53329 2030-1 Jan. 83 145 200x30 D0E
5468 NFS-IX-A Mar. 82 <400 48x62x13.5 Nuclear Fuel
Services
5492 RNG-181-1 Mar. 82 <150 200x30 Nuclear Fuel
Services
5908 DOT-6M(B) Feb. 81 (Not given) Babcock/Wilcox
90094 FL10-1 Aug. 83 500 22.50x68 G.E.
a. Investigated and available
b. 1bs
c. inches
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TABLE 9-3

PROCUREMENT INFORMATION FOR TWO LICENSED SSNM CASKS

NRC Certificate No.
NFR's Model No.
Approx. Cost (ea)

* [tem 3(a)
Prepared by

Contact

* Item 3(b) Title
and igentification
of...application

Contact
* [tem 3(c¢)
Docket No.

PROCUREMENT :

Organization

Reference

AVAILABILITY:
Data

Number
Comments

5332
2030-1
$350

U.S. Dept. of Energy
Albq. Operations Oftice
P.0. 3ox 5400
Alhuquerque, NM 87115

Edmond L. Barraclaugh
505/844-7276

Dow Chemical U.S5.A.
Rocky Flats Div.
R7P-1857, Rev. 1
303/497-

Don Getmanr, x-2950
Ken Golligher, x-4117

71-5332

U.S. Dept. of Eneryy
Rocky Flats Area Office
P.0. Box 928

Golder, CO 80401
Manager: Donald Ofte

Ken Golligher of Dow
Chemical, Rocky Flits
[See Item 3(b)]

By mid-1981
6 to 12
Can be manufactured

R

9009
FL 10-1
gun

General Electric Co.
P.0. Box 780
Wilmington, NC 28401
919/343-5000

A. L. Kaplan, x-5647
Doug Burns, x-5219

General Electric Co.
application, 12Mar73
as supplemented

7.-9009

General! Electric Co.
P.0. Box 780
Wilmington, NC 28401
919/343-50C0

John Miss, Manager
Traffic & Matariai
Distribution, x-5625

Immediately
(Adequate)

May be purchased,
leased, or rented

* From Item 3 of the NRC Certificate of Compliance in NUREG 0383, Rev. 2

(Oct. 1979).
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10.0 SCHEDULE AND COST ESTIMATES

TRANSEAVER, based on RECOVER components and commercially available
equipment, can be quickly brought to viable operation through a four-phase
procram as follows:

Phase 1: Concept Definition, System Design
Phase 2: System Fabrication

Phase 3: System Test and Demonstration
Phase 4: Routine System Operation

This report represents the culmination of Phase 1. A bar chart showing the
projected times for each phase of the program is Figure 10-1. Phase 4,
Routine System Operation, can be accomplished within the third calendar
quarter of 1982,

10.1 Estimated Program Costs

Estimates in costs to complete TRANSEAVER for Phases 2 and 3 are as
follows:

Phase 2: $217,000 + $201,500 GFE
Phase 3: $120,000

The government-furnished equipment (GFE) required for Phase 2 already
exists within the RECOVER program supplies which are available. Therefore,
the GFE represents no new expenditures but use of equipment already on
hand. The other costs are manpower and materials: Phase 2 will result in
an operational prototype being assemblcd and tested in laboratory-type
conditions; Phase 3 comprises the installation and monitoring of an actual
operational test of the system as applied to a shipment of SNM. The quoted
costs apply to the engineering manpower utilized to install the prototype
on-board ship and to technician support during a 60-day shipment/
demonstration.

10.2 Estimated Operation Costs

Under the assumption that the only costs of interest for the operation of
TRANSEAVER are those associated with the system itself, the following cost
data is provided:

Hardware spare parts $5,000/year
Communications Costs
MARISAT at 2400 baud $30 for initial three
minutes
For one call per six hours $120/day
Land line costs Location dependent

[f the remote verification unit were in Washington, D.C., the land line
costs would be minimal to the MARISAT station just to the north of the
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PHASE |
PHASE 1l
PHASE Il
PHASE IV

TOTALS

ESTIMATED TOTAL
PROGRAM CO T
THROUGH DEMONS1RATION

1980 1981 1982
(70)
(419)
(120)
$55,000 $434,000 $120,000+

Figure 10-1 Bar Chart Showing Estimated Total Program Cost Through Demonstration



city. A three-minute call would cost less than $5.00; therefore, a daily
expense of less than 320.00 would not be unreasonable.

10.3 Amortized System Cos*t Per Shipment

Beginning with a few relatively straightforward assumptions and the already
established costs of equipment, a projected cost per shipment can be
developed. The assumptions are as follows:

(1) The TRANSEAVER equipment will have a three-year useful life.

(2) A system can be used on five shipments per year if an average
voyage lasts 60 days.

(3) The sensors are replaced after every shipment.

(4) The ship has no on-board MARISAT communications equipment, i.e.,
a complete shipboard installation is required.

A complete TRANSEAVER system comprises three separate subsystems. The
first is a land-based installation unit which can be used to monitor
multiple shipboard installations. The second is the shipboard installation
which can monitor multiple shiphoard containers. The third is the
1nsta}}ation within each shipping container. The costs per subsystem are
as follows:

1. Land-based installation
Portable Verification Unit (PVU)

2 units at $2,936.00 $ 5,872
Remote Verification Unit (RVU) 23,674

Subtotal $ 29,546

2 Shipboard Installation

Communications Temminal (CT) $ 75,000
Universal Teleprinter Interface (uT) 4,700
Navigation Terminal (NT) 10,500
Communications [nterfac2 Unit (CIU) 2,209
Uninterruptible Power Supply 4,750
Battery Pack 2,720

Subtotal $39,379




3. Shipping Container [nstallation

Monitor Unit (MU) 30 @ $95 each $ 2,850
On-Site Multiplexor (OSM) 1,847
sensors 6,000
Subtotal $ 10,697
System Total $140,122

The hardware plus operational costs are now broken down to a per shipment
pasis, and the actual unit cost is determined. The sensors will be
replaced every shipment.

Hardware (5 shipments/yr x 3 yrs) $ 9,075
Sensors 6,000
Spare parts 1,000
Communications, 60-day mission

MARISAT @ 1 call/6 hours 7,200
Land lines 1,200

77,375

Thus, for a cost-per-shipment basis of less than $25,000, TRANSEAVER can be
functional on one ship.

10.4 Additional Cost Considerations

A few permutations regarding assumptions should be considered to put the
cost per shipment calculated in Section 10.3 into perspective.

The first of these would involve using a ship with an already available
MARISAT terminal on board. Since there are over 500 ships now operating
with the equipment, the availability of one should be quite high.
Therefore, removing the cost of only the Communications Terminal (CT)
reduces the cost per shipment to $19,075.

The second permutation would involve multiple ships carrying multiple
cargoes. This would spread the cost of the land-based installation and
shipboard installation. Assume five ships with existing MARISAT terminals
and each ship carries three cargo containers for a total of 225 shipments
over the three years.

Under the second assumption, the capital equipment costs per shipment
amortize to a remarkable $997. At less than a thousand dollars per
shipment, the total costs therefore become controlled by the operational
costs. Since the Communications Interface Unit (CIU) can handle the three
shipping containers simultaneously and the data transmission rates are
high, the communications costs per ship do not change. Thus, the cost per
shipment is $10,800. If the sensor replacement cost is halved, the cost
per shipment drops remarkably to $7,800.
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11.0 OTHER DEDICATED COMMUNICATIONS SYSTEMS

A preliminary analysis of the feasibility of using other dedicated communi-
cations systems, analogous to MARISAT, to provide continual verification
for truck, train, and air transport of special nuclear material (SNM) was
performed. In general, no substitute for MARISAT was found; and, it is
technically possible to create a system to use other available satellite
systems for truck, train, and aircraft monitoring.

11.1 Ship to Shor2 Communications

Fram 1978 until the present time, only two satellite systems have been
maintained to provide ship to shore telecon capabilities; FLTSATCOM (Fleet
Satellite Communications) and MARISAT (Maritime Communications Satel-
Tite). Other satellites have been orbited but only for short durations or
specific durations. In 1976, the U.S. Congresss directed that the
FLTSATCOM dedicated Navy satellite program wou'd be discontinued, with the
Navy instead obtaining the necessary services through leasing arrangements
with commercial carriers. Therefore, beginning in 1976, the Navy signed a
five year lease with COMSAT General for UNF Channels on the three MARISAT
satellites. By the end of 1981, additional commercial satellites are
expected to be orbited under the LEASAT (Leased Satellite) Program for
leasing of channels to the Navy through commercial carriers. In the mid-
1980s a new system, GPSCS (General Purpose Satellite Communication System),
s planned for deployment for U.S. industry and will provide leased ser-
vices to U.S. commercial and military customers for ship to shore as well
as ground run communications.

Mearwhile, the INMARSAT Syctem (International Maritime Satellite System) of
a 28 member multi-national .onsortium is expected to be operational by
1983. That is the follow-on to the present completely U.S. owned MARISAT
system.

Therefore, at present time, MARISAT provides the only commercially avail-

able ship to shore telephone communication capability for either voyage or
data transmission.

11.2 T uck, Train, and Aircraft Communications

The U.S. military has spent on the order of $700 million per year on
satellite communication for the past ten years. Of this total, more than
$220 million per year is directed toward developing terminals for
communicating with the variety of satellites already in orbit or planned
for the future. Specifically, the Navy has designed shipboard teminals
utilizing the FLTSATCOM or MARISAT ship to shore communications
satellite. The Air Force has designed aircraft mounted antennas and
onboard terminals utilizing the current AFSATCOM and future AEROSATCOM
system. The Navy has des.yned man portable teminals for tie NSCS (Defense
Satellite Communications System) and TACSATCOM/GMS (Tactical Satellite
Communication System for Ground Mobile Forces).
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Current proc-ammatic approach to satellite communications by each of the
nilitary services is to meet satellite channels from commercial satellite
communications carriers. Therefore, military developed terminals are
technically usable by commercial users who would also reach channels on the
same satellites.

The current technical approach to satellite communications Dy each of the
military services is to move into the SHF (Super High Frequency) ban, which
orovides the same antenna gain characteristic with much smaller antenna,
compared to the UHF (Ultra High Frequency) ban more widely used at

present. Therefore, the newer terminals are to be much smaller and
lighter.

Therefore, it is technically possible today to place a completely mobile
satel lite communication terminal onboard a truck, train, or aircraft, to
perform automatic satellite tracking, and to provide direct satellite
telephone communication capability to a fixed land-based location,




(1)

(2)

(3)

(5)

(6)

(7)

(9)

12.0 CONCLUSIONS

Review of applicable federal regulations and international guidelines
has shown that TRANSEAVER could enhance safeguards on shipments of
nuclear and other sensitive material while maintaining compliance with
current federal regulations and guidelines for such shipments.

TRANSEAVER is designed to aid in providing the physical protection
measures which include the provision of continuous two-way radio
communication and frequent telephone communication.

The system can be assembled from existing RECOVER components and other
commercially available equipment.

No new equipment need be developed to bring a system to the prototype
stage for demonstration,

Some software development would be required for the Communications
Interface Unit (CIU).

Commercially available sensors could be used as an effective system
for detecting attempted diversions of materials provided that a suffi-
cient number, appropriately integrated into an overlapping system, are
used.

Estimated operational costs and amortized capital expenses yield a
cost per shipment that is not unreasonable even in the prototype
demonstration stage.

The estimated cost per shipment for a network of ships having multiple
shipments per mission becomes very reasonable. If this estimate is
correct, a commercially attractive system has been designed.

No technology problems that would inhibit the rapid and successful

assembly of a prototype system for demonstration have been identified
during the system cunceptual design stage.
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APPENDIX A

NRC REGULATIONS

The regulations that specify guidelines for ensuring adequate containment

are 1isted in Part 71 -- "Packaging of Radioactive Material for Transport
and Tra...ortation of Radioactive Material Under Certain Conditions.”

The terms applicable to the TRANSEAVER project as defined in 10 CFR 71.4,
‘Definitions,” are as follows:

"(d) 'Fissile classification' means classification of a package or
shipment of fissile materials according to the controls needed
to provide nuclear criticality safety during transportation as
foilows:

Fissile Class Il: Packages which may be transported
together in any arrangement but in numbers which do not
exceed an aggregate transport of 50. For purposes of
nuclear criticality safety control, individual packages may
have a transport index of not less than 0.1 and not more
than 10. However, the external radiation levels may
require a higher transport index number but not to exceed
10. Such shipments require no nuclear criticality safety
control by the shipper during transportation.

Fissile Class III1: Shipments of packages which do not meet
the requirements of Fissile Classes [ or Il and which are
controlled in transportation by special arrangements
between the shipper and the carrier to provide nuclear
criticality safety.

'Fissile materials' means uranium-?33, uranium-235,
238, plutonium-239, and plutoniuw-<41.

‘Package’ means packaging and its radioactive contents;

Packaging' means one or more receptacles and wrappers and
their contents excluding fissile material and other radioactive
material, but including absorbent material, spacing structures,
thermal insulation, radiation shielding devices for cooling and
for absorbing mechanical shock, external fittings, neutron
moderators, nonfissile neutron absorbers, and other
supplementary equipment.”

’

standards for all packaging can be fo in Subpart C

of 10 CFR. The basic requirements as follcws:

Packaging shall be of such materials and construction that
there will be no significant chemical, galvanic, or other
reaction among the packaging components, or Detween the

packaging components and the package contents.




(b)

(¢)
'd)

Packaging shall be equipped with a positive closure which will
prevent inadvertent opening.

Lifting devices: . . .

Tie-down devices: . . ."

Structural standards for Type B and large quantity packaging specify re-
quirements for load resistance and external pressure (10 CFR §71.32).

Criticality standards for fissile naterial packages specify the design and
construction and content limitation so that the package would be subcriti-
cal if water were to leak into the containment vessel. Specific reference
to the design factors can be found in Section 71.33.

The NRC has specified standards for normal conditions of transport and
hypothetical accident conditions in Sections 71.35 and 71.36. Under normal
conditions, a package having more than type A quantity of radicactive
material shall be so designed that:

"(1)

There will be no release of radicactive material from the con-
tainment vessel,

(2) The effectiveness of the packaging will not be substantially
reduced,

(3) There will be no mixture of gases or vapors in the package
which could, through any credible increase of pressure or an
explosion, significantly reduce the effectiveness of the
package,

(4) Radioactive contamination o; the liquid or gaseous primary
coolant will not exceed 10~ curies o activity of Group [
radionuclides per milliliter, 5 x 10°° curies gf activity of
Group Il radionuclides per milliliter, 3 x 10~% curies of
activity of Group III and Group IV radionuclides per
milliliter; and

(5) There will he no loss of coolant.”

(§71.35)

Furthermore, under normal conditions, a package shall be designed so that:

(1)
(2)

(3)

The package will be subcritical;

The geometric form of the package contents would not be
substantially altered,

There will be nu leakage of water into the containment

vessel. This requirement need not be met if, in the evaluation
of undamaged packages under §71.38(a), §71.39(a) (1), or

A-2



)

(11)

(111

(¢)

§71.40(a), it is assumed that moderation is present tc such an
extent as to cause maximum reactivity consistent with the
chemical and physical form of the material; and

There will be no substantial reduction in the effectiveness of
the packaging, including:

Reduction by more than five percent in the total effective
volume of the packaging on which nuclear safety is
assessed,;

Reduction by more than five percent in the effecti.e
spacing on which nuclear safety is assessed between the
center of the containment vessel and the outer surface of
the packaging,

) Occurrence of any aperture in the outer surface of the
packaging large enough to permit the entry of a four-inch
cube.

A paeckage used for the shipment of more than a tyre A quantity
of radioactive material, as defined in §71.4(q), shall be so
designed and constructed and its contents so limited that under
the normal conditions of transport . . . the containment vessel
would not be vented directly to the atmosphere."

(§77..35)

Under hypothetical accident conditions, the following standards apply:

“(a)

A package used for shipment of more than a type A quantity

. « » shall be so designed . . . that if subjected tc . . . the
“ree Drop, Puncture, Thermal, and Water Immersion conditions

. « » it will meet the following conditions:

(1) The reductior. of shielding would not be sufficient to in-
crease the external radiation dose rate to more than
1,000 millirems per hour at three feet from the external
surface of the package.

(2) No radioactive material would be released from the
package except for gases and contaminated coolant
containing total radioactivity exceeding neither:

(1) 0.1% of the total radioactivity of the package con-
tents; nor

(i1) 0.01 curie of Group ! radicnuclides, 0.5 curie of
Group [l radionuclides, 10 curies of Group [I!
radionuclides, 10 curies of Group [V radionuclides,
and 1.000 curies of inert gases irrespective of
transport group.
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(§71.36)

(9)

(1)

(2)

(3)

A package used for the shipment of fissile material shal’® be so
designed . . . that if subjected to . . . the Free Orop, Punc-
ture, Thermal, and Water Immersion conditions . . ., the
package would be subcritical. In determining whether this
standard is satisfied, it shall be assumed that:

The fissile material is in the most reactive credible con-
figuration consistent with the damaged condition of the package
and the chemical and physical form of the contents,

Water moderation occurs to the most reactive credible extent
consistent with the damaged condition of the package and the
chemical and physica' form of the contents; and

There is reflection by water on all sides and as close as is
consistent with the damaged condition of the package."

(§71.36)

The NRC regulations describe taree package classes: Fissile I, [I, and
[TI. Because Fissile Class , naterials do not pertain to the TRANSEAVER
project, the specifications for this class (§71.38) will not be

discussed.

A summary table follows below.

[f a number of packages would be subcritical in any arrangement and in any
foreseeable transport circumstances, NRC assfgns them a Fissile Class [I

rating.

(2)

(b)

"A Fissile Class Il package shall be so designed and
constructed and its contents so limited and the number of such
packages which may be transported together so limited that:

Twice that number of such packages would be subcritical in any
arrangement if each package were subjected to the hypothetical
accident conditions . . . as the Free Orop, Thermal, and Water
[mmersion conditions . . ., with close reflection by water on
211 sides of the array and with optimum interspersed
hydrogenous moderation unless there is a greater amount of
interspersed moderation in the packaging, in which case that
greater amount may be considered.

The transport index for each Fissile Class Il package is calcu-
lated by dividing the number 50 by the number of such Fissile
Class II packages which may be transported together as
detzrmined under the limitations of paragraph (a) . . . ."

(§71.39)

The Fissile Class [Il rating includes all packages of nonlimited fissile
matarial that do not comply with the requirements of Class [ or Class II
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pac cages.

Specific standards specify that the design, construction, and

nw ber of packages for Fissile Class [Il be such that:

“(a)

(b)

The undamaged shipment would be subcritical with an identical
shipment in contact with it and with two shipments closely re-
flected on all sides by water; and

The shipment would be subcritical if each package were
subjected to the hypothetical accident conditions . . . as the
Free Drop, Thermal, and Water Immersion conditions, with close
reflections by water on all sides of the array and with the
packages in the most reactive arrangement and with the most
reactive degree of interspersed hydrogenous moderation which
would be credible considering the controls to be exercised over
the shipment . « « "

(§71.40)

Special requirements for the shipment ~f plutonium include:

"la) . . . plutonium in excess of twenty curies per package shall be
shipped as a solid.

(b) Plutonium in excess of twenty curies per package shall be pack-
aged in a separate inner container piaced within outer
packaging . . ." Solid plutonium . . . exempt from the
requirements of this paragraph:

(1) Reactor fuel elements;

(2) Metal or metal alloy, or

(3) Other plutonium-bearing solids thar the Commission
determines should be exempt from tne requirements of
this section.

(§71.42)

Definitions for "special nuclear material” in transit are in Section 73.2

of 10 CFR.
nl(x)

Relevant definitions are cited as follows:

‘Special nuclear material of moderate strategic sianificance’
means:

Less than a formula quantity cf strategic special nuclear
material but more than 1000 grams of uranium-235 (contained
in uranium enriched to 20% or more in the U-235 isotope) or
more than 500 grams of uranium-233 or plutonium or in a
combined quantity of more than 1000 grams when computed by
the equation, grams = (grams contained U-235) + 2 (grams
y-233 + grams plutonium), or
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APPENDIX 8
DOT REGULATIOnS

The regulations as prescribed in Sections 173.391 through 173.396 of 49 CFR
pertain to the packaging design, size, and rejuired specific features. For
example, there should be a se:1 on the outside of each package. The
packaging design must maintain shielding efficiency and leak tightness
(§173.393(b)(c)). Under normal transportation conditions, internal tracing
or cushioning “. . . must be adequate to assure that . . . the distance
from the inner container or radioactive material to the outside wall of the
package renains within the limits for which the package design was based,
and the radiation dose rate external to the package does not exceed the
transport index number . . . ." (§173.39%(1)).

During transport, any heat generated by the radioactive mat: ials must not
affect the efficiency cf the package.

Specifically, the temperature of the externa' package surfaces will not
exceed 122 degrees F in the shade (§173.393(2)). Suitable packaging must
ensure that radiation dose rates do not exceed specific levels as
prescribed in Section 173.393 (i)(j)(1-4).

Section 173.394 specifies the package requirements for a Type A quantity of
special form radioactive material. Reference is made to specifications
such as 7A (§178.350) and 55 (§178.250). For Type B quantities of special
form radioactive materials, the following specifications apply:
“(1) Specification 55 metal encased shielded container . . .
(2) Speciiication 6M (§178.104) . . . metal packaging.
(5) Specification 20WC (§178.194) - . . wooden outer protective
jacket, with a single, snug-fitting inner Type A packaging
which has a metal outer wail and conforms to §178.:50 . . . ."

(8) Specification 214C (§178.195) wooden-steel protective overpack,
with a single inner specification 55 inner packaging.”

For large quantities of radiocactive materials in special form, the
following specifications app'y:

(2) 6™ (§178.104) . . . metal packaging . . .

(4) 20W. (§178.194) . . . woocan outer pro%tective jacket, with a
sinale, snug-fitting spec’fication 55 inner packaging . . .

For Tvpe A guantity of normal form radioactive material, a package must
meet the following specifications:

(1) Specification 7A (§178.350)



(2)

Specification 55 metal encased shielded container . .

For Type B quantity of normal form radioactive material, a package must
meet the following specifications:

(1)
(2)

Specification 6M (§178.104)

Specification 20WC (- 178.194) . . . wooden outer pro*ective
Jacket, when used with a single, snug-fitting inner
specification 2R (§178.34) . . . or specification 55 inner
packaging.

For large quan-ities of radioactive materials in normal form, the follewing
specifications apply:

(1)

Specification 6M (§178.104) metal packaging. Authorized only
for solid or gaseous radicactive materials which wi’l not
decampose at temperatures up to 250 degrees F. Radioactive
thermal decay energy must not exceed 10 watts.

Fissile radioactive materials containing not more than Type A juantities of
radionuclides, in either normal or special form, must be packaged in
compl fance with the following specifications:

(1)
(2)

(8)

Specification 6L (§178.103) . . . metal packaging.
Specification 6M (§178.104) . . . metal packaging.
Specification 20PF-1, 20F-2, or 20PF-3 (§178.120).

Specification 6J (§178.100) or 17H (§178.118) 55 gallon steel
drum for transport of not more than 350 grams of uranium-235 in
any non-pyrophoric form, enriched to any degree in the U-235
isotope. Each drum must have a minimum 18-gauge body and
bottom head and 16-gauge r~.iovable top head, with one or more
corrugations in the cove: near the periphery. Closure must
conform to §i78.103-5(a) . . . At least four l.2-centimeter
(0.5-inch) -diameter vent holes must be provided, equally spaced
on the sides of the drum near the top, each covered with
weatherproof tape or equivalent 4evice. Appropriate primary
inner containment of the cor . and any necessary packing
material must be provided, . . . such that Specification 7A
(§178.350) . . . is satisfied. Each inner containment vesse)
must be capable of venting in the event the package was exposed
to the thermal test described in §173.398(c)(2)(iii).

Any metal cylinder which meets the performance regquirements for
a specification 7A Type A packaging §173.395(a) (1) and §178.350
for the transport of residual "heels" of enriched solid uranium
hexafluoride without a protective overpack, or authorized as
Fissile Class I packages . . .
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APPENDIX C
TRANSEAVER FUNCTIONAL : .QUIREMENTS
This appendix defines the minimum, mandatory design requirements for the
TRANSEAVER system. These requirements are described in three subsections--

the functions to be performed (Section 1), the data to be maintained
(Sention 2), and the interfaces to be supported (Section 3).

l. Functional Description

The TRANSEAVER system has four subsystems that 2re the same as those of
RECOVER: the Monitor Unit (MU), the Nn-Site Mu..iplex~r (OSM) , the Remote
Verification Unit (RVU), and the Portable Verification Unit (PVU). Each of
these subsystems is described briefly below.

(1) MU - The MU shall periodically read and record status lata from
a safeguards sensor and securely communicate this data and M
status data to an OSM on demand. Primary power for the MU shall
be supplied by wireline from its OSM. In addition, the MU shall
have an internal battery which shall provide for degraded MU
operation if primary power is lost.

(2) OSM - The OSM shall periodically interrogate its MUs and record
the status of each. The interrogation schedule for a particular
MU shall be variable, shall be established by an inspector, and
shall be based on the criticality of the data from the sensor to
which a particular MU is interfaced (defined during MU installa-
tion). The data stored in the OSM shall be securely communi-
cated to ~1e CIU when the CIU interrogates the OSM. Primary
power for the OSM shall be supplied by the TRANSEAVER battery
supply. In case of interruption of this supply, the OSM shall
contain a battery power supply to power the 0SM for short
periods.

(3) RVU - The RW shall periodically interrogate each CIU, update
its copy of the OSM status data, and generate an archive record
describing the transaction. The RVU shall recognize predefined
alert conditions and, when they occur, notify inspectors of the
alert. Notification will include, as appropriate, initiating
telephone calls to key personnel. The RVU shall also provide
appronriate reports of current and past CIu, OSM, MU, and sensor
status. The interrogation rate of a particular CIU shall be
variable and can be overridden by inspector request at any time.

(4) PVU - The PVU shall be carried by inspectors to a ship for
installation and checkout of MUs, OSMs, and CIUs. The PVU shall
be capable of initializing and interrogating OSMs, CIUs, and
MUs, and shall allow the inspector to determine their status.
Power for operation of the PVU shall be obtained from external
AC power.
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In addition to the above four subsystems common to RECOVER, TRANSEAVER has
several subsystems to meet the requirements of shipment at sea:

(1)

(2)

(3)

(4)

(5)

CIU - The Comunications Interface Unit shall periodically
interrogate its OSMs and record the status of each. The inter-
rogation schedule shall be consistent with the schedule that the
OSMs use to fnterrogate the MUs. The data stored in the CIu
shall be securely communicated to the RVU when the RVU interro-
gates the CIU. Also, if an alamm is detected by the CIU, it
shall automatically forward that data immediately to the RVU

in a secure fashion. The CIU shall be able to compare naviga-
tional data with a preprogrammed route and send an alarm to the
RVU if the ship deviates significantly from the planned course.
The TRANSEAVER battery supplies the primary power for the CIU.
The CIU shall contain a battery to power the CIU for short
perfods-

UTI - The Universal Teleprinter Interface shall automatically

send navigational da‘.a upon request or poll fram the RVU. [t

shall provide ship latitude, longitude, speed, heading, date,

precise GMT, and any other available and pertinent infornation
from the Navigational Terminal. The TRANSEAVER battery supply
shall be the source of power.

CT - The Communications Terminal shall be the onboard link to

the MARISAT satellite. It shall have all necessary equipment

for making that communication and interfacing to the UTI. Its
power shall come from the TRANSEAVER battery supply.

NT - The Navigational Terminal shall communicate with a naviga-
tional satellite system such as TRANSIT to obtain all data as
called for by the UTI. It shall make maximum use of the

exfst: q satellite data to minimize the length of time between
positiv.: fixes. Power for the NT shall be from the TRANSEAVER
.attery supply.

TRANSIT - An existing navigational satellite system such as
TRANSIT shall be used to obtain tracking information.

MARISAT - The existing MARISAT satellite system shall be used
for communications between ship and shore. Communication shall
be between the Tracking, Telemetry, and Command Center through
the System Control Center to the RVU using standard methnds.

TRANSEAVER Battery Supply - This battery system shall be capable
of supplying all on-board TRANSEAVER components with their rated
voltage and wattage for up to 1500 hours. The recharge time
shall be less than 72 hours.
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1.1 Monitoring Unit Functional Description

The MU shall perform the following functions:

(1)

(2)

(5)

(6)

(7)

(8)

(10)

(11)

The MU shall accept eight (3) independent parallel bits of
status from a sensor. (These bits wiil represent
normal/abnormal status.)

The MU shall maintain a historical record of the identity of any
sensor status bits that have had abnormal status between OSM-MU

polls, even if that bit reverts to normal status before the next
0SM-MU poll.

The MU shall determine its own physical status (normal or
abnormal), to include at least external power status and battery
stath).

The MU shall determine the status (normal or abnormal) of its
interfaces, to include at least MU-sensor cable connection.

The MU shall maintain a historical record of any physical or
interface status items that have had abnormal status between
0SM-MU polls, even if that status reverts to normal before the
next 0SM-MU poll.

The MU shall maintain sufficient OSM-MU polling status data
(such as a poll counter) so as to enable its OSM to recognize
that il1licit polls of the MU by some entity other than its OSM
nave been made.

The MU shall provide an encoded MU status report [including at
least current (sensor, MU physical, and MU interface status)
data; historical (sensor, MU physical, and MU interface status)
data; and OSM-MU polling status data] to its OSM upon receipt of
an 0SM-MU poll request.

The MU shall immediately execute any of its functions upon
receipt of an appropriate command from its OSM and provide the
results of that execution to the OSM.

The MU shall receive axternal power through its communications
interface with its OSM.

Normal MU operations shall be supportable by internal bdattery
for at least one hour under maximum OSM-MU polling rates.

The MU shall provide +11 to +15 volts DC at SmA continuous to
sensors being monitored.

O
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In addition to the above-mentioned functions, the MU shall be designed in
accordance with the following goals:

(12)

(13)

(14)

The MU shall incorporate provisions to minimize power
consumpt ion.

The MU shall incorporate provisions to minimize loss of
information in its communications.

The MU shall incorporate provisions to assume degraded modes of
operation tJ minimize the problem of MU re-initialization.

1.2 On-Site Multiplexor Functional Description

The OSM sha'l perform the following functions:

(1)

(2)

(3)

(4)
(5)

(6)

(7)

(8)

(9)

The OSM shall poll its MUs and recefve status reports from the
MUs.

The OSM shall maintain a hisicrical record of any MU status
report items that have had abnormal status between CIU-0QSM
polls, even if that status report item reverts to normal before
the next CIU-CSM poll.

The OSM shall provide a single, bit-serial interface to the
MUs. Communication by both the OSM and the MUs on this shared
circuit will require addressing dat: to be transmitted as an
integral part of every message.

The OSM shall be capable of polling up to 30 MUs.

The OSM shall be able to initiate an OSM-MU poll based on either
of two initiation procedures: a randun prucedure with a spec-
ified mean polling rate per MU (defined at MU installation), or
a demand procedure to poll a specified MU at a particular time.

The OSM snall recognize that illicit polls of one of its MUs by
some entity other than itself have been made.

The OSM shall determine its own physical status (normal or
abnormal), to include at least external power status, battery
status, and intrusic.. status.

The OSM shall determine the status (normal or abnormal) of its
interfaces, to include at least individual MU responsiveness,
and individual MU i1licit polling recognition.

The OSM shall maintain a historical record of any physical or
interface status items that have had abnormal status between
CIU-OSM polls, even if that status item reverts to normal status
before the next CIU-0SM poll.



(10)

(11)

(12)

(13)

(14)

(15)

(16)

(17)

(18)

The 0SM shall maintain sufficient CIU-OSM polling status data
{such as poll counters) so the CIU can recognize that polls of
the OSM by some entity other than the CIU have been made.

The OSM shal] maintain historical activity counts of at least
the establishment of CIU-OSM communications, the establishment
of PVU-0SM communications, and unsuccessful attempts to
establish communications with the OSM.

The 0SM shall provide an encoded OSM status report (including at
least current MU, OSM physical, and OSM interface status data)
to either the CIU or to a PVU upon receipt of a CIU (PVU)-OSM
poll request.

The OSM shall respond to interrogation commands (including at
least a request for an 0SM status report, a request for an OSM
historica! activity report, a request to poll all MUs, and 2
request to poll a specific MU) received from either an RVU
through the CIU or a PVU.

The 0SM shail alter its operating parameters (to include at
least specific MU polling parameters and predefined alert status
conditions) upon commands received from either the RVU through
the CIU or PVU.

The OSM shall immediately execute any of its functions upon
receipt of an appropriate command from either the RVU through
the CIU or a PV and provide the results of that execution to
the RVU or PVU (as appropriate).

The OSM shall detect specified, predefined alert status
conditions within the MU status reports and shall record the
occurrence of the alert condition.

The 0SM shall be able to command the MU to execute any of its
functions and to receive any results of the execution from the
MU.

Normal 0OSM operations shall be supportable by internal battery
for at least one hour under maximum OSM-MU and CIU-OSM polling
rates.

In addition to the above--entioned functions, the OSM shall be designed in
accordance with the following goals:

(19)

(20)

The 0SM shal! incorporate provisions to minimize power
consumpt ion.

The O3M shall incorporate provisions to minimize loss of
information in its communications.
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(21) The OSM shall incorporate provisions to assume degraded modes of
operation to minimize the problem of OSM re-initialization.

(22) The 0SM design shall provide maximum assurance that any attempt
to override the TRANSEAVER system's control, to compromise the
accuracy of the data deing transmitted, or to provide access to
thathda;‘al by unauthorized persons shall be detected and reported
to the RVU.

1.3 Remote Verification Unit Functional Description

The RVU shall perform the following functions:

(1) The RVU shall pol! the CIUs and receive status reports from the
ClUs.

(2) The RVU shall support 5 CIUs initially, and shall, with addi-
tional memory, be capable of expanding to support up to 500
CIUs.

(3) The RVU shall be able to initiate an OSM-MU poll based on two
initiation procedures--a random procedure with a mean polling
rate per OSM defined at OSM installation, or a demand procedure
to poll a specified OSM at a particular time.

(4) The RVU shall be able to automatically dial CIUs through the
MA, ISAT system.

(5) In the event of unavailable, unsatisfactory, or deteriorating
communication between the RVU and a CIU, the RVU shall hang up
and either automatically redial the call or notify an inspector
of the communication failure. This choice will depend on how
the call originated (automatically dialed by the RVU or manually
dialed by the inspectus), ine specific CIU being called, and the
recent calling history to that CIU (such as previous ur .omplete.
calls).

(6) The RVU shall update its data base from the data received in a
CIU status report.

(7)  The RVU shall detect specified, predefined alert status
conditions within a CIU status report.

{8) The RVU shall initiate alert processes (to include at least
generuting special displays or reports, activating audio-visual
alarm signals, dialing local telephones to contact personnel, or
any combination of thesa) in response to the detection of an
alert status condition. The actual alert process shall be
predefined and shall vary based on the specific alert status
condition detected.
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(9)

(10)

(11)

(12}

(13)

(14)
(15)

(16)

(17)

(18)

(19)

(20)

The RV, shall be able to automatically dial any of five
telephone numbers as a possible response to detecting an alert
status condition.

The RVU shall have audio-visual alarm signals which may be
activated as a response to detecting an alert status condition.

The RVU shall maintain historical archive records of CIU status
reports for 90 days.

The RVU shall recognize that polls of a CIU by some entity other
than itself have been made. Polls that are not accounted for
vithin the RVU data base shall be an alert status condition.

The RYU shall prepare reports including at least current alert
situations, latest individual! shipment status, latest individual
C1', status, latest individual MU status, CIU and OSM operating
parameters, RVU communication usage history, operations log, and
summary shipment status.

The RVU shall automatically display or print predefined reports.

The RYU shall maintain historical archive records to include at
least RVU communication usage (both attempted and completed) ,
inspector requests of the RVU, and RVU actjvities (both
automatic and in response to an inspector request) .

A1l historical archive records shall include a record time.

The RVU shall display or print any report upon inspector
command.

The RVU shall alter its operating parameters (to include at
least RVU-CIU polling parameters, predefined alert status
conditions, alert status condition responses, and designation of
automatic reports) upon inspector command.

when in communication with a CIU, the RVU shall be able to
command the CIU tc alter any of its operating parameters, either
in accordance with a direct inspector command or with stored
inspector commands.

when in communication with a CIU and in response to either a
direct or stored inspector command, the RVU shall command the
CIU to execute any of its functions (including, in turn,
commanding a MU to execute any of its functions) and provide the
results of the function execution to an inspector.

The RVU shall execute any of its functions upon receipt of an

appropriate command from an inspector and provide the results of
that execution to the inspector.
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(22)
(23)

(2)

The RVU shall receive AC line power from its host facility.

The RVU shall utilize manual restart procedure following power
failures.

The RVU shall not lose any information because of power failure.

In addition to the above-mentioned functions, the RVU shall be designed in
accordance with the following goals:

(25)

(25)

The RVU shall incorporate provisions to minimize lost
information in its communications.

The RVU design shall provide maximum assurance that any attempt
to override the TRANSEAVER system's control, to compromise the
accuracy of the data teing transmitted, or to provide access to
that data oy unauthorized persons, shall be detected and
reported.

1.4 Portable Verification Unit Functional Description

The PVU shall perform the following functions:

(1)

(2)
(3)
(4)

(7)

The PYU shall initialize an MU for operation with a specific
OSM.

The PVU shall initialize an QSM for operation with the CIU.
The PVU shall initialize a CIU for operation with the RVU.

The PVU shall poll an OSM or a CIU and receive status reports
from the OSM or CIU.

The PVYU shall detect specified, predefined alert status
conditions within an OSM or CIU status report.

The PVU shall initiate an alert process (consisting of
presenting a special display and an audio-visual alarm and may
fnclude suspending other operations until an inspector

acknowl edgement is received) in response to detection of ai
alert status condition. The actual response shall be predefined
and shall vary based on the specific alert status condition
detected.

The PVU shall prepare displays (including at least CIU status.
OSM status, MU status, CIU or OSM operating parameters, CIU or
OSM historical activity counts, and PVU operating parameters)
and display them to an inspector on request.
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(8)

(11)

(12)

(13)

The PYU shall alter its operating parameters (including at least
definition of alert status condition and CIU or OSM
cryptographic parameters) upon inspector commend.

The PVU shall command the CIU or OSM to alter any of its
operating parameters in accordance with inspector commands.

The PYU, in response to inspector commands, shall command the
CIU or OSM to execute any of its functions (including, in turn,
commanding the MU to execute any ot its functions) and display
the results of the function execution to an inspector.

The PVU shall execute any of its functions upon receipt of an
appropriate command from an inspector and provide the results of
that execution to the inspector.

The PYU shall, upon inspector command, permanently disable all
of its functions excupt display of CIU, OSM, and MU status data.

Normal PVU operations shall be supportable by external power.
An internal battery shail be used to retain the PVU's RAM,

In addition to the above-mentioned functions, the PVU shall be designed in
accordance with the following goals:

(14)

(15)

The PYU shall incorporat2 provisions to minimize power
consumption.

The PVU design shall provide maximum assurance that any attempt
to override the TRANSEAVER system's control, to compromise the
accuracy of data being transmitted, or to provide access to that
data by unauthorized persons shal! be detected and reported to
an inspector.

1.5 Communications Interface Unit Functional Description

The CIU shall perform the following functions:

(1)

The CIU shall poll its OSMs and receive status reports fraom the
0SMs.

The CIU shall maintain a historical record of any OSM status
report items that have had abnormal status between RVU-CIU
polls, even if that status report item reverts to normal before
the next RVU-CIU poll.

The CIU shall interface with the Navigational Terminal (NT) and
obtain navigational inrormation fram it.

The CIU shall retain a historical record of the navigaticnal
information.
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(5)

(6)

(7

(10)

(11)

(12)

(13)

(14)

(5)

(16)

The CIU shall accept a preprogrammed navigational course from
the PVU.

The CIU shall compare the preproc-ammed course with the actua)
course and record any significant deviation as an ala=m.

Upon receipt of any alarmm, the CIU will automatically initiate a
call to the RVU and report the alarm.

The CIU shall be able to initiate a CIU-OSM poll based on 2ither
of two initiation procedures: a random procedure with a
specified mean polling rate per 0SM (defined at OSM
installation) or a demand procedure to poll a specified OSM at a
particular time.

The CIU shall recognize that illicit polls of one of its OSMs by
some entity nther than itself have been made.

The CIU shall determine its own physical status (nommal or
abnormal), to include at least external power status, battery
status, and intrusion status.

The CIU shall determine the status (normal or abnormal) of its
interfaces, to include at least individual OSM responsiveress
and individual OSM il1licit pol!ling recognition.

The CIU shall maintain a historical record of any physical or
interface status items that have had abnormal status between
RV!-CI! polls, even if that status item reverts to normal status
before the next RVU-CIU poll.

The CIU shall maintain sufficient RVU-CIU polling status data
(such as pol! counters) so the RVU can recognize that poils of
the CIU by some entity other than the RVU have been made.

The CIU shall maintain historical activity counts of at least
the establishment of RVU-CIU communications, the establishment
of PVU-CIU communications, and unsuccessful attempts to
estaplish communications with the CIU.

The CIU shall provide an encoded CIU status report (including at
least current MU, OSM, and CIU physical, and OSM and CIU
interface status data) to either the RVU or to a PVU upon
receipt of a RVU (PVU)-CIU poll request.

The CIU shall respond to interrogation commands (including at
least a request for a CIU status report, a request for a CIL
historical activity report, a request to pol 111 MUs, and a
request to poil a specific MU) received from .ither an RVU or a
PVU.



(17)

(18)

(19)

(20)

(21)

The CIU shall alter its operating parameters (to include at
least specific MU polling parameters aid predefined a'art status
conditions) upon commands received from either the RVU or PVU.

The CIU shall immediately execute any of 1ts functicons upon
receipt of an appropriate command from either the RVU or a PVU
and provide the results of that execution to the RVU or PVU (as
appropriate) .

The CIl) shall detect specified, predefined alert status
conditions within the MU status reports and shall record the
occurrence of the alert condition.

The CIU shall be able to command the OSM to execute any of its
functions and to receive any results of the execution from the
OSM.

Normal CIU operations shall be supportable by internal battery
for at least one hour under maximum CIU-OSM and RVU-CIU polling
rates.

In addition to the above-mentioned functions, the CIU shall be designed in
accordance with the following goals:

(22)

(23)

(24)

(25)

The CJU shall incorporate provisions to minimize power
consumpt ion.

The CIU shall incorporate provisions to minimize loss of
information in its communications.

The CIU shall incorporate provisions to assume degraded modes of
operation to minimize the problem of CIU re-initialization.

The CIU design shall provide maximum assurance that any attempt
to override the TRANSEAVER system's control, to compromise the
accuracy of the data being transmitted, or to provide access to
that data by unauthorized persons shall be detected and reported
to the RVU.

1.6 Universal Teleprinter Interface Functional Description

The UTI shall perform the following functions:

(1)

(2)

The UTI shali obtain navigational data fram a navigational
satellite system through the NT.

Ship speed, heading, longitude, latitude, date, and GMT shall

compose the minimum set of data in the UTI. Additional data, if
available, may also be used.
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(3)

(4)

(5)

The UTI shall communicate through the Communications Terminal to
provide the navigational data to the RVU by responding to polls
from the RVU.

The UTI shal)l provide an interface link between the CIU and the
CT without altering the encryption.

The UTI shall provide navigational data to the RVU upon demand
fram the CIU.

1.7 Communications Terminal Functional Description

The Communications Terminal (CT) shall perform the foliowing functions:

(1)

(2)

(3)

(4)

(5)

(6)

The CT shall continuously receive a fixed-frequency carrier and
continuously demultiplex from it the Assignment Channel and,
when instructed, a telegraph channel.

The CT shall automatically recognize messages addressed to the
ter inal on the Assignment Channel and automatically respond on
the assigned ship-to-shore channel.,

Th2 CT shall enable international telegraph messages to be
semiaytomatically sent to and automatically received from the
domestic telegraph and telex networks via the shore station.

The CT shall enable broadcast telegragh messages to be
automatically received.

The CT shall enable distress messages to be transmitted to the
shore.

The CT shall enable simplex telegraph messages to be sent.
The CT shall enable the receiver and transmitter to be
automatically tuned to any of 339 different frequency pairs
within the operating frequency bands upon command via an
Assignment Channel.

The CT shall permit the automatic reception of a shore-to-ship
simplex voice channel.

The CT shall be capable of interfacing and providing power for
the Universal Teleprinter Interface Unit.

The CT antenna shall automatically lock in on a MARISAT at all
times that the satellite is in view.

The CT antenna shall be stabilized for ship mot’ ..



(12) The CT interface to the UTI shall provide a data link to send

encrypted data.
(13) The CT shall be compatible with the future INMARSAT system.

1.8 Navigational Terminal Functional Description

The Navigational Terminal (NT) shall perform the following functions:

(1) The NT shall automatically acquire satellite signals after
initial operator settings have been entered.

(2) The NT shall derive position updates from satellite information

obtained from each usable satellite pass.

(3) The NT shall continually track in an integrated complementary

system that provides, automatically, between satellite passes,

position updates at intervals of one minute or less.

(4) The NT shall acquire data consisting of, at least, speed,
heading, longitude, latitude, date, and GMT.

(5) The NT shall acquire additional data, if practicable, of dead

reckoning time, course and speed made good, set and drift, time

and elevation of last satellite fix, and time and elevation of

the next satellite pass.

(6) The NT shall provide interfacing for data transfer to the UTI
and CIU.

2. Data and Software Description

Each TRANSEAVER element shall have various data items within its own

storage. Descriptions of the data items which shall be maintained by each

TRANSE/ . ER element are presented in Table C-1. This table describe~ only

the minimun data to be available and does not imply a required data base
organization,

Presented in block diagram form in Figure C-1 is the software functional
description. This layout follows the specifications in the functional
descriptions of Section 1. A detailed description of the individual
modules is contained in Table C-2.

3. Interface Description

The three categories of interface in TRANSEAVER are TRANSEAVER-sensor
interfaces, intra-TRANSEAVER interfaces, and TRANSEAVER-inspector
interfaces. The requirements for each of these interfaces are presented
the following sections.

in
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TABLE C-1

REQUIRED TRANSEAVER OATA [TEMS

Qaty [tem Name

Required at
MU QSM PVU Rvy Clu Data Item Descristion

MU Status (including)

MU ldentity
Current Sensor Status
Histortcal Sensor Status
Current MU Status (fncluding)
External Power
Internal Battery
My-Sensor Cabie Connection

Historical MU Status

MU-0sM Pclling Status

My Cryptographic Parameters

J5M Status (including)

JSM [dentity

My Status

Current JSM Status (including)

fxtarnal Power
Internal 3attery
[ntrusion

MU Respons’tveness

MU [11icit 20l! Recognition

4distorical 0OSM Status

Cly-OSM Polling Status

Uniquely determines one out of

30 Mus.

£ight independent normal/abnormal
condrzions.

A record of abnormal sensor status
occurrences.

Normal/abnormal condition.
Normal/abnormal condition.
Norma!/abnormal condition.

A record Of abnormal MU status
accurrences.

Sufficient data to allow OSM to
recognize that illicit polls of
the MU have been made.

L X £ b X Sufficient data to satisfy tamper
resistance requirements.

Uniquely determines one out of
500 OSMs.
Data from up to 30 MUs.

Normal/abnormal condition.
Normal/abnormal condition.
Normal/abnormal condition.

30 independent normal/abnormal
conditions.

10 independent ncrmal/abnormal
conditions.

A record of abnormal JSM
acgurrences.

Suffictient data %o allow CIU to
rec2gnize that illicit oolls of tne
734 nave deen mace.
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TABLE C-1, Continued

Data [tem Name

Required at

MU OSM PYU RVU Clu

Data Item Description

MU Function Commands

QSM-MU Polling Parameters

JSM Historfcal Communications
Activity Counts ({ncluding)
RVU Communications
£stab!ishments
PVU Communications
Establishments
Unsuccessful Communication
Attempts

Predefined MU Alert Status
Conditions

JSM Cryptograpnhic Parameters

OSM Function Commands

redefined OSM Alert Status
Condi1tions

CIU Status {including)
CIU [dentity

0SM Statuys

My Status

Current CIU Status (including)
Cxtarna! 2ower
Internal 3attery
{ntrusion

X X £
e X X
1 X X

Sufficient data to command MU
function execution.

Sufficient data to support a random
procass with a mean polling rate
per MU,

Sufficient data to tally
estaplishment or communications
at maximum possible 0SM polling
frequency for the maximum neriod
expected between successive CIU
po'ls of a particular OSM

Su7ficient data to permit
recognition of alert conditiors
in MU status data.

Sufficient data to satisfy tamper
resistance requirements,

Sufficient data to command OSM
function execution.

Sufficient data to recognize alerts
in OSM status data.

Jniguely determines one aut of
500 Clus.

Data from OSMs.

Oata from up =2 30 Mus.

Normal/abnormal condition,
Normal/abnormal condition,
Normal/aonorma! czondition.



TABLE C-1, Continued

Data [tem Narme

Required at

MU OSM

VU RVU CIU

Data [tem Jescriotion

QSM esponsiveness
ISM [1licit Poll
Recogniticn
“istarical CIU Status

RYU-CIU Polling Status

MU Function Commands

OSM-MU Polling Parameters and
CIU-0SM Polling Parameters

CIU Historical Communications

Activity Counts (including)
RYYy Communications
Establishments

PVy Communications
£stablishments
Jnsuccessfyl Communication
Attempts
dredefinea MU Alert Status
Zonditions
RYU Communication Parameters

C!U Cryotograpnic Parameters

CIU Function Commands

X X X
X X X
X X X
X X X

X
X X X
X X L

Normal/abnormal congitions.
Normal/abnormal conditions.

A record of abnormal CIU
occurrences.

Sufficient data to allow RVU to
recognize that il1licit polls of
the CIU have been made.

Suffictent data to command MU
function execution.

Sufficient data to support 2
random process with a mean
polling rate per MU.

Sufficient data to tally
establishment of communications
at maximum possible CIU palling
frequency for the maximum period
axpected between successive RVU
polls of a particular CIU.

Suffictent data to permit
recognition of alert conditions
in MU status data.

Suffictient data to allow tne CIU
to direct-dial the RVU.

Sufficient data %o satisfy tamper
resistance requirements.

Sufficient data %o command CIU
function execution.



TABLE c-1, Continued

Cata [tem Name

Required at
MU OSM PVU RVW CIU

Data [tem Description

Predefined CIU Alert Status
Condi%ions

Site Configuration Paraceters

2redefined PVU Alert ®rocess

PVU Access Log

RVU<CIU Palling Parameters
{including)
20lling Process Parameters

Recent CIU Communication
History (including)
Last Contact
Number of Unsuccessful
Attempts Since Last
Contact
Predefined WU Alert Process
Response arameters [including)
Alert 2rocess

.ocal Taleonone Parameters

Acknow!edgements

X X X
X X
X
X
X

Suffictent data to recognize
alerts in CIU status data.

Sufficient data te initialize/
change the MU/sensors combinations
at a shipment,

Sufficient data to allow a unique
alert process for each alert
status condition.

Self-explanatory.

Sufficient data to support a
random >rocess with i mean
polling rate per MU.

Date and time of day.
Sufficient data to tally one
attempt per hour for 0 days.

Sufficient data to allow a unique
alert process for each alart
status conditions.,

Sufficient data to dial five
different local telepnhone
numoers.

Sufficient data to allow unique
inspector acknowledgements for
each :lert status condizion.



TABLE C-1, Continued

Required at
Jata [tem Name MU OSM °VU RW Clu Data [tem Descripticn

Aistorical and Archive
Records (including) 1 self-explanatory.
ClU Status
OSM Status
Alert Status Conditions
{1ncluding)
dending
Ackrowledged

Communication Usage
{including)
Successful
Attempted

RVU Automatic Activities

VU Demand Act “ities

KVY Accesses

Narrative Data (including) X Self-explanatory.
Individual Sensors
Individual Facilities
Individual CIU Networks
Individual 0SM Networks
Inspector Support [including)
Prompts
Assistance
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TABLE C-2, Continued
IDS MODULE DESCRIPTIONS

MODULE DESCRIPTION

FILE SERVICES Provides centralized file control services for all
the above modules.
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TABLE C-2, Continued
CP MODULE DESCRIPTIONS

MODULE

DESCRIPTION

INIT
BOOT

[OSTP

cIuTp

PYUTP

ALERT

IDLE

INT

HEALTH

’NG
INTERPRET

Clear RAM, set up register allocations.

Load RAM with all CP software except INIT, BOOT,
INT, and certain utility routines.

Analyze IDS input buffer, determine function and
post COMTROL .ndicating next step. Initiate
transmission for complete IDS output buffer and
post CONTROL when complete.

Initiate dialout to the CIU when needed. Manage
the status of the communication line. When CIU
input buffer is complete, decrypt, communication
decode and post CONTROL. Initiate transmission for
complete CIU output buffer, encrypt, communication
code, and post CONTROL when compl<ce.

Establish communication with the PVU. When PVU
input buffer is complete, analyze and post CONTROL
with PVU status. Initiate transmission for
corplete PVU output buffer and post CONTROL when
romplete.

when alert condition exists, handle local dialout
for alert process.

Enable interrupts and wait for an interrupt.

Determine whether a clock or I[/0 interrupt. If a
clock interrupt, check [/0 time-outs and post time-
sequenced functions, e.g., dialout, random number
collection. If an [/0 interrupt, process next byte
and post completion.

Perform self checks and post status. If a
sufficiently severe condition exists, post CONTROL
to call SHUTDOWM.

Maintain a buffer of random numbers.

Analyze ID3 user input buffer and translate into a
function parameter list as appropriate.
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TABLE C-2, Continued
CP MODULE DESCRIPTIONS

MODULE DESCRIPTION

SHUTDOWN Gracefully close out all active functions, e.g.,
complete buffers, disconnect phones. Maintain a
tight loop responding to IDS queries with a
shutdown message.

CONTROL Maintain "next function" parameter. Perform an
N-way branch to application.
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TABLE C-2, Continued
CIU MODULE DESCRIPTIONS

MODULE

DESCRIPTION

INIT
PYUTP

cPTP

OSMTP

[OLE
INT

UPDATE

HEALTH

SLEEP

SUICIDE
CONTROL

Clear RAM, set up register allccations.

Receive, inspect, and change commands from PYU and
update RAM. Echo back message when complete.

Receive poll request from an RVU, after
establishing teleph:ne communication. Decrypt and
perform command. Commands include status dumps,
specific OSM polls and parameter modifications.
Send status data as appropriate. Receive RVU
acknowledgement. Raceiving input is governed by a
dela’ counter to prevent frequent CIU polls, thus
delaying the discovery of an encryption key.

Initiate poll of the 0SM. When OSM input buffer is
complete, decrypt, communication decode and post
COWNTROL. Initiate transmission for complete OSM
output buffer, encrypt, communication code, and
post CONTROL when complete.

Enable interrupts and wa't for an interrupt.

Determine whether a clock or [/0 interrupt. If a
clock interrupt, decrement delay counter for RVU
input and SW UART timer. If an /0 interrupt,
process next bvie and post completion.

Gather self status, current and cumulative. Detect
and post CIU/0SM/MU/sensor alert conditions.

Parform self checks and if a failure is
encountered, wait for reinitialization.

Maintain parameter denoting the amount of tire CIU
will operate on battery. When time expires,
suspend CIU activities until power is restored.
Detect physical intrusion and clear memory.

Maintain next function" parameter. Perform an N-
way branch to application.
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TABLE C-2, Tontinued
QSM MODULE DESCRIPTIONS

MODULE

DESCRIPTION

INIT
PYUTP

crute

MUTP

SW UART

[DLE
INT

UPDATE

HEALTH

SLEEP

SUICIDE

Clear RAM, set up register allocations.

Receive, inspect, and change commands from PVU and
update RAM. Echo back message when complete.

Receive poll request from CIU, after establishing
communication. Decrypt and perform command.
Conmands include status dumps, specific MU polls
and parameter modifications. Send status data as
appropriate. Receive CIU acknowledgement.
Receiving input is governed by a delay counter to
prevent frequent OSM polls, thus delaying the
discovery of an encryption key.

Scan MU polling parameters to determine time of
next poll. [f now, generate and send an MU poll
request. Receive and store sensor and MU status.
Se?? an acknowledgement. Generate time for next
poll.

Perform general I/0 functions such as detecting
input, receiving a byte, signaling output and
transnitting a byte. Timing is consistent with
SW UART in the MU.

Enable interrupts and wait for an interrupt.
Determine whether a clock or [/0 interrupt. If a
clock interrupt, decremenrt delay counter for RVU
input and SW UART timer. If an I/0 interrupt,
process next byte and post completion.

Gather self status, current and cumulative. Detect
and post 0SM/MU/sensor alert conditions.

Perform self checks and if a failure is
encountered, wait for reinitialization.

Maintain parameter denoting the amount of time OSM
will operate on battery. When time expires,
suspend OSM activities until power i3 restored.

Detect physical intrusion and clear memory.
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TABLE C-2, Continued)
OSM MODULE DESCRIPTIONS

MODULE DESCRIPTION

CONTROL Maintain “nuxt function" parameter. Perform an N-
way ovranch to application.




TABLE C-2, Continued
MU MODULE DESC®IPTIONS

MODULE

DESCRIPTION

INIT
PVLST?

QSMTP

SW UART

IDLE
INT

UPDATE

HEALTH

SLEEP

CONTROL

Clear RAM, set up register allocations.

Receive, inspect, and change commands from PVU and
update RAM, Echo back message when complete.

Receive poll request from an JSM, encrypt and
respond with status information. Recuive OSM
acknowledgement. Receiving input is governed by a
delay counter to prevent “communication collisions”
because the 0SM and all MUs communicate on the same
deta bus. Also it pre.2:ts an intruder from
fiequently polliing an .U, thus delaying the
discovery of the MU encrypticn key.

Perform general [/0 functions such as detecting
input, receiving a byte, signaling output and
transmitting a byte.

Enable interrupts and wait for a clock interrupt.

Decrement delay counter for OSM input and software
UART tier.

Gather sensor and self status, current and
cumulative.

Perform self checks and if a failure 1s
encountered, wait for reinitialization under
‘;ardware control.

Maintain parameter denoting the amount of time MU
4111 operate on battery. When time expires,
suspend MU activities until power is restored.

Maintain “"next function" pa ameter. Perform an N-
way branch to applications.
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Continued

BUII MOANRII E NECrD 10T TAN
PVU MODULE DESCRIPTIONS

DESCRIPTION

ISMTP

Clear RAM, set up register allocations.

Receive, echo back, and execute inspect and change

cu
command from CP and update RAM when requested.

Format buffer and output to CRT.

Receive user input, interpret, and perform
command Commands include modify/display memory,
enable “TPs" and control user access to PVU.

[ssue inspect and change command and verify when
initializing an OSM. Generate and send poll
request, receive and store data and send
acknowledgement when inspecting on QSM.

Issue inspect and change command and verify when
initializing a CIU. Generate and send poll
request, receive and store de«ta, and send

~r

acknowledgement when inspecting a CIU.

[ssue inspect and change
modifications when init

Perform general
input, recei
transmtty

SW UART

interrupt,

i nt Nt
nterrupt ’

orm self checks and
encnuntered, wait for

nardware control




TABLE C-2, Continued
PVU MODULE DESCRIPTIONS

MODULE DESCRIPTION

SUICIDE Detect physical intrusion. If condition is beyond
a severity threshhold, clear memory.

LOCKOUT Inspect parameter denoting number of unsuccessful
login attempts. If too many, ignore login attempts
for a certain time period.

wJUNTROL Maintain “next function" parameter. Perform an N-
way branch to applicition.




3.1 TRANSEAVER-Sensor Interface

TRANSEAVER shall interface to all sensors through an MU. Up to eight
independent, normal/abnormal signals shall be provided by the sensor to the
MU.

To simplify MU-sensor interface design, the MU shall provide the following
to the sensor:

(1) +5V DC reference voltage
(2) Ground reference
(3) +11 to +15V DC at 5mA continuous power

(4) Logical "1" acknowl edgement signal upon completion of obtaining
sensor status.

Where possible, existing sensors that interface to this standard will be
used. Otherwise, interfaces shall be designed as needed.

3.2 Intra-TRANSEAVER Interfaces

Table C-3 describes the required characteristics of the intra-TRANSEAVER
interfaces. The data items that shall be transmitted across these
interfaces are identified in Table C-4. This table only identifies the
minimum information to be transmitted and does not imply a required message
organization or *ransmission procedure. Note that all interfaces except
PVU-MU are used in sensor status flow. The PVU interfaces are used for
TRANSEAVER installation/maintenance and facility inspection. The PVU-MU
interface is used only during MU installation. Subsequent use of the PVU
will be at the 0OSM.

3.3 TRANSEAVER-Inspector Interfaces

TRANSEAVER shall interface to inspectors through the RVU or the PVYU. These
interfaces shall je used to:

(1) Alert inspectors to special situations.

(2) Provide control of TRANSEAVCR automatic operations and present
automatically generated outputs.

(3) Direct TRANSEAVER demand operations and present demand-generated
outputs.

(4)  Install TRANSEAVER elements.
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TABLE C-3

INTRA-TRANSEAVER INTERFACE CHARACTERISTICS

Interfaces
MU-0SM MU-PVU 0SM-PVU 0SM-C U CIu-RVU PVU-RVU
Purpose of Interface Sensor/MU Install MU Install TRANSEAVER Status Status Transfer
Status Update Sensor, Trouble on the Shipment, Update Update Shipment OSM
Shoot Trouble Shoot, Parameters
Status Dump
Type of Interface Wire Line Wire Line Wire Line Wire Line  MARISAT Wire Line
Fiber Optics
Option
Maximum Transaction** 1 per second 1 per 10 seconds 1 per 10 seconds 1 per 1 per 2 per day
Rate (nuwber/tine) 10 seconds 6 hours
Maximum Transaction 1/30 second 1/3 second 1 second 1 second 3 minutes* 3 minutes
[me
Initiator of Interface 0OSM PVU PVU clv RVU PVU

Comnunications

* Depending on communication quality.

**A transaction is a poll for the MU-OSM and OSM-RVU interfaces, and a command for the PVU interfaces.




TA

C-4

INTRA-TRANSEAVER [NTERFACE OATA [TEM TRANSMISSION REQUIREMENTS

Interface

Transmitted Cata [tems

Comments

Sensor to MU

MU to OSM

osM

to MU

MU to PVY

vy

OSM

vy

osH

-~ oy
-

Yy

to W

to PVU

to OSM

to JSM

to VY

Current Sensor Status

MU Stitus

MU [dentity
MU Function Command

MU Status

MU [dentity
MU Cryptographic Parameters
MU Function Commands

0SM Status

O0SM-MU Polling Paraieters

OSM Historical Activit, Counts

Predefined MU Alert Status
Conditions

AVU Telephone Parameters

0SM Identity

MU [dentity

OSM Cryptographic Parameters

MU Cryptographic Parameters

QSM Function Commands

OSM-MU P011ing Parameters

Predefined MU Alert Status
Conditions

RVl Telephone Parameters

OSM Status

OSM-MU Polling Parameters

OSM Historical Activity Counts

Pra<.fined MU Alert Status
C.nditions

QSM [dentity

MU [dentity

0S4 Functicn Commands

JSM-MU 29iling Parameters

Predefined MU Alert Status
Conditicns

CIU-0SM [dentity

CIU-0SM Cryptographic
Parameters

CIu-0SM Status

My Status

CIU-0SM-MU Polling Parameters

Predefined MU Alert Status
Conditions

]YU Telephone Parametears

£ach MU need receive data from only one sensor.
A sensor need transmit a given data dyte to
only one MU. Sensors needing to transmit more
than eignt conditions will use myitiple MUs.

Each OSM sha!l receive data from up %o 30 MUs.
£ach MU need transmit data to only one OSM.

£ach MU need receive data from only one OSM.
Each OSM shall transmit data to up to 30 MUs.

Each PVU shall receive data from up to 30 MUs.
Each MU need transmit data to oniy cne PVU.

Each MU need receive data from only one PVU.
Each PVU shall transmit data to up %o 30 MUs.

Each PVU shall receive data from one OSM.
Each 0SM need transmit data to only one PVU.

Each OSM need recetve data from only ane PVU.
Each PVU need transmit data to only one OSM.

The C[U shall receive data from several JSMs.

Each OSM need transmit data to only one CIU.

The OSM need receive data from only one CIU.
The CIU shall transmit data to many 0SMs.

Tha RVU shall recefve data fram one PVU.
Each PYU need transmii +1.s to one RVU.



TABLE C-4, Continued

INTRA-TRANSEAVER INTERFACE DATA [TEM TRANSMISS[ON REQUIREMENTS

-

Interface Transmitted Data [tems Comments
RVU to VU CIyu-3SM [dentity fach °VY reed receive data from one RVU.
CIy-0SM Cryptographic The RYU shall transmit data to one °VU.
Parameters
Site Configuration Parameters
CIlU to RVU ClU-OSM Status The RYU shall receive data from up to 300 Clus.
CIU-0SM-MU Polling Parameters Each CIU need transmit data to only one RVU.
CIU-0SM Historical Activity
Counts
Predefined MU Alert Status
Conditions
Navigational Data and Alerts
]VY to CI CIU-OSM [dentity The CIU need receive data from only one RVU.

MU [dentity

CIU-QSM Function Commands

ClU-0SM-MU Polling Parameters

Pradefined MU Alert Status
Conditions

The RVU shall transmit data %o up to 500 ClUs.
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(8) Limit access to the TRANSEAVER sys*2m to authorized personnel
and protect the TRANSEAVER systam data fram accidental or
unauthorized actions.

Outputs from TRANSEAVER shall consist primarily of displays and printed
reports.* Other outputs, consisting of audio-visual alarms and telephone
calls, shall be used in alert notifications. All TRANSEAVER outputs shall
be designed to include human factors considerations. Inputs to TRAMSEAVER
shall consist of function designation and parameter specification (when
needed) .** The RVU shall provide simple, easy-to-use interface features,
including at least positive system response to inputs, clear error messages
(to permit correction of entries), minimization of keystrokes, and a simple
form of on-line assistance. The PYY shall provide at least the first three
of the above features.

The following paragraphs describe the TRANSEAVER-inspector interface.

3.3.1 Alert Notification

The RVU, PVU, OSM, and CIU each have the capability to detect specified,
predefined alert status conditions. The inspectors shall be notified about
the detection of these conditions as fo!lows:

(1) The RVU and PVU shall be able to generate special, preformated
and/or predefined displays.

(2) The RVU shall be able to print special preformated and/or
predefined reports.

(3) The RVU and PVU shall be able to activate special audio-visual
alarm signals.

(4) The RVU shall be able to dial local telephone numbers to contact
inspectors.

(5) The RVU shall be able to transmit a recognizable audio signal to
a previously dialed and answered local telephone.

(6) The RVU shall be able to repeat a predefined alert process until
input ackncwledging the alert notification is received.

(7) The PVU shall be able to suspend further operations until an
fnput acknowledging the alart notificaiton is received.

(3) [nspectors shall be able to predefine an RVU alert process to
include any combination, in any order, of i*ems (1) - (6).

* See Tables C-5 and C-5.
** See Tables C-7 and C-8,
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TABLE C-5
PARTIAL LISTING OF RVU DISPLAYS AND REPORTS

RVU Display
Power on display
Login display
Logoff display
Poweroff display
Prompts to manually establish communication link te CIU
Successful establishment of communications with CIU display
Unsuccessful attempt to establish communications with CIU display
Establish communications with PVU display
Terminate communications with CIU display
Terminate communications with PVU display
PVU initialization display
Specific MU-sensor detailed status report display
MU-sensor status summary display
CIU status report display
CIU communication status report display
PVU status report display
RVU status report display
Specific sensor parameters display
Summary sensor parameters display
Specific MU parameters display
Summary MU parameters display
Specific CIU parameters display
Specific CIU communication parameters display
Specific PVU parameters display
Summary PVU parameters display
RVU parameters display
Activity summary display
nlert display
Alert summary display
Newly acquired status reports display
Communication usage display
RVU automatic activities display
Inspector activities display
Command CIU to transmit CIU status display
Command CIU to transmit CIU parameters display
Command CIU to transmit specified MU status display
Command CIU to transmit specified MU parameters display
Command CIU to transmit all MU status display
Command CIU to transmit all MU parameters display
Command CIU to poll a specified MU dicplay
Command CIU to poll all MUs display
Command CIU to change CIU parameters display
Command LIU to change specified MU parameters display
Command RVU to poll a specified OSM display
"Trip Planning” display



TABLE C-5, Continued

"Help" displays

Change criticality parameters display
Change sensor parameters display
Change MU parameters displeo.

Change CIU parameters “ .iplay

Change PVU parameters display

Change RVU parameters display

Alert notific:%ion display

Alert acknowledgement display
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TABLE C-6
PARTIAL LISTING OF PVU DISPLAYS

PVU Displays
Power on display
Login display
Access permanently set to status interrogation only display
Logoff display
Poweroff display
Successful establishment of communications with CIU-0SM display
Unsuccessful attempt to establish communications with CIU-OSM display
Establish communications with RVU display
Terminate communications with RVU display
Terminate communications with CIU-0SM display
Successful MU initialization display
Unsuccessful MU initialization display
Initialize CIU-0SM display (page 1)
Initialize CIU-OSM display (page 2)
PVl initialization from RVU display (page 1)
PVU initialization from RVU display (page 2)
Successful MU checkout display
Defective MU display
Successful CIU-0SM checkout display
Defective CIU-OSM checkout display
Successful PVU self check display
Defective PVU display
Specific MU detailed status report display
MU status summary display (up to 6 pages)
CIU-0SM status repo-t display (page 1)
CIU-0SM status report display (page 2)
PVU status report display
MU polling parameters display
MU alert cendition parameters display
RVU telephone parameters display
CIU-0SM initialization default values display
Sensor (MU initialization) default parameters display
Command 0OSM poll of all MUs display
Command OSM poll of a specified MU display
Command CIU poll of all OSM displays
Command CIU poll of a specified OSM display
Add an MU display
Delete an MU display
Change MU polling parameters display
Change MU alert condition parameters display
Change MU sensor type display
Change sensor status mask display
Change sensor default 0SM-MU polling parameters display
Change sensor default alert condition cisplay
Change RVU telephone number display
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TABLE C-7
PARTIAL LIST OF INSPECTOR COMMANDS TO RVU

Inspector commands
Access commands
Power on
Logon
Logoff
Power off
Communications commands
Establish communications
Auto dial CIU
Manual dial CIU
With PVU
Terminate communications
With CIU
Wwith PVU
Initialization commands
Initialize PVU
Interrogation commands
Status reports
Sensor
MU
CIu
CIU communication
PVU
RVU
Parameter reports
Sensor
MU
OSM
CIu
CIU communication
PVU
RVU
Activity reports
Time period summaries
Alerts
Newly acquired status reports
Communication usage
RVU automatic activites
Inspector directed activities
Display next page
Print hard copy
Action commands
Command CIU to
Transmit CIU status
Transmit CIU Parameters
Transmit OSM status



TABLE C-7, Continued

Transmit OSM parameters
Transmit specified MU status
Transmit specified MU paraneters
Transmit all MU status
Transmit all MU parameters
Poll a specified MU
Poll all Mus
Change CIU parameters
Change 0SM parameters
Change specified MU parameters

RVU
Poll a specified CIU

“Trip Planning”

"Help"

pdate commands

Change criticality parameters

Change sensor parameters

Change MU parameters

Change OSM parameters

Change CIU parameters

Change PVU parameters

Change RVU parameters

Update sensor, MU, OSM, and CIU status basad upon PVU inputs

Alert acknowledgement




TABLE C-8
PARTIAL LISTING OF INSPECTOR COMMANDS TO PVU

Inspector commands
Access commands
Power on
Logon
Permanently set access to status interrogation only
Logoff
Power off
Communcations commands
Establish communications
With OSM
With CIU
With RVU
Terminate communications
With OSM
With CIU
With RVU
Initialization commands
Initialize MU
Initialize OSM
Initialize CIU
Accept PYU initialization from RVU
Diagnostic commands
Check out MU
Check out 0OSM
Check out CIU
Self check PVU
Interrogation commands
Status reports
MU
OSM
CIu
PVU
CIU operating parameter reports
OSM polling parameters
Alert status condition parameters
RVU communication initiation parameters
OSM operating parameter reports
MU polling parameters
Alert status condition parameters
PVU operating parameter reports
Sensor parameter default values
OSM initialization default values
CIU initialization default values
Sensor parameters
Display next page
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TABLE C-8, Continued

Action commands
OSM poll all Mus
0Sit poll a specified U
CiU poll all OSMs
CIU poll a specified OSM
Jjpdate commands
Change onboard configuration
Add MU
Delete MU
Change OSM operating parameters
MU polling parameters
Alert status condition parameters
Change CIU operating parameters
OSM polling parameters
Alert status condition parameters
RVU communication initiation parameters
Change PVU operating parameters
Sensor parameter default values
CIU-0SM initialization default values
Sensor parameters
MU cryptographic parameters
CIU-0SM cryptographic parameters
Update CIU-0OSM memory
Update RVU data base
Alert acknowledgement




(9)

(10)

(11)

(12)

(13)

Inspectors shall be able to predefine a PVU alert process to be
item (1); items (1) and (3), or items (1), (3), and (7).

Inspectors shall be able to define a unique alert process for
any given alert status condition.

Inspectors shall be able to define a common alert process for
two or more alert status conditions.

Inspectors shall be able to acknowledge all alerts with special
inputs and messages entered at the RVU or PVU as appropriate.

Inspectors shall be able to acknowledge locally telephoned alert
notifications by a predefined telephone touch-tone sequence.

3.3.2 Automatic Operation Interface

The kYU provides the primary automatic operation interface of the
TRANSEAVER system. The PVU provides supplementary automatic operation
interface capability at CIU-OSM sites. This automatic operation interface
shall consist of the following:

(1)

(4)

(5)

(6)

Upon inspector command, the RVU (having established a Tink with
a specified CIU-0SM) and PVU shall command the CIU-0SM to alter
0SM-MU polling parameters, predefined MU alert status
conditions, or the RVU telephone parameters.

Upon inspector command, the RVU shall alter its predefined MU
alert status conditions, predefined CIU-OSM alert status
conditions, predefined RVU alert process parameters, RVU-CIU
polling parameters, and any narrative data.

Upon inspector input, the PVU shall alter its predefined CIU
alert status conditions and predefined alert process parameters.

The inspector shall be able to designate any display or printed
report for automatic generation after passing of a specified
time interval.

The RVU shall present automatically generated displays at the
RVU console.

The RVU shall print automatically ¢-1erated reports on the RVU
line printer.

The PVU shall present automaticaily generated displays on its
self-contained display.
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3.3.3 Demand Operation Interface

The RVU provides the primary demand operation interface of the TRANSEAVER
system. The PVU provides supplementary demand operation interface at CIu-
OSM sites. This demand operation interface shall consist of the following:

(1)  Upon inspector input, the RVU or PVU shall immediately execute
any of its “unctions and display the results of the execution,

(2) The RVU shall present demand-generated displays at the RVU
console.

(3) Upon inspector command, any predetermined display on the RVU
console shall be printed on the RVU line printer,

(4) The RVU shall print demand-generated reports on the RVU line
printer.

(5) The PVU shall present demand-generated displays on its self-
contained output device.

(6) A1l PVU displays shall be completed within three seconds after
inspector command, except for those reports that require CIU-0SM
interrogation. The latter reports shall be displayed within
three.seconds of receipt of the necessary data by the PVU. An
intervening "wait" display shall be presented to assure the
operator that the PVU is still operating.

(7)  Upon inspector command, the RVU shall move portions of the
historical and archive records to an off-1ine medium.

(8) Upon inspector command, the RVU shall load portions of the
historical archive records from an off-1ine medium.

(9) Historical and archive record movement shall be selectable based
on record type (including, at least, CIU-OSM status, alert
status conditions, telephone usage, RVU automatic activities,
RVU access log, and operator activities), record time (within a
specified time period), or record geographic location.

(10) Hhistorical and archive record movement shall not interfere with
other RVU functions.

3.3.4 TRANSEAVER Subsystem Installation

The PVU is the on-site CIU, OSM, and MU installation and fault isnlation
tool. The RVU provides remote fault isolation data at a central
facility. The PVU and RVU shall provide the following capabilities:
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Jjpon inspector input, the PVU shall initialize an MU by
providing to the MU at least the MU identity and MU
cryptographic parameters.

Uppn inspector input, the PVU shall initialize an OSM by
oroviding to the OSM at least the OSM ‘dentity, OSM
cryptographic parameters, OSM-MU polling parareters, OSM
historical activity counts, predefined MU alert status
conditions, RVU communication parameters, attached MU
identities, and attached MU cryptographic parameters.

Upon inspector input, the PVU shall attach one or more
additional MUs to an OSM by providing to the OSM at least the
additional MU identities and additional MU cryptographic
parameters.

jpon inspector input, the PVU shal! delete one or more MUs from
the OSM.

Upon inspector input, the PVU shall initialize a CIU by
providing to the CIU at least the CIU identity, CIU
cryptographic parameters, CIU-OSM polling parameters, CIV
historical activity counts, predefined OSM alert status
conditions, RVJ communication parameters, attached MU
identities, and attached MU cryptographic parameters.

Upon inspector input, the PVU shall attach one or more
additional OSMs to a CIU by providing to the CIU at least the
additional 0SM identites, and additional 0SM cryptographic
parameters.

Upon inspector input, the PVU shall delete one or more OSMs from
the CIU.

The PYU shall be able to provide default values for any
initialization parameters.

The inspector shall be able to input values for any

initialization parameter.

Jpon inspector input, the PVU and RVU (having established a link
with a specified CIU) shall display the values of any CIU, OSM,
or MU data element.

Upon inspector input, the PVU and RVU (having established a 1ink
with a specified CIU) shall aiter the values of any CIU, JSM, or
MU data element.

Jpon inspector input, the PVU and RVU (naving estab’ished 1 link
with a specified CIU) shall command the CIU or its attached CluUs
and MUs to execute any of its functions and shall display the

results of the execution.




3.3.5 Access Control

Both the RVU and PVU shall minimize unauthorized access to their respective
data and functions. Hardware and software provisions will be included to
address the following goals within the constraints of cost, size, and power
and within the imposed state of available technology.

(1) The RVU and PYU access procedures shall be designed to prevent
unauthorized users.

(2) The RVU and PVU shall log all access attempts.

(3) Thre. repeated unsuccessful PVU access attempts shall cause the
PVU to selectively clear its memory and become inoperative.

(4) Three repeated unsuccessful RVU access attempts shall be an
alert status condition.

(5) PVU users shall not be 2.le to alter the PVU access log.

(6) RVU users shall not be able to alter the RVU historical and
archive records.

(7) A TRANSEAVER access connection shall be severed after five
minutes of user inactivity.
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APPENDIX D
TRANSEAVER GENERA" SERVICE REQUIREMENTS

In addition to satisfying the specific functional requirements delineated
in Appendix C, the TRANSEAVER system must also satisfy several general
service requirements including operation under adverse envirommental
conditions and operation despite attempts by unknown parties to deceive or
subvert system elements. Further, TRANSEAVER elements must satisfy overall
system reliability, maintainability, safety, and packaging requirements.
These general service requirements are specified in the following sections.

1. Environmental Requirements

As a minimum, the MU, OSM, CIU, PW, and RVU shall withstand the environ-
mental conditions delineated in Table D-1. In addition, for protection
against electro-magnetic interference (EMi), the MU, OSM CIU, and PVU
shall conform to the applicable portions of [EEE Standar: 472-1974 and
shall be able to pass the UL Dust Test. Further, both t e MU and PVU shall
be ab}e to pass the UL Shock Test; and the MU shail be able to pass the UL
Rain Test.

2. Tamper Indication and Resistance Requirements

TRANSEAVER must be able to function despite possible attempts by unknown
parties to disrupt or deceive TRANSEAVER elements. To this end, the
TRANSEAVER system must incorporate both physical and operational measures
to detect and/or resist tamper attempts. As a minimum, TRANSEAVER elements
and interfaces shall include the tamper indication/resistance measures
listed in Tables D-2 and D-3.

3. Maintainability Requirements

TRANSEAVER elements, other than the RVU, shall be designed for maintenance
by replacement. The RVU shall be maintained by preventative maintenance
and standard data processing repair procedures.

The MU and inexpensive components in the MU-OSM link shall be designed to

be “throw away" units. Other communication components, OSMs, CIUs, and
PVYUs shall be returned to a central maintenarce facility to be repaired.

4, Safety Requirements

TRANSEAVER elements must incorporate fail-safe provisions and human factor
considerations (such as rounded corners, appropriate markings, and one-way
connectors) to assure that no electrical or other hazard exists to
maintenance or other personnel. Since it is not feasible to demonstrate
conformance to all potential standards, TRANSEAVER elements, as a minimum,
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TABLE D-1

ENVIRONMENTAL REQUIREMENTS

system [ lement

Portable Remote
Monitoring On-Site Communication Verification Yerification Communication
Laviromsental Condition Unit Multiplexor Interface Unit Unit Unit tQuipment
femperature (Celsius) 0 to +50* +10 to +50 +10 to +50 0 to +50 +10 to +50 +10 to +50
Altitude (Meters) -
Uperating 0 3,000 g 3,000 ] 3,000 U 3,000 0 3,000 0 - 3,000
o sLorage 0 10,000 0 10,000 0 10,000 0 10,000 ) 3,000 0 - 10,000
Relative Humidity (%) 20 100 (with 20 b ) 20 95 20 95 20 95 20 95
condensat ton)
)
Radiation (Rads/3 years) !.;4 104 ln‘ h)‘ 10¢ 10¢
*Specific factlity installation may require operation over a broader temperature range. In this event, additional provisions will

be made for the basic MU and for the PVU during installation, if necessary.




KLQUIRED TAMPLR

TABLE D-2

————

INDECATION/RES ISTANCE MEASURES - SYSTEM ELEMENT

System tlement

Transaction* Attempt

Communicatfon  Portable “Remote
Monitoring On-Site Interface Verification Verification Communications
Kequirement Unit Multiplexor Unit Unit Unit Equipaent Remarks
PUHYS ICAL MEASURES
Power Status Sensing/ Yes Yes Yes No Yes Yes Detect disconnect
Reporting
Memory Protection Upon Yes Yes Yes Yes N/A Yes Survive power loss
Power OFf
Protective Polting Total** Selected Selected Selected No No Encryption keys
Modules Modules Modules protected
Physical Penetration N/A** Yes Yes Yes No Yes Detect intrusion
Detect ion
Critical Mewmory Erasure  N/A** Yes Yes Yes No Yes Pretect encryption
Upon Penetration keys
Detect and Record N/A** Yes Yes Yes Ne Yes Detect intrusion
Abnormal Opening of
lous ing
Detect and Record N/A** Yes Yes Yes No Yes Record rate of
Norwal Opening of inspection
Housing
OPENAT IONAL MEASURLS
Record Unsuccessful Yes Yes Yes Yes Yes No Detect possible

intruder
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TABLE D-2, Continued

égun £ lement
Communication e

e
Monitoring On-Site Interface Verification Verification Communicat ions
Regu i rement Unit Multiplexor Unit Unit Unit Equipwent Femarks
Record Successful Yes Yes Yes Yes Yes No Record rate of use
Transaction* Activity
Limit Transaction* Yes Yes Yes Yes Yes N/A Protect from forced
Rate {1 per sec) (1 per 10 sec) (1 per 5 min) (after 3 (after 3 cycling or tie-up
unsuccessful  unsuccessful
attempts) allempts)
Record Invalid N/A Yes Yes Yes Yes N/A Detect possible
Transaction* Responses I1ntruder
Log Transaction* N/A N/A N/A Yes Yes N/A Record rate of
and Activities transactions
Prohibit Changing of N/A N/A N/A Yes Yes N/A Protect records

Logs and Instorical

Data

* A lransaction 1s a poll for the CIU, OSM, and MU or a logon for the RVU/PYU.
** MU will be potted thereby requiring physical destruction to penetrate.




REQUIRED TAMPER

TABLE D-3

INDICAT ION/RES ISTANCE MEASURES - SYSTEM INTERFACES

(=

MU- PVU- RVU-
Requirement Sensor  MU-0SM MU-PVU 0SM-PVU 0SM-CIu CIU-RVU PVU-RVU Inspector  Inspector
PHYS ICAL MEASURES
Detect Physical Yes Yes No No No Disconnect  No N/A N/A
Disconnect Part of
Norma
Operations
OPERAT IONAL MEASURES
& Encrypt Communications No Yes Yes Yes Yes Yes No No No
Password Access
Protection No Optional Optional Optional Optional Optional Optional  Yes Yes




shall conform to the appropriate portions of the UL standards listed in
Table D-4.

5. Packaging Requirements

A1l TRANSEAVER elements shall satisfy the following general packaging
requirements:

(1)  The type and color of paint or other coating to be applied to
the TRANSEAVER elements shall be specified by the ACDA.

(2) Different system elements shall be readily identifiable by their
external appearance.

(3) Each element shall have an identification number visible on the
outside for use in inventory control.

Individual TRANSEAVER elements (except for the RVU) shall satisfy the
specific requirements presented in Table D-5. MNo specified packaging
requirements apply to the RVU, with the possible exception of the operator
console, since the RVU is expected to be a commercially available, general-
purpose computer.

6. Reliability and Survivability Requirements

The TRANSEAVER system will be designed to support three modes of operation:
(1)  Primary Mode:
Supports all TRANSEAVER system functions under site power
(normal or emergency),
(2) Back-Up Mode (on-board devices):
Same as primary mode except under battery power (applies during
power change-over operations); and
(3) Quiescent Mode (on-board devices):
Under the quiascent mode none of the primary system functions
are supported, i.e., changes to sensor state are not recorded
nor are these changes communicated.
The secondary functions supported by the quiescent mode are to retain:
(1) Memory of MU/sensor initialization data,
(2) Memory of encryption parameters, and
(3) Memory of sensor state prior to entering quiescent mode.

As such, the quiescent mode permits a site TRANSEAVER system to be
automatically revived after extended power outages.
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TABLE D-4
SAFETY REQUIREMENTS

System Element

Communication Portable Rewote
Monitoring O, site Interface Verification Verification

UL Standards Unit Multiplexor Unit Unit Unit
#796 Printed Wiring

Board, Electrical X X X X X
#478 Data-Processing Units

and Systems, Electronic X
#611 Burglar Alarm Units and

Systems, Central Station X X X
#609 Burglar Alarm Units and

Systems, Local X X

System Interfaces
UL Standards MU-Sensor MU-0SM MU-PVU 0SM-PVU 0SM-CIU CIU-RVU

#634 Connectors and
Switches for
Use with Burglar
Alarm Systems X X X X X X







TRANSEAVER system hardware will be fabricated using the best. available
commercial components zonsistent with cost and other constraints on ihe
hardware design (heat dissipation, fabrication procedures, workmansnip).
Table D-6 shows, by device, goals associated with system reliability. The
nean-time-to-repair estimates assume that spare parts are available
that either devices (MU) or boards are replaced. At
hardware design effort, quantitative estimates will
yperating 1ife (failure rate) and reliabil
subsystems.

and
the completion of the
be made for the

ity of the system and 1ts major
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INTRODUCT ION
T i

y Assurance Plan defines the program Energy Incorporated
ement to comply with the quality assurance requirements
juring Phases Il and III for the Transportation by Sea Verification System
TRANSEAVER). The plan will provide the monitoring necessary for
tion that project criteria are met. Audits and surveillances will
serformed during design, procurement, fabrication, and engineering

activities to assure compliance with the plan.




1.0 ORGANIZATION
i ST

The organizational structure of Energy Incorporated and the duties an

respensibilities of key individuals shall be as
the EI Quality Assurance Manual and Section 1.0
Procedures Manual. This manual section (1.0) i

in its entirety,

descCribed in Section

of the EI Engineering
s applicable to this p

2.0 QUALITY ASSURANCE PROGRAM

Section 2.0 of the EI ualit, Assurance Manual

procedures, and training is applicable to this

3.0 DESIGN AND ANALYSIS

dealing with QA manual

- AA
3, <N

project 1n its entirely,

CONTROL

-~

tion 3.0 of the ¢l Quality Assurance Manual

2 and Section 4.0 of the EI
:qg.nee,.ng D"“'-EQ res Manual d 1in wit A i 3l i antrnl
engin ‘ ocedu }anual dealing with design and anal ysis control are
applicable to this project in their entirety plus the following
requirements.
" -
3.1 After original approval by ACDA, proposed design changes shall be

suomitted to ACDA for review and comment prior to their

nplementation,

4.0 PROCUREMENT DOCUMENT CONTROL
All procurement documentation required will conform Lo Section 4.0 of the
El Quality Assurance Manual in its entirety and to the EI Procurement
°rocedures,
5.0 PROCEDURES, INSTRUSTIONS. AND DRAW INGS

Section 5.0 of the EI Qua ty Assurance Manual and Section 4.0 of the
Engineering Procedures Manual will apply in their entirety to Phase [I of

*hi e A3 and
-N1s project.




: e EI and Section 5.0 of the El

Section 6.0 of the
their entirety
Y

v this project

7.0 CONTROL OF PURCHASED MATERIAL, EQUIPMENT, AND SERVICES

Section 7.0 Jality Assurance Manual

of the EI

project in its entirety and 1s supplemented as foll

1

concurrent

.1 Source inspection plans shall

be prepared, as

required,

requirements

for the

? with the Jreparation of the quality assurance
procurerant package.

Source inspection plans shall be submitted to ACDA
and concurrence prior to implementation.

PARTS, AND COMPONENTS

8.0 IDENTIFICATION AND CONTROL OF MATERIALS

i Section 8.0 of the EI Quality Assurance Manual will apply in its entirety
¥y to Phase [I of this project.

)

Pl 9.0 CONTROL OF SPECIAL PROCESSES
]
‘ Section 9.0 of the Juality Assurance Manual and Section 4.0 of the El
i Engineering Procedures Manual will apply in their entirety to Phase [l of
) this project.

#

.t 10.0 INSPECTION

Section 10.0 of the EI Quality Assurance Manual is applicable tc Phase Il

. n its entirety as t applies to source inspection plans prepared Dy €I and
, )
‘
T " : o 3 .A v F1
e source inspections conducted Dy tl.
é‘—;;‘
E=9
—— . . S— — - :
[ ] B i s - <
[ o x g e . i




TEST AANTON
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Quality Assurance Manual and Section 4,0 of E!

Manual will apply in their entirety to Phase

12,0 CONTROL OF MEASURING AND TEST EQUIPMENT

Section 12.0 of the EI Quality Assurance Manual will apply in its entirety

4

to Phase Il of this project.

13.0 HANDLING, STORAGE, AND SHIPPING

Section 13 of the EI Quality Assurance Manual will apply in
Phase J ect.

INSPECTION, TEST, AND OPERATING STATUS

apply in its entirety to

NONCONFORMING MATERIALS, PARTS, Ao COMPONENTS

Acsurance Manual will

~

[ Quality Assurance Manual is applicable to

-

of the
in its entirety with the additional requirement that

ion and followup documentation shall to ACDA.




URANCE RECORODS

T i 1
4 |

of the wality Assurance Manual is applicable to this

in its entirety. These requirements shall extend to, as a minimum,
)1 lowing documents.
System and Component Descriptions, Specifications, and Drawings
Design Calculations, Reports, and Computer Codes
Inspection, Examination, Audit, and Test Reports

Quality Assurance Program Policies and Procedures

Design Review Reports

18.0 AUDITS

1

Section 18.0 of the EI Quality Assurance Manual is applicable to this
project in its entirety. An audit shall be scheduled for this project at a
time appropriate to determine that the organization 1s performing the

function as required by the quality assurance program.
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