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ABSTRACT

The applications of four safeguards evaluation models to two

different example facilities are presented in order to demonstrate and

evaluate the overall utility of the models. The models used are (1)
Safeguards Automated Facility-Evaluation (SAFE), (2) Safeguards Network.

Analysis Procedure (SNAP), (3) Forcible Entry Safeguards Effectiveness

Model (FESEM), and (4) Insider Safeguards Effectiveness Model (ISEM).

A series of observations is made on the utility of the models-based on

the applications. Pros and cons for each of the models are identified,

model inputs and outputs are summarized, resource requirements are

specified, and the utility of the models, both general and for Nuclear

Regulatory Commission (NRC) purposes, is discussed. Finally, recommen-

dations are made regarding the use of these models for safeguards sys-

tem evaluation and for operational use by the NRC.
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APPLICATION OF SANDIA PHYSICAL PROTECTION METHODS
,

1. INTRODUCTION

This report is the culmination of a project performed for the
Nuclear Regulatory Commission, Office of Nuclear Material Saf.3ty and
Safeguards (NRC/NMSS), entitled " Application of Sandia Physical Protec-
tion Methods ."- The purpose of this project waa to apply four existing
safeguards evaluation models to two different example facilities in
order to demonstrate and evaluate the overall utility of the models and
to specifically address their utility with regard to possible future
operational use by the HRC. The four models used were

Safeguards Automated Facility Evaluation (SAFE),1,21.,

'

2. Safeguards Network Analysis Procedure (SNAP),
3. Forcible ."r.try Safeguards Ef fectiveness Mod'el (FESEM),5,6 and
4. Insider Safeguards Effectiveness Model (ISEM).

The two example facilities considered were a fuel cycle facility and a
nuclear reactor facility. All four models were applied to the nuclear

reactor f acility; howevcr, only SAFE and SNAP were applied to the fuel
cycle facility.*

The applications are presented to illustumce the use of the models
for the evaluation of safeguards systems; results should not be inter-
preted as absolute performance measures for actual f acilities. Also,

model outputs are only estimates of system performance. The accuracy

of the results is subject to the accuracy of the data and the modeling
assumptions used. The value of these evaluation models does not lie in
a precise estimation of the vulnerability of a system; rather, their

2
The SAFE and SNAP applications to the fuel cycle facility were

dCtually performed for the NRC Of fice of Regulatory Research (RES)
under a different contract. These ap" ications are only reviewed
briefly in this report for'the purpose of discussing model utility.

11
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volus is dsrivsd from ths insights gainsd into ths effectivanses of a
particular system and into important factors, or cocbinations of fac-
tors, which affect system-performance the most.

'

1.1 REPORT ORGANIZATION

The main body of this report is concerned primarily with the
utility of the four models used and with general approaches for using
these models to evaluate safeguards systems. A brief overview of each
model application is presented in order to illustrate the utility of
each of the models. The applications of SAFE and SNAP to the fuel
cycle facility are presented first, followed by the applications of
SAFP, FESEM, ISEM, and SNAP to the reactor facility. A series of

observations on the utility of each of the models is made based on each
particular application. After the applications have been presented,
advantages and disadvantages of the models are identified, model inputs
and outputs are summarized, resource requirements are specified, and
the utility of the models, both general and for NRC purposes, is dis-

'

cussed. Finally, recommendations are made regarding the use of these
models for safeguards system evaluation and operational use by the NRC.

A detailed description of the SAFE, FESEM, ISEM, and SNAP appli-
cations to the reactor facility are presented in Appendices A through
D, respectively. The SAFE and SNAP applications to the fuel cycle
facility are not detailed in this report.*

1.2 CHARACTERIZATION OF SAFEGUARDS EVALUATION MODELS

In general, the scope of a safeguards evaluation model can effi-
ciently address one of two issues: (1) global safeguards effectiveness

or (2)-vulnerability analysis for individual scenarios. The global ap-

proach considers the entire safeguards system of a facility, i.e., the

composite systan of hardware and human components, in one analysis and
produces a figure of merit for the facility. The single-scenario ap-
proach considers a single adversary scenario and the vulnerabilities of
that portion of the safeguards system which participates in the sce-
natio. This approach evaluates how effectively a safeguards system can
defend against a specific adversary scenario.

.

The SNAP application to the fuel cycle facility will be documented
at a later date.

-12
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A c02plete evaluation'of a safeguards system should provide global
performance' measures and yet should also include consideration of
detailed ncenarios. 'A safeguards evaluation method can be termed glob-
ally ' complete ifuit can feasibly be used to evaluate or bound the ef-
fectiveness of'a-safeguards system'for all reasonable scenariok. A

safeguards evaluation method can be termed scenario-complete if it can
feasibly be used to evaluate the safeguard system's effectiveness for
each scenario considered in sufficient detail to accurately represent
all relevant considerations.

-Figure 1 shows a family of completeness curves. The extent to
which a. safeguards evaluation is complete is a function of three fac-
-tors: (1) the degree of global ~ completeness, (2) the degree of scenar-
.bo completeness,.and-(3) the amount of. resources expended to perform
the evaluation (includes 1 analyst and computing resources). Ideally, a

-singleLevaluation method would provide a high degree of both global and
scenario' completeness along with reasonable resource requirements.
However, bcsed on current generation models, current computer technol-
ogy, and limited analyst time, such a model is simply not feasible.
Currently, global evaluation techniques do not allow an in-depth con-
sidetation of scenario detail, while the scenario techniques may re-
quire an' unacceptably excessive amount of analyst and computing time in
order to evaluate a sufficient number of scenarios to approach global
completeness.

'Some combination of global.and single-scenario techniques offers a
promising approach to achieving a reasonable level of overall complete-
ness. First, a global model could be applied to an entire facility to
evaluate its overall capability to interrupt and neutralize adver-
saries. Then, a-scenario model could be applied to specific individual
scenarios which were generated by the global model in order to address
more' detailed or procedural' aspects of the safeguards system (e.g.,
guard' tactics, alarm hierarchies, random patrols, etc.). The scenarios

5

examined could be limited to those found to be most vulnerable by the
global model. The scenario model could also address special adversary

attack sequences of concern that have been devised by experts.

: Development of physical protection models has evolved along the
two orientations described'abovet. global and scenario.8 The single-

scenario approach provides the capability of representing individual
scenarios in detail; it allows representation of complex tactics that~

13
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Figure 1. A Family of Completeness Curves

might be used by adversaries as well as by the security forco. The
ability to reflect this detail lends credibility to the evaluation of
individual scenarios. However,'an evaluation of the effectiveness of a

physical protection system (PPS) in countering individual adversary
scenarios merely reflects the ability (or inability) of t.e system to
deal with those scenarios--it is likely to imply little'about the safe-
guards system as a whole. Consequently, to address this deficiency, a
global approach to the problem of evaluating safeguards system effec-
tiveness is also warranted.

The SAFE technique was developed with a global orientation. The

SAFE method consists of a collection of functional modules for facility
representation, component performance, adversary path analysis, and ef-
fectiveness evaluation. SAFE combines'these modules into a continuous
stream of operations. Through the use of this technique, a global
evaluation of a safeguards system can be provided by systematically
varying the parameters that characterize the physical protection com-
ponents of a facility to reflect the perceived adversary attributes and
strategies, environmental conditions, and site-operational conditions.
Global worst-case paths or scenarios are generated for esch target in
the analysis using SAFE.

14
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SNAP, FESEM, tnd ISEM era Ccinaric-Crisntid tschniqu2a. FESEM cnd

ISEM are early generation scenario models. FESEM was developed mainly
to address the outsider threat, whereas ISEM mainly addresses the

insider threat. SNAP is actually a simulation language developed i

cpecifically for the evaluation of PPSs. SNAP consists of a set of I

cafeguards symbols and rules for interconnecting these symbols into
network representations of individual scenarios. In the context of

vulnerability analysis, scenario techniques can provide insights into
the strengths (or weaknesses) of a safeguards system's ability to
counter specific adversary scenarios. The user of scenario models must

provide a method for generating scenarios, and the issue of how many
scenarios should be considered will always be a major concern in terms

of a comprehensive analysis of PPSs.

.
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2. MODEL APPLICATIONS

In this section, the applications of the four evaluation models
'

(SAFE, SNAP, FESEM, and ISEM) to the two different example facilities
(a fuel cycle facility and a nuclear reactor facility) are briefly
summarized. The applications of SAFE nnd SNAP to the fuel cycle facil-
ity are presented first.- The fuel cycle facility is representative of
very simple facilities, i.e., facilities that have a minimum number of
building floors or levels, a small number of buildings, and a minimum
number of targets.which need to be considered. The applications of

each of the_four models to the reactor facility follow. The reactor

facility is representative of complex facilities which may have many
levels and many targets to be considered. The reader is reminded that
the resulting output of these models is not necessarily representative
of any specific facility but merely represents example applications of
these evaluation methods.

2.l' FUEL CYCLE FACILITY APPLICATIONS

2.1.1 Fuel Cycle Facility Characterization-

The fuel cycle facility is a very simple single-level facility.*
The base case facility safeguards approximate those of a fuel cycle
facility prior to the implementation of the physical protection Upgrade
Rule 10 CFR 73.45. This facility contains two main targets, both of

which are material access areas (MAAs) from which special nuclear mate-

rial (SNM) can be removed. Although sabotage is also a concern, the

main concern in the case of the fuel cycle facility is theft of SNM.

The two targets are situated in two separate buildings. One target

represents a storage area in a warehouse, and the second represents a
vault in a process area.

* In the SAFE analysis, two levels were represented in order to con-
sider access into one of the facility buildings via a stairwell from
the roof.

17
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The entire facility is surrounded by an outer fence; a second

(inner) fence surrounds much of the interior of the facility. In

general, adversary paths to the target would require breaching the
outer fence, perhaps the inner fence, an exterior building door, and,
in the case of the vault, a vault door.

Base case security force assumptions include the presence of an on-
site security force consisting of five guards with access to shotguns.

2.1.2 SAFE Analysis of the Fuel Cycle Facility

Global Analysis -- Worst-case interruption * paths were generated
by SAFE for the fuel cycle facility. Access paths (which do not in-

clude removal) as well as complete theft paths (which do include re-
moval) were generated to each of the two facility targets. Base case
probability of neutralization ** measures were generated based on the
base case response force assumptions and an adversary force of three.
Interruption and neutralization measures were used to calculate overall
effectiveness measures (see Table 1).

Table 1

overall Effectiveness
(Base Case)

Probability of Probability of Probability of
Scenario Interruption Neutralization System Win

*o vault .95 .30 .29 >

To vault and exit .99 .30 .30
To warehouse .48 .30 .14
To warehouse and

exit .88 .30 .26

NOTE: Probability of System Win = Probability of Interruption
x Probability of Neutralization

*

The probability of interruption is the probability that the adver-
sary is detected with sufficient time remaining in his sequence for the
security force to respond and confront the adversary prior to comple-
tion of his goal.

**

The probability of neutralization is the probability of the secu-
rity force defeating the adversary during an engagement, given an
interruption.

18
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S:naitivitico were perform:d to considor the offset of additional
guards and/or different guard weapon types. Table 2 presents overall

performance results for a case in which there are seven response guards'

equipped with semiautomatic weapons.

Table 2

Overall Effectiveness
(Seven Guards with Semiautomatic Weapons)

Probability of Probability of Probability of
Scenario Interruption Neutralization System Win

To vault .95 .99 .94

To vault and exit .99 .99 .98

To warehouse .48 .99 .48 -

To warehouse and
exit .88 .99 .87

Specific Path Studies -- Sensitivity studies were performed using
the EASI Graphics' capability within SAFE to consider the effect of
specific parameters, such as response time, detection by certain sen-
sors, and delay times for certain barriers, on the probability of in-

~

terruption. The effects of changes in certain path-specific engagement

parameters, such as available cover and distance between combatants,
wera also examined.

Observations -- The following observatione were made on the use of

SAFE for the fuel cycle facility analysis:

1. For simple facilities such as the fuel cycle faciiity, it may

not be necessary to use a technique as sophisticated as SAFE

for physical protection evaluation. Rather, it may be pos-

sible to identify worst-case adversary paths purely by in-

spection using expert opinion. The analyst may then use any

desired method, such as one of the scenario techniques dis-

cussed in this report, to evaluate performance along the par-

ticular paths chosen. In addition, the models used internally

by SAFE for path evaluation, the Estimate of Adversary Se-

quence Interruption (EASI) and the Brief Adversary Threat'

Loss Estimator (BATLE) models, may be used for scenario

evaluations.

19
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2. Alth ugh t chniquaa currsntly exict for trooting thsf t prob-
lems with SAFE, modifications could be made to SAFE which
would improve analysis of thef t problems.

2.1.3 SNAP Analysis of the Fuel Cycle Facility

Scenario Selection -- SNAP was applied to four detailed base case
atcack scenarios which were designed to test the safeguards system at
the fuel cycle facility under a variety of conditions. While not in-

tended to be exhaustive, these scenarios were viewed as reasonably rep-
resentative of the type of threats which might occur at the fuel cycle,

facility. The scenarios ranged in complexity from attacks during the
day by a small adversary force using diversionary tactics to attacks at
night by a large adversary force which included the aid of an insider
who was a member of the facility guard force.

Scenario Description -- The fi.st scenario analyzed focused on the
use of a diversionary force by the adversaries in conjunction with a,

primary attack force. In Scenario 2, the adversary force included an
insider (non-guard) and a small diversionary force. The third scenario

investigated the resistance of the Jacility to a night attack by a
three-man adversary' force. Finally, the fourth scenario utilized a

guard-insider as part of the adversary force in conjunction with a
well-equipped three-man adversary force attacking at night.

Guard Response Procedures -- The SNAP mooel of guard procedures
developed for the fuel cycle facility was designed to be general in
nature; that is, the model was not tied to a specific adversary attack
sequence but rather could be used to model the responses of the guards
to any adversary attack configuration. The model developed included a

wide range of guard response actions including response to such stimuli
as external alarms, internal alarms, engagements in the facility,
diversionary fire, and missing guards. Highly detailed communication

actions were also included as well as random guard patrols.

'

In addition to guard response actions, typical guard defense pro-
cedures were included in the model. All aspects of guard patrol,, any
change of personnel responsibilities, communications with the local law
enforcement agency (LLEA), as well as the preaence of other guards on

!
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cito were modeled in dstsil. Finally, the actions of guards while r_on-

itoring sensors and the closed circuit television (CCTV) were explicit-
ly represented. A detailed specification of guard response actions as

a function of various system conditions is provided in Table 3.

System Performance -- Subsequent execution of the simulation
models and associated analysis yielded system performance chacteristics
for the fuel cycle f acility. Probability of system win or the four

scenarios ranged from 0% to 38%. It snould be noted that these were

base case analyses and that potential safeguards improvements could
have increased the probability of system win. No sensitivities were

actua.11y performed for this analysis; the application was performed
under a prior contract to demonstrate the suitability of SNAP for
analyzing safeguards effectiveness for fuel cycle facilities.

Table 4 shows the interruption and neutralization characteristics
for the four scenarios. System performance could be improved by spe-
cial attention to and modification of guard procedures as a function of

the important model parameters discussed.

Observations -- The following observations were made on the use of
SNAP for the fuel cycle facility analysis:

1. A relatively small facility was successfully modeled, incor-
porating a high degree of detail. This was seen to be feasi-
ble for a small facility but might cause dif ficulties in

| attempts to model larger facilities, as will be seen in the
reactor discussion (Subsection 2.2.5).

2. A highly detailed model of guard operating pr'.n:edures was
i

; developed in SNAP. The model was general in nature and could

provide response to any adversary attack scenario.
3. Four realistic SNAP models of attack scenarios were success-

fully developed based on NRC specifications. These modcls,

though not exhaustive in nature, were assumed to be represen-
tative of the type of threats to which a fuel cycle facility

might be subject.

4. SNAP analysis results for the facility provided valuable
insights into the safeguards system performance.

5. For the small facility, the SNAP methodology was felt to a

provide useful tactical information on guard procedures and
upgrades to these procedures. It was felt, however, that the

21
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Table 3

-Guard Response Actions,

CONDITION
Noise, e.g.,
Artillery Noises External Internal Engagement EngagementGroup Missing Guard Simulator Weapon Fire Alarm Alarm Initiation Termination

Patrol One guard to in- One guard to One guard to One guard to m ye to build- Move to defen- Assume defen-guards vestigates others investigates investigates alarm loca- ing and cover sive positions sive positionsto defensive others to others to tion to perimeter. toest engage-positions defensive defensive assess: Move to door, ment
, positions positions others to if door alarm

facility
perimeter

Response Assume defen- Assume Asstane Move to fac- Move to build- Move to defen- Asstane defen-guards sive positions defensive defensive ility ing and cover sive positions sive positionspositions positions perimeter perimeter near engage-
defensive ment
positions

PAS Walt for assess- Waj' tor Wait for Wait for Wait for Direct guard Direct guard(Primary ments monitor' assssements assessments assessments assessments responses responsesAlarm como, sensors, monitor como, monitor como, monitor como, monitor como, monitor como, monitor como.Station) etc. sensors, sensors, sersors, sensors, sensors, sensors,
etc. etc. etc. etc. etc. etc.

SAS Wait for Wait for Wait for Wait for Wait for Call local Beturn to post(Secondary assessment assessment assessment assesasent assessment law enforce-Alarm
Station) ment agency

(LLIA): as-
sist defense

SS Wait for Wait for Wait for Prob. Prob. Assist Return to post(Shift assessment assassment assessment Stay in Go to defenseSupervisor) office *9 PAS .50
Go to Assist .50
PAS .09

Assist .01 -
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Table 4

Interruption / Neutralization Characteristics

Scenario M erruption Location Conditions for Guard Success Important Model Paranneters

I West of MAA 2 * Guards successfully completing * Response time of guards
response and engageraent with decoy
adversary

South of MAA 2 * Sufficient guards south of MAA 2 9 Position of gisards at time

simultaneously to engage and of attack

neutralize adversaries

II Suuthwest of e Timely guard response such that # Time et which adversary

MAA 1 the guards are in range of adver- initiates theft
sary exiting with SNM # vuard response time,

,

j

* Adversary cover fire
frasa parking let

# Procedures for guard responseIII South of MAA 1 e Sufficient number of guards ar-
riving at the same time to engage e Number of guards who respond
the adversary

at the same time

* Elimination of adversaries who ard response speed
are responsible for acquiring SNM

IV Southwest and e Sufficient guards south of MAA 2 * Guard response time

northeast of to engage adversary at the same ,
MAA 1 time respond as a unit

* Thwarting adversary separation of , g *
cover fire and SNM acquisition
functions'

.
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offort rcquircd to d volop tha g:nzrcllzrd gu rd modal w2o
excessive. Future analyses might realistically focus on more

specific models designed to represent highly specific response
procedures to adversary attack scenarios.

2.2 REACTOR FACILITY APPLICATIONS

2.2.1 Reactor Facility Characterization

The nuclear reactor facility is a very complex facility. The base

facility safeguards approximate in modeling complexity thosecase

required for power reactors. It is a multilevel facility that contains
nine levels in alls the ground level, two underground levels, and six
aboveground levels.

A digitized drawing (as produced by SAFE) of the ground level of
the facility is depicted in Figure 2. The facility is surrounded by an

outer fence and contains numerous buildings including a radwaste build-
ing, a fuel building, a diesel generator building, a control building,
a reactor containment building, auxiliary buildings, and a turbine
building. A complete set of digitized facility drawings (generated by
SAFE) is contained in Appendix A, Figure A-1. Symbols on the drawings
represent access points, stairwells, and targets; node labels are also

included on the drawings for reference. (Definitions of the symbols

used on the facility layout drawings can be found in Table 7, page 29.)

The facility contains 32 targets in all. Table 5 contains a
listing of these target node labels. All of the targets represent

vital areas where an adversary can perform certain events which con-
tribute to his accomplishing a goal of sabotage. Five of the targets
are Type I and twenty-seven are Type II. Type II targets must be

visited in combination with another target (s) in order to achieve
sabotage, while Type I targets need not be, i.e., a Type I target

includes sufficient vital component (s) to achieve sabotage.

The Type II combinations of targets which could result in success-
ful sabotage if visited by the adversary are listed in Table 6. For

doubles, the adversary must visit two different targets; for triples,
the adversary must visit three targets; and for quads, the adversary
must visit four targets.

24
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Table 5
,

Vital Areas
i

Target Node
Vital Area Location Label

>

Type I Vital Areas (5)

Level 2 293J.

295

Level 4 426
<

Level 6 611

618

619
t

620

Type II Vital Areas (27)

Level 0 374

,

Level 1 116
'117

Level 2 203

204

205

206,

4

253

262

263 |
.

,

276 I

{ 277

278
,

279

280

281 <

290-

Level 3 306
2

*

I
. 307

,

314
J

315
i
j \

I
.
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Table 5 (Continued) -

Target Node
Vital Area Location Label

Type II Vital Areas (27)

-Level 4 411,

412

421

Level 6 631

632

636
)

Table 6

Type II Vital Area Combinations

Doubles (23)

307-306 262-306 206-203 631-632
203-307 262-203 206-421 412-411
205-307 262-205 205-206 276-636
204-306 276-290 263-206 618-636
204-203 276- 37 116-117 253-636
205-204 206-306 314-315

Triples (10)

281-307-306 281-304-306 281-262-421
281-421-307 281-421-204 281-262-263

281-263-307 281-263-204

281-307-306 281-262-306

Quads (1)

280-279-278-277

NOTE: Target combinations are designated by
node labels

27
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The on-site security ferce includes five response guards. All

guards are stationed in a security building, which is located at the<

fence (at node 284 on the facility drawings). Periodically, a guard is

sent out to patrol the fence perimeter area. Guards are assumed to
have handguns and access to shotguns.

Problem Complexity -- In order to obtain global performance
measures for the reactor facility, all targets and all possible se-

quences of targets whic h can be visited by the adversary must be con-
sidered. Combinations of targets which can be visited contribute

,

heavily to problem complexity since, not only must each combination be
considered, but each possible sequence of targets for each combination
must be considered. For example,' the combination 307-306 can be vis-

ited by the adversary in the order 3 07 -*- 306 or 306 "- 307. For each

double combination, there are 2 possible sequences which must be eval-
uated or bounded in terms of physical protection performance; for each
triple, there are 6 possible sequences; and for each quad, there are 24
possible sequences. For a Type I target, of course, there is only one
possible sequence. For this particular facility, the number of possi-

ble sequences of targets that must be considered totals 135; this total
does not account for the virtually unlimited number of paths which can
be used by the adversary in conjunction with each possible sequence.

The nuclear reactor facility clearly presents a very complex
problem that requires an efficient technique such as SAFE for global
evaluation.

2.2.2 SAFE Analysis of the Reactor Facility

Facility Representation -- The nine levels of the nuclear reactor

facility were digitized to represent the facility. A complete set of

the digitized facility layout drawings is available in Appendix A.
Different node symbols on the drawings represent different types of
access points, stairwells, or targets. Table 7 illustrates the set of
node symbols used and their corresponding definitions. Node labels on
the drawings allow referencing of particular nodes.

Global Interruption Studies -- SAFE was used to generate worst-
case probability of interruption paths to each target in the facility
for a number of different cases. A number of cases in addition to the
base case were considered to analyze global sensitivities to changes in

28
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Trbic 7

Definitions of Node Symbols Used on Facility Layout Drawings

Node Symboi Definition

O Fence node

IB Vehicle roll-up door

O Watertight door

X containment airlock door

ad s- Stanuard, unlocked door or
personnel portal

El Locked door or containment
hatch

/i Stairwell

Q Target

certain parameters or facility characteristics. The cases considered
.were the following:

1. Base Case -- This case is characterized by component perfor-

mance data and response force data which represent the base-

line facility.

2. No Fence Detection -- This case indicates how dependent the

PPS is on detection at the perimeter.

3. Response Times Increased 1 Minute -- This case considers the

effect of a delay in response, perhaps due to alarm assess-

ment, redirection of response, or some other delay.

4. No Fence and No Exterior BJilding Door Detection -- Besides

allowing consideration of the effect of failing to detect an

! outsider at both the fence and the exterior door, this case
t

| F ovides insights into PPS performance against the insider

since it results in undetected adversary access into the
,

i

buildings.
i

*

5. Zero Sabotage Times -- In this case, all target sabotage times

were set to zero. This case considers how effectively the

PPS can prevent access to target areas. It also may provide

insights into whether the neutralization phase is most likely

to occur at the target area (if at all) or at some prior point

-along_the adversary path.

29
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i
1

6. S-botrqa Time Snnoitiviti@n -- Two crcss were avelustcd to
consider the effect of changes in target sabotage times: I

a. Minimum Sabotage Times -- Sabotage times were reduced to
estimated minimums to consider the possibility that base-
case sabotage times are overestimated.

b. Maximum Sabotage Times -- Sabotage times were increased to
estimated maximums ( for a knowledgeable adversary) to

consider the possibility that base case sabotage times are>

underestimated.

7. Exterior Building Doors Upgraded -- Three cases were evaluated
to consider the effect of a design upgrade to the facility.
These cases assume that all exterior building doors are up-
graded, where necessary, to a locked, alarmed door with a

1-minute delay and one of the following:
a. Base Case otherwise,

b. No Fence Detection, or

c. Zero Sabotage Times.

After probability of interruption measures were generated for each
of the targets and combinations of targets, the targets and combina-
tions which showed up as most vulnerable were identified for each glob-
al interruption case. The worst-case Type I targets and Type II combi-
nations for each global interruption case are listed in Table 8. Note

that, although only interruption measures are listed, SAFE also sup-
plies worst-case paths. The reader is reminded that recults represent
estimates for performance and should be used for relative comparisons.

Results show that the facility's .afeguards system fares well in
the base case, although results for many other interruption cases in-
dicate performance is somewhat sensitive. Results for the cases which
considered the upgrade to the facility indicate some improvement for
particular targets and combinations, although the amount of ' improvement
for the facility as a whole is small.

Many of the targets which were found to be worst-case targets ap-
pear consistently for many of the global interruption cases. Target

618 occurs frequently as a worst-case Type I target. Type II combina-

tions which occur frequently as worst-case targets include 203-204,

,.

30
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Tcblo 8

Reactor Analysis Using SAFE
(Worst-Case Results)

I
* Type I Type II

Target Combination
Case (PI)* (PI)*

Base Case 618 (.95) 203-204 (.88)
116-117 (.88)
276- 37 (.89)

No Fence betection 618 (.73) 276- 37 (.17)
203-204 (.23)
116-117 (.28)

Response Times 618 (.77) 203-204 (.48)
Increased 116-117 (.59)
1 Minute- 276- 37 (.78)

No Fence, No Exterior 619 (.04) 203-204 (.00)
Door Detection 618 (.38) *!76-290 (.00)

116-117 (.12)
276- 37 (.15)'

Zero Sabotage Times 618 (.05) 205-206 (.03)
611 (.08) 203-204 (.04)

- 426 (.12) (many others < .10)

Minimum Sabotage 611 (.68) 203-204 (.47)
Times 116-117 (.62)

276- 37 (.74)

Maximum Sabotage (all >~ .99) 276- 37 (.96)
Times 203-204 (.97)

116-117 (.97)

All Exterior Building
' Doors Hardened and

Alarmed, plus one of
the following:

Base Case 618 (.97) 203-204 (.89)
276- 37 (.95)
116-117 (.96)

!

! No Fence Detection 618 (.77) 203-204 (.23)
276- 37 (.60)
116-117 t.70)

Zero Sabotage Times 618 (.21) 203-204 (.12)
611 (.39) 276-636 (.20)

(many others < .50)
*
PI = probability of interruption. The method used for finding
the PI of a combination of targets was the maximum of the PIs of
the targets which belong to the combination.

31
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116-117, and 276-37. Thaza tsrgata cre excellent candidatas for fur-

ther consideration by techniques such as EASI Graphics or the scenario

techniques discussed in this report.

EASI Graphics Studies -- Particular paths were studied with the

EASI Graphics capability within SAFE in order to consider the sensitiv-

ity of these paths to certain parameters, such as detection at the

perimeter fence, responseltime, and target sabotage time. Paths con-

sidered included a path to target 618 and paths to targets 203 and 204.

A path to target 611 was also considered. These particular paths are

illustrated in Figure 3. EASI Graphics plots generated for these paths

are included in Appendix A.

Neutralization Studies -- The BATLE model within SAFE was used to
perform neutralization studies on the reactor facility. Two base case

engagements were considered. One was set up to reflect an engagement

outside the facility buildings (in an open area), and the other was set

up to reflect an engagement inside (in a more confined area).

The adversary force consists of three adversaries with automatic

rifles. The adversaries are engaged first by an initial response force

and then by a secondary force which arrives later. The base case, Case

A, assumes that the initial response force consists Jf a single guard

with a nandgun and that the secondary force consists of four guards
equipped with shotguns. Two cases were also considered for an initial

force of two guards and a secondary force of five guards--equipped in

Case B with base case weapons and in Case C with weapons upgraded to
semiautomatic rifles. A number of arrival times (ranging up to o

minutes) were considered fus the secondary guard force in each case.

Probability of neutralization results for both the inside and the

outside engagements for each of the cases considered are plotted as a
! f unction of secondary force arrival time in Figure 4. The results for

Cases A and B are, in general, not good; the results are insensitive to

secondary force arrival times greater than 30 seconds. In the curves

for Cases A and B, the early dip indicates that the initial response

; force is neutralized before the secondary force can arrive. Results

for Case C are very high and show that upgrades for the security
i

i

!
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forca c:n be nada to achisve a roaconable probabil' y of neutraliza-

tion, which together with a high probability of interruption, results
in reasonable overall system win measures.,

,

Note that all noutralization results assume that the adversary is
r.eutralized before sufficient time t.as elapsed for the successful com-

pletion of the adversary goal (in this case, sabotage). The likelihood
that this assumption will hold decreases as the arrival time for the

secondary response force or the total engagement. time increases.

Observations -- The following observations were made regarding the
use of SAFE for the reactor facility analysis:

1. SAFE is very useful for global consideration of complex facil-

ities. The reactor facility presented a complex problem, with

many targets and combinations to evaluate. SAFE provided an

ef ficient technique for generating bounds on global perfor-
mance.

2. SAFE provides an efficient and effective method for generating
a set of worst-case scenacios. These scenarios are excellent

candidates for more detailed analysis using a scenario model.

3. SAFE is not well-suited for consideration of detailed sce-
narios. It lacks the capability for modeling detailed adver-

sary and guard procedures.

2.2.3 FESEM Analysis of the Reactor Facility

Path Selection -- Paths chosen for FESEM analysis were suggested
by the global interruption analysis performed with SAFE. The paths

considered are illustrated in Figure 5. They include a path to target

618, paths to targets 203 and 204, and a path which considers targets
203 and 204 fn series.

Base Assumptions -- Base case adversary characteristics include

three outsider adversaries who are on foot, equipped with tools and

high explosives, and armed with automatic weapons. Base cast guard

characteristics include five response guards who are divided into two

response forces: Force 1 consAsts of a single guard and Force 2 con-

sists of the other four guards. Force 1 responds to alarms first, with

Force 2 responding when alerted. All the guards are equipped with

automatic weapons.
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Data uccd far barrise tic 3 dalcya, cicra probabilitics, cnd Eres

crossing distances for the paths considered reflect the data specified
as base case in the SAFE analysis.

Analysis -- A variety of cases was run using the particular paths

chosen. Cases that were run included cases that assume no patrol,

cases that assume Force 1 is on patrol around the perimeter fence area,

and cases that assume additional response guards and an upgraded exte-

rior building door. Differences in " patrol" versus "no patrol" in the

analysis are reflected by a difference in response times for Force 1 in

the two cases.

Analysis results for the cases run are presented in Table 9.

Probability of interruption and overall proh:5111ty of defenders' suc-

cess are listed for each case. Note that the upgrades considered

result in a significant improvement in overall performance.

Observations -- The following observations were made regarding the

use of FESEM for reactor facility analysis:

1. FESEM is easy to learn to use and to apply.

2. FESEM has limited response procedure flexibility. Multiple

response Firces can be specified, but only a single overall

response e.me can be input for each force.

3. The neutralization model within FESEM lacks detail.

4. A particular scenario or path must be input for evaluation by

FESEM. This is a general constraint of all scenario models.

2.2.4 ISEM Analysis of the Reactor Facility
|

Path Selection -- The path chosen for analysis vith ISEM is an

! insider path leading to target 618. Target 618 was chosen since it
I

showed up as one of the more vulnerable targets ir. the SAFE analysis,
t

including the "No Fence and No Exterior Building Door Detection" case

! which offers some insights into insider performance. The path used is
l

illustrated in Figure 6. This path is a little different from the

worst-case outsider path to target 618 in that it uses the standard

personnel access system for access through the f acility.

|

|
|
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T ble 9

FESEM Results

Probability Probability
of of Defenders' !

Target Special Case Interruption Success
1

618 Patrol 1.00 .01
618 No patrol .97 .00
618 No patrol .97 .31

Force 1 = 2 guards
Force 2 = 5 guards

618 Patrol 1.00 .79
Force 1 = 2 guards
Force 2 = 5 guards
1-minute exterior

building door

203,204 Patrol .98 .01

203,204 No patrol .92 .00

203,204 Patrol .98 .75
Force 1 = 2 guards
Force 2 = 5 guards
1-minute exterior
building door

203->204 No patrol 1.00 .88
(in series)

; 203**204 Patrol 1.00 1.00
(in series) Force 1 = 2 guards

Force 2 = 5 guards
1-minute exterior
building door

Note that, although the SAFE analysis results were used to some

extent to select this insider path, global techniques for generating

worst-case insider scenarios are somewhat lacking.

Base Assumptions -- For the ISEM analysis, it is assumed that a

single insider adversary is trying to gain access throtch the personnel

access system. Initial entry into the f acility is through the security

building at the perimeter fence. The adversary is carrying a concealed

handgun and concealed explosives.

Guard characteristics include the five guards assumed for the

reactor facility as base case. One guard is assumed to be on patrol

around the perimeter fence area, and the other four are stationed in

the security building. The guards are armed with shotguns.
.
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S;nsoro alcng tho cdvercary path for insid0r tdvercery datcetion

are listed in Table 10.

Table 10

Sensors for Insider Adversary Detection

'

Path Location Sensors

Perimeter fence portal (284) Metal, explosives detectors

Exterior building portal (269) Metal, explosives detectors

Target area Closed circuit televiaien

9

Since the probability of detecting certain explosives may oe low,

detection at the outer portals is based largely on detection of the

concealed handgun.

Guard response procedures based on different alarms are repre-

sented in Table 11.

Table 11

Guard Response !rocedures

,,

No. of Guards
Alarm Responding Frcm To

At Portal 284 1 Security Portal 284
building

At Portal 269 1 Patrol Portal 269

CCTV detection
at target area All Anywhere Target area

Battle All Anywhere Target area

.

Analysis -- The base case insider scenario dcscribed was evalu-

ated. The effect of initiating a search at the security building

entrance in the p asence of two guards was also considered. Proba-

bility.of interruption and averall probability of system win results

for the scenarios are liste' in Table 12.
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Ttblo 12

ISEM Results

Probability of Probability of
Case Interruption System Win

Base case .06 .03
Search at .95 .95

entrance portal-

<

Note that performance is significantly improved in the second
case. Other potential upgrades include more effective detectors at

access portals.

observations -- The following observations were made regarding the
use of ISEM for a reactor facility analysis:

1. ISEM is oriented for treatment of insider problems. This is

particularly reflected by the fact that only one adversary can
take part in the neutralization phase.

2. ISEM is fairly easy to learn to use and to apply.
3. ISEM provides for some response procedure flexibility. Guards

can respond from specified locations to other locations based

on different alarms, and guards can be redirected to a limited
extent.

4. A particular scenario or path must be input for evaluation by
ISEM. This is a general constraint of all scenario models.

2.2.5 SNAP Analysis of the Reactor Facility

Scenario Selection -- Based on the detailed SAFE analysis of the
reactor facility, three particularly vulnerable adversary attack sce-
narios (A, B, and C) were generated for analysis with SNAP. The paths
considered are illustrated in Figure 7. In conjunction with expert

opinion, specific scenario details were incorporated into the SNAP
model of the adversary attack scenario. The additional scenario detail
was incorporated to illustrate SNAP capabilities in terms of a repre-
sentative external threat to the reactor facility.

, Scenario Description -- In Scenario A, three adversaries penetrate

the fence at the west side of the facility, run to the fuel building,
penetrate the exterior door, and ascend a stairwell to level 6. On
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levol 6, th3 advarecry forca cplito. Ono adv;recry trcvole to tbo

target to perform the sabotage, while the other two remain behind to
ambush responding guards.

In Scenario B, two adversaries penetrate 'he fence at the north

side of the facility, run to the control building, penetrate the exte-

rior door, then disable two Type II targets in series to accomplish the

|
sabotage. A third adversary *.akes cover outside the f acility near the

guard station and fires upon the guards as they respond to alarms'

triggered by the main adversary force.

In Scenario C, one adversary acts as a diversion to ensure that

the main adversary force can enter the turbine building without being

detected by the guard force. Once in the turbine building, the main

force (two adversaries) travels to a stairwell, climbs the stairwell to

level 6, and attempts to take over che vital area in which sabotage can

be initiated.

Guard Response Procedures -- A guard response submodel was de-
veloped in SNAP for each of the individual adversary attack scenarios.
This guard submodel was not general in nature, but rather was specific
to each of the adversary attack alternatives (in contrast to the appli-

cation of SNAP to the fuel cycle facility, in which a general guard

submodel was used; see Subsection 2.1.3) . This approach was felt to

more ef ficiently utilize model development resources. While specific

h to individual attack scenarios, the guard response procedure models

include all aspects of the response. Incorporatwd within the model

were guard deployment strategies, communications, response to diver-
sionary activities by the adversary, sensor assessment, and similar
important guard activities.

System Performance -- A total of 16 cases were run for the three

adversary attack scenarios, incorporating a number of sensitivities not
included in the base case scenarios. The probability of system win for

each of the three base casu scenarion is as follows:

1. For Scenario A, .03.

2. For Scenario B, .32.

3. For Scenario C, .00.
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Through tho scnoitivity analysis, an upgraded system was found to
be considerably better. The best probability of system win for each of

the three scenarios is as follows: -

i
1. For Scenario A, .87.

2. For Scenario B, .94.

3. For Scenario c, .89.

The evaluation of the system using SNAP showed that the base case
safeguards system performance was unacceptable, but if fairly moderate
upgrades are made for the facility, safeguards system performance could
be improved to a significantly higher level.

Observations -- The folicwing observations were made regarding the
use of 5dAP for reactor facility ana. lysis:

1. The application of SNAP to a reactor facility provided spe-
cific scenario analysis of a large complex facility and was
accomplished within reasonable resources. This was made
possible by interfacing the output of SAFE, which provided a
manageable set of critical adversary paths, with SNAP. This

interface served to minimize analyst effort in generating a
reasonable set of adversary attack scenarios.

2. Eighly detailed scenario-specific models of guard response
procedures and response attack actions in engagement tactics
were successfully modeled using SNAP.

3. SNAP is a highly flexible tool, which provides the capability
for modeling all aspects of the reactor facility.

4. SNAP is a useful tool for evaluating base case performances as
well as upgrades to safeguards systems.

5. The sceaario-specific results of th6 analysis using SNAP
provided valuable insights to the safeguards performance
contribution of proposed upgrades.

6. The output of the SAFE / SNAP analysis may be fed back to SAFE
to successfully close the global / scenario loop.

7. Overall, resource requirements for the analysis were quite
reasonable for the level of detail selected in the model.
This application should provide recommendations concerning
design /modeling detail .important for subsequent strdies.

'48
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3. MODEL UTILITY

In this section, the overall utility of the SAFE, FESEM, ISEM, and
SNAP safeguards evaluation models is discussed. Some pros and cons are

summarized for each of the models. General input requirements and

output capabilities are described, and resource requirements (both
analyst and computing) for the different models are specified. General

discussions on the affectiveness of the models for solving safeguarda
problems and their applicability to the NRC's regulatory activities
conclude the section.

3.1 MCDEL PROS AND CONS

Some pros and cons on the use of each of the four models (SAFE,
FESEM, ISEM, and SNAP) for safeguards system evaluation are listed
below.

3.1.1 SAFE Pros and Cons

PROS

SAFE provides an effective and efficient technique for the*

evaluation of complex facilities (such as the reactor facility
presented in this report).
SAFE provides an effective technique for generating worst-casee

scenarios which are excellent candidates for more detailed
. evaluation using scenario evaluation methods.

CONS

SAFE is not well-suited for modeling scenarios in detail. Ite

lacks the ability to consider detailed tactics for guards and
addersaries.
A method as sophisticated as SAFE may not be required to eval-e

uate very simple facilitics. It may be sufficient to apply a

scenario technique for a set of scenarios that appear to be
worst case.

SAFE could be improved to enhance the representation and eval-e

uation of theft nroblems.
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3.1.2 FESEM Pron and Con 1

PROS'

* FESEM is an easy model to learn to use.

FESEM is an easy model to apply. It provides for interactive*

input and has simple input requirements.
# 'With FESEM, a broad variety of adversary scenarios can be

considered in a single simulation (parameters such as the
number of adversaries, weapon type, etc. can be allowed to
vary).

CONS

* FESEM provides a relatively low level of detail for scenario

modeling.

e FESEM has limited capability for defining response procedures.
Multiple response forces can be specified, but only an overall
response time can be specified for each force.

* FESEM uses a simple neutralization model.

FESEM is oriented toward solvire outsider problems (although.*'

insiders can be considered).
O' With FESEM, a particular path must be input.

3.1.3 ISEM Pros and Cons

PROS

* ISEM is fairly easy to learn to use.
* ISEM is easy to apply. It provides for interactive input and

has fairly simple input requirements.
* ISEM provides some flexibility for defining guard procedures.

Guards can respond from different i.ocations to other locations
based on different alarms and can be redirected to a limited

s

extent.

* Built-in analytical models for di fferent types of sensors can
be used with ISEM so that detection probabilities are generated
internally based on specified adversary characteristics (e.g.,
metal, SNM detectors).

CONS

8 ISEM provides only a moderate level of detail for modeli1g
scenarios.

50
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O ISEM 10 oricnted toward considsrntion of insidar problems.

This is reflected in the fact that the neutralization phase is

constrained to a single active adversary.

* With ISEM, a scenario or path must be input.

3.1.4 SNAP Pros and Cons

PROS

e SNAP is a network modeling language used for constructing safe-

guards models which provides the analyst with a very flexible
tool for building scenario models; that is, an infinite variety

of scenarios can be modeled, scenarios can be modeled to virtu-

ally any desired levLl of detail, and adversary and guard

procedures can be modeled in detail.

CONS

* SNAP is more difficult to learn to use than the other scenario ,

models.

* SNAP is also more difficult to apply.* In the case of SNAP,'

the user must actually build the safeguards model (whereas,
with FESEM and ISEM, the model already exists and only specific

safeguards data inputs are required).

* With SNAP, a scenario or path must be input.

3.2 MODEL INPUTS AND OUTPUTS

Model inputs and outputs for SAFE, FESEM, ISEM, and SNAP are
presented below. A brief description of how inputs are supplied and

what kind of inputs are required is followed by a description of what

kind of outputs are provided for each model.

3.2.1 SAFE Inputs and Outputs
^

Inputs -- The representation of a facility is input by a digi-

! tizing process within SAFE. Barriers such as fences and walls are

digitized as lines, and access or penetration points, stairwells, and

targets are digitized as nodes.

i

*
Current SNAP graphical input / output developmer.ts may make SNAP

both easier to learn to use and to apply.

t

!

|
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All othar input data are supplied interactively. Nodes in tha
facility are characterized by a time delay and a probability of detec-
tion. The data characterize the performance of components in the
facility and specify sabotage times for targets.

For pathfinding, inputs such as which nodes to use as adversary
start nodes and terminal nodes must be supplied. Response times are

necessary for the generation of minimum interruption paths as well as
the calculation of interruption measures along particular paths.

Use of the.EASI Graphics model within SAFE requires little more
than the selection of a path and the specification of options. Use of

the neutralization model, BATLE, requires the specification of a number
of engagement parameters which characterize the site and the combat-
ants.

Outputs -- Facility drawings can be generated which illustrate the
representation of the facility. In the adversary path analysis phase,
worst-case paths based on the particular pathfinding option chosen are
output; other outputs characterizing worst-case paths are also avail-
able. Interruption, neutralization, and system win measures are output
for path evaluation.

Tne EASI Graphics model allows the generation ot two- or three-
dimensional plots which show the probability of interruption or the'

probability of system win as a function of one or two variables for a
particular path.

-BATLE outputs include a number of statistics and reports which
provide neutralization measures, a time history of the engagement, and
probability densities for the number of guards and adversaries.

3.2.2 FESEM Inputs and Outputs

Inputs - Inputs to FESEM can be provided one of two ways:
(1) inputs can be provided directly as a data set which consists of a
set.of GASP IV data (FESEM uses the GASP IV simulation language) and
other input data or (2) the data file can be created by entering the
data interactively.

' Inputs include certain user-specified options such as the number
of runs in the simulation, a set of site attributes, barrier attributes
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for each barrier along tha pEth to bn'esnaidartd including ths distance

to the next barrier, adversary attributes, and the specification of

response forces and their attributes.

Outputs -- FESEM outputs irclude a table of collected statistics,

a series of summaries that presents a number of results' including the

probability of defender success and attacker success, and histograms
1

selected by the user. Also available are event-sequence traces and a |

time for battles plot showing the attrition of both defender force size |

and adversary force size.

3.2.3 ISEM Inputs and Outputs

Inputs -- Inputs to ISEM can be provided in either of two ways:

(1) inputs can be provided directly as a data set which includes a set
of GASP IV data (ISEM uses the GASP IV simulation language) and other

input data or (2) the data set can be constructed by entering the data

interactively.

The facility is represented by a set of areas, portals, and bar-

riers for which certain attributes must be specified (this includ,es the
specification of sensors). The adversary path to be considered is

defined as a particular sequence of these facility entities. Attri-

butes which define the adversary threat, as well as attributes for

guard respose forces, must be input. Actions to be taken by response

guards based on different types of alarms are specified, and response

times are supplied accordingly. Certain user options must also be

specified.

-Outputs -- ISEM outp'uts include a summary of the input data, a

summary of certain statistics including the probability of system win,

| and a number of histograms. Event sequence traces for particular runs

( are also available.
|

3.2.4 SNAP Inputs and Outputs
|
;

Inputs -- Input to SNAP is provided as a set of SNAP data state-!

ments. SNAP supplies a set of symbols and rules for combining these

symbols in order to design safeguards models. These symbols can then

be directly translated into SNAP input statements.

i

!
t
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SNAP modals consist of three.submodels: the facility, advarsary,
and guard,submodels. The facility submodel represents the facility as
a set of spaces, barriers, and targets--all of which may have associ-
ated sensors. The adversary submodel defines the adversary attributes
as well as the movement of the adversary force through the facility and
the adversary decision logic. The guard submodel defines the guards'
attributes, operating policies, and movement throughout the facility.

Outputs -- SNAP outputs include echo reports of input data, a set

of general system performance statistics, a set of histograms, and
other facility statistics. Event traces for particular runs are also

available.

.

Developments -- Certain SNAP capabilities are currently being
developed that will enhance the input of data and the output capabil-
ities of SNAP. An-interactive graphic input capability is being de-
veloped to assist the user in designing SNAP models. An interface is
being constructed between SAFE and SNAP that will allow automatic
generation of skeletal SNAP models using'the facility representation
and output provided by SAFE. (This capability facilitates the con-

struction of SNAP models when SAFE and SNAP are used together for
facility analysis.) A graphic output capability which provides graphic
event traces is also under development. (This capability would allow-

visual observation of a scenario run as it progresses.)

3.3 MODEL RESOURCE REQUIREMENTS

Some of the resources required by the SAFE, FESEM, ISEM, and SNAP
models are listed in the following subsections. Computing and analyst
resource requirements are discussed.

3.3.1 Computing Resources

Certain computer resource requirements for the models discussed

are summarized in Table 13. All resources are based on current imple-
mentations of the models. Equipment resources generally characterize
the type of computing equipment that is required. Only SAFE requires

special equipment other than a main computer and a terminal for model
use. Language / software entries specify what languages and software the
models use.for implementation. Memory requirements provide an estimate

of the amount of computer memory required to use the models. Central

processing unit (CPU) time entries provide an estimate of computing
! times required for running the models (machine-dependent).
!
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Table'13

Computer Resource Requirements

Resource SAFE FESEM ISEM SNAP

Equipment -Digitizing tablet * Computer Computer . Computer
a b b bTektronix 4050 Series Terminal Terminal Terminal Terminal

Modem

Hardcopy

Computer

Language (s)/ TEK 4050 Series. BASIC GASP IV GASP IV FORTRAN.
Software (digitizing program)

FORTRAN FORTRAN
TEK PLOT 10/ Advanced Graphics
FORTRAN

NOS Operating System

GCS or DISSPLA

Memory ~100K 100K 105K ~100K-
(octal.words) (application dependent) (application dependent)

CPU Time 10 seconds to 18 to 30 6 to 8 10 to 100
(CDC 6600) 10 minutes seconds seconds seconds

(based on a single run through (100 runs) (100 runs) (100 runs)
the SAFE analysis procedure; (large variation due to
varies with options specified flexibility in model
and problem complexity) design complexity)

"For facility representation,
bStandard computer terminal for input and output--may require communications
device (e.g., modem, acoustic coupler, etc.) and hardcopy output device if
one is not built in.

*

NOTE: Based on current model implementations ,

us
.s

.

.. .. . . . . . . . . . .
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1.3.2 Analynt Resources

Analyst time requirements for learning to use and applying the
models discussed are summarized in Table 14. Time to learn refers to
the time needed for the analyst to become familiar with how to use the
model. Facility characterization represents-time spent gathering lay-
out drawings and. facility information from which model inputs can be
specified. In order to evaluate specific existing sites, a site visit

may be necessary for the gathering and/or verification of data. Char-

acterization time is somewhat constant with regard to which or how many
models are applied to the facility; however, it can vary a great deal
depending on the availability of the data and the complexity of the
facility being analyzed. It will also vary depending on the level of

detail required for the analysis.

Estimates for the time required to apply the models to a facility
are also specified. Application times can vary based on the complexity
of the facility and the extent of the ane. lysis performed. For FESEM,

ISEM, and SNAP, estimates are supplied for a single-scenario applica-
tion as well as for the total application.*

3.4 GENERAL

The general utility of the models, SAFE, SNAP, FESEM, and ISEM,.

for the evaluation of a PPS is illust"at'd in Table 15. SAFE is an

efficient and effective method for the global evaluation of facilities;
however, it is ineffective for the consideration of detail in specific
scenarios. SNAP, FESEM, and ISEM are useful for tue evaluation of

specific scenarios, but they are very inefficient for global evaluation
_

of facilities other than very simple ones since a broad range of paths
and scenarios must be evaluated or bounded.

Table 16 illustrates the usefulness of the models discussed for
considering specific types of threats. It should be noted that a

well-defined method for global evaluation of the insider problem is
lacking and that SNAP is the only one of the four models which can be
-used effectively to consider both outsiders and insiders.

_ _ _ _ ,

Total application, for these models, assumes the evaluation of
some reasonable set of selected scenarios.
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. Table 14
-

Analyst Time Requirements
-(all times.|are in man-periods)*

,

SAFE FESEM ISEM SNAP

Time to Learn 1 to 2 weeks .1 to 2 days 1 to 3' days 1 to 2 weeks

Time for Facility 1 to 6 months 1 to 6 months 1 to 6 months 1 to 6 months
Characterization .r

bTime to Apply Facility representation For a scenario For a scenario: For a scenario:
--2 days to 2 weeks

Data input--a few Data input--a few Model design / input--

Analysis hours hours a'few days to 1 month

*B case--I to 2 Analysis Analysis Analysis
d,

* Other--a few days - e Base case--a e Base case--a e Base case--I day

to 4 weeks
. few hours few hours to 1 week

' Other--a few e Other--a few . * Other--a few days
Total application--I hours to 2 days days to a few months.
week to 2 months ~

Total--I week to aTotal--I to 3 days Total--l to 5 days
.few months

Total application--1 Total application--l
.

..

day to 1 week day to 2 weeks Total application--I
week to 6 months

aAdditional manpower does not necessarily result in a proportional reduction of time.
bTimes vary according to problem complexity and extent of analysis,

w
w

.
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T:ble 15

General Model Utility

Application

Global Scenario
Model(s) Evaluation Evaluation

SAFE X Area of
Ineffectiveness

SNAP Area of X
FESEM Inefficiency
ISEM-

Table 16

Model Utility--Threat

Threat

Model Outsider Insider

SAFE X some
SNAP X X

FESEM X some

ISEM some X

Table 17 illustrates techniques for generating scenarios for
detailed evaluation by scenario models. For very simple facilities, it

may_be sufficient to use an expert to identify a reasonable set of

scenarios that appear to be representative of the worst cases. How-
ever, for a more complex facility, an expert may be ineffective since

so many paths and scenarios are possible. SAFE provides a technique

which can reduce the large number of possible paths in the facility to
a more manageable set of worst-case paths, which can be considered for

scenario-specific aralysis.' For simple facilities, the time required
to apply SAFE may not warrant its use for scenario generation.

3. 5 ' UTILITY TO NRC

The NRC has the responsibility of performing regulatory activities
; in the nuclear industry as codified in 10 CFR Parts 0 to 199. Among

its responsibilities is the responsibility to ascertain that nuclear

58
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Table 17

Scenario Generation

Technique

Facility Expert SAFE

Simple X Area of
Inefficiency

Complex Area of X
Ineffectiveness

facilities are well-protected. NRC activities in regard to this task

include the processes of rulemaking (performed on a generic basis) as

well as licensing and evaluation, assessment, and inspection (performed

on a site-specific basis). An overview illustrating the roles which

these activities play in the overall design and analysis of a PPS is

presented in Figure 8.

-*- ASSESSMENT

FACILITY PPS LICENSING
= DESIGN OR ANDRULEMAKING

UPGRADE EVALUATION

-*- INSPECTION

Figure 8. Systematic Design and Analysis of a PPS

At present, the performance of these regulatory activities con-

tinues to rely, to a considerable extent, on implicit professional

judgments. There is no systematic way of ensuring uniform considera-

tion of threats during safeguards design or evaluation, nor is there a

systematic way of evaluating the adequacy of the assumptions and con-
siderations used. Supplementing professional judgment with the use of

methods such as those discussed by this report can result in more

systematic approach.
1

Rulemaking is the process of specifying rules and requirements for

PPSs. This act{vity is performed on a generic basis; that is, rules

59
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|

|
1are specified- for all facilities in gen 3ral. These rules provida

guidelines for the design or upgrade of facilities. Although the

mod els in this report require a specific site representation for analy-

sis, their application to a number of sites or dif ferent designs can

provide excellent insights into general characteristics which are

important-for adequate PPSs. Also, these models can provida a basis

for establishing certain acceptance criteria for the evaluation pro-

cess. It should be noted that these models could also be useful to

industry during the design stage of 'uclear facilities to compare the

relative performance of dif ferent designs or to successively upgrade

designs until satisf actory performance levels are achieved.

Licensing and evaluation is the process of comprehensively check-
ing and reviewing a proposed PPS design or upgrade and finally approv-
ing or disapproving this design. The evaluation should consider the
-general threat specified by the NRC and the wide range of conditions

which may occur at the proposed site. Such an evaluatioa may require

several weeks. The evaluation provides a basis for licensing or not

licensing the facility. Any of the models discussed can be useful in

the evaluation process. SAFE would be particularly useful for a global

evaluation of the proposed design, and C'e scenario models (SNAP,

FESEM, and ISEM) can provide insights into the performance of the

safeguards system against specific scenarios.

.

Assessment involves a field examination of a FPS to determine if
vulnerabilities exist for specific threat scenarios and specific condi-

tions or if other weaknesses exist. The examination is conducted

"through the eyes of the adversary" and includes pre-asseasment studies
of the site layout and site safeguards. The preparatory process is

performed within a medium time frame, perhaps on the order of 10 to 15

days, followed-by a S- to 10-day period for the field assessment. A

facility could be judged inadequate on the basis of such an assessment.

Although all the models discussed can be useful for assessment, the
time constraint may preclude the use of SAFE and SNAP. SAFE and SNAP

could be applied over such a medium time frame if the facility is
A - simple or siraple scenarios are considered or if these models have pre-

viously been applied to the facility for evaluation, in which case some

of the modeling ef fort may be saved. However, the simpler models may

be more useful. In addition to FESEM and ISEM, two models used within

SAFE to evaluate performance along specific adversary paths (EASI and
BATLE) are also available and would be very useful for assessments.

,
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Inspection involves an op3 rational chsck and revisw of the PPS to

verify compliance with an approved security plan. This process is per-

-formed in conjunction with a site visit and might require 2 to 4 days.

Some of the simpler aafeguards models might be used to consider certain

scenarios under the current operating conditions at the site. In

particular, EASI and BATLE may be very useful since they are very easy
*

.

to use.

Table 18 summarizes which particular evaluation models might be

used to support each of the activities discussed.

.

Table 18

Utility of Evaluation Models to NRC Regulatory Activities

Activity

Licensing and
Model Rulemaking Evaluation Assessment Inspection

SAr8 + X / /

SNAP + X / /

FESEM + X X /

ISEM + X X /

EASI + X X X

BATLE + . X X X

LEGEND:
X indicates areas of direct utility
+ indicates indirect use to provide insights
/ indicates borderline utility

;

3.5.1 Classification

When computer models are applied to specific sites for evaluation,

j the ' input and output data may contain classified information. Certain

input data characterizing a specific facility and model outputs indi-

! cating specific vulnerabilities in a facility are currently considered

to be classified information.

The model inputs and outputs for SNAP, FESEM, and ISEM are very
difficult to associate with a specific site. On the other hand, SAFE

outputs include a facility layout that could be associated with a
,

,
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specific site. Thus, accass to a complats cat of SAFE inpute End

outputs can be very informative. Ongoing developments for SAFE include

an effort to disassociate SAFE analysis results from the facility
layout representation in order to make it difficult to connect results

witn a specific site.

A new safeguards information rule currently being implemented
would protect all sensitive safeguards information but would not clas-

sify this information. Access would be limited to authorized persons
having a need to know. The use of safeguards models on computers would
be limited to use on a computer inside a protected area with hardwire
lines to terminals. Dial-up access could be used only if t' ansmissionr

across telecommunications lines is protected. Any future use of safe-

guards models for analysis should adhere to the guidelines of this new
safeguards information rule.

I

.

.

#
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4

4. RECOMMENDATIONS

Previous sections of this repor'. have _ described applications of

the safeguards evaluation models, SAFE, SNAP, FESEM, and ISEM; the

strengths and weaknesses of these models have been identified and their

utility discussed. This section provides some recommendations on the

use of these models for the evaluation of PPSs and on their use by the

'NRC.

4.1 GENERAL

Facilities can be characterized as simple or complex. Simple

facilities are facilities which have simple layouts and a small number

of targets; adversary paths for these targets can be identified by in-

spection. Complex facilities have complicated layouts (perhaps many

levels) and a large number of targets; numerous adversary paths for

these targets are possible.

For simple facilities, an approach- that uses an expert to select a

set of adversary paths or scenarios for evaluation with scenario-

specific techniques may be suf ficient. The analyst may then apply the

- scenario technique of his choice in order to perform such evaluations.

In addition to FESEM, ISEM, and SNAP, the models used internally in

SAFE to evaluate specific adversary paths (EASI and EATLE) are also

available. The use of EASI and BATLE would be preferable to the use of

FESEM or ISEM since EASI and BATLE are very easy to use; alJo, they are

analytic models and therefore more ef ficient.

For complex facilities, a more structured approach is necessary.

f SAFE -can be used to provide global ef fectiveness measures and a set of

worst-case adversary paths which can, in turn, be considered in more

detail with scenario techniques, if desired.

In terms of choosing a scenario technique to evaluate specific

scenarios, SNAP is highly recommended. The overall flexibility of SNAP

!
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for considsrction or diffsrent typ s of threct and detailed scenarios,

including detailed adversary and guard tactics, makes it the preferred

scenario model.

4.2 A COMBINED sal'E/ SNAP ANALYSIS APPROACH

A combined SAFE / SNAP approach provides a methodology suf ficient-

ly broad in scope to encompass the global as well as the scenario

aspects of the problem of evaluating PPSs. A conceptual outline of the

combined SAFE / SNAP methodology is illustrated in Figure 9.

START

U

SAFE ---

;=

I

'I
i

Y1

EXPERT

SNAP * OPINION~

SCENARIOS

_

u

STOP

Figure 9. Conceptual Outline of SAFE / SNAP Methodology

i Initially, SAFE would be applied to the facility. SAFE would then

produce global performance measures for the f acility and a correspond-
ing set of worst-case paths. Iterations of SAFE can be applied to the

facility to consider sensitivities to certain parameters and to con-

sider the effect of upgrades to the facility. If SAFE results show

| very weak performanco , the application of SNAP may not be necessary.

| The critical paths that are output from SAFE are excellent candi-

dates for evaluation with SNAP, which can more thc:oughly represent
detailed tac tic s . The particular set of paths to be evaluated usina
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SNAP providsa a b2 sis for constraining cross in the facility that must

be modeled for SNAP analysis. With SWAP, guard tactics such as patrols

cnd response to alarms can be modeled in detail, and these tactics can

be " played against" specific adversary scenarios. Iterations of SNAP,

can be used to study sensitivities to certain parameters, to consider

upgrades to the facility, and to consider changes in adversary or guard

tactics.

Expert opinion may be used to supplement the ' set of worst-case

paths identified by SAFE and to generate scenarios to be considered

using SNAP. SAFE results may also help provide insights to the expert

in the generation of scenarios.

.

An advantage of the combined approach is that SNAP can provide
feedback to SAFE, Response and engagement statistics generated by SNAP

nay provice insights into characteristics such as response delays,

crrival times for guards, and locations at which engagements are most

likely to occur. SNAP results also provide a basis for comparison with

SAFE results, which should strengthen confidence in the results of both

analyses.

-4.2.1 SAFE / SNAP Developments '

The combined SAFE / SNAP approach will be enhanced by f uture devel-
opments, as discussed in Subsection 3. 2. 4. Graphics input / output cap-

Ebil'"ies will anhance the input / output capabilities of SNAP, and a

physical interface between SAFE and SNAP will allow the automatic con-

struction of skeletal SNAP models based on the worst-case paths output
; by SAFE.

4.3 USE BY NRC

The NRC is invol' red in safeguards regulatory activities which in-

j clude rulemaking, licensing and evaluation, assessment, and inspection.

( Methods such as those described in this report can be used to supple-

nent current procedures.

.

Of the methods discussed in this report, SAFE and SNAP are recom-

mended, particularly for use in the evaluation phase. SAFE and SNAP

can also be used for assessment if time permits. When quick results

are required, particularly in inspection, EASI and BATLE (models used

e
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internclly by SAFE for avalustion) cre recommendtd. R2 commendations
for NRC use of evaluation models are summarized in Table 19.

Table 19

Recommendations for NRC Use

Licensing and
Rulemaking Evaluation Assessment Inspection

All methods can Combined If time permits, EASI/BATLE
provide insights SAFE / SNAP SAFE / SNAP;

otherwise
EASI/BATLE

4.4 CONCLUSION
,

Each of the four evaluation models discusred in this report (SAFE,

SNAP, FESEM, and ISEM) has certain strengths and weaknesses. SAFE is

very useful for global evalustion of complex facilities. SNAP, FESEM,

and ISEM are scenario methods which allow consideration of specific

scenarios. Of the scenario techniques, SNAP provides the most power

and flexibility for evaluating detailed scenarios, although it also

requires more analyst resources..

A combined SAFE / SNAP approach for the evaluation of complex facil-

ities is suggested. Such an approach is both global- and scenario-

based and thus strives toward a " complete" evaluation. It provides an

efficient and effective evaluation scheme which allows a quick study of

both the global and scenario aspects of evaluating safeguards systems.

.
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APPENDIX A

SAFE Analysis of the Reactor Facility

y

A.1 FACILITY CHARACTERIZATION, BASF 7ATA, AND ASSUMPTIONS

The reactor facility includes
1

'

e 9 Levels:

ground level-(level 2)e

e 2 underground levels (levels 0 and 1)

6 aboveground levels (levels 3 through 8)e

e 32 Targets:

e 5 Type I

27 Type IIe

Digitized layout drawings for each level of the facility are

shown in Figure A-1.- Definitions for the node symbols used in the

drawings are provided in Table A-1. Base case assumptions for the

guard force at the reactor facility are listed in Table A-2.

The Type I and Type II targets (vital areas) in the facility are

listed in Tables A-3 and A-4, respectively. Vital areas for such

facilities are identified-by means of fault tree / vital area analysis

techniques. The doors which provide access to containment were in-

cluded'in the analysis in order to consider the possibility that

guards are not able to follow the adversary into containment and to

consider how well access _to the containment area can be prevented.

Target sabotage times and response times for each of the targets are

included in Tables A-3 and A-4.

j. Sabotage time ranges are besed on expert opinion and the assump-

tion of a knowledgeable adversary. The means of the ranges are used

for the base case sabotage times. Response times were calculated

. based on-anticipated travel times for the guards from certain start

-locations to the target areas.

t

i
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Table A-1

Node Symbol Definitions
,

,

. Node Symbol Definition

O Fence node
, ,

|| Vehicle roll-up docc

0 Watertight door

X Containment airlock door
,

h* Standard, unlocked door or** *

personnel portal

IB Locked door or containment
hatch

ti Stairwell
4

Q Target
"

4

]

Table A-2
.

Response Assumptions

Guard station at fence node 184
e All guards stationed here

Roving patrol guard

I Two 1/2-hour patrols each 8-hour shifto

e Patrols fence area

t

Initial response is from roving guard
,

'(if on patrol)

i

l' Response times are based on minimum travel times
from guard positions to targets

,

e Times are optimistic for guards'

Ir
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T;hla A-3>

Type I V8.?.al Areas (5)

. Target Sabotage Task Response
Vital Area Node Time (minutes) Time
Location . Label Min. Mean Max. (minutes)

Lovel 2 293 2.5

295 2.0 3.5- 5.0 3.0

Level 44 .426 10.0 20.0 30.0 2.8

Level 6 611 10.0 20.0 30.0 3.2

618 2.0 3.5 5.0 3.9

619 5.0 7.5 10.0 6.9

620 3.7

.

..

Table A-4

Type II Vital Ateas (27)

Target. Sabotage. Task Response
Vital Area- Node Time (minutes) Time
Location Label Min. Mean Max. (minutes) ~

Level 0 37 1.0 2.0 3.0 2.8
,

Level 1 116 1.0 2.0 3.0 3.2

117 1.0 2.0 3.0 3.3
,

Level 2 203 1.0 2.0 3.0 2.6
-

204 1.0 2.0 3.0 2.6
/ 205 2.0 3.5 5.0 2.4

206 2.0 3.5 5.0 2.2

253 1.0 2.0 3.0 2.8,

262 1.0 2.0 3.0 2.4

263 1.0 2.0 3.0 2.4

276 2.0 3.5 5.0 2.3

277 1.0 2.0 3.0 2,3

278 1.0 2.0 3.0 2.4

279 1.0 2.0 3.0 2.5

280 1.0 2.0 3.0 2.6

281 1.0 2.0 3.0 2.4

290 1.0 2.0 3.0 1.5

84
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,

r

Table A-4 (Continued)

Target Sabotage Task Response
Vital Area Node Time (minutes) Time
Location Label Min. Mean Max. (minutes)

Level 3 306 2.0 3.5 5.0 2.8

307 2.0 3.S 5.0 2.7
314 1.0 2.0 3.0 3.1

:
315 1.0 2.0 3.0 3.0'

Lovel 4 411 5.0 7.5 10.0 3.1

412 5.0 7.5 10.0 2.8
,

'
421 1.0 2.0 3.0 3.2

Level 6 631 S.0 7.5 10.0 3.4

632 5.0 7.5 10.0 3.5

636 5.0 7.5 10.0 4.2

r
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A list of corbinations of Typ2 II targats which cIn ba ettccked
by the adversary to achieve sabotage are listed in Table A-5. Combi-
nations are generated by the same fault tree / vital area analysis dis-
cussed above.

Table A-5

Type II Vital Area Combinations

Doubles

307-306 262-306 206-203 631-632
203-307 262-203 206-421 412-411
205-307 262-205 205-206 276-636
204-306 276-290 263-206 618-636
204-203 276- 37 116-117 253-636
205-204 206-306 314-315

Triples

281-307-306 281-304-306 281-262-421
281-421-307 281-421-204 281-262-263
281-263-307~ 281-263-204
281-307-306 281-262-306

Quads4

280-279-278-277

NOTE: Combinations are in terms of node. labels.

Base case data which characterize the performance of components
in the facility are listed in Table A-6. The adversary equipment
assumed is also noted.

A.2 GLOBAL INTERRUPTION STUDIES

Global interruption results were generated for each of the fol-
lowing cases:

1. Base case

2. No fence detection
3. Response times increased 1 minute

4. No fence and no exterior building door detection

86
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T;blo A-6
,

Component Performance

Task Time Detection
Component Description (minutes) Probability

Fence
Chain-link, barbed wire, detec-
tion system 0.1 .90

Roll-up doors locked, alarmed 0.8 .95

Watertight doors locked, alarmed 0.8 .90

Containment airlock door 5.0 .90

Standard pedestrian door
Unlocked, unalarmed 0.05 .01

Locked, unalarmed 0.2 .05

Locked, alarmed 0.2 .90, .95

Personnel portals 0.05 .90

Steel-plate door locked, alarmed 1.0 .95

Containment hatch locked, unalarmed 2.0 .05

NOTE: Adversary equipment 3,cludes gloves, pry bar, and explosives.

5. Zero sabotage times

6. a. Minimum sabotage times
b. Maximum sabotage-times

7. All exterior building doors hardened (to 1-minute doors) and

alarmed, plus

a. Base case,

b. No fence detection, or

c. Zero sabotage times.

These sensitivity analyses were performed to consider the sensi-
tivity of the evaluation results to various parameters:

* Case 2 considers sensitivity to the fence sensor.

* Case 3 considers delays in guard response.

* Case 4 considers sensitivity to the outer two sensors and

provides insights into the insider problem (adversary

is inside building undetected).

I- 87
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O Cess 5 concidars how wall tecaso to targat areas can bn pre-
vented and provides insights into whether an engagement
is most likely to occur when the adversaries arrive at
the target area or before.

e Cases 6a and 6b consider sensitivities to the target sabotage
times.

e cases 7a, b, and c concider the effect of a design upgrade for
the facility.

The global results generated for each facility target (Type I and
Type II) for each of the cases considered are presented in Table A-7.
Note that the results are for individual targets and do not consider
combinations.

Composite interruption measures for combinations of targets were
generated using a MAX formula, which takes the maximum of the inter-
ruptLan measures tor each of the individual targets that make up a
combination as the composite measure. This formula is used on the
basis that the facility safeguards system should be able to protect a
combination of targets at least as well as it is able to protect any
one of its constituent targets.

The worst-case targets and combinations for each global inter-
ruption case are summarized in Table A-8. Base case results are fair-
ly good, although other cases ihdicate possible vulnerabilities. The
design upgrade does not result in significant changes in global re-
sults, although performance does improve for some targets.

Certain targets and combinations appear consistently as worst
cases. In particular, Type I target 618 shows up co7sistently as a
worst-case target, as do Type II combinations 203-204, 116-117, ard
276-37. These targets and/or combinations are excellent candidates

for further study.

A.3 EASI GRAPHICS STUDIES
.-

The paths chosen for study using EASI Graphics are illustrated in
-Figure A-2. They include a path to target 618, paths to targets 203
and 204, and a path to target 611. Paths to targets 618, 203, and 204

were chosen since these targets consistently showed up as worst-case
paths-in the global interruption analysis. The path to target 611 was

88
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Table A-7

Global Interruption Results

# TYPE 7 TARGETS

Probability of Interruption
(Cases 1, 2, and 3)

Response Times
Node Base No Fence Increased

Target Location Label Case Detection 1 minute

Level 2 293 .90 .21 .67

295 1.00 --- ---

Level 4 426 1.00 1.00 1.00

Level 6 611 .99 .95 .99

618 .95 .73 .77

619 .98 .91 .96

620 .99 .92 .95

# TYPE II TARGETS

Level 0 37 .89 .17 .50

Level 1 116 .88 .28 .59
117 .88 .27 .58

Level 2 203 .88 .23 .47
204 .88 .23 .48
205 .99 .94 .89

206 .99 .90 .96

89
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Table A-7 (Continued)
.,

*

e TYPE II TARGETS
(Continued)

Probability of Interruption
(Cases 1, 2, and 3)

Response Times
Node Base No Fence Increased

Target Location Label Case Detection 1 minute
,

'

253 .81 .21 .39
262 .97 .72 .86o

! 263 .97 .72 .86

'276 .89 .00 .78
277 .99 .93 .94
278 .97 .74 .87
279 .99 .93 .94

,

280 1.00 .98 .98
281 .97 .74 .87
290 .97 .78 .80

Level 3 306 .99 .89 .91

307 .99 .90 .95,

314 1.00 .97 .97
315 .99 .90 .93

Level 4 411 1.00 .99 1.00

| 412 1. 0 'J 1.00 1.00

421 .81 .08 .44

Level 6 631 1.00 1.00 1.00

632 1.00 1.00 1.00

, 636 1.00 .99 .99

,
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Table A-7 (Continued)

e TYPE I TARGETS

Probability of Interruption
(Cases 4, 5, 6a, and 6b)

No Fence, Zero Minimum Maximum
Node Ext. Door Sabotage Sabotage Sabotage

,

Target Location Label Detection Times Times Times
.

Level 2 293 .00 .90 .90 .90

Level 4 426 .95 .12 1.00 1.00

Level 6 611 .95 .08 .99 .99
# 618 .38 .05 .68 .99

.93 .99[ 619 .04 ---

620 .00 .99 .99 .99

# TYPE II TARGETS'

Level 0 37 .15 .06 .50 .96

Level 1 116 .12 .16 .62 .97

117 .11 .16 .62 .96
~

Level 2 203 .00 .04 .47 .96

204 .00 .04 .47 .97 :

205 .82 .02 .87 1.00

206 .90 .03 .93 .99

253 .13 .03 .36 .96'

;

a
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Table A-7 (Continted)
J

* TYPE II TARGETS
(Continued)

Probability of Interruption
(Cases 4, 5, 6a, and 6b)

No Fence, Zero Minimum Maximum
Node Ext. Door Sabotage Sabotage Sabotage

Target Location Label Detection Times Time,s Times

262 .72 .64 .89 .99
263 .72 .64 .89 .99
276 .00 .01 .74 .90
277 .93- .87 .96 1.00
278 .74 .67 .90 .99
279 .93 .87 .96 1.00
280 .98 .94 .99 1.00

281 .74 .66 .90 .99
290 .00 .21 .87 .99

Level 3 306 .85 .06 .93 1.00
307 .89 .08 .93 1.00
314 .97 .92 .98 1.00
315 .90 .84 .95 1.00

Level 4 411 .94 .12 1.00 1.00
412 .94 .15 1.00 1.00

421 .07 .06 .43 .92

Levell5 631 .99 .19 1.00 1.00
632 1.00 .26 1.00 1.00

m 636 .97 .05 .99 1.00

.
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Table A-7 (Continued)

# "YPE i TARGETS

Probability of Interruption
(Cases 7a, 7b, and 7c)

All Exterior Bldg. Doors Hardened
and Alarmed, plus

___

Node Base No Fence Zero Sabotage
Target Location Label Case Detection Times

Level 2 293 .90 .21 .90

Level 4 426 1.00 1.00 .60

Level 6 611 1.00 1.00 .39
618 .97 .77 .21
619 .98 .91 ---

.620 .99 .92 .99

# TYPE II TARGETS

Level 0 37 .95 .60 .38

Level 1 116 .96 .70 .60
117 .96 .69 .60

Level 2- 203 .88 .23 .09
204 .89 .23 .12
205 .99 .95 .25
206 1.00 .97 .37

:

| 253 .90 .21 .25
262 1.00 .97 .90:

263 1.00 .97 .90
l- 276 .89 .00 .01
|
,

l.
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Table A-7 (Continued)

*- TYPE'II TARGETS
(Continued)

Probability of Interruption
j (Cases 7a, 7b, and 7c),

All Exterior Bldg. Doors Hardened
and Alarmed, plus

Node Base No Fence Zero Sabotage
Target Location Label Case Detection Times

277 1.00 .99 .97
278 1.00 .97 .90

.

279 1.00 .99 .97
280 1.00 1.00 .99

281 1.00 .97 .90
290 .98 .83 .82

Level 3 306 .99 .95 .39

307 .99 .96 .47
314 1.00 1.00 .99

315 1.00 .99 .96

Level 4 411 1.00 .99 .47
412 1.00 1.00 .66

421 .95 .59 .41

Level 6 631 1.00 1.00 .64
632 1.00 1.00 .70
636 1.00 .99 .20

4
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Tcblo A-8

Worst Case Targets and Combinations

Type I Type II
Target (PI) Combination (PT)*

203-204 (.88)
Base case 618 (.95) 116-117 (.88)

276- 37 (.89)

276- 37 (.17);

No fence detection 618 (.73) 203-204 (.23)
116-117 (.28)

Response times 203-204 (.48)
g

increased 618 (.77) 116-117 (.59)
- 1 minute 276- 37 (.78)

203-204 (.00)
No fencq, ext. 619 (.04) 276-290 (.00)
door detection 618 (.38) 116-117 (.12)

276- 37 (.15)

Zero sabotage times 618 (.05; 205-206 (.03)
611 (.08) 203-204 (.04)
426 (.22) (Many others <.10)

Minimum 203-204 (.47)
sabotage 611 (.68) 116-117 (.62)
times 276- 37 (.74)

Maximum 276- 37 (.96)

times
- .99) 203-204 (.97)sabotage (All >

116-117 (.97)

All Exterior Bldg. Doors Hardened and Alarmed

Type I Type II
Plus Target (PI) Combination (PI)

3

Base case 618 (.97) 203-204 (.89)
276- 37 (.95)
116-117 (.96)

203-204 (.23)
No fence detection 618 (.77) 276- 37 (.60)

116-117 (.70)

Zero sabotage times 618 (.21) 203-204 (.12)
611 (.39) 276-636 (.20)

(Many others <.50)

*
The formula used for finding the probability of interruption
(PI) of a combination of targets was the maximum of the PIs
of the targets which belong to the combination.

95
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conoidsrcd cinco targot 611 chow:d up cc a worst-caco when only acccco

to the target areas is considered (Zero Sabotage Times case).

Base case data for the path to target 618 are listed in Table

A-9. Plots generated for this path (Plots 1 through 8) are provided

in Figure A-3.

Table A-9

Base Dats for Path 282-269-251-617-627-318

Response Time 3.90
Standard Deviation .78
Probability of Communication 1.00

Task Mean Std. Dev. Prob. Det.

Fence 1 .10 .02 0.00
2 .95 .19 .90

Exterior door 3 .20 .04 0.00
4 .03 .01 .95

Stairs (Level 2) *5 .01 .00 0.00
6 .83 .17 0.00u

stairs (Level 6) 7 .01 .00 .00
8 .04 .01 0.00

Door 9 .20 .04 .00
10 .25 .05 .95

Target 11 3.50 .70 .00

,

Base case data for the paths to targets 203 and 204 (these paths
' are virtually identical) are listed in Table A-10. Plots generated for

thesa paths (Plots 1 through 9) are provided in Figure A-4.

Base case data f9r the path to target 611 are listed in "Able A-ll.

Plota generated for this path (Plots 1 through 7) are provided in Figure

A-5.

A.4 NEUTRALIZATION STUDIES
,

Two generic engagements were modeled: One was modeled to repre-

sent an engagement outside the buildings (in an open area), and the

other was modeled to represent an engagement inside the buildings (in

a more confined area).

Base case engagement parameters are listed in Table A-12 for both

the outside and inside cases. Three adversaries are assumed. The ad-

sarsaries are first engaged by an initial response force (one guard in

98
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Plot 3--Interruption vs. Sensor 2 Detection (fence sensor, base
value = .90)
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Figure A-3. Continued
i

Plot 8--Interruption vs. Time for Task 9 (interior door, base
( value = 0.20 minute) and Time for Task 3 (exterior door, base

value = 0.20 minute)
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Table A-10

Base Data for Path 283-246-289-239-203
or Path 283-246-289-238-204

;

Response Time 2.60 i

. Standard Deviation .52
Probability of Communication 1.00

t

' Task Mean Std. Dev. Prob. Det.

Fence- 1 .10 .02 0.00

2 .83 .17 .90

Exterior Door 3 .20 .d4 0.00
*

4 .05 ,01 .95

. Door 5 .20 .04 .00
6 .12 .02 .95'

Door 7 .20 .04 .00

8- ,06 .01 .90

- Target 9 'e.00 .40 0.00
.
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Plot 1--Interruption vs. Response Time (base value = 2.60 minutes)



-- . _ - - _
_ _ - . _-_ _ _ - -

PROBABILITY OF INTERRUPTION,

.:
*

,

. 7
e /
d /

'e-<

RN /e*
5..E- d- p
3 L

,/un
d'

)> . ,

Ud |_.3

E9mo
co
09
a_ o

7-
/

a
d-

, ,

0.0 1.0 2.0 3.0 4.0 5.0 8.0 7.0
_ TIME FOR TASK 9 . MINUTES

Figure A-4. Continued
Plot 2--Interruption vs. Time for Task 9 (target sabotage time,
base value = 2.00 minutes)

o
w

.

_ _ _ _ -

|



.1|| '

'

e
s
a
b

0

N /
,

1 r
o
s
nO , 9 e
s

I 0
eT c
n

P 02 e
- f

_ U
.

/
(0

R nR O o

R 7. S
i
tN c

/ 0E eE S t
eT D

,

N 8. N 2
0O

/ I rI
T o

s
0 nF 58 e
1 S

/
dO 8 .

D s
v

Y 4. O
F n

/
0 oT i

Y t

T pI uIL 3. L r
r0 I e)I

/ 0, t0

B F n9.

dI ..

B e-A 2. G u=

/ 0R n3

B i eP tt u

O nol
ola1 CPvR .

/
e

0

P .

4-
0 -

A
0_ i - -

o ?o 9 5* 9* ,e mo "o "o -d od
e* r

r;. ~ ce2N b cm3EamOa.L 5 - u
- g

i
F

_

_

_

_

-

=o-

.

-

-
_

_
|| 1! |:|t , :iI ' ! i;ii(, :j' 1fi!,



_

)

s_

e
t
u
n
i
m

N 0

Q
6

_ .)
20.

9
= .

, . . e=
u
le
au

7 vl
aev

s
ae

p bs

W
. .

a(

be
m,

.

ir,
To

W. w s _

_en
se

_

_

ns
_opeeF

. d enscO Res f
t .(

O" s.

Y vn
> o

niT ot
} icI } te

L pt
ue

I rD
r

B e2
t
nrA dIo

B ~-
es
un
n4 e

.' iSO . 's.
- tt$' 4- . nodR .- N'

g s. 9 oln
,

g . g
. CPaP \".\O .

4
-

A
e
r

G
u
g
i

- F
-

C-
-

_

1



_ ______ - _ _ _ _ _ _ _ _ _ _ _ _ . . _ - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ - _ __

C
w

PROBABILITY OF INTERRUPTIO.N

i .. - =

| 8.8 -7

h g.s-

g,7 -

F s.8 -

e
.5-3

s
3.4 -

J 0.3 '
-

1 i xg ,.
(

g.1 -

! g.s- M

A$8A4 ,.

@
q

**114

_

2

Figure A-4. Continued
'

Plot 5--Interruption vs. Sensor 2 Detection (fence sensor, base
value = .90) and Time for Task 9 (target sabotage time, base
value = 2.0 minutes)
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Figure A-4. Continued
Plot 8--Interruption vs. Time for Task 5 (interior door, base
value = 0. 20 minute ) and Time for Task 3 (exterior door, base
value = 0.20 minute)
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Figure A-4. Continued
Plot 9--Interruption vs. Time for Task 7 (interior door, base value
= 0.20 minute) and Time for Task 5 (interior door, base value =
0.20 minute)
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Table A-ll

. Base Data for Path 285-236-208-616-615-614-625-611

Response Time 3.20
Standard Deviation .64
-Probability of Communication 1.00

Task Mean S td . Dw ._ Prob. Det.

Fence 1 .10 .02 0.00'

2 .64 .13 .90

Exterior Door 3 .05 .01 0.00

4 _.50 .10 .01
Stairs (Level 2) 5 .01 .00 .00

6 .92 .18 0.00

Stairs (Level 6) 7 . 01 .00 .00

8 .03 .01 0.00

Door 9 .05 .01 .00
10 .21 .04 .01

Door 11 .20 .04 .00

12 .04 .01 .95

Door 13 .05 .01 .00

14 .13 .03 .01
Target 15 20.00 4.00 .00
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Figure A-5. Plots for Path to Target 611.
Plot 1--Interruption vs. Response Time (base value = 3.20 minutes)
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Figure A-5. Continued
Plot 3--Interruption vs. Sensor 2 Detection (fence sensor, base
value = .90)
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Figure A-5. Continued
Plot 7--Interruption vs. Sensor 2 Detection (fence sensor, base
value = .90) and Time for Task 15 (target sabetage time, base
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Tablo A-12

Engagement Parameters

O Three adversaries

. O . Adversaries initially engaged by initiT1 response force, secondary
response force arrives later -

O ' Adversaries have automatic weapons

0 Initial response force has handguns; secondary focce has shotguns

Other Outside Inside
Parameters Gudids Adversarfes ~ Guards Adversaridd

Posture Crouch Stand /then crouch Crouch Crouch
after 3 seconds

Firing 60% 90%/then 60% 50% 50%
exposure after 3 seconds

Reloading 1% 90%/then 1% after 10% 10%
exposure 3 seconds

Delay 50% to 0 0 50% to 0 0,

when sec. when sec.
force .ce.

arrives arrives

Proficiency 0 10% (more recent 0 10% (more
(0 is training) recent
average) training)

#

Degradation 10% 25%/then 10%- 10% 10%
doe'to after 3-seconds
posture

Degradation 0 -0 0 0
due to
illumination

. Tsctics Cefensive Assault Defensive Assault

Range 25 meters 10 meters

the base case) with a secondary force (fou. guards in the base case) ar-

riving later. Runs included the base case and cases that considered an
increase in the number of guards and an upgrade in the weapons used by
the guards. Each case was considered with a number of different arrival

times (ranging up to 2 minutes) for the secondary guard force.
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Th2 ranults of thats nautralization studies era tabulated in Table

A-13 and plotted in Figure A-6. The overall probability of neutraliza-

tion and the likelihood that the initial response force survives are

good only for the case in which the guards are increased and the guards'

weapons are upgraded (assuming realistic secondary force arrival times

greater than 30 seconds). Note that these results represent the proba-

bility of neutralization prior to completion of sabotage only if the ad-

versary is neutralized before sabotage can be completed; thus, secondary
force arrival. time and total engagement time can be critical.

Table A-13

Probability of Neutralization

Outside--
__

Probability of Neutralization
,

Number of Guards in Arrival Time of Secondary
Initial, Secondary Response Force (seconda)
Response Forces 0 10 20 30 60 120

,

1, 4 0.36 0.30 0.27 0.26 0.25 0.25

2, 5 0.67 0.61 0.55 0.51 0.48 0.48

2, 5 1.00 0.99 0.98 0.98 0.98 0.98
Plus semiautomatic

weapons

I Inside--
Number of Guards in Arrival Time of Secondary
Initial, Secondary
Response Forces

__
Response Force (seconds)

0 10 20 30 60 120

1, 4 0.60 0.49 0.47 0.47 0.47 0.47

2, 5 0.86 0.75 0.70 0.69 0.69 0.69
,

2, 5 1.00 0.99 0.99 0.99 0.99 0.99
Plus semiautomatic

weapons

,

e
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Figure A-6. Plots of Results for Inside and Outside Engagements
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APPENDIX B

FESEM Analysis of the Reactor Facility

This appendix presents the applications of FESEM to a set of

ccenarios for the reactor facility.

B.1 ADVERSARY PATHS CONSIDERED

The paths chosen for FESEM analysis were suggested by the SAFE

. global interruption analysis of the reactor facility. The following

paths wet a considerod:"

To targe t 618
282-269-251-617-627-618

To targets 203, 204
283-246-289-239-203
283-246-289-238-204
283-246-289-239-203-239-238-204**

The paths to targets 618 and 203 and 204 are illustrated in Figure

B-1.
.

B.2 ASSUMPTIONS AND DATA

Base case assumptions for the FESEM analysis are listed in Table

B-1. Assumptions include turee c.6versaries and five guards. Guards

cre grouped into two response forces: Force 1 (one guard in the base

case) and Force 2 (four guards in the base case) .

|

|

!

I a
' Paths are described in terms of the node labels used on che SAFE

digitized f acility layout drawings (see Appendix A) .

| This path considers targets 203 and 204 in series. Data for exit
through door 239 af ter leaving 203 were set to reflect free access for'

the adversary since the door was penetrated on entry.

|
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Table B-1

Base Case Assumptions for FESEM Analysis

Outsider Sabotage

Adversary Characteristics

* Three adversaries
* High dedication
* On foot (average, 4 mi/h)
* Automatic weapons
* Tools with high explosives

Guard Characteristics4

* Two on-site response forces
(Force 1 = one guard, Force 2 = four guards)

* Medium dedication
* One guard needed to engage adversaries

,

* Probability of communicating external
attack = 1.0

e Automatics (implicitly assumed by FESEM)

Adversary Path Data

* Data used for barrier time delays, alarm prob-
abilities, and area crossing distances re-
flect the base case data specified in the
SAFE analysis.

Guard response data are listed in Table B-2. Times are based on

an initial response by Force'1 and a later arrival by Force 2. Times

for Force 1 are specified for two cases: one in which the force is on

_ patrol and another in which it is not.

Table B-2

Guard Response Times

i.
Guard Response Times (minutes)

Response Force 1 Response
Target On Patrol No Patrol Force 2*

618 2.5 3.9 4.9

203 2.0 2.6 3.6

204 2.0 2.6 3.6

' Response times for Force 2 assume 1 minute
to alert Force 2 to respond.

;
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D.3 ANALYSIS RESULTS

Results of the FESEM analysis included cases-that consider a

" patrol" versus "no patrol" and cases in which additional guards and

en upgraded exterior building door were considered. Results are sum-

mnrized in Table B-3.

Table B-3

FESEM Results

Probability Probability
of of Defenders'

Target Special Case- Interruption * Success

618 Patrol 1.00 .01

618 No patrol .97 .00

618 No patrol .97 .31
Force 1 = 2 guards
Force 2 = 5 guards

618 Patrol 1.00 .79
Forca 1 = 2 guards
Force 2 = 5 guards
1-minute exterior
building door

203,204 Patrol .98 .01

203,204 No patrol .92 .00

203,204 Patrol .98 75
Force 1 = 2 guards
Force 2 = 5 guards

,

1-minute exterior
building door

203d>204 No patrol 1.00 .88
(in series)

2034-204 Patrol 1.00 1.00
(in series) Force" l = 2 guards

Force 2 = 5 guards
1-minute exterior4

building door

Not a direct. output of FESEM.

*B.4 EXAMPLE OLFPUT

An example FESEM output for the first case listed in the FESEM

recults (Table B-3) is provided in Figure B-2. The user should refer

. to the Users Guide for Evaluating Alternative Fixed-Site Physical

Protection Systems Using "FESEM," SAND 77-1367, for a detailed descrip-

-tion of the outputs.
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1
GE1,0J S AS S R ,2,10,22,19 8 0,10 00,4,Y ,N ,N,U ,N e
S T A T ,14,0,15 ,3 *
LIM,26,6,30,25,6,3000,0,10,2*
COL ,1, NO A TR S ,2,WPN T S ,3, R F93 S ,4,11 A S ,5,0S AS,5, TY 2 A S ,7, S TF 0,9,N O A TRT,9, WF M T T,
10,R:8 PT,11, MO AT,12,0S A T ,13, TYP 4 T ,14 TI MF9 A T *
H I S ,1, N G 4 T R S T , 3 0, ,1 * N O.GE N.4T T AC< S---TO T A L ,S 4 8. THEFT
HIS ,2, NOWIN O ST ,3 0, ,1 * No. WINS BY 0EF.,3%BOTAGE THEFT
HIS ,3, M04F ST AR ,2 0, ,1 * MOBIL I TY OF ATTAC<ER---S49., THEFT,ALL IJNS
HIS ,4, ATF A 4 ,18, ,1 * ALARM LOCATION F01 4LL RUNS
H I $ ,5,0 S A ,6, ,1 * DEO.AND SOPH.3F ATTACKER ALL RUNS
HIS,5,T04TSTT,15,,1* TYDE OF AT TACT SUCCESS---GEN.,SAB.,THEri
HIS ,7, TIMEF B AT ,35,,2 TIME FOR 84TTLES
HIS ,9, SI TEGO EL ,3 0, ,5 * SITE AND GUARD DEL AY
HIS ,9, NUMBA T ,12, ,1 * NUM3E D OF 8ATTLES
HIS ,13,NUMP F A,12. ,1 * N3.0F RESPONSE F0tCE ARRIVALS
HIS,11,TIMeSAB,30,,6* TIME FOR SA80TASE
HIS,12,TIMFTHF,30,,6* Tit FOR THEFT
HIS,13,GT04BFS,40,,1* GE4. TYPE OF 4TTACK BY FORCE SIZE
HIS,14,T3ASBFS,40,,1* TYPE OF ATTACK SUCCESS BY FORCE SIZE
HIS ,15,N3Pd B AT ,15, ,1 * N1.i A RRIERS PCMETR A TED BEFORE B AT.ST ARTS
PLO ,1, TIME ,3,2 ,0,1 *
VARPLT,1,1 A.ATTRPOP,1,1,0,20,2,3,0EFRPOP,1,1,0,20+
PLO,2.ATRPOP,7,4,2,.25*
V4 R PL T ,2,1, S ,S A BLOS ,1,1,0,1,2, T . TiF L OS,1,1,0,1 *
V A4 P T ,2,3 ,0,0 EF SUC ,1,1,0,1 4, A ,4 T R SUC ,1,1,0,1 *

PLO,3,4TRPOP,9,4,2,.25*
V AR PL T ,3,1,U , S A BLW I ,1,1,0,1,2,V , S A 9 LWOI ,1,1,0,1 *
V AR PL T ,3, 3. W , T HFLW I ,1,1,0,1,4, W , T M L WOI ,1,1,0,1 *
PRI ,1, L VF , 2,2, L VF ,1,3, L VF ,1,4,L V F ,1 *
COM,5,-1,.1,.1,.1,.1,1*
PA1,1,1000,1000,1000* SURVEILLANCE 4LA41 T I M E( M I NU T ES )
P AR ,2,3,2,5 * THEcT COMPfCTI11 TIME (MINUTES)
PAR ,3,3 5 1 75,5. 25 * S463T4GC COMPLET111 TIME (MINUTES).LT. 3ME4
P A R ,4, 3,2, 5* S480TAGr COMD.ETI31 TIME (MINUTES).GE.9 ME4
PA1,5,2 5,1 25,3 75* 04-SITE FORCE 1 AESPONSE TIMC(MINUTES)
P A1,5, 4.9, 2. 4 5,7. 35 * ON-SITE FORCE 2 AESPONSE TIME (MINUTES)
PAR,15,2,1,4* L4N3ING TIME FOR 419 ATTACKS (MINUTES:
PAR,15,1 8,1,3* AI4 SURVEILLAMCE ALARM TIME (MINUTES)
PAR,1T,0,0,0* 01-SITE FORCE ALE 4T DEL 4Y(MINUTES)
OAR,19,0,0,0* 0:F-S I TE FORCE ALERT DELAY (MINUTL9)
PA1,19,.5,.2.1* 8UILOING EXIT 3EL4Y FOR THIEF-GUAk? C04FR3NTATION
INI,0,N,Y,,,Y*
FIN *

1

Figure B-2. Example of FESEM Output for Path to Target 618
(Patrol)
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e

USER SPECIFIED GPTIONS

NRSO = 20 NOSUM =1 NP:C0 = 0 NAONSR =1 <FATRA = 0 SWTEXT = 0
SWTINT = 0 MNOHIS = 0 10YN : 1

SITE SPECIFIED CHAR ACTERISTICS

NURS E R OF NO. OF RESPONSE FORCES GUARD AIR ATTACKS
BARtIERS ON -S IT E OFF-SITE 3/S BEG. A T BAR.
5.00 2.00 0 00 2.00 0.00

SURW. DE T. PROB. SURV. BEGINS AT MUSTER FORCE
FOR AIR ATTACKS BARRIER NO. SIZE

0 01 1.00 1 00

S PEE 0 ON FOOT ( MPM) OPECJ WIT 4 d E H ICL Ci ' MPH)
MODE MIN MAX MODC MIN MAX
4.00 3.00 5.00 15.00 10.00 '9.00

RESPOMSF F090" SPECIFICATI0MS

01-SI TE RE SPONSE N UNRE R *ESPONSE C091U*lIC A T IO4 PROBABILITY
F33CE NUMBFP OF MEN T I P. L ( TE RN AL INTERNAL

1 1.00 2.50 1 00 .60
2 4.00 4.90 1 00 .60

RA9RTIA *BECIFICATION3

B ARRIC R CISTANCE T3 GAqq[[q DELAY ON 823Te13 HI
N U13E t NEXT RARRI!R 400E MIN MAN

1 00 333.GC .10 .05 .15
2 00 10.50 .?D .13 .30
3 00 291 00 .01 .01 .02
4.00 14.00 .01 .01 .02
5 00 0.00 .20 .10 .30

.

|

Figure B-2. Continued
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esH IST3 3149 NUMRE913**,

ym
O GT048FS

OMS 1ELA UPPEF
FREQ #101 CELL LIM 0 20 40 60 80 100

+ + +. + + + + + + + +
-0 0 000 D. +

+
0 0.000 .100E+01 + +
0 0 000 . 20 0E+ 01 +

'+
0 0.000 . 300C+01 +

+
0 0.000 .400E+01 +

+
.0 0 000 .500E*01 +

+
0 0.000 .600E*01 + +
0 3. 000 .700E*01 + +
0 0.000 .900E+01 * +
0 3.003 .300E+01 +

+
0 3 000 .100E+02 + +
0 0 003 .110!+ 0 2 + +
0 0.003 .120C+02 +

+
*** 1 000 .130E*02 +***********+************.*************************
0 0.000 .14 0C + 0 2 * ,

C0 0.000 .150r.02 +
C'0 0 000 .160E+02 +
C0 0.000 .170!+02 +
C0 0.000 .180E+02 +' C0 0.000 .190E+02 + C

0 0. 000 .200E+02 +
C0 0 000 . 210C + 0 2 + C0 0 000 .220!+02 + C.0 0.000 .230E+02 +
CD 3 000 .240E+02 + C0 0.000 .250C+02 + C03000 . 26 0"* 0 2 +
C0 0.000 .270E+02 +
C0 0.000 .280C+02 +
C0 0 000 .290E*02 + C ^

3 0.000 .300C+02 + C0 0 000 . 310E + 0 2 + C-0 0 000 .320E+0? +
C0 0.000 .330E*02 + C0 0.003 .340F+02 +
C0 3 000 .350r+02 +
C0 0.000 .363E+02 + C0 0.000 .370E+02 +,

C0 0.000 .380E*02 +
C.

0 0.000 . 39 0E+ 0 2 + C
3 0 000 .400r.02 +

C0 0 000 INF +
C--- + + + + + , + + + + +

;*** 0 20 40 60 80 100

Figure B-2. Continued
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APPENDIX C

ISEM Analysis of the Reactor Facility

This appendix presents the application of ISEM to an insider

scenario for the reactor facility.

C . l' PAT!i DESCRIPTION

- The path chosen for ISEM' analysis is the following:*

To target 618
Path: 284-269-251-617-627-618

(284 is the access portal at the security building)

The path to target 618 is illustrated in Figure C-1. The path was

chosen so that it passed through normal personnel access points.

C.2 ASSUMPTIONS AND DATA-

Base case assumptions for the adversary and_ guards are listed in

Table C-1. A single insider is assumed to be attempting to gain ac-

cess to the facility via the normal personnel entry-control system.

Adversary path data are summarized in Table C-2. Sensors assumed

along the path are listed. Detection probabilities associated with

portals 284 and 269 are based almost entirely on detectibn of the con-

cealed handgun by the metal detectors since plastic explosives are

very difficult to detect.

Guard response data are summarized in Table C-3. Response pro-

cedures and assessment times based on different alarms that may occur
:-- are specified, and response times for guards from locations they may

be atfto locations they may respond to are also listed.
~

*
The path is described in terms of the node labels used on the

. SAFE digitized facility layout drawings (see Appendix A).
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4

6

(

Table C-1

Base Case Assumptions for ISEM Analysis,

,

' Adversary Characteristics

e Single insider
i * . Handgun (concealed)
'

'O High competency level
# . Plastic explosives (concealed)

i.
*

Guard Characteristics
# Five response guards

'

(One on patrol; four stationed in the
security building)

* High competency level'

*' Shotguns

. Table C-2
,

Adversary Path Data *

.

Time Delay Detection
Path Location

4
__

Sensor (minutes) Probability

Portal 284 Metal, explosives
detectors 0.1 0.1

I Portal 269 Metal, explosives
detectors- 0.1 0.1

Portal 627 None 0.1 0.0

Target. area CCTV 0.2< --

o

*

Path data assume that the adversary is using-the normal per-
sonnel access system to gain entry. (Note: The access system
was conceived in order to illustrate the example). Other data,
such as area crossing times and the time to sabotage target,

; reflect base case data specified in the SAFE analysis.

,

!
$

,

'
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Ttble C-3

Guard Response Data

No. of Guards Assessment Time
Alarm ' Responding From To

__
(minutes)

At portal 284 1 Security Portal 284 0.1
-bidg.

At portal 269 1 Patrol Portal 269 0.1

CCTV detection
at target
area All- Anywhere Target area 0.5

Battle All Anywhere Target area --

Response Times
Mean (min, max)

To
~~

Portal 284 Portal 269 Target Area
From (minutes) (minutes) (minutes)

Security
builning 0.15(0.1,0.2) -- 4.0(3.9,4.1)

Patrol -- 1.5(0.0,3.0) 2.5(1.0,4.0)

Portal 284 -- -- 4.0

Portal 269 -- -- 1.0

A second case, which assumes a search at the security building

Gntrance portal with two guards present, was considered. A detection

probability of .95 was assumed for the search.

C;3 ANALYSIS RESULTS

The ba_se case scenario an3 a case whL?h assumed a search at por-
tal 284 were evaluated. The reeults are presented in Table C-4.

Table C-4
i.

ISEM Results

Probability of Probability of
Case ,, Interruption * System Win

Base case .06 -03

Search at .95 .95
entrance portal

*
No,t a direc. output of ISEM

157
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C.4 EXAMPLE OUTPUT

An example ISEM output for the base case iraider scenario pre-
sented in this appendix is provided in Figure C-2. The. user should

refer to the Insider Safeguards Effectiveness Model (ISEM) Users
Guide, SAND 77-0043, for a detailed description of the outputs.

,
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GEN,000 Z E2 0 0,1,2,2 0,1976, 5 00,8,Y ,N, h e k, NS
LIM ,b 1,2 5 0,16,26,45 0 0*
COL ,1,S YS WIN ,2, T OT T IM ,3,T IM MIN,4, T I MLO S ,5, TIN GT IM ,6, B AT T IM ,7, T I M A S GL ,
8,GU ARD K,9,IN CIP ,10,N AL ARM,11,T F BE B ,12,T EE BGW ,13,P GW G B ,14,N A B 2,
15, h ENG AG ,16, HG R CLE ,17, hGRD AR ,16, TI M B 8 A T ,19,TI MTF A ,20, T IMT AL ,21,GRO AT IM,
2 2, F 1 HT IM N9'
HIS,1,SYSWIN,7 -1,.5,2,TOTTIM,20,,.4,3,TIMWIN,20,,.4,4,TIMLOS,20,,.4,
5,NEhGhr,,,,6,NUMGRCK,,,,7,NGRODE,,,,8,NGRDAR,,,,9,ENGTIM,3C,,.1's

HIS ,10,11 MT F A ,2 0, , .4,11,T IM T AL ,2 0, , .4,12, NUMGR D ,5, , ,13, GRC A T IM ,2 0, , .4*4

HIS ,14, LNT AM ALM ,34,,,15,1 AM AL AR M ,34, ,'
PR I ,1,L VF ,2,2,L V F ,1,3, L Y",1,8,L VF ,1,4, L VF ,1,7, L VF,1,11, L VF ,16'
P E I ,12, L V F ,16,13, L VF ,16 ,14, L V F ,16,15 , L V F ,16 ,1 E , L V F ,16,17 , L V F ,16'
P R I ,18, L V F ,16 ,19 , L V F ,16 ,2 0 , L VF ,16, 21, L V F ,16, 2 2, L VF ,16, 2 3, L V F ,16 '
PRI,24,LVF,16,25,LVF,16'
PRI,1,LVF,2'
INI,0*

FIN +

.......FACILITV DESCRIPTION.......
STEALTH

N'J * b ER OF AREAS 4 .. FILE 2..

aLEA CROSS AREA hC AUT MIN NO AREA kC OF NG CF
h0M TIME TYPE EMP EMP P'*2 AREA SENSCRS -LIST- LOCAL SENSOF S -LIST-
1.30 3.15 0.00 0.00 C.00 C.CO C.C0 0.CC 0.CC C.DC 0 0C 0.CC C.00 C.GC C.00 0.0C
2 00 .92 0.00 0.00 0.00 0.00 0.00 0 00 0.00 0 00 0.0C 0.C; C.00 3.0J 3.CC 0.CC
3 00 3.75 0.00 0.0C 3 00 0.03 1.C3 3.00 0.30 3.0C C.0c 0.CG 0 00 0 00 1.CC 0.0.
4 0c G.00 11.00 0.'00 C.00 0 00 0.C0 J.01 0 00 C.0S 3 00 0 0C 0.G0 0.33 C.00 0.G:

NUPeER CF PORT ALS 4 .. FILE 3..

FORTAL PORTAL PCRTAL FR09 NO OF NC OF
hum La AY TYPE GC SOS ENTRY -LIST- ERIT -LIST-

ALARM SENSORS SENSORS
1 00 .10 1.00 0.03 0.00 0.00 C.C0 0.CC 0.00 C.0C 1.C3 1.00 0.30 0 03 3.LC 3.De
2.00 .10 1.u0 C.03 0.00 C.00 0.C1 0.Cs 0.00 0 00 10C 2.GC C.G0 J.0J w.CL 0.00
3 00 .10 1.CO O.C0 0.00 C.00 0.00 U.C0 0.CC C.00 0.00 0.0G C.30 C.00 a.CC 0 0.
4 00 0 00 1 00 1.C3 3 00 C.03 C.C0 0.00 0 0C 0 0C 0.00 0.00 C.00 0.00 0.00 0 00

NUMBER OF BARRTERS O .. FILE 6..

Figure C-2 Example of ISEM Output for the Base Case Insider Scenario
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huPEER OF SENSORS 3 .. FILE 4..

5th5CR SsNSCR SENSOR SENSOR SENSOR ALARM ALARM NC OF hC 1 NC 1 NO 2 NO 2 h0 3 NO 3 DELEY RESShum CL A SS TYPE LOCAT LOCAT LCGIC LCGIC ALARM ALARM ALARM ALARM ALARM ALARM ALARM TYPETYPE NUM LCCAT ENTITY LCCAT LOCAT LCCAT L OC AT LOCAT LOCAT LCCAT
TYPE NUM TYPE HUM TYPE NUM TYPE hum1 00 1 00 5.00 1 00 1 00 0 03 0.00 1 00 1 00 1.DC O.GG O.0L 0.00 J.03 0.0C 1 332.30 1 00 5.00 1.00 2.00 0.CD C.00 1.00 1.00 2 0C O.C0 0 00 C.00 0 00 0 3C 2 0C3 00 2.00 1 00 2.00 3 00 0 00 0.00 1.C0 2.OC 3 0C 0.00 0 00 0.00 0 00 0.00 3.OJ

hu"BER OF SEhSORS 3 .. FILE 7..

SthSCR ---SNM SENSORS O NL Y--- NC 2 NO 2 LOGIC 1 ALARM 1 ALARM 1 ALARM 2 ALARM 2 ALARM 3 ALARM 3 LOGIC 2 ALARMNUM INTEG EFFECT THRHD GKGD
ALARM ALARN DEFEAT ASSESS DEFEAT ASSESS DEFEAT ASSESS DEFEAT DEFEAT PROETIME AREA STODEv COUNT LCGIC LCGIC PRCB TINE PROE TIME PROB TIME PROB FROBINTEN LCCAT LOCAT
TYPE NLM

1 00 0 00 0.00 0.00 0.00 0.00 0.00 0.00 .10 0.CC O.00 0.00 C.00 0 00 0.0C .is2.30 0.00 0.00 0.00 0.00 0 00 0.00 0.00 .10 0.00 0.00 0.00 0.00 0.00 0.0G .103.30 0.00 C.00 0.01 0.00 C.CC C.C3 0.CC .50 0.OC 0.00 0.0C 0.00 0.00 0.0C .2C

....... THREAT CESCRIPTION.......
h0 PEER OF EMPLCYEE INSICERS 1 .. FILE 5..

IhSOER ShMF EXPF NO AUT -AUTHORIZED AREAS-hu" ACC AR
1.00 3.0C C.00 C.00 0 00 C.03 0.C3 0.C3 0.SC C.0C S.3G 0.DC G 30 0 00 0 00 0.00

.......FATH DESCRIPTICN.......

AUPBEF CF FACILITY ENTITIES IN EWIT FATH 7

ENTITY ENTITV NUMBFG CUMULATIVE AVERAGE PATP TIME
NUMBER TYPE ENTITY NO BARRIERS ALL EAFRIfoS

TYPE INSTALLED INSTALLED
1 F0ETAL 1 .1C .10
2 AREA 1 3.25 3.25
3 P00TAL 2 3 35 3.35
4 AREA 2 4.27 4.27
5 PORTAL 3 4.37 4.37
6 AREA 3 e.12 2.12
7 FORTAL 4 8.12 8.12

.

Figure C-2. Continued
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m
w

1 2 3 4
RES&OhSE TIMES TC BATTLE FROM PORTALS.. *.0C 1.00-1.03 0.03

RESPONSE TIMES TO GATTLE FROM RESPONSE AREAS.. 2.50-1.00-1 00 4.00

NUMBER OF RESACNSE GUAECS IN RESPONSE AREAS.. 1 C 0 4.

TOTAL NUMeER OF RESPONSE GUARDS = 5

PROBASILITY GUARC SOUNCS BATTLE ALARM LPON AERIdING AT BATTLE =1.CL

GUANDES) WEAPON LEVEL =20 IkSIDER WEAPON LEVEL = 1.0

GUARDIS) COMPETENCE LEVEL * 3.0 IhSIDER CCMPETENCE LEWEL = 3.C

I

...... 0UTPUT RECLESTEC.......

EVENT SEQUENCE OA FIRST 10 RUNS

COLLECT WARIABLES DEFIhED IN SUMMARY

CCLLECTION STATISTICS IN SUMMARY

HIS10 GRAM VARIABLES DEFIhEO IN SUMMARY

PIS10GRANS PLOTTEC IN SLPMARY

.......RAN00M SEEC.......

1119

,

!

Figure C-2. Continued
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RUN 1

..........................................................................
IhSIDER ALARM GUARC BATTLE
EVENT TIME EVENT TIME EVEhT TIME...............................................................ENGAG CDSj

...........
SIART 0.00
FORT AL 1 0 00
AREA 1 .08
FCRT AL 2 2.94
AREA 2 3.06
PORT AL 3 3 93
AhEA 3 4.03
FCRIAL 4 6 11
SEGEhD 8.11
IhSIDER(S) WIN

............................................*...*......**..*.*.*..........i

RUN 2

..........................................................................
IhSIDER ALARN GUARD EATTLE
EVENT TIME EVENT TIME EVEhi TIME ENGAG GDSl

..........................................................................
START O.00
PORTAL 1 S.CC

ALARH( il .00
AREA 1 .11

ACTION (1) .14
ARRACR 1 .26

FORT AL 2 3.53
ARdA 2 3.63
FCRT AL 3 4.61
AREA 3 4.72

ALARM ( 33 5.72
ACTION (3) 6.43

ARRFCR 4 8.34
i FORTAL 4 8 66
| ARREAT 8.66
| ALARM-BAT 8.66

ACTION (9) 8.66
EhGAGE 8 66 EEGIN 1
GKILL 8 67 END

St0END 8.67,

i IhSIDER(S) WIN
.....................................................e....................

Figttre C-2. Continued
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RUN 3 |

..........................................................................
IhSIDER ALARM GUARC BATTLE
EVENT TIME EVENT TIME EVEh1 TIME ENGAG GOS

...... ...................................................................
SIART O.00
PCRTAL i O.00
AREA 1 .10
FCRTAL 2 3.49

ALARM ( 2) 3 49
ACTION (2) 3.58

AREA 2 3.60
ARRPCR 2 4.42

FCRTAL 3 4.E6
AREA 3 4.76
PORTAL 4 8.38
StQthD 8.38
IhSIDERfS) WIN

..........................................................................

RUN 4

..........................................................e ..............

INSIDER ALARM GUARC 54TTLE
EVENT TIME EVENT TIME EVENT TIME ENGAG GOS

......g...................................................................
S1 ART O.OD
FORTAL 1 0 90
AREA 1 .10
FORT AL 2 3.14

*
AREA 2 3.24
PORTAL 3 4.22
AREA 3 4.32
FCRT AL 4 8.05
SE9END 8.05
IhSIDER(S) WIN

..........................................................................

Figure C-2. Continued
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RUN 5

..........................................................................
INSIDER ALARM GUARD SATTLE
EVENT TIME EVENT TIME EVEh1 TIME ENGAG GDS

.ee............e.......e.e...o..e...ee..e.e.......e......e...eeee..e.e....
51 ART O.00
FCRTAL i O.00
AREA i .11
FORT AL 2 3 16

. . . . . . ... .,,

AREA 2 3.26
FORTAL 3 4 14
AREA 3 4 25

ALARM ( 3) 6.74
ACTION (3) 7.13

PORTAL 4 8 07
St0EhD 8 07
IhSI DE R E S) WIN

...........................................................................

RUN 6

..........................................................................
INSIDER ALARM GUAR 3 BATTLE
EVENT TIME EVENT TIME EVEN1 TIME ENGAC GCS

| .................................................................. .......
'

S1 ART O.00
FORTAL 1 0.00
AREA 1 .09
FORTAL 2 3 14

| AREA 2 3.25
FCRTAL 3 4 17
AREA 3 4.28
PORTAL 4 8.07

'

SEQEND 5.07
IhSIDER(S) WIN

..................e.......................................................

Figure C-2. Continued
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EUN 7

..........................................................................
IhSIDER ALARM GUARC OA1TLE

EWENT TIME EVENT TIME EVENT TIME ENGAG GDS
..........................................................................

51 ART O.00
* PCRTAL i O.00

AREA i .10
PORTAL 2 3.38

ALARM ( 2) 3.38
ACTION (2) 3.48

AREA 2 3.49
PORT AL 3 4.4C
AREA 3 4.49

ARRPCR 2 6 11

PCRIAL 4 8.63
SkQEND 8.63
Ih SI CE RIS) WIN

.......................e ..................... .....................*..*.*

RUN 8

..........................................................................
IhSIDER ALARM GUARC BATTLE

EVENT TIME EVENT TIME EVENT TIME ENGAG GDS
..........................................................................

SIART 0.0C
PORTAL 1 0.00
AREA 1 .10
FCRTAL 2 2.78

ALARMr 2) 2.78
ACTICd(2) 2 86

shEA 2 2.89
ARRPCR 2 3.61

FCRTAL 3 3.96
AREA 3 4.06
PORT AL 4 7.90
SkQEND 7.90
IhS10FR(S) WIh...............ee.......a..................................:o.*....*..

Figure C-2. Continued
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DUN 9

..........................................................................
.

INSIDER ALARM GUARC BATTLE
EVENT TIME EWENT TIME EVENT TIME ENGAG GOS

.....ee.e.........eee..e..........eeeeeee....e.e...e..ee..oo......ee....e.
START 0.00
FORTAL 1 0.00
AREA 1 .11
PORTAL 2 3.17
AREA 2 3.28
FORTAL 3 4.20
AREA 3 4.30
PORTAL 4 8.36
SEQEND 8 36
I hSI DER (S) WIN

..........................................................................

RUN 10

..........................................................................
IhSI DER ALARM GUARC BATTLE

...............................................................ENGAGGOSEVENT TIME EVENT TIME EVENT TIME
...........

SIART 0.00
FCRTAL 1 0.00
AEEA i .10
PORTAL 2 3.42
AREA 2 3.52
PORTAL 3 4.4E
AhEA 3 4.55
PORTAL 4 8 01
St0END O.01
INSIDEpts) WIN

..........................................................................

Figure C-2. Continued
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o i

03 i

COLLECT VARIAELE DEFINITIONS

VARIABLE DEFINITION

SY5 WIN MEAN IS ESTIMATE OF #ROBASILITY THE SYSTEM WINS

'TOITIP TOTAL TIME TC OUTCOME ON EACF RUN

TIPWIh TIPE TC OUTCCPE hMEN SYSTEM WINS*

TIPLOS TIME TO OUTCCME WHEN SYSTEM LOSES

EhGTIM TIME FOR EACN ENGAGEMENT (MULTIPLE ENGAGEMENTS ON A GIVEN RUN .E

POSSIELEI

BA1 TIM ACCUMULATED ENGAGEMENT TIME FOR EACF RUN

TIMABGL TIME AFTER EEGINNING OF FIRST ENGAGEMENT TO OUTCOME GIVEN THE

GUARDS LOSE

GlaRDK NUMBER OF GUARDS KILLED PER RUN GIVEN GUARCS hERE KILLEC

IhCIP OBS COLUMN GIVES hUMBER OF EUNS IhSIDER W AS CAUGHT IN A PCRTAL

NALARM TOTAL huMBER OF AL ARMS INCLLCING FIRST BATTLE AL ARP PER RLN

TFEEB TIME FORM BEGINNING TO END CF BATTLE

T E ESG W TIME FROM BEGINhIhG TO END CF BATTLE GIVEN GUARDS WIN

PGhGB PROEAeILITY THAT GUARDS WIN GIVEN A BATTLE

N4b8 NUM9EP OF ALARMS BEFORE BATTLE EEGIks

NENGAG NUMEER OF EhGAGEMENTS ON EACP RUN

NGRCDE NUMBER OF GLARDS DEPLOYED

NGRDAR NUMBER OF GLARDS ARRIVING AT BATTLE

TIMEBAT TIME TO BEGIhNING OF BATTLE

Figure C-2. Continued
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_ _

TIPTF A TIME TO FIOST ALACM

TIMTAL TIME TO ALL ALARMS ( OHL Y FIRST BATTLE ALARM IS CONSIDERED)

GRLATIM TIME TO ALL GUARD ARRIVALS AT BATTLE
i

P T NTI MM B PATH TIME WHEN THERE IS NO EATTLE

HISTOGR AM VARI AELE DEFINITI0h5

*
NUMBER WARIABLE CEFINITION

1 SYSWIN COMPARISON OF WINS AND LOSSES

2 TOTTIM TOTAL TIPE TC OUTCOME CN EACP R UM-

3 TIPWIN TIPE TC OUTCOME WHEN SYSTEM hIhS

4 TIPLCS TIME TC CUTCCHE WHEN SYST EM LOSES

5 hENGAG kLMBER CF ENGAGEMENTS ch EACF RUN

6 huMGRDK kUMBER CF GUARDS KILLEC PER RUk GIVEN GUARDS hERE KILLED

F NGRDDE kUMBER CF GUARCS DEPLCVED

8 NGRDAR huMBER CF GUARDS ARRIVIhG AT BATTLF

9 EN GTIM TIME FOR EACF ENGAGEMEhT (POLTI EGMTS VALIDI

10 TIMTFA TINE TO FIRST ALARM

11 TINTAL TIME TC ALL AL ARMS (ONLY FIRST BATTLE ALARM IS CONSICERED)

12 NUNGRD huMBER OF GUARDS ARRIVIhG AT 9ATTLE OLRING EACF ENGAGEMENT

13 GRDATIM TIME TC ALL GUARD ARRIW ALS AT B ATTLE

14 UNTAMALM SENSOR ALARMS WITH NO T AMPERING

15 TAPALARM SENSOR ALARMS WITH TAMFERING

Figure C-2. Continued
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'' GASP SUMMARY EEPORT**

SIMULATION PROJECT NUMBER 1 BY ECOZER C D

DATE 2/ 20/ 1976 RUN buMBER 500 0F 500 )

CURRENT TIME = 0.

** STATISTICS FCR WARIABLES EASED Ch CBSERVATION+'

MEAN S1C DEV CV MINIMUM MAXIMUM OBS
STSalN .280E-01 .1ESE+00 .590E*C1 O. .100E*01 500
TOTTIM .816E*01 389E*OO .477E-C1 .707E*01 .912E*01 500
TIMh1N .846E*01 .375E*DO .443E-01 .78CE*01 .904E*01 14
TIMLGS .815E*01 .387E*00 .474E-C1 .707E*01 .912E+01 486
ENGTIM #146E+00 .160E+00 .110E+01 .74EE-02 .718E*00 28
SAT 11M .146E+CO .1EOE*00 .110E+01 .74EE-02 .718E+00 28,

*

TIMABGL .939E-01 .867E-01 .923E*CO .74EE-02 .249E*00 14i

GUAR 0K .100E+t1 O. O. .100E+01 100E*01 14'
IhCIF No VALUES RECORDED
NALARM .514E*00 .715E*00 .139E+C1 O. .300E*01 500
TFBEE .146E+00 .160E*OO .110E+01 .74EE-02 .718E*00 28
TEEEGk 198E*OO .200E*00 .101E+C1 .289E-01 .718E*00 14
PGhGB .500E*00 .509E+0D .102E+C1 O. .100E*01 28
NABE .214E+01 .356E+00 .166E+CO .200E+0i .3OOE*01 28
NENGAG .100E+01 O. O. .100E+01 .100E*01 28
NGROUE .327E+01 198E+01 .606E+CO 100E+01 .500E*01 181
NGRCAR .100E*C1 0. O. 100E+01 .1COE*01 28
TIME B AT .831E+01 .377E+00 .454E-C1 .733E+01 .890E+01 28
TIMTFA .39EE+01 .2E6E*01 .673E+tc .228E-11 .859E*01 197
TINTAL .469E*01 .278E*01 .593E+CO .228E-11 .890E*01 257
GRDATIM .831E+01 .377E+00 .454E-C1 .733E+01 .890E*01 28
PTNTIMNB .814E+01 .383E*00 .471E-01 .707E+01 . 9 05E + 01 472

_

Figure C-2. Continued
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** HISTOGRAM NUMEER 5**
NENGAG.

CBS RELA UPPER
FREG FREQ CELL LIM O 20 60 60 80 100

+ + + + + + + + + + +

0 0.000 O. + +

28 1.OCO .100E*01 ***************************************************
O O.000 .200E*01 + C

0 8.OCO .380E*01 + C

0 0.000 .400E*01 + C

O O.000 .500E*01 * C

0 0 000 .600E*01 * C

0 0 000 .7 0 0 E * 01 + C

O O.000 .8COE+01 + C

0 0 000 .900E*01 + C

D 0.000 .100E+02 + C

O O.000 IMF * C
--- + + + + + + + + + + +

28 0 20 40 60 80 100

** HISTOGRAM NUMBER 6**
NUNGRCK

OBS RELA UPPER
FEEQ FREQ CELL LIN O 20 AC 60 80 1CO
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APPENDIX D

SNAP Analysis of the Reactor Facility

this appendix presents the application of SNAP, using three se-

lected scenarios, to a generic reactor facility.

D.1 GENERAL PROCEDURES AND ASSUMPTIONS USED IN MODEL FORMULATION
'

'The safeguards system for a generic nuclear reactor facility was

evaluated by testing its performance using SNAP models of three adver-

gary attack scenarios. The general procedures and assumptions used in

formulating these SNAP models are discussed in this section, while indi-

vidual scenario details and-results are discussed later it. this appen-

dix. Four major tasks must be accomplished to build any SNAP model.

These are

1. Select scenarios,

2. Build facility submodel,

3. Build adversary submodel, and

4. Build guard submodel.
'

These tasks are discussed in the f0llowing subsections.

D.l.1 Scenario Selection

Scenario selection is one of the ,nost important tasks in the SNAP

Enalysis of the nuclear reactor facility. Due to resource constraints,

only a few of the thousands of posaible adversary scenarios can be

celected for detailed SNAP scenario-specific e;ialysis. The ones that

cre selected must provide a good test of the saf eguards system.i

The scenarios are selected only af ter a complete global SAFE

Enalysis of the baseline safeguards system has been performed. The

SAFE analysia looks at all feasible adversary paths to facility targets

cnd sulects the ones which have the lowest probability of being inter-

rupted by the responding guard force. To get a more complete assessment

of the most vulnerable adversary paths, SAFE is run several times with
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dif ferent guard responsa times, dif ferent target sabotage times, and
with and without detection at the fence surrounding the f acility.

A set of vulnerable adversary attack scenarios is selected using
these SAFE runs. Then the analyst chooses from among the more vulnera-

ble scenarios, as assessed by the SAFE analysis. In this analysis,

three SNAP scenarios were selected and expert opinion was solicited f rom
Sandia National Laboratories and NRC personnel to determine if the se-
1ected scenarios were acceptable or if other scenarios were overlooked.

The result was that the adversary attack paths output by SAFE were ac-
cepted without modification.

The first scenario, Scenario A, was selected because, in the base

case , .the no-fence detection case , and the reinforcement response case,
the adversary path for this scenario had the lowest or one of the lowest

interruption probabilities of all Type I targets.

Scenario B was selected because it was one of the two more vulner-
able scenarios for Type II targets. From the standpoint of the adver-

sary, the selected scenario was believed to be more favorable because

fewer doors, stairwells, and facility operating spaces need to be tra-

versed to accomplish the objective.

In Scenario C, the target is the area on level 6 from which sabo-

tage actions can be controlled. This scenario was selected because it
appears vulnerable to an attack using diversionary tactics for this

generic reactor facility. (This scenario was discovered in a SAFE
no-fence detection analysis.)

D.l.2 Facility Submodel

The facility submodel represents the physical attributes of the

nuclear reactor facility. These include locations in the facility (tar-

gets,' barriers, doors, fences), sensors (door alarms) , and monitors of
sensor activity. The goal of the facility submodel is to represent the

attributes of the nuclear reactor facility to the required level of
detail while keeping computer and analyst resources to a minimum. To do

' this, a modified grid technique developed in previous SNAP applications
was used. Figure D-1 shows the ground level of the facility with the

grid superimposed. Locations, barriers, targets , and sensors are in-

dexed according to their position in the grid.
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The grid sections and the corresponding facility locations they
represent are approximately 20_ meters wide. This is larger than the

5-meter grids used in previous models. The large size of the nuclear

reactor facility required that the larger grids be used to reduce com-

puter and analyst resources required for the analysis. In areas where

engagements are likely to occur inside the buildings, the grids were

subdivided into 5-meter grids to provide greater detail. Thus, in en-
*

gagement areas in the building, the grid sizes were similar to previous
models.

'
In che SNAP model of each scenario, only those facility spaces that

are occupied by guards or adversaries are included in the facility
submodel. This greatly reduces the effort required to build a SNAP

tacility submodel. Figure D-2 shows the grid locatians that were needed

on level 2 of the facility for Scenario A. The SAFE analysis greatly

aids the building of the facility submodels by helping the analyst
define the adversary paths early in the project. Once the adversary

paths.are set, the portions of the facility that need to be included in

the SNAP facility submodel can be defined and the unneeded portions
eliminated. Thus, in addition to providing global analysis performance

measures _ and aiding selection of SNAP adversary paths, SAFE signifi-
cantly reduces the resources required to build SNAP f acility submodels.

D.I.3 Adversary F,ubmodel

The adversary submedel defines the adversary decision logic and
movement through the facility. In the three scenarios developed for the

analysis of the nuclear reactor facility, the goal of the adversaries is
'

sabotage. Their attack plans do not give any consideration to escape
from the facility once the sabotage has been performed. No insiders

were included in this application, although they could have been, as was
demonstrated in previous modeling efforts.

The basic tactic of the adversaries is to use an attack path that

gives them the highest probability of completing their sabotage before
the guard force can detect and respond to the attack. Once the attack

plan has been selected and the attack begun, the decisions of the adver-.

saries are quite simple. The adversaries proceed along the attack path

essentially racing the guards. The adversaries try to accomplish th?ir

objective (e.g., penetrate a fence, cross field to a building, penetrate

a building exterior door, travel to the target, and sabotage tha target)
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e

beftra th] gutrds can stop them. Other adversary tactics modeled in-

clude a diversionary force and an adversary providing cover fire to

delay guards as they leave the guard station to respond to an alarm.

The general characteristics of the adversary force in each of the

scenarios are listed below:

1. The adversary force consists of three adversaries,

2. All are armed with automatic weapons,

3. The adversariet:s are very knowledgeable about the facility

layout, guard procedures, and sabotage methods,

4. If a guard patrol is in progre'ss, the adversaries wait until it

has ended before starting their attack,,

5, They are well-equipped to penetrate facility barriers in an

expedient manner,

6, Their rate of travel in the field between the fence and the

buildings is 300 m/ min (10 mi/h) ,

7. Their rate of travel in the building .is 117 m/ min (4 mi/h) ,

8. Twelve seconds is required for an cdversary to penetrate a

locked, alarmed door with a crowbar, and

9. Sixty seconds is required for an adversary using explosives to

penetrate a hardened, locked, alarmed door.
.

A detailed discussion of the adversary attack scenarios is provided in

Subsection D.2.
,
.

D.l.4 Guard Submodel

The guard submodel defines the operating policies of the guards.

It includes a representation of the guard decision logic as well as

the physical movement of the guards through the f acility. Because the

SNAP guard submodels developed for this analysis are scenaric-specific,

only those decisions and movements which might occur in response to one

specific' adversary attack scenario aie modeled in each guard submodel.

Thus, three guard submodels were developed in this project, one for each

adversary scenario. The specified guard decisions and movements modeled

in each guard submodel, however, are based upon general guard operating
policieu, which are consistent for all scenarios.

,

.

Bocause the generic reactor facility used for this analysis does

not actually exist, a realistic safeguards system had to be assumed.

The safeguards system assumed for this analysis should not be construed

as representing a specific nuclear reactor facility. The analysis
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cvaluat:9 the b:ss casa cafeguards systems developed for the f acility

and investigates several upgrades to the system that can improve system

per fo rmance . The base case guard procedure and assumptions are dis-

cussed in the following paragraphs. Proposed upgrades to the safeguards

eystem will be discussed in a later section.

The general procedure of the guard force is to send one response

guard to respond to all fence, building, exterior door, and most build-

ing interior door alarms. For interior door alarms near a Type I tar-

gst, two response guards are sent. The response force travels to the

crea in which the alarm was triggered. Despite the occurrence of many

false alarms during normal operations, the response force proceeds with

caution to reduce the chance that_they will be surprised by an adversary

force. If a second alarm is triggered near the first alarm (for exam-

ple, a fence alarm, followed by a building exterior door alarm near that

c ction of tha fence), the guards will investigate the alarm which is

closer to vital areas. Once the adversary is sighted (visually or by

CCTV) or the response force determines that a barrier has been pene-

trated, the presence of an adversary is viewed a9 confirmed. The re-

sponse force then radios the PAS monitor who, ir. turn, sends all avail-

(ble response guards to neutralize the adversary force.

If the adversary has not been sighted, then the guards may not know

which path the adversary has taken. When the guard force has no infor-

mction about the adversary path, it spends an average of 1 minute as-

sessing in which direction the adversary went, then continues chasing

the adversary. 'When the guard force is within range, it challenges the
adversary. An engagement begins when the adversary force fires at the

guard force and the guards return the fire. Guard forces do not wait

for reinforcements to start an engagement. They engage the adversary at

the earliest possible opportunity.

The following additional assumptions have been made about the guard

procedures at the proposed generic nuclear reactor facility:

e There are five guards available to respond to alarms and one

guard permanently located in the PAS to communicate with the

response guards,

e All response guards are armed with shotguns,

e All guards are located at the guard station except for two

1/2-hour patrols per shift,

189



O The gucrd station 10 locstid et tha fsnca on thn seat sida of

the f acility ( Figure D-3 ) ,

o Guards _ travel at 117 m/ min ( f ast walk, 4 mi/h),
e The local law enforcement agency (LLEA) is summoned upon confir-

mation of adversary presence and' arrives 15 minutes later,
* The PAS guard is queued to CCTV monitors in the building interi-

or near targets when nearby door alarms are triggered. The PAS
guard has a 30% probability of confirming the adversary presence
an average of 30 seccnds after the door alarm is triggered.

Assumptions and procedures which are common to all three scenarios

modeled for the generic nuclear reactor facility have been described.

Subsection D.2 discusses the specific actions, movements, and tactics of

tne guard and adversary forces in each scenario and the resulting safe-
guards system performance.

D.2 DESCRIPTION OF ADVERSARY SCENARIOS AND SAFEGUARDS PERFORMANCE

Each of the following subsections discusses one of the three adver-

sary attack scenarios selected and the specific guard response to that

attack plan. The ability of the baseline and various upgraded safe-
guards systems to neutralize the attack is also assessed.

GUARD

CONTROL ]Bum.,_

O FML
R ORBLDG, TURBINE BLDG.

'~~. pJ

Figure D-3. Facility Diagram, Level 2, Location of Guard Station
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'Iha scsnario' diccussions that follow are not discussions of actual
codel runs. The descriptions are of typical adversary attacks and guard

rasponses. Some possible variations due to random occurrences are

discussed. Task times reported in the descriptions are averages which

are subject to random variation.

D.2.1 Scenario A

Description (Base Case Safeguards) -- Level 6 of the fuel building

contains the target of the adversaries in Scenario A. This is a Type I

target, i.e., one which requires sabotage at only one location to cause

a significant radiological release. _ The time required for the adver-

garies to sabotage the target once they reach it ranges from 2.5 to 4.5
,

minutes with an average of 3.5 minutes.

A force of three adversaries begins the scenario by penetrating

(in 0.1 minute) the facility perimeter fence at the southwest portion of

|
-the facility (Figure D-4). If the fence alarm is triggered, one re-

sponse guard will be dispatched to investigate the alarm. This guard

will arrive at the southwest corner of the fuel building at facility 7

grid location FHC3 an average of 3.0 minutes af ter he is dispatched.

*
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Figure D-4. Adversary Scenario A, Level 2
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After penstrating tha fenen, tha advarcary forca runs across an

open field to a door (FID1) at the northwest corner of.the fuel build-

ing. The adversary crosses the field in 0.55 minute at a rate of

300 m/ min (10 mi/h). He requires 0.2 minute to penetrate this locked

alarmed door with a crowbar. Next, the adversary force locates and

climbs a nearby stairwell which takes the force to level 6. This series

of tasks requires an average of 0.93 minute. On level 6 (Figure D-5),

the adversary travels to locked, alarmed door UTD1 (0.08 minute), pene-

trates it with a crowbar (0.2 minute), and travels to grid location USR2

(0.16 minute). At this location, the adversaries divide up, one adver-

sary moving on to sabotage the target and the remaining adversaries

taking cover at URR4 (very close to USR2) to ambush the responding
.

guards when they come through door UTDl. When the adversaries divide

forces, an average of 2.2 minutes has elapsed. Thus, by the time the

adversaries have reached this position on level 6, the first response

guard has not yet reached the southwest corner of the fuel building and

the guard force has not yet confirmed that an adversary force is pres-

ent. After the adversaries divide, one adversary travels to the target

(0.4 minute) and performs the sabotage (3.5 minutes).

The guard who was dispatched to investigate the fence alarm arrives

at the southwest corner of the fuel building 3.0 minutes after the

adversary attack began. (If the fence was not triggered and the guard

was dispatched in response to one of the building door alarms, the

response guard will arrive more than 3 minutes after the attack begins.)

A

-$.D-(UTD1) Y
t

I
e
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( USR2)

8 '

l...... ...._J

Figure D-5. Adversary Scenario A, Level 6
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Whsn the guzrd crrivas, an avarega of 1 minuto is raquirtd to

caress the adversary path unless either of the two building doors alarms

(probabilities .90 and .95) has been triggered. If either alarm was

triggered, the guard proceeds to check out the alarm and no assessment

tine is required.

The guard proceeds to the fuel building door FID1 (0.17 minute) and

finds that it has been penetrated. He then radios the PAS guard, con-

firming the adversary presence. All available response guards are sent

to respond to the confirmed adversary presence.

After radioing for reinforcements,-the first response guard must

c22ess the adversary path if the door alarm on level 6 has not been

triggered. The first response guard then proceeds up the stairwell to

door UTD1 on level 6. When the guard passes through the door, he is

ambushed by the two adversaries who are at location URR4. The force of

four reinforcement guards does not arrive at door UTD1 until over 7

ninutes has elapsed from the time the adversaries began their attack.

Results (Base Case) -- The preceding description of the guard re-

sponse showed that, on the average, more than 7 minutes is required to

get reinforcement guards to door UTD1 on level 6. I.fter they arrive

there, they must defeat the adversary cover force at location URR4 on

level 6, then travel to the target and neutralize the adversary force

bnfore the adversaries' goal of sabotage is completed, However, less

then 6.5 minutes (average) is required for the adversaries to complete

the sabotage from the start of the attack. Thus, the base case results,

which show that the adversaries have a 97% success rate, are not sur-

prising.

The general performance statistics (Figure D-6) show that the

initial response guard engages the adversaries in 98% of the trials.

The response guards are able to defeat the adversaries ( before thei

|

|- sabotage is complete) at URR4 only 9 times in 100 model trials. In

three of those trials, the guards are able to neutralize the adversaries

b2 fore the sabotage is complete. Thus, the probability that the safe-

gu rds system can defeat the adversaries is .03. The average time

required for the first response guard to engage the adversaries is 4.6

minutes and the~ average time for the adversaries to complete sabotage is
6.3 minutes (the attack begins at time 1.0).

.
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a CENERAL SYSTEM PERFORfttNCE STATISTICS s
a

********s888s383338388888888s38383583383338

MEAN STANDARD STAND DEU MINIMUM MANIMUM NLM OF
UALUE DEVIATION OF MEAN VALUE VALUE 005.

....... _... ...... _ . . _ . . . _ . . _ _ . _

No. CUAPD CSLTY 1.500 1.142 .011 0.000 5.440 100
NO. ADVER CSLTY .250 .668 .007 0.000 3.000 100
DEC OBJ SaTISFD .919 .171 .002 0.000 1.000 ist
TIFT FOR ENC .358 .325 .003 .000 1.423 105
TOTAL ENG TIME .376 .387 . God 0.000 1.845 100
30. ENCeRUM 1.054 .529 .005 0.000 3.000 100
11ME PET ENT/ ENC 4.554 .526 .005 3.529 8.449 98
SINutATION TIME 7.374 .599 .006 6.278 8.733 10e
$1M Tine /AD SUC 7.347 .580 .006 S.278 0.587 97
$!M TIME /AD FAIL 3.259 .598 .199 7.587 8.733 3

AUC Mun9ER OF ENCA0DDf75 PER RUM 1.0$

AUG NUMBER OF ENCACDef75 WOM tv CUARDS PER RUM .00

AUC NUMBER OF ENCACEMENis WON BY ADVE.RSadt!ES .96

PROBABILITY SYSTEM WINS .03

PROBABILITY AN INTERRLFT OCC1sts .98

Figure D-6. General Performance Statistics for the
Base Case Safeguards System, Scenario A

Because the performance of the baseline safeguards system was so

poor, several upgrades to the system are proposed to improve safeguards

system perfor'tance .

Proposed Safeguards Upgrades -- Several upgrades have been proposed

to improve the performance of the safeguards system. These proposed up-

grades are essentially divided into two categories: (1) upgrades that

increase the probability that the guard forces can respond in time to

intercept the ajversary force and (2) upgrades that increase the proba-

bility that guard forces will win engagements against the adversary

force once the guardc have responded.

Four upgrades have been suggested tnat would ir. crease the probabil-

ity that a guard force will respond in time to intercept the adversary

force:

1. Addition of a second guard station at the southwest corner of

the building and transferral of the existing guard station from

the fence to the northeast portion of the building (Figure D-7),

.
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Figure D-7. Location of Guard Stations for Upgraded
Two Guard-Station Configuration

2. Addition of a CCTV in the fence area to confirm adversary

presence. The PAS guard would be queued to the fence area CCTV

by fence alarms in a manner similar to that used for the CCTV

in the building interior,

3. Addition of _ one response guard on level 6 to protect Type I

targets located there, and

4. Hardening selected facility doors to increase adversary task

times and allow the guard force more time to respond. Also,

hardening, locking, and alarming selected unlocked, unalarmed

doors.

Examination of the guard response for the base case safeguards
system clearly shows the need for these upgrades. When the adversary

ttrget is in the southwest portion of the building, the first response

guard takes more than 3 minutes to get to the exterior door penetrated

by the adversaries. After the adversary presence is confirmed, another

3 minutes is required for guard reinforcements to arrive. By the time

these reinforcements engage the adversaries at the target, the sabotage
'

will most-likely have been completed.

Two upgrades that would increase the probability that the guard

force will win engagements against the adversary force are
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:
1. Changing the guard weapon from shotguns to automatic weapons

and

2. Increasing the number of response guards f rom 5 to 7.

The need for these or alternative methods to improve the probability

that guards will win engagements is shown in later sections, which de-

. scribe scenarios in which the guards are able to respond in time to

engage the adversary forces but too often lose the engagements.

The contribution that the preceding upgrades and combinations of

these upgrades can make to safeguards performance for Scenario A is

evaluated in the next subsection.

Results (Upgraded Safeguards Systems) -- Several different levels

of upgrades to the baseline safeguards system are evaluated, and their J
'

contribution to improved safeguards performance is analyzed. Table D-1

shows the results of six different cases that were run for the safe-

guards system of Scenario A. Case 1 (described previously) is the base-

line case with no safeguards upgrades. Case 6 tests model sensitivity

and will be discussed later in this subsection. Cases 2 through 5 are !

evaluations of various levels of system upgrades. The saf eguards up-

grades tested for' Scenario A are

Case 2 -- Improved probability that guards will respond in a j*

i

timely fashion by hardening of the facility doors, addition of a j

second guard station, and addition of CCTV in the fence area,
,

* Case 3 -- Improved probability that guards wi!1 win engagements |

by upgrading of their weapons to automatics and by addition of

two response guards,

Case 4 -- Combination of the upgrades for Cases 2 and 3, and*

( Case 5 -- Addition of a guard on level 6 to the safeguards*

upgrades for Case 4.

Sateguards improvements which either assure timely guard reinforce-

ment response (Case 2) or increase engagement ef fectiveness (Case 3) do

not greatly increase safeguards effectiveness. In Case 2, the rein-

forcements arrive in time but have a low probability of neutralizing the

adversaries. In Case 3, the guards are better equipped to win engage-

ments but cannot defeat the adversaries consistently because the guard

reinforcements do not arrive in time. In Case 2, an average of 0.61

i
1

.
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|
advergerico cro nautraliz:d per trial, while 4.5 guirds are nsutraliz:d I

on the average (general performance statistics are included in the

appendix for each scenario). The probability that the safeguards system

successfully defeats the adversaries is 12 in Case 2 and .14 in Case 3..

In Case 4, upgrades to ensure timely response of guards and up-

grades to increase the probaoility of guards winning engagements are

included. The Case 4 upgrades are a combination of the upgrades for

Cases 2 and 3. These upgrades include hardening of facility doors,

addition of a second guard station, moving the existing guard station

closer to the facility, addition of CCTV in the fence area, upgrading

guard weapons to automatics, and the addition of two response guards.

The hardening of one facility exterior door (FID1) and one facility

interior door (UTD1) in Case 4 slows down the adversaries' progress to

the target. i' hey have to use explosives instead of crowbars to pene-

trate these doors. This increases their task time from 12 seconds to 60

seconds. Meanwhile, the guard initial and reinforcement response is

much quicker with the new guard station configuration. After the first

alarm is triggered, the initial response guard is able to get in a

position to confirm the adversary presence and engage the adversary in

0.6 minute. The PAS dispatches all available reinforcements after

receiving confirmation of an adversary presence from the first response

guard. The two available reinforcement guards at the west guard station

arrive at the southwest corner of the fuel building 0.6 minute af ter

they are dispatched. The four available reinforcement guards at the

east guard station arrive at the northwest corner of the fuel building

2.0 minutes af ter they are dispatched. Either of these reinforcement

forces may reach the fuel building in time to engage the adversaries

before the adversaries enter the building. The guards from the west

station, however, have a higher probability of doing so because of their

shorter response time.

If the adversaries are able to neutralize the first response guard

quickly, they may be able to enter the building. In this case, the

guard reinforcements will engage the adversaries at some point in the

building interior.

The probability of system win in Case 4 is .59. This is much im-

proved over the first three cases, but a little disappointing consid-

ering all the safeguards improvements that have been added.
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.

-.r .--n .- -~ a -



.

In Caen-5, all safeguards opgrades for Case 4 are included plus an

- c.dditional guard is stationed on level 6 of the facility. This in-

creases the probability of system win to .70.

In Cases 4 and-5, significant improvements are made to the safe-

guardsLsystem, yet'the probability of system win increased only to .70

in Case 5. Investigation of model results shows that due to the quick

guard response and the he.rdened facility doors, the. guards are often

cble to engage the adversaries before they enter the building. However,

the guards too of ten lose this engagement.

The conditions assumed for this engagement are that the adversaries

cre lying prone in the open field between the building and the fence

with.80% of their bodies exposed to fire while the guards are firing at

the adversaries from a standing position behind the corner of the f uel

building with 60% exposure.

In-Case 6, the model sensitivity to these engagement conditions was

tested. The model was ren with the upgraded safeguards system of Case 6

but with the guard posture changed from standinj to prone when the

guards engage.the adversary in the opea field before the adversary en-

.tcrs the building. The result was a substantial increase in the proba-

'bility of system win-to .87. The reason for this substantial change in

system performance is that a guard in a standing posture presents a mucn

largerLtarget (his head and torso) than a guard in prone posture (head

only).'~Becausc the guards in a standing posture are larger targets,

they are eliminated much more quickly and the system performance is much

poorer. Due to .this change in guard posture, guard casualties dropped

by more than 25% and adversary casualties rose by approximately 20% in

Case 6.

In summary, the baseline safoguards system performance for Scenario

A is unacceptable with only a .03 probability of success. To signifi-

cintly improve safeguards performance, upgrades to assure more timely

guard response and upgrades to increase the probability that guards wir

.. engagements.are necessary. Additionally, safeguards performance is very
*

e:nnsitive to guard posture during engagement when the adversary is
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engtgsd prior to entering the building. The best-case upgraded safe-

guards system performance for the six cases of Scenario A is a .87 prob-

ability of system win for Case 6.

The following sections will describe and analyze the sateguards

performance for Scenario B.

D.2.2 Scenario B

Description (Base Case Safeguards) -- Two vital components in

adjacent rooms on level 2 (ground level of the f acility) are the targets

of the adversaries in Scenario B. These are Type II targets. Both of

the targets must be disabled to sabotage the facility. The time re-

quired _ to sabotage each of these targets once they are reached ranges

from 1.5 to 2.5 minutes with an average of 2.0 minutes.

Two adversaries penetrate the tence (0.1 minute) at the north of

the f acility to begin the attack ( Figure D-8) for Scenario B. When the

fence alarm is triggered (probability .90), a response guard is dis-

patched f rom the guard station. This guard is immediately engaged by an

adversary outside the fence, 20 meters from the guard station. The

purpose of this adversary is to provide cover fire at the guard station

which will delay guard response and neutralize responding guards.

An average of 30 seconds af ter the first response guard is engaged

by the adversary at the guard station, two response guards with semi-

automatics join the engagement to neutralize the adversary. If the

first response guard does not neutralize the adversary at the guard

station and respond to the alarm, a second guard will atte.npt to respond

to the alarm. Because this guard is aware of the adversary location, he
,

is aDle to get past the cover fire 80% of the time to respond to the

alarm; 20% of the time this guard is neutralized. (These secondary

response guards neutralized by the adversary at the guard station are

not included in. neutralization statistics reported by SNAP. ) If this

second response guard is neutralized, a third guard will attempt to

respond an average of 30 seconds later with an 80% chance of success.

If the third guard is neutralized, one of the two guards who are engag-

ing the adversary at the guard station will respond af ter the adversary

at the guard station is neutralized. .

.

4
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Figure D-8. Adversary Scenario B, Level 2

While the guards are dealing with the adversary cover fire at the

guard station, the main adversary force is proceeding toward the target.

After. penetrating the fence, the adversary runs 80 meters across the

field (0.3 minute). The adversary then penetrates door JKD4 in 0.2

ninute using a crowbar. Next, the adversary finds door JKD3 ( 0.1 min-

ute) and penetrates it (Figure D-9) using a crowbar (0.2 minute).

The adversary force then proceeds (0.2 minute) to door JKD2, which

is penetrated in 0.2 minute. The adversary force travels to location

'IKR3 to perforr .he sabotage of the first target. The base case results

show that the adversary always gets to this position because of the long

guard response time (2.0 minutes from the guard station to the northeast

corner of the control building) and because of the delay caused by the

cdversary cover fire at the guard station.

.

Af ter the sabotage of the first target, the adversary force exits

the room (0.3 minute) and penetrates the door (JKD1) leading to the

second target. Again, the door is penetrated in 0.2 minute with a

crowbar. The adversery force travels to the target area (IKRl) in 0.1

minute and sabotages the target.
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Figure D-9. Adversary Scenario B, Level 2

After a response guard gets past the adversary cover fire at the

guard station, he requires 2.0 minutes to get to the northeast corner of

the control building. If any of the door alarms have been triggered by

the adversary, the guard will proceed to the door JKD4 (0.6 minute) to

inspect the triggered alarm (if the triggered alarm was not for door

JKD4, the guard enters the building through JKD4 to inspect the trig-
~

gered alarm). If no alarm has been triggered, an average of 1 minute is

required for the guard to assess the adversary path before proceeding to

door JKD4. After inspecting the door and finding that it has been pene-

trated, the response guard radios the PAS guard confirming the adversary

presence. The PAS guard in turn dispatches reinforcements.

.If the-adversary providing cover fire at the guard station has not

been eliminated, one reinforcement guard will be sent if available. At

most,-one guard will be available because, of the four remaining

response guards, one was engaged by the adversary during a response

attempt and two additional guards joit.ed the engagement to return the

adversary fire. The remaining guard will not be available if neutral-

ized in an earlier response attempt. When the adversary at the guard

station is eliminated, all available response guards are dispatched.
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Thaca rainforctmene guards perform the same tasks as the first
response guard except that they do not have to assess the adversary
attack path. No assessment is required because the first response guard

has made the assessment and radioed back to the PAS guard.

Af ter sending for reinforcements, the.first response guard travels
to 'the target area (0.4 minute), sees that door JKD2 ( Figure D-9 ) has
been penetrated, and gets into position to engage the adversary at or
near the target. The exact location of the engagement varies from run

to run due to random variation of guard and adversary task times. By

the time the reinforcements get to the target area, the adversary may

have completed sabotage of the first target and penetrated door JKD1
leading to the second target. If so, because two adjacent doors have

been penetrated , the guards will have to guess at which of the two
L.rgets the adversaries are. If they guess wrong, they are delayed 30

seconds in their pursuit.
,

Results (Baseline Safeguards System) - , The result of the SNAP mod-
el of Scenario B is that the safeguards system is successful only 32% of

the time. In this scenario, guard response time is not a problem be-

cause the adversaries have to disable two targets in series before their

objective is accomplished. The guards have enough time to respond.

The most significant problem in this scenario is that the guard
casualty rate is too high; more than 3.4 guards are neutralized per
model run while only 1.5 adversaries are neutralized. The high number

of guards neutralized is due in part to the adversary ambushing the
guards at the guard station plus the more powerful weapon type of the
adversaries.

Results (Upgraded Safeguards Systems) -- As in Scenario A, the

baseline safeguards system performance was unacceptable for Scenario B.
Consequently, several upgraded safeguards systems are evaluated for
Scenario B. Table D-2 lists the upgrades included in each of the six

cases. Case 1, the base case, was discussed in the preceding subsec-
tion.

In Case 2, the guard weapon type is upgraded to automatic weapons
and two additional response guards are added. This increases the proba-

bility of system win to .57. Because of the safeguards upgrades, the

number of adversary casualties increases by more than 25%, while guard
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Table D-2

.

Scenario ' B . Results >

' Interruption Upgrades Neutralization Upgrades Adversary Upgrades

Two CCTV -' Two One- t

Case Harden Guard Fence Additional Guard Parallel Additional
Number Doors Stations Aret Automatics Guards Posture Tasks Adversary P(System Win)'

1 .32
_______________= -_ ______________________________________________________________________________ ,

2 'X X .57
_____ - _---__ ______________________________ _ - - = - - - - - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ __

{ 3 X X X ,X X .69 >

=____ -_ ____________________ . - - - - - - - _ _ - - - - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ ,

'

4 X X X X X X .94
____________-- - _ _ _ _ - - - - - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ - _ _ ___________________________________

5 X X X X .05
_ _ _ _ _ _ _ _ _ _ _ _ _ - _ _ _ _ = _ - . . - - - - _ = _ _ _ _ _ _ _ _ _ - _ - - - - -_______________________________________________________

6 X X X X X X X .58

t
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cacualties increage by just 5%. System performance has been increased

significantly, but the number of guard casualties is 'still unacceptably

high due in part to the adversary cover fire.at the guard station.

Case 3 includes the safeguards of Case 2. In addition, a guard

station is added at the southwest corner of the fuel building, the

existing station is moved away from the fence to a position close to the

building, CCTV 'is added in the fence area and two f acility doors (JKK4
cnd JKD3) are hardened. These. facility upgrades eliminate the adversary

tactic of ambushing the guards at the guard station and significantly

improve guard response so that the guards engage the adversary much
earlier in their attack. The result of this scenario is an improved

probability of system win (.69) but with a very high guard casualty

rate.

Becatsse of the quick response of the guards in' Case 3, they are .

often able to engage the adversary with the initial response guard and

one group of three reinforcement guards before the adversary force can^

penetrate the hardened exterior door. The model results show that, as

in Scenario A, the adversaries win this type of engagement too often.

Again, the conditions assumed for this engagement are that the

adversaries are lying prone in the open field between the building and

the' fence with 80% of their bodies exposed to fire, while the guards are

firing at the adversaries from a standing position behind the corner of

the control building where they have 60% exposure.

In Case 4, the model sensitivity to these engagement conditions was

tested. The model was run with the upgraded safeguards system of Case 3

but with the guard posture changed from standing to prone when the guard

engages the adversary in the open field before the adversary enters the

building. The result was a substantial increase in the probability of

system win to .94. Guard casualties dropped by nearly 40% and adversary

casualties rose by nearly.30% in Case 4. As in Scenario A, the ability

of the guards to win engagements when the adversary force is encountered ;

outside the building is critical.

In Cases 5 and 6, the sensitivity of the upgraded safeguards sys-

tems of Cases 2 and 3, respectively, to an upgraded adversary force was

tested. The adversary force was upgraded by adding one additional

cdversary and by changing the adversary tactic from disabling the two
,

t
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targsta in csriss, to distbling thtm in parallel. This nsw tcctic da-

creased, by more than 2 minutes, the time required for the adversary to
complete the facility sabotage.

The safeguards system of Case 2 (automatics, two additional guards)
was very sensitive to the upgraded adversary capabilities. The proba-

bility of system win dropped from .57 to .05 from case 2 to Case 5. The
safeguards system of Case 3 with more safeguards upgrades (automatics,
two additional guards, hardened facility doors, two guard stations, CCTV

..in the fence area) experienced only a small decrease in performance when
the adversary capabilities were increased. The probability of system

win was .69 for case 3 and .58 for Case 6. Thus, SNAP demonstrates that

the safeguards systems of Cases 2 and 3, which have comparable perfor-
mance against the baseline adversary force,.have very different perfor-
mance against a stronger adversary. force.

In summary, the baseline safeguards system performance for Scenario
B is unacceptable with just a .32 probability of success. Safeguards

performance can be greatly improved by the addition of several upgrades.
The best case performance was observed in Case 4 with a .94 probability
of success for the safeguards system. Cases 5 and 6 demonstrated that
increasing the adversary capability above the baseline assumptions may
greatly degrade the performance of a given safeguards system while
degrading the performance of an upgraded system very little.,

D.2.3 Scenario C

Description (Base Case Safeguards) ' The target of the adversaries

in Scenario C is a room on level 6. Adversary success for this scenario

is achieved when the adversaries gain access to the vital area because
after the adversaries gain access it would be very difficult for the

on-site guards to neutralize them during the sabotage events which can
be remotely initiated from this ares.

.

Scenario C begins when three adversaries penetrate the fence (0.10
minute) south of the facility (Figure D-10). The adversaries run 60

meters across the field (0.2 minute) to facility location KGFl. Two

adversaries continue to run across the field (0.2 minute) to the un-
locked unalarmed door, MGDI. The third adversary remains at location

KGF1 to provide diversionary cover fire.

.

e
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Figure D-10. Adversary Scenario C, Level 2

The purpose of the diversionary cover fire is to divert the guards
force's attention from the main adversary force. Because no door alarms

will be encountered by the main adversary force until they are on level

6 and because the guards are busy with the diversionary force, the main
adversary force will be only seconds away from accomplishing their
objective before the guards are aware of their presence.

After the main adversary force runs across the field to door MGD1

at the south of the turbine building, they enter the unlocked door (0.05

minute), travel through the turbine building to a stairwell which leads

|
to the sixth floor (0.5 minute), ascend the stairwell (0.9 minute), en-

tar the unlocked, unalarmed door ZUD1 (0.05 minute) on level 6 (Figure

|
D-ll),- and travel to the locked, alarmed door ZXD1 (0.2 minute) . The

(. cverage cumulative time for the adversary to reach this point from the
start of the attack is just over 2.2 minutes. Because of the diversion-

cry force, the guards are not yet aware of the presence of this force
(without the diversion, the fence would have been inspected and the

I presence of this main force confirmed). The attack scenario is com-

| pleted when the main force penetrates door ZXD1 (0.2 minute) with a

| crowbar and gains access to the vital area. The door alarm is triggered

(Probability .95) but too late for any guard response.

r
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Fig ure D-ll. Adversary Scenario C, Level 6

One guard is dispatched to investigate when the fence alarm is

tr igg ered . This guard travels to door MGD1 (2.0 minutes). At this

time, the adversary at KGF1 engages the guard with diversionary cover
fire. The guard radios the PAS guard confirming an adversary presence.
The PAS, in turn, sends all available reinforcements to engage the ad-
versary. However, the main adversary force is already inside the build-

ing and, by the time the guard force detects the main adversary force,
there is insufficient time to respond.

Results (Base Case) -- Once again in Scenario C, the baseline safe-
guards system performance is unacceptable. This time the safeguards

s; stem was never successful (100 trials) in neutralizing the adversaries

oefore they could accomplish their objective. The reason for the poor

performance is that the combination of the long guard response time and
-the adversary diversionary tactics allow the main adversary force to get
to the vital area door (12 seconds away from their objective) before the
guard force is even aware of their presence.

Results (Upgraded Safeguards System) -- Safeguards upgrades are
necessary for Scenario C to speed up guard response, to slow down the

main adversary force, and to detect the movement of the main adversary
force in the turbine building. These upgrades are necessary so that the

208
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gutrd-forco-cnn datect tha main cdverccry forcs and hava tims to rsepond

before it gains access to the vital area. Table D-3 lists the upgrades

cnd results for each of the six cases for Scenario C. Case 1, the base

cese,' was discussed in the preceding subsection.

In Case 2, five upgrades are added to the aase case safeguards

cystem. These upgrades are

1. Hardening, locking, and alarming the turbine building exterior

doors and the interior doors which provide access to stair-

wells,

2. Addition of a second guard station and relocation of the exist-

ing station closer to the building,

3. Addition of CCTV in the fence area,

4. Upgrading the guard weapons to automatics, and

5. Addition of two guards to the response force.

An a result of these upgrades, the safeguards performance improved

cignificantly. In case 2, the probability of sateguards success is

.89. In this case, the main adversary force is delayed by two hardened

doors in the turbine building (MGD1 and LJD1). These doors, which are

unlocked in the base case safeguards system, now require 1.0 minute to

psnetrate instead of 0.05 minute. In addition, when the doors are

ptnetrated, alarms are triggered (probability .95). Thus, the guard

force is aware of the main adversary force well before they reach the

control room. With the upgraded guard station configuration, the guards

cre able to respond more quickly to intercept the main adversary force.

!
With two additional response guards and weapons upgraded to automatics,

t

the guards have a higher probability of winning engagements once they'

intercept the adversaries.

In Cases 3, 4, 5, and 6, safeguards systems similar to the one in

Case 2 are evaluated. In each of these cases, the safeguards system is

identical to the system of Case 2 except that one or more upgrades are

removed. The purpose of Cases 3 through 6 is to show the contribution

of the individual upgrades to the system performance shown in Case 2.

In Case 3, upgrades that help guards win engagements are removed

from the configuration of Case 2. The system performance drops to .43

because guards have a lower probability of winning engagements. In Case

4, CCTV detection in the fence area is removed from the system of Case

2. The system performance drops only to .86 indicating that CCTV is not

critical to safeguards performance.
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Table'D-3 -
4

Scenario C Results

Interruption Upgrades Neutralization Upgrades

Harden, Lock, Two CCTV '

Case and Alarm Guard Fence Two Additional
Number Doors Stations Area Automatics Guards P(System Win)

1 .00
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ , . _ _ _ _ _ _ _ _ _ _ _ _ _ _ - - _ = _ _ _ _ _ _ - - - _ _ = _ _ . _ - - - _ _ __---- ____ _ _ - - _ - - _ - _

_

_

2 X X X X X .89
- _ _ - _ _ _ _ _ _ _ _ _ _ - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ - = . - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ = - ._

. _ _ _ _ = = _ _ _

3 X X .X .43
__________- _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ = _ - - - - -

__ --____________________ _ - - - - - _ _ - - . ___

4 X X X 'X .86
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ = _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ - - - - = - - _ _ - _ _

5 X X X X .20
____--___________________________ = ._ _ - - _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ = = _ _ _ _ _ _ ___ _ _ _

,
_

_
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In Caco 5, tha upgraded guard station configuration is removed f rom

the system of Case 2 and, in Case 6, the upgraded doors (hardened,
locked, alarged) _ are returned to their base case status (unlocked, un-

alarmed). Removing either of these upgrades severely af fects safeguards

performance. In Case 5, without the upgraded guard station configura-

tion, the reinforcement guard's response is too slow to engage the main

adversary force even though this adversary force is slowed down due to
the hardened doors and detected because of the door alarms. In Case 6,

the system performance is very poor because without.the hardened,
locked, alarmed doors the main adversary force can quickly get to the

target (usually without detection until it triggers the alarm on the

control room door) . The probability of system win for Cases 5 and 6 is

.20 and .06, respectively.

As in Scenarios A and B, base case safeguards performance is unac-

ceptable for Scenario C but can be improved significantly with the

addition of several safeguards upgrades. System performance was raised

to a .89 probability of safeguards success with the upgrades of Case 2.

Investigation of individual upgrades showed that CCTV in the fence area

was not essential to safeguards performance, that upgrades to improve

the probability that guards win engagements have a substantial effect on
system performance, and that (of the upgrades tested) hardened, locked,
alarmed doors and an upgraded guard station configuration are critical

to safeguards success for Scenario C.

D.3 RESOURCE REQUIREMENTS

The resources required to build SNAP models are an important factor

in determining the suitability of SNAP for safeguards analysis. The

! resource requirements are variable from project to project depending

upon the size of the facility to be analyzed, the level of detail de-

|
sire), _ and the objectives of the evaluation. The analyst's knowledge of

I the site to be evaluated and experience in using SNAP also directly

;- affect resource requirements.
|

Table D-4 shows the computer and analyst requirements for the

generic nuclear reactor safeguards evaluation and estimates for future

studies. The generic reactor evaluation required 5 man-months of ef-

fort. This was the first time SNAP was used to evaluate a large nuclear

reactor and was the first time SAFE was used in conjunction with SNAP.

Future studies should benefit from the experience gained in this study

|
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Table D-4

Resource Requirements

Computer Analyst

Time (Seconds per Memory Select Design Model Revise / Run/
100 Run Analysis) (Words Octal) Scenarios Initial Runs Embellish Model Analyze Total

Generic 30 to 70 100,000 1/2 mo. 1-1/2 mos. 2 mos. 1 mo 5 mos.
Reactor
Evaluation

~~ ~

Future 1 fed ~100 100,000 to ~ 1[2 day f!f[2 days 2 days to 1 day 1 wk.
Studies 130,000 to to 1 mo. 1-1/2 mos. to to-

1/2 mo. 1 mo. 4 mos.

.
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and-rsquira less analyst tims. In addition, future studies should also

benefit from the' automated SAFE / SNAP interface and the SNAP graphical
input editor (GIE), which are under development.

The estimated maximum effort required for future SNAP analyses of

reactor facilities is 4 man-months. With the experience of previous

modeling efforts and the new SAFE / SNAP interface and SNAP GIE these
,

future studies should be able to consider more detailed tactical options

and/or more safeguards upgrades with reduced analyst effort. If re-

quired, future studies could be accomplished in 1 week with a much lower

level of detail. These models, although less detailed, could provide

much greater scenario flexibility than global methods and significant

insight into safeguards evaluation.

Two enhancements to SNAP capabilities are under development which

will save time for future SNAP users.

A SAFE-to-SNhP interface !s being developed which will automatically

create a SNAP facility model. Simple guard and adversary models based on

SAFE-generated paths will also be created automatically. These models

can be embellished with SNAP scenario-specific details to form more com-

plex SNAP models. The SAFE-to-SNAP interface will save considerable ef-

fort in getting an initial SNAP model running. A SNAP graphical input

editor (GIE) is being developed which will facilitate easier input and

editing of SNAP models at a computer terminal and will aid model debug-

ging. The GIE will draw the SNAP network and will display necessary in-

formation upon command. When completed, the GIE should significantly

speed up the input, modification, and debugging of SNAP modols.

i

The computer requirements for a SNA9 model are large but not exces-

sive. Approximately 100,000 words (octal) of central memory and from 30

to 70 seconds of CPU time (per 100 run analysis) were required for the

SNAP analysis of the generic nuclear reactor. For future studies, com-

puter requirements will be similar, varying somewhat depending on the

level of detati modeled.

D.4 SUMMARY

SNAP has been used to evaluate, on a scenario-specific level, a

hypothetical safeguards system of a generic type of nuclear reactor

213
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facility cgainnt three cdvsreary attack oczncrios. Tha purpons of thic
report has been to

1. - Analyze the performance of the hypothetical safeguards system
assumed for this nuclear reactor facility,

2. Demonstrate that SNAP is an effective tool for analysis of
nuclear reactor facility. safeguards systems at the scenario-

specific level with reasonable-requirements, and
3. Demonstrate that SNAP can effectively interface with the SAFE

global analysis technique to provide a more robust efficient

analysis than either a scenario-specific or a global analysis
technique can provide alone.

The SNAP analysis of the nuclear reactor facility showed that the
hypothetical baseline safeguards system was unacceptable against all
three scenarios. A force of three adversaries equipped with automatics

was able to sabotage the facilitv with approximately a 100% chance of
success in Scenarios A and C and with a 68% chance of success in Sce-
nario B. These baseline system results indicate a definite need for

improvements to the safeguards system.

Several upgrades to the baseline safeguards system were tested using
SNAP. These improvements included hardening selected interior and exte-

rior doors, adding CCTV in the fence areas, adding a second guard sta-
tion, upgrading the guard weapon type, adding two extra response guards
and stationing an additional response guard on level 6 of the facility.
In addition, safeguards performance sensitivity to engagement conditions
was tested by changing the guard, posture from standing to prone for se-

,2 engagements when the adversarf was engaged in the field between_ous

the building and the perimeter fence. In each of the three scenarios,

the probability of the safeguards system' preventing sabotage of the
facility was increated to near .90 by adding these safeguards upgrades.

In the scenario analyses, SNAP demonutrated that upgrades to improve
the probability of timely guard response (CCTV in the fence area, addi-
tional guard station, hardened facility doors) or upgrades to improve the
probability that guards win engagements (upgrade guard weapon to automa-,

tics, add two additional response guards) alone are not enough to improve
the safeguards performance to an acceptable level. These measures must,

be used in combination if adequate protection of the facility is to be

assured. The SNAP analyses also demonstrated the sensitivity of safe-

guards performance to engagement conditions and to a stronger, smarter
adversary force.

' 214
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Through analysis of the baselina safeguards system and several

upgrades and sensitivities, SNAP has provided assessment of and insigb*.

into the performance of safeguards at a proposed nuclear reactor facil-

ity. Because of the many assumptions that must be made in formulating

an adversary attack scenario, performance measures output by SNAP cannot

be considered precise measurea of actual safeguards performance. But,

analysis of various safeguards configurations and assumptions does pro-

vide a relative assessment of the system and insight into those factors

or combinations of factors which af fect safeguards performance the most.

The experienced analyst will find SNAP to be a highly useful tool in

contributing to improved safeguards performance.

The SNAP scenario-specific analysis was performed in conjunction

with a SAFE global analysis of the generic reactor facility. SAFE

provided an initial global analysis of the facility. Through the use of.

the SAFE analysis, the most vulnerable adversary paths were selected

from among many thousands of possible adversary paths. From this great-

ly reduced set of paths, three were selected for SNAP scenario-specific

j analysis. The SNAP araalyses, documented in this report, provided in-

3 sight into the safeguards system performance on a scenario level that

cannot be obtained from a global technique. Then, information from the

SNAP results (recommended facility upgrades, important engagement loca-

tions and conditiens, guard response times) was fed back into SAFE for

further global analysis to complete the SAFE / SNAP global / scenario-

specific analysis cycle.

D.5 SUPPLEMENTS

The following supplements are included for each of the scenarios

(Scenarios A, B, and C):

1. A description of the guard model for the scenario in flowchart

fo rm ,

2. The SNAP input listing for the scenario,

3. The SNAP general performance statistics output for each of the

cases considered for the scenario (base case and other cases
which consider potential upgrades),

4. The SNAP f acility statistics output for each*of the cases

considered for the scenario, and

5. An example event trace.

For a detailed description of the SNAP inputs and outputs, refer to

the " User's Gu'ide for SNAP."
.
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D,5.1 Sec:nc rio A

* Guard Model Flowe: hart

* SNAP Input Listing
'

* SNAP General Performance Statistics |

)Cases 1 through 6

SNAP Facility Statistics*

Cases 1 through 6

* SNAP Trace of Case 1

.

I
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REG TASanFHCl SPAg TSXX $1CnAL,W M ,TEMPgFHC2 SPA: TAS2 TAS W I, ENTE,TRIsl.13:FHC3 SPAg TAS3 TAS, DNFt , Trit t,133FHC4 SPAg TAS4 TAS,CHFt . TRIT 2,133FNR1 SPAg UTAS TAS,, CONES),4CTEFLG2);F ND1 BNR, ACTIVE,eFHAls WSCX SIC,GfW:FIC1 58mg

TASS T A S , DHF 1, , T R ! t 2,1 3, , CONT, , , FMC3, 30, E DF 3' FIC2 SPAg
TASG TAS,EHF1,,TR!t3. 9 3 , CONT,,,FHC3,25,EDF3sFIC3 SPAg TAST

TAS,E1F1,,TR1( M ,,1)13 , CONT,,,FHC3,25, EOF 3
4FIC4 SPAg TASS TAS,Fix1, ExP(

TAS,F1D1, BENE,EXPE D00k CONT ,,FHC3 ES EF3hMCh,25f0F3gFIRI SPA: TS$x
T A S , SV15 E NTE. TRI t s ,13,4Ci . bONT, ,60NT, , , F l D 1, S, E S 12/,13FIF1 SFAs TASF 1 t FLG1),FID1 tA5, ACTIVE,/ fiats SWIF,3.LS123Fixt SPA: TA59 TAS,SW11,,TRits,1). 00MT,,,5W11,4, EMS 13ANF1 SPA; T510 TAS,SW12,,TRitS.13,, CONT,,,5W12,4, ENS 13AMDI SAR,6CTIVE,/AHAls

TS11 TAS,5W13,,TR! t s,1 ) , CONT,,,9W13,4,EHS 13AHxt SFA 7512 TAS.SW14,,TR!ts tl.. CONT.,,5W14,4,EPS1AMC1 SFAg TS13
TAS,UTP2,,TRItt 19.. CONT,,I ,,14 4 [0F3SWAMC2 SPA TAS,UTM1, E.57tD6x2 13..COM UfRE.5,ETSX2SHF1 SFAs TXxS TAS,UTDI,bEME,EXPibOR2.13 bONT,CHF1 SPA:

DNFt SPAg DE C, t FLG4. IS. ACT, t?i t .15.iE IGG 3,Y$ TVUTR2,5, OF*3
3REG,TS14gEHFt SPA 1 TSTV S!Q,WDUM,TEPPgE!F1 SPAg

7514 TAS USRI,[MTE, TRIT 7,1),, CONT,, UTD1 3 ESL3:E!C1 SPA
TAS.USR2,,TRIETti,h.NT,E),UT61,s,lsl3;TS15 CO 2CDS4 SPAS 4DEC, t FLG6.!S.F7 ,5! QE. .TS16,23CC SPA

URR1 SPeg DEC, t FL G4,15.ws s/51IE. EO.1 ), TS16,13
USR1 SPeg DEC,tSIZE.GT.23 CP1,03

DEC,tSIZE.EO.2I
TAS,URRE,,TRIEE. LGS.15. DIS).CP1,0UTR1 SPAS 3TSIS 1),,00NT.,,UTDt.S ESL3UTR2 SPAg

7517 TAS.URRE,,TR!s t 1).. CONT,,,USR2.th,EBL5sUTD1 BAR. ACTIVE,/UTAls
T518 T AS , UR43, , TR 1 ( 8,1 ), ,00NT . , URR 1,10, E B L3UTX1 SPA: 3T519 TAS.VRR1,,TRIES,11,, CONT ,,URR1,10,EBL3,UTC1 SPA: 7R1:11 1),,C MUTC2 SPA: 7529

TAS VRTI,EBL3/VSk2,4,EM., USR1,15 ESWUSk3,lS. 1.T.E3 bURR1 SPAg
URR3 13,E3L3sURT1 SPA: $JCC TAS44TT,.COM40)URTT TA#s

USR1 SPAS E KTS EX1f,STOPg
CPt TAS URR4 ,COMt100),, CONT,,,UTD1,13,E3L3UTR1 SPag

UUll SPAg Ex{N Ex1kg 3

UUR1 SPA: EMDADVERSARY

CUARD;OMC,($!ZE.LT.13,E9L2SW11 SPAg
SW12 SPeg 3

EDAS DASE.8 SHOTCUNS Q,13Swan SPA: usAS SASEokT,$e SHotouMS c,13SW22 SPA: .6,uSTA,13Eat

SNAP INPUT L.TSTING--SCENARIO A (Continued)w
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Tag,$TOPCCMt.1Sig'tSLL
Ex1.. 3EC1 Errf,0.9,WST A,13 E8(LL

|lts!TlatPESPQNSE REIT RESP ESTA

kNTV ENT,0.4 ESTAILLt =LL.E3hS ,51:E=2
WRG2 WIT,t,hDD.Mt.0R.dCD.M2.04.SIGNAll,,2sSR ALLU ELL,b3Ah1Sf2EER

1 3
M C,tTRGR.15.23,C074,13 DEC,($12E.tG.03,ExTW3
M C, s T RGR.15.2 3,GT 1, e g REG beGW
*EG.CT!x,@r EATW Exif

WRGW WAIT (514NAL33GT!X T S,,,COMt44,ACTEFLGS33
TASW TAS, GF1,,TaltERSP,113

3
3RESPONiE PATH 70 TARCET REG,GTDs

$71 TAS. FGF 1,NEUT,TRI t WRSP,1 ); CCTU $1GNAL f*ETWORet
GTD T4 ,,,CONtels :

MC, t rLG2. IS. DIS 3,GTW, ZZET ENT,0.0,ESTAs
t(c,tFLG1.IS.D157.GT2n bDUM Walf,tSIGMAL33
DEC, t F I A1. IS .TRIGG/UT A1.15.TRIGGeFLCT.15. ACT ),GT8eg PRO,s.7,WDUM

P90,0.3,vDDT1REC.GTAA *
vcDT TAS...ExPte.5,13:UAIT,tf!bMAL);GTU

GT2 SIG,WRGin TTT2 SIG.WRG23
Dui3 SIG.WRG13

TAS,fn.CMt9.913:3,,COMtt.11., CONT ,,ANF1,118,EBC1/ KEG,WDUM3
GT2A 3

Ta5XT2A AM61,119 ESCle8Hrt,3g,EICleCHF1 50 EBCle COT 4 EM,7
DNF t,39,dBC1/EHF1,25,ESCleE1F1.ES EBGir ES ENT,b.9,x5SEs
FIDI 25,EBCleFIxt,25,[3C1g ALLS ALL.WDAS,1,512E*LSG_1

EXT: Ex17,$ TOR DEC,tFLG4.15.ACT),W51x33
EXPl!.9,13,ACT(FLGTig WAlf,DT4jt SWL):

RFC D
TAS,Nc3,,TR!ste,1):GTAa
TAS, WSixGTA

CTAS SIC,WRG1 RSSN TAS,,,tRitte 13:

Ths.FID1,,COMt9.13,, CONT,fEIGG),Gt4SW1F,5 ESA23
a552 TA$gUEA3,9EUI, CON t 189 3. . Ext, . .URT I , t 5, E BL33GT3

DEC,tFLG3.IS.ACfruTA1.25. 3 RS$3 EXI.s
REG,GT3As ENDCORRD3

GT3A TAS... EXPT 1.03 ACT(FLGB33 ENDSMRPg
GT4 TAS,5W1F .TRItt,13., CONT.,,5U1F.3,EStig EMD OF FILE
GTS ThS.SW11., TRIT 5,1)., CONT ..SU11,4,ESLig )T
GTS TaS,5W32,,TRILS.II . CONT,,,5W12,4,ESL1g
GYT TAS.SW13 TRIT 6,13, CONT,,,5W13,4,ESLis
GT8 TAS.SW14,, Trit 6,1).,COMT,,,5W14,4,ESL1r

UTR2,5,ESL13 -

GT9 YAS, UTR2, , T R I t T 11 . CONT, , ,UTD1,3,E943/UTxt ,3,E SA33

TAS,UTD1,, conte.11. CONT,dWI4,1$,EBL23
USR1 3, ESC 1/GTit USR2.3,ERL1/URRt.h,ESL1d

GT11 TAS.USRt.,TRICT.133
GT12 TAS.USR2,,TR!tT 13., CONT,,, TAR 2,14,EBL33
GTI3 TAS URR1,,TRI(8,13 , CONT,,,tsut3,10,E3L3/

VRR1,IS EBL33
GTie TAS URR2 .TRILB,133
GTIS TAS URR3 .TRIts,II. Det,,,URT1,15,EBL33
EJnt Exlf,STOEn
ENTE ENT,0.6,WSTAg

fRElff RESP LASTA
ktE uali, AS 1 SIZE = 6MAti. 3,Att E

TAD 5,A1.04.SIlarc1
DEC, t F LCS.15. ACT 3 DDT4,13
REG 51GW,03
REG,TSLL,03

SIG.WRQW TEMP
SIGW

SIC.WSIX, 3SIG4.
DEC,ts!ZE,EG.9),EXTV3
WEG,GTis

SNAP INPUT LISTING--SCENARIO A (Continued)
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* CENEReL SYSTEM PERFORfwsCE STATISTICS a
e a
satsessts**sssssssssssssssetssessses***sant

MEAM STANDARD STAND DEU MINIMUM MANIMUM MW OF
UALUE DEVIATIOM OF MEAN U4LUE VALUE 005.

.. -

NO. CUAPD CSL7Y 1.500 1.142 .011 0.008 S.000 See
MO. ADVER CSLTY .280 .668 .007 0.000 3.000 See
DEC OBJ S*TISFD .Sie .171 .002 0.000 1.000 See
TI M FOR EMC .358 .325 .083 .000 1.423 tes
TOTAL ENC TIME .376 .387 .004 0.000 1.545 10e
No. ENGrRUN 1.059 .529 .005 0.000 3.000 100
TIME PET ENT/ENG 4.554 .526 .005 3.529 E.449 95
SIMULATION TIME 7.374 .599 .006 6.279 8.733 100
SIM TIME /AD SUC 7.347 .558 .006 E.278 8.587 07
SIM TIMEe AD FAIL 3.259 .598 .100 7.587 8.733 3

AUC NWBER OF ENC 40EMNTS PER RUM 1.05

AVC MURSER OF ENCACEMNTS WOM SY CUARDS PER RUN .00

AUC NUMBER OF ENCACEM MTS Won 3Y A M RSARIES .gs

PROBABILITY SYSTEM WINS .03
PROBASILITY AN INTERRtFT OCCURS .98

)?

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO A
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t CEIERAL SYSTEM PESFORMfMCE STATISTICS a
s *
8888883538888888888888888888888348888883338

MEAN STANDARD STAND Cru MINIMUM MANIMUM NUM 0F
vaLUE DEUI A710M OF PEAN WALUE VALUE 085.

...--_ .__

| NO. CUARD CSLTv 4.494 1.420 .ete 3.000 5.000 See
| No. dCUER CSLTV .Gle .994 .ete e.000 3.000 See
| DEC OBJ SATISFD .See .327 .003 3.000 1.see see

TIME FOR ENG 417 .673 .002 .000 S.862 276
TOTAL ENG TIME 1.151 1.025 .ete 9.000 S.679 100
NO. ENG RUM 2.764 .668 .007 0.000 4.000 100
TIME DET ENT/ENG 1.152 1.125 .011 492 S.736 tes
SIMULATION TIME 9.935 1.439 .015 2.538 13.906 100
SIM TIME /AD SUC 9.237 1.254 .014 7.266 13.996 SS
SIM TINE /AD FALL 7.57E 2.264 .189 2.638 12.136 12

AVC NUNSER OF ENCAGE ENTS PER RUN 2.76

AVC NUMBER OF ENGAGEMENTS PON SY CUARES PER RUN .22

AUC NUMBER OF ENGAGEFENTS WON BV ADVERSARIES 2.54

PROBASILITY SYSTEft UIMS .12

PROBABILITY AN INTERRUPT OCCURS 1.e4

>7

|

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO A |

CASE 2

,
_ _ _ _ _ _ _ _ _ -

.. ,



- - - _ _ . - _ _ _ _ _ _ _ _ . _ _ _ _ _ . - . _ _ - . - _ _ _ _ _ _ _ _ _ - _ - _ - _ _ _ _ _ - _ _ - _ . .

,

* CENERAL SYSTEM PUtFORMANCE STATISTICS es a
sessssssssssssssssssssssssssssssssssssssses

PEAN STANDanD STAND DEV MINIMUM MAWIMUM NUR OF
UALUE DEVIATI.ON

OF M. . .. EAN URLUE VALUE 00S... _...... .. -

. . . . - - . .

No. CUARD CfLTV 1.150 .433 .cos 4.000 4.000 tosNO. ADVER CSLTY .930 1.121 .ett e.000 3.000 toeDEC OBJ SATISFD .864 .349 .003 0.000 1.000 SeeT!ft FOR ENG .373 .347 .003 .000 2.110 133TOTAL ENG TIME .496 .547 .005 0.000 2.178 100NO. ENG/RUN 1.330 .726 .007 9.406 3.000 300TIME DET ENT ENG 4.45e .539 .006 3.431 6.743 95S!MULATION TIPE 7.386 .534 .005 E.131 9.441 100SIM TIME.'AD SLE 7.313 476 .006 6.131 0.380 SGSIM TIME'AD FAIL 7.836 .662 .e47 6.734 9.041 14

AUC tfUMBER OF ENCACEPENTS PER RUN 1.33

(d*C NUMBER OF ENGAGEMENTS WON BY CU4kDS PER Rtet .45
WC NUMBER OF ENCACEFENTS WON SY ADVtESARIES .Se
*POSABILITY SYSTER WINS .14
P908 ABILITY AN INTERRUPT OCCURS .95

37

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO A

CASE 3

w
N
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b

s CENERAL $YSTEM PERFORMANCE STATISTICI *
> a aJ

sssssssssssssssssssssssssssssssssssssssssse

MEArt $TANDARD STAND OEW MINIPLM MAMIMUM NUR OF
VALUE DEUIATION .0F MEAN VALUE VALUE OBS.

. . . . . _ - - _...-...... .- _ . . - - - . . . . - . .

NO. CL'APD CSLTY 4.750 2.105 .421 0.000 7.000 100
NO. @.TR CSLTV 2.046 1.222 .el2 0.000 3.000 See
CEC ')tJ FATISFD 410 .494 .005 0.000 1.000 tot
TINE FOR ENG .360 446 .001 .000 2.755 311
TOTA. ENG TIME 1.146 .776 .000 .194 3.961 100
NO. t't9Ce#UN 3.110 .695 .007 1.000 4.000 100
TIME PET ENT/ ENC 1.072 .978 .018 492 4.990 148
$1r"Ut ATION TIME e.872 2.318 .023 2.268 16.6e7 100
SIM T!rT *AD SUC 9.9t7 1.352 .033 7.488 12.642 41
SIM TIME.AD FAIL 6.798 1.959 .033 2.264 16.647 59

AVC NUMSER OF ENCACEMENTt PER #UN 3.11
AVG NUMBER OF ENCACEMENTS WON Sy CUMOS PER RLM 1.06

A'>C toMBER OF ENCACETNTS WON SY ADVERSARIES 2.05
PROBASILITY SYSTEM VINS - .gg .

PROBAt!L]Ty AN }M*EReep? OCC;,,43 g,gg

>7

GINERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO A

CASE 4
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t GEMRAL SYSTEM PEstFORMANCE STAT 2STICS s
a a
astssts***ssssstastssstassesssssssssadssess

MAN $7W1EARD $7AMD DEV ft!MIMUM 7tAMIMUR MLft 0F

_ _. - ION OF M an UALUE. UALME.
005.UALUE DEUIPT

... ... ...

NO. CUARD CSLTY 4.848 2.364 .024 0.000 0.000 100
NO. ADVER CSLTY 2.320 .994 . ele 0.000 3.000 10e
DEC OBJ 5.bT15FD .300 .461 .005 0.000 1.000 100
TIME FOR ENC .381 474 .001 .000 3.642 377

. TOTAL Ef4C TIME 1.437 .543 .000 .239 4.700 100
l Po. ENGeRUM 3.770 .883 .009 1.000 5.000 lee

[ TIME PET ENT/ENG .929 .737 .007 .473 4.010 100
i SIMULATION TIME 7.663 2.516 .025 2.835 14.174 See

SIM TINE /AD SUC 10.853 1.712 .e57 7.796 14.174 36
SIM TIME /AD FAIL E.284 1.187 .017 2.835 9.397 79

|

AUC NUMBER OF ENCACEMENTS PER Rtm 3.77

5.UG NUMBER OF ENCACEMNTS UOM BY CUARDS PER RLM 1.17

AUG NUMBER OF ENGAGEMENTS UOM SY ADVERSARIES 2.60

P908ASILITY SYSTER UINS .70

PROSABILITY AN INTERRUPT CCCURS 1.00

)?

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO A

CASE 5
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* CEMERAL SYSTEM PERFORfMHCE STATISTICS a
& 2
888titttYht;&2,3*tt3148183838tt9888888888888

14EAN STANDARD SteD DEU MINIMLM Max!Pam NUM OF
- ...LUE D.EVIAT!.0N OF MEr.?v UALUE VALUE 085.VA

......... . _ . . -

No. CUA#D CSLTY 3.524 2.435 .924 0.000 5.000 100
! t*0. ADVER CSLTV 2.T64 .668 .007 0.000 3.000 100

15EC OBJ SATISFD .330 .338 .003 0.000 1.000 tes
TIME FOR ENC .669 .667 .092 .000 3.542 296
TOTAL ENC TifE 1.979 !.303 410 .414 5.086 tes
No. ENCeRUM 2.950 1.205 .elt 1.000 5.000 tot
TIME BET ENT/ ENC .984 .999 .003 .499 5.617 100
SIMULATION TIr1E 6.320 2. 952 .830 2.279 15.261 See
SIM TIME /AD SUC 12.414 2.122 .163 8.750 15.261 13
SIM TIME /AD FAIL 5.499 1.718 .020 2.275 9.841 57

AVC NURSER OF ENCACEMENTS PER RLM 2.96

W.4 NUM8ER Or ENCACEMENTS UGt SY CUARDS PER RUN 1.18

w/C NUMBER OF ENCACEMENT4 UON SY AINERSARIES 1.78

SR09At!LITY SYSTEM WINS .57
PRCBAt!LITY AN INTERRUPT OCCURS 1.00

)?

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO A
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1 stsessssssssasts 3 RANCHED TO Weep
a * SIZE - 4
s TRACE s
a RUM MO 1 * GuMtD 3 UAITINC FOR pew ESTA e.ee
a a SICMAL
ssessssssssssoas

GunRD e ENTER ZIET ESTA e.00
BRAMCaED TO 42154
51K - 6.

sattssssssssssssssssssssssssssssssssssssssssssssssasssssssssssses
s s a e a cuate o WAITIMO FOR ypon ESTA e.ee
s : s a FACILITY a s SleMAL

FORCE : EVENT a MODE s MODE a TIME s e

s a a a cumRD e ENTER E4 x8SE 6.00
sasssssssssstssssssssssssssssssssssssssssssssssssssssssssssssssas 3 RANCHED TO ALLS

$1ZE - e.
GunRD 4 ALLOCATE FROM BASE WeAS ALLS M&SE e.ee

$12E - 1.
iCLMRD e ENTER EC1 USTA e.00 TOTALS = )3RAMcHED 70 ALL1 SIZE - 1.

51 2 - 6. TRAINIMC - 1.

CUARD 1 ALLOCATE FROM SASE E3AS ALL1 USTA e.00 BRANCSED TO DDT4
SIZE - 2. SIZE - 1.
TOTALS =
SIZE - 2. MD 4 EXIT DDT4 NESK 9.00 >

TRAINIMC - 1.
ADUEA 1 ENTER ENT1 AMD1 1.00

3 RANCHED TO WRG2 STE - 3.
SIZE - 2. TRAIMIMC - 1.

CUARD 1 WAI(IMC FOR &atC2 WSTA 0.00 3RANCeED TO TAS1=

ADV DETECTION DEVICE M1 SIZE - 3.
OR ADU DETECTION DEVICE PIE
OR SIGNAL ADVER 1 START OF TASK TAS1 AMD1 1.00

DISASLE 3ARRIER AHD1
CUARD e E.'f7ER ENTE WSTA 4.00 TRIGENED SD'SOR AMA1

BRANCHED TO ALLE
SIZE - 9. QUARD 1 WAIT MODE TRIOGENED WRC2 WSTA 1.00

BY TRIGER 454ER 2
CUARD 2 ALLOCATE FROM DASE ESAS ALLE USTA e.ee BRANC1ED TO DDT4

SIZE - e. $!ZE - 1.
TOTALS = 3RANC*ED TO CT1
$12E - 8. SIZE - 1.
TRAINIMC - 1.

etmRD 1 EXIT DDT4 WSTA 1.00
SRANCHED TO WRC1

SIZE - e. CumRD 5 START OF TASE GT1 FF1 1.De

QUARD 2 WAITING FOR 4540 1 WSTA e.60 ADVDt 1 END OF TASE T451 8891 1.27
ADU DETECTION DEVICE R1 BRAMcNED TO TASE

OR SIGMAL SIZE - 3.

QUARD e ENTER ENTW ESTA e.De At KR 1 START OF TASE TAS2 80F1 1.27
3RancsCD TO ALLAI
SIE - 8. ADUUt 1 EMD OF TASE TASE 85F1 1.43

3 RANCHED TO TA63
CUARD 3 ALLOCATE FROPt SASE WBAS ALLW ESTA S.00 SIZE - 3.

SIN - 4.
TOTALS * ADU0t 1 START or TASE TAS3 3DF1 1.43
s!ZE - 4.
TRAINIMC - 1. ADVER 1 END OF TASK TAS3 asF1 1.54

SCENARIO A--TRACE CASE 1
N
W+

W



.

N
t.J
b

TS10
*TR 1 EMD OF TASC yng3 SMF1 1*56 83E * 3.

PRAM M D TO TA64
SI M - 3. AD'KR 1 START OF TASC 7510 SWit 2.44 |

APTR 1 STwT F TASC TAS4 CW1 1 54 ADVER 1 END OF TAS'' T514 Suit 2.66
3 RANCHED TO 7811

AMR 1 EMO M TASK T454 CW1 1.66 SIZE - 3.
DRANCHED TO WTA5

SIZE - 3. ADVER 1 START or TASC 7511 SW13 2.66
ADHER 1 START OF TASC WTAS CW1 1.G4 ADVER 1 DS OF Tm 7511 SW13 2. 3

ACTIVATE FLAC FLG4 BRANCsE2 TO T514
SIZE - 3.

ADa TR 1 EMD OF TASC WTAS CW1 1.54
BRANCHED TO WSCM ADVER 1 STMT OF TASC 751R SW14 2.35

SIZE - 3.
ADUER 1 De or TASC T512 SW14 3.07

AD'KR 1 SICMAL CTW WSCM CW1 1.66 BRANCHED TO TS13
3RANCHEP TO TA55 SIZE - 3.

SIZE - 3.
*

ADVER 1 Sfl 'T OF TASC TASS DW1 1 64
ADER 1 END OF TASC T513 UTR2 3.17

ADVER 1 EMD OF TASC TASE DNF1 1.76 BRANCHED TO TSX2
BRANCHED TO TA$6 Site - 3.

~

ADWR 1 START OF TA$C Tsx2 UTxt 3.17
ADVER 1 START OF TASC TASS EHF1 1.76

ADUER 1 EMD OF TASE T$x2 UTM 3.17
ADVER 1 END OF TASC TA56 EHF1 1.33 3RANCE D TO TXX5

3 RANCHED TO TA$7 $IZE * 3.
$!ZE - 3.

ADER 1 START or TASC Tkx5 UTD1 3.17
ADVER 1 START OF TASC T457 E!F1 1.83 DISASLE BASSIER UTD1

TRICCENED SOtSOR UTA1<

i ADVEN 1 EMD OF TASC Ter$7 EIF1 1.8E
BRANCHED 70 TASS CumD 2 bait NODE TRICCERED WRC1 WSTA 3.17'

| SIZE - 3. By TRIGGER MAWER 1
! DRANCED 70 5ICW

ADVER 1 START or T95C TASS FIX1 1.36 SIZE - 9.4

i BRANC>ED TO TSLL
ADUER 1 EMD OF TASC TAS8 FIxt 1.84 SIZE - S.

j 34ANCHED TO TSBN
SIZE - 3. CUARD 9 SIGNAL IRCH SICW WSTA 3.17

?9AMCHED TO $1GL J
ADVER 1 START OF TASC TSSM FID1 1.36 SIZE - 8.

DISattE gamRIEn FID1
TRIGGERED SOv50R FIA1 CUARD 3 UAIT NCDE TRICCERED WROW ESTA 3.17

av TRICCER Mup3ER 1
i ADVER 1 END OF TASC TSSX FID1 1.99 BRANCHED TO TASU

DRATHED TO TASF SIZE - 4.
SIZE - 3.

CUARD 3 STMT OF TASE TASW FCF1 3.17
ADVER 1 START OF TASK TASF SWir 1 99

. ACTIVATE FLAC FL41 CUARD 4 SICHAL WSIX SIGL W574 3.1T
4 3 RANCHED TO EXTW

ADVER 1 END OF TASE TASF $WiF R .1*J 51ZE - 8.
BRANCE D TO TASS

| 512E - 3. GJAftD 4 D,IT EXTW W5TA 3.17

| ADVER 1 START F TASC TASS SW11 2.13 OumtD eSTMTOFTASK TSLL WSTA 3.17

| ADVER 1 EMD OF TASE TASS SW11 2.44 ADUER 1 De CF TAK TxMS UTS1 3.30
i

i i

|
| SCENARIO A--TRACE CASE 1 (Continued) !

|

i l

I

i
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. _ _ _ _ _ . _ _ _ _ _ _ - _ _ _ _ _

GUARD 5 De or TASK CTS FW1 3.89
A1WR 1 END OF TAsit TXX5 UTD1 3 20 BRAMCMED TO CT4

PRANCHED TO TSTU SIZE - 1.
SIZE - 3.

CUARD 5 START OF TASC CT4 FIC3 3.99

a'.P TR 1 SIGNAL UDUM TSTU UTD1 3.20
PRANCHED TO TS14 CUARD 5 END OF TASC CTA FIC3 4.06

SIZE - 3. BRANCHED TO STAe
SIZE - 1.

CLWP 0 WAIT HOCE TRICcERED WDUR ESTA 3.2e
IV TRICCER tRmDER 1 CUARD E SIGNAL WRC1 CTAG FIC3 4.06

PRANCHED TO YDDT 3RAMOED TO CT3

SIZE - e. SIZE - 1.

Gumst e START OF TASC VDDT ESTA 3.20 CumRD 5 START OF TASIC CT3 FID1 4.86

ADVER 1 START OF TASC 7514 UW1 3.24 QUARD 5 De CF TAsut CT3 FID1 4.16
BRAMCHED TO CT4

d.*K R 1 END OF TASC T514 USR1 3.30 SIZE - 1.
BRANCtED TO TS15

SIZE - 3. CUARD 5 START OF TASC CT4 SWir 4.15

ADVER 1 START OF TASK 1515 USR2 3.30 CUARD 5 END OF TASE CT4 SW1F 4.30
BRANCHED TO CTS

ADVER 1 EMD OF TASE 7515 USR2 3.40 SIZE - 1.
BRANCHED TO 7515

SIZE - 1. CUARD 5 START OF TASK CTS SW11 4.30

SRANCHED TO CP1
SIZE - 2. CunRD 5 END OF TASK CTS Suit 4.54

BRANCED TO GTS

ADutR 1 START OF TASC T515 URR1 3.44 $12E - 1.

ADVER 2 START 0F TASC CP1 URR4 3.40 CUARD 5 START OF TASC CTG SW12 4.58

ADUER 1 END OF TASC TS16 URR1 3.54 QumRD 5 EMD OF TASK CTE SW12 4.75

BRANCHED TO TS1T 3RANCtED TO CT7

SIZE - 1. SIZE - 1.

ADVER 1 START or TASC TSIT URR2 3.50 comtD 5 START OF TASK CT7 Sut3 4.78

ADVER 1 END OF TASC TS17 URR2 3.52 CumRD 5 EMD OF TASK CT7 SW13 S.00

3RANCNED 70 TS15 3RAMCT D TO CTS

SIZE - 1. SIZE - 1.

ADVER 1 START OF TASC TS15 URR3 3.62 CtWt3 5 START OF TASC CTS SW14 S.00

ADVER 1 EMD or TASC 7513 tput3 3.74 CunRD 5 END OF TASC CTS SW14 S.20

SRANCHED TO TS19 '9mANCHED TO CTS

SIZE - 1. 51EE - 1.

ADVER 1 START OF YASat 7519 Usutt 3.74 CunRD 5 START OF TASC CT9 UTR2 5.20

ADVER 1 EMD OF TASK TSie Usult 3.37 SunRD 5 EMD OF MSC CTS UTRE 5.30

DRAMcNED TO TSte 3sIANCHED TO CTie
$1ZE - 1. 512E - 1.

ADVER 1 START OF TA$st T520 VitT1 3.3T CLAutB 5 STMtf 0F TASC CT10 UT91 5.30

CUARD 5 EMD OF TASK CT1 FCF1 3.39 ret * EMQACERENT 5.38
BRAND 4ED TO CTD

SIZE - 1. GunftD 5 ItCLUDE

CUARD 5 START OF TASC CTD FCF1 3.99 ADW]t 2 INCt12E

SCENARIO A--TRACE CASE 1 (Continued)
w
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!

|

N
w
e

CUARD 3 ElO OF TAtt ST4 SWir s.31
SeANCMD 70 075

EMCACEMENT NUMBElt 1 SIZE - 4
Ate 1T07A L5

SIZE - 2. CUARD 3 START OF TA5E CTS SW11 G.91TRAINIMC - 8.
CUA 170TAL5 CUARD 3 EMD OF TASK 075 EW11 T.13

ftZL - 1. SRANCHED TO ST6
TRAINING - e. 517E - 4.

Cm 1 CAsthaLTv 5.34 CUARD 3 STMT OF TA5E CT4 Suit 7 13
SIZE - 8.

CUMD 3 EMD OF TASE CTS SW12 7.37,

1as8 1 END EMCACEMENT 5.34 3RAMOED TO CTT
51E - 4

CMRD 5 NEUTRALIZED CTie UTD1 5.34
CumRD 3 START or TASE CT7 SW13 7.77

ADW R 2 RESUMED TASE CP1 (Aut4 5.34
51E - 2. CLNWtB 3 De or Tm CT7 SW13 7.43TRAIM!nc - 1. BRANCSED TO CTS

SI E - 4
CUARD # EMD OF TASE YDDT ESTA 5.55

BRANCE D TO 7772 CUARD 3 STANT OF TASE CTS SW14 7.48
SIZE - 9.

CUARD 3 END CF TASE CTS SW14 7.54
CUARD 4 SICmL WRC2 7772 ESTA 5.55 3 RANCHED TO CTS

3 RANCHED TO DDT3 SIZE - 4
SIZE - 8.

CUARD 3 START or TASE ctg UTR2 7.68
CUMD 0 SICMAL WRC1 DDT3 ESTA 5.5E

3 RANCHED TO WDuM QUNtB 3 END OF TASK CT9 UTR2 7.74
SIZE - 9. BRANCED TO CT14

SIZE - 4.
CuaRD e WAITINC FOR WDL71 ESTA 5.55

SICMAL CUWtB 3 START OF TASE 4719 UTD1 7.74
Cud RD 3 END CF TASC TASW FCF1 S.54 assa ENCACEfeff 7.74

3RA.'O*ED TO CTS
SIZE - 4. CumD 3 INCLUDE

Cue.RD 3 START OF TASE CTD FCF1 S.52 ADutR 2 INCLUDC
Cus.RD 3 EMD or TAst 473 FGF1 S.52 EMCAGEMNT reseUt 2

BRANCHED TO CTA ADW 270TAL5
SIZE - 4. 512E - 2.

TRAINIMC - 9.
CUARD 3 START OF TASE CTA FIC3 S.52 Gum 2T0TAL5

SIZE - 4
CUARD 3 DeD or TASC CT4 FIC3 6.54 TRAINIMC - 9.

3 RANCHED TO CTAe
SIZE - 4. ADWR 1 DG & TASC T529 URT1 5.42

SAAMCHED TO SUCC
CLtWID 3 SICMAL WRC1 CTAe FIC3 S.58 5!ZE - 1.

3 RANCHED TO CT3
SI E - 4. ADW3t 1 STMtf CF T45C SUCC utTT 3.82

CUARD 3 START OF TASE CT3 FIDS 5.55 ADER 1 DO OF TA5E SUCC URTT S.02
gammCW D TO EXT 5

CUARD 3 DtD CF Tm CT3 FID1 d.78 SIZE - 1.
3RAMc4D TO CT4

SIZE - 4. ADuDt 1 EXIT STOR EXTS URTT S.02
GUARD 3 START OF TASE 074 SWIF 5.78

<

SCENARIO A--TRACE CASE 1 (Continued)
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,9UILDIMC I,'TERIOR LOW COVER TAST f SLDC ,,,A O

,,u n n,ununinnis,n,DU T,,D,,eFLCW FLAC. DIS, ,,,,,,,,,,,,

E u nEx.nu.Um.a... 5,E ,ec.DSLi.T!,.C,M ..

M |E||:nd;""*******"' Wi"llM'. 611|" " " ' " " " " " " " " " " " "
EtLA ..s,

N, ATTACK 1,scLOWCOUDt
rtti rtAC ns,
FLCd FLAC.Dlt,
FLC3 FLAC. Dis,

, FLC4 FLAG. DIS,
,o c.DDAi, FLCS FLAC. Dis,1

E,BAi FLCG. FLAC.Di$,
FLAC. DIS,

, ATTACK!HG MiCH COVER FLC
FLii FLAC.Dil,

1 ,o c.DBA4, Fli2 FLAC. dis,

t,942 FL13 FLAG. DIS,
, ATTACKING 0M-ACCRESSIut Hl.M COVER

.

SNAP INPUT LISTING--SCENARIO B
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PJ
as
O

FLt3 FLAC,Di$s DEC,tSIZE| EOF 3LT.2$,DT$
*Ft 30

3Et@$7ATU53 REG,76SAs
F,b'1L17) T654 SIG.[Rt. PERMS1018 F ,,,;T1t(..'I0413 T564 TAS,JKR4, ENTE.TR!tt it,4CTIFL133 C08ff JtD4,2,E9123IM1 $P g 757 TAS,JKu3, EMPf D0x2,I l Jd4,2dI12

TAS.JKD3,kME ExPED0Rk,,COMT13,.60lff.. Jde,2,kstag18 * 8 SPds TSTx
IMF3 fras 3 REG TSRs

Tal,JKD3 ENTE ExPtDOR2,11, CJLrt $ Pay TSTY
ksa TA5 JERt.dMTE,fRIt3.13 ,Cofff.OMT,EI 3 EDL$JKD4,2 E$tasJos spas ,J

DEC,tSIZd.NTE TR!t3 13. C0fff ,E,KJKRl,$,ESL$3Ah2 6Pe3 TS9 TAS.JKR2 E
LT.klEXT$aAN3 $PA,

JKuo SPAS DE C, t S12F.E O.5 ),CP1,33JKPs 5AR,ACTIW ,/JKats DEC,tSIZE.E9.48,CP1.23JtD2 SAP,4CTitt ,/JK A2 s DEC,tS12E.EO.38 CP1 1
JED3 94R,ACT!W ,/JKA3; DE C, t FLGI . I$.DIh ),TE1h

3JKD4 FAR,ACTIW ,rJKA4, REG,TSA2n
JKR1 $P43 7542 514, TE7F
JkR2 Spas T$10 TAS,JK TRIT 3,ll
AR3 SPA DEC,tSI .LT.21.ExNCOMT,,2,MR2,4,EBL3s.JKR4 SFA; K C,(FLGP.15.DI$3,7521,03
IKR1 !FAs DEC, tFLGP. IS.D15 3,DCC:IKR2 !Ps., REC.TS21,7;IKR3 $ pag REG,TS!!,tt
IKT1 $ pag TS11

TAS.JKxt,PEME ExPECCRk,COMT ..JER3.4 Est31),dONT,,,JKE3,4k3L3
,EutD0>2,13

IKT2 iPAg 751x TAS,XDt.
MrF1 $ pag TS12 TAS,1KR1, ENTE TE!(3,13, ACTIFLP1), CONT IKR1,$,E3L33WF1 SPAg TS13 TAS. Ital.TRJtTAST18,C08tT,,,1ER1,5 dibs

DECetFLGh,COMt03 Alf tfLG43
WSHK $PA, TS14 TAS,!KT1

3ESHE $P43 .I$.ACT3, EXT 53
CC SPA: REC,EXTag
CSKP SPA: 7521

TAS,xx2,hEPE E MPt h0RE,CtMT,EffTExPtD0x2 1) ,JKR3.4,E3L3

TAS IKR2,EMTE TR!t3,13,,C6tff,,E.6,EBLh SL3;IKE2,3E,fBL33
1041 SEN,.94. PERM, Mig TS2x TAS,JKD2 14 ,C JER3 4JKA1 SEH. 99, PERM M23 T522
JKA2 SEit, .90, PE RM. M23 T523

TA$,IKR3,,TWitTA$7,1)f
TR ! t 3,1 3. , C0ffT . , IKRAA3 SEN,.95,*ERM,M13 TS24 TAS,IKR3,, ,,,1KR2,3,EBL33AA4 SEN .95, PERM,M13 T525 TAS,1KT2,,COM(48,ACTi isM2 LOG |C L23 DEC,tFLGP.15. DIS 3.xTAfg

. Mt LOGIC,Lis DEC,tFLG4.!S.ACTP, EXT 53i L1 MOf f,WG1 : RE G,Exf ag'

L2 MOH VCl: CP1 TAS,JER3,,COMt1003 ,C0pff,,,JKR1,8,EBL33
ENDFACILITY: REG. EXT $s

ADVER$ARY: ETCC ENT,1 AUTOMATIC,1,e.e.CC3
ofJ,548 IKTI,IKT2,t.13,E0F3s DEC,ifLGO.IS.ACT3,EXCCENCACEr6tt,4$12E.L

REG TCC:EXT 4
EXITS $ TOP REG.ExCC:EXTS EXIT, TCC1 TAS,CC EhTE.CONtit4 3 ,Corff,$7CC,,CSEP,24,ESA33a

ENT1 ENT,2 AUTOMATICS.1,1.0,1001: STCC TA5 ,,COMt03,,,,23TAS.1601 P CONTs REG,TCC,0sTS1
DEC,tFLGf.EME,ExPte1,13,IRIGGENEBl.CCTV15.ACT ICA1.15. 3 REG,xTCC,93.

REG,TS2
CCTV SIGreAL,bCF,TEPF XTCC TAS COMi tS is30tTC D1k,ETOPs
752 MS.10F1. ENTE,JTwlt t,133 TCC T AS b, DETE. COM ( 199 3, ,C0ff7, , , CSEP,29, E343753 TAS,1NF1,,TRitt,3tg DCC Ex!ks .

3

. 754 TA$. IPF1. ,TRI(1,133 XTAR T A6, l L R3, ,TR I ( 3,1 3, , Corff, , , I E R 2, S . ESL3;4 IM51
SIGreA. F tCo.is. ACT >.T.s,

L R2A Wxft2
TAS , I KR,2, . TR,! t 3,13. . CCM T, , ,2 K R2,3, E8.u,3L3-C. -i TA., m ,,CO o. 23,,Co T .. ,u ,4,E

n*GI.!"e!Ai+,,D,ef
5 "ank,iMs2 DTss TAs.JL i . ,1t n, AewtC. ,C.,fr....n.s.,EO,u

-ri,3 ,E0,0,Ex t600x,n.,e0,,7,,,m n s.. w u ou.D ,E=A-=,f,f,T s !2E.tT. n, E.u ,
; ,

. T

TAs xx4.,h . E - A.Tu.3 n,3 eon
TAS,xD4 m .h ,tDOR,o .e0tT .,= n. . w u t.A. E .. C,i,

. TsD
I

i
4

SNAP INPUT LISTING--SCENARIO B (Continued)
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WRIT IS10 MAL)WOUM
DEC.IFLC4. IS dCT), ALL8.,03Up S BASE.S.SM0TCLms C,1s
RfC.ADURs $IZE*135ASE,3.SHOTCUNS C 1EPA 4atAs PAit.2.SEn14UTOMAIlk5 CC,13 ADUM ALL.WBAS.,
REC,mS$2s

FASM 54+E.20s ALLS $12E.33ALL,W3AS,hasCOM(
:! HIT 1 L RESP 0te!C CUARD 3552 TAS.,63 Tempss TDUR SIC.W

TAS,,C6Mt98,bbf3,R2.e2sTORM DEC,dLC2.IS. s ASW C085PINIENT,0.d WSMI(HT3 ALL W5As,.SI.g *1g
EALLS Ulf,tADPLt.04.ktD,L23: DE C, t FLC2. IS . ACT ),Matm s

WC1
SICI SIC,WC2,TERPs SIGNAL E kTHRESPONSE ATTEMPT DEC,tFLC1.15.ACTI,WC3.0 E SPOISE ACTIVE3

xstWesSIGN SIC,uCSsSICMAL CUARDS 70 EMCrADV AT CC DEC,tFLC1.IS.ACT)00 HSE ACTIE-90 NESPOMOREC,51C1 ,1sMO E 9PEC,tFLCS.!S. DIS 3.Tas REC WS3,ls
"^" M 0,0.2,R1%C3

s
PR?,0.5,T2s) CUARD MEUTRALI2TD IF ADU AT CC 3DLReN TRAMSACTION $1CreALS SECONDtutY RESPONSETAS,,, conteRmvE
DEC,t ADU. AT.CC ).ExTK3 ENT4 ENT,0.9,W$lef

nanIT,tSIdr51k*20sREC T2s
EXTK EXIfr ALL3 ALL.DASx

eRLI. 2s
71 T45,f.SEP,NEUT,COMit t. ACTtFLCSI,COMT ..CC,20, EOF 1s WC2,

CUARD SUPRIZED BY ADV
E C,Txt,13

T2 TAS,C5EP NEUT. comte).ACTtFLC13: EC.WC2,8s
CUARDCETSPASTADOATCC--RESP 0MDS70ALAlpt Txt TAS.,, comte. Sis

51C2 510,WC3 Tempss DEC,tFLC2.IS.ACT),R2,9s SICC SIC WGS TEMPSREG,21,8s EXTx EXIfs
SECONDA#V RESP 0MSC CUARDS s

3 RESPONSE TO ADVERSARY FORCEs
g
LNT2 E!IT,0.0,ESHCr at 745. ,,COM t e lALL2 ALL.ESAS,1 SIZE *WRCs

TAS,PKF1,5.RItp,13:TDCC.tFLC8.IS.ACT),WCs; R2
DEC,(FLC1 25.eISi,RxtsREC,WC3s DEC,tJKA4.Ib.TRICeJEA3.15.TRIOCpJEA2.IS.TRICCet SIGNAL ), 2s JCA1.15.TRIC3 msasUAIT,FLC1.!S.AbT FLC2.15. DIS),WC3,9WC3

tEC,i 3 DEC,tFLC2.ls.4CT),RxEsOEC,(FLC1.15.ACT,FLC2.!S. DIS),xDUR3
RESPONSE ACTIVE.--MO COPFittM EG.Rx24g'

s
33C1,1 sCEC,tFLCt.IS. DIS"

DEC,IS12E.E0.1FL61.IS.D153.xDUR,0s sASSESSMENT TIE
DEC, t FLC1. !5. DIS 3,WC3,0s

TAS,,,EMPit.6.13 FLC21,,,23NO RESPONSE GUARD ACTIVE Rx2A
3 TAS,0.CONtel,4CTIRM2REC R2,8s E G, *3,es
WC8 WAIT, t SICitAL 3 s

DEC,tFLC2.IS. DIS),WCSs REC,xTC1,93

TAS ,$70PsEXIf, CON (15)gXTU1REG WRSPg
NTC2

s RX3 51C,WC3, TEMPS
sCUARD RESPONDS TO ADU AT CC RM4 TIC,WC5 TERPs

DEC,tFLd9.IS.ACT),R2Ans:
EMTS Er47,0.e,CSEPs

DEC,tFLCS.!S.ACT),M LLs EEG,Rama
R2A WAIT (S!GMAL3:

REC. ALLS
TAS hKF1,ESCleJCx4,$att,6,JLF1,54, ESC 1/COMit.1),RSAAALL.WSAS I SITE *ERCASLL JEh4,59, 4,E8 13DEC,4SIZk.f.Q.C),NDMs

REC WC3r MS T45,JLF1,,TR185.133
ALLS ALL AsAS.1,$12E*2s E G.CA1,03*

Walf,tSICMAL);3 3E WOMSE FWOR EAST SMACE
sWCS

WAIT iTINC e.5 lette)..CowT,,,CC.2e.Est3sWC6
TAS,lSe,'.duT.CEA (RtSP TAS,6etT1,,TR!tWR,19:DEC,tSIZE EQ.13,50UMs DEC,tFLCW.!5.ACTp,EmisREG,TTIM :

TTDR TAS,,,COMl43 ACTtFLC633 DEC,tFLCS.!S.ACT).ER11

WAlf,ltit S!OeAL):IIEC ESDUR SIC WD47s
XDUM Exits ERIp11 TAS,letF1,,COMle.11.,Est2.,,JLF1,3s EBC1/EDLs EMT,0.6,WStets

SNAP INPUT LISTING--SCENARIO B (Continued)
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ws wKrt,EDCl*JD4.h Ehd JLF1,30,EBC1/Conte.19. ER2Em
JED4,Je. 83

'
jPESMH4E INTO PLDG

fR2 TRIT 4,1)lAi2,TAS,JLFi
MC,eFua: 1s.ACTi,
MC, e F L11,15. ACT f, Call s ,

REC Cats |

conte.1 ) ACTIFL113.COMT,,,JKR4.2,EBC1/Cal TAS.JKD4,hC1.*JKX3,E, ESC 1sJKD3,2,E
REG.CA23CAtt TAS JED4 CON t S .1 ), ACT t FL12 ),CCffTe e ,JKR4,2,E9C1/
JK63.2,EhC1/JKM3,2, ESC 13

REC.CA23
CA12 TAS JKD4..CONie.1)g.cortT,,,JER4,2, ESC 1/

JK63,2,CBC1/JKX3,c, ESC 1s
CA2 TAS.JKR4,,791st,1);
CAJ TAS.JKD3,, conte.11
CA4 TAS,JERI..TR!t3 13 CONT,,,JER1,3, EDA 1/

Ja R2.6,ESA1/JKE3,E,E B Al s
CAS TAS,JKR2,, TRIT 3,13 ,s.0NT. ,JKR3,4, ESC 1s

TAS JKR3 Tiilt 3.11., CONT .,JKD1,4 EBC1/CA6
Ab2 4, ESC 1/JKMA.4. ESC 1/JKat,4,EhC13

MC,8 f LGP. IS.DI5 7, CST. 0;
REC.CA7e

CAT TAS,JK1Q,,COMit.131
,COMiel 1Km2,3, ERA 1/

TAS,IG2(RAS /IKTb,LXTC,l,sCAS
IKR3 5 ,8, ERA

DEC , d LM . ! 5. 015,F LGP. !S. AC D. CST 2s
REC.E%TCr

EXTC EXIT,STOP3
CST TAS.JKR3. CONT 933

DEC,4FLP1.!S. DIS), CAT 3
PRO,0.S, CST 2
PRO,0.5, CST 3

CST 2 TAS JKR3. Edte.5 33
CST 3 TAS.JKDs,.COMit.133
CST 4 TAS IKR1,, conte.13.,ENTC,,,1KR1,5,EBLis
xeee EM1fs
ENTP ENT 9.0 WSMKs
WGF Walk,tS!GMAL);

PRO,0.7,WGF3
PRO,0.3,TExPs

TEMP TAS...txPte.5.13e
TAS.,l.OMielACTIFLC2);TFLC C
s!GMA uC3.TinP,ss5x

5xxx SIGreAL,uGS, TEMP 3

DS
| ENDS *W s

EMD OF FILE
>T

|
| SliAP INPUT LISTING--SCENARIO B (Continued)
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* CEPEML SYSTEM PEnrosMANet STATISTICS :
s a
s a t t s s s s s s s s s ss sts** sss sssss ssss ssss t a***ss

MEAN STANDARD STAND DEV MINIMUM MAXIMUM NUM OF
VALUE DEVIATION OF MEAM VALUE VALUE 005.

N0. CU.dD CSLTV 3.360 f 673 .817 e.000 5.000 100
H0. ADVER CSLTV 1.400 1.00s . ele e.000 3.000 180
DEC OBJ SATISFD .e85 .399 .003 0.000 3 000 See
TIME FOR EMC .350 477 .001 .000 2.778 362
TOTAL ENG TIE 1.300 .701 .004 .195 4.964 See
NO. EteC/RUN 3.628 .952 .ete 1.000 5.808 See

TIME SET ENT/ENG .836 .122 .001 0.000 . Set 100
SIMULATION TIFE 6.974 1.204 412 4 371 9.197 lee

SIM TINF/AD SUC 7.564 .547 .010 S.465 9.107 50
SIM TIME /AD FAIL 5.720 1.131 .935 4.371 0.065 32

AVG NUMBER Cr ENGACEMENTS PER RUN 3.G2

AVG NUMBER OF ENGAGEMENTS WON BY CUARCS PER R1st 1.11 ,

deVC NUMBER OF ENGAGEMENTS WON SY ADVERSARIES 2.51

P909 ABILITY SYSTEM WINS .32

81t07 ABILITY Att INTERWUPT OCCURS 1.e4

>7

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO B

CASE 1

w
4
LJ
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* CEERAL SYSTE.M PERFORRfMCE STATISTICS *
8 3
8888888888888818888888888888888888888888888

?

MEAM STANDARD STAND DEU MINIMUM MAXIMUM Ntm 0F
VALUE DEVIATION OF EAN UALUE VALU 085.

..... ~ ... . ...E...................... .. . .~.

No. CUARD CSLTV 3.549 2.007 .929 S.000 7.S$$ 100
NO. ADVER CSLTV 1.370 1.134 .011 0.000 3.000 tee
DEC CBJ SATISFD .710 .258 .303 0.000 1.900 10e,

TIME FOR ENG .388 .569 .902 .000 4.990 339
TOTAL ENG TIME 1.238 .928 .999 .233 4.445 Ito
NO. ENG PLM 3.390 .386 .009 1.000 5,< A fee
TIME BET ENT/ ENC .062 .162 .002 0.000 .-154 tot
SIMULATION TIME 6.841 1.015 .Ste 4.227 9.641 100
$1M TIME'AD SUC 7.261 .716 .917 6.949 9.541 43
SIM TINE /AD FAIL 6.524 1.095 .019 4.227 5.710 57

AVC NUMBER OF ENCAGEE NTS PER RUN 3.39

AUC NUMBER OF ENCACEENTS UON BY CUARDS PER RLM 1.31

AUG NUMBER OF ENCAGE E NTS UDN BV ADVERSARIES 2.08

PROBABILITY SYSTEM UINS .57

PR09 ABILITY AN INTDHtUPT OCCURS 1.00

i
,

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO B

CASE 2

- . . _ _ _ _ _ _ _ _ _ _ _ _ _ _ .
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t CEtERAL SYSTEn PERFORMM iTATISTICS 8
s 8
8888888888888888888888888888. 48818888888

l

! MEAM STAR'DARD STAND DEU MINIMUM MANIMurg NUM 0F
VALUE 085.

=--- .. ......DEvrATION OF fiEAN VA
. LUEUALUEi

......._

tf0. CUARD CSLTY 4.310 2.'*pe t .025 0 000 7.000 See
No. ADUEt C5LTY 2.21e 1.122 .ett 3.000 3.eet 100
DEC OBJ V TISFD .315 464 .005 0.000 1.eet 10e
T!r1E FOR ENG 401 .551 .eed .000 3.411 263
TOTAL ENG Tite 1.054 .781 .006 .994 3.770 100
NO. ENG.'RUN 2.638 .312 .000 1.000 4.000 100
TIME BET ENTeEhc 1.312 .815 .008 .589 4.575 tee
$1MULAT10N 'IME 6.906 3.334 .033 3.314 15.223 100
SIM TIME.'Ab SUC 11.627 1.668 .e54 3.993 15.223 31
SIM TIME /AD FAIL 4.901 .848 .012 3 2t4 7.341 69

AUG NTBER OF ENGAGEFENTS PER RUN 2.83

AVC HUMBER OF ENCACEMENTS WON EY CUARDS PER Rim 1.01

AVG NUMBER OF ENCACEfENTS W0h SV ADVERSARIES 1.62

. PR09A31LITY SYSTEM UINS .69

PR09ABIL11f AN 1MTERRUPT OCCURS 1.04

* >7

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO B

CASE 3

w
b
U1
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a
|b

m

.

s GENERAL SYSTEM PERFORMANCE STATISTICS e
a

assasssssssssssssss**sssssssssssssssssssssa

MEAN ST *DARD $7AND DEU fi!NIMUN NAMIMUM Ntm 0F
VALUE DEVIATION OF MEAN VALUE UALUE 095.

NO. CUARD CSLTY 2.610 2.020 .429 0.000 7.000 100
NO. ADVER CSLTY 2.840 .507 .005 0.000 3.000 100
DEC OBJ SATISFD .060 .239 .002 0.000 1.000 100
TIME FOR ENC .924 1.318 .007 .004 7.635 197
TOTAL ENC TIPE 1.819 1 498 .015 .150 8.335 See
No. ENC 'RUN 1.979 .926 .009 1.000 4.000 100
TINE BET ENT/ENG 1.290 .531 .000 .598 4.360 100
STMULHTION TIME 5.675 2.166 .022 3.447 16.306 100
SIH TINE.'AD SUC 12.236 3.052 .509 8.956 16.806 6
SIN TIME /AD FAIL S.256 1.241 .013 3.447 10.172 94

AVC NUNSER OF ENCAGE ENTS PER RUN 1.97
8.UC fqJMBER OF ENCACCENTS WON BY CUARDS PER Rim 1.19

AUG f Jn8ER CF ENGACENNTS WON BY ADVERSARIES .78

P909 ABILITY SYSTEN u!NS .94

P908 ABILITY AN INTERRtFT OCCURS 1.00

)7

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO B

CASE 4
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s CEERAL SYSTEM PERFORMANCE STATISTICS 3
3 3
sttssstttisstatsstas**stsasssts**satsssssse

ME *.h STANDARD STAND DEV MINIMUM MAMIMUM NUM OF
UALUE DEVIATION OF MEAN VALUE WALUE 005.

... ----

NO. cud.RD CSLTV 1.510 1.185 .012 0.000 4.990 tes
NO, ADtER CSLTV 1.eds .751 .008 0.000 3.488 tee
DF OPJ SATISFD .965 .163 .002 0.000 1.088 les
TIME FOR ENC .346 467 .002 . Set 2.368 219
TOTAL ENC TIME .758 .576 .406 .026 2.644 See
NO. ENG* RUM 2.198 .300 .000 1.000 4.000 100
TIME BET ENT/ ENC .848 .146 .001 0.000 .728 100
SIMULAT!0N TIME 4.682 411 .004 3.895 S.959 lee
SIM TIME 'AD SUC 4.668 .409 .404 3.895 S.959 95
SIM T!nEeAD FAIL 4.961 .384 .077 4.450 S.416 5

AuC NUNDER OF ENGAGEMENTS PER RUN 2.39

AVG NUMBER OF ENCACEMENTS UON BY CUARDS PER RUN 1.84

f AUC NUM9ER OF ENCACEMENTS WON SV ADVERSARIES 1.15

PR08 ABILITY SYSTEM UINS .05

PROBABILITY AN INTERRUPT CCCURS 1.00

>?

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO B
i
'

CASE 5
|
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a CENERAL SYSTEM PERFolmANCE STATISTICS a
8 a
8881888888888888888888888888888888888888888

MEAN STANDARD Stared DEU MINIMUM MANIMUM NW OF
VAL

- .U.E.. DEVIATION OF PEAN 04LUE
UAL4. JE . 085.... . ..--- .. . _ . . .

NO. CUARD CSLTV 4.730 2.394 .424 0.000 7.000 10e
NO. ADUER C3 Liv 2.350 1.540 .015 0.000 4.000 10e
DEC OBJ SATI3FD 445 487 .005 0.000 1.900 104
TIME FOR Ehc .274 .381 .001 .001 3.644 308
TOTAL ENG TIME .844 .551 .006 .006 3.649 19e
No. ENO/ RUM 3.989 .939 .999 1.000 5.994 100
TIME SET ENTiENG 1.379 .900 .009 .593 4.425 100
$1 MUTATION TIPE 8.738 4.433 .944 3.875 18.199 190
SIM TIME /AD SUC 3.690 1.912 .946 5.123 14.642 42
SIM TIMEMD FAIL 8.773 5.612 .997 3.875 13 ':A 58

AVC NUMBER OF ENCACEFENTS PER RUN 3.98

AUC NUMBER or ENCACENENTS WON EY CUARDS PER Rim 1.13

.WC NUMBER OF ENGAGEFENTS WON SY ADVERSARIES 1.95

*ROBABILITY SYSTEM WINS .58
P403 ABILITY Att INTERRUPT OCCtJR$ 1.94

37 y

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO B

CASE 6
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NF test 00t000t0Ot0000000e0UO. eeSe00e000e0Se0000000e0
S- S lSIl11l111l1Il1111111S1- .S
R OO
EN
P-

-
E-S

0000020002000000023S969I .

R UN 0000006000000000007S6S4A EA 0000043004000000042t423S DM 0000000004000000000f000
00000000000000000000000 BR* E DF.* V 00000 00 0000000D TO O

A- S I
**3 S Y R

3 E S A8 D
8 O D N
2 N E N 00000250020000000263334 ES 8 I DO 00000040000000000064847C 8 Y P - RI 00000250020000000226868 C

I 8 T U AT 00000060000000000075654 ST 8 I C - DA 00000430040000000422423 -S 8 L C- N!
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!

)T $12E - 8.
1 assssssssssssses

a a CUARD 3 ALLOCATE FROM B*SC ASAS ALLE CSaCP 0.00: TRACE a SIZE - 2.s RUM NC 10 s TOTALS =* a SIZE - 2.sessssssssssssas TRAIMINC - 1.

BRANCHED TO WCS
SIZE - 2.assssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss** 1

* * * s a a CUARD 3 WAITING FOR 905 CSEP 0.00a s a a FACILITY a a SICMAL
..

* FORCE a EVENT * NODE a N0DE a TIME a
a s a a * CUARD 0 ENTER EDUM usset 0.00stsssssssssssssssssssssssss**ssssssssssssss***ssassassassassassas BRANCHED TO WDLm

SIZE - 4.

CUARD 0 WAITIMC FOR WDUR 99e( 0.00
SIGNALADVER 2 ENTER ETCC CC 0.00

SIZE - 1. CUARD 0 ENTER ENT4 WSMC 0.00TRAINING - 1. BRANCHED TO ALL3| SiZt . ..
3 RANCHED TO TCCi

SIZE - 1. CUARD 4 ALLOCATE FRCM 3r E BASX ALL3 WSHC 0.00
'

SIZE - 20.ADVER 2 STAGT OF TASC TCC CC 0.00 TOTALS =
SIZE - 20.CUARD 0 ENTER ENT9 WSHK 0.00 TRAINIMC - 9.

BRANCHED TO ALL1
SIZE - 8. BRANCHED TO UC2

SIZE - 20.
CUARD 1 ALLOCATE FROM BASE WBAS ALL1 WSHC 9.00*

SIZE - 1. CUARD 4 WAITING FOR UC2 WSHK 0.00TOTALS = SICPmL
SIZE - 1.
TRAININC - 1. CUARD 0 ENTER ENTP WS6et 0.04

3 RANCHED TO WGF
BRANCHED TO 9C1 SIZE - 4.SIZE - 1.

CUARD 0 WAITINC FOR WGr WSHK 0.00| CUARD 1 UAITINC FOR UC1 WSHE 4.00 SIGNAL
ADV DETECTION DEVICC L1 *

OR ADV DETECTION DEVICE L2 ADVER 1 [NTER ENT! 1001 1.00 i

SIZE - 2.CUARD 0 ENTER ENT2 ES6st 0.00 TRAININC - 1.
3 RANCHED TO ALL2

SIZE - 9. BRANCHED 70 751
SIZE - 2.CUARD 2 ALLOCATE FROM BASE E3*S ALL2 E9et 0.00

SIZE - 2. ADUER 1 START OF TASIC TS1 20D1 1.00TOTALS = DISABLE BA#RIER 1001SIZE - 2. TRICQERED SENSOR 10A1TRAINIMC - 1.
CtmRD 1 UAIT NODE TRIGCERED WC1 WS6et 1.00BRANc6ED TO WC3 BY TRICCER tuSER 1SIZE - 2. SR8eeCHED TO SIC 1

SIZE - 1.GUARD 2 UAITINC FOR UC3 ESHK 0.00
$1GMAL CutRD 1 $1CMAL WC2 5101 USMC 1.00

BfWeC6ED TO SICXCUARD 0 EMTER ENTS CSEP 0.00 SIZE - 1.BRAMCSED 70 ALLS
|

SCENARIO B--TRACE CASE 1
w
U1



w
w
@

!? A9UUt 1 START OF TASC TS3 IW1 1.19

CU*RD 4 WAIT HorE TRICCERED WG2 WSHC 1.04 ADVUt 1 END OF TASC 753 IW1 1.19
pY TRICCER rf)M9ER 1 BRANCHED TO TS4

BR HCHED To Txt SIZE - 2.
SI:t - 1.

BR.wecMED TO WG2 ADVER 1 STMtf 0F TAGE 754 IN1 1.19
SIZE - 19.

ADWR 1 END OF TASC 754 IM1 1.26
cue 4AD 4 START OF TASC Txt USMC 1.00 SRANCsED TO INS 1

SIZE - 2.
CUARD 5 UAITINC FOR WG2 USMC 1.90

SIGreat ADER 1 SIGNAL R2A IH61 INF1 1.24 |

BRANCHED TO INS 2 i

CUARD 1 SICHAL WCS SIGX WSHC 1.08 SIZE - 2.
FRANCHED TO T1
SIZE - 1. ADUER 1 $1GNAL ER1 INS 2 Ir1F1 1.26 '

i

DRANCHED TO TSS
GUHRD 3 UAIT NODE TRICCERED WCS CSKP 1.00 SIZE - 2.

SY TRICCER ftN1 bot 1
3 RANCHED TO UC4 ADVER 1 START OF TASC TSS JLF1 1.28

SIZE - 2. ACTIVATE FLAG FLCS

CUARD 3 WAITING FOR WG4 CMP 1.00 ADVER 1 END OF TASK TSS J111 1.34
T!nE INCREMENT OF .50 BRANCED TO TS6

SIZE - 2.
CUARD 1 START or TASC T1 CSKP 1.00

ACTIVATE FLAC FLCS ADVER 1 START OF TASC TfE JCX4 1.34

sssa ENCACEMENT 1.00 ADVER 1 END OF TASE TSG JKX4 1.34
BRANCHED TO TS6x

GuutD 1 INCLUDE SIZE - 2.

ADUER 2 INCLUDE ADVER 1 START OF TASC TS6x JKD4 1.34
DISABLE BARRIER JKD4

! ENGACEMENT NUNDER 1 TRICGERED SENSOR JEA4
ADU 1TCTALS

SIZE - 1. GUARD 4 END OF TASC Tx1 WSHC 1.58
TRAINING - 9. BRM4CHED TO $1C2

CUA 170TALS SIZE - 1.
SIZE - 1.
TRAINING - 8. CUARD 4 SIGNAL WC3 SIC 2 WSHC 1.58

BRANCED TO SICC
ADVER 1 END OF TASK 751 10D1 1.02 SIZE - 1.

BRAttCHED TO TS2
OIZE - 2. GUARD 2 WAIT MODE TRIocDtED WC3 ESHC 1.58

SY TRICCut PRsv90t 1
ADWR 1 START OF TASC TS2 IDF1 1.92 BRANC8ED TO SIG1

SIZE - 1.
CUA 1 CASUALTY 1.02 BRANCtED TO UC3

SIZE - 9. SIZE - 1.
st** 1 END ENCAGEMENT 1.02 CUARD 3 UAIT N0DE TRICGDrED WGS CSKP 1.58

SY TRIGCER IRAEBER 1
GUARD 1 NEUTRALIZED T1 GSKP 1.92 3RANC6ED TO EA

SIZE - 2.
ADUOt 2 RES M D TASC TCC CC 1.92

SIZE - 1. GUMID 3 START OF TASC EA GSKP 1.50
TRAINING - 1.

3848 ENCAGEMENT 1.54
ADVDt 1 END OF TASK TS2 10F1 1.10

BRANCHED TO TS3 GUARD 3 INCLUDE
SIZE - 2.

ADVER 2 INCLUDE

SCENARIO B--TRACE CASE 1 (Continued)
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ACTIVATE FLAG FL13
,

ADUER 1 END OF TASE TSEA JO4 1.83
ENCACEIENT MUMBER 2 3 RANCHED TO TST <

t4' 2T07AL5 SIZE - 3 1
!

! $1*E - 1.
TRAINING - 9. ADUER 1 START OF TASE TST JKX3 1.83 i

'

CUA 2T07AL$
SIZE - 2. ADUER 1 END OF TASK TST JKX3 1.g3

TRAINING - 8. BRAMCE D TO TS7X
SIZE - 2.

CUARD 2 SIGNAL WC2 $101 ESHE 1.50
3 RANCHED TO SIGN ADWER 1 START OF TASK TSTX JG3 1.83d

SIZE - 1. DISA3LE 3ARRIER JKD3'

TRICQERO SENSOR JCA3
CUARD 5 WAIT NODE TRICCERED WC2 WSHK 1.50

SY TRIGCER PRJR3EP 1 CDA 2 CA$UALTV 1.74
3 RANCHED TO TX1 SIZE - 1.

i
' SIZE - 1.

BRANCHED TO WC2 ADUER 1 END OF TASC TS7X JO3 1.54
SIZE - 13. BRANCHED TO TSS

SIZE - 2.
CUA4D 5 START OF TASC TX1 USMC 1.50

ADVUt 1 START OF TASC TSS JKR1 1.89
Cosepp T WAITING FOR WC2 USMC 1 50

SIGNAL ADVER 1 END OF TASE TSB JG1 1.38
3RANCED TO TSB

CUARD 2 FIGNAL WC5 SICX ESMC 1.59 512E - 2.
PRANCHED TO T2

SIZE - 1. ADUCR 1 START OF TASK TS9 JKR2 1.38

CUARD 2 START OF TASC T2 CSKP 1.58 ADUOt 1 END OF TASK TS9 JU2 1.95
ACTIVATE FLAC FLC1 BRANCNED TO TSA2

SIZE - 2.

GUARD 2 END OF TASK T2 CSKP 1.50
BRANCHED TO 41 ADVER 1 $1GMAL WCF TSA2 JKR1 1.95

3 RAM X D TO T518SIZE - 1. a SIZE - 2.

CUARD 2 START OF TASE R1 CSKP 1.50
QUARD e WAIF NODE TRICCERED WCF USMC 1.95

CUARD 2 END OF TASK R1 CSKP 1.50 St TRICCER Mp!30t 1

3 RANCHED TO R2 BRAMCED TO TEXP
SIZE - 1. SIZE - 9.

CUARD 2 START OF TASIC R2 NCF1 1.50 CUARD e START OF TASK TExP WSMC 1.95

CUARD 6 UAITINC FOR UC3 ESMC 1.54 ADVER 1 START OF TASE 7510 JU3 1.95
SICMAL

CuhWD 5 END OF TA$st TX1 WSMC 2.00
CUARD 4 SIGNAL WC8 $10C WSHC 1,54 BRANCED TO SIC 2

3RANCED TO EXTX $12E - 1.
SIZE - 1.

CUARD 5 SIGNAL WC3 SIC 2 USE 2.00
CUARD 4 EXIT EXTX WSMK 1.50 3 RANCHED TO SIG4

512E - 1.
ADVER 1 END OF TASK TSGM JKD4 1.51

BRANCNED TO TSSA CUARD 6 WAIT NCDE TRICCERED UC3 ESMC 2.00
SIZE - 2. SV TRICCER NUMBER 1

3 RANCHED 70 WC3
ADVER 1 SIGNAL ER1 7654 JKD4 1.51 SIZE - 1.

BRANCHED TO TS4A BRANCHED TO NDim
SIZE - 2. SIZE - 9.

ADVER 1 START OF TASK TSSA JKR4 1.51 CUARD G WAITING FDR WO3 ESMC 2.00

SCENARIO B--TRACE CASE 1 (Continued)
N

:

- _ _ .



to
vi
co

BY TRICCER NLR!3ER 1
CUARD 6 UAITINC FOR WC3 ESHC 2.44 SR%NCHED 70 R2

SIGNAL SIZE - 1.
4th RD e ENIT XDuN ESMC 2.00 QUARD $ START OF TASC R2 FutF1 2.28
Gua#D 5 $1CNAL WCS SICC UStet 2.84 GUARD 0 SIGNAL Wes Sxxx USMC 2.28

SRANC9ED TO EXTX DRANCED TO xxxxSIZE - 1. SIZE - 4.

CUNRD $ Ex!T EXTN USMC 2.84 OumRD e Ex!T xxxx usHK 2.28

ADVER 1 EMD OF TASC 7519 JKR3 2.00 Gun 2 CAsunLTv 2.643 RANCHED TO 7521 SIZE - 9.
SIZE - 2.

PRANCHED 70 EXCC s*** 2 EMD EMCACEMENT 2.5eSIZE - 8.
QUARD 3 EUTRALIZED EA CSEP 2.64

APUER 1 START OF TASC TS21 JEx2 2.00
ADUER 2 RESUMED TASC TCC CC 2.64AMR 1 END OF TASC TS21 JKX2 2.00 SIZE - 1.

BRANCHED TO TS2x TRAINING - 1.SIZE - 2.
CUARD 2 EMS OF TASIC R2 NKF1 3.36

ADVER 1 START OF TASC TS2x JED2 2.04 3RANCED TO Rxt
DISABLE BARRIER JitD2 SIZE - 1.
TRICGENED SENSOR JKA2

GUARD 2 START OF TASK Rx2 Pg71 3.3g
AD'KR 3 Ex!T ENCC JKR3 2.00 ACTIUATE FLAC FLC2

ADVER 1 END OF TASE TS2x JKDE 2.04 CutRD 2 Ele CF TASC Rx2 IFJ1 3.36BRANCHED TO 7522 BRANCHED 70 Rx3
SIZE - 2. SIZE - 1.g

BRANCHED 70 XTC1ADiER 3 START OF TASK TS22 IKR2 2.04 SIZE - 9.

ADuER 1 END OF TASC 7522 IKR2 2.89 CUARD 2 $1CMAL WC3 8tx3 furft 3.3s
BRANCHED TO TS23 3 RANCHED 70 Aug

SIZE - 2. SIZE - 1.
ADVER 1 START OF TASC 7523 IKR3 2.09 CUARD 2 SICMAL WC8 Rx4 PEF 1 3.36

SRencsED TO R2AA
ADVER 1 END OF TASC TS23 IKR3 2.15 SIZE - 1.

DRANCHED TO 7524
SIZE - 2. QUARD 2 START OF TASK R244 fg71 3.36

ADVER 1 STMT OF TASIC 7524 IKR3 2.18 CuhRD 0 START OF TASK XTC1 FW71 3.36
CUARD 4 END OF TASK TExP USMK 2.28 CumRD 2 END OF TASF R2tA fEFI 3.46BRANCED TO TFLC BRANCED TO R23

SIZE - 8. SIZE - 1.
CuMD e START OF TASK TFL4 WSA' 2.28 GundtD 2 START OF TASK RES JLF1 3.46

ACTIUATE FLAC F'A2
CumRD 2 END OF TASC RES JLF1 4.00CUARD 9 END OF TASK TTLC WSMC 2.28 BRANCHED TO Cat

9#ANCHED TO SSSX SIZE - 1.SIZE - 9.
QUARD 2 START OF TASK Cet JitD4 4.00

CUARD e SIGHAL WQ3 SS$x USHIC 2.28 ACTIVATE FLAC FL11
3 RANCHED TO $xxx

SIZE - 9. GUARD 2 De0 0F TASC CA1 JED4 4.19
3 RANCHED TO CAR

CUARD G WAIT MODE TRIOGENED WC3 EStet 2.28 SIZE - 1.

SCENARIO B--TRACE CASE 1 (Continued' )
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SIZE - 1. GUARD G $1CHAL WGA AN4 MF1 4.43
BRANCsES TO RMA

Gu=PD 2 START OF TASK CAE JER4 4 18 SIZE - 1.

GUMD 2 END OF TASK CAE JER4 4.21 CUARD 5 START OF TASK R2AA MF1 4.43
BRANCHED TO CA3

$1ZE - 1. CUARD 4 START OF TASK XTC1 MKF1 4.43

CUARD 2 fTART OF TASC C43 JKD3 4.21 CUARD 2 EMD or TASK CAG JERE 4.50
BRANCHED 70 CAS

ADVER 1 END OF TASK 7524 IKR3 4.23 SIZE - 1.
BRANCED TO 7525

SIZE - 2. CUARD 2 START OF TASK CAS JKR3 4.54

ADUER 1 START OF TASK 7525 IKT2 4.23 assa ENCACEMENT 4.50
ACTIVATE FLAC FLC3

CUARD 2 INCLUDE
ADVER 1 END OF TASK TS25 IKT2 4.23

3 RANCHED TO XTAR ADVER 1 INCLUDE
SIZE - 2.

ENCAEMNT Pam3ER 3
ADVER 1 START OF TASK XTAR IKR3 4.23 ADV 370TAL5

$!ZE - 2.
AIATP 1 END OF TASK XTAR IKR3 4.30 TRAINING - 4.

BRANCHED TO UNR2 CUA 3T07ALS i

SIZE - 2. SIZE - 1.
TRAINING = 0.

ADVE2 1 START OF TASK WMR2 IKR2 4.30
CUARD G EMD OF TASK RIAA MF1 4.53

CUARD 2 END OF TASK CA3 JKD3 4.31 BRAN 0HED 70 R28
BRANCHED TO CA4 SIZE - 1.

SIZE - 1.
CUARD S START OF TASK #23 JLF1 4.53

CUARD 2 START OF TASK CA4 JKR1 4.31
ADV 3 CASUALTV 4.57

ADVER 1 END OF TASK WkR2 IKR2 4.39 $12E - 1.
BRANCHED TO WXR3

SIZE - 2. CUA 3 CASUALTV 4.52
SIZE - 4.

ADVER 1 START OF TASK WXR3 JKx2 4.39
388: 3 EMD ENGACEMENT 4.52

CUARD 2 END OF TASK CA4 JG1 4.41
BRANCED TO CA5 CUARD 2 PEUTRALIZED CAG JKR3 4.52

SIZE - 1.
ADVER 1 NES4NED TASK WMR3 JKX2 4.C2

GUARD 2 START OF TASK CAS JKR2 4.41 SI2E - 1.
TRAINING - 1.

GUARD 6 tr.D OF TASK R2 MEF1 4.43
ERANCHED TO Rx2 ADVER 1 END Or TASK WMR3 JKX2 4.71
SIZE - 1. BRANCED To TS11

SIZE - 1.
QUARD E START OF TASK Rxt MF1 4.43

ACTIVATE FLAC FLC2 ADVER 1 START OF TASK TS11 JKX1 4.71

CUARD E END OF TASK Rx2 MF1 4.43 ADVER 1 END OF TASK TS11 JKX1 4.71
BRANCHED TO Rx3 BRANCED TO TSix

SIZE - 1. SIZE - 1.
BRANCHED TO XTC1

SIZE - 9. ADVER 1 START OF TASK TS1X JFD1 4.71
DISAOLE BARRIER JKD1

CUARD G SIGNAL WC3 RX3 MKF1 4.43 TRICCERED SENSOR JKA1
BRANCHED TO Rx4

$1ZE - 1. ADVER 1 END OF TASK TS1X JKD1 4.88

SCENARIO B--TRACE CASE 1 (Continued)
w
U1
@
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cn
o

BRANC4 D TO CST 3
ADL'Elt 1 EMD OF TASK T$ix JKD1 4.88 SIZE - 1.

BRANCHED TO 7512
$1ZE - 1. QUARD E START OF TASC OST3 JKD1 5.90

AlvCR 1 START or TASK 7512 IG1 4.88 CUARD E END OF TASK GST3 JKS1 6.00
ACTIVATE FLAC FLF1 BRANCED TO CST 4

SIR - 1.
AD"Er 1 EffD OF TAFE TS12 Int 4.95

3RW*C4ED TO T513 cuaRD & START OF TASK CST 4 IKR1 6.00
51 2 - 1.

3888 EMCAGEMMT S.00
ADVER 1 START OF TASK TS13 IKR1 4.95

CUARD 6 INCLUDE !
CuARD 6 END OF TASK R28 JLF1 5.13

DRANCHED TO CA1 AD6 1 INCLUDE
SIZE - 1.

DeCACEMENT NUMBER 4
CUARD 6 START OF TASK CA1 JKD4 5.13 ADV 4707AL$

M TIVATE FIAC FL11 SITE - 1.
Tf!AINIMC - 9.

CUARD 6 END OF TASK CA1 JKD4 5.23 Cum 470TAL5
BRANCHED 70 CA2 SIZE - 1

SIZE - 1. TRAINIMC - 8.

I C';AE D & START OF TASK CA2 JER4 5.23 Cum 4 CASUALTv 6.38
SIZE - 9.

GUACD G END OF TASK CA2 JKR4 5.37
BRANCHED TO CA3 3188 4 END ENCAODENT G.38

SIZE - 1.i

CUARD E M UTRALIZED CST 4 Int 5.35
CUARD 6 START OF TASat CA3 JKD3 5.37

ADVER 1 RES15ED TASK 7513 IKR1 6.38
CUARD 6 END OF TASK CA3 JKD3 5.47 SIZE - 1.

BRANCED TO CA4 TRAINIMC - 1.
SIZE - 1.

ADVDt 1 END OF TASK 7513 Int 7.64
COARD G START OF TASK CA4 JKR1 5.47 BRAMcK D TO T514

SI2E - 1.
GUARD 6 END OF TASK CA4 JKR1 5.55

BRANCHED TO CAS ADVER 1 START OF TASK 7514 IKT1 7.64
SIZE - 1. ACTIVATE FLAC FLC4

Cup 4D 6 START OF TAsat CAS * JKR2 5.55 ADVER 1 END or TASK 7514 IKT1 7.50
SRANDED TO EXTS

CUARD G END OF TASK CAS JG2 5.62 SIZE - 1.
BRANCED TO CAG

SIZE - 1. ADVER 1 EXIT STOP EXTS IKT1 7.64
guard G START OF TA9C CAS JKR3 5.82

GUARD 6 END OF TASK CAS JER3 5.71
BRANCHED TO OST

SIZE - 1.

QUARD E START OF TASK GST JKR3 5.71
QuaRD E END OF TASK 057 JER3 5.71

BRANCHED TO 05T2
SIZE - 1.

QUARD E START OF TASK CST 2 JKit3 5.71
QUARD E De OF TASK OST2 JER3 5.90

SCENARIO B--TRACE CASE 1 (Continued)
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- .

I

< NAP,EIMPEt, ., .0,i . ,25,,,N, ioPENrIEtDTIACE.1,4r
a

P AP,1, @ . MSG , @ . e 366, # . 0966, EOF 1 NENC,008 i,TINC.CE.8.SSPAR,2,$.057,0.832,0.982: EOF 2 NENC.DOF1,TINC.CE.8.SS:PAR,3.0.1.0.PS 9.15: EOF 3 NENC,D0F2sPAR,4,0.23,4.1$,0.31
3 3PMR.S,0.17,0.te,0.24: 3BUILDINC CORNERPAR,6,0.25,0.15,0.3Sg jPAR,7.1.40,1,10,1.70s LBC1 NENC.DSC13PAP,C,1.69,1,15,2.953 :PAR,9,0.34,0.20,s.43 sSTAIRUELLPAR 19,0.29,0.29,0.M g

3PAR,11,0.80,0.Se,1.10s 3HIGH LEVEL DEFENDINGPAR,12.0.40,0 27,0.53: ERS1 NE NG,D SHi sPAR,13,0.?S,0.58,1.Geg # LOU LEVEL ATTMCINGPAR.14,0.25,0.15,0.3S: ESL1 NEMC,D$tt i
PAR,15,0.001.0.P9001,0.D0118 IEXPOSURE IN 1ST LEVEL STWELL FROM CROUNDPAR 16,0.2,0.1.6.33 LS11 NEHC,DS11 TINC.CE.9.053

,

'

PAR,17,0.5 0.4 e.63 ES12 NEMC, DS123PAR.13,0.3h,0.b,0.4Ss
PAR,19,e.4,0.3,0.Sg 83UILDING INTERIOR NO COVERPAR,20,0.eS,0.049,0.0513 :
STATUS; LAC, DIS INITIAL RSP 2 00ARDS M11 NEHC,DNC1

NENC,DNC2,TINC.CE.9. dssFLC2 F HC12 ,TINC.GE.9.053FLG4 FLAC, DIS INITI AL RSP OF EST GUARD
NC13 NENC DNC33FLCS FLAG, DIS INITIAL RSP OF WST CUARD
3

FLC6 FLAG. DIS ADV CCNFIRMED IN TURS 3 BUILDING INTERICR MIGH COVERFLG7 FLAC, DIS ADU CONFIRMED IN STUYS sFLGA FLAG,DISg EBHA NENG,DBH1,T1HC.CE.9.DS:FLCB FLAG, DIS: EBH1 NENG,D3H1,TINC.GE.e.es:FLCC FLAG,DISs
EBH2 NENG.DOH2.TINC.GE.G.953FLGD FLAG,DISg
ESH3 NENG DBM33FLGE FLAG, DIS:
s

tJsisi 1111118sssssssssssssssis IBUILDING INTERIOR LOW C0VERsssss11*gOLPARfnEnnsssssag3:sgsspgssss3ssCONI

333333s3ssaff{fff}}f}sfsssssssssssssssss
gh A

HENC* DEL,TjC.GE.e.tSgg
(LC1 FLAG,ACT Tuo SHACK SCENARIO EBL2 NENG, COL 2,TINC.GE.9.45FLC3 FLAG, DIS ESNK RSP.78LC EBL3 NENC, DBL 3sFLGT FLAC, ACT CCTU IN FENCE AREA
FLCI FLAG.ACT CCTV IN BLC INTERIOR ; ATTACKING LOW COVER

3FLGL FLAG,ACT EXT DOOR LOCKED
FLCS FLAG,ACT STAIRumV DOOR LOCKED g

LBA1 NENC.DSAtsSPR0 GLOBAL,9 95 RCA1 PR
3SPRI CLOBAL,0.95 LJ41 PR
34TTACKING HIGH COVERSPR2 CLOBAL,0.00 ZDA1 PR
1DOR 1 GLO3AL,13 : ARN BEFORE PENE EXT DOOR LBA2 NENC,DSA23DOR 2 GLOBAL,14, ArTER -

sDOR 3 GLOBAL,13 :PARM DEFORE PENE DOOR 3 ATTACKING NON-ACCRESSIVE HICH COVERDDR4 GLOBAL,14 AFTER :DR11 GLOBAL,1SsPARM SEFORE PEEE INT DOOR EBA3 NENC,DDA3sCRIE GLGBAL,16s AFTER
3WR GLOBAL,33 SWEST RSP GumRDS 3 TTACICING DEFENDED ROOM4

ER GLOSAL,4 SEAST RSP GUARDS'
sEEEE GLGBAL,1 s PARM SET FOR ERSP ERA 1 NEHC,DRA1,TINC.CE.S.SSg37*1SHK 1 *2ShK ERA 2 K MC,DRA1,TINC.CE.g.95:GWWW GLOBAL,113 PARR SET FOR WRSP ER43 NENC,DRA1,TINC.CE.8.0Ss

33883333s88833ssssssssssssssssssssssssss ERA 4 NEHC,bRAls

5Al"'ll611t'h'L&'llhi'llAL'lA'inih"'88 ''8' "''' " " " " " " " "''''" " '"'
TWO GLOB AL,0.D4k g bbf!''bkkkffffhdf|hhf|hhf|hhfhhhf'''

**

THRE CLOBAL 9.643 TASE TINE ON LEVEL $1X DOF2 DENC,3, 80, 90,
3 ENGAGEMENT fARAREfERS

0, 0, N0
DBC1 DENG,1, 64, e, se, 50, No:s

SNAP INPUT LISTING--SCENARIO C
w
m
Ga

_ _ _ ____



N
m
b

2MP1 SPA:
OPC1 DENG,1, 68, 4, 64, 50, Nos ZX31 SAR, ACTIVE,/2xA13
L5H1 DE M ,2, 40, 44, 30 Se, Nos 2xx1 SPA
DSLI DEN,1, 8 4, 60, te, 50, NO3 YXR1 SPAS
DS11 DEN.1, 9@, 90,100,100,vES: YxT1 TARS
Dil2 EEr*2,2, TO, 70, 10, 64, NO3 JDA! SEN,0.9e, PERM, tis
D8H1 DEN,1, 80, 80,100,100,YES: MCAt SEN,SPRO,PE RM,L1,L4 g
DPH2 DENG,2, 40, 40,100,144,VES: LJAt SEN,SPR1, PERM,L1,L3
D9H3 t Et+2,2, 20, 0, 50, 30, H03 ZuAt SEN,$PR2, PERM,L23
DEL 4 DEN,1,100,196,100,100,YE S: ZXA1 SEN,0.95, PERM.L23
D8L2 DE N ,2, 60, Ge,100,100,YES: L1 MON.WG1
08L3 DENG,2, 40, 24 Se, 50, Nos L2 MON WC1 STU2,TR32,T29Bs
D3At DEN,2, 70, 20, 24, de, NO L3 MON TRS .T2933
D9A2 DEN,2, Se, 29, 20, 30, NO3 L4 M0H,TR32s
DBA3 DENG,2, 38, 19, St. 40, Nos ENDFACILITY
Drat CE N ,1, 90, 90, e, 30, Nos ADu[RSARY:
CRA2 CENG,2, 64, 64, e, 30, Nos 05J.SAB,YXT13
DHCl DENG,1,100,196,100,104,YESs ENC,(S!2E.LT.13 E0 Fig
DNC2 CENG,3,100,196,100,100,v[$3 ENTA ENT,3,AUTOMATICE,1,1,0,JDD1s
!*tC3 DENG,3,188,199, 0, 4. f+0s T541

TAS.JDDI,PENE.EMP(0.1,13;TRICCCRED),CCTVDEC,(FLGT.IS.ACT,JCA1,IS. 3ENDSTATUS;

REC,7502: TEMPSFACILITY:
ESHK SPAS CCTU $1C WCTV.
Wste: SPA: T502 TAS JDF1, ENTE.TRI(1,1),,,,2s
CCF1 SPA 7543 TAS JErg,,TRg(1,133
NCF1 SP4g 7544 TAS.JFFt. TRI(1,13.,,,23
Ncrt Spas REG,TS99,13
JGF1 SPA. REG,TSGS,93
JDD1 BAR, ACTIVE,/JDAls T505 TAS,h CON (s.eest)SIG, t4W, PERMSJDxt SPug TSSN
JDF1 SPAS TOSS TAS,KCF1,,TRII2,1),, CONT,,,JCF1,14,EBC1
JEF1 IPA; TS06 TAS,LGF1,,TRI(2,1),, CONT,,,JFF1,25, EOF 3 s
JFF1 SPA 7547 T AS , MCF 1, , T R I ( 1,13, , CONT, , ,0CF 1,50, E 0F 3 e
KCF1 EPAs MGF1,10, EOF 3r
LCF3 SPA T548 TAS,M0xt,,TRI(D041,1),, CONT,,,0GF1,50,E0F3/
MGF1 SPA MGF1,10, EOF 3

fAS,MCD1,PEtt.TR (DOR 2,1),, CONT. ,0CF1,50,E0F3/MGD1 SAR.D!SABLED,/MGAts T509 I

MCX1 SDA McF1,10, EOF 3s
NHR1 SPA: TS10 TAS,MMR1, ENTE,ExP(ONE.11.ACT(FLCA3, CONT,,,MCDt,3,EBL33
MHR2 SPAS TS11 TAS.MHR2,,EXP(ONE,1 ), ACT(FLC3 3, CONT,,,M>et t ,6 E B L3:
MHR3 SPA 7512 TAS,MMR3,,EXP(0eE.1).ACT(FLCC), CONT,,,MHR1,15,Estas

TAS,LHRt.,EMP(Tuo 1),, CONT.,hi, CONT . MHR1,1 Est3sLHRt S*As TS13 NHR2,10,EBL3
LHR2 SPA: TSt4 TAS.LHR2,hE RMsEXP(OPE 13.ACT(FLcLIR1 584: TA14 $1C,720Z,
L1R2 SPA 7515 TAS LIR1,,ExPITUO,1),, CONT,,,LHR1,8,EBL3
LIR3 SPAS TStG T AS . L I R 2, , E N,'( TUO,13, , CONT . , , LHR 1,13, E B L 3
LIR4 SPAS TS17 TA S , L I R 3, , E XP ( TU0,1 ),, Coeff. . . LIR 1,18, E 8 L3e
LIRS Spes MIR1,15,EBL3r
MIR1 SPA 7513 TAS, L ] R 4, , E rP ( Tu6,1 ), , CONT, , , LIR 1,15, E B L3/
LJRt SPA: MIR1,12,ESL3r
LJD1 BAP.DISA8 LED,/LJ413 TS19 TAS,LJR1,,ExP(TWO,13,,CoefT,,,LIR3,12,EBL3/
LJxt SPAS MIR1,8,EBL3:
Su2F SPA: TacA TAS.LJut.gTRI(DOR 3,13,,Ceff...LIR3,12,EBL3/
SW21 SPAS M]R1,3 Egl3:
SW22 SPA 7524 TAS,LJ D t , Pk NE TR] ( DOR 4,13, ,C0eff. . ,LIR3,12, E SL3/
SW23 SPA: MtatgEpbs
Su24 SPAS A207 SIC,7C28, PERMS
ZU91 SPAS 7521 TAS,5W2F, ENTE,TRI(3,1),ACT(FLCE) CONT..,LJD1,4,ES12g

1 ZUDI 3AR,DISASLED,/ZUAls TS22 TAS,5U21,,TR t(4,13 , CONT,,,5W2F, , EMS 13
ZUxt SPAS TS23 TAS,5W22.,TRt(5,13,, CONT ..SW21, ,EHSts
2UR1 SPAS 7524 TAS,5u23 ,TRI(5,17,, CONT.,,SW22,5,EMSis
2VR2 SPA: T525 TAS,5W24..TR1(E.13 , CONT SW23 5,EH51

TAS.2uRt..EXP(THREE,13,,EbftT ,E,UR1 2,dOF3sEZUR3 SPAS TS26
TAS,Zux1,, CON (03,, CONT,,,2UR1 EOF 5sZWR1 SPAS 726A,

SNAP INPUT LISTING--SCENARIO C (Continued);
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REG 1ERSP,83
CONT ZURI,2, EOF 3 3T27,2LN1. , CON ( 0 9, $ 3. .C1MIT264

ZURI 2,E : RESPONSE FNOM EAST SHACK Apoupe DLDC.TS2T TAS,WDR , CON (0.0
DEC, t FLCI . ls. ACT,2UD t . IS. IIIIGGERED ),CI s OR FROM FENCE AREA
REC TS283 :

' CITU SIC,uGTu, TEMPS ERSP TAS,ES6et,NEUT TRI(EEEE 1):
TS23 TAS, Wit.,EMPtTHREE,1),, CONT,,,ZUD1,3, EOF 3 DEC , t F LCA . I S . f>IS F LG1. f S . D I S ), SZ213'

2VR2. ,EXP( THREE , t 1,, CONT,,,2UD1,8, EOF 3 s DEC,EFLC1.!S. DIS),TG163
TA? , ZL'R 3, , E XP t THRE E ,1 ), , CONT. , , ZUD 1,14, EOF 3 DEC,(FLG3.IS.ACTI TBLC,0s

7929
TS30 tai, 3

T531 TA3,7WR1,,ExP(THOEE.1).. CONT,.,ZbR2.12, EOF 3 DEC,tZumt.IS.TRICd/ZxA1.IS.TRIGG/LJA1.!S.TRICC/
T532 Tai,ZAR1,,EMP(THREE,1),, CONT,,,2VR2.17,E0F33 MGA1.15.TRIGG),TBLC,93

TRitDRt1 13 , CONT . . ,ZVR 2,17, E0F 3 3 REG.ERS2,el
Tai,3 xt,hENE TRI(b412,,1),, CONT..,ZVR2,17, EOF 3s ERS2

T533
TAS,ESeat ,ruut TRI( 15, t ig !S.TRIGG/LJA1.IS.TRICC#tai,ZxD1,TS34 DEC,(ZUA1.IS.fRIGG/2xal.T535 TAS,YxTt, ENTE, CON (Sis

7536 EMIT, STOPS MGA1. IS.TR IGG ),T B LC,03
T599 TAS,tGF1,, CON (100),, CONT,,,JGF1,14, ESC 1/ REG.ERS3,03

MGP1,50, ESC 1 ERS3 TAS,EStat. ,TRI(15,11:

TSEx Exits DEC (ZUA1.IS.TRIGG/2xA1.IS.TRICC/LJA1.IS.TRIGG/
ENDADVERSARVs MGal.IS.TRIGG),TSLC,03

REC,ERS4 Os
CUARD ENG,(SIZE.LT.13,EBL33 TRI(19,1)ERS4 TAS.,ILGA.IS.DIh),5221,43DEC,(ESAS BASE.10, AUTOMATICS G,tg
WOAS FASE,t9, AUTOMATICS G,1: REG,TG10,03

$221 SIC,TGef, TEMPS
s
: INITIAL RESPONSE SZ22 SIG,7Ge9,TFdPr

T A S,0GF1, ,TRIl 9,1 ), , CONT,$3C1 s
.MCF1.58, ESC 1/TGtt

kNG1 ENT,0.0,uSHC MGD1,54,EBC1/MGX1.59,
WG1 BAIT,sACD,Lt.0R. ADD,L213 TG11 TAS NGF1,,TRl(10,1);

t{ C , t FLGl . !S . ACT,T RGR , !S .13,7Ce t s REG,TUR8s
PEC,aTRGR.!S.1),TC03; j

REG,TCOSg 3 RESPONSE FROM UEST SHAcat

bRSPkGet ALL,WBAS,1,5!ZE*13 Welk,SHK,rtuTTRI(WWWW,1):TAS U
(ADU,KGF1.OR. SIGNAL):TetA TAS.,,,ACT(FLCS)g T14W

REG,WRSP DEC,(TRGR.IS.23.T14x:
REG.TG12:;

TG03 ALL.EBAS,1,512E.13 TG12 SIGNAL,7G47, TEMPS
703A TAS....ACT(FLG4); TG13 SIC.TG09, TEMP 3

PEG.EPSP; 714X SIG.T14W,PERMg
TG14 TAS.JGF1,, CON (0.1),, CONT..,KGF1,14, ESC 1sj

TAS ,ILGA.!S. DIS),TG13.0CONie lgTC05 ALL.E845,1 SIIE 2s TGtZ
DEC.( 3

TAS..,(ACTtFLG2)$,E.RSPs
7954

CEC.(F G1.!S. DIS REG,TG14,93
"

REG,TBLGs TCIS SIC.TC07.TEMPg
TGIC SIG.TG09 TEMPS3

RE!W SRCEMENT RESPONSE TGIA TAS.JFF1,.TRI(1.1),, CONT,,,LGF1,25, ESC 13
TG15 TAS,KGF1,,TRI(1,1):

;

ENG2 ENT,0.6,uSHK TG16 TAS,LGF1,,TRI(2,133
TGa6 ALL,uAS,1. SIZE =WRs TG17 TAS.MGF1.,TRItt.13,[ CONT,IbF3MGM1,10,EBCt/TG97 WAIT,tSIGNAL),,33 MGDI,19.EBC1,MC 1,10, 3

TG18 TAS.MGxt , CON (0.133
DCC. (FLGS.IS. ACT bEXTC, t g ),WRSPsDEC (SIZE.GT.1.FLCS.!S.Awf REG,7URS,83
DE C, ( S I ZE .GT. 0, F LGS .15. D IS ) WR SPs 3
#EG.LLEAj RESPONSE INTO TUR31)E DUILDING

LLEA TAS,,, CON (1533 :
CON (0)

TAS ,ILGE.IS;.ACT3.TRS3,esExLL EXIT,STOP3 MS
DEC,(

ENG3 ENT,0.8,ESHKs DEC,(FLGl.IS.ACT),TRB23
TGe8 ALL,Etas,1. SIZE ERs REG,TRBZ,en

7R92 $1G,TG07,TEMF3W8.I T, t SIC #taL ),,2TG99
DEC,tFLG2.IS.ACT$,EXTC.2 TRSX SIG,TGS9, TEMPS3 TAS,MCDt . CON (0.11 , CONT .rCF1.54 E

WAIT.(ADD.L3.04.AD6,L2.0EIADD,L4.0E.SC1TINb,1.91DCC.(FLG4.!S.ACT),EXTG,1 TRDV
DEC,(SIZE.EQ.1,FLG4.IS.Abf),EXTC,0g TRB2 3

DEC (SIZE.EQ.2,FLG2.15.ACT).EXTC,93 TRB3 TAS,,,COMES)g

SNAP INPUT LISTING--SCENARIO C (Continued)
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m
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REC,7431,93TRt3 T AS,, ,COM t e ): 0513 SIC,TGe?, TEMPSPEC,iFLCA.15.ACT.FLGB.IS. DIS),$110s 0514 SIC,TGe9,TE MREC,TIR8,0r 7C31 TAS,SU2r,,TR!!3,1) ,COMTStIC SIC,TC07,7(MPs TC32 TAS,5W21,,T4184,1),,COMT,,,5W21,5,EStts'

,,,5W22,S ESL1s$12G $ 16,7C09, TE MP s TC33 TAS,5W22,.TRIES.1)., CONT .,5W23,5,ESLisTiet TAS,McD8
TC34 TAS.SW23..TRitS.11,, CONT..,$W24,5,ESLasOE( b(F LC(.00Ms 0.1 ), ACTI FLCS ), CONT,,,MHR1,3,ESCi s.15.4CTe S21C TC35

TAS,$W24,,TRIts1)k,1),ErLGB.IS.ACT,fLCC.kS. DIS),5210,0s TC36dei TAS,ZURt E W TERE CONT,,,ZUR3.2,EDC1/REC,TC19,02 ZUDI E ESC 1,2Uxt 2, SC1r$2tG $1G,7C07, TEMPS TC37 TAS,2UDt 6CMit,1)45.0NT14,il61s6 2VR1,3,EBC1/S22C SIG,TCc9,TEMar ZVR2,5 EBC1/29
TGt9 T AS , MMR 1, , E XP t 0 HC ,1 ), , Corff. ,, rt+R2. 5, E 9 L3/ XC37 SIC,7Ce?,TinPsNHR3,13,EBL3s YG37 SIC,TG89.TE rsCEC,tFLCC.15.ACT,FLCD.!S. DIS),5310,0s TC3s TAS,2uRt. ExPtT>stEE,1):PEC,7C20,0
$3tC SIC,TCe7,Tdsps TC39

T A3,2VR2, , E xP t T>etE E ,1 ),i, ESL$/2XD 1,17, f g t3 s
CONT ,,2WR1,12 EBL3/

Zx21 17,EBL3/Z)ott,1$32C $1C,7G09,TERP TC40 EXIT,STCf 3TC20 T AS . MHR 2, , E XP t 0NE,1 ), , CONT, , , LHt t .10, EB L3: sTG21
TAS,MHR3,, EXPT ohE 1 )f,.CONTIS.DII)ts4R2,10,E8L3; : CCTU SIGNAL NETWORKDEC,GLCD.15.ACT,fLC ,541C,03

.

9EG,TC22,9 ENTS ENT 0.00,Eh6ets$41C SIC,TCe7,Tlms WCTU Walt,tSIGNAlis$42G SIC,TGe9,TEMPr PRO,0.7,WGTUs
TG22 T AS , t 9R 1, , E XP I TWO,1 ), , COMT. , , L I R 1,8, EB L3/ PRO,0.3,7CSerLIR2,13,EBL3s TC50 TAS,,,ExPte.$,1),ACT(FLC3)TC23 TAS LHR2., EXPT 0NE,13: TFS1 SIC.TC47, TEMPSTC24 TAS LIRt,, EXPT TUO.1),,C0fft,. LIR3,10,E8L3/ TGS2 SIC TGe9, TEMPSLIR4,15,E9L33 TG53 Ex17425 TAS,LIR2,.ExPI M ,1); END DsTC26

TAS,LIR3,,EXPETUO13,, CONT,t$sUR1,12,E3L3/ ENDSNAPsLJD1,12,ESL3/bx1,12,Es END or rittTC27 'AS.LIR4..ExP(TWO,1): >?
REC,STUY,Og

3 RESPONSE TMt0 UGH NORTH ENTRANCE TO T15tBI E BLDC

h3LC TAS,MIR1,NEUT,TE!(12,133
T282 U417, t SIChal ls

CEC,tFLCE.!S. DIS),5211:
REC.TC29s

SZ11 SIC.TCo?, TEMPS
$212 SIC,TC#9,TERP
TC28

WAIT,tSICMAL)h,,EBL3/b,LIR3.15[3/UD1,3,EBL3/
EXTT ESL3/

LIR4,t R1,8,E8
LJxt,8,EBL3a

TC29 TAS,LIRs , Expt 0NE,13
7294

TAS,,fLC7.IS:.ACT),STWY,0s
conte)

DEC.f
REC,Y293,83

T298 WAIT,tACD,L2.0R. ADD,L3.0R.TINC,1.03:
REC,STWY es

EXTT Ex!T.ST0hs
EXTC EXITS

s RESPONSE tJP Sta!NWAY TO TANCET

h?WY TM. , COM(8 )
DEC,tfLC7.IS!ACT),Stum,0

3

RECSTW2,9[2.08. ADD,L3.08.TInc1.01:Walf.fADD,STV2
STWA

TAS.WRI,, EXPT 0ME.1)60MT,,,5W2I,4, ESC 1sACTtFLC7)
TCao

TAS,uoi. Conte.1)6513,eDEC,trtCh.15. ACTS, .

s

SNAP INPUT LISTING--SCENARIO C (Continued)
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. GEN RAL SYSTEM PERFORnANCE STATISTICS .

.........................................s.
I

KAN STANDARD stand DEU MINIMUM MANIMUM NUM OF
"5 5"'*II."" "' "5"

"ahE5 **EUE
MS.

' .__ _..... ..

NO. cueRD cStTv . tw .3 2 .3 ..... i . u. i

No. ADVER CSLTY
t. 28 . 141 .. t ge.s6 .ag e.get 3.000

x c O u sATrSrD ..a s.. i.... i.
TIME FOR ENG .379 .232 .019 .816 .663 12
TOTAL ENC TIE .044 .143 .401 0.006 .663 100
No. ENG/RUN .tae .327 .003 0.000 1.000 See
TIME BET ENT/ENG 2.999 .139 .002 1.756 2.415 56
SIMULATION TIME : . .~56 .196 .002 3.185 4.243 100
$1M TIME /AD SUC 3.656 .196 .002 3.135 4.243 100
SIM TIME /AD FAIL NO WALUES RECORDED

AUC NUMBER OF ENCACE E NTS PER RUN .12

AVG NUMBER Or ENGACEENTS WON SY CUARDS PER RtM .02

AVC NUMBER OF ENCAGEM NTS WOM SY ADVERSARIES .14

PROBASILITY SYSTEM UINS e.e4

PROBABILITY AN INTERRUPT OCCURS .36

1

>?

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO C

CASE 1

N
@
4

,

|
|
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DJ
m
m

1 GENERAL SYSTEM PERFORMANCE STATISTICS *
s s
tilstattststaatttssastassasssastt8313888834

MEAN STANDARD STAND DEU MINIMUM MAXIMUM NUM OF
UALUE DEVIATION OF MEAN VALUE VALUE 035.

NO. GU.*D CSLiv 1.800 1.752 .ett 8.000 7.800 144
NO. A M R CSLTV 2.640 .689 .007 e.000 3.998 lee
DEC OtJ SATISFD .110 .314 .003 0.898 1.000 100
TIME FOR ENG 488 .500 .402 . Set 2.992 251
70 4L ENC TIME 1.204 .794 .008 .055 3.743 16eNo'. ENG e#LIN 2.510 .745 .997 1.994 4.000 100Title BET ENT,ENG .954 .517 .005 .546 4.039 tot
S!MULATION TIME 4.279 1.340 .413 2.928 8.597 100SIM T!NE/AD SUC G.575 3.4SE .132 5.181 8.897 11
SIM TIME /AD FAIL 3.996 1.924 .011 2.928 7.514 89

AVG NUMBER OF ENCACEMENTS PER RUN 2.53

AUG NUMPER OF ENGAGEMENTS WON IV GUAtts PER RtM 1.?3

AUG NUM9CP OF ENCAGEMENTS WON SY ADVERSARIES .78

PROBABILITY Sv57EM WINS .39

PR05A3ILITY AN INTERRUPT OCCURS 1.00

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO C

CASE 2



._ _ __. . _ _ _ . _ _ _ _ _ _ _ _ _ _ _ - .

s CDEERAL SYSTEM PERFORMANCE STATISTICS *I

a a
I tsssssssssssssssssssssssss**stsassssssssses

I
I

|
| NEAN STANDARD STAND DEU MINIMUM MAXIMUM NWOF

UALUE DEUIATION UALUE
UALUE.

005.!
- - _.OF MEAN -

NO. GUARD CSLTY 3.360 1.795 .ets e.eet 5.000 100'

| NO. ADUER CSLTY 1 450 1.123 . ell . o.eet 3.000 100

| DEc Os. SATISrD .57e 49s .ee5 s.ees i.eae toe
TIME FOR ENG 1.e31 1.016 .004 .002 5.848 246
TOTAL ENG TIME 2.536 1.505 .els 0.000 7.32e 100
NO. ENG/RUN 2.46e .717 .et? e.eet 4.tes 100

t

i TIME BET ENT/ ENC 1.062 .611 .006 .578 3.484 toe

SIMULATION TIME 6.177 2.o22 .e2e 3.234 11.495 10e'

SIM TIME /AD SUC 7.429 1.647 .G28 S.194 11.495 57
SIM TIME /AD FAIL 4.S19 1.12e .026 3.234 S.113 43

AUG NUMBER OF ENCACEMENTS PER RUN 2.46

AUG HUMBER OF ENGAGEMENTS WOM SY CUARDS PER RtM .89

AUG rs>MBER OF ENCACEMENTS WON SY ADVERSARIES 1.57

PROBASILITV' SYSTEM WINS .43

PROSABILITY AN INTERRUPT OCCtRS 1.ee

> 'P

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO C

CASE 3

w
m
M)



. _ - _ _ - _ _ _ _ _ - _ _ _ _ _ _ _ _ _ _ - _ _ _ _ _ _ _ _ _ _ _ _ _ - - _ _ _ . _ _

N
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o

CENERAL Sv5 TEM PERFOR'mMCE $TATISTICS *
* s
sattttts***sassasttsssssss***ssss33ss8333s:

MEAN STAN:ARD STAND DEV MINIMUM max!Mtm POR OF
VALUE DEUIATION OF MEAN UALIE VALUE OBS.

_.... . ... ~ ......

No. GUARD CSLTY 2.000 1.648 .818 8.906 7.000 '00No. AMTR CSLTY 2.610 .737 .997 8.000 3.000 100
,

DEG OBJ SATISFD .249 .349 .803 0.000 1.000 18eTIME FOR ENG 474 472 .002 .000 2.718 253TOTAL ENG TIME 1.298 .856 .999 .300 5.102 totN0. ENG. RUN 2.530 .731 .987 1.900 4.000 100
TIME PET Ef4T<ENG 1.014 .631 .006 .530 3.973 let$1ftJLATION TIME 4.291 1.172 .012 2.949 5.184 100Sim T!*tE<AD SUC 5.994 .548 .039 5.144 6.968 14SIM TIMEeAD FAIL 4.014 .999 .412 2.949 5.194 36

AUG NUMSER OF ENGACEMENTS PER RL#t 2.53

eWG NUMBER OF ENGAGEPENTS WON BY CUARDS PER RUN 1.72

AVG USER OF ENGAGEMENTS WCN SY ADVERSARIES .81 I

PRCIABILITY SYSTEM WINS .86
,

PROSAt!LITY AN INTERRUPT CCCURS 1.04

)'7

GENERAL SYSTEM PEPEORMANCE STATISTICS--SCENARIO C..

CASE 4

-- . _ - - _ - _ -



. . .. .. .. ..
.

.

.

t

CETERA . SYSTEM PERFORMANCE STATISTICS *
* = *
sasssssss s.ssssssssssssssssssssssssssssssa

MEAN STANDARD STAND DEU MINIFRA1 nAx!nUM NLs1 0F
UALUE DEUIATION OF MEAN UALLE UALUE 085.

.... ..-..
..__ - ._

No. CUARD CSLTY 1.050 1.123 .011 0.000 7.000 See

NO. ADVER CSLTY 1.200 1.015 .010 0.000 3.000 100
DEC 08J SATISFD .808 402 .004 0.000 1.000 100
TIME FOR ENG .533 .562 .003 .000 3.190 164
TOTAL ENC TIME .874 .745 .4e7 0.000 4.326 10e
NO. ENCeRUN 1.640 .335 .888 0.000 3.000 100
TIME BET ENT/ ENC 1.834 .758 .008 1.165 3.673 98

SIMULATION TIME 6.395 1.092 .011 S.975 11.370 100

SIM TINE /AD SUC 5.944 .592 .006 S.075 8.688 80
SIM TINE /AD FAIL 3.199 .943 .447 7.009 11.370 20

AVC NUMBER OF ENGAGEMENTS PER plpt 1.54

AVC NUMBER OF ENCACEMENTS WON SY CUARDS PER Rt#4 .96

AUC NUMBER OF ENCAGEMENTS WON BY ADVERSARIES .68

PROBABILITY Sv5 TEM WINS .20

PROBABILITY AN INTERRUPT OCCURS .98

37

GENERAL SYSTEM PERFORMANCE STATISTICS--SCENARIO C

CASE 5
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CUARD 4 WAITINC FOR WCTV Eget 0.00
1 Essssssssssssssa SICmL

|
s
* TRACE * ADVER 1 ENTER ENTA JDDR 1 00

i

| * RUN NO 1 SIZE - 3.
j s e TRAINING - 1.

as**ssssssssssas,

; BRANCHED TO 75e1
SIZE - 3.,

stttisttsststassassssssssssssas**stssssssssssssssssssssas**ssssas ADUER 1 START CF TASC 7501 JDD& 1.94
s s * e s * DISABLE e4RRIER JDD1
s s a a FACILITV a a TRICGENED SENSOR JDA1
1 FCRCE a EVENT a N0DE s NODF a TIME a
s * e s 3 CUARD = %17 NODE TRICCERED WC1 USHC 1.90
stsssssssstsattsssss*****ssass*****ss****sssssssssssss******sas** BY TRICGER NLMBER 1

SRANCE D TO TC03
SIZE - 9.

CUARD 3 ALLOCATE FROM BASE EBAS TCe3 USMC 1.00
GUARD 0 ENTER ENC 1 WSHC 0.94 SIZE - 1.

BRANCHED TO WC1 TCTALS =
SIZE - 8. SIZE - 1.

TRA1NING - 1.
CUARD e WAITING FOR WC1 USHC 9.00

ADu DETECTION DEVICE L1 BRANCHED TO T334
OR ADW DETECTION DEVICE L2 SIZE - 1.

CUARD 8 ENTER ENC 2 USMC 4.00 CUARD 3 START OF TA$4C 7934 WSHC 1.00
SRANCHED To TCes ACTIVATE FLAC FLC4

SIZE - 4.
CUARD 3 END Cr TASC Te3A Usst 1 00

CUARD 1 ALLOCATE FROM BASE WBAS TCOS UStet 9.99 BRANCED TO ERSP
SIZE - 8. SIZE - 1.
TOTALS .
SIZE - 4. CUARD 3 START OF TASat ERSP [ Shit 1.00
TRAININC - 1.

ADVER 1 END OF TASC 7541 JDD1 1.27
BRANCE D TO TC07 3RANCtED TO 7542

SIZE - 8. SIZE - 3.

CUARD 1 UAITING FOR TC07 USHIC 0.00 ADVER 1 START OF TASC TS42 JDF1 1.27
SIGNAL

ADVER 1 END OF TASC 7502 JDF1 1.35
CUARD 9 ENTER ENC 3 ESHC 3.00 BRANCHED TO 7543

| 3 RANCHED TO TC08 SIZE - 3.
| SIZE - 9.
i ADVER 1 START OF TASC T543 JEF1 1.35
| CUARD 2 ALLOCATE FROM BASE ESAS TCOS ESHC S.00
| SIZE - S. ADVER 1 END OF TASC 7543 JEF1 1.43
l TOTALS = 3 RANCHED TO TS$4

SIZE - S. SIZE - 3.
TRAININC - 1.

ADVER 1 START OF TASC 7544 JFF1 1.43
BRANCHED TO TC49

SIZE - S. ADVER 1 END cr TASC 7544 JFT1 1.54
38NWICHED TO TS99

CUARD 2 WAITING FOR T099 ESMC e.00 SIZE - 1.
SIGNAL BRANCE D TO T50$

SIZE - 2.
CUARD e ENTER ENT9 ESHC e.00

BRANCHED TO WCTV ADVER 1 ST8dt? 0F TASC TS99 KQF1 1.50
SIZE - 6.

ADVER 2 START OF TASK TS85 JFF1 1.56

SCENARIO C--TRACE CASE 1
w
4
@
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1

d
J

N
cc
o

P127
AMR 2 START CF TASC 758S JFF1 1.Se AMR 2 END Or TASC T513 t#st! 1.92

3 RANCHED 70 TS14
APTR 2 END or TASE 7505 JFF1 1.54 SIZE - 2.

FRANC 4 D 70 TSex
SIZE - 2. ADVER 2 START CF TASr 7514 LM2 1.92

ACTIUATE FLAC FLCD
AMR 2 SIGNAL 714U TSex JFF1 1.58

ERANCHED TO TSSS ADVER 2 END OF TASE 'TS14 1)#22 2.00
SIZE - 2. BRANCIED TO TA14

SIZE - 2.
AMR 2 START OF Test T855 KCF1 1.S8

ADVER 2 SICHAL T20Z TA14 L>st2 2.0e
ADUER 2 END OF TASC TeSS KCF1 1.57 3 RANCHED TD TS15

3 RANCHED TO TStG SIZE - 2.
SIZE - 2.

ADVER 2 STAR- CF TASC T515 LIR1 2.00
ADVER 2 START OF TASC T506 LCF1 1.57

ADVER 2 END OF TASC TS1S LIR1 2.06
ADVER 2 END OF TASE 7506 LCF1 1.53 3 RANCHED TO TS16

3 RANCHED TO 7507 SIZE - 2.
SIZE - 2.

ADUER 2 START OF TASE 7516 LIR2 2.06
AMR 2 START OF TASC 7587 MCF1 1.63

ADVER 2 END CF TASE 7516 LIR2 2.15
ADVER 2 END OF TASC TSe7 MCF1 1.73 3RANCsED TO TS17

3 RANCHED 70 T508 SIZE - 2.
SIZE - 2.

ADVER 2 START OF TASC TS17 LIR3 2.16
ADVER 2 START OF TASC TSet MCxt 1.73

ADUER 2 END OF TASC TS17 LIR3 2 17
ADVER 2 END or TASC 7508 MCxt 1.73 3 RANCHED TO TS1B

$ RANCHED TO 7509 SIZE - 2.
SIZE - 2.

ADVER 2 START OF TASC TS18 LIR4 2.17
ADVER 2 START OF TASC 7509 MCD1 1.73

DISASLE BARRIER MGD1 ADVER 2 END OF TASC 7518 LIR4 2.18
3 RANCHED TO TS19

ADVER 2 END OF TASC T509 McD1 1.78 SIZE - 2.
BRANCHED TO TSit

SIZE - 2. ADVER 2 START OF TASE 7519 LJR1 2.18

ADVER 2 START OF TASC T510 MHR1 1.75 CUARD 3 END OF TASC ERSP ESE 2.37
ACTIVATE FLAG FLCA 3RANc6ED 70 TC10 *SIZE - 1.

AMR 2 END OF TASC TSit MHR1 1.83
3 RANCHED TO TS11 CUARJ 3 START OF TA9C TC10 OCF1 2.37
SIZE - 2.

ADVER 2 END OF TASF TS19 WR1 2.41
ADVEP 2 START OF TASC TS11 M6st2 1.83 34ANCDED TO T20A

ACTIVATE FLAC FLGB SIZE - 2.

AD'KR 2 END OF TASK 7511 MHR2 1.34 ADUER 2 START OF TASK T2eA Ux1 2.41
BRANCHED TO TS12

SIZE - 2. ADUER 2 END OF TASE T2em Uxt 2.41
3RANCE D TO T529

ADVER 2 START OF TASK 7512 M>st3 1.54 SI2E - 2.
ACTIVATE FLAG FLCC

ADVER 2 START OF TASC 7520 WD1 2.41
ADVER 2 END OF TASC 7512 fHt3 1.91 DISABLE BARRIER WD1

3 RANCHED TO TS13
SIZE - 2. ADVER 2 D o 0F TASC TSte LJD1 2.46

3 RANCHED 70 A297
ADVER 2 START OF TASC TS13 L>ct1 1.91 SIZE - 2.

SCENARIO C--TRACE CASE 1 (Continued)
_

1.
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SIZE - 4.
$!ZE - 2.

*

ADVER 2 $!CNAL TC28 4207 LJD1 2.48
3 RANCHED To 7521 CJARD 4 START or TASC ERSP EStet 3.91
SIZE - 2.

ADVER 2 START OF TASC 7521 SW2F 2.4G
ACT!vATE FLAG FLCE **** ENCAEMENT 3.01

ADVER 2 END OF TASC T521 SW2F 2.58 CupRD 3 INCLUDE
3 RANCHED TO TS22

SIZE - 2. ADVER 1 INCLUDE

ADVER 2 START OF TASC 7522 SW21 2.58 ENCACEMENT ltJNBER 1
ADU 1707AL5

SIZE - 1.CUARD 3 END OF TA>C TCSS OCF1 2.EE .

BRANCHED TO TC11 TRAINING - 8.

|
SIZE - 1. CUA 170TAL$

SIZE - 1.
i

CUARD 3 START OF TASC TC11 NGF1 2.66 TRAINING - 4.

ADVER 2 END OF TASC 7522 SW21 2.78 ADVER 2 END OF TASC T524 SW23 3.17
3 RANCHED TO TS23 BRANC6ED 70 7525

SIZE - 2. SIZE - 2.

ADUER 2 START OF TASC 7523 SW22 2.78 ADUER 2 START CF TASC T525 SW24 3.17

ADVER 2 ENS OF TASC 7523 SW22 3.04 ADVER 2 END OF TASC TS25 SW24 3.42
PRANCHED TO 7524 3 RANCHED TO 7526

| SIZE - 2. SIZE - 2.

| ADVER 2 START OF TASC 7524 SW23 3.04 ADUER 2 STWtT OF TASC TS2G ZUR1 3.42

CUARD 3 END OF TASC 7011 NCF1 3.01 CUA 1 CASUALTY 3.44
BRANCHED TO Ttsts SIZE - 9.

SIZE - 1.
**88 1 END ENGACEMENT 3.44

CUARD J START CF TASC TURB NCF1 3.41
CUARD 3 IEUTRALIZED Tray f9CD1 3.44

CUAPD 3 END OF TASC TURB NCF1 3.01
3 RANCHED TO TR32 ADVER 1 RE$LNED TASC TS99 (CF1 3.44
SIIZ - 1. SIZE - 1.

TRAININC - 1.
CUARD 3 SIGNAL 7007 TR3Z NGF1 3.01

3 RANCHED TO TR8X ADVER 2 END OF TASC 7526 ZUR1 3.47
SIZE - 1. SRANCHED 70 726A

SIZE - 2.
QUAPD 1 UAIT N0DE TRICCENtD TC07 USDEC 3.91

SY TRIGCER NUMBER 1 ADVER 2 START OF TAst T2GA ZUX1 3.47
3 RANCHED TO LLEA

SIZE - 9. ADVER 2 E'(D OF TASC T2GA ZUX1 3.47
3 RANCHED 70 7527

CUARD 0 START OF TASC LLEA WSHC 3.01 SIZE - 2.

CUARD 3 51 Chat. TC89 TRBX NCF1 3.01 ADVER 2 START GF TASC TS27 ZUD1 3.47
BRANCHED 70 8 TR3Y

SIZE - 1. ADVER 2 END OF TA9C 7527 ZuD1 3.52
3RANCNLD TO TS25

CUARD 2 UAIT N0DE TRICCERED TC#9 ESHC 3.81 SIZE - 2.

3Y TRIGCER NUMBER 1
BRnNc6ED 70 EXTC ADVER 2 START OF TASC 7S25 ZUR1 3.52
SIZE - 1.

BRANCtED TO ERSP ADVER 2 END OF TASC TS2J ZVR1 3.S2

SCENARIO C--TRACE CASE 1 (Continued)
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P127
AMR 2 END OF TASC TS22 ZVR1 3.S2

BRANCE D TO TS29 |

SIZE - 2.

AMR 2 START OF TASC 7529 ZuR2 3.S2

ADM R 2 END or TASC TS29 ZURE 3.54
SRANCHED TO T530

SIZE - 2.

ADVER 2 START OF TASC T530 ZW3 3.S4
.

ADVER 2 END or TASC TS34 ZW3 3.54
BRANCHED to T531

SIZE - 2.

ADVER 2 $7 ART OF TASC 7531 2W1 3.54

ACUER 2 END OF TASC 7531 ZW1 3.59
3 RANCHED TO TS32

SIZE - 2.

AMR 2 START OF TASC T532 Zx21 3.S9

ADUER 2 EMD OF TASC 7532 2xR1 3.59
$RANCHLD TO TS33

SIZE - 2.

ADUOt 2 START OF TASC 7533 Zxx1 3.SE

AMR 2 END W TASC 7533 Exx1 3.59
3 RANCHED TO TS34

SIZE - 2.

AMR 2 START or TASC 7534 2xD1 3.59
DISAILE BARRIER ZXD1

ADVER 2 END OF TASC 7534 2xD1 3.87
DRANCHED 70 TS"JS

i SIZE - 2.
i

AMR 2 START OF TASC TS35 YxT1 3.37

ADVER 2 EMD Or TASC TS35 YXT1 3.37
) RANCHED TO TS3G

SIZE - 2.

ADVER 2 EXIT STOP TS36 YxT1 3.37

1 :::::::::::: :::
a

tract :

SCEPARIO C--TRACE CASE 1 (Continued)
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