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ABSTRACT

A technoloay transfer from a specific section of the military
electronics industry to the nuclear power industry is prooosed. Hardened,
ruggedized diaita)l computers and peripheral equipment have been
successfully used for rezl-time data acquisition in military orojects over
the past decade. The superior re;iabilit, and survivahility of this type
of mach’nery under normal and abnormal conditions makes it attractive for
use in certain critical arvas of computerized reactor plant instrumentation
and control. Hardened computers are available on the commercial market,
and are used in process industries as well as in hazardous military
applications. Characteristics and advantages of military eauipment are

examined, and a _imple application is outlined.
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FOREWORD

This documunt is a condensation of three reports written for EGAG
Idaho, Inc., under subcontract no, K-B206:
Report 1, "Availability of Hardened Comnuter Systems," June 1980,

Report 2, "LOFT Functicnal Requirements for ANC Hardened Computer
Systems," Ju.y 1980,

Report 3, "AOC Conceptualized System Desian," September 1980,

These reports were the products of a one-yezr studv of military
computer systems and their possible application to critical functions in
the nuclear power plant environment The study was inspired by several
successful projects at the Georaia Tech Engineering Experiment Station
involvina the use of mil-spec minicomputers for real-time data acquisition
and display for military radar systems,

Several topics that were studied in some detail were left out of this
brief summary report, such as an analysis of hardware and software failures
in early nuclear plant comnuter installations, a studv of the merits of
redundant systems, and =enorts on “he future uses of Ada, the new
high-order, error-resis .ant computer lanocuage. Material that was
considered interesting at the time hut not immediately aoolicable, such as
a report on the fault-tolerant multiprocessor concept, is also miscing from
this report.

Topics for which additional depth is available from the three original

reports are referenced with superscripts.
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I. [Introduction

Since their almost simultaneous heqinninas in the early 1940's,
nuclear enaineerina and digital computer ennineerina have evolved on paths
that were likely to converge, As the size and complexity of nuclear power
plants have muyltiplien, so have the speed and volume reauirements of the
control room data collection. The data-handlina capahilities of computers
have multinlied in parallel with the needs of the nuclear industry.

The level of involvement of computers in nuclear reactor operations

has heen partially limited by the failure probahilities inherent in diaital

hardwarc. Failure-mode oroblems have followed computer development since
the heainning, when it was found that the Harvard Mark 1 relay computer
would »un for no more than a few hours without experiencing complete
failure, due to a random fault in one of its thousands of loaic elements.
Computer loaic desian progressed through aenerations, vacuum tubes to solid
state, alwavs followed hy a ~ew set of component failure prohlems. The
Il1iac 1V, considered to be a highly advanced example of the use of discrete
transistor loaic, was the laraest, fastest{ computer in the world a few
years aao. Sut, like its Mark | ancestor, it would ~un for only a few
hours between . ailures. In hoth cases the individual components were not
reliable enouah to support continuous duty cycle operation on the scale
imposed by each auantum advancement in machine complexity.

Process control computer technoloay is presently in a state of
measured sophistication, not now -ful enouah to outdistance the reliability
of its component parts, but nowerful enouah to be of important use in
nuclear operations. Given environmental conditions within 1imits of
temperature and humidity, a minicomputer system has & mean time between

failures (MTBF) of about 1,000 hours. The mean time to repair (MTTR)



varies over a wide range. Reduction of a system failure can involve
touching a reset switch, or it can involve the long wait associated witn
ordering parts that are not readily available.

There are currently three identifiable problem areas in the hardware

component of computerized reactor safety systems:

A. Reliability. There must be an excellent probahility that a safety
system computer will bhe functional durina an incident where it
would prove useful. Computer systems ocenerally are too dependent
on the operation of relatively fraaile rotatina memory devices,
room environmental controls, and oower lin. stability.
Survivahility under abnormal conditions, such as seismic shock, fis
not Tikely,

B. Maintainahility. No dicital computer is bhuilt claimina to have an

infinite MTRF, so provision must be made to reduce a failure
quickly., Diaanostic time should be minimized, as well as the
effort reauired to replace a failed component.

€. Desian Stahility. A safety syvstem comnuter should have a design

1ife of a decade, such that it will not become obsolete and
unsupportable durina its useful tenure.

These three problems have been met and addressed in the area of
military technoloay. Military uses of small computers are in some
extremely critical applications, where hardware failure is very costly.
Fighter plane control systems, missile launch systems, and radar warnina
systems use rugaedized minicomputers. Machines in this subclass of
computers are known as mil-spec comnuters.

These machines are built to withstand extremely abnormal conditions,

physical abuse, and electrical insultc  The technigues used to harden the



mil-spec computers are costly. However, tiae results of this extra expense

are attractive to any critical aonlication. By hardenira a computer
agqainst temperature, snock, and vibration, operational reliability is
enhanced under normal conditions. In addition to an increased MTRF of
5,000 to 10,000 hours, a mil-spec computer meets shock and vibration
reaquirements, and is ahle to operate under hioh or low temperature
conditions,

The military computers are snecifically suited for real-time data
collection and display. They are typically small, conservatively desianed,
16-bit minicomputers, with no erxceptional data-handlino power. They are
built for special imbedded-computer applications, involving rapid data
acauisition and manipulation, and are aenerally not useful for larae
data-base management or larae simulation codes. Speed and memory reach of
mil-spec computers compares favorably with most commercial minicomputers.

Mil-spec computer systems are composed of small boxes connected
together by cables. A single box can contain a processor plus memory, with
other hoxes containing extended memories, interfacina hardware, or mass
storage. This "box-level” system construction is a remnant of the mil-spec
computer's origins as a flight comnuter. The concent of aquick maintenance
by unpluaaina a failed hox and renlacing it with a snare is characteristic
of fighter plane avionics technoloay. Fach box unit is eauipped with
self-diaanosis capabilities, and in many cases can sianal its own failure.
Rapid fault reduction capability is one of the most imoortani aspect: of
military technoloqy that is transferable to the nuclear ndustry.

The reauirement for strict adherence to the military standards and
specifications tends to ensure desian stability in the hardened computer

family. Ruggedized general-purpose computers were first built to mil-specs



over ten years ago. Not only are the first machines still in use, but
equivalent machines are still being manufactured and desianed into new
systems, The original instruction-set architecture has underqone staqed
improvements, but assemhly-level software written ten years ago is upwardly
compatible with the latest mil-spec computers. In this way the military
standards discouraae obsolesence., Mil-spec computer technoloqy is self
protected against heina phased out,

Military computers are purposefully built usina commonly available

component parts, to avoid problems with the availability of spares.

Althouah all parts are rigorously screened for hardness characteristics,

standard, off-the-shelf items can usually be substituted in emergency
repairs, Circuit hoard-level snares and special parts, such as nower
supply transformers, are readily available from the manufacturers.

In addition tc the ruggedized computers, mil-spec peripheral
equipment, cables, and rotating memories are available, making it possible
‘o harden a complete system, A completely militarized computer system may
10t he approoriate in a nuclear power plant, bu*t a hardened core system of
data collectors, concentrators, and displays can be assembled where
reliability and emeraency survivahility are needed, The advantaaes of
usina mil-spec system components are summarized as follows:

For any computer-controlled information system to be « useful part
of a power plant's strumentation, i* must he attuned to the
nsycholoaical needs of the operators. This is a point that plant
computer systems have lacked, Generally, the plant operators have
avoided dependence and familiarity with well-meaning computer
installations, bhecause of a perceived or imagined sense that the

computer is unreliable, and therefore cannot be relied on in an




off-normal incident or bothered with in normal operations.

Confidence in the equipment must be established, to the point
where an operator has as much faith in his computer hardware as he
has in the copner wires feedina the analoa instrumentaticn.
Comouter systems will no. take a fully active role in plant
operations until this is achieved.

The mil-spec computer eauipment has a real, measurable
reliahility advantage over commercial equipment built for orocess
control, and it has an even more imoortant apparent reliability,
comino from its riaid, orderly construction, its stark simplicity,
and ‘ts reputation in demanding military apulications.

If the plant operators accept this tvoe of comnuter as the
most dependable eauipment available at any orice, then its use
will have been justified.

By virtue of being hardened against shock, vibration, and high
tem.eratures (table 3), a mil-spec computer is ahle to survive
earthaquakes, explosions, and coolingy csystem failures, as well as
radiation loads, without hardware modifications. Furthermore, all
equipment of *his typc is tested for these aualities in hot rooms,
thermal shock ca“inets, and on shake tahles in the factory as a
standard feature. This eliminates a need for environmental
testina by the erd-users. Equipment said to be "mil-qualified” is
built to a desian for which specimens have nassed riqurous
auaiification trials.

The percent availability of mil-spec computers is enhanced bv the
structure of hardware maiitenance prccedures fo- these machines,

as well as the high reliability. The problems of maintainability



of complex systems in the field under time-stressed conditions has
been face. by the military for at least the past decade. The
system components designed to meet these needs have inherent
aualities wnich speed up and simplify fault diagnosis, such as
automatic test features and remote diagnostics. O0Once a fault has
been isolated, it can quickly be correctzc by box-level swapouts.
No tools or external test equipment are needed for this
procedure.

Confidence in the system is increased if hardware faults are
e2sily detectable and repairable, even if the system uses hardware
redundancvy as an additional safetv marain.

4, The availability of spare parts and continued hardware and
software support is assured by the lona-term goals of military
programs in which this type of computer is used. An example of

. such a program is the Ground Launched Cruise Missile, an entirely
new weapons system which will be maintained for at least the next
decade. ‘1he around support system for this proaram is the ROLM
AN/UYK-19, which is a computer family introduced by ROLM in 1972.
The 1ife of the AN/UYK-19 design will be in excess of 20 vears.

Judicious placement of hardened comnonents in a piunt safety system,

using the design principles that have proven hiaghly successful in military

programs, will henefit the commercial nuclear power industry.

1I. Mil-Spec Computer Types and Characteristics

The need for small, extranrdinarily reliable computers was seen in the

late 1960's when experiment: began with iet airplane flight controls. In

this "fly-by-wire" system the plane is controllcd by a computer, with the




pitot qiving direction indirectly through a computer interface to the
controls. The fliaht comnuter thus became a major safety-system in the
airplane, as computer failure meant loss of the plane. DNesig) methods were
developed vor increasing digital compuier reliability under normal and
abnormal conditions.

This desian philosophy is implemented in the "ruagedized" or
"environmentally hardened” computers currently beina manufactured.

A. Gereral Type Characteristics

Unique desian features of environmentally hardened computers are the
cahinet configuration and coolina methods.

The typical cabinet is built to the ATR criterion, which is a standard
for a.rcraft radio chassis. The ATR is an aluminum alley box, 7.625 inches
high, 10.125 inches wide, and 15.56 inches long. A1l power and signal
connections are made throuah the front. As there are no opcnings for cable
runs or air circulation, the ch~ssis can be made waterproof. Figure 1
shows a front and top view of a typical ATR chassis, and a "fractional” ATR
chassis. Smaller versions of this design, called "half ATR" or
“"three-quarters ATR" are used to house hardened minicomputers or
microcomputers.

Circuit bcards are 9.5 inches by 6.5 inches fiberalass, with up to 14
embeddea layers of printed wiring. A1l circuit components, integrated
circuits, transistors, resistors, etc., are cooled individually by
conduction. An aluminum thermal frame maintains thermal contact with each
component, conductina heat to the side edges of the circuit board. Figure
?2 shows a typical circuit board, with component layout and the

heat-conduction paths.

To protect against flexing of the circuit board, metal stiffeners are
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bolted to the component side of the board. There are two varieties of
stiffenerc: bars running lenathwise across the board, or a stamped sheet
of aluminum covering the comporents and bolted at the board edges.

Heat qererated by the circuitry i1s conducted directly to the cahinet
walls, The small size of the mil [ 'rcuit board ensures short heat
conducting paths. There ar2 two methods used for cooling the cabinet
walls: passive cooling throvah aluminum fins, and forced-air
heat-exchanaers.

Fiqure 3 shows the cabinet of a passively-cooled computer. Coolina
fins are built into the power supply module, which is mounted in the front
of the chassis. The advantage of pnassive cooling is that no fans are
needed, and the risk of fan motor failure is eliminated. There are limits,
however, to the amount of heat that can be radiated; this limits the power
consumption, and therefore the speed and size, of the orocessor.

There are two heat-exchanger confiourations: external-duct and
internal-duct. In the external-duct desian, air passaces wrap around a
standard ATR chassis. A fan exhausts air at the front of the cabinet.
This heat-exchanager typc can he retro-fitted to a passively-cooled chassis
if unus ‘@l coolina is required. Ilse of an external-duct heat-excharager
violates ATR width requirements, but the extra width presents no problem if
the computer is to be mounted in a standard 19-inch rack. Figure 4 shows
2n external-duct heat-exchanger cabinet fitted with a rack mount.

In the internal-duct design, ribbed channels are cut in the side-walls
of the cabinet. Air is pulled through the channels by a squirrel-cage fan
mounted on the back of the cabinet. An internal-duct cabinet is shown in
figqure 5.

Neither type ol he:it exchanger requires filters, as no air is blown

11
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through the card cage. These conservatively-rated cooling systems are
simpie in desian, and can maintain the computer oneration under extreme
air-temperature conditions. There is sufficient metallic heat capacity in
the chassis to mainta.n operational temnerature during a blower outaae.

For environments of extreme shcck and vibration, shock-absorber
mounting trays are available. An ATR shock-mounting tray is shown in
Fiaure 61.

B. General-Purpose Military Computers

General-purpose hardened computers are a sub-class of mil-spec
machines, important to nuclear power considerations because they are
functional copies of commercial minicomputers. There are three companies
currently producina general-purpose mil-spec computers in quantity:
NORDEN, ROLM and SESCO.

NORDEN Systems, famous for their ayroscopic bomhsiaoht built during
World War 11, is a subsidiary of United Technoloaies. NORDEN arranqged
licensino aareements with the Digital Equipment Corporation to huild
hardened versions of the very ponular PDP-11 series minicomnuters.
Development of their first computer was completed in Auoust 1977. A NORDEM
design had been chosen as the ground-support computer for the MX missile
proqram.

The ROLM Corporation has a long and distinauished record of hardened
computer production. The first hardened minicomputer was released by ROLM
in early 1970, based nn the Data General NOVA series. A ROLM design has
been chosen as the ground-support computer for the cruise-missile proqram.

Production histories of ROLM computers are listed in table 1.

1Reoort 1, pages 2-33.
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NUMBRER INSTALLED DATE OF

COMPUTER TO DATE FIRST DELIVERY
ROLM 16028 500 1977
ROLM 16A03A 9n 1976
ROLM 1606 100 1978
ROLM 1664 100 1976
ROLM 1666 40 1977
TABLE 1. Production histories of <elected computers (Datapro Research,
February, 1980).
DEC PDP-11/70 NORDEN PDP-11/70M
Temperature 10°C to 40% -54°c to 85%
Humidi ty To 90% Tn 95%
Altitude To 8,000 feet To 85,000 feet
TABLE 2. Environmental operatina ranaces for a commercial machine and its
hardened equivalent,
Operational 10a, 5-2000 Hz, with vibration isolators; 2g, 5-2000
Hz, hard mounted.
Non-Operational 5aq, 5-2000 Hz, hard mounted.
Vibration
Shock 15 +/-2q peak, 11 +/-1 milliseconds duration, 400 1b.
hammer, with isolators, or 1/2 sine pulse shape.
TABLE 3. MIL-E-5400 specifications for shock and vibration for

environmentally ruqaed computers.



SESCO (Severe Eauioment Systems Company) is a subsidiary of Electronic

Memories and Magnetics Corporation, which has been building hardened core

memory systems for many years. In August 1979, SESCO began sales of the

SECS 2, a hardened minicomputer which emulates the DEC PDP-11/35

instruction set. As of February 1980, SESLO claims to have delivered more

hardened PDP-11s than NORDEN, with a total of 70 machines in the field.

Distinguishing desian characteristics of machines currently availahie

are as follows:

1.

NORDEN

a. POP-11/34M

Development of this processor was begun in October of
1976 and completed in Auqust of 1977. This machine and the
PNP-11/70M are uniaque among hardened computers in that they
are logical replicas of their corresponding DEC commercial
minicomputers. No attemnt was made to condense the DEC
desian down into a simpler, smaller configuration. For
maintenance, circuit boards from a NNRDEN machine can be
pluaged directly into a NEC chassis, using a special extender
hoard.

Absolute compatibility with DEC software systems is
insured by riqorous testina by DEC. The I/0 bus (UNIBUS) is
fully compatible with the DEC bus, making it possible to use
commercial peripheral devices.

b. PDP-11/70M

The 11/70M is the most nowerful hardened computer

currently available. [t features a memory reach of one

megaword (or two megahytes) and a cache memory system. The

18



2.

cache is 2,048 bytes of extremely hish-speed momory. Four
bytes of data can be transferred from the main memory and
into the cache in a sinale memory cvcle. The processor can
then access the data in the cache fastur than it can in the

main memory. The net increase in orocessina speed is

approximately 80%. A cache is standard in the 11/70M,

optional in the 11/34M, Failure of a cache memory does not
stop the processor, but reduces speed.

Nevelopment of the 11/70M was heaun in November 1977 and
completed in October 1978. This computer is a logical
replica of the DEC PDP-11/70. The 11/70M is aenerally the
fastest machine under consideration. Comparisons of the
environmental operatina ranaes of the 11/70M and its
commercial counterpart are shown in table 2.

The 11/70M is also the largest hardened comouter.

Faithful adherence to the DEC PDP-11/70 desian dictated the

use of more circuitry than could fit in one ATR cabinet. A
minimum confiaquration is three cabinets: one for the basic
CPU and floating-~oint processor, one for memory, and one for
the power supply and bus controller.

A realistic 11/70M system configuration with four
cabinets is diagrammed in figure 7. This system includes an
1/0 chassis to provide interface to a line printer ard a
disk.

ROLM
a. 16028

The ROLM 16028 descends directly from tne 1602, which

19
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was introduced in 1972. This is a well-established desiagn in
the hardened computer world, with much field experience and
formal reliability testing in its history. This machine
passed its mil-qualification tests as a passively-cooled
computer, but a heat-exchanager is available. Table 3 is a
summary of the MIL-E-5400 specifications for shock and
vibration for the 1602K.

The 16028 firithfully reproduces the instruction set of
the Data General NOVA, but not its loaical structure. The
policy of ROLM has always been to simplify and miniaturize a
commercial machine for the sake of reliability, always with a
loss of speed. The NOVA has an ADD time of 0.2 usec; the
16028 ADDs in 1.0 usec. Ry copying only the instruction set,
ROLM has established a mure flexible relationship with Data
Ceneral than NORDEN has with Digital Equipment. NORDEN is
restricted under cortract to sell computers only for military
applications; ROLM has no such restriction. ROLM 1602Bs are
commonly used for factory automation and other non-military
anrlications. Comparative computer performance
characteristics are shown in table 4,

The instruction-set duplication policy was vioiated in
1975 when ROLM implemented a unique floating-point processor
in the 1664, This feature allows rapid calculations in

tiply and divide operations in scientific notation. The
~u 4+ at that time had no such floating-point hardware
element, but R0LM considered this feature to be valuable

enough to force a departure from the Data General standard
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Max. Memory Size
Inscruction Time
hdd

Multiply
Divide

Memory Cycle Time

1/0 Transfer Rate

Minimum Number of

Cabinets

Cache Memory

Flcating Point
Add
Multiply

Taoling

Commercial
Equivalent

1.9 usec
9.0 usec
12.9 usec
300 nsec

l.l.
word/sec

1/2
Optional
B.9 ' sec

16.2 .1sec

Forced
Air

DEC
POP-11/34

NORDEN ROLM
PDP-11/70 16028
™ (1) H4K
0.3 1.05
3.3 4.9
8.0 8.9
240 1000
2.9 666K
3 1

Yes No
1.7 4.6
3.2 i8.1
Forced Passive
Air

DEC DG
POP-11/70  NOVA+

(1) Never tested with 2M words installed.

(2) Tested with 576K words installed, capable of IM words.
i! ot available in ATR cabinets.

4) A commercial system, included for comparison.

TABLE 4.

Computer Performance Characteristics

N/A
N/A

Passive

DG
NOVA

ROLM ROLM ROLM ROLM ROLM SESCO PRIME (4)
1606 1650 1664 1666 MSE/30  SECS-2 550
576K 16K 256K 576K(2) 1Im 3K i

1.0 1.05 1.0 1.0 0.2 1.92 i.1
5.4 4.9 5.4 5.4 5. 9.82 N/A
12.6 8.9 12.6 12.6 9.3 12.48 N/A
1000 1000 1000 1000 1000 960 750
M 666K ¥ ] M 800K 100K 1.25M
1 172 1 1 2 172 (3)

No No No No Tes No Yes
N/A N/A 1.4 1.4 1.1 N/A 3.98
N/A N/A 3.2 3.2 1.1 N/A 8.24
fForced Passive Forced Forced Forced Passive Forced
Air Air Air Air Air
DG DG DG DG DG DEC

NOVA NOVA NOVA+ NOVA+ CCLIPSE PDP-11/35



instruction set, Data General eventually released a
floating-point feature in the NOVA series, but the
instructions were not compatible with the ROLM instructions.
versions of FORTRAN IV to be implemented on a NOVA and a ROLM
machine are therefore sliahtly different. This difference is
on the assemblv-languaae level, and is invisible to the
FORTRAN user.

b. 1603A

The ROLM 16034 was introduced in 1976 as a low-cost
version of the oriainal 1601, the first hardened NOVA, Its
memory capacity is severely limited to 3?K and no
floating-point hardware is available. The 1603A is packaqed
in 2 passively-cooled full ATR cabinet, with an optional
intearal control panel.

Application for this computer could be as a backup
system, executing a subset of the main commuter program. It
is the least-expensive hardened comouter for which figures
are available. Table 5 lists prices for computers built by
ROLM.

c. 1606
The 1606 was introduced [n 1977. This is a 1666 without

the high-speed floating-point processor capability.
d. 1650

In 1976 the 1602 processor was reduced in volume by the
use of large-scale intearation (LSI). The nrocessor was
reduced from nine modules to one, packaaged in a 1/2 ATR

chassis, and desianated i550. This small computer could be
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Price of CPU,
Power Supply,
Front Panel,
and Minimum
Memory

Price of
Memory
Increment
(16 K Words)

Comments

ROLM
16028

25,250

7,000

Mil
Qualified

ROLM
1603A

13,400

6,000

Mil
Qualified

TABLE 5.

ROLM
1606

43,900

7,000

Mil
Quaiified

ROLM ROLM ROLM
1650 1664 1666
26,250 39,450 48,900
7,000 7,000 7,000
Mil
Qualified

Prices of ROLM processors.

ROLM
MSE/30

135,000

7,000

Includes
128 K Words
of Memory



used as a remote data-gathering "node" of a network. Its
instruction compatibility with the 1602B is a positive
feature. The chassis is very small, 7.62 inches by 4.8755
inches by 12.56 inches, and is passively-cooled.

P 41t-in test equipment (BITE) for the 1650, identical
to that in the 1602B, is available as an option.

e. 1664

In 1775, ROLM introduced an enhanced version of the
1602, having a ROLM-designed high-speed floating-point
processor. This is a gqood examnle of a moderatelv powerful,
single-cabinet hardened comyuter.

f. 1666

The 1666 was intcoduced in 1977 as an enhanced 1664,
This compuier has a memory mapping feature, which allows un
to 1024K (1M) words to be addressed.

A suvaqgested 1666 system is digarammed in fiqure 8. The
1666 is external heat-exchanaer cooled, with a remote control
panel.

Only 64K words of primary memory can be housed in the
processor chassis. Memory increments are 128K words of core
memory, housed in 3 heat-exchanger cooled, full ATR cabinet
with an independent power supply. In the interest of reduced
size, ROLM does not supply core rcmory moduies with parity
checking capability. A full memory chassis (128K) uses 135
watts of power.

g. MSE/30

The MSE (mil-spec Eclipse) is a hardened version of the
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Data General Eclipse. This new processor has a cache r- <7y,
high-speed floating-point processor, and primary memory
exnandable up to 1024K words.

A minimum MSE system requires two cabinets: one for the
processor and minimum memory and one dedicated to 1/0.
Unlike all other ROLM machines, the MSE has no room in the
main chassis for minimum I1/0 controllers. Memory is expanded
in 128K increments using the same nodule (the 2147 remote
memory) as the 1666. The three basic units of MSE expansion
are diagrammed in figure 9.

The MSE/30 is an instruction set replica of the Data
General Eclipse M/600, The circuitry is completely
different, with the ROLM computer built specifically for
reliability and hardness. The ROLM processor is 83% as fast
as the equivalernt commercial Eclipse. The Eclipse costs
about $87,000, which is 59% of the cost of the ROLM MSE.

3. SESCO SECS-2

In early 1980, SE .CO announced the SECS-2, a hardened
processor equivalent to the DEC PDP-11/35. This computer is
very similar in size, speed and instruction set to the NORDEN
PDP-1) 34M,

C. Hardened Peripharal Equipnent

1t has been observed that there is no economy in the practice of
buying an expensive. hardened computer and then buying commercial-oguality
peripheral equipment. In such cases the adage, "no computer system is more
reliable than its least reliable component,” is proven.

A few manufacturers build small quantities of system support devices,
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such as disks and tape-drives, for the general-purpose computers built by
NORDEN and ROLM. These units have excellent reliability characteristics,
often surpassing those of the hardened computers. Prices are
understandanly high, usually two or three times that of a comparable
commercial unit., Reliability predictions for hardened peripherals are
listed in rable 6.

Several companies build hardened disk storage units for special
military applications. Fixed-head disk units built by Digital Development
Corporation (DDC) are particularly notable, because they interface directly
to the ROLM and NORDEN machines. These disks are designed to meet the same
standards for vibration, shock, and temperature as the computers. A DOC
disk is desianed to fit in a standard 19-inch rack, sealed inside a
cylindrical aluminum cover. There is no scheduled periodic maintenan.e. A
schematic diaagram of a """ disk chassis, with dimensions, is shown in
figure 10. The MTBF of this unit is 10,000 hours. Such reliability is
achieved by the use of fixed read/write heads. There is only one mywing
part -- the disk platter. Each of 256 tracks has a dedicated head.
Specifications for the DDC series M600N disks are deti led in table 7.

Ruaged magnetic tape units (MTUs) are available, but the cost
difference betweer the hardened and commercial models is considerable --
$29,000 for the hardened reel-to-reel MTU, $8,000 for the commercial
version. Mil-spec tape drives may not be appropriate for nucloar
applications, given their limited role in computer operations.

Hardened line printers with plottina capability are available. A
conventional high-speed line printer is built in a hardened version by
Miltope for the NORDEN and ROLM computers. This unit (Model 212A) prints

80 columns at 400 lines-per-minute. The printer costs $21,700, anc the
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VENDOR DEVICE MTBF (Hours)
Dpc Fixed-head disk 19,000
Miltope Thermal line printer 5,000
Miltope Tane transport 4,000
Interstate Plasmascope 10,000
Miltove Flexible disk drive 7,000
Miltope Hiah-speed 1ine printer 9,600
Miltone Cartridae recorder 10,000

TABLE 6. Calculated reliability predictions for hardened computer

peripherals.

Word Capacity Per Unit
Size
Weight
Disks Per Unit (Maximum)
Tracks Per Surface
Surfaces Per Disk
Data Rate
Nisk Speed
Start Time
AC Power
Voltaae
Phase
Frequency
Start Current

Run Current

Cost

TABLE 7.

512k - 2M

16.80 in. x 17.55 in. x 20.00 in,
120 pounds

2

64

2

4.4 MHz

3,600/1,800 RPM

5 minutes (0°C - 50°C)

115v +/-1n%

é0/50/400 Hz

3.0A

1.5A

$40,300 disk, $7,000 controller

DDC Teries MAODOD disk snecifications.
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controller $1,500 for a ROLM computer.

A hardened electrostatic printer/plotter is built by Versatec for the
NORDEM and ROLM computers. Characters are drawn in a 16 by 16 matrix using
a Xerox-like process. Graphic resolution is 20L dots per inch on an 8-1/2
by 1ll-inch outout format. This is &n inherently reliable and quiet design,
as it contains no mechanical arms, hammers or pens. These printers are
used in military applications for generating battlefield maps from stored
data bases.

A hardened cathode ray tube (CRT) terminal is built by Sperry lUnivac
Defense systems, the AN/USO-69. This is basically a conventional black and
white CRT housed in a ruaqged cabinet. Color CRT systems are auite
difficult to harden, because of shock and vibration problems with the metal
shadow mask inside the tube envelope. Mechanical tolerances of this
component are very critical.

The more pooular type of display for use in critical applications is
the plasmascope. The plasmascope is a dot-matrix, 512 by 512, display
device with many inherently reliable features. Two 1/4-inch plates of
qlass are mounted in a rigid metal frame. A neon-argon gas mixture filling
the space between the parallel qglass plates will glow, giving orange dots,
at the addressed intersections of X and Y axis electrodes etched into the
glass. The plasmascope is electronically simple, and it requires no high
voltages. Contrast, stability, resolution, and clarity are excellent.
Susceptibility to X-rays, radioactive materials, mercury vapor, and stray
maanetic fields, as well as implosion hazards, are eliminated by the nlasma
design.

Hardened plasmascopes are designed for operation in

non-air-conditioned environments, with exposure to high electrical and
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maonetic fields, atmospheric contamination, proximity to vibrating
equipment, severe rain, salt, fog, fungus and dust conditions. They will
withstand rough handling. Hardened plasmascopes are built by SAI
Technology and Interstate Electronics.

A plasmascope has two modes of operation: refresh and storage. In
refresh mode the plasmascope display can be erased completely and restored
as rapidly as needed; 30 frames pe~ second is the standard rate. In
storage mode the imaae wili remain intact without computer intervention.
Points can be erased or added individually without disturbina the rest of
the image.

“Touch panel" input devices are optional on all plasmascopes. This
device is a 16 by 16 matrix of infrared liaght-emitting diodes and infrared
sensors. Touching the nlasmascope face at a point will interrunt a boam
and signal the computer throuagh a parallel interface.

An added feature of some plasmascopes is the ability to oroject images
optically onto the rear of the translucent display screen. The Interstate
Electronics PD2000-M hardened plasmascope is equipped with an integral
microfiche projector. Any one of 256 images can be selected by computer
control and projected. Any plasmascope image overlays the projected image.
This is a powerful feature for a system where hiah-resolution color images
are needed and data storage is limited. Digital storage of diagrams and
pictures is highly inefficient, reauiring enormous storage capability. In
an efficient system, built for reliability and speed, such storage volume
is not available. Photographic film is a very efficient image storage
medium. A complex, color diagram can be stored in the system, with the
only computer memory overhead being a i6 by 16 address of the image on the

microfiche. Flements of the imaae which are subject to change, such as
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numeric readouts or fluid level indications, are supplied by the
plasmascope overlay.

A disadvantage to this system is parallax. The transparency projection
must be viewed through 1/2 inch of alass, the thickness of the plasmascope.
To obtain adequate projection/overlay reagistration, the viewer must sit
directly in front of the screen. Proiection briahtness muc. be adjusted
for room liaht conditions, so as nct to wash out the overlay.

Wall-sized displays have been used in several military aopnlications.
The Librascope division of Singer manufactures several models of a
four-color unit., A laser beam is used to write on 35mm sprocketed film,

2 Color CRT projectors have been

which is then optically projected.
rejected as military la ie-screen systems, because of the low brightness,
low contrast, and fraaility of these devices.

The most current technoloay in this area is under tesi at the Center
for Tactical Computer Systems (CENTACS), a unit of the Communications
Research and Development Command (COPADCNM) at Fort Monmouth, New Jersey.
Two technoloaies, the LFEP array hv Litton Data Systems of Van Nuys,
California, and the laser scanner by Eiectro Spezial of Bremen, West
Germany, are in competition for a contract as the NATD standard. The
intent of this proaram is to produce a bright, 'eaible screen display of no
less than one square meter area, viewable by a number of oeople under
hattlefield conditions. This will be a briaade-level field commander's
situation display, to be updated in real-time by a tactical-level military
computer.

Specifications are as follows:

2

Report 2, pages 83-86.

34




1024 x 1024 pixels resolution.
2. Size of screen to 4 x 4 meters.

3. Colors red, areen, blue, and yellow.

4. Positional error less than 0.1%.

5. Contra-t ratio agreater than 10:1.

6. Brightr ss of 50 lux on a 3 x 3 meter screen.

7. Picture repetition frequency no less than 30 Hz.

8. High stability under temperature and line voltage variations.
9. Standard interfaces for existing mil-spec computer hardware.

Litton is currently employina a brute-force approach, by mounting two

2.88-inch modules, each containina 409¢ LEDs in 2048 co-located pairs of

million LEDs on a flat panel. The larae screen is made up of 1.44- by
|

red and green. Each module aives 2048 points, arranged in a 32 by 64
|

matrix. Colors available are black (all off), green, red, and yellow (all
on). For a display area of one sauare meter, about 400 modules are used.

The modules are currently being produced by Teledyne and Hughes under

subcontract.

A major oroblem with this design is cost. A single module costs

this design therefore depends on the success of efforts to reduce module

production costs.

|
|
|
i
\
$1,000; a 4- by 4-meter displav would then cost $6,400,000. The success of
i
This system has potentially excellent hardness characteristics and

compactness, both of which are necessary for its application.

The German design effort is notable for its sheer sophistication. The

display is agenerated by a raster scanning laser techniaque, projecting an

image onto the back of a translucent screen. Two lasers are used to

produce four colors: green and blue from an argon laser, red and yellow




from a krypton laser. The beams are deflected in the X and Y planes usina
nitro-benzine KERR cells to chanae the beam polarization. A control
voltage acrocs the KERR cell causes a binary change in the polarization,
cnd deflects the beams in one of two exact angles throuah a birefringent

prism. Ten deflection stages are cascaded toacether for each axis, aiving

10 ’ . ; & :
2" or 1024 discrete beam positions in X and Y. A deflection staage is

diagrammed in fiqure 11.

Functionally, the laser display acts like any standard CRT terminal.
The operator in.eracts with this display throuagh a kevboard and trackball,.
Refresh rate is 30 Hz, with interlace used to reduce fiicker.

A prototype of this system is heing used by the West German Navy.
There are many problems in adantina it to the U.S. Army's needs.
specification is that it must he ahle to travel in a tracked vehicle. This
means that it must he about 28 inches deep. The technological problems of
folding the extremely lona ontical path into this space are formidable, as

well as a sensitivity to vibration and temperature chanaqes.

[TI. Safety Parameter Display System Design Outline

The purpose of this safety system is to provide a dependable 1ink to
vital plant information, especiallv under emergency conditione.
Reliability of the system is optimized by the extreme simplicity of its
desian, the use of hardened components at all critical points, and plans
for maintenance and backup stratcgies. Further increase. 1in reliabililty
are possible through hardware redundancy. Suppose, fc example, that
parallel redundancy is used in the SPDS, or that two complete and

independent system are in effect. Failure rates of all components in a

system are summed to give the failure rate of a stand-alone system, A, The
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Figure 11. Electro Spezial's Laser Deflection Stage.
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reliability of the redundant system over a time span t is then modeled by

the eauation

=it -2t
- e .

R(t) = 22 (1)

J7 a system has an MTBF of 5,000 hours, then its failure rate is 2 x m"

failures/hour. The re,'~* ity of two systems in parallel over a period of

one month (720 hours) is found bv substituting in values,

R(720) = 26-0-148 _ _-0.288 z

= 98%.

The reliabililty of a sinale, non-redundant system over the same time

period would "e

R(t) = ot
-0.144
e 0.1 (3)
= 87%.
The availahility of a simple system is modeled with the equation
MTBF
A = WTBF + WTTR ()

An example is a system with a mean time before failures (MTBF) of 5,000
hours and a mean time to repair (MTTR) of one hour. The availability of

this system would be

5,000 (5)

ASS—J(SE_—T, =
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= 98.98%.

For the two-unit redundant system the availability is calculated with the

model

ram (2 + 2m\) (6)
(° ¢ 2a) +2% °

where 1 is *he failure rate of each unit (1/MTBF), and u is the repair rate
of each unit (V/MTTR). For a redundant system with two units having the

same MTRF and MTTR as in the example above, the availability is

p o (142 x0.0002)
(1 +2 x 0.0002) + (0.0002)° (7)

= 100% .

Complex redundant systems, in which each component module has a unique
failure rate and an appropriate individual level of redundancy, are more
difficult to model, but the basic benefits should be clear from these
examples.

An important effect of machine pairing is the tradeoff between
individual computer reliability and the level of redundancy. A system
consisting of two commercial-quality computers in parallel redundancy has a
calculated reliability of 74% over 720 hours, if each machine has an MTBRF

of 1,000 hours, whereas a sinale hardened computer has a reliability of 87%
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over the same time period. [If the MTTR of the commercial system is 24
hours, then its availability is 99.95%, as opposed to 99.98% for the
single-unit hardened svstem.

A restriction on the SPDS desion is that it must be able to retrofit
into existina plants. For this purpose, all data originating in the
containment buildina are concentrated into a single cable, making it
possible to add dozens of new sensors without having to make more than one
new containment building penetration. The data concentrator medule acts as
an intelligent front-end for the safeiy parameter display, for other safety
equioment, or for existina process computers.

New sensor equipment installed for the safety display is chosen to
operate under extreme ranges, not necessarily having the accuracy and
resolution of the operational sensors.

The basic Safety Parameter Display System (SPDS) consists of two
data-processing nodes, connected by a high-speed link. One, to be located
in or near the containment builina, acts as the data collection and
concentration point. Another processor formats and controls the safety
state display, located in the control room area. This system is shown as a
block diaaram in fiqure 12.

A unique set of safety parameter sensors are connected with
minimum-lenath cables to signal-conditioning amplifiers in the data
concentrator module. The data concentrator is housed in a lead shield, and
all connection: must be made through sealed penetrations. The data are
multiplexed into one channel, and are transmitted to the display processor
over an optical fiber. The fiber passes through a minimum penetration in

the containment wall.

Signals are demultiplexed at the display processor module and
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converted to 2 displayed safety state.

The system is free of extraneous equipment, and it depends upon the
simul taneous operation of as few components as possibie. MNothing is shared
with other equipment; there are no "Y" connections to other experimental or
operational devices. No isolation amplifiers are necessary; all isolation
is nrovided throuah the non-conductive optical fiber. No electromaanetic
interie.ence (EMI) is generated or received by the equipment. Either the
containment building module or the cont ol room area module occupies less
than 12 cubic feet, includ’ng shielding and uninterruptible power
supplies.

Mean time to repair (MTTR) is minimized by the use of plua-in boxes,
each weighing less than 80 pounds. The system uses about 1,000 watts
electrical. In theory, the containment module can be confiqured to
withstand shield temperatures up to 275°c, gamma radiation doses up to 108
Rads(Si), and total immersions in ‘ater.

A1l equipment exceeds anticipated seismic qualifications. Cost of
computer eaquipment, built to the most extreme mil-specs, including two
processors, maximum memory configurations, coni.rol panels, and 1/0 modules,
is approximately $150,000. The cost of sufficient spares to support the
computer 100% is less tnan $90,000.

Scftware can be developed usina the display processor with interfaces
to commercial-quality peripherals, which are not used by the safety
parameter display in operation. Additional software development, or all
software development, can be carried out using on-site or off-site
computers.

Both computers in the system are equipped with built-in test equipment

(BITE) for automatic fault detection, and both have proaram loading
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routines stored in read-only memory (ROM).

Redundancy, if needed, can be introduced by simple duplication of
modules posing risk of failures. The size of the system, in the numbe~ of
signals sampled or in he processina power, is easily chanaed by the
addition or substitution of box-level modules. Identical processors are
purposeful ly-used for data concentrator and display nodes, to reduce the

number of necessary spares.

IV. The Data Processor in a Hazardous Environment

| The Hardened Processor

A processor type suagested for use in the SPDS is the ROLM 16028,
Features of this processor which make it applicable to this program are as
follows:

1. Tnherent radiation hardness. The 16028 is built us’~3
bipolar technoloagy. The processor unit is based on A-bit bipolar
bit-slice devices. Intrinsically hard maanetic core memory is used.
A1l processor support and interface circuitry is transistor-transistor
logic (TTL). With sliaht modification, an unshielded 16028 should be
able to operate with an intearal radiation dose un to 10° rads(51).3

2. Thermal desian .r passive coolina. Heat sinkina qualities
of the 16028 chassis are superior to other machines of this type,
because it was desigqned for use without a forced-air heat exchanger.
Heat dissipation (250 watts typical) is low compared with other
bipolar machines, mainly because of low speed and performanre
characteristics. The chassis of the 1602B processor and its

3Report 3, pages 17-31
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associated 1/0 box will adapt well to a closed shield environment with
cold-plate coolina. The chassis is basically composed of six machined
aluminum plate:, bolted together.

3. Low cost. CZost and performance hav. been weighed carcfully
in the evaluation of mil-spec eauipment for the SPDS. A
high-performance hardened computer coul’ Cost as much as ten times
more than the 1602R, <~ overshootina the perfr-.aace reaquirements
could atrach unattractive costs to the system. The 1602R is a
comparatively popular tactical computer in military applications, is
built in quantity, and probably has the best performance-to-cost ratio
of any machine of this type.

4, Desian flexibility. Options for the 16028 include
temperature tolerance range, huilt-in test eaquipment (BRITE), DC power
supply, custom read-only memory (ROM) proagramming, and special
connector wirina. The ability to order custom interface wirina is a
particular attraction of this machine. Special communications
hardware, such as the fiber optical cable, can be fit in an assembly
line process easily.

The 16028 and its associated software sy..ems are appropriate for

real-time data collection onerations with comparatively l1ight data

processing loads. Processors in this class perform poorly in such tasks as

matrix inversion or fast Fourier transform generation when compared with

faster machines equipp2d with cache memory, writahle control storace, and

parallel matrix processors.

"or this application, such power is not needed. DNata will consist of

30 to 100 conllection points, with probably a five to one mix of analog and

digital sianal types. Machines in this class, includina the ROLM 1602A,
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have beer used for real-time data collection and concentration on this
scale in several DnD-funded racdar applications, including the Waterborne
Intrusion Detection System (WIDS), Lona Range Area Radar for
Intrusion-Detection and Tracking (LARIAT), and the Battlefield
Identification Friend or Foe (BIFF) at the Georaia Tech Engineering
Experiment Station.

For the needs of SPDS, 64K words should be adequate for system and
data storage with marains for expansion, and witout resorting to virtual
disk me:- vy, The 64K words are contained in the processor cabinet, with no
need for outboard hoxes. Sofcware can be develoned with the Realtime Disk
Gperating System (RD0S), with the resulting operational software contained
completely in core, using the Real Time Operating System (RTOS).

A schematic top view of a 16028 processor with the top cover removed
is shown in fiqure 13. The maximum addressable memory is in 16K word
increments with three cards, address, inhibit, and core, comprisina each
memory module. DNedicated slots are reserved for the CPU circuit board, a
ROM board with a non-erasable bootstrap program, and a remote control panel
interface. Seven slots are available for custom applications, and
interfaces located in these positions are wired to aeneral-purpose
connectors on the cahinet face as needed. The !/0 bus can also be
interfaced through one of these connectors, giving 1/0 e«pansion capability
into an outboard cabinet.

A ROLM Model 2150 1/0 chassis pluas directly into the 16028 I/0 bus
with a sinale 55-conductor cable, giving an extension for 15 circuit boards
in a hardened cabinet. The 2150 is passively-cooled, and it has the same
power supply as the 1602B processor. Connector access through the cabinet

face is wired for a specific application.
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A1l electronic assemblies associated with the SPDS should be housed in
such a box. If 48 or fewer analog signals are received, then the data
concentrator can be reduced to two boxes -- the processor and the 1/0 box.
This assumes that no fewer than four conditioning amplifiers can be located
on a sincle circuit board. Proposed 1/0 box configurations are shown in
figure . . Up to 96 sianuls can be received and processed in a three-box
system, but space, power and cooiina reaquirements are all increased.

B. Shielding

The 1602B can be shielded by conventional methods to withstand the
intearal gamma ray burden in a power plant containment buildina, for the
plant lifetime.

Nata concentration equinment to be located in or near the containment
builing occupies a volume 32 inches by 24 inches by B inches. Such a small
volume can be easily covered with a cast metal shield. Lead is suggested
as a shield material, over more exotic metals such as tantalum and
tungsten, hecause it is cheap, easily worked, and it gives the added
advantaoe of excellent vibration dampening qualities. The shield is three
inches thick, giving an estimated gamma attenuation factor of 102. The
weight is about two and one-half tons.

Fiqure 15 is a top view of the floor-mounted shield, cut away to show
the protected equipment. The data collection hardware is arouped in three
modules:

1. Processor Module, containing:

a. 16028 processor
b. 6h4K core memory
c. ROM bootstrap loader

d. Hiah-speed communications interface
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e. Maintenance equipment
¢. 1/0 Module, containing:
a. ANC
b. ADC multiplexer interfaces
c. 16-bit digital 1/0 interfaces
d. Instrumert amplifiers
e. Instrument power suppl!ies

3. Uninterruntible Power Supply (UPS) Modules (primary batteries)

Figure 16 is a cross-sectional view of the data concentrator, showina
the bottom shield and cold-plate. Heat from the computer is conducted to
this plate, where it is radiated or conducted to the buildina floor or
wall, depending upon mounting method. Power and signal cables penetrate
this plate through environmental shieldina junctions. The shield can he
water-proofed with an apnropriate aasket.

An alternate shield is shown in figqure 17. This wall-mounted shield
takes advantiage of the excel!lent cold-plate properties of the containment
wall, The heat path from the computer cabinets to the outside is minimized
with the confiquration. This design also eliminates the need for a
shielded communications cable, as it penetrates the containment wall hehind
the computer shield. ‘

Shield design and the placement of cahle penetration is entirely
dapendent on what is possible in a given containment building. The purpose
of this exercise is to show that all electronics needed for data collection
and transmission can be protected in severe conditions under a sinaie
shield. The shielded device is small enouah to be retrofitted into a
fairly crowded buildina.

€. Cooling System
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Standard operating temperature range of the 1602B is 0% to 65°C at
the case. The storage temperature range (cabinet) is -55%C to 105°%. The
processor and 1/0 box may be ordered with an optional extreme temperature
range of -55%C to 95°C at the case.

The 1602B can be cooled by sinkina the heat it aenerates through its
floor plate. This eliminates any need for circulating air in the shield,
and it permits the shield to be sealed. The floor plate in the 16028
cabinet is machined from a one-inch slab of aluminum, and it is an
excellent heat path.

The electronic equipment in the shield can be cooled under worst-case
circumstances (171°¢, followina a LOCA) using conventional methods, such as
forced air over radiating fins or chilled water pumped through channels in
the cold plate. However, these methods are highly mechanical, and depend
upon continuous functionina of fan motors or pumps and sealed fluid system.
The reliability and availability of the cooling system can be improved by
usina thermoelectric heat pump modules instead of mechanical systems.

The thermoelectric heat pump is a solid state, semiconductor device.
When DC power is anplied to the device, heat is ahsorbed on one side and
rejecced on the other. Figure 18 is a cross-sectional view of a typical
thermoelectric coolina element.

Therm~electric cooling modules have long been used for specialized
military electronic cooling applications, where reliability and bulk are
primary considerations. These devices are also used for special cooling
problems in satellites and deep space probes.

The heat pump module thus consists of a 3/8-inch aluminum slab with
depressions milled in the top surface to hold thermoelectric modules.

Slots are milled for the electrical wires, which are bussed together at a
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quick-release mil-connector for power input. Handles are provided for easy
manipulation. The heat pumo fits into a shallow depression .n the cold
plate, and is holted down for optimum contact. The computer boxes are in
direct contact with the cold junctions on the top surface of the heat pump,
and snap locks press the cabinets against the cooling modules Thermal
conducting grease is used in the cabinet-heat pump and heat pump-heat sink
interfaces.

High performance heat nump modules needed for this anplication are
built by Bovra-Warner Thermoelectrics, Chicaago, I1linois. Althouah
semiconductor devices usually perform best at roor temnerature, Rora-Warner
has modified the materials and the assemblv solders to produce a series of
hiagh temperature modules. Heat oump modules are made to operate at hot-leq
temperatures up to 275°C. The coolina load capacity and induced
temperature drop across the device are actually better at higher
temperatures than they are at room temneratures. The cooling capacity at
200%C is twice the value 7t 27°C (hot-leq temnerature).

Thermoelectrics are the most reliable of all semiconductor devices.
With ten years of operating experience, MTH, ;5 between 91,400 and 300,000
hours are reported from the field. Failure is most often defined as a loss
of a few degrees in coolina over a long time period. Catastrophic failures
are rare. The predominant failure mode is an open circuit caused by a
solder bond error on the hot-leqg side (Kirkendall Effect).

Thermoelectric devices have shown no measurahle rzdiation
sensitivity.’

D. Uninterruptible Power Sunplv

4Reoort 3, pages 42-5..
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Power outage is a failure mode for the SPDS that can be reduced
effectively with a simple battery backup. Standard power-fail detection
circuitry in the 16028 is used in the UPS desion.

From this study and other experiences it is concluded that, for a
system as small as the SPDS data concentrator, battery backup is the most
erficient uninterruntible power supoly.

The 16028 power supply aenerates sianals POWFR FAIL, MEM 0K, and +5
DK. Any primary power failure sets the PNWER FAIL flag, causinag an
interrupt to be requested, on the highest oriority. In servicing this
interrupt, the real-time system will load a bit into the 16-bit output
register in the 1/0 cabinet. This sianal, which is accessible through an
1/0 cable connector in the cabinet face, is used to close a relay in the
UPS module, which switches the primary power from line to ba*teries. There
is sufficient canacity in the computer power supply to maintain complete
operation during this transfer.

The processor and 1/0 boxes are supplied with the optional 28-volt OC
power <upplies. This eliminates the need for power inversion for battery
operation; the equipment operates directly from the battery pack during a
power outage. Normal power is supplied by an outbhoard
transformer/rectifier pack, oiving 22 volts at about 18 amps. A similar
outboard power supply, eauipped with voltage ard current limits, services
the heat pump module.

The battery hackup circuitry is greatly simplified if long shelf-life
primary cells are used, instead of recharaable batteries. Generally,
rechargable batteries cannot withstand the emergency temperatures
anticipated for the shielded equipment, due to electrolyte evaporation, and

the switchover device reauirement is more complex. For the sake of

56



simplicity and efficiency, lithium primary cells are considered for the
SPNS battery backup.

There are six types of lithium cells currently made. The type
considered here is the lithium sulphur dioxide process, manufactured by
Power Conversion, Inc., Mt. Vernoa, New York. General specifications of
the Eternacell 660-5AS are listed in table ©. Temperature tolerance limits
of these batteries exceed those of the 16028 equipment. At 117°% a safety
vent opens, relieving 500 psi on the electrolyte.

Ten cells, occupyina 117.4 cubic inches, supply 26 ampere hours at a
10-hour rate. The UPS module is approximately 23 inches by 8 inches by §
inches, large enouah to contain 50 lithium cells, plus the transfer relay.
This aqives 130 amnere hours, or over seven hours at a drain of 18 amperes.
There arr 2.8 volts per cell, and there are five parallel banks of ten
series ceils each, The 50 cells weigh about 31 pounds.5

E. Optical Fiber Nata Linking

Glass fibers can he used as ontical wavegquides for inter-computer
communications at higher data rates and lonaer distances than are available
with conventional coaxial cables. 0One channel of a full-duplex optical
data link is shown schematically in figure 19. Data to be transmitted is
sorted, formattzA, and converted to serial form by the proces;or. This
signal drives a pulsed 1ight emitter through a current driver amplifier.
Power transmitted is on the order of microwatts. A strand or a bundie of
alass fibers is optically coupled to the light source. Lenath of the fiber
can be up to a mile. In the receiver the fiber is coupled to a photo-diode
light detector. A two-staae amplifier cond'tions this signal for

5Reoort ', pages 55-62.
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Model Number

Capacity A.H.

Rated Load uA

Weight , Ounces

Diameter, Inches

Height, Inches

Volume, Cubic Inches
Safety Vent Temperature
Maximum Internal Pressure

Electrochemical Reactions

Eternacell 660-5AS
30.0

1,250

9.87

1.64

5.56

11.74

240°%F

450 psi

Anode: 2Li—2Li’ + 2¢”
Cathode: 2502 + 2e 5204

Table 8. Lithium Battery Characteristics.

58



65

POST AMPL  FIER

CURRENT DRIvER

SERIAL DIGITAL —
IN

LIGHT EMMITER

(MILLIVOLTS)
PREAMPLIFIER SERI“&?"‘”‘"
OPTICAL WAVE GUIDE
27 T )-1-7 &N LIGHT DETECTOR
(MICROWATTS) /
CONNECTOR

Figure 19. Optical Fiber Communications System



conversion back to parallel data in the receiving computer.

The fiber optics industry is currently devoid of standards, so
specifications are difficult to quote. Transmitter switching power is
typically 200 uw, with rise and fall times under 5 nsec. Light wavelength
is in the 760 - 910 nm range. Liaht fiber diameter varies widely, but 8
mils is typical. Achievable data transmission error rates are under 10'8
errors per bit usina available ccmponents. Error correcting codes ca.

reduce the error rate to 10'15

errors per bit.

Sperry Univac is developina a fiber-optic based Common Weapon Control
System (CWCS) for use with the Ground Launch Cruise Missile (GLCM) under
contract to McDonnell Douglas. A standardized fiber 1ink will be used for
serial computer 1/0 channels, digitized vuice, and multiplexed digital
discrete sianals. This is the first fully militarized and
radiation-hardened fiber optics system. The computers used in this system
are the ROLM AN/UYK-19(1666).

The Sperry Univac full-duplex transceiver module is about 3.5 inches
by 1.0 inches by 0.5 inches. The unit is small enough to fit in the 1/0
module section of the 16028 processor cabinet, therefore eliminating the
need for a separate ATR chassis. O0Only one channel is necessary for data
comunications, with a second channel for remote processor control and data
channel backup. Two transceiver assemblies wil11 easily fit on a ROLM
custom circuit board, which is 6.60 inches by 9.60 inches, with a variable
thickness, depending on the position of adjacent circuit hoards.

Nptical fibers are not inherently radiation tolerant. Glass materials
have been known to darken under radiation exposure since 1899. In fiber

communications systems such darkening causes severe attenuation, with an

increased error rate and eventual loss of signals. A great deal of work
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has been sponsored by the DoD for the purpose of rad-hardening optical
fiber system components, with the goal of consistent manufacturing methods
to meet the ground-launched cruise missile radiation tolerance
specifications.

It is concluded that fiber optical systems are usable in reactor
containment envircnments only when they are qiven shield protection similar
to that needed by computer components. Fiber optics may never be used for
reactor instrument cables, hecause of the need for heavy lead cable
shieldina, and the near-impossible task of shieldina the
digitizer/transmitter in c'ose proximity to the reactor vessel.

A wall-mounted dzta concentrator module shield provides complete
shieldina for the ootical cable, but this means that the module must be
locsted directly over the penetration. A short, lead-shielded cable run
6

may be necessary.

F. The Display Processor

The display processor is a set of minimal computer equipment used for
man-machine communications and control of the SPDS. It consists of a ROLM
L602R processor with the maximum memory complement, a communications 1ink
to the data concentrator, at least one alphanumeric/araphics display
device, and a communications link to other computer equipment in the plant.
The operating system is completely core resident, # d depends on no
rotating memories or external storage devices. This equipment has the same
hardness characteristics as the in-shield equipment.

The data processor and display equipment require no periodic
maintenance, and will survive any seismic shock or high ambient temperature

SRepor. 3, pages 63-81.
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conditions.

A minimum set of equipment is shown in figure 20. The set consists of
the 16028, two militarized plasmascooes, and a keyboard. The processor is
equipped with a full control panel, which acts as a dedicated data
analyzer, and is very useful for trouble shooting. Three views of the
16028 control panel are shown in figure 21. DATA and MEMORY ADDRESS are

displayed as octal numbers usina seven-seament LED readout devices.

V. Maintenance Procedures

Hiagh-speed maintenance techniaues have been developed in industries
which use mil-spec computers for process control. Instead of relying on
one-to-one redundancy in the computer operations, complete box-level spares
are most often kept in reserve. A processor failure can be reduced in a
matter of minutes simply by disconnecting the front-mounted cables,
loosening the two tie-downs at the front of the box, and replacing the
failed module with a spare.

The use of built-in diagnostic software is common to most
environmentally hardened computers. In the ROLM 16028 the tests are stored
in a microcode ROM. The ROM consists of 300 microlocations, of 52 hits per
location. Applyina power to the processor automatically initiates the
tests. If the tests detect no errors, then a areen LED is 1it on the
cabinet face, and program execution is started. If an error is detected,
then the number of the failing subtest is placed in accumulator AC3. This
number can be associated with a specific area on a snecific printed circuit
Board, and fault isolation can be au‘omated usina this feature. Confidence
level is 90%. Tests can run even if all primary memory has failed,

Remote tests can be automatically initiated on inaccessible processors

62



e o ol PLASMASCOPES

g

PROCESSOR ///,/,/,///,//, <

b crPu
ROM
CONTROL PANEL INTERFACE
64K WORDS CORE
COMMUNICATIONS INTERFACE

16 BIT PARALLEL INTERFACE

INTERACTIVE KEYBOARD

Figure 20. Display Processor Configuration



[3ueg [043u05 [z 34nbiy

Y |

)

muaaa s8¢0 @

S0PeNAO0N00000000

64



using the programmed initiation feature of the built-in test equipment
(BITE). An additional remote diagnostic tool for the ROLM equipment is the
Model 5623 1/0 Tester Module. This is a circuit board that fits in any
slot in the I/0 cabinet. It is addressable as an 1/0 device, and it
generates simulated signals on command for testina the 1/0 bus.

Under proaram control, this device can test the motherboard for breaks
or shorts, and it can test all [/0 devices for failed bus transmitters or
receivers.

The majority of faults occurrina in either processor in the SPDS can
therefore be automatically detected and traced using inherent features of
the 16028.

Failed computer components can be replaced with spares on three
levels: the box, the circuit board, and the integrated circuits.

1. Box Level.

A failure in the data concentrator is detected at the display
nrocessor and is isolated at least to the box level. The faulty
svstem component can be swapped out quickly in the following steps:

a. Lift off the shield with the containmenrt buildina
crane.
5. Remove all connectors from the cabinet face.

One-quarter anti-clockwise turn will unlock each connector.

¢c. Disconnect the two latches holding the cabinet to the
cold plate, and remove the cabinet,

d. Slide the replacement cabinet into place acainst two
guide pins at the back of the cabinet, and tighten the hold-down
latches.

e, Peplace all connectors. Manual force is reauired;
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one-quarter clockwise turns lock each connector. Connectors can
oe color-coded to their sockets.

f. Lower the shield and disconnect the crane. These
procedures are diaarammed in fiaure 22.

2. Circuit Board Level.

Once removed from the system, a processor fault can be traced on
the circuit board level. Circuit board removal requires the following
steps:

a. Unlock 14 captive fasteners on the top cover, and
remove it. Phillips screw driver is required.

b. Loosen two holts in the side walls of the cabinet at
the left an1 'ight edaes of the circuit board. This relieves the
vise pressure holding the circuit thermal frame against the
cabinet walls. An allen wrench is reauired.

¢c. Connect the board removal tool into two holes on the
top of the circuit board, and saueeze the handle. The circuit
board breaks free of the two floor connectors and slides out the
top of the cabinet.

This procedure is diagrammed in fiqure 23.

3. Integraied Circuit Level.

Mil-spec circuit boards are unusually difficult to work on
because of the 12- to l4-layer board construction and the conformal
plastic coating. An integrated circuit is removed with the following
steps:

a. Remove ten small screws ho .ing the "cookie sheet"
stiffeners. Each screw has two washers and a nut.

b. Remove the conformal coating with solvent or with
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localized scraping.
c. Unsolder the integrated circuit, using a combination

vacuum solcering iron and solder wick.

VI. Equipment Costs

A11 computer hardware, except custom-built pieces, can be priced using
tne current ROL'‘ Oomestic Hardware Price List. Components that are
specific to this application are priced in table 9. Hardware bought by
aocvernment ager- ‘es on the GSA schedule is subject to a 10.5% discount.
Small auantity orders, such as 12 memory modules, are discounted 5%.
Figures quoted are 1ist price.

A three-p-~~essor system (two installed plus a spare) costs
approximately $240,000. This includes 64K word memories, extreme
temperature range options, 1/0 cabinets, special connector wiring, DC power

supplie , and BITE.

VII. Conclusions

An operational SPDS can be assembled in less than a year, to test the
feasibility of using environmentally hardened equipment for optimum
reliability in hazardous and non-hazardous environments, and to form a
nucleus of hardware and software systems for a laraer, unified safety
system, Similar design methods can be used to gradually assemble a
Techn,-al Support Center, a Nuclear Network, and a new generation control
room.

Delivery time for ROLM computers with custom wiring is conservatively
120 days. The logical structure and human engineering factors of the SPDS

can be tested without special shielding and cooling. The advanced fiber
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1635

1642

2011

2150

3540
3562
3564
3656

3662
3800
5623
PD3500
PDA300

*Interstate Electronics Alpha/Graphic Display rr-oducts Domestic

Option Description
Processor
03 Extreme Temperature Range
08 Custom Loader PROM
11 Special Connector Wiring
15 BITE/Floating Point Arithmetic
16 Single Cable [/0 Bus Wiring Out
21 DC Input Power
Control Panel
10 Remote Connection
30 RETMA Rack Mount-Remote
Control Panel Interface
07 Reader/Terminal Connector Wiring
Core Memory - 16K Words
03 Extreme Temperature Range
1/0 Chassis
03 Extreme Temperature Range
11 Special Connector Wiring
21 DC Input Power
Parallel 1/0 Buffer (16-Bit)
1/0 Bus Terminator
Data Channel Controller
Analog-to-Digital Converter
06 Differential 16-Channel Analog Mux
09 Sample and Hold Amplifier

Table 9.

Differential Analog Mux Slave Module

Designer's Matrix Board
1/0 Tester Module
Plasmascope Terminal

Plasmascope Display Head

7

Prices of Available Equipment.

List Price

$17,250
2,000

1,000
18,220*
11,330*

Price List




optical communications Yink can be added after the systen is proven usina
standard coaxia® cables.

The reauirements for this nuclear nlant safety system are not unlike
the reliability, data rate, and sensor load specifications for military
radar projects that have successfully employed the ROLM 1602R., Ry using
this well-developed, proven technology, many questions as to whether the

safety equipment can survive nuclear plant accidents are dispelled.
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