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FACILITY CHARACTERIZATION

In-House Activities

Vital Area Analyses

The vital area analyses of operating reactor facilities, which are
being performed jointly with LANSL for thz2 NRC Office of Nuclear
Material Safety and Safeguards (NRC/NMSS), continved as tne majnr acti=-
vity during this qguarter. 2nalyses for two boiling water reactors
(BWRs) and two pressurized water reactors (PWRs) have ocean coupleted.

In addition, changes were received and analyses rerun for =2ight BWRs and

five PWRs.

A paper entitled, "A Boolean Approach to Common Cause Analysis,®
was presented by R. B. Worrell and D. W, Stack, Org. 4414, at the 1950
Annuval Reliability and Maintainability Symposium, which was held in San

Francisco, California, on 22 to 24 January 1980.

Rank Ordering Vital Areas

Work continued this quarter on the developnent of vital area rank=-
ing techniques. Existing computer codes were extended by the addition
of subroutines to calculate approximations to the inmportance measures.
This extension allows the ranking program to work with extremely large
fault trees while using only small amounts of computer time. An algo~-
rithm to aid in furthe: modularization is being developed.

A briefing on importance measures for ranking vital areas was given
to staff members from the NRC Office of Regulatory Research (RES) and

NRC/NMSS. DLiscussions covered the concepts of vital area ranking, vasic
research problems, and the application of vital area ranking techniques

using existing software.

Several new approximation methods applicable to the vita: area
ranking techniques were examined during the past cuarter. This study
was prompted by the fact that existing literature on this subject relies
upon rare events to justify tne approximations. This ‘s often not the
case in safequards applications; therefore, « new a' - imation tech-

nigue is reqguired.
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Contractual Support

Generic Sabotage Fault Tree Development

During this quarter, SAIl continued to provide assistance 1a the
expansion and revision of the GSFTs developed by SNLA. These revisions
are being made in order to improve the utility of the trees and to
reduce analyst time required for their application. The revised trees
developed in this task will be logically equivalent to thne oaes cur-
rently in use but will be structured to enhance applicability.

Three nmembers of the SAI staff visited Sandia on 17 and 13 January
to discuss and review the current status of this work, The discussion
included

l. Extension of the generic trees %o include thne capavility of

risk and safety assessment,

2. Review of the revised PWR and I'WR treetops,

3. Changes to the loss-of-coolant accident (LOCA) and transient
sabotage fault trees, and

4, Review of the forms for the component fault tree juestionnaires
and analyst's instructions.

Staff members from Sandia visited SAL in La Jolla, California, on

21 and 22 February to discuss and review the current status of the GSFT

work.
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COMPONENT FUNCTIONAL PERFORMANCE CHARACTERIZATION

Contractual Support

Guard Response Tactics for Engagement Experiments

MGl is currently working on the development of tactical response
procedures for use by participants ir the MILES experiments. Since the
facilities used for these experiments resemble fuel-cycle facilities,
the generic response procedures that are developed may be appropriated
for operational fuel-cycle facilities. In addition, a numbder of site-
specific tactics and procedures are providel to assist in the formula-
tion of a technigue for categorizing facilities. This catecorization
should serve as an aid to the analyst in determining adequate guard
tactics and procedures to counter potential adversary attacks on a
site-specific basis. However, it is felt that an in-depth study of each
site will be necessary to define the appropriate tactics for eacn facil-
ity. Recommendations for implementation of the tactics will be pre-
sented in a final report.

Five hypothetical adversary attack scenarios and tneir interaction
with a set of hypothetical facilities have been described. First, simu-
lations of the adversary scenarios are run for hypothetical facilities
which employ incorrect guard procedures and which, in all lixkelihood,
would result in adversary success. These scenarios are followed by an
analysis which explains the adequate guard procedures for countering the

adversary attack scenarios.

MGI is also developing a technigue for categorizing nuclear fuel-
cycle facilities in terms of site-specific tactics and procedures. This
technique should be useful in determining a particular facility's
ability to counter adversary attack scenarios. Simulation of specific
scenarios against a facility will allow an analyst to determine whether
or not the security system at the facility has established tactics or
procedures capable of countering the specific threat defined in the
scenarios and, if it has not, which tactics or procedures should be
added to the security system to provide the necessary safeguards.
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