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DESIGN GUIDANCE AND EVALUATION METHODOLOGY
FOR FIXED-SITE PHYSICAL PROTECTION SYSTEMS

Volume II: Component Selection Matrices
and Effectiveness Test Questionnaires

1. INTRODUCTION

This volume contains a set of nine component selection matrices
grouped according to generic physical protection system tasks. These
matrices were developed to provide licensees with a feasible set of
options for performing the function addressed in a particular component
selection matrix. A set of 97 component effectiveness test question-
naires designed to aid the licensee and the Nuclear Regulatory
Commission (NRC) in measuring the performance of components which com-

prise the licensee's physical protection system is also included in this

volume. These two design guidance products are discussed in detail in
Volume I, Chapter 2.

A second set of effectiveness test questionnaires, which is pro-
vided in this volume, consists of a sampling of system gquestionnaires.
Development of these questionnaires was not within the scope of the
original program; however, as the evaluation methodology evolved, the
need to address the interactions among the more complex elements of a
physical protection system became apparent. Hence, these system ques-
tionnaires are discussed in Volume I, Chapter 3, and are also included
in this volume.

1-1,2



2, COMPONENT SELECTTON MATRICES

This section contains nine component selection matrices grouped
according to generic physical protection system tasks. These matrices
are designed to provide licensees with a feasible set of options for
performing the low-level system tests required to perform the generic
task addressed in a particular component selection matrix. In order to
display these options, each matrix has a listing of performance charac-
teristics inherent to the matrix task on the vertical axis and a listing
of components (equipment, design features, and procedures) which the NRC
staff considers as possible candidates for performing the gen._ric task
on the horizontal axis. The dots shown on each component selection
matrix indicate the components that are potentially useful in achieving
a particular performance characteristic.



Intrusion Sensing
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Access Controls

ACCESS CONTROLS /EQUIPMENT AND/OR DESIGN FEATURE PROCEDURE S

PERFORMANCE CHARACTERISTICS
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Communication

COMMUNICATION EQUIPMENT AND/OR DESIGN FEATURES PROCEDURES
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Alarm Reporting and Assessment

EQUIPMENT AND/OR DESIGN FEATURES

ALARM REPORTING AND ASSESSMENT
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Guard Force Response

GUARD FORCE RESPONSE
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SNM Removal Controls
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Controls for Placement and Movement of SNM

CONTROLS FOR PLACEMENT/MOVEMENT OF SNM
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Controls for Activities and Conditions (Normai)

CONTROLS FOR ACTIVITIES/CONDITIQNS 7 TQUIPMENT AND/OR DESIGN FEATURES J PROCEDURES
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Controls for Activities and Conditions (Emergency)

CONTROLS FOR ACTIVITIZS/CONDITIONS
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3. EFFECTIVENESS TEST QUESTIONNAIRES

This section includes two sets of effectiveness test question-
naires. The first set consists of 97 questionnaires for components
(equipment , design features, and procedures) which the NRC staff con-
siders suitable for inclusion in a physical protection system. The
second set consists of a sampling of system questionnaires required to
address the interactions among the more complex elements of a physical
protection system.

Component Effectiveness Test Questionnaires

The questionnaires included in this section are provided as a
design aid for licensees, as well as an evaluation aid for the NRC in
different stages of the regulatory process. The questions provided in
these questionnaires indicate the type of detailed design information
considered by the NRC in its licensing and inspection processes. Equip-
ment performance, as reflected by these questionnaires, encompasses such
factors as environmental and site conditions, installation, operation,
maintenance, reliability, and vulnerability. Procedure performance is
based on such factors as general performance, site-specific applicabil-
ity, training and proficiency levels, reliability, and vulnerability. A
table of contents for the 97 component questionnaires is provided on the
following pages.

System Effectiveness Test Questionnaires

The questionnaires included in this section comprise a limited
sample of the effectiveness test questionnaires required to address the
functional and/or dynamic interactions of the more complex elements of a
physical protection system. The questions provided in these question-
naires indicate factors to be considered in combining components to per-
form a low-level subsystem task. They also indicate the type of infor-
mation necessary to evaluate system function effectiveness.

3=1,2
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ADMITTANCE AUTHORIZATION
ITERIA H

EFFECTIVENESS TEST

FUNCTION

The function of this procedure will be to establish criteria, i.e.,
standards, to be employed in granting admittance authorization to per-
sonnel and vehicles, and admittance authorization for introduction of
non-nuclear material, into the PA, MAAs, and VAs, and to develop
schedules of permissible admittance times.

DEVELOPMENT CRITERIA

Personnel

1. How will criteria be develcped for granting admittance authoriza-
tion to personnel?

2. How will admittance schedules be established?

Vehicles

3. How will criteria be developed for granting admittance authoriza-
tion to vehicles?

4, How will admittance schedules be established?

Material

5. How will criteria be developed for granting authorization for
introduction of materials?

3=5



3-6

ADMITTANCE AUTHORIZATION
CRITERIA AND SCHEDULES

ANSWERS

DEVELOPMENT CRITERIA

Personnel

b.

Criteria for admittance authorization to personnel will be
developed on the basis of a detailed analysis of the facility's
operational and support requirements.

Criteria will be established based only on the critical areas
to which admittance is required, not on the basis of the tasks
to be performed.

No established criteria will exist; therefore, authorization
will be granted on a case-by-case basis as admittance authori-
zation is requested.

Schedules will be established by defining a time "window" for
each person authorized access to a critical area.

Schedules will be established on a very general basis and for
support personnel and visitors only.

No established schedules will exist.

Vehicles

a.

a.

Criteria for admittance authorization to vehicles will be
developed on the basis of a detailed analysis of the facility's
operational and support requirements, or vehicles will not be
authorized.

Criteri» will be established based only on the critical area to
which admittance of the vehicle is requested, i.e., vehicles
are allowed only into the PA, not into MAAs or VAs, and on
personnel authorized to operate the particular vehicle.

No established criteria will exist; therefore, authorization
will be granted on a case-by-case basis as admittance autho-
rization is requested.

Schedules will be established by defining a time "window" for
each vehicle to be authorized admittance and for identifying
personnel who will be authorized to operate the particular
vehicle, or vehicles will not be authorized.

Schedules will be established as in a., but will not include
assignment of specific personnel to specific vehicles.

No established schedules will exist.

Material

Criteria for authorized introduction of material will be based
upon a detailed analysis of the facility's requirements and
will include an analysis of safeguards considerations; e.g., if
a particuiar type of material will be needed in a critical
area, but could also he used for sabotage, the material will be
kept inside the area instead of being brought in every time i:
18 needed.



ADMITTANCE AUTHORIZATION
CRITERIA AND SCHEDULES

Criteria for authorized introduction of material will be based
on a cursory analysis of the facility's requirements.

No established criteria will exist other than disallowing
weapons and explosives in critical areas.

3-7,8



ADMITTANCE AUTHORIZATION/
VERIFICATION

EFFECTIVENESS TEST

FUNCTION

The function of this procedure will be to provide a means for authoriz-
ing the admittance of personnel and vehicles and the introduction of
non-nuclear material into the facility and verifying admittance authori-

zation.
CONDITIONS
1. What level of performance is expectea from the procedure for devel-

oping criteria and schedules used in granting admittance authoriza-
tion? (To aid performance estimation, refer to the guestionnaire
on authorization criteria and schedules.)

How often will admittance authorization papers be reviewed and
updated?

What precautions will be taken to minimize the possibility of
authorization papers being altered or introduced by unauthorized
personnel?

Personnel Admittance

10.
11.

Employee Admittance

How will admittance authorization be originat<4?

Will security checks for employees who will have access to SNM and
vital components be more comprehensive than for other employees?

Wwhat type of information will be included in employee admittance
authorization?

what will be the primary procedure for verifying identification and
admittance authorization?

what level of performance is expected from the procedure for veri-
fying identification and admittance authorization? (To aid per-
formance estimation, refer to the questionnaire on the procedure to

be used.)

Visitor Admittance

How will admittance authorization for visitors be originated?
what type of information will be included in visitor authorization?

what procedure will be used to verify the visitor's admittance
authorization?
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ADMITTANCE AUTHORIZATION/
VERIFICATION

Vehicle Admittance

12. How will admittance authorization for vehicles be originatsd?

13. What type of information will be included in the vehicle admittance
authorization?

14. wWhat procedure will be used to verify vehicle admittance authoriza-
tion?

Material Admittez. ce

15. How will material purchase orders and admittance authorization be
originated?

16. Will all materiai shipments into the facility be cleared through a
central material receiving point?

17. wWhat procedure will be used for verifying admittance authorization
for material shipments?



ADMITTANCE AUTHORIZATION/
ION

ANSWERS

CONDITIONS
0.8 to 1.0.
0.6 to 0.8.
0.4 to 0.6.

Less than 0.4.

At least once per year.
Once every 2 to 3 years.
Less often than every 3 years.

Authorization will be stored in a safe and will always be hand
carried from one location to another.

Authorization will be stored in a locked file cabinet and will
always be hand carried from one location to another, or it will
be stored in a safe, but the facility mail channels will be
used for transfer from one location to another.

No precautions will be taken.

Personnel Admittance

Employee Admittance

4. a.

b.

b.

b.
C.

b.
c.
d.

bl
d.

Admittance authorization will originate with the facility's
personnel department supervisor and will be routed through the
employee's work supervisor for approval.

Authorization will originate with the employee's work super-
visor and will be routed through the personnel department for
approval.

Authorization will originate with the facility's personnel
department.

Yes.
No.

Photograph, physical description, positive personnel identi-
fiers (fingerprints, voiceprints, etc.), area(s) to which
employee is authorized admission, and time during which autho-
rization is in effect.

Same as a. except time during which authorization is in effect.
Same as b. except either photograph or physical description.

Positive Personnel! ID.

Coded credential system.
Personnel 1D numbers/passwords.
Photo ID badges.

0:8 to 1.0,
0.6 to 0.8.
g.4 ¢to 0.6,
Less than 0.4.
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ADMITTANCE AUTHORIZATION/
VERTFICATION

Visitor Admittance

9. a.

b.

10, a.

| G P

Vehicle

Authorization will originate within the security organization
at the request of the visitor's supervisor and be routed
through the supervisor of the area to be visited.
Authorization will originate within the security organization
at the request of the visitor or the internal contact at the
facility to be visited.

Authorization will originate with the internal contact or the
visitor, and be routed through the organization to be visited.

Photograph, physical description, area(s) to which admittance
is authorized, duration of authorization, and identification of
internal contact.

Same as a. except duration of authorization or identification
of internal contact.

Same as b. except either photograph or physical description.

Before the request for authorization is granted, a call will be
placed to the visitor's security organization for verification.
When the visitor arrives, he will be asked to provide a photo
ID, e.g., a driver's license, and the schedule for visitors
expected at the facility will be checked.

When the visitor arrives, he will be asked to provide a photo
ID, and the schedule for visitors expected at the facility will
be checked.

When the visitor arrives, he will be asked to provide some form
of identification, and the internal contact will be notified.

Admittance

32 - A

13. 8.

14, a.

Authorization will originate with the security organization at
the request of the work area supervisor, or vehicles will not

be authorized.

Authorization will originate with the security organization at
the request of the vehicle operator.

Authorization will originate with the work area supervisor.

Vehicle year, make, and model; license plate number; operator's
identification; area to which vehicle is authorized admission;
and duration of authorization, or vehicles will not be autho-
rized.

Same as a. except duration of authorization.

Same as a. except operator's identification.

The vehicle description, license plate number, and the opera-
tor's ID will be checked against an approved list and schedule
of authorized vehicles and operators to be admitted at that
entry control point, or vehicles will not be authorized.

The vehicle description and the operator's ID will be checked
against an approved list of authorized vehicles and operators
to be admitted.

Only the operator's ID and admittance authorization will be
<necked.



ADMITTANCE AUTHORIZATION/
VERIFICATION

Material Admittance

5. a. Authorization will originate with the material procurement
organization at the request of the work area supervisor, sub-
ject to approval by the security organization.

b. Authorization will originate with the work area supervisor,
subject to approve. by the material procurement organization.
¢. Authorization will originate with the work area supervisor.

l16. a. Yes.
b. No.

17. a. The material shipment will be checked against an approved list
of authorized material shipments expected at the facility. The
shipping and receiving organizations and shipment description
will also be checked against the order forms on file.

b. The shipment will be checked against an approved list of au-
thorized material shipments expected at the facility.

¢. The shipment will be forwarded to the receiving organization
without verifying authorization.
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AIR AND UTILITY INLET
BARRIERS

EFFECTIVENESS TEST

FUNCTION

The function of the air and utility inlet barrier will be to delay the
adversary in order to aid detection, assesswent, and response.

CONDITIONS

Performance Conditions

1. At what height will the inlet barrier terminate?
2. Will the passage be smaller than man-sized?

3. If the air and/or utility passage is large enough for human pas-
sage, what type barrier(s) will be employed to delay penetration?

4. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the barrier enhancements of the air
and/or utility passages? (See Barrier Technology Handbook and
other references.)
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AIR AND UTILITY INLET
BARRIERS

ANSWERS

CONDITIONS

Performance Conditicns

1.

"
.

a.
b.
c.

al
b.

a.
b-

Co
d'

At least 10 feet above ground.
At ceiling level.
At ground level.

Yes.
No.

Greater than or equal to 3/4-inch-diameter bars less than or
eqgual to 6 inches on centers.

Less than 3/4-inch bars or greater than 6 inches on centers.
Barbed tape.

None.




ANNUNCIATION SYSTEMS--COMPUTER-
i NDIVIDUAL
ALARM ANNUNCIATION, MULTIPLEX

' LAR A

EFFECTIVENESS TEST

FUNCTION

The function of the annunciation system will be to alert security per-
sonnel to alarm activation,

CONDITIONS

Performance Conditions

Installation

1. Where will peripheral equipment such as computers and communica-
tions electronics be located?

Operation

2. How much console space will be occupied by primary controls and
displays that reguire observation or action several times per
shift?

3. Where will the primary control and display area be situated with
respect to the operator?

4. Where will all primary controls be located with respect to their
accessability to the operator?

5. How will the operator's attention be directed to the annunciators?

6. Will security annunciators be monitored by the same operator who
monitors other annunciators?

7. Will the status of sensors (secure/access/alarm/tamper) within a
security zone be available to the operator?

8. How will the importance or priority of an alarm be determined?

9. When an alarm occurs, to what extent will the sensor's location be
available to the operator?

10. what additional information will be available to the operator if an
alarm occurs?

11. To what extent will the annunciation system indicate multiple
concurrent alarms?

12. How will significant events be recorded?
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ANNUNCIATION SYSTEMS--COMPUTER-
ASSISTED ANNUNCIATION, INDIVIDU

AL
ALARM ANNUNCIATION u"'n‘u"t."‘"!._"rxp EX

ALARM ANNUNCIATION I

Reliability

13, How frequently will the system be checked for proper operation?

14. Wwhat provisions will be made to maintain operational capabilities
when critical elements, i.e., CPU, CRT, audio and visual devices,
etc., fail?

15. If the system is equipped with self-test capability, what will be
the test frequency?

Vulnerabilities

16. What technigues wil! be used to deter unauthorized modification of

programs or data?



ANNUNCIATION SYSTEMS--COMPUTER-
ASSISTED ANNUNCIATION, INDIVIDU

AL
ALARM _ANNUNCIATION, MULTIPLEX
ALAZM ANNUNCIATION

ANSWERS
CONDITIONS

Performance Conditions

Installation
1. a. In a separate access-controlled room.
b. 1In the same room but away from primary display and control
area.
c. In the same console area as the primary displays and controls.
Operation
2. a. Less than 250 square inches.
b. 250 to 700 square inches.
c. 700 to 1700 square inches.
d. More than 1700 square inches.
3. a. Approximately perpendicular to a seated operator's line of
sight.
b. In a vertical plane.
¢. In a horizontal plane.
4. a. Completely within convenient reach of the operator.
b. Partially within the operator's reach.
c. Not within reach from the operator's normal location and will
require the operator to move from his location.
5. a. By an audible sianal which varies depending on type of alarm
plus visual indicators.
b. By an unchanging audible signal plus visual indicators.
¢. By visual indicators only.
6. a. No.
b. Yes.
7. a. The status of each sensor will be available.
b. The most significant status within a group of sensors will be
available.
¢. The most significant status within the security zone will be
indicated.
d. Only the occurrence of an alarm will be indicated.
8. a. Automatically, by a hardware or scftware pricrity structure.
b. By the operator in a predetermined priority structure.
c¢. By the operator using real-time judgment.
9. a. The location of the specific sensor in alarm will be available.
b. The location of the sensor group containing the specific sensor

in alarm will be available.
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ANNUNCIATION SYSTEMS--COMPUTER-
ASSISTED ANNUNCIATION, INDIVIDUAL
ALARM ANNUNCIATION, MULTIPLEX

ARM

¢. The location of the general area containing the specific sensor
in alarm will be available.
10. a. 1. The time of alarm,
2. The priority of alarm,
3. Emergency telephone numbers,
4. ©Special precautionary instructions associated with a zone,
and
5. Area maps.
b. 1., 2., 3., and 4. above.
¢. 1., 2., and 3, above.
d. 1. and 2. above.
e. Only 2. above.
11. a. It will advise the operator of multiple concurrent alarms.
b. It will permit only a sequential display of multiple concurrent
alarms.
c. It will display only one of multiple concurrent alarms.
12. a. They will be automatically printed out.
b. They will be recorded automatically and manually in combination.
c¢. They will be manually recorded.
d. They will not be recorded.
Reliability
13, a. Every few seconds.
b. Every few minutes.
¢. Every few hours.
d. Once per shift.
e. Once per day.
f. Once per week.
g. Less than once per week.
14, a. A fully redundant system of annunciation is to be provided.
b. Full redundancy is to be provided for all critical subsystems
and computers.
¢. Significant increase of patrols will be provided.
15. a. At 10- to 30-second intervals.
b. At 30- to 60-second intervals.
c. At 1- to 5-minute intervals.
d. The system will not have self-test capability.
Vulnerabilities
16. a. By encryption.
b. By multiple passwords.
c¢. By single password.
d. By administrative controls.
e. None.




AREA ZONING

EFFECTIVENESS TEST

FUNCTION

The function of area zoning will be to minimize collusion by estab-
lishing work rules which ensure that a different class of employees
will control the safeguards in each area.

CONDITIONS

Site Conditions

Physical

Will the facility be configured so that work areas can be defined
by concentric zones surrounding special nuclear materials (SNM) or
vital 2quipment?

“i11 the area zones be separated in a manner that is compatible
with entrv/exit controls?

Performance Corditions

Operation

Will work rules be established to limit the amount of control an
individual is permitted to have over the safeguards in more than
one area zone?

Will work rules be established to limit an individual's access to
multiple area zones?

Will individuals be permitted to rotate to duties involving other
zones?

Will the duties within each zone be rotated in order to reduce
boredom?

321
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AREA ZONING

ANSWERS

CONDITIONS

Site Conditions

Physical
1. a. All work areas surrounding special nuclear materials (SNM) or
vital components will be clearly defined by multiple concentric
zones.

b. Some areas surrounding SNM or vital components cannot be de-
fined by multiple zones, but in such cases other procedures
will be employed to limit collusion opportunity.

€. Only the most critical areas can be defined by multiple zoning.

2, a. Zones will be fully bounded by substantial barriers and an
intrusion detection system; stringent entry and exit controls
will be exerc.sed.

b. Zones will be bounded by barriers which define the limits of
the zone; intrusion detection sensors will be employed and
entry and exit controls will be exercised.

¢. Zones will be delineated with boundaries which are readily

visible and the points of ingress and egress will be clearly
marked; entry and exit controls will be exercised.

Performance Conditions

Operation
3. a. No single individual will be permitted to control safeguards in
more than one zone.

b. No single individual will be permitted to control safeguards in
all zones.

c¢. Certain key management perscnnel will be permitted to control
safeguards in all zones.

d. Key management personnel and key operation and maintenance
personnel will be permitted to control safeguards in all area
zones.

4. a. No single individual will be permitted free access to more than
one zone.

b. No single individual will be permitted free access to all
zones.

¢. Key management personnel, i.e., plant managers and a security
manager, will be permitted access to all zones.

d. Key management personnel and key operation and maintenance
personnel will be permitted free access to all zones.

5. a. Rotation between area zones will not be permitted.

b. Rotatior between zones is permitted only if the functions are
different.

c. Rotation between zones is permitted only if the time period

exceeds the accounting period.
Rotation is permitted on a case-bv-case basis.



AREA ZONING

6. a. Rotation of duties within th2 zone is designed to provide an
equal mixture of both the challenging and boring jobs.
b. Some rotation will be provided within each area zone; however,
the ratio of challenging jobs to boring jobs will be high.
c. Rotation between duties in each area zone will be provided, but
all duties will be relatively unrewarding.
d. No rotation of duties will be provided.
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BALANCED MAGNETIC SWITCHES

EFFECTIVENESS TEST

FUNCTIO.

The function of the balanced magnetic switch will be to sense intrusions
through doors and/or windows.

CONuLLTIONS

Site Conditions

1.
2.

Physical

What type of materials will be used for doors, windows, and frames?

How will the doors and windows fit?

Environmental Conditions

3.

4.

What provisions will be made to ensure detection during vibration-
producing winds?

If any manmade conditions such as accumulation of foreign matter on
doors and windows are expected to occur, what provisions will be
made to ensure proper operation of the switches?

Performance Conditions

10.

Installation

If the switches are installed on ferrous metal surfaces, will a
determination of the effect of the metal on switch performance be
made for the particular brand of switch that will be used?

Will the switches be mounted inside the protected area?

Wi.' all wiring be placed in conduit?

Operation
How frequently will the switch be operationally tested?

Maintenance

Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data?

What will be the performance level of maintenance? (To aid per-
formance estimation, refer to the questionnaire on equipment
checks/maintenance.)
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BALANCED MAGNETIC SWITCHES

Reliability

11. If the switches have a self-test capability, what w~ill be the test
frequency?

Vulnerabilities

12. Will the system be constructed so that access to iL by an adversary
will be difficult?

13, 1If tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance

estimation, refer to the gquestionnaire on tamper-indicating
circuitry.)



BALANCED MAGNETIC SWITCHES

ANSWERS

CONDITIONS

Site Conditions

Physical
1. a. Nonferrous metal.

b. Wood.

¢. Ferrous metal (magnetic switches work poorly or not at all).
2. a. Tightly (as airlock).

b. Well (less than 2 mm free play).

c. Poorly (more than 3 mm free play).

Environmental Conditions

e - We
b.
c-
4, a.
b.

Either vibration-producing winds are not expected to be a
problem, they will occur infrequently, or doors and windows
will be constructed so that wind will not affect them.
Another sensor will be used to detect door and window intru-
sions when vibration-producing winds occur.

No provisions will be made.

Either the manmade environment is expected to be stable or door
and window openings will be kept clean to ensure proper opera-
tion.

No provisions will be made.

Performance Conditions

Installation
5. a. Yes, since switches might fail under these conditions, or the
switches will not be installed on ferrous metal surfaces.
b. No.
6. a. Yes.
b. No.
7 a. Yes.
b: ‘RO,
Operation
8. a. With initial installation and thereafter daily.
b. With initial installation and thereafter at the beginning and
erd of any period of use or every 7 days, whicheve. is shorter.
€. With initial installation and thereafter monthly.
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BALANCED MAGNETIC SWITCHES

Maintenance
9. al )‘s.
b. Nu.
10, a. 0.8 %o 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.
Reliability
11, a. At 10- to 30-second intervals.

b. At 30- to 60-second intervals.

c. At 1- to S-minute intervals.

d. Switches will not have a self-test capability.
Vulnerabilities
12, a. Yes, the entire system will be enclosed in conduit, within

walls.

b. Yes, the system will be in conduit.

c. No, the system is open once the adversary gains entry.

d. No, the system uses unprotected telephone lines.
13. a. 0.8 to 1.0.

b. 0.6 to 0.8.

c. 0.4 to Q.6,

d. Less than 0.4, or tamper protection will not be employed.



BREAKWIRE SYSTEMS (FOIL STRIP
AND GRID WIRE)

EFFECTIVENESS TEST

FUNCTION

The function of the breakwire system will be to sense intrusions through
walls, ceilings, floors, doors, windows, or other barriers.

CONDITIONS

Site Conditions

1. Wwhat type of material will be used in the construction of the
barrier to which the breakwire system will be attached?

Environmental Conditions

2. Will extreme temperature changes, which could cause false alarms,
be expected to occur at the facility?

Performance Conditions

Installation

3. How will the breakwire system be installed relative to the barrier?

4. Will the electrical installation of the breakwire sysiem satisfy
the requiremenis specified in UL681 (Installation and Classifi-
cation of Mercantile and Bank Burglar Alarm Systems)?

Maintenance

5. What will be the performance level of maintenance performed on the
breakwire system? (To aid performance estimation, refer to ques-
tionnaire on equipment checks/maintenance.)

Reliability

6. How ofter will the breakwire system be operationally tested?

7. If the breakwire system has a self-test capability, what will be
the test frequency?

Vulnerabilities

Adversary Attributes

8. Will the breakwire system be installed so that it i1s not readily
observed by an intrude:?
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BREAKWIRE SYSTEMS (FOIL STRIP
AND GRID WIRE)

Component Protection

9. 1f tamper protection is employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance

estimation, refer to the questionnaire on tamper-indicating cir-
cuitry.)

3-30



BREAKWIRE SYSTEMS (FOIL STRIP
R W

ANSWERS

CONDITIONS

Site Conditions

s Ms

b.
c.

Ccacrete. cinder block, or plaster with fire-resistant wood

frames.
Fire-resistant wood foundation or frame.
wood foundation or frame.

Environmental Conditions

2s-' B3
b.

No.
Yesl

Per formance Conditions

Installation

It will be installed inside the barrier, e.g., grid woven into
window screen.

b. It will be installed on the barrier surface with fire-resistant
wood panels over the breakwire, e.g., grid wire on a window
frame under a wood panel.
¢. It will be installed on the barrier surface, e.g., foil strip
applied to a window frame.
4, a. VYes.
b. No.
Maintenance
e ‘s 0.8 %0 1,0,
b. 0.6 to 0.8.
. 0.4 ta 0.6,
d. Less than 0.4.
Reliability
6. a. At least once every 3 months.

b. Every 3 to 6 months.

c. Less often than once every 6 months or not at all.
7. a. At 10- to 30-second intervals.

b. At 30- to 60-second intervals.

¢. At l- to 5-minute intervals.

d. The breakwire system will not have a self-test capability.
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BREAKWIRE SYSTEMS (FOIL STRIP

AND GRID WIRE)

Vulnerabilities

Adversary Attributes

a. Yes.
b. No.

Component Protection

& 0.8 to 1.0,
b. 0.6 to 0.8.
c. 0.‘ to 0.6.
d. Less than 0.4, or tamper protection

will not be employed.



BURIED LINE SENSORS--SEISMIC-
NG,

— ——— J:—
PIEZOELECTRIC BUTTON STRING

EFFECTIVENESS TEST

FUNCTION

The function of the buried line sensor will be to sense intrusions
through the fence or isolation zone.

CONDITIONS

Site Conditions

1’

I1f the detection zone terrain has any abrupt disturbances (ditches,
gullies, etc.), will they be leveled, filled, or otherwise properly
prepared?

What will be done to determine how soil type at the site location
might affect sensor performance?

What provisions will be made to minimize nuisance alarms waich
might be caused by portal traffic, gate movement, or rovinj guards?

Environmental Conditions

10.

Natural

I1f environmental conditions (e.g., wind, rain, snow, extreme heat,
freezing and thawing) which could adversely affect the sensors are
expected to occur at least 5 percent of the time, what provisions
will be made to ensure detection under these conditions?

If wildlife will be present at the site, what provisions will be
made to minimize nuisance alarms?

If the planned perimeter is near any running streams, what provi-
sions will be made to minimize any effects on s2nsors?

What procedures will be used to control vegetation and ground
erosicn in the vicinity of the transducer cable?

wWhat means of lightning protection will be provided for this
system?

Manmade

If manmade sources of nuisance alarms (e.g., pipes, sewers, over-
head/underground power lines) will be present near the sensor, or
the sensor line will be installed under any fence sections, what
provisions will be made to minimize nuisance alarms?

If there are roads, heavily traveled highways, or active railroads
within a mile of the perimeter, what provisions will be made to
minimize nuisance alarms caused by activities from these sources?
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11.

BURIED LINE SENSORS--SEISMIC-
: NG,

’ ———
PIEZOELECTRIC BUTTON STRING

I1f the sensor line will require installation in or under concrete
or asphalt, has a sensor type been selected or installed so that it
can be expected to work properly in/under hard surfaces?

Performance Condition

12,
13,

14,

15,

16.

17.

18.

19.

20,

21.

22,

23.

Installation

How will the sensor line bridge the portals?

What guidelines will be used to determine sensor installation pro-
cedures with respect to criteria such as soil removal (trenching),
sensor burial depth, soil replacement around the sensor, sensor
spacing (if applicable), and signal cable attachment and routing?

Operation

What criteria will be used to determine initial sensor sensitivity
setting (where applicable)?

What procedures will be followed fcr an acceptable test of the
sensor system relative to probability and false and nuisance
alarms?

Maintenance

What will be the performance level of maintenance? (To aid perfor-
mance estimation, refer to equipment checks/maintenance question-
naire.)

Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data?

What procedures will be followed if the sensor system fails?

Reliability

How much of the sensor circuitry will be tested by the self-test
signal?

1f the sensor has self-test capability, what will be the test
frequency?

How often will the sensor system be subjected to a full operational
test?

What will be the performance level of the emergency power system
(EPS)? (To aid performance estimation, refer to the questionnaire
on this specific EPS.)

Will the sensor provide a fail-safe indication?



BURIED LINE SENSORS--SEISMIC-
NG,

PIEZOELECTRIC BUTTON STRING

Vulnerabilities

24,

25.

26.

27.

28.

Adversary Attributes

What will be the probability of detection expected for a stealthy
intruder (a 75-pound or larger person crawling, walking very
softly, rolling, sliding, etc.)?

What will be the probability of detection expected for a fast-
moving intruder (a 75-pound or larger person trotting or running)?

What ste,.s will be taken to thwart a skilled intruder with equip-
ment for vaultina or bridging the sensor line?

Should an unusually high or abnormal nuisance alarm rate develop,
what steps would be taken to determine the cause for such a change,
considering that the alarms might be deliberately caused as part of
an intrusion attempt?

Component Protection

1f tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the questionnaire on tamper-indicating
circuitry.)
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BURIED LINE SENSORS--SEISMIC-

MAGNETIC CABLE, GEOPHONE STRING
PIEZOELECTRIC BUTTON STRING

ANSWERS

CONDITIONS

Site Conditions

1. B

b.

S
b.

Yes, either there will be no ditches, gullies, or other abrupt
disturbances, or they will be filled, leveled, or otherwise
properly prepared.

No.

The planned sensor type will be tested at actual location.

The planned sensor type has been tested or utilized at a loca-
tion with similar soil.

A soil/site survey will be conducted to determine (whcre appii-
cable) characteristic signal frequencies, propagation velo-
cities, and attenuation factors.

No testing or survey will be performed.

Sensors which are sensitive to such sources of nuisance alarms
will not be used.

The sensor will be used in combination with other sensors which
are not sensitive to such sources of nuisance alarms.

No provisions will be made.

Environmental Conditions

Natural

Either environmental conditions which could adversely affect
the sensor are not expected to be a problem, or another sensor
will be used when these conditions are present.

No provisions will be made.

Either studies/surveys indicate such wildlife does not exist,
or animal fences are to be constructed that will discourage
both surface and burrowing animals.

No provisions will be made.

The stream will be rerouted or removed from the near sensor.
The sensor will be relocated.
No provisions will be made.

The area will be inspected and the conditions corrected at
least twice a month.

The area will be inspected and the condit.ons corrected at
least once a moath.

The conditions will be corrected only if problems with the
sensor arise due to these conditions.



10.

11.

BURIED LINE SENSORS--SEISMIC-
NG

PIEZOELECTRIC BUTTON STRING

a. 1. Eguipment will be enclosed in a grounded metal enclosure
(Faraday shield). Generally acceptable approximations are
well-bonded all-metal structures or buildings, and concrete
structures or buildings with all rebar and metal sheathing,
including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each cable
conductor and ground, and

4. 1If solid state electronic or other equipment sensitive to
short time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices
or metal oxide varistors, will be connected at the equip-
ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except l., plus properly installed and

grounded lightning rods.

¢. Only 2. and 3. or, if sensitive equipment, only 2. and 4.

d. Only 2.

Manmade

a. Either no manmade sovzces of nuisance alarms are expected to be
a problem, or sensors which are sensitive to such sources of
nuisance alarms will not be used.

b. The sensor will be used in combination with other sensors which
are not sensitive to such sources of nuisance alarms.

c. No provisions will be made.

a. Either the facility perimeter will not be within a mile of
roads, heavilv traveled highways, or active railroads, or
sensors which are sensitive to the above conditions will not be
used.

b. The sensor will be used in combination with other sensors which
are not sensit’ve to these conditions.

c. No provisions will be made. )

a. The sensor selected will not require installation of sensor
lines in or under concrete or asphalt.

b. The sensor will be installed using guidelines provided in
Volume I of the iDS Handbook.

c. No consideration was given to this problem in selecting or
installing the sensor.
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BURIED LINE SENSORS--SEISMIC-
NG,

it L. L. - o
PIEZOELECTRIC BUTTON STRING

Performance Conditions

12.

13.

14.

15.

16.

17,

18.

18,

Installation

a. It will continue straight through.

b. It will be routed through or over the portal.

¢. It will terminate at each side of the portal.

a. The manufacturer's recommendations and the guidelines in Volume
I of “he IDS Handbook will be used.

b. Either the manufacturer's recommendations or the IDS Handbook
will be used.

¢. No formal guidelines will be used to determine sensor installa-
tion procedures.

Operation

a. The criteria used to determine initial sensor sensitivity
setting will be determined by on-site tests.

b. The criteria will be determined from the manufacturer's recom-
mendations and the guidelines in Volume I of the IDS Handbook.

¢. Either the manufacturer's recommendations or the IDS Handbook
will be used.

d. The criteria will be arbitrary.

a. The procedures will be those outlined in Volume I of the IDS
Handbook and supported by procedures developed by other users.

b. The procedures will be those outlined in the IDS Handbook or
those developed by other users.

c. Self-developed procedures will be used.

Maintenance

a. 0.8 vo 1.0,

E. 0.6 to 0.8.

¢. 0.4 to 0.6.

d. Less than 0.4.

a. Yes.

b. No.

a. Standby replacement equipment will be immediately instal.ed by
on-site personnel.

b. The equipment will be removed and replaced as soon as on-site
repairs can be made.

¢. The equipment will be removed and replaced as soon as off-site
repairs can be made.

Reliability

a. Testing will be complete, including the transducer.

b. Testing will be complete except for the transducer.
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c. Only a part of the sensor circuitry will be tested.
d. No self-test capability will exist.
20. a. At less than 30-second intervals.
b. At 30-second to 60-second intervals.
c. At l-minute to 5-minute intervals.
d. No self-test capability will exist.

21. a. With initial installation and thereafter daily.

b. With initial installation and thereafter at the beginning and
end of any period of use or every 7 days, whichever is shorter.
¢. With initial installation and thereafter monthly.

22, a. 0.8 to 1.0.

b. 0.6 to 0.8.
c. 0.4 to 0.6,
d. Less than 0.4.

23, a. Yes.

b. No.

Viinerabilities

Adversary Attributes

24, a. PD will be 0,95 or greater with the person moving as slowly as
0,005 meter per second.

b. P. will be 0.95 or greater with the person moving as slowly as
0.025 meter per second.

€. PD will be 0.95 or greater with the person moving as slowly as
0,25 meter per second.

d. P. = 0.95 cannot occur unless intruder movement is a near-
ngrmal walk or faster.

25. a. P. will be 0.95 or greater with the person moving up to 6.0
mgters per second.

b. P. will be 0.95 or greater with the person moving up to 3.0
mgtets per second.

c. P. = 0.95 cannot be achieved if the person is moving faster
tRan a normal walk.

26. a. The sensor will be used in combination with other sensors to
ensure detection if an attempt is made to vault or bridge the
sensor line.

b. Guards will be instructed to look for unusual activities that
would include carrying ladders, boards, poles, etc.

¢. Barri -; along the perimeter will be depended upon to thwart an
intrucer penetration, particularly with equipment.

27. a. Guard forces will be alerted for a possible 'ntrusion at any
point on the perimeter. If alarms disappear ur no cause is
found, surveillance will continue.

b. Guards will be immediately dispatched to the area of alarms to

determine alarm cause, if possible. If no cause is found,
surveillance will continue.
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¢. If no cause for alarms is discovered, or if alarms disappear,
alarm will be ignored.

Component Protection

a. 0.8 to 1.0.
b. 0.6 to 0.8,
¢c. 0.4 to 0.6,

d. Less than 0.4, or tamper protection will not be employed.



CAPACITANCE ALARMS

EFFECTIVENESS TEST

FUNCTION

The function of the capacitan~e alarms will be to detect intrusions near
protected objects and/or attempts to touch these objects.

CONDITIONS

Site Conditions

Physical
In what type of room will the sensor be installed?

What will be used as a reference ground?

Will the floor be “rounded to earth?

Will there be other large surfaces or objects nearby?

Will the protected object be located near a wall where there will

be activity on the opposite side of the wall which could cause a
problem situation?

Environmental Conditions

9.

10.

Natural

Are there any natural environmental conditions that could cause a
problem with a proximity sensor, i.e., high winds which flex nearby
walls, frequent thunderstorms, seismic activity, or RF energy?

Will precautions be taken to ensure that living things, (such as

mice, guard dogs, or plants) are kept away from the protected
objects by a distance at least equal to their longest dimension?

Manmade

How frequently is the protected object likely to be moved?

How frequently will other objects in the vicinity of the protected
object be moved?
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