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DESIGN GUIDANCE AND EVALUATION METHODOLOGY
FOR FIXED-SITE PHYSICAL PROTECTION SYSTEMS

Volume II: Component Selection Matrices
and Effectiveness Test Questionnaires

1. INTRODUCTION

This volume contains a set of nine component selection matrices

grouped according to generic physical protection system tasks. These

. matrices were developed to provide licensees with a feasible set of

options for performing the function addressed in a particular component
selection matrix. A set of 97 component effectiveness test question-

naires designed to aid the licensee and the Nuclear Regulatory

Commission (NRC) in measuring the performance of components which com-
prise'the licensee's physical protection system is also included in this.

volume. These two design guidance products are discussed in detail in

: Volume I', Chapter 2.

A second set of effectiveness test questionnaires, which is pro-

vided in this' volume, consists of a sampling of system questionnaires.

Development of these questionnaires was not within the scope of the

original program; however, as the evaluation methodology evolved, the

need to address the interactions among the more complex elements of a

physical protection-system became apparent. Hence, these system ques-

tionnaires are discussed in Volume I, Chapter 3, and are also included

.in this volume.

1-1,2
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2. COMPONENT SELECTION MATRICES

This section contains nine component selection matrices grouped

according to generic physical protection system tasks. These matrices

are designed to provide licensees with a feasible set of options for

performing the low-level system tests required to perform the generic

task addressed in a particular component selection matrix. In order to

display these options, each matrix has a listing of performance charac-

teristics inherent to the matrix task on the vertical axis and a listing

of components (equipment, design features, and procedures) which the NRC
staff considers as possible candidates for performing the ger. ric task -

on the horizontal axis. The dots shown on each component selection

matrix indicate the components that are potentially useful in achieving

a particular performance characteristic.

.
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Access Controls

ACCESS CONTROLS jt0UIPMENTAND/ORDESIGNFEATUREf PROCEDURES /

{h*ff, ffry/$' $[[ || .
# $

f

Y.kh|ff / 5550' |||'4g

' ~

ff '9 '

,uFOR o u o. . Cruis11Cs
_

y PROVIDE ADMITTANCE AUTHORIZATION e o I' '

h VERIFY AUTHORIZATION & IDENTIFICATION e e e e e

; m fu 1 CON m B D e e e o e o e3
E d PROVIDE ADMITTANCE AUTHORIZATION e e

S 5 VERIFY AUTHORIZATION e

gg mm1 Com-D e . O e .

yg PROVIDE ADMITTANCE AUTHORIZATION e e

M VERIFY AUTHORIZATION *

h DETECT CONTRABAND e e er

PROVIDE ADMITTANCE AUTHORIZATION e egg
Z g VERIFY AUTHORIZATION & IDENTIFICATION e e e e e*

,

f g DETECT CONTRABAND e e 'e e e e e

y y PROVIDE ADMITTANCE AUTHORIZATION e ev

f.5*

[ VERIFY AUTHORIZATION e

E y y DETECT CONTRABAND e o e e o

j ,y PROVIDE ADMITTANCE AUTHORIZATION e e

$ $ VERIFY AUTHORIZATION & IDENTIFICAT!0d e o e o e

4 % DETECT CONTRABAND e e e o e e e

d # PROVDE Am!TTANCE AUTHORIZATION

b5 VERIFY AUTHORIZATION

} h DETECT CONTRABAND e e o e e<

j VERIFY EMERGENCY eg,

g VERIFY AUTHENTICITY OF VEHICLES / PERSONNEL e

gg f Am!T VEHICLES / PERSONNEL UNDER ESCORT e e

58 _ VERIFY AUTHORIZED ENTRY OF VEHICLES / PERSONNEL e
g VERIFY AUTHORIZED ENTRY OF VEHICLES /PER50hMEL e

MAINTAIN EQUIPMENT IN OPERATING CONDITION O

PROVIDE AUXILIARY POVER e e a

w



N

-
$
8
w

2 '

I
.

-

%>,%*E
J,L4

by,

P., * ..?. __ _. _ ? .__

% 'Y)#s F

m

y '% ,,,?.,%}}%g;, . . .

n . . .~
9 4,, h1*

,4 b,/ e * * * * e e e *> ~

# c,#e #,
3ro O e * *

'Ei $ %g % e e e e e e
%;,O $ . %

%c)x,r,pV
e e e e o e

m, . . . . . .

s,, . . . . . . . . .

O e e e e e e e e e
37 ty

N.
%,,s%,p%g ,

4 e e e e e e<> g
sp g >,,,,, . , . , . . . . . .,

. . .
,

%,,,., %, .
. . .

S
44 e e e e e o e e e

, hsh e o e
--

N ' * *
~_ _

N g 5 5
$ W $ y bM"

3" s n a se t s t
-

c e m a = m a e u s
C 8 Q u 8 Q u 8 Q u
a o o o n a o n o a
3 3 2 2 2 2 2 2 2 2
N R 8 8 C B & & R R

$ 0 0 a 0 & & &
a s a a a n s a a

8 e e = = = e s =~

45 2 )r a 2 <a 2
* > 3 A*,

5 s < < 4 *

8 $< s. s* s ;m s a s s*
* * -

- . m
u 8 8 8 8 8 8 8 8 8

Vnv
VlHVV3dv ggj))y

IVilA:13133103J jygyjgyy

2-4



_ , - _ _ _- - . - - - - _ _ . - _ - . - _ - . _ . . .

C0mmunication

COPNUNICATION / EQUIPMENT AND/OR DESIGN FEATURES // PROCEDURES /

[

b,9k,vm+ o'i .

8W* $
"

PERf0RMANCE CHARACTERISTICS /
PROVIDE COPMUNICATION BETWEEN e e # # f

GUARDS ON PATROL .

_

PROVIDE CONTINUOUS COMMUNICATION e e e e e

BETWEEN GUARDS ON PATROL AND |

MANNED ALARM STATIONS

PROVIDE CONTINUOUS COMMUNICATION e e e e e ;
'

BETWEEN MANNED ALARM STATIONS

PROVIDE COPNUNICATION BETWEEN e e o e t

ON.5ITE AND OFF-5ITE FORCES

t

MAINTAIN EQUIPr,ENT IN e

OPERATING CONDITION

' *'* *PROVIDE AUX!LIARY POWER
I +

'
t

Y
w
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Guard Force Response

GUARD FORCE RESPONSE / EQUIPMENT AN0/OR DESIGN FEATURES f PROCEDURES /

''YY[
~

e%g[[ hi9L /ps"de/pq[[:[ g[,o o
d oq

PERFORMANCE CHARACTERISTICS / [g g

REQUEST OFF-5ITE RESPONSE * *w

'?
E 2 CONFRONT ADVERSARY TO DELAY / e e o e e o e e

PREVENT SABOTAGE / THEFT

RESPOND TO REQUEST FOR ASSISTANCE *

JS ENGAGE ADVERSARY TO PREVENT eE
SABOTAGE / THEFT

< <
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Controls for Placement and Movement of SNM

CONTROLS FOR PLACEMENT / MOVEMENT OF $NM / EQUIPMENT AND/OR DESIGN FEATURES f PROCEDURES /
(Sm PRUDUCT & SMPLE. SCRAP, WASTE) /

/b' l'
, !s/I" 10/r/t r

/,9if$ ;;*' ' MY' f*PERFORMANCE CHARACTERISTICS 4

o ESTABLISH AUTHORIZED e e

{ PLACEMENT / MOVEMENT

[ MAINTAIN KNOWLEDGE OF CURRENT * * * * * * * *
2 PLACEMENT & MOYEMENT

,

I
SENSE UNAUTHORIZED e e ! e e e

o PLACEMENT / MOVEMENT OF SNM i *

3 (NORMAL CONDITIONS)

! SENSE uMAuTHauto . . . . . .

$ PLACEMENT / MOVEMENT OF SNM

(EMERGENCY CONDITIONS)

MAINTAIN EQUIPMENT IN e
OPER4 TING CONDITION

PROVIDE AUXILIARY POWER * * *

.
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Controls for Activities and Conditions (Normal)

rnNTonts F00 ACTIVITIES / CONDITIONS / EQulPMENT AND/0R DESIGN FEATURES f PROCEDURES /

#

h !! f

m/ B f /Vaf J6Mf

Y d8khW/bH"-
PER - E c _ R.,,,C,

ESTABL. AUTH. ACTIVITIES & COND. I. .

, _,_.PP_._,. . . . . . . . .

o FOR FACILITY PERSONNEL

PROVIDE ESCORT PROC. & CONTROLS .

o FOR AUTHORIZED VISITORS
-

,, N,, _ AC,, V , , , E , . _. . . . . . . . . . . .
_

5 ESTABL. AUTH. ACTIVITIES & COND. * .

,$ 4 PROVIDE SURVEILL. PROC. & r.NTLS. . . . . . . . .

} } FOR FACILITY PERSONNEL

y M PROVI0r ESCORT PROC. a CONTROLS .

FOR AUTHORIZED VISITOR 5

!.s"
_,

SENSE UNAU1 . x m i m s . CONO. . . . . . . . . . . .

*j ESTABL. AUTH. ACTIVITIES & COND. . .
_

PROVIDE SURVEILL. PROC. & CNTLS. . . . . . . . .g
* FOR FACILITY PERSONNEL

N PROVIDE ESCORT PROC. & CONTROLS .

5 FOR AUTHORIZED VISITORS

f SENSE UNAUTH. ACTIVITIES & CONO. . . . . . . . . .o

MAINTAIN EQUl}MEhT IN .

OPERATING CONDITION'

PROVIDE AUXILIARY POWER . . .



Controls for Activities and Conditions (Emergency)

CONTROLS FOR ACTIVIT!25/ CONDITIONS / EQUIPMENT AND/OR Df 5IGN FEATURES // PROCEDURES /

M861[ f:s[s*
PERFORMANCE CHARACTERISTICS [ +

U PROV. EVAC. PROC. & CONTROLS e
o FOR FACILITY PERSONNEL

$ PROVIDE ESCORT PROC. & CONTROLS e e
y FOR EMERGENCY PERSONNEL
'

SENSE UNAUTH. ACTIVITIES & COND. e e e e ee . e e e
$ 0
h E PROV. EVAC. PROL. & CONTROLS e
5 h FOR FACILITY PERSONNEL

*

fh PROVIDE ESCORT PROC. & CONTROLS e e
~

M .' FOR EMERGENCY PERSONNEL

g5 S m SE U o v7N. AC m i m s & CONo. . . . . e . . . e

t
_ _.

-

PROV. EVAC. PROC. & CONTROLS e,

,E FOR FACILITY PERSONNEL

g PROVIDE ESCORT PROC. & CONTROLS e e

{ FOR EMERGENCY PERSONNEL

} SENSE UNAUTH. ACTIVITIES & COND. O e e e e e e e e

MAINTAIN EQUIPMENT IN e

OPERATING CONDITION

PROVIDE AUXILIARY POWER e o e

0
'

M
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3. EFFECTIVENESS TEST QUESTIONNAIRES
.

1:
This section includes two sets of effectiveness test question-g:

~naires. The first set. consists of 97 questionnaires for components
~

.

(equipment, design features, and procedures) which the-NRC staff con-
siders suitable. for inclusion in a physical protection system. The

i second set consists of a sampling of system questionnaires required to
address the interactions among the more complex elements of a physical .j

| . protection system. |

' Component Effectiveness Test Questionnaires

The questionnaires included in this section are provided as a
;

design aid for licensees, as well as an evaluation aid for the NRC in ;

-different stages of the regulatory process. The questions provided in
i

i these questionnaires indicate the type of detailed design information
i

-considered by the NRC in its licensing and inspection processes. Equip-n

[ ment performance, as reflected by these questionnaires, encompasses.such

factors as environmental and site conditions, installation, operation,
~ ; maintenance, reliability, and vulnerability. Procedure performance is

|
based on such factors as general performance, site-specific applicabil-

ity, training-and proficiency levels, reliability, and. vulnerability. A

table of contents for the 97 component questionnaires is provided on the >

._
following pages.

h System Effectiveness Test Questionnaires

} _The questionnaires included in this section comprise a limited

[ sample of the effectiveness test questionnaires required to address the

functional and/or dynamic interactions of the more complex elements of.a
'

1
_ physical protection system. The questions provided in these question-

naires indicate factors.to be considered in combining components to per-
'

|. form a low-level subsystem task. -They also indicate the type of infor-

mation necessary to evaluate system function effectiveness.

n

:
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ADMITTANCE AUTHORIZATION
CRITERIA AND SCHEDULES

EFFECTIVENESS TEST

FUNCTION

The function of this procedure will be to establish criteria, i.e.,
standards, to be employed in granting admittance authorization to per-
sonnel and vehicles, and admittance authorization for introduction of
non-nuclear material, into the PA, MAAs, and VAs, and to devel'op

,

schedules of permissible admittance times.

DEVELOPMENT CRITERIA

Personnel

1. How will criteria be developed for granting admittance authoriza-
tion to personnel?

2. How will admittance schedules be established?

Vehicles

3. How will criteria be developed for granting admittance authoriza-
tion to vehicles?

4. How will admittance schedules be established?

Material

5. How will criteria be developed for granting authorization for
introduction of materials?

I

;
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ADMITTANCE AUTHORIZATION
CRITERIA AND SCHEDULES

ANSWERS

DEVELOPMENT CRITERIA
,

. Personnel

.l. a. Criteria for admittance authorization to personnel will be
' developed on the basis of a detailed analysis of the facility's
operational and support requirements,

b. Criteria will be established based only on the critical areas
to which admittance is required, not on the basis of the tasks
.to be performed.

c. No established criteria will exist; therefore, authorization
will be granted on a case-by-case basis as admittance authori-t

t

.zation is requested.

2. -a. Schedules will be established by defining a time " window" for
each person authorized access to a critical area.

b. Schedules will be established on a very general basis and for
support personnel and visitors only.

c. No established schedules will exist.

Vehicles
i
I 3. a. Criteria for admittance authorization to vehicles will be

developed on the basis of a detailed analysis of the facility's
| operational and support requirements, or vehicles will not be
!

authorized.
b. Criteria will be established based only on the critical area to

which admittance of the vehicle is requested,'i.e., vehicles
are allowed only into the PA, not into MAAs or VAs, and on
personnel authorized to operate the particular vehicle ~.

c. No established criteria will exist; therefore, authorization
will be granted on a case-by-case basis as admittance autho-;

| rization is requested.
|

| 4. a. Schedules will be established by defining a time " window" for
i each vehicle to be authorized admittance and for identifying

personnel who will be authorized to operate the particular
vehicle, or vehicles will not be authorized.

b. Schedules will be established as in a., but will not include
assignment of specific personnel to specific vehicles.

c. No established schedules will exist.
|

|- Material

5. a. Criteria for authorized introduction of material will be based
upon.a detailed analysis of.the facility's requirements and
will include an analysis of safeguards considerations; e.g., if,

'

a particular type of material will be needed in a critical
area, but could also be used for sabotage, the material will be
kept inside the area instead of being brought in every time it

i is needed.
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ADMITTANCE AUTHORIZATION
CRITERIA AND SCHEDULES-

'

-b.- Criteria for authorized introduction of material will be based
on a cursory analysis of the facility's requirements.

c. No established criteria will exist other than disallowing
weapons and explosives in critical areas.

b.

.

1

4

4

1

o'
.

.

f

!

i
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ADMITTANCE AUTHORIZATION /
VERIFICATION

EFFECTIVENESS TEST

FUNCTION

The function of this procedure will be to provide a means for authoriz-
ing the admittance of personnel and vehicles and the introduction of
non-nuclear material into the facility and verifying admittance authori-
zation.

CONDITIONS
,.

1. What level of performance is expectea from the procedure for devel-
oping criteria and. schedules used in granting admittance authoriza-
tion? (To aid performance estimation, refer to the questionnaire
on authorization criteria and schedules.)

2. How often will admittance authorization papers be reviewed and
updated?

3. What precautions will be taken to minimize the possibility of
authorization papers being altered or introduced by unauthorized
personnel?

Personnel Admittance

Employee Admittance

4. How will admittance authorization be originated?

5. Will security checks for employees who will have access to SNM and
vital components be more comprehensive than for other employees?

6. What type of information will be included in employee admittance
authorization?

7. What will be the primary procedure for verifying identification and
admittance authorization?

| 8. What level of performance is expected from the procedure for veri-
fying identification and admittance authorization? (To aid per-
formance estimation, ref r to the questionnaire on the procedure toe
be used.)

Visitor Admittance

! 9. How will admittance authorization for visitors be originated?
!

! 10. What type of information will be included in visitor authorization?
!

11. What procedure will be used to verify the visitor's admittance
authorization?'

3-9
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ADMITTANCE AUTHORIZATION /
VERIFICATION

Vehicle Admittance

12. How will admittance authorization for vehicles be originated?
13. . What type of information will be included in the vehicle admittance

authorization?

14. What procedure will be used to verify vehicle admittance authoriza-
tion?

Material Admittr:.ce

15. How will material purchase orders and admittance authorization be
originated?

16. Will all material shipments into the, facility be cleared through a
central material receiving point?

17. What procedure will be used for verifying admittance authorization
for material shipments?

1

r
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ADMITTANCE AUTHORIZATION /
VERIPICATION

ANSWERS

CONDITIONS

1. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

2. a. . At least once per year.
b.- Once every 2 to 3 years.
c. Less often than every 3 years.

3. a. Authorization will be stored in a safe and will always be hand
carried from one location to another.

b. Authorization will be stored in a locked file cabinet and will
always be hand carried from one location to another, or it will
be stored in a safe, but the facility mail channels will be
used for transfer from one location to another.

c. No precautions will be taken.

Personnel Admittance

Employee Admittance

4. a. Admittance. authorization will originate with the facility's
personnel department supervisor and will be routed through the
employee's work supervisor for approval.

b. Authorization will originate with the employee's work super-
visor and will be routed through the personnel department for-
approval.

c. Authorization will originate with the facility's personnel
department.

5. a. Yes.
b. No.

6. a. Photograph, physical description, positive personnel identi-
fiers (fingerprints, voiceprints, etc.), area (s) to which

~ is authorized admission, and time during which autho-employee
rization is-in effect.

b. Same-as a. except time during which authorization is in effect.
c. Same as b. except either photograph or physical description.

7. a. positive Personnel.ID.
b. -Coded credential system..
c. Personnel ID numbers / passwords.
-d. Photo ID badges..

8. 'a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. a0.4 to 0.6.
d. 'Less than 0.4.
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ADMITTANCE AUTHORIZATION /
VERIFICATION

Visitor Admittance

9. a. -Authorization will originate within the security organization
at the request'of the visitor's supervisor and be routed
through the supervisor of the area to be visited.

'

Authorization will originate within the security organizationb.
at the request of the visitor or the internal contact at the
facility to be visited.

c. Authorization will originate with the internal contact or the
visitor, and be routed through the organization to be visited.

10. a. Photograph, physical description, area (s) to which admittance
is authorized, duration of authorization, and identification of
internal contact.-

~b. Same as a. except duration of authorization or identification
of internal contact.
Same as b. except either photograph or physical description,c.

Before the request for authorization is granted, a call will be11. a.
placed to the visitor's security organization for verification.
When the visitor arrives, he will be asked to provide a photo
ID, e.g., a driver's license, and the schedule for visitors
-expected at the facility will be checked.

b. When the visitor arrives, he will be asked to provide a photo
ID, and the schedule for visitors expected at the facility will
be checked.

c. When the visitor arrives, he will be asked to provide some form
of identification, and the internal contact will be notified.

Vehicle Admittance

12. a. Authorization will originate with the security organization at
the request of the work area supervisor, or vehicles will not
be authorized.

b. Authorization will originate with the security organization at
the request of the vehicle operator,

c. Authorization will originate with the work area supervisor.

13. a. Vehicle year, make, and model; license plate number; operator's
identification; area to which vehicle is authorized admission;
and duration of authorizatior., or vehicles will not be autho-
rized.

b. Same as a. except duration of authorization.
c. Same as a. except operator's identification.

14. a. The vehicle description, license plate number, and the opera-
tor's ID will be checked against an approved list and schedule
of authorized vehicles and operators to be admitted at that
entry control point, or vehicles will not be authorized.

b. The vehicle description and the operator's ID will be checked
against an approved list of authorized vehicles and operators
to be admitted.
Only the operator's ID and admittance authorization will bec.
ebecked.

3-12
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ADMITTANCE AUTHORIZATION /
VERIFICATION

Material Admittance

15. a. Authorization will originate with the material procurement
organization at the request of the work area supervisor, sub-
ject to approval by the security organization.

b. Authorization will_ originate with the work area supervisor,
subject to approval by the material procurement organization.

c. . Authorization will originate with the work area supervisor.

16. a. Yes,
b. No . .

17. a. The material shipment will be checked against an approved list
of authorized material shipments expected at the facility. The
shipping and receiving organizations and shipment description
will also be checked against the order forms on file.

b. The shipment will be checked against an approved list of au-
thorized material shipments expected at the facility.

'
c. The shipment will be forwarded to the receiving organization

without verifying authorization.

i

.
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AIR AND UTILITY INLET
BARRIERS

EFFECTIVENESS TEST

FUNCTION

The function of the air and utility inlet barrier will be to delay the
adversary in order to aid detection, assessment, and response.

CONDITIONS

Performance Conditions

1. - At what height will the inlet barrier terminate?-

i 2. Will the passage be smaller than man-sized?

3.- If the air and/or utility passage is large enough for human pas-
sage, what type barrier (s) will be employed to delay penetration?

4. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the barrier enhancements of the air
and/or utility passages? (See Barrier Technology Handbook and
other references.)

i

i

4
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AIR AND UTILITY INLET '

' BARRIERS

i
i

ANSWERS

CONDITIONS
i

Performance Conditions,

!

1. a. At least.10 feet.above ground. '

b. At ceiling level.
c. At ground level.

'

2. a. Yes. <

b. No.

t

| 3. a. Greater than or equal to 3/4-inch-diameter bars less than or
|

.

equal to 6 inches on centers.
b. Less than 3/4-inch bars or greater than 6 inches on centers.
c. Barbed tape.
d. None. ,

| 4. j.

1

|

I i

i

| ',

t.

I

,

%

1

.

E

I

|

l
.
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ANNUNCIATION SYSTEMS--COMPUTER-
ASSISTED ANNUNCIATION, INDIVIDUAL
ALARM ANNUNCIATION, MULTIPLEX
ALARM ANNUNCIATION

EFFECTIVENESS TEST

FUNCTION

The function of the annunciation system will be to alert security per-
'

sonnel to alarm activation.

CONDITIONS

Performance Conditions

Installation

1. Where will peripheral equipment such as computers and communica-
tions electronics be located?

; Operation

2. How much console space will be occupied by primary controls and
displays that require observation or action several times per
shift?

3. Where will the primary control and display area be situated with
respect to the operator?

4. Where will all primary controls be located with respect to their
accessability to the operator?

5. How will the operator's attention be directed to the annunciators?

6. Will security annunciators be monitored by the same operator who
monitors other annunciators?

7. Will the status of sensors (Jecure/ access / alarm / tamper) within a
security zone be available to the operator?

.

| 8. How will the importance or priority of an alarm be determined?

! 9. .When an alarm occurs, to what extent will the sensor's location be

|_ available to the operator?

f 10. What additional information will be available to the operator if an
! alarm occurs?

| 11. To what extent will the annunciation system indicate multiple
i concurrent alarms?

12. How will significant events be recorded?

3-17
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I
j ANNUNCIATION SYSTEMS--COMPUTER-
I ASSISTED ANNUNCIATION, INDIVIDUAL

ALARM ANNUNCIATION, MULTIPLEX
ALARM ANNUNCIATION

I

\

Reliability

'13.- How frequently will the system be checked for proper operation?

14. What provisions will be made to maintain operational capabilities
when critical elements, i.e., CPU, CRT, audio and visual devices,

,

|
etc., fail?~

15. If the system is equipped with self-test capability, what will be
the test' frequency?

i

I

|
'

Vulnerabilities

16. What techniques will be used to deter unauthorized modification of
programs or data?

I

't

.

%
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ANNUNCIATION SYSTEMS--COMPUTER-
ASSISTED ANNUNCIATION, INDIVIDUAL
ALARM ANNUNCIATION, MULTIPLEX
ALARM ANNUNCIATION

.

ANSWERS

CONDITIONS

Performance Conditions

Installation

1. a. In a separate access-controlled room.
b. In the same room but away from primary display and control

area.
c. In the same console area as the primary displays and controls.

Operation

2. a. Less than 250 square inches.
b. 250 to 700 square inches.
c. 700 to 1700 square inches,
d. More than 1700 square inches.j

Approximately perpendicular to a seated operator's line of3. a.
sight.

b. In a vertical plane.
c. In a horizontal plane.

,

4. a. Completely within convenient reach of the operator,
b. Partially within the operator's reach.
c. Not within reach from the operator's normal location and will

require the operator to move from his location.

By an audible sinnal which varies depending on type of alarm5. a.
plus visual indicators.

b. By an unchanging audible signal plus visual indicators.
c. By visual indicators only.

6. a. No.
b. Yes.

7. a. .The status of each sensor will be available.
,

b._ The most significant st atus within a group of sensors will be
L available.

The most significant status within the security zone will bec.
indicated.

d.. Only the occurrence of an alarm will be indicated.

. Automatically, by a hardware or software priority structure.8. a.
b. By the operator in a predetermined priority structure.
c. By the operator using real-time judgment.

The location of the specific sensor in alarm will be available.9. a.
b. The location of the sensor group containing the specific sensor

in alarm will be available.
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ANNUNCIATION SYSTEMS--COMPUTER-
ASSISTED ANNUNCIATION, INDIVIDUAL
ALARM ANNUNCIATION, MULTIPLEX
ALARM ANNUNCIATION

c. The location of the general area containing the specific sensor
in alarm will be available.

10. a. 1. The time of alarm,
2. The priority of alarm,
3. Emergency telephone numbers,
4. Special precautionary instructions associated with a zone,

and
5. Area maps,

b. 1., 2., 3., and 4. above.
c. l., 2., and 3. above.
d. 1. and 2. above.
e. Only 2. above,

11. a. It will advise the operator of multiple concurrent alarms.
b. It will permit only a sequential display of multiple concurrent

alarms.
c. It will display only one of multiple concurrent alarms.

,

12. a. They will be automatically printed out.
b. They will be recorded automatically and manually in combination.
c. They will be. manually recorded. <

d. They will not be recorded.

Reliability

13. a. Every few seconds.
b. Every few minutes,
c. Every few hours.
d. Once per shift.
e. Once per day,
f. Once per week.

,

g. Less than once per week. '

14. a. A fully redundant system of annunciation is to be provided.
b. Full redundancy is to be provided for all critical subsystems

and computers.
c. Significant increase of patrols will be provided. i

15. a. At 10- to 30-second intervals. !

'b. At 30- to 60-second intervals.
c.- At 1- to 5-minute intervals.
d. The system will not have self-test capability.

Vulnerabilities

16. a.. By encryption.
b. By multiple passwords.
c. By single password.
d. By administrative controls.

Le. None.'

|
|
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AREA ZONING

EFFECTIVENESS TEST

FUNCTION

The function of area zoning will be to minimize collusion by estab-
lishing work rules which ensure that a different class of employees
will control the safeguards in each area.

CONDITIONS

Site Conditions

Physical

1. Will the facility be configured so that work areas can be defined
by concentric zones surrounding special nuclear materials (SNM) or
vital aquipment?

2. Mill the area zones be separated in a manner that'is compatible
with entry / exit controls?

Performance Conditions

Operation

'
3. Will work rules be established to limit the amount of control an

individual is permitted to have over the safeguards in more than'

one area zone?

4. Will work rules be established to limit an individual's access to
multiple area zones?

5. Will individuals be permitted to rotate to duties involving other
zones?

6. Will the duties within each zone be rotated in order to reduce
boredom?

4
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AREA ZONING

ANSWERS

CONDITIONS

Site Conditions

Physical

1. a. All work areas surrounding special nuclear materials (SNM) or
vital components will be clearly defined by multiple concentric
zones.

b. Some areas surrounding SNM or' vital components cannot be de-
fined by multiple zones, but in such cases other procedures
will t>e employed to limit collusion opportunity.

c. Only the most critical areas can be defined by multiple zoning.

i. 2. a. Zones will be fully bounded by substantial barriers and an
'

intrusion detection system; stringent entry and exit controls
will be exerc13ed.

b. Zones will be bounded by barriers which define the limits of
the zone; intrusion detection sensors will be employed and
entry and exit controls will be exercised.

c. Zones will be delineated with boundaries which are readily
visible and the points of ingress and egress will be clearly
marked; entry and exit controls will be exercised.

Performance Conditions.

Operation

i 3. a. No single individual will be permitted to control safeguards in
more than one zone,

b. No single individual will be permitted to control safeguards in
all zones,

c. Certain key management personnel will be permitted to control
safeguards in all zones.

d. Key. management personnel and key. operation and maintenance
personnel will be permitted to control safeguards in all area
zones.

4. a. No single individual will be permitted free access to more than
one zone.

,

b. No single individual will be permitted free access to all '

zones. j
c. Key management personnel, i.e., plant managers and a security

manager, will-be permitted access to all zones.
d. Key management personnel and key operation and maintenance

personnel will be permitted free access to all zones.

5. a. Rotation between area zones will not be permitted.
b. Rotation between zones is permitted only if the functions are

-different.
c. Rotation between zones is permitted only if the time period

exceeds the accounting period.
d. Rotation is permitted on a case-by-case basis.,

3-22
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AREA ZONING

6. a. Rotation of duties within the zone is designed to provide an
equal mixture of both the challenging and boring jobs.

b. Some rotation will be provided within each area zone; however,
the ratio of challenging jobs to boring jobs will be high.

c. Rotation between duties in each area zone will be provided, but
all. duties'will be relatively unrewarding.

d. No rotation of duties.will be provided.
,

1

+

i

i

i

.
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!

.

:

i

i

i
!
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BALANCED MAGNETIC SWITCHES

EFFECTIVENESS TEST

FUNCTIOi

The function of the balanced magne. tic switch will be to sense intrusions
through doors and/or windows.

,

CONu1TIONS

Site Conditions
'

Physical

1. What type of materials will be used for doors, windows, and frames?

2. How will the doors and windows fit?

Environmental Conditions'

3. What provisions will be made to ensure detection during vibration-
producing winds?

4. If any manmade conditions such as accumulation of foreign matter on
doors and windows are expected _to occur, what provisions will be
made to ensure proper operation of the switches?

Performance Conditions

Installation

5. If the switches are installed on ferrous metal surfaces, will a
determination of the effect of the metal on switch performance be
made for the particular brand of switch that will be used?

6. Will the switches be mounted inside the protected area?

7. Wii' all wiring be placed in conduit?

Operation

8. How fraquently will the switch be operationally tested?

Maintenance

9. Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data?

10. What will be the performance level of maintenance? (To aid per-
formance estimation, refer to the questionnaire on equipment
checks / maintenance.)

3-25
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BALANCED MAGNETIC SWITCHES'

Reliability .

l

11. -If the switches have a self-test capability, what will be the test |

frequency?

Vulnerabilities

12. Will the system be constructed so that access to it by an adversary
will be difficult?

13. If tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the questionnaire on tamper-indicating
circuitry.)

.

~
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BALANCED MAGNETIC SWITCHES

ANSWERS

CONDITIONS

Site Conditions

Physical

1.- a. Nonferrous metal.
b .~ Wood.
c. Ferrous metal (magnetic switches work poorly or not at all) .

2. a. Tightly (as airlock).
b. Well (less than 2 mm free play) .
c. Poorly (more than 3 mm free play).

Environmental Conditions

3. a. Either vibration-producing winds are not expected to be a
problem, they will occur infrequently, or doors and windows
will be constructed so that wind will not affect them.

b. Another sensor will be used to detect door and windpw intru-
sions when vibration-producing winds occur.

| c. No provisions will be made.

4. a. Either the manmade environment is expected to be stable or door
and window openings will be kept clean to ensure proper opera--
tion.

b. No provisions will be made.

Performance Conditions

Installation

5. a. Yes, since switches might fail under these conditions, or the
switches will not be installed on ferrous metal surfaces,

b. No.

6. a. Yes,
b. No.

7. a. Yes.
b. No.

Operation

I
8. .

b. With initial installation and thereafter at the beginning and
With initial installation and thereafter daily.a.

end of.any period of use or every 7 days, whichevec is shorter.
With' initial installation and thereafter monthly.c.
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BALANCED MAGNETIC SWITCHES

Maintenance
i

9. a. ' bas.
b. Nd.

10. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.;

| d. Less than 0.4.
i

Reliability ;

11. a. At 10- to 30-second intervals.;
' b. At 30- to 60-second intervals,

c. At 1- to 5-minute intervals.
d. Switches will not have a self-test capability.

Vulnerabilities
|

12.. a. Yes, the entire system will be enclosed in conduit, within
walls.t

; b. Yes, the system will be in conduit.-
c. No, the system is open once the adversary gains entry.

j
d. No, the system uses unprotected telephone lines.'

13. a. 0.8 to 3.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.
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BREAKWIRE SYSTEMS (FOIL STRIP
AND GRID WIRE)

'

EFFECTIVENESS TEST

FUNCTION
4

The function of the breakwire system will be to sense intrusions through
walls, ceilings, floors, doors, windows, or other barriers.

~

CONDITIONS

Site Conditions

1. 'What type of material will be used in the construction of the
barrier to which the breakwire system will be attached?

Environmental Conditions

2. Will extreme temperature changes, which could cause false alarms,
be expected to occur at the facility?

Performance Conditions

Installation

3. How will the breakwire system be installed relative to the barrier?

4. Will the electrical installation of the breakwire system satisfy
the requirements specified in UL681 (Installation and Classifi-
cation of Mercantile and Bank Burglar Alarm Systems) ?

Maintenance

5. What will be the performance level of maintenance performed on the
breakwire system?- (To aid performance estimation, refer to ques-
tionnaire on equipment checks / maintenance.)

Reliability

6. How often will the breakwire system be operationally tested?
,

7. If the breakwire system has a self-test capability, what will be

i the test frequency?

Vulnerabilities

Adversary Attributes

8. Will the breakwire system be installed so that it is not readily
observed by an intruder?

3-29
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BREAKWIRE SYSTEMS (FOIL STRIP
AND GRID WIRE)

*Component Protection

9. If tamper protection is employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the questionnaire on tamper-indicating cir-
cuitry.)

|

l
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BREAKWIRE SYSTEMS (FOIL STRIP
AND GRID WIRE)

4

ANSWERS

CONDITIONS
,

Site Conditions

. Concrete. cinder block, or. plaster with fire-resistant wood1. a.
frames.

b. Fire-resistant wood foundation or f rame.
c. Wood foundation or frame.

l Environmental Conditions

2. a. No.
b. Yes.

Performance Conditions

Installation

3. a. It will be installed inside the barrier, e.g., grid woven into
window screen.

b. .It will be installed on the barrier surface with fire-resistant
wood panels over the breakwire, e.g., grid wire on a window
frame under a wood panel.

.c. It will be installed on the barrier surface, e.g., foil strip
applied to a window frame.

4. a. Yes.
b. No.

Maintenance
,

5. a. 0.8 to 1.0.,

b. 0.6 to 0.8.'

c. 0.4 to 0.6.
d. Less than 0.4.

Reliability

6. a. At least once every 3 months.
b. Every 3 to 6 months.
c. Less often than once every 6 months or not at all.

7. a. At 10- to 30-second intervals.
b. .At 30- to 60-second intervals.
c. At 1- to 5-minute intervals.
d. The breakwire system will not have a self-test capability.

.
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BREAKWIRE SYSTEMS (FOIL STRIP
AND GRID WIRE)

Vulnerabilities

Adversary Attributes

8. a. Yes.
b. No.

Component Protection

9. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

|

!
t

I

L

|
:

!
!
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BURIED LINE SENSORS--SEISMIC-
MAGNETIC CABLE, GEOPHONE STRING,
PIEZOELECTRIC BUTTON STRING

EFFECTIVENESS TEST

FUNCTION

The function of the buried line sensor will be to sense intrusions
through the fence or isolation zone.

CONDITIONS

Site Conditions

1. If the detection zone terrain has any abrupt disturbances (ditches,
gullies, etc.) , will they be leveled, filled, or otherwise properly
prepared?

2. What will be done to determine how soil type at the site location
might affect sensor performance?

3. What provisions will be made to minimize nuisance alarms which
might be caused by portal traffic, gate movement, or roving guards?

Environmental Conditions

Natural

4. If environmental conditions (e.g., wind, rain, snow, extreme heat,
freezing and thawing) which could adversely affect the sensors are
expected to occur at least 5 percent of the time, what provisions
will be made to ensure detection under these conditions?

5. If wildlife will be present at the site, what provisions will be
made to minimize nuisance alarms?

6. If the planned perimeter is near any running streams, what provi-
sions will be made to minimize any effects on sensors?

7. What procedures will be used to control vegetation and ground
erosion in the vicinity of the transducer cable?

8. What means of lightning protection will be provided for this
system?

Manmade

9. If manmade sources of nuisance alarms (e.g., pipes, sewers, over-
head / underground power lines) will be present near the sensor, or
the sensor line will be installed under any fence sections, what
provisions will be made to minimize nuisance alarms?

10. If there are roads, heavily traveled highways, or active railroads
within a mile of the perimeter, what provisions will be made to
minimize nuisance alarms caused by activities from these sources?
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BURIED LINE SENSORS--SEISMIC-
MAdNEtIC CABLE, GEOPHONE STRING,
PIEZOELECTRIC BUTTON STRING

'

11. If the sensor line will require installation in or under concrete
or asphalt, has a sensor type been selected or installed so that it
can be expected to work properly in/under hard surfaces?

Performance Condition

Installstion

12. How will the sensor line bridge the portals?

13. What guidelines will be used to determine sensor installation pro-
cedures with respect to criteria such as soil removal (trenching),
sensor burial depth, soil replacement around the sensor, sensor
spacing (if applicable), and signal cable attachment and routing?

Operation

14. What criteria will be used to determine initial sensor sensitivity
setting (where applicable)?

15. What procedures will be followed fcr an acceptable test of the
sensor system relative to probability and false and nuisance
alarms?

Maintenance
i

i 16. What will be the performance level of maintenance? (To aid perfor-
! mance estimation, refer to equipment checks / maintenance question-

naire.)

| 17. Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data?

|

| 18. What procedures will be followed if the sensor system fails?

Reliability

! 19. How much of the sensor circuitry will be tested by the self-test
signal?

| 20. If the sensor has self-test capability, what will be the test
frequency?

| 21. How often will the sensor system be subjected to a full operational
test?

22. What will be the performance level of the. emergency power system
( (EPS) ? (To aid performance estimation, refer to the questionnaire
'

on this specific EPS.)

23. Will the sensor provide a fail-safe indication?

r
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BURIED LINE SENSORS--SEISMIC-
MAGNETIC CABLE, GEOPHONE STRING,
PIEZOELECTRIC BUTTON STRING

Vulnerabilities

Adversary Attributes-

24. What will be the probability of detection expected for a stealthy
intruder (a 75-pound or larger person crawling, walking very
sof tly, rolling , sliding , etc. ) ?

25. What will be the probability of detection expected for a fast-
moving intruder (a 75-pound or. larger person trotting or running)?

26. What steps will be taken to thwart a skilled intruder with equip-
ment for vaulting or bridging the sensor line?

27. Should an unusually high or abnornial nuisance alarm rate develop,
what steps would be taken to determine the cause for such a change,
considering that the alarms might be deliberately caused as part of
an intrusion attempt?

Component Protection

28. If. tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the questionnaire on tamper-indicating
circuitry.)

.
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BURIED LINE SENSORS--SEISMIC-
MAGNETIC CABLE, GEOPHONE STRING,
PIEZOELECTRIC BUTTON STRING

ANSWERS
|

CONDITIONS

Site Conditions

1. a. Yes, either there will be no ditches, gullies, or other abrupt
disturbances, or they will be filled, leveled, or otherwise
properly prepared,

b. No.

2. a.. The planned sensor type will be tested at actual location.
b. The planned sensor type has been tested or utilized at a loca-

tion with similar soil,
c. A soil / site survey will be conducted to determine (where appli-

cable) characteristic signal frequencies, propagation velo-
cities, and attenuation factors.

d. No testing or survey will be performed.

3. a. Sensors which are sensitive to such sources of nuisance alarms
will not be used.

b. The sensor will be used in combination with other sensors which
are not sensitive to such sources of nuisance alarms.

c.- No provisions will be made.

!

Environmental Conditions

Natural

4. a. Either environmental conditions which could adversely affect
| the sensor are not expected to be a problem, or another sensor
i will be used when these conditions are present.
| b. No provisions will be made.
! I
| 5. a. Either studies / surveys indicate such wildlife does not exist, i
'

or animal fences are to be constructed that will discourage
both surface and burrowing animals.

b. No provisions will be made. ||
-

6. a. The stream will be rerouted or removed from the near sensor.
b. The sensor will be relocated,
c. No provisions will be made.

7. a. The area will be inspected and the conditions corrected at
least twice a month.'

|

. b. The area will be inspected and the conditions corrected at I
! least once a month. -!

c. The_ conditions will be corrected _only if problems with the
sensor arise due to these conditions.
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EURIED'LINE SENSORS--SEISMIC-
MAGNETIC CABLE, GEOPHONE STRING,
PIEZOELECTRIC BUTTON STRING

8. a. 1. - Equipment will be enclosed in a grounded metal enclosure'

(Faraday shield). Generally. acceptable approximations are
well-bonded all-metal structures or buildings, and concrete
structures or buildings with all rebar and metal sheathing,
including roof and floor, bonded, and'

.2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

-3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each cable
conductor and ground, and

4. If solid state electronic or other equipment sensitive to
short time over-voltage is to be protected, then secondary

' surge protection, e.g. , silicon junction avalanche devices
or metal oxide varistors, will be connected at the equip-
' ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function,

b. All of the above except 1., plus properly installed and
grounded lightning rods.

c. Only 2. and 3. or, if sensitive equipment, only 2. and 4.,

d. Only.2.

Manmade
j

9. a. Either no manmade sou:ces of nuisance alarms are expected to be
- a problem, or sensors which are sensitive to such sources of
" nuisance alarms will not be used,

b. The sensor will be used in combination with other sensors which
; are not sensitive to such sources of nuisance alarms.

c. No provisions will be made.

; 10. a. Either the facility perimeter will not be within a mile of
roads, heavily traveled highways, or active railroads, or'

sensors which are sensitive to the above conditions will not be
used.

b. .The sensor will be used in combination with other sensors which
are not sensitive to these conditions.

c.- No provisions will be made. ,

11. a. The sensor selected will not require installation of sensor
lines in or under concrete or asphalt.

b. The sensor will be installed using guidelines provided in
Volume I of the IDS Handbook.,

c. No consideration was given to this problem in select *ng or.

installing the sensor.

1

|

.
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, BURIED LINE SENSORS--SEISMIC-
|- MAGNETIC CABLE, GEOPHONE STRING,

PIEZOELECTRIC BUTTON STRING

Performance Conditions
!

~

Installation-|

12. a. It will continue straight through.
b. It will be routed through or over the portal,

It will terminate at each side of the portal.c.

! 13. a. The manufacturer's recommendations and the guidelines in Volume
I of '.he IDS Handbook will be used.

b. Either the manufacturer's recommendations or the IDS Handbook
will be used.

c. No formal guidelines will be used to determine sensor installa-
tion procedures.

Operation

14. a. The criteria used to determine initial sensor sensitivity
setting will be determined by on-site tests.

b. The criteria will be determined from the manufacturer's recom-
mendations and the guidelines in Volume I of the IDS Handbook,

j c. Either the manufacturer's recommendations or the IDS Handbook
| will be used.

d. The criteria will be arbitrary.

15. a. The procedures will be those outlined in Volume I of the IDS
| Handbook and supported by procedures developed by other users.
I b. The procedures will be those outlined in the IDS Handbook or
j those developed by other users,
i c. Self-developed procedures will be used,
i
!

| Maintenance
i

i 16. a. 0.8 to 1.0.
| b. 0.6 to 0.8.
! c. 0.4 to 0.6.

d. Less than 0.4.

*17. a. Yes.
! b. No.

18. a. Standby replacement equipment will be immediately installed by
on-site personnel.

i b. The equipment will be removed and replaced as soon as on-site
! repairs can be made.
| c. The equipment will be removed and replaced as soon as off-site

repairs can be made.'

Reliability

.19. a. Testing will be complete, including the transducer.
b. Testing will be complete except-for the transducer.

.3-38

- - _ _ - -
_ . .- .. -.



_ __ _ __ __

BURIED LINE SENSORS--SEISMIC-
MAGNETIC CABLE, GEOPHONE STRING,
PIEZOELECTRIC BUTTON STRING

Only a part of'the sensor circuitry will be tested.
~

.c.
d. No self-test capability will' exist.

20. a. At less than 30-second intervals.
b. At 30-second to 60-second intervals.
c. At 1-minute to 5-minute intervals,
d. No self-test capability will exist.

21. a. With initial installation and thereafter daily.

1 b. With initial installation and thereafter at the beginning and
end of any period of use or every 7 days, whichever is shorter.

c. With initial installation and thereafter monthly.

1 22. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6. ,

d. Less than 0.4.

23. a. Yes.
'

b. No.

Vulnerabilities

Adversary Attributes

24. a. P will be 0.95 or greater with the person moving as slowly as
~

D0.005 meter per:second..
b. P will be 0.95 or greater with the person moving as slowly as

D0.025 meter per second.
c. P will be 0.95 or greater with the person moving as slowly as

D0.25 meter per second.4

d. P = 0.95 cannot occur unless intruder movement is a near-
nSrmal walk or faster.

| 25. a. P will be 0.95 or greater with the person moving up to 6.0
Dmeters per second,

b. P will be 0.95 or greater with the person moving up to 3.0
Dmeters per second.

than a.95 c6nnot be achieved if the person is moving faster0P =c.
normal walk.

26. a. The sensor will be used in combination with other sensors to
ensure detection if an attempt is made to vault or bridge the
sensor line,

b. Guards will be instructed to look for unusual activities that
would include carrying ladders, boards, poles, etc.

c. Barrige1 along the perimeter will be depended upon to thwart an
intruder penetration, particularly with equipment.

27.- a. Guard forces -will be alerted for a possible intrusion at any*

: point on the perimeter. If alarms disappear or no cause is
found, surveillance will continue.

b.- Guards'will be immediately dispatched to the area of alarms to
determine alarm cause , if possible. If no cause is found,

surveillance will continue.
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BURIED LINE SENSORS--SEISMIC-
MAGNETIC CABLE, GEOPHONE STRING,
PIEZOELECTRIC BUTTON STRING

_

!

c. If no cause for alarms is discovered, or if alarms disappear,
alarm will be ' ignored.

t

f

Component Protection

28. 'a . 0.8 to 1.0.
b. 0.6 to 0.8.-
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.
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CAPACITANCE ALARMS

EFFECTIVENESS TEST

FUNCTION

The function of the capacitance alarms will be to detect intrusions near
protected objects and/or attempts to touch these objects.

CONDITIONS

Site Conditions

Physical

1. In what type of room will the seneor be installed?

2. What will be used as a reference ground?

3. Will the floor be grounded to earth?

4. Will there be other large surfaces or objects nearby?

5. Will the protected object be located near a wall where there will
be activity on the opposite side of the wall which could cause aj
problem situation?

Environmental Conditions

Natural

6. Are there any natural environmental conditions that could cause a
problem with a proximity sensor, i.e., high winds which flex nearby
walls, frequent thunderstorms, seismic activity, or RF energy?

7. Will precautions be taken to ensure that living things, (such as
mice, guard dogs, or plants) are kept away from the protected
objects by a distance at least equal to their longest dimension?

Manmade

8. How frequently is the protected object likely to be moved?

9. How frequently will other objects in the vicinity of the protected
object be moved?

10. Will moisture be present on the floor under the protected object?

Performance Conditions

Installation

11. Will testing be done to ensure that the capacitance load will be
within the capabilities of the chosen sensor?
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12. How often will,the load capacitance be expected to change?
13. Where will the control box or processor be placed?
14. What wiring techniques will be used?

15. How will connections be made to the ground plane?

Operation

16. How often will the sensor be operationally tested?

17. What housekeeping rules will be applied?
18. What level of emergency power system (EPS ) performance will be

provided? '(To aid performance estimation, refer to the question-
naire on the specific EPS.)

19. How frequently will personnel be near the protected object?

Maintenance

20. Will preventive and routine maintenance be performed on a schedule
supported by mean-time-between-failure (MTBF) data?

21. What will be the level of' maintenance performance? (To aid per-
formance estimation, refer to the questionnaire on equipment
checks / maintenance.)

Diversity and Redundancy

22. Will multiple proximity sensors be used?

Vulnerabilities

23. Will defeat methods be tried dfter insta]1ation?
24. If tamper protection will be employed, what will be the performance

level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the questionnaire on tamper-indicating
circuitry.)

!

_
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CAPACITANCE ALARMS

ANSWERS

CONDITIONS

Site Conditions

Physical

1. a. Poured reinforced concrete,
b. Metal.
c. Both a. and b. above.
d. Cinder block.
e. Wood.

2. a. A metal floor,
b. A reinforced concrete floor,
c. Other conductive floor.
d. A wood floor (poor ground).

3. a. Yes.
b. No.

i 4.. a. Either there will be no nearby objects, a clear view will exist
to the protected objects, or nearby objects will be nonconduc-
tive.

b. Nearby conductive objects and walls will be grounded.
c. Nearby conductive objects and walls will not be grounded and

could cause problems.

5. a. Either protected objects will not be near a wall or the wall
will be conductive and grounded.

b. Protected objects will be near a nonconductive wall, but no-

~

thing will be permitted within 4 or more feet of the other
side.

c. Protected objects will be near a nonconductive wall with
grounded immovable objects on the opposite side.

d. Protected objects will be near a nonconductive wall with un-
grounded immovable objects on the opposite side.

e. Protected objects will be near a nonconductive wall, with
personnel movement on the opposite side which could cbuses
frequent false alarms.

Environmental Conditions

Natural

6. a. No,

b. Yes.

7. a. Yes.
b. No.
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i

!

| ' Manmade

8. a. Never.
! b. Only when installed or removed,

c. Occasionally (e.g. , once a week or once - a month) .
d. Daily or more.often.

I

! .9. a. Never.
b. .From once a week to once a month.
-c. Daily or more frequently.

10. a. Never.
b. Yes, from sources such as seepage, leaky roof, or janitor

mopping.

Performance Conditione

|-
Installation.'

11. a. Yes.
b. No.

12. a. Never. c
b. Annually.
c. Monthly or less often.

13. a. On the protected object.
b. Adjacent to the protected object, but protected with it.
c. Remote from the site, but in the same building.,

d. At a remote location such as a guard shack.

' Wir'ing in' conduits and supervised.14. a.
b. Wiring in conduits. I

,

| c. Open supervised wiring.
d. Open unsupervised wiring.

| 15. a. By establishing a ground plane under the protected object and
| isolating the object on hockey pucks,

b. By ground stakes.
c. By the-use of a powerline.

Operation

16. a. With-initial installation and thereafter daily.
b. With initial installation and thereafter at the beginning.and

end of any period of use'or every 7 days, whichever is shorter.
c. With. initial installation and thereafter monthly.

17. a. The area around the protected object _will be kept neat and
i -orderly.
'

b. Junk and equipment will accumulate in the area.
C. None.

|

'
|

|

\
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..

18. .a. 0.8 to.l.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.

~d. Less.than 0.4.

19. a. Never.
-b. Once.a week.
c. Once a day,
d. Man" times each day.

Maintenance

20. a. Yes.
b. No.

21. a. 0.8 to 1.0,
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Diversity and Redundancy

22. a. Yes, if no interference problems are experienced.
b. No.

Vulnerabilities
1

:23. a. Yes,

b. No.

24. a. ~0.8 to 1.0.
b. 0.6 to 0.8.- d

c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

! .
I
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CCTV MONITORING / SURVEILLANCE

EFFECTIVENESS TEST

FUNCTION

The function of CCTV monitoring and surveillance will be to monitor
activities and conditions in the PA, MAA, and VA for detection and
assessment.

CONDITIONS

Performance Conditions

Operation

1. What will be the performance level for the CCTV system? (To aid
performance estimation, refer.to the CCTV systems questionnaire.)

2. How many monitors will the operator be expected to observe?

3. Where will the monitor (s) be located in relation to operator con-
trols?,

4. How will monitors be selected and viewed?

5. Will the area in question be continuously monitored?

6. If the area in question is not continuously monitored, how often
will the area be observed?

7. What'will be the maximum duty period for an observer?

8. What will be the minimum recovery time for observers between moni-
toring duty periods?'

9. Are the CCTV system controls and switches grouped by themselves?

10. Are the controls arranged in direct relationship to the units they
control?

Diversity and Redundancy

11. What kind of surveillance backup will be used when a monitor isi

'

being repaired or replaced?

| 12. What kind of surveillance backup will be used when environmental
conditions preclude visual _ surveillance via the monitors?

L 13. What'will be the performance level of the emergency power system
(EPS) ? (To aid performance estimation, refer to the questionnaire.

' on the specific EPS.)

}
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CCTV MONITORING / SURVEILLANCE
!

-Maintenance

14. Will' preventive maintenance be performed on a schedule supported by
l- mean-time-between-failure (MTBF) data?

l 15. What will be the. level of maintenance performance? (To aid perfor-
;

| mance estimation, refer to equipment checks / maintenance question-
naires.)

|

I

i

|

,

I
'

|
;

h

- |,

|
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I CCTV MONITORING / SURVEILLANCE

ANSWERS

CONDITIONS

Performance Conditions

Operation

1. a. 0.8 to 1.0.
.b. 0.6'to 0.8.
c. 0.4 to 0.6.
d. Less'than 0.4.

2. a. One or two.
b. From three to five,
c. More than five.

3. a. _Directly above operator controls.
b. .In the same area, so that control manipulation will not ob-

struct the visual path,
The operator will not be able to manipulate the controls whilec.
. observing the monitor.

By automatic interruptible timed sequence rotation.4. a.
b. Manually, in priority or timed sequence.
c. Automatically, by timed sequence rotation.
-d. Manually,lat the operator's discretion.

5.- a. Yes.
b. No.

6' a. More often'than once every 10 seconds..

b.. Every 10 to 60 seconds.
c. Every 1 to 3 minutes.
d. Every 3 to 10 minutes,
e. More often than every 10 minutes.

7. a. I hour.
b. 2 hours.
c. More than 2 hours.

:8. a. Greater than 60 minutes.
b. 30'to 60 minutes,
c. Less than 30 minutes.

9. a. Yes.
b. No.

'10. la . Yes,

b. No.
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b CCTV MONITORING /SURUEILLANCE
i
!

Diversity and Redundancy
,

!
l

i - ~ l1. a. Spare. monitors will' enable immediate replacement. j

b. Another similar monitor near the defective one.
c. Personnel dispatches to alarm site.

I 12.- a. ; Random patrols'in surveillance areas at least every 5 minutes.
b. Random patrols in surveillance areas at least every 10' minutes.
c. Random patrols in surveillance areas at least every 30 minutes.
d. Random patrols in surveillance areas at least every 2 hours,
e. -None.-

13. a. 0.8-to 1.0.
b. 0.6 to 0.8.
c. 0.4 to'0.6.
d. Less than 0.4.

Maintenance

14. a. Yes.
b. No.

15. .a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

I

1

I

|

l
i

I

.i

I

{
;

I

:

!
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CCTU SYSTEMS

EFFECTIVENESS TEST

FUNCTION

The function of. the CCTV will be- to sense intrusions and other unautho-
rized activities and conditions in the PA, MAA, and VA for detection and
assessment.

CONDITIONS

Site Conditions

Operation

1. If'CCTV coverage is incomplete due to, for example, buildings or
. hilly terrain causing blind spots, what provisions will be made to
achieve complete coverage?-

2. Will a large number of cameras be necessary to cover all the re-
quired area?

3. What system resolution will be required?

Environmental Conditions

Natural.

4. If acverse environmental conditions, e.g., wind, fog, temperature
extremes, rain, snow, lightning, etc., are' expected to degrade
system reliability, what provisions will be made to protect ex-
terior cameras and signal-processing ~ equipment against the environ-
ment?

5. 'What means- of lightning protection will be provided for the CCTV
system?

Manmade

6. If nearby sources of EMI are present, what provisions will be taken
to prevent interference?

Performance Conditions
;

I Installation
|

l 7. What will be done to the site in the way of preparatica to increase
target visibility?

!

|
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_

Operation j

8. What will be the level of performance for the CCTV lighting system? -

.(To aid performance estimation, refer to the questionnaire on |
'

controlled security lighting.)'

9. If a switching system is employed,~will it provide for vertical
;

. roll-free switching?

10. If the system includes video motion detection (VMD) , has conside-
ration been given to the viewing field of the VMD to eliminate high
" nuisance alarm" situations?

.

Maintenance

11. Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data?

Reliability

- 12. What will be the level of test and maintenance performance? (To
aid performance estimates, refer to the questionnaire on equipment
checks /mairtenance.),

!

.

Diversity and Redundancy-

13. What provision will be made for backup capability in the event of
system failure?

~ 14 . What willJbe the level of emergency power system (EPS) performance?
(To aid performance estimation, refer to the questiennaire on the

'

specific EPS.)

Vulnerabilities

15. Will all critical components, e.g., cameras, lights, controls,
'

junction boxes, cabling, etc., be located within a secure area?
.,

16. If tamper protection will be employed, what will be the: performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer'to the questionnaire on tamper-indicating
circuitry.)

i
1

,

I
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CCTV SYSTEMS

ANSWERS

CONDITIONS

Site Conditions

Operation

1. a. No blind spots will exist.
b. Additional cameras will be added to eliminate them.

Blind spots will be acceptable because provision has been madec.
for coverage by other means (response force, human observation,,

etc.).

Yes, and some sort of automated switching system will present2. a.
the data to the operator in a usable manner.

b. No, a small number of cameras are assigned to a small number of
dedicated monitors which the operator should handle success-
fully.
Yes, but each camera will be connected to a dedicated monitorc.
and might overwhelm the operator with visual intormation.

3. a. Sufficient to distinguish a man's face anywhere in the designed
zone of coverage.

b. Sufficient to distinguish a human figure anywhere in the de-
signed zone of coverage.

c. Sufficient to differentiate between man and small animals
anywhere in the designed zone of coverage.

Environmental Conditions

Natural

All equipment will be enclosed in environmental housings.4. a.
b. The cameras will be enclosed in adequate environmental hous-

ings,. and the signal-processing system will be protected.
c. The cameras will be protected but not the signal-processing

,

system.
d. The signal-processing system is adequately protected, but the

cameras are not.
-e. Neither the cameras nor the signal-processing system will be

protected.

5. a. 1. Equipment.will'be enclosed in a grounded metal enclosure'

(Faraday shield). Generally acceptable approximations
are well-bonded all-metal structures or buildings, and
concrete structures or buildings with all rebar and metal
sheathing, including roof and floor, bonded, and

- 2. All conductors. penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry panel
which, in turn, will be bonded to the structure (Faraday-
type) shield and a-good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-'

filled spark gaps, will be connected between each cable
conductor and ground, and
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4. If solic' state electronic or other equipment sensitive to
short-time over-voltage is'to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices

i
or metal oxide varistors, will be connected at the equip- ;
ment between each cable conductor and ground. Sufficient
circuit delays are necessary - to permit the primary surge
protection to funetisc.

b. All of the.above except 1., plus properly installed and
grounded lightning rods.

c. Only 2. and 3. of the above or, if sensitive equipment, only 2.
and 4.

d. Only.2. of the above.

Manmade

6. a. Both the cameras and transmission lines will be isolated and
shielded.

b. Transmission lines will be shielded, but cameras might be
susceptible.to EMI.

c. Isolation will be provided for cameras and unshielded lines,
d. No isolation or shielding problems possibly contributing.

Performance Conditions

Installation

7. a. Grading and clearing of area to increase uniformity of back-
ground, or this question will not apply.

b. Nothing.

Operation

8. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less-than 0.4.

9. a. Yes, a master sync system will be used.
b. No, each camera will generate its own sync signal.

10. a. Yes, a well-controlled interior scene will be monitored.
b. Yes, a controlled exterior scene will be monitored.
c. Yes, but some trees and shrubs that can't be eliminated and

,

might cause " nuisance alarms" in high winds will be monitored. |
d. No. j

Maintenance

11. a. Yes.
b. No.
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-Reliability

12. a. '0.8-to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Diversity and Redundancy

Additional security alarm systems will provide complete redun-13. a.
dancy.
Manned observation towers will be present.b. .
Roving patrols will cover all areas frequently.c.

d. None.

14. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

4

Vulnerabilities

All critical components will be located within the secure area,15. a.'

and tamper-indicating devices will be employed to detect pene-
tration attempts.

b. All critical components will be located within the secure area.
Some critical components may be outside the secure area; how-c.
ever, in these instances tamper-indicating devices are to be
used.

16. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

!

.

!

i
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CENTRAL AND SECONDARY ALARM
STATIONS

EFFECTIVENESS TEST

FUNCTION

The function of the central and secondary alarm stations (CAS and SAS)
will be to coordinate alarm assessment and deployment of response.

,

CONDITIONS

Site Conditions

Physical

1. Where will the CAS be located?

2. Where will the SAS be located?

Operation

3. Will the CAS contain any operational activities that would inter-
fere with the execution of the alarm response function?

4. Will.the SAS operator be dedicated to the security operation, or
will he perform other operational control functions?

5. Will the CAS and SAS doors be locked at all times, except for
authorized entry?

6. How will authorized entry be determined for the CAS?

7. How will authorized entry be determined for the SAS?

8. Will all alarms annunciate in both alarm stations?

9. How will the status of all alarms be indicated in the CAS?

10. How will the status of alarms be indicated in the SAS?

11. Will there be separate computer systems for the CAS and SAS?

12 . . Will duress alarms exist'in both the CAS and SAS?;

13. Will duress alarms annunciate or communicate between the CAS and
SAS?

14. What sort of communications will exist between the CAS a'id SAS?

Environmental Conditions

Natural

15. 'If any radio mast or microwave antenna support towers will be
located on or near a CAS or SAS, will they be bonded to the main
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STATIONS

conductor of the lightning protection system with a main-size
conductor.and UL-approved fittings?

16. What means of lightning protection will be provided for the CAS and
the SAS?

| Performance Conditions

Installation

17. Will any windows in the CAS or SAS provide one-way viewing?'

18. H6% tell will the CAS be able to withstand a chemical attack?

I 19. How well will the SAS be able to withstand a chemical attack?

20. Will either alarm station be accessible from utility ports such as
manholes, tunnels, air conditioning ducts, etc., and, if so, how
will this access be eliminated?

21. If tamper protection will be employed for support buildings, equip-
ment, and signal lines, what will be the performance level of the
tamper-indicating circuitry? (To aid performance estimation, refer
to the tamper-indicating circuitry questionnaire.)

22. Will there be separate cable runs from alarm detector units to each
alarm' station annunciator system?

23. If separate cable runs are not used, where will the signal cable
split to the CAS and the SAS?

24. To what extent are the CAS and SAS redundant?

25. Will one station be able to switch the status of an alarm (secure
j to access, alarm to access) without alerting the other station?

2 6. - Will each alarm station have both telephone and radio or microwave )
two-way voice commcnication with local law enforcement authorities?

27. In the event of an ac power outage, to what functions will the
alarm station emergency power system supply power?

28. What will be the level of emergency power system (EPS) performance?
(To aid performance estimation, refer to the specific EPS question-
naire.)

29. Will annunciator errors occur as a result of transfer from normal |

to emergency power? j

30. ~How will alarms or " change of status" be recorded?

31. For how long will alarm and " change of status" records be kept?
.

i

s

-3-58



= , . ._ _ ,_. .. ___ _

a

'''NTRAL~AND SECONDARY ALARM
_.ATIONS

4

Maintenance-

- - 32. ' Will the frequency of. preventative maintenance be scheduled accord-
ing to mean-time-between-failure (MTBF) of the alarm station equip-
ment?'

,

33. ' What will-|be the level of maintenance performance? (To aid perfor-
mance estimation, refer to equipment checks / maintenance question-
naire.)

4 .
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CENTRAL AND SECONDARY ALARM
STATIONS

ANSWERS

CONDITIONS

Site Conditions

Physical

1. a. Within a protected area (PA) and within a building, such that
the interior of the CAS is not visible from the perimeter of
the PA. No wall common with building outside wall.

b. Within a PA and within a building, such that the interior of
the CAS is not visible from the perimeter of the PA. Contains
wall common with building outside wall, made of bullet-
resisting material.

c. Within a PA, within a building.

2. a. Within the PA, within a building,
b. Within a separate building, inside the PA.
c. Within a building outside the PA.
d. Within a separate building, outside the PA.

Operation

3. a. No, activities will be directed only toward alarm response.
b. There will be a fire control station located within the CAS,

but this will require a minimum of activity.
c. Because of certain activities, priorities will have to be set

so that there is no interference with alarm functions.

4. a. The SAS operator will be dedicated to security operations.
b. The SAS operator will perform other functions, but primary

priorities will be security operations.
c. The SAS operator will perform various functions.

1

5. a. Yes.
b. No. )

6. a. By positive personnel identification.
b. By coded credentials.
c. By photo identification.

7. 'a. By positive personnel identification.
b. By coded' credentials,
c. By photo identification. 1

l
I

Gl . a. Yes.
b. No.

9. a. Continuously visibly displayed for each alarm zone.
b. Computer' printout.
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10. 'a . Continuously visibly displayed for each alarm zone.
b. Computer printout.
c. Alarms will be indicated only in the CAS.

11. a. Yes.
b. No.

12. a. Yes.
b' .No..

13. a. Yes.
b. No.

14. a. CCTV monitoring, radio, telephone, and duress,
b. Radio and telephone.
c. ' Telephone only.

Environmental Conditions

Natural

15. a. Yes, or no support towers will be located on or near a CAS or
SAS.

b. No.

16. a. 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield). Generally acceptable approximations are
well-bonded all-metal structures or buildings, and concrete
structures or buildings with all rebar and metal sheathing,
including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry panel

f which, in turn, will be bonded to the structure (Faraday-
type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each-cable
conductor and ground, and

4. If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices
or metal oxide varistors, will be connected at the equip-
ment between each cable conductor and ground. Sufficient'

circuit delays are necessary to permit the primary surge
-protection to function.

b. All of the above except 1., plus properly installed and
grounded. lightning rods.

c. Only 2. and 3. of the above, or, if sensitive equipment, only
2. and 4.

d. .Only 2. of the above.

.
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l

Performance Conditions

Installation

17. a. There will be no windows in either the CAS.or the SAS.
b. Windows in the SAS will be one-way viewing (inside-to-outside) .
c. Windows in the CAS will be one-way viewing (inside-to-outside).
d. Windows-in the SAS will not be one-way viewing.
e. Windows in'the CAS will not be one-way viewing.

Very well; equipment and procedures to withstand such an attack18. a..
will be readily available. Guards will be trained in handling
such an attack.

b. .This type of attack will be highly unlikely, due to plant
layout and security. No preparation for a chemical attack will
be made.

c. No preparation for a chemical attack will be made.

Very well; equipment and procedures to withstand such an attack19. a.
will be readily available. Guards will be trained in handling
such an attack.

b. This type of attack will'be highly unlikely, due to plant
layout and security. No preparation for a chemical attack will
be made.

c. No preparation for a chemical attack will be made.

20. a. No such port will exist at the CAS or the SAS.
b. Po r t ( s) will exist about the SAS, but will be covered with

grating or other material to prohibit unauthorized use,
c. Port (s) will exist about the CAS, but will be covered with

grating or other material to prohibit unauthorized use.
d. Such ports will exist but are not expected to cause a breach in

security.

21. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

22. a. Yes.
b. No.

23. a. Either' separate cable runs will be used or split will be within
the PA.

b. Outside the PA.

I 24. a. Compldtely redundant operating stations, with SAS stand-alone
capability.*

b .- Semi-redundant stations, SAS dependent upon several CAS func-
tions.

c. Majority'of SAS functions directly dependent on CAS functions.'

2 5. . a.- No.
b. Yes.

;

26. a. Yes.
I b. No.

|
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27. a.. To all alarm' systems, communication systems,~ lightning systems,*

and CCTV systems,
b. To all alarm systems and communication systems.
c. The alarm station will not have its own emergency power system

(EPS).

28. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

29. a. No.
b. Yes.

30. a. Automatically in both CAS and SAS.
b. Automatically in CAS, manually in SAS.
c. Manually in CAS and SAS.
d. Manually'in CAS only.

31. a. At least 2_ years,
b. At least 1 year.
c. Less than 1 year.

Maintenance

32. a. Yes.
b. No.-

33. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.
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CLOSE-OUT INSPECTION BY A THIRD
PARTY

EFFECTIVENESS TEST

FUNCTION

The function of the close-out inspection by a third party will be to
detect any unauthorized conditions following equipment maintenance or
repair in the PA, MAA, and/or VA.

CONDITIONS

1. In what areas of the facility will close-out inspections be re-
quired?

. :2. Under what' conditions will close-out inspections be required?

3. Who will perform the close-out inspections?

4. How will personnel be assigned the task of performing a close-out
inspection?4

5. How soon after completion of work will the inspections be per-
formed?

.

6. How will inspection results be reported?

7. How will inspection requirements and procedures be specified?

'8. What level of detail will be required for performance of a close-
out inspection?

|

t
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CLOSE-OUT INSPECTION BY A THIRD
PARTY

ANSWERS l

i

CONDITIONS

1. a. In all areas within the facility.
b. In the MAAs and VAs.
c. In the VAs.
d. Close-out inspections will be performed only on specific equir-

ment.

2. a. A close-out inspection will be required after any equipment
maintenance or repair in areas designated as requiring close-
out inspections.

b. A close-out inspection will be required after maintenance or
repair of designated equipment.

c. Close-out inspections will be performed in a random manner.

3. a. A technically competent individual who has not been involved in
the repair or maintenance of the equipment.

b. An individual with sufficient technical background to detect
gross equipment tampering, who has not been involved in the
repair or maintenance of the equipment.

.

c. An individual with sufficient technical background to detect
gross equipment tampering.

4. a. Personnel assignments will be rotated on a random basis.
b. Personnel assignments will be scheduled not more than one week

in advance and will not be posted.
c. Personnel assignments will be scheduled more than one week in

advance and will be posted.

5. Close-out inspections will be performed

'
a. Immediately following task completion. The results will be

reported before personnel assigned to work in the area are
permitted to work in another VA or on another vital system
within the same VA.

b. Immediately following the task completion. Personnel assigned
to work in the area will be permitted to work in another VA or
another vital system in the same VA before the inspection is
completed,

c. At some time following task completion and during the current
workshift.

6. a. Inspection forms will be used and filed with the security
office. Strict inventory of the forms will be kept to prevent
their unauthorized use.-

b. Inspection forms will be used and filed with the security
office.

c. Inspection results will be verbally transmitted to the security
office.

|
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'7. Inspection requirements and procedures will

a. ue specified in a check list which the individual will be
required to use' as a guide during the inspection. The check
list will have limited distribution.

b. Be specified in a procedures handbook which will be issued to
the individual when he is employed as an inspector.

c. Be specified in a procedures handbook which will be available
to the' individual upon request.

d. Not be formally specified.

8. A close-out inspection will require

a. Visual check for sabotage devices or any evidence of tampering
with the vital system, and an operability check of the vital
system and other systems in the immediate area.

b. A visual check for sabotage devices or any evidence of tamper-
ing either with the vital system which was serviced or with any
other vital system in the immediate vicinity.

c. A visual check for sabotage devices or any evidence of tamper-
.ing with the vital system which was serviced.

I

|

I.
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' CODED ~ CREDENTIAL SYSTEMS--
ACTIVE ELECTRONIC, ELECTETC'

MAGNETIC CODED, MAGNETIC-
STRIPE CODED, METALLIC-STRIP
CODED, OPTICAL CODED, PASSIVE
ELECTRONIC

EFFECTIVENESS TEST
.

FUNCTION

The function of the coded credential systems will b'e to verify authori-
-zed entry into the PA, MAA, and/or VA.

CONDITIONS

Performance Conditions

Operation

1. Will the coded credentials be retained at the site when personnel
leave the facility?

2. Will personnel identification be' used with the credential system
where required?

3. Will the number of unique authorization codes greatly exceed the
number of personnel using the system?

4. 'Will the coded credential system have antipassback features which
will prevent a credential being used in two places at the same time
or being reentered in an area that has not first been exited?

5. Will the coded credential system have instant access change capa-
- bilities for cases in which access authority changes or credentials
are lost or stolen?

6. Will the coded credential system have an occupancy list capability
which will enable safety and security personnel to verify that an
area is clear of all personnel?

7. Will the area access authorization be encoded on the credential?

Maintenance

8. What will be the level of maintenance performance? (To aid perfor-
mance estimation, refer to the questionnaire on equipment checks /
maintenance.)

Vulnerabilities

-9. Will it be difficult-to decode and counterfeit this type of
'

credential?
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CODED CREDENTIAL SYSTEMS--
ACTIVE ELECTRONIC, ELECTRIC
MAGNETIC CODED, MAGNETIC-
STRIPE CODED, METALLIC-STRIP
CODED, OPTICAL CODED, PASSIVE
ELECTRONIC

10. If tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? . (To aid performance
estimation, refer to the tamper-indicating circuitry question-
naire.)

}

|

|
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- CODED CREDENTIAL SYSTEMS--
ACTIVE ELECTRONIC, ELECTRIC
MAGNETIC CODED, MAGNETIC-
STRIPE CODED, METALLIC-STRIP
CODED, OPTICAL CODED, PASSIVE
ELECTRONIC

ANSWERS

CONDITIONS
.

Performance Conditions

Operation

1. a. Yes, the credentials will be issued after personnel identifica-
tion when personnel enter the facility, and retained when
personnel leave each day.

b. No, personnel will be allowed to carry their credentials at all
times.

2. a. Yes, personnel identification will take place at all controlled
access points; the credential alone will be used only for
access authorization where identification will not be required.

' b. No.

3. a. Yes, the probability of gaining access by randomly encoding a
credential is low,

b. No, however, personnel identification will be used throughout
the system.

c. No, the probability of gaining access through knowledge of the
code format and random encoding of a credential is high.

4. a. Yes, personnel will be required to use the credential system
when entering and exiting all areas. -

b. No.

5. a. .Yes,

b. No.

6. a. Yes.
b. Yes, but only for.certain areas.
c. No.

7. a. No, the authorization will be stored at a central control,
b. Yes.

i

Maintenance'

8. a. 0.8 to 1.0.,

b. 0.6 to 0.8.
c. 0.4 to 0.6.
d.- Less thani 0. 4.

.
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CODED CREDENTIAL SYSTEMS--
ACTIVE ELECTRONIC, ELECTRIC
MAGNETIC CODED, MAGNETIC-
STRIPE CODED, METALLIC-STRIP
CODED, OPTICAL CODED, PASSIVE
ELECTRONIC 1

Vulnerabilities
4

9. .a. Yes, counterfeiting will require highly specialized electronic
equipment and techniques.

b. Yes, counterfeiting will require some technical background and
access to special components,

c. No, anyone with a' knowledge of the basic concepts will be able
to reproduce the credential.

10. a. 0.8 to 1.0, or tamper protection will not be required.
b. 0.6 to 0.8.
-c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

<
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COMMERCIAL TELEPHONE SYSTEM

EFFECTIVENESS TEST

FUNCTION

1. What will be the function of the commercial telephone?

CONDITIONS

Environmental Conditions

2. If environmental conditions, e.g., electrical storms or ice storms,
which could adversely affect the telephone are anticipated, what
provisions will be made to ensure communication under these condi-
tions?

Performance Conditions

Installation

3. How will the telephone system be installed?

Maintenance

4. How often will preventive maintenance be performed on the tele-
phone?

Reliability

5. If the facility is large enough to warrant a PBX, will alternate
power be available to operate the telephone line in the event of a
commercial failure?

6. What provisions will be made in case of telephone line failure?

Vulnerabilities

Component Protection

7. Will the telephone system be alarmed to indicate attempts to com-
promise the equipment?

8. If a PBX exists within the facility, will it be contained in a
protected area?
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COMMERCIAL TELEPHONE SYSTEM

ANSWERS

FUNCTION

1. a. It will be a " hot line" used only for two-way voice communica-
tion directly with law enforcement authorities,

b. It will be a " hot line" used only for two-way voice communica-
tion through an intermediary, e.g., central alarm station, with
-law enforcement authorities,

c. It will be a telephone line used for various purposes, one of
-which will be communication with law enforcement authorities.

~

CONDITIONS

Environmental Conditions

2. a. Environmental conditions which could adversely affect the tele-
phone lines are not anticipated, the telephone line will be
buried for protection from adverse environmental conditions
and/or an alternate means of communication will be ava lable
during these conditions.

b. No provisions will be made.

Performance Conditions

Installation
'

3. a. It will be installed by telephone company personnel in conjunc-
tion with licensee maintenance personnel.

~b. It will be installed by telephone cor.pany personnel.

Maintenance

| 4. a. Maintenance will be performed on a routine preventive basis at
time intervals less than the mean-time-between-failure (MTBF)
rate.

b. Maintenance will be performed any time minor complaints are
reported.

c. Maintenance will be performed only when the telephone fails.

Reliability

5. a. Yes, alternate power will be available,
b. Facility will not have a PBX.
c. Facility will have a PBX, but alternate power will not be )

available. '

6. a. The telephone line will be serviced within 1 to 2 hours during
which time an alternate means of communication will be avail-
able.

b. The telephone'line will be serviced within 24 hours during
which time an alternate means of communicatior will be avail-
able.

|
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COMMERCIAL TELEPHONE SYSTEM

c.; The. telephone line will be serviced whenever the telephone
company can provide repair service, ar.d no alternate means of

. communication will be available.i '

Vulnerabilities,

Component Protection

7. a. Yes.
b. No.

8. a...A PBX will not exist within the facility.
-b. Yes, a PBX will be contained in a vital area,
c. No, a PBX will not be contained in a vital area.

i
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CONTINGENCY PLAN AND PROCEDURES

EFFECTIVENESS TEST

FUNCTION

The function of the contingency plan and procedures will be to provide
guidance to facility personnel and to identify procedures for handling
threats, attempted theft, sabotage, or other non-routine events,

i CONDITIONS

1. ' Will the contingency plan provided by the licensee meet the re--
quirements of 10 CFR 73, Appendix C?

2. What procedure will be used to develop the purpose and scope of the
; plan in order to address the foreseeable contingencies at the site?

3. Will the command and control structure delineated in the plan be
consistent with the requirements for proper plan execution?

4. Will the contingency plan, particularly the responsibility matrix,
be reviewed with security personnel?

1-
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CONTIWGENCY PLAM AND PROCEDURES

ANSWERS

CONDITIONS

l 1. a. .Yes.
b. No, but documentation supporting exception to the-requirements

| of 10 CFR 73, Appendix C, will be provided.
! c.- No.
!-

2. a. A formal examination of operations to determir.e vulnerabili-
ties, e.g., fault-tree analysis, will be performed,

l b. An informal examination of operations to deterraine vulnerabili-
| ties will be performed.

A cursory examinaticn of operations to determine vulnerabili-c.
ties will be made.

3. a. Yes.
b. -No.

| 4. The contingency plan, particularly the responsibility matrix,

a. Will be reviewed with security personnel as part of training
and retraining and whenever any. significant changea are made,

b. Will be reviewed with the security personnel as part of initial
training.

c. Will be reviewed only with key security personnel, e.g., the
central alarm station operator.

I
!

i

I

|
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CONTROLLED SECURITY LIGHTHNG

i

EFFECTIVENESS TEST

,

FUNCTION

The function of the. security lighting will be to provide illumination
for monitoring, surveillance, and alarm assessment.

CONDITIONS

Environmental Conditions

1. What means of lightning protection will be provided for the light-
ing systems?

.

What criteria will be used in the design of the lighting system for
~

2.
"

the area of concern?

I 3. Will the exterior lighting be energized automatically if the ambi-a

ent illumination falls below the level adequate for observation?

Performance Conditions

Maintenance

4. Will preventative maintenance be performed on a schedule supported
by mean-time-between-failure (MTBF) data? ,

5. What will be the level of maintenance performance? (To aid perfor-
;

mance estimation, refer to the equipment checks / maintenance ques-
tionnaire.) ,

6. How of ten will illumination levels be checked?

.

Reliability

7. What means of lighting will be available should the normal exterior
or interior lighting system fail?

8. What will.be the level of emergency power system (E PS ) performance?
(To aid performance estimation, refer to the questionnaire on the
specific EPS.)

9. In the event of-normal power failure (accidental or intentional),
how much time will be required to restore full lighting output?

-Vulnerabilities

10. Will all components of the lighting system, e.g. , lamps, junction
boxes, cables, controls, etc., be located within the protected
area?
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CONTROLLED SECURITY LIGHTXNG

11. If tamper protection will be. employed for critical components
within the lighting system, what will be the performance level of
the tamper-indicating circuitry? (To aid performance estimation,
refer to the tamper-indicating circuitry questionnaire.)

!

|

|

|

|

|

,

!

! |
|

\
-

i

,
.
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CONTROLLED SECURITY LIGHTING

'

ANSWERS

CONDITIONS
,

Environmental Conditions

1. a. 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield). Generally acceptable approximations are
well-bonded, all-metal structures or buildings, and con-
crete structures or buildings with all rebar and metal
sheathing, including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

| 3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each cable
conductor and ground, and

4. If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices
or metal-oxide varistors, will be connected at the equip-
ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge

4

protection to function.
b. All of the above except 1., plus properly installed and

grounded lightning rods,
c. Only 2. and 3. or, if sensitive equipment, only 2. and 4.
d. Only 2.

a

2. a. If observation is primarily by CCTV,
1. The minimum illumination at any point within the area of

concern will be obtained from the following considerations:
the sensitivity and spectral response of the video image'

tube, the aperture and light transmission of the lens, and
the scene reflectivity, and

2. The maximum illumination at any point will be set to mini-
mize picture washout (max / min illumination ratio < 10), and

3. Light sources will be positioned so as to minimize glare in
the field of view, and

4. The average illumination over the area will be set to pro-
vide'well-defined images at the monitor, taking into ac-
count automatic camera and circuit controls.

If observation is by direct visual only,
1. The. minimum illumination at any point within the area of

concern will be set by the following considerations:
observer visual characteristics (i.e., visual contrast
threshold and light level adaptation) and degree of resolu-
tion required, and

2. The maximum illumination at any point will be set to reduce
the number of natural fixation points (phototropic effects)
within the search field and to minimize transient retinal
adaptation level, and

3. Light sources will be positioned so as to prevent glare in
the field of view, and
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CONTROLLED SECURITY LIGHTING
,

4. Spot lighting will be considered for supplemental illumina-
tion in' suspected areas.

,

|_ b. 1., 2., and 3. of the appropriate answer group in answer a. |

| e. l..and 2.-of the appropriate answer group in answer a. ;

[ d. The minimum acceptable lighting level will be met as in 10 CFR
,

! 73. 4 6-C (4 ) or industrial guidelines as published by the Illumi- |
nating Engineering Society (IES) .

| 3.' a. Yes. '

b. No, but it will be energized manually when requested by the
observer.

| c.- No, but it will be energized shortly before sundown.
| d. The lighting system being evaluated will be interior.
|

Performance Conditions

,

Maintenance
f' i

l 4.' a. Yes.
b. No.

| S. a. 0.8 to 1.0.
I b. 0.6 to 0.8.
| c. 0.4 to 0.6.
! d.- Less'than 0.4.

6. a. Less than monthly.
b. Monthly to semiannually.
c. Semiannually to annually.
d. .creater than' annually.

Reliability

7. 'a. Auxiliary incandescent lic ating will be available for immediate
emergency use.

b. Night visual aids.will be issued to patrols and/or guards on
post.

c. Portable lighting and' flashlights will be available within a
few minutes.

d. No provisions will be made. -

8. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

9. a.- Less than 5 seconds,
b. From 5' seconds to 1 minute.
c.- 1 minute to 5 minutes.
'd. More than'5 minutes.

Vulnerabilities
!

|: 10. a. Yes.
' b.- No.

|
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CONTROLLED SECURITY LIGHTING

11. a. 0.8 to 1.0.
'a . 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

|
t

!

|

|

l
I

!

|

|
|

|

|

!
!

|
|
|

|
|

|
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DATA LINK VIA RADIO FREQUENCY

EFFECTIVENESS TEST

FUNCTION

The function of the RF data link will be to transmit data, e.g., alarm
sensor output, remote video data, etc., to a control unit or indicator
via radio frequency.

CONDITIONS

Site' Conditions
)

1. Will any obstructions exist within the data link path which might |
cause interference?

Environmental Conditions

2. What means of lightning protection will be provided?

For RF cable transmission,

3. Will all exterior connections be sealed from moisture?
4. Will_ messenger wire be used to support aerial cable runs?

Performance Conditions -

Operation

5. Will facility communication equipment interfere with the data link
operation?

6. On how many frequencies will the data link be able to transmit?

7. What will be the expected time between the initiation of a sensor
signal and the display activation?

If the data link will be used to transmit data f om a remote video
camera to local video monitors,

8. Will the modulator /demodulator bandwidth be compatible with the
required video picture resolution?

9. What will be the performance level of the video cable which links
the cameras with RF modulators and the RF demodulators with the
monitors? (To aid performance estimation, refer to the video
hard-wire questionnaire.)

Maintenance

10. Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data if it is available?
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DATA LINK UIA RADIO FREQUENCY

11. What will be the level of maintenance performance? (To aid per-
formance estimation, refer to equipment checks / maintenance ques-
tionnaire.)

Reliability

12. What will be the level of emergency power system (EPS) performance
provided for the equipment? (To aid performance estimation, refer
to the questionnaire on the specific EPS.)

13. In the event that normal power should fail (accidental or inten-
tional), how much time will be required to restore data link opera-
tion?

14 What portion of the system will be disabled if a single data link
is disabled?

Vulnerabilities

15. If tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the questionnaire on tamper-indicating
circuitry.)

.
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DATA LINK UIA RADIO FREQUENCY

ANSWERS

CONDITIONS

Site Conditions .

1. a. No.
b. Yes.

Environmental Conditions

2. a. 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield). Generally acceptable approximations are
well-bonded, all-metal structures or buildings, and con-
crete structures or buildings with all rebar and metal
sheathing, including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each cable
conductor and ground, and

4. If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices

i or metal oxide varistors, will be connected at the equip-
. ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge

i protection to function.
b. All of the above except 1., plus properly installed and

grounded lightning rods,
c. Only 2. and 3. or, if sensitive equipment, only 2. and 4.
d. Only 2.

,

3. a. Yes, or RF cable will not be used,
b. No.

Either the cable will be installed in undergound conduit, or RF4. a.
cable will not be used.

b. Yes.
c. No.'

Performance Conditions
,

Operation

5. a. No.
b. Yes.

6. a. On a number equal to its inputs, e.g., one frequency per sen-
sor,

b. On one frequency per group of inputs.
c. On one frequency.
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DATA LINK UIA RADIO FREQUENCY

7. a. Less than 1 second.
b. From 1 to 2 seconds. j
c. From 2 to 5 seconds. i

d. From 5 to 10 seconds.
e. From 10 seconds to 1 minute.
f. More than 1 minute.

8. a. Yes, or video data will not be transmitted.
b. No.

9. a. 0.8 to 1.0, or video data will not be transmitted.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Maintenance

10. a. Yes, or MTBF data will not be available.
b. No.

11. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Reliability
.

12. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

13. a. Less than 5 seconds.
b. From 5 seconds to 1 minute.
c. From 1 to 5 minutes. I

d.. Longer than 5 minutes.

14. a. None. I

b. Less than 10 percent. )
c. From 10 to 25 percent. I

d. From 25 to 50 percent.
|

e. More than 50 percent. 1

Vulnerabilities

15. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

!

l
1
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DIRECT-LINE TELEPHONE / INTERCOM

.

EFFECTIVENESS TEST

FUNCTION

The function of the direct line telephone / intercom will be to provide a
means of communication between the CAS and SAS and between the CAS and
local law enforcement authorities.

CONDITIONS

Environmental Conditions

1. If environmental conditions which could adversely affect the tele-
phone are anticipated, what provisions will be made to ensure
communication under these conditions?

2. What means of lightning protection will be provided for the equip-
ment?

Performance Conditions

Installat!on

3. How will the connecting cables be installed?

Maintenance

4. How often will maintenance be performed on the equipment?
I

5. What will be the level of maintenance performance? (To aid perfor-
mance estimation, refer to the equipment checks / maintenance ques-
tionnaire.)

Reliability

6. How often will the equipment be performance tested?

7. What will be the level of emergency power system (EPS) performance
prov ided for this component? (To aid performance estimation refer

to the specific EPS questionnaire.)

8. Will an alternate communication system be available?

Vulnerabilities

Component Protection
|

9. What provisions will be made to reduce the vulnerability of hard- )
wire links?

i
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DIRECT-LINE TELEPHONE / INTERCOM

'0. If tamper protection will be employed, what will be the performance.

level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the tamper-indicating circuitry question-
naire.)

..

I
|

l

!

I
I

!

I

|

!

|
|

|

!
!

!

!

|
t

!
|

1

1

.

3-90



_ . .. -

DIRECT-LINE TELEPHONE / INTERCOM

ANSWERS

CONDITIONE

Environmental Conditions

1. a. Environmental conditions which could adversely affect the tele-
phone lines are not anticipated, the equipment will be pro-
tected from adverse environmental conditions, and/or an alter-
nate means of communication will be available during these
conditions.

b. No provisions will be made.

2. a. 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield) . Generally accepte'sle approximations are
well-bonded all-metal structures or buildings, and concrete

'

structures or buildings with all retar and metal sheathing,
including roof and floor, bonded, and

2. .All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a goed ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each cable
conductor.and ground, and

4. If solid state electronic or other equipment sensitive to
short time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices
or metal oxide varistors, will be connected at the equip-

,

ment between each cable connector and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except 1., plus properly installed and
- grour.ded lightning rods.

c. Only 2. and 3. or, if sensitive equipment, only 2. and 4.
d. Only 2.

.

Performance Conditions

Installation

3. a. Buried conduit.
b. Exposed conduit.
c. Open.

Maintenance

4. a. Maintenarce-will be performed on a routine basis at time inter-
vals less than the mean-time-between-failure (MTBF) rate.*

b. Maintenance will be performed any time minor problems exist.
c. Maintenance will be performed only when the equipment fails.

4
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| DIRECT-LINE TELEPHONE / INTERCOM
|

5. a. 0.8 to 1.0.
b. 0.6 to 0.8.

| d. bs habb.4.
i

Reliability

I' 6. a. Once every shift.
b. Daily.
c. Weekly.
d. Less often than weekly.

7. a. 0.8 to 1.0.
; b. 0.6 to 0.8.
| c. 0.4 to 0.6.

d. Less than 0.4.

| 8. a. Yes,-radio link or microwave will be available. '

; b.: Yes, some alternate means of communication will be available.
c. No alternate means of communication will be available.

|

Vulnerabilities

| Component Protection
!

9. a. Signals will be transmitted redundantly over different cables
protected by metallic conduits via different routes.

b. Signals will be transmitted redundantly over one cable pro-
tected by metallic conduit and through one other circuit.

| c. The cable will be buried in metallic conduit.
; d. No provisions will be made.
l

i -10. a. 0.8 to 1.0.
b. 0.6 to 0.8.

d$ Lbss han b.4, or tamper protection will not be employed.

|

|

.
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DIRECT MONITORING / SURVEILLANCE

EFFECTIVENESS TEST

FUNCTION

The function of this procedure will be to monitor activities and condi-
tions in the PA (including isolation zones), MAA, and VA for detection
and assessment.

CONDITIONS

Performance Conditions

1. Will all procedures and ictions requiring surveillance be docu-
mented?

2. Will observers be sufficiently traiaed in the operations under
surveillance to.recogni.ze unauthoriz1d actions or actions incon-
sistent with established procedures?

3. Will the area for which each observer is responsible be sized so
that unauthorized acts of concern cai be recognized readily?

4. Will the area under surveillance be kept clear of objects and/or
items which could block the observation of activities?

5. What level of performance will be expected from the lighting system
in the area to be monitored? (To aid performance estimation, refer
to the questionnaire on controlled security lighting.)

6. Will all employees be informed of the existence and the purpose of
the monitoring / surveillance procedures?

7. Will the observer have any other duties-that could distract him
from his surveillance duties?

I 8. If monitoring will be intermittent, will observers be concealed to
maintain a level of deterrence?

,

9. What will- be the maximum duty period for an observer?
?

10. Will observers be randomly assigned to areas?
g

11. What will be the minimum recovery time for observers between moni-
toring duty periods?

12. Will there be previsions for random testing of observers and re-
porting procedures, using staged unauthorized acts?

,
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DIRECT MONITORING / SURVEILLANCE !

\

i

ANSWERS

CONDITIONS

Performance Conditions

1. a.- Yes..
b. No.

2. a. Yes, they will be trained using written procedures,
b. 'Yes, they will be trained using verbal instructions.
c. No, no formal training will be given.

3. a. Yes.
b. No.

4. a. Yes.
b. . No, but supplementary coverage (CCTV, mirrors,.etc.) will be

provided where obstructions to direct viewing exist.
c. No.

5. a. 1.0 to 0.8.
b. 0.8 to 0.6.
c. 0.6 to 0.4. -

d. Less than 0.~4.'

6. a. Yes.
b. No.

,

L

7. a. No.
[ b. Yes, but these duties will not distract him from surveillance
i duties.

c. Yes.
,

|

8. a. Yes, or monitoring will not be intermittent.
b. No.

;

I -9. a.- 1 hour.
f: b. 2 hours.

c. -More than 2 hours.
|

10. a. Yes.
b. No.

11. 'a. More than 60 minutes. I,

| b. 30 to 60 minutes. i

i c. . Less than 30. minutes..
! 12. a. Yes.

b. No.

?

i
I
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DOORS AND ASSOCTATED HARDWARE

EFFECTIVENESS TEST
!

j' FUNCTION

The function of either the personnel or vehicle door will be to provide
access to areas while aiding detection of, and/or delaying, intruder
penetration..

CONDITIONS
,

1
' Performance Conditions
,7

1. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the weakest element.of the personnel or
vehicle door? (See Barrier Technology Handbook and other refer-
ences.)-

] 2. Will the door frame be anchored to the wall so as to equal the-
;. penetration resistance of the door?
.

3. Wi11' hinges and other hardware be on the inside or outside of the4

door?

4. What level of performance will be expected from the locks? (To aid,

performance estimation, refer to the questionnaire on locks.)

,

.{
$-

i

i
1

i

1

1

!

'
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DOORS AND ASSOCIATED HARDWARE

ANSWERS

CONDITIONS

Performance Conditions

1. .

2. a. Yes,

b. No.

3. a. Inside.
b. Outside.

4. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

I

1

,

I

!
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DURESS ALARMS

|
|

EFFECTIVENESS TEST

FUNCTION

The function of the duress alarms will be to notify appropriate person-
- nel that a duress condition exists in the CAS, in the SAS, or for any

security personnel.

CONDITIONS

Site Conditions

1. Where will duress alarm initiating devices be located?

2. Where will duress alarms be annunciated?

3. How will duress alarms be assessed?

4. Will all manned access control points be provided with'a means
whereby an employee can, without knowledge of an adversary, initi-
ate a duress alarm when commanded to open a portal?

Performance Conditions

Installation

5. How will covert initiation of a duress alarm be accomplished?

6. Will identification of duress alarm location be included in the
transmitted duress signal?

4

Operation

7. Will the duress alarm system provide automatic voluntary reaction
duress alarm indication, e.g., holster switch or tilt switch?

8. Will the duress alarm automatically open an audio channel which
will carry audible sounds, e.g., conversations, in the vicinity of
the guard?

9. If covert polling of a duress alarm activating device is employed,
how often is polling initiated?

10. Will automatic tape recordings of coded duress alarms be made at
the CAS?

11. How often W.11.the duress alarm system performance be checked?

,
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DURESS ALARMS

ANSWERS

CONDITIONS

Site Conditions

1. a. At all manned access control or guard stations within the pro-
tected area (PA) barrier, including security patrols and both,

alarm stations.
b. At all manned access control or guard stations and both alarm

stations within the PA barrier.
c. At all manned guard stations only.

2. a. In a continuously manned central alarm station (CAS) located
within the PA and in at least one other independent continu-
ously manned on-site station.

b. In the CAS only.

3. a. By automatically activated microphones and/or CCTV cameras
! providing audio and visual coverage of vital points / areas.
1 b. By manually activated microphones and/or CCTV cameras providing

audio and visual coverage of vital points / areas.
c. By polling personnel stationed in places where they might

observe the subject in duress. (It is assumed that under no
circumstances will the subject be polled for validation.)

4. a. Yes, two means (a right and a wrong way), both of which will
cause the portal to open, will be provided.

b. No.

f
J

Performance Conditions

Installation
J

5. a. Duress-initiating devices will be part of the equipment
carried / worn by subject.

i b. Duress-initiating devices will'be installed in locations where
they are most likely to be operated during an attack without
attracting the attention of the attacking party.

c. Duress will be. signalled by intentional failure of subject to,
' perform a routine chore, i.e., to call in.

6. a. Yes. ,

-b.- No. )
!

. Operation

7. a. A combination of several auto indicators will be provided.
b. At least one auto indicator will be provided.
c.- No auto indicators will be provided.

i

8. a. Yes.
.b. No.

3-98

- - -. __ -



DURESS ALARMS

9. a. Continuously, via transponder or supervisory techniques,
b. Automatically, on a cycle determined by the number of polling

stations and the data processing rates of the polling device.
c. Manually, at intervals specified in a Standard Operating Pro-

cedure (SOP) .
d. Covert polling of the activating device will not be employed.

10. a. Yes.
b. No.

11. a. At least at the beginning of each work shift.
I b. Daily.
| c. Weekly.

4

|

,

|

!
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ELECTRIC FIELD FENCE (E-FIELD)
SYSTEMS

EFFECTIVENESS TEST

FUNCTION

The function of the sensor will be to sense penetration through the PA
fence.

CONDITIONS

Site Conditions

1. What~ precautions will be taken to prevent wind-blown material,
including trees within 4.5 meters of the sensor, from causing the
system to alarm?

2. What will be done to prevent initiation of alarms by animals?

3. If using a fence-mounted configuration, on what type of chain-link
fence will the sensor be mounted?

Environmental Conditions

4. On the average, if the wind is expected to exceed 22 m/s (50 MPH)
using a free-standing configuration, or 13 m/s (30 MPH) using a
fence-mounted configuration, more than 7 days per year, what will
be done to minimize wind-caused alarms?

5. What means of lightning protection will be provided?

6. If electromagnetic radiation (EMR) sources, e.g., high-voltage
transmission lines, RF transmitters, etc., are expected to exist at
the site, will tests be conducted to ensure satisfactory sensor
performance in EMR fields?

Performance Conditions

Installation

7. What type of posts will be used?

8. What type of wire will be used?

9. What will the wire spacing be if a three-wire configuration is
used?

10. What will the minimum wire tension be?

11. What will be done to prevent loss of wire tension?

12. What will the grading specification be for the area along the
length and within 1 meter on each side of the sensor?
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ELECTRIC FIELD FENCE (E-FIELD)
fYSTEMS

13. What will the installation specifications for overlapping of sensor
sections be?

14. If the sensor will be installed over personnel portals, buildings,
etc., will non-conductive posts be used in installation of the
sensor?

15. If the sensor will be installed over personnel portals, buildings,
etc., will a ground plane over the portal, building, etc., be
provided?

Operation

16. What criteria will be used to determine the initial sensor sensi-
tivity setting?

17. How often will the following sensor performance tests be conducted?
(See IDS Handbook, Vol. I Sec. 4.3.4 for definition of these
tests.)

,

a. Normal walk.
b. ' Shuffle walk.
c. Cr swl.

Maintenance

18. Will preventive and routine-maintenance be performed on a schedule
supported by mean-time-batween-failure (MTB F) data, if available?

19. What will be the level of maintenance performance? (To aid per-
formance estimation, refer to equipment checks / maintenance ques-

-tionnaire.)

Reliability

20. What will be the level of. emergency power system (EPS) performance
provided for this sensor? (To aid performance estimation, refer to
specific EPS questionnaire.)

21. If the sensor will have self-test capability, what will be the test
frequency?

'

-Vulnerabilities

22. If tamper protection will be employed, what will be the performance,

level of the tamper-indicating circuitry? (To aid performance
estimation, refer to questionnaire- on tamper-indicating circuitry.)

23. What~will be the physical location of the signal-processing equip-
ment'in relation to electric field wires?
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ELECTRIC FIELD FENCE (E-FIELD)
5YSTEMS

ANSWERS

CONDITIONS

Site Condi tions

All vegetation will be cleared from the vicinity of the sensor1. a.
and a soil sterilant or other means of permanent vegetation
control (asphalt, vinyl plus gravel, soil cemen , etc.)
applied.

b. All vegetation will be cleared from the vicinity of the sensor
and weedkiller aill be used periodically to prevent its return.
All vegetation will be trimmed and cut on a regular basis,c.

d. No precautions will be taken.

2. a. Either animals are not common to the site, or the sensor system
will be enclosed in a fence (this could be a perimeter fence)
with fabric buried 30 cm or more underground, and all vegeta-
tion will be cleared to reduce the probability of animals
coming into the vicinity of the sensor.

b. The sensor system will be enclosed in a fence (this could be a
perimeter fence) with fabric buried 30 cm or more underground.

c. All vegetation will be cleared to reduce the probability of
animals coming into the vicinity of the sensor.

3. a. 2.4 meters or higher, with bottom of fabric buried 30 cm or
more underground, or a fence-mounted configuration will not be
used.

b. 2.4 meters or higher, with bottom rail installed and fabric
attached to it.

c. 2.4 meters or higher, with fabric at ground level, and no
bottom rail.

Environmental Conditions

4. a. Support post spacing will be shortened.
b. Support post spacing will be shortened and wire tension will be

increased.
c. Wire tension will be increased.

5. a. 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield). Generally acceptable approximations are
well-bonded, all-metal structures or buildings, and con-
crete structures or buildings with all rebar and metal
sheathing, including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each cable
conductor and ground, and

4. If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
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ELECTRIC FIELD PENCE (E-FIELD)
BYSTEMS

surge protection, e.g., silicon Junction avalanche devices
or metal oxide varistors, will be connected at the equip-
ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except 1., plus properly installed and
grounded lightning rods.

c. Only 2. and 3. or, if sensitive equipment, only 2. and 4.
d. Only 2.

6. a.- Yes, or EMR sources are not expected to exist at the site.
b. No.

,

Performance Conditions

Installation

7. a. Fiberglass reinforced plastic,
b. Steel pipe.
c. Wood.

8. a. Insulated stainless steel.
b. Insulated copper-coated steel.
c. Insulated steel.

9. a. Field generato wire will be at the geometric mean of the
heights of the two sense wires,

b. Field generator wire will be an equal distance from each sense
wire. (This spacing is preferred for fence-mounted configura-
tions.)

10. a. 50 pounds.
j b. 40 pounds.
I c. Less than 40 pounds.

11. a. A wire-tension device will be placed at both ends of all
! straight 100-meter sectors. If a sector is not straight, at |

,

| least one tension device will be placed in each segment.
I b. A wire-tension device will be placed at one end of all straight
| 100-meter sectors. If a sector is not straight, at leas * one
| tension device will be placed in each segment.

.

| c. One wire-tension device will be used for each 100 meters of |
sensor.

12. - a. Constant grade 13 cm.;

; b. Constant grade 16 cm.
' c. Constant grade 19 cm.

d. None.r

l

L 13. a. Sectors will overlap a distance equal to or greater than the
combined length of the tension device and insulator associated

i

with any wire. The separation will be such that the overlap of '

each system will be in the protection envelope of the other.
b. Sectors will be back-to-back with one post acting as the ten-

sion post.for both systems. Tests will be run to ensure that |

,

no gap in protection exists at this point. l
1
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ELECTRIC FIELD FENCE (E-FIELD)
SYSTEMS

_ Systems will be installed in a configuration other than thatc.
described in a. or b. above, with the gap between the systems
filled by another seasor. Tests will be run to ensure that no
gap in protection exists.

14. a. Yes, or this question will not apply.
b. No.

15. a. Yes, or this question will not apply.
b. No.

Operation

Guidelines in Volume I of IDS Handbook when they differ from16. a.
manufacturer's recommendations, and manufacturer's recommen-
dations.

i b. Guidelines in Volume I of IDS Handbook when they differ from
manufacturer's recommendations,

c. Manufacturer's recommendations.

With initial installation and thereafter daily.17. a. a.
b. With initial installation and thereafter at the beginning

and end of any period of use or every 7 days, whichever is
shorter,

c. With initial installation and thereafter monthly.

b. a. With initial installation and thereafter daily.
b. With initial installation and thereafter at the beginning

and end of any period of use or every 7 days, whichever is
shorter.

c. With initial installation and thereafter monthly.

c. a. With initial installation and thereafter daily.
b. With initial installation and thereaf ter at the beginning

and end of any period of use or every 7 days, whichever is
shorter.

c. With initial installation and thereafter monthly.

Maintenance

18. a. Yes, or MTBF data will not be available.
b. No.

19. a. 0.8-to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Reliability

20. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.&.
d. Less than C.4.
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ELECTRIC FIELD FENCE (E-FIELD)
SYSTEMS

21. a. Less than 1 minute.
b. I to 5 minutes,
c. More than 5 minutes.
d. There will be no self-test capability.

Vulnerabilities

22. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

23. a. It will be separate from the electric field fence line, at
least 1 meter inside, and in the protection envelope of another
sensor.

b. It will be mounted at the end of each zone on the inside of the
electric field fence line.

c. It will be separate from the electric field fence line and at
least 1 meter inside.

d. Other. Specify.

.
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ELECTRET CABLE AND TILT SWITCH
FENCE SENSORS.

' EFFECTIVENESS TEST

FUNCTION

The function of these sensors will be to sense penetration through the
PA fence.

CONDITIONS

Site Conditions

1. Will all items, including trees and bushes, in the proximity of the
fence be removed or trimmed to prevent disturbance of the fence?

2. What provisions will be made to ensure detection at points where
drainage ditches or culverts cross the fence?

3. What measures will be taken to minimize activation of sensors by
personnel having access to the fence?

Environmental Conditions

4. If winds with a velocity greater than 13 m/s (30 MPH) are expected
at the site, what measures will be taken to minimize wind-caused
alarms?

5. What means of lightning protection will be provided?

6. If on-site sources of electromagnetic interference (EMI) are ex-
pected to exist at the site, what measures will be taken to mini-
mize alarms caused by EMI?

Performance Conditions

Installation

7. What criteria will be used to determine sensor installation proce-
dures for such items as sensor spacing, sensor height, sensor
mounting, and cable attachment and routing?

Maintenance

8. Will prev $ntive maintenance be performed on a schedule supported by
mean-time-between-f ailure - (MTBF) data if it is available?-

9. What level'of performance will be expected from the check and
maintenance procedures? (To aid performance estimation, refer to
the questionnaire on' equipment checks and maintenance.)
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ELECTRET CABLE AND TILT SWITCH
FENCE SENSORS.

. Re' liability

10. How often will a full operational test be conducted?

11. If the sensor will have self-test capability, what will be the test
frequency?

!

12. What will be the level of emergency power system (EPS) perf0rmance?
(To aid performance estimation,-refer to the specific EPS question-
naire.)

-Vulnerabilities

13. If tamper protection will be employed, what performance level will
be. expected from the tamper-indicating circuitry? (To aid perfor-
mance estimation, refer to the questionnaire on tamper-indicating
circuitry.)

;

- . |
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ELECTRET CABLE AND TILT SWITCH
FENCE SENSORS

ANSWERS

|

| CONDITIONS

Site Conditions

1. a. Yes,
b. No.

2. a. Either no such points will exist or physical barriers will be
set in place and alarmed.

b. Physical barriers will be set in place.
-c. No provisions will be made.,

3. a. The outer PA fence line will be placed inside the facility
property lines to create a buffer zone from the general public.

b. The area adjacent to the fence will be roped off and designated
as off limits to plant personnel,

c. Plant personnel will be informed that the fence is off limits.
d. Nothing will be done; personnel referred to will be general

public on public property.

Environmental Conditions

4. a. Either wind-caused alarms are not expected to be a problem, or
other sensors will be placed in combination with fence sensors.

b. A wind filter will be used.
c. Sensor sensitivity will be reduced.
d. Sensors will be placed in access during periods of high winds.

5. a. 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield). Generally acceptable approximations are
well-bonded, all-metal structures or buildings, and con-
crete structures or buildings with all rebar and metal
sheathing, including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g. , gas-
filled spark gaps, will be connected between each cable
conductor and ground, and

} -4. If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche de'icc.s
or metal oxide varistors, will be connected at the equ p-
ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except 1., plus properly installed and,

grounded-lightning rods.
'

c. .Only 2. and 3. or, if sensitive equipment, only 2. and 4.
d. Only 2.

,
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ELECTRET CABLE AND TILT SWITCH
FENCE SENSORS

|
4

1

6. a. Either sources of EMI are not expected to be a problem at the
'

site, or both shielded, twisted-pair signal cabling and band- I
pass filtering will be used,

b. Shielded, twisted-pair signal cabling will be used.
c. Band-pass filtering will be used.
d. No measures will be taken.

Performance Conditions

Installation

7. a. The manufacturer's recommendations will be used in conjunction
with guidelines presented in the IDS Handbook. After installa-
tion, the system will run for not less than 1 week on a test
basis.

b. The manufacturer's recommendations will be used. After instal-
lation, the system will be run for not less than 1 week on a
trial bas's.

c. The manufacturer's recommendations will be used.
d. The criteria used will be different from manufacturer's recom-

mendations because of unique requirements.

Maintenance -

8. a. Yes, or MTBF data will not be available,
b. No.

9. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Reliability

10. a. With initial installation and thereafter daily,
b. With initial installation and thereafter at the beginning and

end of any period of use or every 7 dars, whichever is shorter.
c. With initial installation and thereafter monthly.

11. a. Less than 1 minute.
b. I to 5 minutes.
c. More than 5 minutes.
d. There will be no self-test capability.

12. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Vulnerabilities

13. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.
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EMERGENC" ACCESS / EGRESS

EFFECTIVENESS TEST

FUNCTION

The function of the emergency access / egress procedure will be to provide
access controls and surveillance of emergency vehicles and personnel.

CONDITIONS

Site Conditions

1. How will fire alarms be initiated?

2. How will medical alarms be initiated?

3. How will criticality alarms be initiated?

4. Will all alarms (fire, medical, and criticality) be channeled
through the security operations center?

5. Will the security operations center actually initiate the emergency
vehicle request (s)?

Performance Conditions

Operation

6. Will a description of the type of emergency vehicle dispatched and
the number of personnel accompanying it be obtained from the emer-
gency vehicle dispatcher?

7. Will security personnel stationed at the affected areas be notified
of the pending arrival of the emergency vehicle, its description,
and the number of emergency personnel accompanying it?

8. Will the emergency be verified before emergency vehicle and person-
nel access into or egress from a restricted area is allowed?

9. What means will be used to verify a medical emergency?

10. What means will be used to verify an emergency involving fire?

11. What means will be used to verify a criticality emergr.cy?

12. If emergency vehicles are maintained within the facility perimeter,
will they be located within material access areas?

13. Will all emergency vehicle and personnel movement, whether by a
facility emergency vehicle or not, be under guard escort?

14. What level of performance is expected from the escort procedure?
(To aid performance estimation, refer to escort questi6nnaire.)
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EMERGENCY ACCESS / EGRESS

15. . Will at least two security personnel maintain surveillance of the
emergency vehicle at all times while it is in the facility perim-
eter?

16. Will articles and/or personnel removed from material access areas
by emergency vehicles be examined with hand-held SNM detectors
prior to exit?

17. If the alarm proves to be false or if the emergency is of a con-
trollable nature, will normal vehicle and/or personnel screening
procedures be used where possible?

,

i
l

i
|

l

,
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EMERGENCY ACCESS / EGRESS

ANSWERS

CONDITIONS

4

Site Conditions

1. a. Fire alarms will be initiated from designated fire alarm sta-
tions located throughout the facility.

b.- Fire alarms will be initiated by dialing a fire emergency num-
ber which is accessible only from facility phones,

c. Fire alarms will be initiated by dialing a fire emergency num-
ber accessible from any phone.

2. a. Medical alarms will be initiated by dialing a medical emergency
number which is accessible only from facility phones.

b. Medical alarms will be initiated by dialing a medical emergency
number which is accessible from any phone.

3. a. Radiation sensors will initiate criticality alarms automati-
cally.

b. Criticality alarms will be initiated from designated alarm sta-
tions located in key areas.

,

4. a. Yes.
b. No.

I 5. a. Yes.
b. No.

1
L

i Performance Conditions

Operation-

I- 6. a. Yes.
b. No.

4

7. a. Yes,

b. No.

8. a. Yes.
b. No.

9. a. Verification of a medical emergency will be performed by two
security personnel in direct attendance.

b. Verification of a medical emergency will be performed by one
security person in direct attendance,

'

c. No verification of a medical emergency will be enforced.

Verification of an emergency involving fire will be performed10. a. <

by ' tro security personnel through direct surveillance ,
b. Veri ication of an emergency involving fire will be accom- )

plist ed by means of sensors-which activate automatically.+
,

c. No 'arification of an emergency involving fire will be en* i

for < .ed . I

i
i

i

|
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EMERGENCY ACCESS / EGRESS

11. a. Verification of a criticality emergency will be accomplished by
means of sensers which activate automatically.

b. No verification of a criticality emergency will be enforced.

12. a. No.
b. Yes, but access to these emergency vehicles will be under

security supervision, and the vehicles will be under continuous
surveillance.

c. Yes.

13. a. Yes.
b. No.

14. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

15. a. Yes,

b. No.

16. a. Yes, and a search for covert articles and personnel will be
made,

b. Yes, but no search will be made for covert articles or person-
nel.

C. No.

17. a. Yes,

b. No.

l
1
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EMERGENCY BATTERY SYSTEM (EBS)

EFFECTIVENESS TEST

FUNCTION
_

The function of the EBS will be to provide emergency power for a com-
ponent or system used in detection, alarm transmission, or assessment.

CONDITIONS

Site Conditions

1. Will the EBS be located with a protected area?

#
Environmental Conditions

2. Will there be environmental conditions which are detrimental to EBS
operation?

Performance Conditions

3. Will the EBS battery be recharqeable? If yes, omit questions 12
through 14. If no, omit questions 4 through 9.

4. Will the EBS carry the design load until charger input power can be
restored after a commercial (or normal) power failure?

5. If the EBS cannot carry the load until power restoration, how will
the load be handled until charger power returns?

6. If the charger input power cannot be restored, how long will the
EBS carry the load?

7. Which of the critical operating cond.tions of the EBS will be
monitored?

8. Assuming that the emergency battery has been used to discharge, how
soon will the EBS return to a 90 percent charge state after reap-
plication of charger power?

9. Will the EBS be functionally tested without charger input?

10. Will an alarm occur upon switchover to the EBS?

11. Will preventive and routine maintenance be performed on a schedule
supported by mean-time-between-failure (MTB F ) data?

12. If the EBS battery is non-rechargeable, will loss of battery output
cause an alarm?

13. If the EBS battery is not rechargeable, will it be replaced on a
schedule supported by battery use and shelf-life data?

14. If the EBS battery is not rechargeable, how often will it be rou-
tinely operated with load to determine if it is functional?
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EMERGENCY Bl.TTERY SYSTEM (EBS)

vulnerabilities

15. What security will be provided for the EBS?

16. If tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the questionnaire on tamper-indicating cir-
cuitry.)

|

|
|

|
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EMERGENCY BATTERY SYSTEM ' (EBS)

I

ANSWERS

|

[
' CONDITIONS
i,

' ' Site Conditions

1. a. Yes.
' = ' .b. No.

. Environmental Conditionsp

2. a.- 'No (environment controlled) .a

b. Yes, temperature extremes (environment-partly controlled).
c. Yes, temperature extremes, air contamination, dust, moisture,.

etc..(environment uncontrolled).

Performance Conditions-

3. a. Yes.
b. No.

4. .a. Yes.
b. No.

,

5. a. By an emergency generator with automatic transfer switch,
b. By an. emergency generator with manual transfer switch.
c. By other, alternate charger power.

j d.: By none'of'the above (load not energized ) .

; 6. a. 24 hours.
i b. 8 hours.

c. I hour.

7. a. The charger output and battery output failure.
b. The charger output.'

c. None.

8.- a. 12 hours,

b. '24 hours.
c. 36 hours..

9. a. Yes.
b. No.

10. a. No.
.b.- Yes.

i
1

1

a

, . ,
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EMERGENCY BATTERY SYSTEM (EBS)

11. a. Yes.
b. No.

12. a. Yes, or the EBS battery will be rechargeable.
b. No.

13. a. Yes,

b. No.

14. a. Approximately once per week.
b. Approximately once per month.
c. Approximately once every 6 months.

Vulnerabilities

15. a. Security patrols, locked buildings or cabinets, space and
tamper alarms.

b. Security patrols, space and tamper alarms.
c. Tamper alarms.
d. None.

16. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

i,
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EMERGENCY EVACUATION
PROCEDURES

EFFECTIVENESS TEST

FUNCTION

The function oftthe emergency evacuation. procedure will be to provide
swif t evacuation of personnel while maintaining physical security.

CONDITIONS

Performance Conditions

1. . How will'a criticality evacuation.be initiated?

2. How will a fire evacuation be initiated?

3. Will personnel be briefed on the routes and procedure to follow
during an emergency?-

4. Will emergency exit doors be alarm'ed?

Questions 5 through 10 refer to tunnels, corridors, or similar
structures which will be used to channel an evacuation from ar

material. access area to a holding area.'

5. Wil'1 the channeling structure be as effective a barrier as the area
where it'is located?

6. 'Will the holding area be as effective a barrier as the area where
'it is located?

'7. If further evacuation from the holding area is required, will
contraband screening be as effective as that enforced on routine
-material access area exits?

8. Will- it. be possible to pass or toss contraband articles into the
protected area from the tunnel or corridor?-

9. .Will'it be oossible to pass or toss contraband articles into the
~

,

protected area from the-holding area?

10. .Following ans evacuation drill or false alarm, will the tunnel or
-corridor and the holding area be searched for the' presence of
contraband ' material?

i
Questions 11 through 19 refer to tunnels, corridors, or similar
struct'ures which will be used to channel an evacuation to a holding
area, i.e., evacuation center, from an area other than a material
access area.

,

i

' 11 ~. Will -evacuation' routes im conspicuously marked to clearly indicate
i: the desired flow of personnel traffic?

12. Will security surveillance of evacuation routes be maintained-
during' emergency evacuations?

,

.%
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EMERGENCY EVACUATION
PROCEDURES

-13. . During scheduled drills, will security personnel be stationed along
evacuation routes to supervise traffic flow and to look for suspi-
clous activity?

.14. ~Will the evacuation center be within the protected area?

15.- What type of containment, if any, will be used at the evacuation
center?

16. . Will-security ~ surveillance of the evacuation center be maintained
during emergency evacuation?

17. If further evacuation.from the evacuation center is required will,

contraband screening be as effective as that enforced on routine
material access area exit?

18. Following an evacuation drill or false alarm, will the evacuation
routes and the evacuation center be searched for the presence of
contraband material?

lb Pollowing any. evacuation, actual or drill, will a survey be made
for missing nuclear material.in the material access area?

i

f

<
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EMERGENCY EVACUATION
. PROCEDURES

|
| ANSWERS
l'
i

CONDITIONS
;

f.
Performance Conditions

1. .a. Criticality evacuation alarms will be initiated automatically-,

,

by radiation monitors or sensors.
! _ b. Criticality evacuation alarms will be initiated manually from

designated a rm stations.

2. a. Fire evacuation alarms will be initiated from designated fire
-alarm stations located throughout the facility.s

b. Fire evacuation alarms will be initiated from the security
operations center following a phone call to a fire emergency
number accessible only from facility phones.

c. Fire evacuation alarms will be initiated from the security i

operations center following a phone call to a fire emergency
number accessible from any phone.

1d. Fire evacuation alarms will be initiated automatically by heat
or smoke sensors.

3. a. Yes, there will be written procedures.
b. Yes.
c. No.

4. a. Yes, bo'th locally and remotely (CAS) annunciated.
b.- Yes, locally annunciated only.
IC. No.

5.- a. ' Yes .
b. No.

6. a. Yes.
b. No.

7. a. Yes.
'b. Screening will probably be rushed, but remain effective.
c. No, it will not be as effective due to the emergency nature of

the situation.

8. a. No.
b. Yes, but CCTV and/or direct surveillance will be used to detect

such actions.,

c. Yes.
,

.

9. a. HNo .
b. - Yes,. but CCTV and/or direct surveillance will' be used to detect

such actions.
.c. Yes.

~10. -a. Yes.'

b. 'No.

4
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EMERGENCY EVACUATION
PROCEDURES

11. a. Yes.
b. No.

12. a. Yes.
b. No.

13. a. Yes.
b. No.

14. a. Yes.
b. No.

15. a. A building.
b. A walled perimeter.
c. A fenced perimeter.
d. No containment will be used.

16. a. Yes,

b. No. '

17. a. Yes.
b. Screening will p-obably be rushed but remain ef fective.
c. No, it will not b ? as effective due to the emergency nature of

the situation. '

18. a. Yes.
b. No.

19. a. Yes.
b. No.

|
;

,

1

i

|

|

|
1
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EMERGENCY EXITS

I
'

EFFECTIVENESS TEST

FUNCTION
'

The function of the emergency exits will be to provide swift exit during
an emergency.

CONDITIONS

Performance Conditions
.

1. Will the emergency exits empty into controlled personnel areas?

2. What type personnel door will be installed in the emergency exit?
<

3. Will the emergency exit door frame be anchored to the wall so as to
equal the outside penetration resistance of the door?

4. Will the emergency exit door hinges and other hardware be located
on the inside or outside of the exit?

:

5. Will the emergency exit door hinges and other hardware af ford a'

penetration delay equal to that of the door?

6. Will the locking mechanism and panic bar af ford an outside penetra-
tion delay equal to that of the emergency exit door?

7. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the weakest element of the emergency exit4

door? (See Barrier Technology Handbook and other references.)

Vulnerabilities

8. If the emergency exit will be tamper sealed, what will be the level
of seal performance? (To aid performance estimation, refer to the
questionnaire on tamper-indicating seals and tamper seal inspec-4

tion.)

t

!

4

3-123

. . _ _. _ -



- - .

EMERGENCY EXITS
.

ANSWERS.

CONDITIONS

Performance Conditions

1. a. Yes.
b. No.

2. a. A high-security custom-designed door.
b. -A high-security standard-design' door.
c. A solid-core metal door.
d.- A hollow-core metalJdoor.

3. a. Yes.
b. No.

4. a. -Inside.
b.- Outside.

5. a. Yes.
b. No.

6. a. Yes.
b. No.

.

7. .

; . .

Vulnerabilities'

t 8. a. 3.8 to 1.0, or emergency exits will not require tamper seals.
b.. 0.6-to 0.8. t

<

i c. . 0.4 to 0.6.
' d. Less than 0.4, or. the emergency exit will not have tamper
j seals.
1
i.

i

a

1

,

I

.} -

1

x

.
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EMERGENCY GENERATOR SYSTEMS (EGS)

EFFECTIVENESS TEST

FUNCTION

The function of the EGS will be to provide emergency power for a com-
ponent or system used in detection, alarm transmission, or assessment.

CONDITIONS

Site Conditions

1. Will the EGS be located within a protected area?

Environmental Conditions

2. Will there be environmental conditions which are detrimental to EGS
operation?

Performance Conditions

3. Will the EGS, after startup and transfer, carry the design load
until input power can be restored after a commercial (or normal)
power failure?

4. How will the safeguards and security components remain functional
until the EGS picks up the critical load?

5. If a system of EGS and UPS will not be used to carry the load until
the EGS comes on line, how long will the non-function time be?

6. How long can the EGS operate on a full fuel tank?

7. Which of the critical operating conditions of the EGS will be
monitored?

8. Will preventative and routine maintenance be performed on a
schedule supported by mean-time-between-failure (MTBF) data?

9. How often will the EGS be self-tested?
10. How often will the EGS be functionally tested?

Vulnerabilities

-11. What s.curity will be provided for the EGS?

12. If tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the questionnaire on tamper-indicating
circuitry.)
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EMERGENCY GENERATOR SYSTEMS (EGS)

ANSWERS
|-

CONDITIONS

'
-Site Conditions

'l. a. Yes.,

b. No.

4

Environmental Conditions

2. a. No (environment controlled) .a

b. Yes, temperature extremes (environment partly controlled) .
Yes, temperature extremes, air contamination, dust, moisture,c.
etc. (environment uncontrolled).

4

- Performance Conditions

3. a. Yes.
'b. No.

4. a. By using an emergency battery system (EBS) and/or uninterrup-
.

tible power system (UPS) .'

b.- No way will be provided because the security system can tole-
rate outage time.

5. a. 2 seconds, or a system of EGS and UPS will be used.
,

b. 10 seconds.
c. 2 minutes.

. d. 10 minutes.
1

6. a. 24 hours.
'

b. 16 hours.
c. _8 hours.

,

d. I hour.

7.- a. -Normal power, emergency power, and battery low, if applicable.
b. Normal power, emergency power.
c.- None.

<

8. 'a. Yes.
b. No.4

9. -a. Approximately_once per week.>

b. Approximately once per month.
c. approximately once.every 6 months.
d. Approximately once per year.

10. a. Approximately once per month.
.b. Approximately once every 6 months.
c .~ Approximately once per year.
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EMERGENCY GENERATOR SYSTEMS (EGS )

Vulnerabilities

11. a. Security patrols, locked buildings or cabinets, space and
tamper alarms.

b. Security patrols, space and tamper alarms.
c. Security patrols and tamper alarms,
d. Tamper alarms,
e. None.

i

12. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

I
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EQUIPMENT CHECKS / MAINTENANCE
!

|
i

EFFECTIVENESS TEST

FUNCTION

| The function of the equipment checks and maintenance procedure will be
'

to provide a means of maintaining the equipment in operating condition.

i. CONDITIONS
t.

Performance Conditions

1. ' Will all checks and maintenance performed on physical protection
. equipment be authorized and scheduled by facility management?>

2. Will the security organization be notified before and after service
is performed?

3. Will corrective action procedures and compensatory measures be
developed to ensure that the physical protection system effective-
ness is not reduced by individual equipment failure?

4. How will repairs and maintenance be performed?

5. Will equipment operability tests be performed on equipment after
repair or maintenance?

6. Will the security organization be required to conduct performance
. verification after the completion of service?

7.. Will accurate records be kept of regular maintenance inspections,
requests for service, repairs, adjustments, replacements, or addi-
tions to equipment, including records of trouble calls indicating
date of call and nature of repairs completed?,

:

8. Will an independent organization, i.e., neither security nor main-
tenance, within the licensee plant management audit the performance
of the . test and maintenance program?

9. How often will performance audits of the checks and maintenance
program be performed?

10. For how long will records of performance audits be retained?
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EQUIPMENT CHECKS / MAINTENANCE

ANSWERSr

l

CONDITIONS

Performance Conditions

1. a. Yes.
b. No.

.2. a. Yes,

b. No.

3. a. Yes.
b. No.-

4. a. 1. They will be performed by at least two individuals working
as a team who will be trained in the operation and perfor-
mance of the equipment.

2. At completion of work, a knowledgeable third person will
perform a close-out inspection.

b. Answer 1. above.
c. They will be performed by one individual plus a close-out

inspection by a knowledgeable third person.
d. They will be performed by one individual.

5. a. Yes, the equipment will be tested to ensure proper operation
and to guarantee that performance has not been reduced.

b. No, but equipment is operationally tested at least once per
shift.

c. No, but equipment is operationally tested at least once per
; week.

6. a. Yes.
b. No.

7. a. Yes.
b. No.

8. a. Yes. I

b. No. '

9. a. At least every 12 months. :

b. gLess often than every 12 months. '

10. a. For 5 years or longer.
b. For 2 to ' S years .
c. For less than 2 years.

I

,

i
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ESCORT

EFFECTIVENESS TEST

FUNCTION

The function of the escort procedure will be to monitor the activities
of persons vnose access authorization (under normal and emergency conii-
tions) to a particular area (PA, MAA, VA) requires the presence of an
escort.

CONDITIONS

1. Will the categories of persons and vehicles requiring escorts be
clearly delineated?

Will escorts be required for visitors; vendors and their vehicles;2.
.

maintenance, construction, and repair personnel and their vehicles;
and emergency personnel and their vehicles?

3. Will access to an area be permitted only after the person is accom-
panied by the designated escort?

4. What procedure will be used to ensure that a person will be es-
corted at all times when there is going to be a transfer of escort
responsibility while the person is in the area?

5. Will persons requiring an escort be required to wear a badge (which
clearly indicates that an escort is required) in full view at all
. times while in the area?

6. Will facility personnel be instructed to assume escort responsi-
bility for an unescorted person wearing an " escort required" badge
and to notify the security organization immediately?

7. What precautions will be taken to minimize the possibility of
collusion between one insider (the escort) and one or more out-
siders?

8. What precautions will be taken to minimize the possibility of an
escort being overpowered by escorted personnel?
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ESCORT

ANSWERS

CONDITIONS

1. a. Yes.
b. No.

2. a. Yes, all.
b. Yes, but not vendors and their vehicles.
c. No.

3. a. Yes,

b. No.

4. a. This question does not apply, or
1. Before the person (and his vehicle) is granted escorted

access to the area, a schedule will be provided to the
security organization of all responsible escorts and the
corresponding times cf escort; and

2. Each escort will be reqaired to sign a form showing trans-
fer of escort responsibility; and

~3. Each escort will be instructed to remain with the escorted
person until the next escort assumes responsibility.

b. Same as 1. and 3. above,
c. Same as 2. above.
d. -Same as 3. above.

5. a. Yes.
b. No.

6. a. Yes.
b. No.

7. a. 1. Visitor (s) will be required to pass through one or more
entry control zoaes commensurate with the level of access
authorization; an6

2. Visitor (s) will_ be escorted by the internal contact unless
access to an MAA or VA is required, in which case a ran-
domly selected member of the security organization will
escort the visitor; and

3. When in the MAA or VA, escorted personnel will be under
surveillance by someone othe:r than the escert, e.g., by
CCTV monitor.

b. Same z as 1. and 2. above . ;

Visitors will-be escorted by the internal contact in all cases.c.
d. No special precautions will be taken. ]

1

8.- a. 1. All visite s will be cubject to a contraband (weapons ,
etc.) search prior to access; and

2. Any security organization escort will be armed and equipped
with a duress alarm; and

3. The number of escorts will be a function of the number of
persons to be escorted.

b. Same as 1. and 2. or 1. and 3. above.
c. Same as 1. above.
d. No special precautions. will be . taken.
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EXPLOSIUES DETECTOR--HAND-HELD,
. PACKAGE SEARCH

EFFECTIVEMESS TEST

FUNCTION
:

| The function of the search will be to detect explosives being introduced
| in packages through the PA, MAA, or 1/A.

CONDITIONS

Performance Conditions

Operation

.

1. In essence, will the detector be used as an aid in a visual package
i search procedure?

2. Will all packages be searched?

3. Will a large throughput of packages force security to hurry their
search?

4. How much time will be spent in implementing a search?

5. To reduce false alarms, will the explosives detector be used to
check the areas where the packages are to be searched?

6. Will smoking be controlled in the search area so that no false
alarms will result?

7. What procedure will be used when an alarm occurs?

8. Will the detector be calibrated to detect dynamite, TNT, and simi-
lar nitrogen compounds in a minimum amount of 200 grams, with 90
percent confidence and a false alarm rate not exceeding 1 percent?

9.- Will each package be searched _ thoroughly?

10. Will the operator be trained in the proper use of the explosives
detector using written procedures?

11. Will all packages that cause an irregular response of the detector
be subjected to additional search?

Maintenance-

12. How often will the detector be checked with an explosives sample to
ascertain proper operation?

13. If a detector, membrane-type, will be used, will a regular membrane
replacement schedule be followed?

14. Will care be exercised by the guard doing the checking of the ex-
plosives _ test sample to prevent self-contamination or contamination
of the area?
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EXPLOSIVES DETECTOR--HAND-HELD,
-PACKAGE SEARCH

15. What will.be the level of check and maintenance performance? (To )'aid performance estimation, refer. to the questionnaire on equipment
checks / maintenance.)

16. Will an operational spare ~be.available in case of detector failure?
~

,

F

.

I
I

1

;

|

i
t. ,

I

|

|^

!
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EXPLOSIVES DETECTOR--HAND-HELD,
PACKAGE SEARCH

ANSWERS

CONDITIONS

Performance Conditions

Operation

1. a. Yes.
b. No.

2. a. Yes.
b. Search will be on a random basis, more than 50 percent of

p'ackages will be searched.
c. Search will be on a random basis, between 10 percent and 50

percent of packages will be searched.
d. Search will be occasional, with less than 10 percent of the

packages searched.

3. a. No.
b. Yes.

4. a. Approximately 1 minute.
b. Approximately 30 seconds.
c. Approximately 15 seconds.

5. a. Yes.
b. No.

6. a. Yes, smoking will not be permitted in the search area.
b. No control will be exercised.

The alarm will be reported to the security operations center7. a.
and the suspect package will be removed to a remote area for
additional testing.

b. The alarm will be reported to the security operations center.

8. a. Yes.
b. No.

9. a. Yes, each package will be checked for explosives vapors at
every. joint or opening. In addition, the package will be
compressed slightly, with the detector being held at the most
prominent hole or opening, to assure sampling of internal
vapors.

b. The package will be scanned quickly.

10. a. Yes, the operator will be trained in proper operating tech-
niques using written procedures.

b. No written procedures will be used, but the operator will be
trained and instructed to use his own judgement.

11. a. Yes.
'

b. No.
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EXPLOSIVES DETECTOR--HAND-HELD, !

PACKAGE SEARCH
,

|
|>

'

l

Maintenance l

|

| .12. a. Every hour or more often. |

! b. Every 2. hours.
c. Da ily . '

,

t

; 13. a '. Yes, or a membrane-type detector will not be used.
| b. No.
; ,: . The membrane will be replaced only when need is indicated.

14. a. Yes.

| b. No.

| 15. a '. 0.8 to 1.0.
; b. 0.6 to 0.8.
! c. 0.4 to 0.6.

d. . Lens.than 0.4.

16. a. Yes.
. b. No.

!

|
|-
|
|

|
-

l'

t

i

!

d

I

!

:

|- ,

!
t

-

g
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EXPLOSIVES DETECTOR--HAND-HELD,
!

| PERSONNEL SEARCH
|

|

EFFECTIVENESS TEST

FUNCTIONi

|

The function of the search will be to detect explosives being introduced
|

by personnel through the PA, MAA, or VA.
CONDITIONS

Performance Conditions

Operation

1. Will all personnel be searched at every entrance and exit?

2. Will long lines force security to hurry their search?

3. How much time will be spent in implementing a search?

4. To reduce false alarms, will the explosives detector be used to'

check the area where the searches will be held?

5. Will smoking be controlled in the search area so that no false
alarms will result?

6. Will each individual be thoroughly searched?

7. Will the guard be cautioned to be aware of unusual bulges or bumps
under clothing?

8. Will all packages in pockets be examined?

9. Will all containers and packages carried by the individual be
opened and examined?

10. Will all individuals who cause an irregular response of the detec-
tor be subjected to a pat-down search?

Maintenance

11. How of ten will the detector be checked with an explosives sample to
ascertain proper operation?

12. If a detector, membrane-type, will be used, will a regular membrane
replacement schedule be followed?

13. Will care be exercised by the guard doing the checking of the ex-
plosives test sample to prevent self-contamination or contamination
of the area?
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EXDLOSIV ' ; DETECTOR--IIAND-l! ELD,
PERSONNEL SEARCil

'
,

| 14. What will be the 1syc1 of check and maintenance performance? (To
aid performance estimation, refer to the questionnaire on equipment
checks / maintenance.)

15. Will an operational spare be availabic in case of detector failure?

i
;

a
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EXPLOSIVES DETECTOR--HAND-HELD,
PERSONNEL SEARCH

!

ANSWERS

' CONDITIONS

Performance Conditions
r

[ Operation
!
; 1. a. Yes. 1

f

} b. Search will be on a random basis, more than 50 percent of all

|
personnel will be searched.

| c. Search will be on a random basis, between 10 percent and 50

|
percent of all personnel will be serached.

d. Search will be an- occasional random search, less than 10 per--i

( cent of personnel will be searched. ;.
'I-

2. a. No.,

|
b. Yes.

| 3. a. Approximately 1 minute.
b. Approximately 30 seconds.
c. Approximately 15 seconds.

4. a. Yes. 1

'
b. No . - i

[ 5. a. Yes, smoking will not be permitted in the search area.
b. No centrol will be exercised. i

6. a. Each individual will be thoroughly searched, including under r

the hat, under the arms, under the coat or coats, in the back,
etc.''

b. A quick search scanning the entire body will be made,
c. Only a cursory search will be made.

7. a. Yes.
,

b. No, the guard will rely on the detector. "

8. a .- Yes.
b. No.

=9. a. All briefcases, lunch boxes, packages , etc. will - be opened and
examined,'

b. Personnel will' not be allowed to carry packages in the area. t

c. No.

10. a. Yes.
b. ,No.p

Maintenance

11. a.- Every hour or mare often.
b. Every 2 hours.
;c. Da ily.

1
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EXPLOSIVES DETECTOR--IIAND-IIELD,
PERSONNEL SEARCH

1

12. a. Yes, or a membrane-type detector will not be used.
, b. tio .
| c. The membrane will be replaced only when the need is indicated.

13. a. Yes.
b. No.

14. a. 0.8 to 1.0.
j b. 0.6 to 0.8.
! c. 0.4 to 0.6.
I d. Less than 0.4.
1

15. a. Yes.
b. tio .

|

|

!

!
|

|

|
1
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EXPLOSIVES DETECTOR--HAND-HELD,
VEHICLE SEARCH

EFFECTIVENESS TEST

FUNCTION

The function of the search will be to detect explosives being introduced
in vehicles at the protected area (PA).

CONDITIONS
,

Performance Conditions

Operation
,

1. Will a material transfer dock be utilized wherever possible in
order to limit vehicle access into the protected area?

2. Will a remote area be provided for the search?

3. How often will the remote area be searched to. ensure the area is-

" clean" of materials that might cause false alarms?

; 4. Will the remote area be clear of odor, e.g. , vapors from chemical
plants , which might impair the efficiency of the detector?

5. Will the vehicle motor be turned of f during the search?'-

1

! 6. Will the driver be searched for contraband and then removed from
I the area before the vehicle search?

7. Will lifts, ramps, and/or a drive-over pit be provided so that the<

operator with the detector can access all areas of the vehicle?
,

!

8. Will tools be provided to _ access likely hiding areas, e .g . , hub-
caps, tool covers, etc.?

9. Will the equipment be calibrated to detect dynamite, TNT, and
similar nitrogen components in a minimum amount of 200 grams, with
90 percent confidence and a false alarm rate not exceeding 1 per- |

cent? .

|

10. How thorough _an examination will be made during each search?

11. In case of a " find" or a " false alarm," will the search be con-
tinued for additional explosives secreted in the vehicle?

12. If a " find" is made, to whom will the alarm be transmitted?

13. Will' all possible areas available for secreting explosives be
searched, e.g., the undercarriage, the spare-tire racks, the wheel
wells, the hubcaps, the tool boxes, etc.?

14. Will the area under the hood be thoroughly searched?

15. . Will ' the cab area be searched, e.g. , under the seats , behind the
seats, under the dash, above the sun visors, etc.?.
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EXPLOSIVES DETECTOR--HAND-HELD,
VEHICLE SEARCH

16. Will the operator be prepared to search as soon as enclosed volumes ,

'

are opened?

17. Will the doors themselves be checked?

18. Will packages and other articles carried in the vehicle be searched
thoroughly?

19.. Will the operator be observant . for fine wires in areas where wire *

is not usually found, e.g., tires, shift knob, steering wheel,
etc.?

|

20. Will the operator check in unusual places where the odor of the
explosive will be obscured from the detector, e.g., in the gas

;

|
tank, in tires, etc.?

!

Maintenance

21. How often will the detector be checked with an explosives sample to
ascertain proper operation?

22. If a membrane-type detector is used, will a regular membrane re-
; placement schedule be followed?
!
| 23. Will care to prevent self-contamination and area contamination be

exercised by the guard doing the checking of the explosives test,

j sample?

24. What will be. the level of check and maintenance performance? (To
aid performance estimation, refer to the questionnaire on equipment
checks / maintenance.)

25. Will an operational spare be available in case of detector failure?
|

|
|

,

|

|
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. EXPLOSIVES DETECTOR--HAND-HELD,

L VEHICLE SEARCH
;

I
|

ANSWERS

|
!

|
CONDITIONS

Performance Conditions<

;
~

Operation

1. a. Yes.
b. No.

2. a. Yes.'

b. No, but a separate area will be provided.
c. No.

i 3. a. Daily.
b. Weekly.

' c. Monthly.

4. a. Yes.
b. No.

5. a. Yes.
b. No.

!

6. a. Yes.
b. The driver will be searched but not removed.
c. The driver will not be searched for contraband.

7. a. Yes,

b. No.

8. a. Yes.t

b. No
;
'

9.- a. Yes.
b. No

10. a.- Two passes will tme made during each search.
! .b. .One pass will be made during each search,

c. One hurried pass will be made during each search.
1

11. a. A " find" or " false alarm" will be removed and the search con-'

tinued.
.

,

!' b. A " find" or " false alarm" will be noted and the search con-
tinued.

L c. 'A " find" or " false alarm" will be ignored and the search con-
tinued.

12.- a. The alarm will- be transmitted to the security operations cen-
ter.

,

; b .- Local law enforcement agencies will be contacted directly.
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EXPLOSIVES DETECTOR--HAND-HELD, ,

',VEHICLE SEARCH

,
'

! !

.13. a. Yes..
b. A random search of possible areas will be made.
c. No.

14. a. Yes, from above and below.
b. Only'from below. '

c. Not at all.

15. a.- Yes.
1

b. No.

| 16. a. Yes, the operator will be prepared to start the search immedi-
ately to ensure sampling of accumulated vapors. -

b. No, doors etc. will be opened as soon as the vehicle enters the
i area, and the search will be random.
|

| 17. .a. Yes, the doors will be searched to ensure that no explosives
'

are hidden there.
b. No.

|
| 18. a. Yes, each article will be searched individually.
j .b. Packages will not be searched individually.

| 19.. a. Yes, the operator will be trained in what to look for to detect
explosives.

j b. No, the operator will rely on the detector only.

| 20. a. Yes, gas caps will be removed to ensure no explosives are
| suspended from them.
I b. No.

Maintenance
,

21. a. Every hour or more often.
b. Every 2 hourr,.

Da. ily .' .

~22. a.: Yes, or a membrane-type detector will not be used.
b. No.
c. The membrane will be replaced only when the need is indicated.

'23. a. Yes.
b. No.

f.

|- 24. a. 0.8 to 1.0.
b. 0.6 to 0.8.'

c. 0.4 to 0.6.
| d. Less than 0.'4.

i

2 5. . a. ~Yes. i
b. No. '

|

i
'

|
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EXPLOSIVES DETECTOR--VOLUME

EFFECTIVENESS TEST

FUNCTION

The function of the explosives detector is to detect explosives being
introduced at the PA, MAA, or VA entry.

CONDITIONS

Site Conditions

1. Will the detector be mounted in a booth or simitar structure to
confine personnel during the explosives search?

2. Will there be an audio communication link between security and the
personnel being searched?

3. If an alarm occurs, will it be-possible to reset the detector for a
second scan without requiring personnel to exit and reenter?

4. What alternate method will be used to search personnel when an
alarm occurs?

Environmental Conditions

5. Will the temperature within the booth be controlled?

6. Will smoking be prohibited in the booth area?

7. Will the atomosphere within the booth be as dust-f ree as possible?

8. Will guards be alerted to " scents" which might cause " nuisance"
alarms (i.e., perfumes, chemicals, deodorants, shoe polish, etc.)?

Performance Conditions

Operation

9. Will the equipment be calibrated to detect dynamite, TNT, and
similar nitrogen components in a minimum amount of 200 grams, with
90 percent confidence and a false alarm rate not exceeding 1 per-
cent?-

10. Will the screening be individual?

'll. How much time.will be allowed to sample the booth air?

12. Will a device be used to " concentrate" the explosives vapors from a
large volume of booth air before the vapors are presented to the
detector?-

13. Will. the sampling port of the detector be placed low in the booth?

s
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EXPLOSIVES DETECTOR--VOLUME

1

Maintenance

14. Will it be possible to self-test the detector remotely?

15. Ilow of ten will the functional check be made?

16. If a membrane-type detector is used, will a regular membrane re- )placement schedule be followed? !

17. What will be the level of check and maintenance performance? (To
aid performance estimation, refer to the questionnaire on equipment
checks / maintenance.)

18. What means of detection will be available should the detector fail?
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EXPLOSIVES DETECTOR--VOLUME

ANSWERS

CONDITIONS
|

Site Conditions
i

1. a. Yes.
b. No.

2. a. Yes.
b. No.

3. a. Yes,

b. No.

4. a. Personnel will be requested to exit through the door
entered and proceed to a bypass portal where manual
screening will be implemented by the use of a hand-
held explosives detector.

b. A guard will implement a search by the use of a hand-
held explosives detector after the individual has been
admitted into the secured area.

Environmental Conditions

5. a. Yes.
b. No.

6. a. Yes,

b. No.

7. a. Yes,

b. No.

8. a. Yes.
b. No.

Performance Conditions

Operation

9. a. Yes.
b. No.

10. a. Yes.
b. No.

11. a. One minute sampling time will be allowed.
b. Thirty seconds sampling time will be allowed.
c. Ten seconds sampling time will be allowed.

12. a. Yes.
b. No.
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i EXPLOSIVES DETECTOR--VOLUME
r

| 13. ' a .- Yes.-

,
b. No, the samp* ing port will be placed high in the

i . booth, as b<,oth air will be circulated upwards.
|

Mainten .iee

14. a. Yes,
b. No, but a guard will carry an explosives simulant into the

booth to verify operation.
c. No.

15. a. Once per hour or nore of ten if the need is indicated,
b. Once per 2-hour interval.
c. Once per shif t.

' li6 . a. Yes, or a membrane-type detector will not be used.
b. No.
c. The membrane will be replaced only when the need is indicated.

17. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less - than 0.4.

18. a. An operational spare will be available, or the detector will be ,

one of several in use.
b. A hand-held detector will be used,
c. A pat-down search will be performed.
d. None.

l
i-
'
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EXPLOSIVES DETECTOR--WALKTHROUGH

i

EFFECTIVENESS TEST

| FUNCTION
|
|

The function of the explosives detector will be to detect explosives'

bcing introduced by personnel at the PA, MAA, or VA entry.

! CONDITIONS

!

Site Conditions

1. Will hand-carried articles be separated from personnel for inde-
pendent examination?

2. Will the Jetector be operated as an adjunct to a guard who is
present?

3. Will the location be checked periodically to assure no contamina-
tion?

4. Will adequate space be provided to assure no restriction on the
detector's air flow pattern?

5. Will provisions be made to prevent extraneous air movement from
disturbing or disrupting the detector's regular air flow pattern?

6. .Will provisions be made to assure only one person can pass through
the sampling space at one time?

7. Will smoking be prohibited in the area?

3. If more than one detector will be used to handle throughput, will
ccntaminated air pass'from detector to detector causing alarms in
sil?

9. Will guard' surveillance be such that there will be a high proba-'

bility of detection of an attempt to " toss" or " throw" an explosive
through the detector?

Performance Conditions

Operation
f

10. Will the equipment be calibrated to detect dynamite, TNT, and
similar nitrogen components in a minimum amount of 200 grams with
J90 percent confidence and a false alarm rate not exceeding 1 per-
cent?

11. Since these detectors are " pause" detectors, is the required pause
time compatible with personnel throughput requirements'

12. Will the person being searched be asked to remove overcoat, I
'

jackets, etc., to ensure proper search?
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EXPLOSIVES DETECTOn--WALKTilROUGli

13. What procedures will be followed by security personnel if an alarm
occurs?

14. If explosives are found, to whom will the alarm be reported?

Maintenance

15. Ilow often will the detector be checke6 for proper operation?

16. Will the equipment be checked periodically for contamination?

17. For detectors utilizing membranes, is the manufacturer's recom-
mended membrane replacement schedule followed?

18. What will be the level of check and maintenance performance? (To
aid performance estimation, refer to the questionnaire on equipment
checks / maintenance.)

19. What means of detection will be available should the detector f ail?

|

|

I

l

|

=
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EXPLOSIVES DETECTOR--WALKTHROUGH

ANSWERS
t,

CONDITIONS

Site Conditions
t

'

l. a. .Yes, X-ray examination will be used.
b. Yes, visual inspection will be used.
c. No..

2. a. Yes,
,

b. -No, the -detector will be operated remotely.
:c. No.

7

3. a. Daily.;
,

j -. b. Weekly.
1, c. No.
'

1 4. a. Yes.
b. No.

4

5. a. Yes. .

b. No.

6. a .- Yes.
b. No.

7. a. Yes.
b. No.

'8. a. No,.the datector's exhaust air is vented from the area.
b .- No, the ,etectors will be spaced (staggered) to minimize this

,

effect.
c. Yes, the detectors are positioned so that this can present an'

operational problem.

' 9.- a. Yes.
b. No.

.j .
i.

Perfcriaance Conditions
i

Operation
,
f

10. a. Yes.
b. No.

i

11. a. Yes.
b. No.

12. a.. .Yes.
,

;. b. No.

!

|'
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EXPLOSIVES DETECTOR--WALKTHROUGH

13. a. The person will be required to pass through the detector
Iagain.. If an alarm occurs, he will be subject to a hand-held

detector or pat-du,,n search until the cause of alarm is deter-
mined.

b. A pat-down search.
;

14. a. A detection will be reported to the security operations cen-
ter.

b. Local law enforcement agencies will be contacted directly.
c. No alarm will be transmitted.

Maintenance

15. a. Hourly,
b. Daily.
c. Weekly.

16. a. Yes, or a membrane-type detector will not be used.
b. No.

17. a. Yes.
b. No.

18. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

,

19. a. .An operational spare will be available, or the detector will
be one of several in use.

b. A hand-held detector will be used.
c. A pat-down search will be performed.

i

d. None.-
'

!
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FENCE SYSTEMS

EFFECTIVENESS TEST

FUNCTION

The function of the fence will be to provide delay to aid detection,
assessment, and response .

CONDITIONS

Environmental Conditions

1. Will erosion under the fence be a problem?

2. Will corrosion of the fence be a problem?

3. Are there likely to be natural features or vegetation and so forth
around the fence which might interfere with detection or assess-
ment?

4. Will culverts under the fence have grills or other barriers in-
stalled that will adequately delay entry or exit?

Performance Conditions

5. What will be the height of the fence?

6. Will the posts be anchored in concrete?

7. How will the fence bottom be anchored?

8. What will be the fence top conditions?

9. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the particular fence system design? (See
Barrier Technology Handbook and other references.)

10. Will there be vehicle barriors in conjunction with the fence?

Vulnerabilities

11. What openings will be in the fence?

,

4
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FENCE SYSTEMS

ANSWERS

CONDITIONS

Environmental Conditions

1. a. No,

b. Yes.

2. a. No,

b. Yes.

3. a. No.
b. Yes.

4. a. Yes.
b. No.

Performance Conditions

5. a. 8 feet.
b. 8 feet.

6. a. Yes.
b. No.

7. a. It will be buried in concrete.
b. It will be attached to a bottom rail,
c. It will be buried at least 1 foot in the ground.
d. The fabric will not be anchored.

8. a. Barbed tape.
b. Concertina.
c. Barbed wire.
d. Outriggers.

9. !.
,

10. a. Yes.
b. No.

Vulnerabilities

11. a. None.
b. Vehicle gates. ,

c. Pedestrian gates. l

d. Culverts and drains.

l

|
.
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FLOORS

EFFECTIVENESS TEST

FUNCTION

The function of the floor will be to provide delay to aid detection,
assessment, and response at MAAs and/or VAs.

CONDITIONS

Performance Conditions

1. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the floor? (See Barrier Technology
llandbook and other references.)

Vulnerabilities

2. Will th'. floor contain features (such as air or utility passages)
whic" might compromise its penetration resistance?

,

!

!

|
l

-

1

1
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FLOORS

ANSWERS

CONDITIONS

Performance Conditions

1. .

Vulnerabilities

2. a. No.
b. Yes.

I
1
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,

FUNCTIONAL ZONING

EFFECTIVENESS TEST
i

( FUNCTION

The-function of functional zoning will be to minimize collusion by
establishing work rules which ensure that a different class of employee

I will control each different type of safeguard or safeguard function.

CONDITIONS

t Site Conditions

Physical

1. Will the facility be configured so that the_ safeguard system will,

consist of multiple concentric zones or layers which can be func-
'

tionally divided?

2. Will multiple-functional zones be encountered along any path from
the SNM to the protected area (PA) perimeter?

i
Performance Conditions,

Operation

: 3. Will personnel be divided so that a different grouping of personnel-
4 - will have control cver each type of safeguard?

4. .Will personnel be permitted to rotate duties between different
groups?

5. Will other components designed to minimize collusion opportunity be;

employed to supplement functional zoning?

!

.

!

1
-

l.

,

i

I
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FUNCTIONAL ZONING

ANSWERS

CONDITIONS

Site Conditions

Physical

1. a. The Special Nuclear Material (SNM) will be surrounded by more
than three functional layers of safeguards.

b. The SNM will be surrounded by more than two functional layers
of safeguards.

c. The SNM will be surrounded by two or less functional layers of
safeguards.

2. a. More than three functional zones will be encountered.
b. More than two functional zones will be encountered.
c. Two or less functional zones will be encountered.

Performance Conditions

Operation

3. a. Each type of safeguard will be controlled by a separate group-
-

ing of personnel.
b. The safeguards types will be divided so that more than two

personnel groupings will control the various types,
c. The safeguards types will be divided so that at least two

personnel groupings will control the various types.

4. a. Rotation between the dif ferent groups will not be permitted.
b.- Limited rotation will be permitted, but a single individual

will never have access to all functional zones.
c. Rotation will be permitted on a case-by-case basis.

5. a. Compicmentary components will be used in addition to functional
zoning..

b. Additional components will be used to supplement functional
zoning in instances where two or less functional layers are
provided.

c. Areas not functionally amenable to zoning will be area-zoned or
team-zoned.

3-158

|c



GATES AMD ASSOCIATED HARDWARE

EFFECTIVENESS TEST
|

i

| FUNCTION

The function of the gate will be to delay unauthorized entry or exit at
the protected area (PA) to aid detection, assessment, and response.

CONDITIONS

Environmental Conditions

1. How will any erosion about the gate be handled?

2. Ilow will any corrosion of the gate itself be handled?

Performance Conditions

3. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the weakest element of the gate system?
(See Barrier Technology Handbook and other references.)

4. Will the penetration delay time of the gate be equal to that of
adjacent fences?

5. Will the gate hardware , e.g., hinges, etc., be as resistant as the
gate?

6. What level of performance will be expected from the gate lock (s)?
('Do aid performance estimation, refer to the questionnaire on
locks.)

7. Will any barrier be incorporated into or in front of the gate?
,

3-159

_ __



GATES AND ASSOCIATED HARDWARE

ANSWERS
t

CONDITIONS

Environmental Conditions

1. a. No serious erosion is anticipated about the gate.
b. The area about the gate will be well maintained.
c. No maintenance is planned.

2. a. Due to construction techniques, corrosion ic not expected.
b. By a preventive maintenance program.
c. Repairs will be made as necessary.

Performance Conditions

3. .

4. a. Yes.
b. No.

5. a. Yes.
b. No.

6. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

7. a. Yes.
b. No.

'
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GUARD FORCE PERSONAL EQUIPMENT ,

,

EFFECTIVENESS TEST i

!
l I

FUNCTION
i

The function'of the guard force personal equipment will be to allow for,

a more effective response to a perceived threat.'

I

CONDITIONS

Performance Conditions

Operation
i

'

1. Will the personal equipment provided for use be in accordance with
i

10 CFR 73, Appendix B, Section V? I

2.- Will the personal equipment be readily available to personnel*

-

requiring such equipment for the proper execution of their job
assignments?

3. Will the licensee's security training provide response personnel f
with the training necessary to properly use the equipment issued?2

4. If guard force members will be equipped with duress alarms and
trained in the use of duress codes, what will be the performance
level of the duress alarms? (To aid performance estimation, refer

i to the duress alarms questionnaire.)
'

5. If guard force members will be equipped with personal communication
i

devicts, what will be the performance level of the device? (To aid
'

performance estimation, refer to the questionnaire on the appro-
! priate device, e.g., portable radio.)
:

Reliability
i

6. Will the available equipment be consistent with that required by I

the licensee's contingency plan?
i

,

| 7. What procedure will be followed for verifying that personal equip- i
'

ment is available and operational?
1

'

Vulnerabilities
,

' Component Protection
i

! 8. Will personal equipment be adequately protected against unautho- !

rized removal from designated storage area (s)?

.
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GUARD FORCE PERSONAL EQUIPMENT

ANSWERS

CONDITIONS

Performance Conditions

Operation,-

1. a. Yes.
b. No, but documentation supporting exceptions to the requirements

of 10 CPR 73, Appendix B, Section V, will be provided.
c. No.

2. a. Personal equipment will be kept in various storage areas con-
veniently located near alarm stations and guard patrol points;

; . weapon and personal equipment storage areas will be collocated.
'

b. Personal equipment will be kept in a storage area located near
the weapon storage area.

c. Personal equipment will be kept in a storage area in a location
different from the weapon storage area.

I 3. a. Yes.
b. No, but documentation supporting this exception will be pro-

vided.
c. No.

4. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.

: d. Less than 0.4, or duress alarms will not be provided.

: 5. a. 0.8 to 1.0.
'

b. 0.6 to 0.8.'

.: c .- 0.4 to 0.6.
! d. Less than 0.4, or personal communication devices will not be

provided.

Reliability
.

6. a. Yes.
b. No.

7. a. The guard to whom equipment is assigned will verify that it is
available and operational once during each shift.

b. Personnel who have been assigned to storage area (s) will be
responsible for verifying, at least once a week, that personal#

equipment is availablo and operational.
-c.- Personal equipment will be checked only when it is needed.

.
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GUARD FORCE PERSOE?AL EQUIPMENT

vulnerabilities

Component Protection

Storage area (s) will be manned and will be protected also by8. a.
the detection system.

b. Storage area (s) will be protected by the detection system.
The general area around the storage area (s) will be protectedc.
by the detection system.

.

|

l
;
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GUARD FORCE QUALIFICATION
,

f

EFFECTIVENESS TEST
,

A

FUNCTION

The function of the guard force qualification requirements will be to
iensure a high-quality guard force which will be capable of_ adequately
defending a facility against a specified threat.

CONDITICNS

W'll the' members of the guard force be required to meet the appro-1.' i

priate provision of'10 CFR 73, Appendix B, in terms of medical,
i ' mental, and physical-qualifications?

_

;
L '2. Will the physical fitness qualification program provide a demon-

stration of the security personnel's ability to perform the re-'

j quired tasks in the topography -and environment of the licensee's ;

site?
'

1

4 3. Will requalification of personnel be adequately accomplished? *

4. Will the emotional stability of individuals on the guard force be
adequately monitored in the job environment?

i

[
'

<

!

&

4

i

?

J

$

!~
>

1
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GUARD FORCE QUALIFICATIOM

ANSWERS

CONDITIONS

1. a. les .

b. No, but documentation supporting exception to the requirements
of 10 CFR 73, Appendix B, will be provided.

c. No.

2. The physical fitness qualification program will be demonstrated

By requiring the performance of tasks in the topography anda.

environment of the licensee's site.
b. By requiring the performance of tasks in a simulated topography

and environment similar to that of the site.
c. Independently of the topography and environment of the site.

3. Requalification will include

Complete physical qualification and physical fitness qualifi-e a.
cation, if appropriate.

b. Complete physical qualification and a subset of the tests
required for physical fitness qualification, if appropriate.

c. Physical qualification for all security personnel.

4. a. Emotional stability will be monitored by a responsible super-
visor. Any instability will be verified by a licensed, trained
person.

b. Emotional stability will be monitored only if the supervisor is
alerted by the employee's co-workers of signs of instability.
Any instability will be verified by a licensed, trained person.
Emotional stability will be monitored by a licensed, trainedc.

person if extreme signs of instability are reported.
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GUARD PATROLS / INTERVENTION

EFFECTIVENESS TEST

FUNCTION

The1 function of'this procedure will be to provide detection of intru-
sions, unauthorized placement and movement of SNM within MAAs, and other
unauthorized activities and conditions in the PA, MAAs, and VAs; to

t assess the perceived threat; to communicate with other guard patrols as,

well as the CAS and SAS, and to respond to the perceived threat by
delaying the adversary until further assistance is provided or, if;

! necessary, intervening to prevent theft of SNM and/or sabotage of vital-
|

components.

CONDITIONS-
:

| Detection (Surveillance)

1. Will' guard patrols include security tours which consist of inspec-.

tions of physical se :rity hardware, e.g., gates, fences, locks,

i and clear! areas?
l
i 2. Will guards be sufficiently familiar with the physical security

hardware to recognize any faults?

3. Will guard patrols include surveillance of the PA, MAAs, and VAs to
detect unauthorized activities and conditions at the facility and
unauthorized placement and movement of SNM in the MAA?i

!

4. Will guards be sufficiently familiar with authorized activities and'

conuitions at the facility and authorized placement and movement of
SNM in the MAA to detect potential or real threat situations?'

5. What factors will be considered in establishing schedules for guard
patcols?.,.

6. What will be the minimum time interval between patrols for areas
protected by sensors?-

'7. Will guard; patrols include unscheduled routes, variable routes, and
backtracking?

Assessment'

8. Will guards be trained to recognize the various types of alarms,
intrusion detection, duress, criticality, and other emergencye.g.,

alarms?

'9. J Will guards have a thorough understanding of the procedures for
assessing potential as well as real threat situations?

' Communication

;- 10. How often will guards on patrol be in communication with each.
' other?
.
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GUARD PATROLS / INTERVENTION

11. How often will guards on patrol be in communication with security
personnel in the CAS/SAS?

Delay and Response

12. Will guards be required to intervene between VAs and MAAs and any
adversary attemptin- entry for purposes of radiological sabotage or
theft of SNM7

13. Will guards be instructed to prevent or delay sabotage or theft of
SNM by applying a sufficient degree of force to counter the degree
of force directed at them, including the use of deadly force when
there is reasonable belief that it is necessary in self-defense or
in the defense of others?

14. Will at least five guards be immediately available at the facility
to fulfill response requirements if necessary?

!
1

h
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GUARD PATROLS / INTERVENTION

ANSWERS

7

CONDITIONS

Detection (Surveillance)
1. a.- Yes.

b. No.

2. a. Yes.

f b. No.

3. a. Yes.
b. -No.

4. a. Yes.
b. No.

5. a. 1. The type of shif t, e.g., normal workday, weekend, etc., and
2. The expected delay provided by physical security hardware,

and
3. The existence (or lack) of.other physical security detec-s

tion equipment in the area to be patrolled.
b. The same as 1. and 3. above.

; c. Only 1. above will be considered.

6. a. Once every hour.
b. Once every 2 to 4 hours.
c. Less frequently than once every 4 hours.

7. a. Yes.
b. No.

Assessment

8. a. Yes.
b. No.

,

9. a. Yes.-

; b. No.

E

Communication

- 10 . :. a. Once every 15 minutes.

t

. Every 15 to 30 minutes.b.
.c. Less of ten . than every 30 minutes.

11. a. Once every-30 minutes.
b. Every.30:to 60 minutes.
c. Less often than-every hour.

J
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GUARD PATROLS / INTERVENTION

Delay and Response

12. a. Yes.
b. No.

13. a. Yes.
b. No.

14. a. Yes.
b. No.

.

[
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GUARD POST ASSIGNMENT

j EFFECTIVENESS TEST

!
'FUNCTIOF

:

The function:of this procedure will be cc .ssign duty posts in such a
manner that an outsider cannot predit_ spe cific guard assignments for,

. any particular date.

CONDITIONS
,

~

1. Will guard assignments be_ randomized?

! 2. How will guard assignments within each shift be randomized?

I 3.- How often will guard-assignments be changed?

4.- How far in advance of duty.will a guard know what his specific
j assignment will be?

b 5. Who will be allowed advance knowledge of ~ specific guard assign-
ments?.j.

6.- When reserve guards are used, will their specific assignments vary?

,

i

i

|

,

y -

t

1

4

i

,

d
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' GUARD POST ASSIGNMENT

ANSWERS

CONDITIONS

1. a. Yes, guard assignments will be randomized within all sections
of the guard force , patrol, access control, command post , etc.

b. Yes, guard assignments will be randomized within some uctions
of the guard force.

c. No, guard assignments will nc^ be randomized.

2. Guard assignments will

a. Be randomized by computer.
b. Be randomized manually by security coordinating personnel,
c. Be randomized manually by each section supervisor,
d. Not be randomized.

3. Guard assignments will be changed

a. At least twice a day.
b. Daily.
c. Weekly or less often.

4. A guard will have

a. No advance notice (specific assignment will be made at the
beginning of each shift),

b. One day's notice.
c. More than one day's notice.

No one will have advance knowledge of specific assignments,5. a.

they will be made randomly at the beginning of each shift.
b. Only supervisory guard personnel will have advance knowledge of

assignments.
c. Each guard will have advance knowledge of his assignment.
d. Assignments will be posted and available to anyone interested.

6. Reserve guard assignments will

a. Be varied once each shift.
b. Be varied each time a " tour of duty" is begun.
c. Not be varied.

.
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HARD-WIRE VIDEO SYSTEM

EFFECTIVENESS TEST

FUNCTION

1 The function of the hard-wire video will.be to provide a means to

transmit information from a remote video camera to the local video
monitor.

CONDITIONS

Environmental Conditions

1. What.means of lightning protection will be provided for-the video
cable?'

2._ LIf electromagnetic interference (EMI) sources are expected to be
nearby, what will be done to minimize their effect on signal trans-
mission?

3. Will all exterior connections be sealed Erom moisture?
4. Will messenger wires be used to support aerial cable runs?

Performance Conditions

Operation

5. Will impedance mismatching between video cable and equipment be<

minimized to avoid ghost images on monitors?

6. If excessive signal losses due to impedance matching transformers,
isolation transformers, and/or long cable length cause unsatisfac-
tory monitor pictures, will video equalizers and/or line amplifiers
be utilized?

-Maintenance+

7. Will preventive maintenance be performed on a schedule supported by
i mean-time-between-failure (MTBF) data?
! 8. What will be the level of maintenance performance? (To aid perfor-

mance estimation, refer to the equipment checks / maintenance ques-
tionnaire.,

,

Reliability'

9. What will be the level of emergency power system (EPS) perfor-
mance? (To. aid performance estimation, refer to the question-
naire on the specific EPS.)

10. In the event of normal power failure (accidental or intentional),
how much time will be required to restore 1 video cable operation?

,

3-173

-

_. . _ __ .



_ _ , -.. . .--.-.

,

i

HARD-WIRE VIDEO SYSTEM
,

.

!
! .

.

. Vulnerabilities.-

[ 'll . :
.

Will -the' video transmission system be completely contained within
the protected: area?

12. If tamper protection will be employed, what will be the level of.
performance of the tamper-indicating circuitry. associated with
the - video cable? (To aid - performance estimation, refer to the
questionnaire on tamper-indicating circuitry.)

,

i

l'
!
|

,

I

l'
I
i

'

|

|
|

t
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HARD-WIRE VIDEO SYSTEM

ANSWERS

CONDITIONS

Environmental Conditions

1. a. 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield). Generally acceptable approximations are,

well-bonded all-metal structures or buildings, and concrete
structures or buildings with all rebar and metal sheathing,
including roof and floor, bonded, and

2.. All conductors penetrating the structure (plumbing, con-
,

duit, cable shields, etc.) will be bonded to an entry
panel,-which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-4

' filled spark gaps, will be connected between each cable
conductor and ground, and

4. If colid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
surge protection, e.g., silicon _ junction avalanche devices
or metal oxide varistors, will be con.tected at the equip-
ment between each cable conductor an6 ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except 1, plus properly installed and grounded
lightning rods.

c. Only 2. and 3. or, if sensitive equipment,
d. Only_2.

~

only 2. and 4.

2. a. Either EMI is not expected to be a problem, or shielded, bal-
anced line transmission employing balanced line isolation
transformers at each end of the line will be used.

b. Shielded, unbalanced line with an isolation transformer at one
end of the line will be used.

~

c. Shielded, unbalanced line will be used.
i

3. a. Yes.
b. No.

4. a. Yes, or messenger wire is not needed (e.g . , cable will be
installed in underground conduit).

b. No.

1

Performance Conditions

Operation

5. a. Yes.
b. No.

15 . a. Yes, or signal losses will not be excessive.
~b. No.
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- HARD-WIRE VIDEO SYSTEM

Maintenance
,

; 7. a.- Yes.
b. No.

8. a .- '0.8'to 1.0.-

b. 0.6 to 0.8.
c. 0.4 to 0.6. .
-d.- Less than 0.4~.

Reliability

9. a. 0.8 to 1.0, or power.will not be required 'for operation.
b. ~0.6 to 0.8.
c.'-0.4 to 0.6.
d. 'Less than 0.4.

10. Ja. ' Less than 5 seconds, or will not be required for operation.
b.- From 5 seconds to 1 minute.
c .1 From 1 to'5 minutes.

'

~ d.- More than-5 minutes.

|

| Vulnerabilities
!

11. - a. Yes.
L, 'No.

12. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

|
>

|

l

f

|
!

,

|

!

!

|

I
!
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' ' INFRARED BEAM SYSTEMS, EXTERIOR

EFFECTIVENESS TEST

FUNCTION

The function of the exterior IR beam system will be to sense boundary
penetrations at the - fence or isolation zone.

4

CONDITIONS

] Site Conditions

Physical

1.- Will trees and shrubs be adequately removed from the perimeter zone
to-ensure an immunity to wind-induced nuisance alarms?

2. Will the grade of the terrain under this system be level enough to
prevent intruders.from crawling under the lowest beam?

Environmental Conditions

1. _If environmental _ conditions, e .g . , rain, snow, fog, etc., which
could adversely affect the infrared system are expected to occur at
least 5 percent of the time, what provis'.ons will be made to ensure-

! detection under these conditions?

4. Will the environmental specifications of the infrared sensors meet
the expected extremes of the environment at the site?

5. If the infrared system vill be adversely affected by manmade inter-
ferences e.g., radio transmissions, bigh-voltage power lines, etc.,
what provisions will be made to ensure detection under these con-
ditions?'

6. What means of lightning protection will be provided for this equip-
ment? -

7. Will the' sensor be located so that the infrared receivers will not
be' influenced by other infrared sources such as the sun or bright
lights?

!

Performance Conditions

Installation

8. How will the maximum separation between the receiver and trans-
mitter elements of any infrared sensor segment be determined?

_9. Will_-the infrared ~ sensor elements, infrared transmitters, photo-
detectors, and appropriate lenses be mounted at heights which
maximize the system's ability to detect specific types of intru-
ders?

1

3-177



- -.

INFRARED BEAM SYSTEMS, EXTERIOR
, ,

!

i . .

10. Will the infrared sensors be camouflaged?

11. . Will the IR sensors be rigidly mounted?

12. Will the system be single beam or multiple beam?

| Maintenance
!

i 13. Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data?

14. What will be the level of maintenance performance? (To aid perfor-
mance estimation, refer to the equipment checks / maintenance ques-

| tionnaire.)
!

Reliability

15. How will it be determined if the infrared sensor is operating?.

16. If the sensor has self-test capability, what will be the test
frequency?

. 17. How of ten will the infrared sensor be subjected to a full opera-
|

tional test including verification that stomach-crawling intruders
moving parallel to the beam can be detected?

|
l 18. What techniques will be employed to extend the lifetime of the IR

source?

! 19. What will be the level of emergency power system (EPS ) performance?
(To aid performance estimation, refer to the specific EPS question-

! naire.)

| Vulnerabilities
|

| Adversary Attributes

20. 'When infrared sensors cover a length longer than one zone, or go
around corners, what provisions will be made to ensure that no
vulnerable areas exist at these regions?

21. .How will the sensor elements be protected from adversary defeat?
22. Will the infrared receiver be subject to capture by en external

infrared source?

| 23. Can the zone end housing be used as a support to assist jumping
- over the detection' zone?

-24. If tamper' protection will be employed, what will be the performance
level of the tamper-indicating circuitry? ('Do aid performance
estimation, refer to the questionnaire on tamper-indicating cir-
cuitry.)

,
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INFRARED BEAM SYSTEMS, EXTERIOR

l.

ANSWERS'

! CONDITIONS

Site Conditions

Physical

1. a. Yes.
b. No.

2. a. Yes.
b. Grade will not be level but areas will be filled as necessary

so that a stomach-crawling intruder moving parallel to the beam
cannot defeat the system at any point along the system's range.

c. No. !

Environmental Conditions

3. a. Environmental conditions which could adversely affect the
sensor are not expected to be a problem, or another sensor will
be used to detect intrusion,

b. No provisions will be made.

4. a. Yes.
b. !;o, but the system will be protected as required.
c. No.

5. a. No manmade interferences are expected to occur, or the sensor
will be hardened against these interferences, or an alternative
means of detection will be used.

b. No provisions will be-made.
;

6. a.- 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield ) . Generally acceptable approximations are
well-bonded all-metal structure 3 or buildings, and concrete
structures or buildings with all rebar and metal sheathing,
including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each cable
conductor and ground, and-

4. If solid state. electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices
or metal oxide varistors, will be connected at the equip-
ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except 1., plus properly installed and
grounded lightning rods.
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INFRARED BEAM SYSTEMS, EXTERIOR

:
t.

c. Only 2. and'3. or, if sensitive equipment, only 2. and 4.
d. Only 2.

;

; 7.- a. L The sensors will. be located and/or protected so that other IR .

| sources.will not influence them. !
! b. The sensors will be located and/or protected so that most other
| IR sources will not influence them.

| c. Nothing will be done.

i Performance Conditions

Installation

8. a. While not exceeding manufacturer's specifications, all anti-
cipated environments will be considered in determining the
range..

b. 'While-not exceeding manufacturer's specifications, some of the
more common environments will be considered in determining the
range,

c. The range on the manuf acturer's data sheet will be used.

9. a. Yes, the infrared transmitter / receiver stack will be mounted
close enough to the ground so that a stomach-crawling intruderi

cannot crawl under it, and it will be high enough so that it
cannot be easily jumped over (this may require stacking units
to achieve height greater than available ladder sizes, etc.).

b. The sensor will detect only upright walkers.
! c. The sensors will be mounted at a height (usually 120 cm or more
! separation.between transmitter and receiver) for detection of

automobiles or other equally large objects.

10. a. Yes, since the IR sources are small, they may be easily camou-
flaged.

b. Possibly, although the IR housings are rather large and it
would be difficult to camouflage them,

c. No.

I11. a. Yes, the sensors will be rigidly mounted to prevent misalign-
ment of the narrow beam. ,

b. The sensor mountings will not be particularly rigid, but it has {
been determined that the environmental conditions are such that 4

I the sensors will be fairly stable.
c. No..

12. a. Multiple, interlacing beams.
b. Single beam.

Maintenance

13. a. Yes.-
'b. No.

14. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to C.6.

~d.- Less than 0.4.
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. INFRARED BEAM SYSTEMS, EXTERIOR

Reliability

15. -a. By' automatic self-test.
b. By manual self-test.
c. ' By daily walk procedures.
d. By walk tests of intervals longer than 1 week.,

16. a. Iess than 30-second intervals.
b.- From 30- to 60-second intervals.

'
'

c. From 1- to 5-minute intervals.
d.- Once per shift.
e. Less than daily intervals.

17. a. With initial installation and thereafter daily.
b. With initial installation and thereafter at the beginning and

end of any period of use or every 7 days, whichever is shorter.
c. With initial installation and thereafter monthly.

,

18. a. Pulsed IR beams will be used to reduce the IR source's power
, consumption and to enhance the source's reliability and lif e-'

time.
b. High-quality parts will be used.
c. None.-

19. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Vulnerabilities

A,dversary Attributes

20. a. When an infrared sensor is employed to cover lengths longer
than one zone, or to go around corners, overlap techniques or
other sensors are used to ensure that no vulnerable region
exists.

b. Tne zone-end structures will be butted end-to-end to eliminate
vulnerable areas and care will be taken to minimize the possi-
bility_of_an intruder's using the end zone structures to defeat

.

the sensor.
.c.- None.

B,y pulsed infrared transmitters.21. a.
b. By multiple transmitters and receivers stacked in each end zone

structure.
By a built-in proximity sensor alarm if someone touches the endc.
zone structure.

d. By a pressure sensitive switch activation if any force is
exerted on the end zone structure.

e. By _ conventional tamper switches used inside the end zone struc-<

ture,

i

22. a. Yes.
b. 'No.

,
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INFRARED BEAM SYSTEMS, EXTERIOR

!

-23. a. -It would be very difficult to use the end zone housings to
. assist . jumping over the detection zone because these housings
i are protected by other sensors,'self-contained proximity sen-

sors, and/or pressure' sensitive switches.
b. It might be difficult.to use the end zone housings to assist

jumping over the detection' zone because of the vertical height
of these housings.

c. It is likely that the end zone housings could be used to assist
jumping over the detection zone.

| 24. a. 0.8 to 1.0.
b. 0.6 to 0.8.;

h $ b.4, or tamper protection will not be employed.d es

.
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INTERFACES BETWEEN-ALARM < STATION AND SENSORS--
ISDIVIDUAL HARD-WIRE ALARMS, MULTIPLEXED HARD-
WIRE ALARMS, HARD-WIRE COMMAND SIGNALS

EFFECTIVENESS TEST

FUNCTION

The function of the sensor alarm interfaces will be to process and
transmit sensor output to the alarm station (s).

CONDITIONS

Environmental Conditions

1. How will the transmission system be protected from lightning dam-
age?

2. Are . transmission losses resulting from sporadic electrical inter-
ferences expected?

3. Will hard-wire transmission lines be encased in conduit?

Performance Conditions

Operation

.4. What will be the expected time between the initiation of a sensor
signal and the display activation?

5. How long must the sensor stimulus be present to ensure signal
transmission?

6. What will happen when simultaneous alarms occur?

7. What will be the level.of emergency power system (EPS) performance?
(To aid performance estimation, refer to the specific EPS question-
naire.)

Diversity and Redundancy

8. How many locations in the transmission system will be used as
backup annunciators?

9. What portion'of the system will be disabled if a single transmis-
sion line is cut?

Vulnerabilities

Component Protection

10. If tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer to questionnaire on tamper-indicating circuitry.)

t
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INTERFACES BETWEEM ALARM STATION AND SENSORS--
INDIVIDUAL HARD-WIRE ALARMS, MULTIPLEXED HARD-
WIRE ALARMS,'HARD-WIRE COMMAND SIGNALS

IANSWERS-
,

CONDITIONS

Environmenital Conditions
>

~

Natural

1. a. 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield) . Generally acceptable approximations are
well-bonded all-metal structures or buildings and concrete

'

structures or buildings with all rebar and metal sheathing,
including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry panel
which, in turn, will be bonded to the structure shield

, _ (Faraday type) and a good ground, and
, 3. At the entry panel, primary surge arresters (e.g., gas-

filled spark gaps) will be connected between each cable
conductor and ground, and

4. If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondaryi

surge protection (e .g . , silicon junction avalanche devices,

or metal oxide varistors) will be connected at the equip -'

~ ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except 1., plus properly installed and.

grounded lightning rods.
c. Only 2. and 3. of the above or, if sensitive equipment, only 2.

and 4.
d. Only 2. of the above.

2. a. No.
b. Yes.

|

3. a. Yes, where applicable.4

b. No, does not apply.
c. No.

Performance Conditions

Operation

l4.. a.' Less c.han 1.second.
!'

b. From 1 to 2 seconds ., '

c. From 2 to 5 seconds.
d. From 5 to 10 seconds.s.

e. From 10 seconds to 1 minute.
f. More than 1 minute.

i

.
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YWTERFACES BETWEEN ALARM STATION AWD SEMSORS--
INDIVIDUAL HARD-WIRE ALARMS, MULTIPLEXED HARD-
WIRE-ALARMS, HARD-WIRE COMMAND SIGNALS

15 . a. 'Less than 0.1 second,
b. From 0.1 to 0.5 second.
c. From 0.5 to 1 second.
d. From'l to 10 seconds.

.

e.. More than 10 seconds.
3

6. a. All alarms will be stored - for sequential prioritized evalua-
tion..

b. At least one alarm will be retained.
c. All alarms will-be-lost.

7. a. 0.8 to 1.0.
b.. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Diversity and Redundancy

8. a. Two or more.
b. One.
c. None.

9. a. None.
b. Less than 10 percent.
c. From 10- to 25 percent.
d. From.25 to 50 percent.
e. More than 50 percent.

Vulnerabilities

Component Protection
i

10. a. 0.8 to 1.0.
b. 0.6 to 0.8.

; c. 0.4 to 0.6.

| d. Less than 0.4, or no tamper protection will be employed.
,

J

!

!

.

,
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DESIGN FEATURE: ISOLATION ZONE

,

EFFECTIVENESS TEST

FUNCTION

- The function of the isolation zone will be to provide an area adjacant
to a physical barrier which will be clear of all objects which could
conceal or shield an individual and which is monitored to detect the
presence of individuals or vehicles within that area.

CONDITIONS

1. What provisions will-be made to ensure that detection capability in
the isolation zone is not impaired by blind spots due to hilly
terrain?

2. Will the isolation zone be kept clear of vegetation which might
obstruct a view of the area?

3. If parking-facilties or facility buildings exist outside the PA,
are-they outside the isolation zone?

4. What level of performance is expected from the controlled security
lighting? (To aid performance estimation, refer to lighting ques-
tionnaire.)

5. What lesel of performance is expected from the monitoring proce-
dure? /To aid performance estimation, refer to the questionnaire

; on direct monitoring or CCTV monitoring.)
4

6
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|
DESIGM' FEATURE: ISOLATION ZONE

ANSWERS

CONDITIONS
i

1. a.- Hilly terrain in the isolation zone will not be a problem, or
the area will be graded.; .

b. Blind spots due to hilly terrain will be covered by using
sensors to detect the presence of individuals or vehicles in
the area.

c. 'None.

2. a. Vegetation will riot be a problem, or all vegetation will be
permanently cleared from the area by means of soil sterilant,
asphalt, cement, etc. .

b. Yes, vegetation will be - trimmed and cut regularly.
c. No, no' attempt will be made to keep the area clear of vegeta-

tion.

3. a. Yes.
b. No.

|.

L 4. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

5. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

!
<

|

|

_

%

3-188'

-



K9 PACKAGE SEARCH

EFFECTIVENESS TEST

FUNCTION

The function of the K9 package search will be to use dogs to detect
introduction of explosives in packages at PA, MAA, or VA entry control
points.

'
CONDITIONS

Site Conditions

1. Will a remote area be provided for the search?

2. Will the search areas be checked periodically to ensure the area
is " clean" of any materials that may confuse the animal?

3. Will.the search area be clear of odors, such as vapors from chemi-
cal plants, which may impair the efficiency of the animal?

4. Will the packages be placed and turned so that the animal will have
free access to all their sides?

Performance Conditions

Operation

5. Will only one handler be assigned to one animal?

6. Will scented toiletry products be used sparingly by the handler, to
minimize possible desensitization of the animal?

7. Will the length of the working shift be regulated to coincide with
the initial training of the dog?

8. Will a " working hour" for the dog be defined as 40 minutes of
search and 20 minutes of play?

9. Will a thorough examination be made on every search?

10. In case of a " find" or a " false alarm," will the search be con-
tinued for additional explosives secreted in other packages?

11. If a " find" is made, to whom will the alarm be transmitted?

I 12. Will the animal be rewarded for a successful search involving no
I find?

13. If packages are openable, will they be opened for the search?

14. If packages are not openable, will they be compressed slightly in
some way, to cause the displacement of some vapors for the animal
to smell?
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i K9 PACKAGE SEARCH

!:

Maintenance
i ..

| 15. Will the dog be kenneled away from odors that may impair the dog's
'

sense'of smell?
i

16 . - Will . the dog 's training - be updated?

17.. Will the1 dog and his handler be'recertified on a regular basis?
:
' 18. Will a supervisor of . all the teams - be assigned to verify and record

.information pertaining to team performance, retraining schedules,.
7

recertification-schedules, etc.?L

!
,

:

I

l

*
,

|

|
!

l

!
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K9 PACKAGE SEARCH

ANSWERS

CONDITIONS

Site Conditions

1. a. Yes.
b. No, but a separate area will be provided.
c. No.

2. a. Yes, daily.
b. Yes, weekly.
c. Yes, monthly.

3. a. Yes.<

b. No.

4. a. Yes.
b. No.

Performance Conditions

Operation
i

5. a. Yes.
b. One handler will work with two animals alternately,
c. Several handlers will work with several animals.

6. a. Yes, a strong effort will be made to avoid these " scents."
b. Yes, some effort will be made.
c. No.

7. a. Yes.
b. No.

8. a. Yes.
b. No.

9. a. Two passes will be made on each search.
b. One pass'will be made on each search.
c. One hurried pass will be made on each search.

L 10. a. The package which causes a " find" or " false alarm" will be
removed and the search will be continued.

b. A " find" or " false alarm" will be noted, and search continued.
c. The search will be stopped at a " find" or " false alarm."

11. a.- The alarm will be' transmitted to the security operations cen-
ter.

b.- Local law enforcement agencies will be directly contacted.
c. No alarm will be transmitted.
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K9 PACKAGE SEARCH

12 . ' a .- Yes, a play time will be held with verbal praise and a reward
given.

b. Yes,'a play time will be held with verbal praise given.
.

c. . No neither play time nor reward will be given.

13. a. Yes.
b. No.

14. a. Yes.
b. No.

Maintenance

15. . a. Yes, the dog will be kept in a clean kennel away from fumes
that could txt harmful to his aense of smell.

b. No special effort will be made to locate the kennel in a-
special environment.

16. a. Yes, each dog will be given 4 hours of retraining .per week in
the finding of explosives which he has been trained to locate.

b. No retraining will be given.

' 17. a. Yes, the team will be recertified every 6 months.
,

b. Yes, the ' team will be recertified every 8 months.
c. Yes, the team will be recertified every 12 months.
d. No.

i

18. a. Yes.
j b. No.

!

I

|

I

i
.

|
.

|
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K9 VEHICLE SEARCH

EFFECTIVENESS TEST

FUNCTION

The function of the K9 vehicle search will be to use dogs to detect
introduction of explosives in vehicles at PA entry control points.

CONDITIONS

Site Conditions

1. Will a material transfer dock be utilized wherever possible in
order to limit vehicle access into the protected area?

2. Will a remote area within the protected perimeter be provided for
the search?

3. Will the remote area be searched periodically to ensure the area is
" clean" of materials that might confuse the animal?

4. Will the remote area be clear of odors (e' .g . , vapors from chemical
plants or automobile exhaust), which might impair the efficiency of
the animal?

5. Will the vehicle engine be turned off during the search?

6. Will the driver be searched for contraband and then removed from
the area before the vehicle search?

7. Will lifts or ramps be provided so that the animal can access all
areas of the vehicle?

Performance Conditions

operation

8. Will only one handler be assigned to one animal?

9. Will scented toiletry products be used sparingly by the handler to
minimize possible desensitization of the animal?

10. Will the length of the working shift be regulated t'o coincide with
that of the initial training of the dog?

11. Will a " working hour" for the dog be defined as 40 minutes for the
search and 20 minutes for play?

12. How thorough an examination vill be made during each search?
,

13. :In case of a " find" or a " false alarm," will the search be con-
tinued for additional explosives secreted in the vehicle?

14. If a " find" is made, to whom will the alarm be transmitted?
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i K9 VEHICLE SEARCHI
|

|

| 15. During the initial training of a dog, .will a " graded" teward system' be used?
t

16. Will the reward system initially used in training be strictly
I adhered to in operation?
!

! 17. Will all possible areas available for secreting explosives be
searched, e.g., the undercarriage, the spare-tire racks, the wheel
wells, the hubcaps, the toolboxes, etc.?

| 18. Will the area under the hood, i.e., the engine area, be thoroughly
: searched?
|

19.. Will . the cab area be searched, e.g . , under the seats, behind the
, seats, under the dash, above the sun visors, etc.?
!

| 20. Will the animal be prepared to search as soon as closed vehicles
! are opened?
r

i
' 21. Will the doors themselves be checked?

22. Will packages and other articles carried in the vehicle be searched
thoroughly?

- 23. Will the handler be observant 'for fine wires in areas where wire is '

| not usually found, e.g., tires, shift knob, steering wheel, etc.?

24. Wi.ll the handler check in unusual places where the odor of the '

explosives will be obscured from the dog's sense of smell, e.g., in
the gas tank, etc.?

25. Will ' the handler be trained in what to look for to find vaportight
| packages and containers in areas such as the inside of wheel wells,

on the undercarriage, etc.?

f

Maintenance

26. Will the dog be kenneled away from odors that may impair his sense
of smell?

27. Will the dog's training be updated?
28. Will the dog and his handler be recertified on a regular basis?-

!

| 29. - Will a supervisor of all the teams be assigned to verify and ' record
information pertaining to team performance, retraining schedules,
recertification schedules,'etc.?
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K9 VEHICLE SEARCH

ANSWERS

CONDITIONS

Site Conditions

'
l. a. Yes.

b. No.

2. a. Yes.
b. No, but a separate area will be provided.
c. No.

-3. a. Yes, daily.
b. Yes, weekly,
c. Yes, monthly.

I 4. a. Yes,

b. No.

5. a. Yes.
b.- No.

)

6. a. Yes.i

b. The driver will be searched, but not removed.
c. No, the driver will not be searched for contraband.

7. a. Yes.;

b. No,
j

Performance Conditions
:

Operation

8. a. Yes.
b. One handler will work with two animals alternately.
c. Several handlers will work with several animals.

9. a. Yes, a strong effort will be made to minimize the use of such
" scents."

b. Yes, some attempt will be made.
c. No.

10. a. Yes.
b.. No.

11. a. Yes.
b. No.

12. a. Two passes will be made during each search.
b. One pass will be made during each search.
c. One hurried pass will be made during each search.

.
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| K9 VEHICLE SEARCH
|

13. a. A " find" or " false alarm" will be removed and the search con-
tinued.

b. A " find" or " false alarm" will be noted and the search con-
tinued.

| c. The search will be stopped when a " find" or " false alarm" ,

! occurs.
I

| 14. a. The alarm will be transmitted to the security operations cen-
; ter.

| b. Iocal law enforcement agencies or an explosives ordinance team
will be directly contacted.

|
' c. No alarm will be transmitted.

L 15. a. Yes, the best reward will be given for a " find," an intermedi-
! ate reward will be given for a successful search, and no reward

will be given for a poor searen.
b. No.

16. a. Yes.
b. No.

| 17. a. Yes.
I b. A random search of possible areas will be made.
I c. No.

l

18. a. Yes, from above and below.
,

! b. Only from below.
j c. Not at all.
i

| 19. a. Yes.
'

b. No.

20. a. Yes, the animal will be prepared to start search immediately to
ensure sampling of accumulated vapors.

b. No, doors, etc., will be opened as soon as the vehicle enters
the area, and the search will be random.

! 21. a. Yes, the doors will be searched to ensure that no explosives
| are hidden there.

| b. No.

22. a. Yes, each article will be searched individually.
b. Packages will not be searched .ndividually.

|

23. a. Yes, the handler will be trained in what to look for to detect
i, explosives.

b. No, the handler will rely on the dog only.
|

24. a. Yes,. gas caps will be removed to ensure no explosives are :

suspended from the cap. I
~

~b. No.
|

| 2 5. - a. Yes.
b. No.
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. K9 VEHICLE SEARCH-

Maintenance

26. a. Yes, the dog will be kept in a clean kennel away from fumes
; - that could be harmful to his sense of smell.

b. No special effort will be' made to locate the kennel in a spe-
cial environment. ;.

Yes, each dog will be given 4 hours of retraining per week in27. a.
the finding of explosives which he has been trained to locate,

b. No, no retraining will be planned.
,,

28. a. Yes, the team will be recertified every 6 months.
t

b. Yes, the team will be recertified every 8 months.'

Yes, the team will be recertified every 12 months.c.;

d. No.
I-
'

29. a. Yes.
b. No.

U

:

a

1
i

|
1

i

s

i

.

;

|
.

J

|
3

.

L
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LOCAL AFDIBLE/ VISIBLE ALARMS

EFFECTIVENESS TEST

FUNCTION

The function of the local audible / visible alarms will be to locally
annunciate an alarm which indicates unauthorized entry or exit into the
.PA/MAA/VA or a condition which may be hazardous to personnel working in
the area.

CONDITIONS

Performance Conditions

i Operation

1. Will the alarm be installed so that it is visible / audible to all
personnel in the area, i.e. , no obstructions exist?

2. If the alarm is audible, what will be its intensity in dB at a
distance of 10 feet from the alarm?

3. If the alarm is visible, what means of alert will be used?

4. Will the alarm be monitored by the CAS/SAS?

5. Will facility personnel be instructed in proper procedures to
follow in the event of an alarm?

Maintenance

6. How often will the alarm be tested?

7. What will be the level of performance of the test and maintenance
procedures? (To aid performance estimation, refer to the ques-
tionnaire on equipment checks and maintenance.)

Reliability

8. ' What will be the level of performance of the emergency power system
(EPS) ? ('Do aid performance estimation, refer to the questionnaire
on the type of EPS available.)

i

' Vulnerabilities

9. If the alarm will be used in conjunction with an SNM monitor, who
will have access to the sensitivity adjustment on the monitor?'

,

10. If the alarm will be ~ used in conjunction with a door monitor, row
far can the door be opened without activating the alarm?

3-199
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LOCAL AUDIBLE / VISIBLE ALARMS

11. If tamper protection will be employed, what will be the level of
performance of the tamper-indicating circuitry? (To aid perfor-
mance estimation, refer to questionnaire on tamper-indicating
circuitry.)

12. flow will the alarm be reset after being activated?

!

!
l

i

i

!

i
!

'
!

|

[

r
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LOCAL AUDIBLE /UISIBLE ALARMS

ANSWERS

CONDITIONS

Performance Conditions

Operation

The alarm will be completely audible / visible to all personnel1. a.
in the area,

b. The alarm will be partially audible / visible to some personnel
in the area. These personnel will sometimes have to depend on
others for notification.

c. The alarm will be totally obstructed for some personnel in the
These personnel will have to depend entirely on othersarea.

for notification.

2. a. At least 15 dB above the ambient noise level.
b. 10 to 15 dB above the ambient noise level.
c. Lese than 10 dB above the ambient noise level,
d. The alarm will not be audible.

3. a. A very bright, flashing strobe light.
b. A normal-intensity flashing light.
c. A normal-intensity nonflashing light.
d. The alarm will not be visible.

4. a. Yes,

b. No.

5. a. 1. Personnel will be briefed on proper procedures, and
2. Instructions will be posted in a convenient location.

b. Either 1. or 2. above.
c. Personnel will not be instructed.

Maintenance

6. a. At least once during each work shift.
b. At least weekly.
c. Less of ten than weekly.

7. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Reliability

8. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.
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LOCAL AUDIBLE / VISIBLE ALARMS

Vulnerabilities

9. a. Either the alarm will not be used in conjunction with an SNM
monitor, or access to sensitivity adjustments will. require a
key or similar mechanism which will be under the control of the
security supervisor or equivalent.

b. Access to. sensitivity adjustments will be limited because of
placement and location; it will be very difficult for a moti-
.vated individual to gain access to. sensitivity adjustments.

c.- Access to sensitivity adjustments will be limited because of
placement; however, a motivated person might be able to gain

I access.
d. Access to sensitivity adjustments will not be limited.

| 10. a. Either the alarm will not be used in conjunction with a door'

monitor, or the door will not be able to be opened without
causing an alarm.

b. The door may be able to be slightly opened, but not enough to
: pass a small object through.
! c. The door may be able . to be slightly opened , it may be possible

to pass a small object through.

11. -a. 0.8 to 1.0.
b .- 0.6 to 0.8.
c. 0.4.to 0.6.
d. Less than 0.4, or tamper protection will not be provided.

12. a. The alarm will be reset only by a guard or authorized indi-
vidual; verification with the CAS/SAS will be required.

b. The alarm will be reset only by a guard or authorized indi-
vidual.
Resetting the alarm will be a simple procedure, the nearestc.
employee will do it.

L

r

|
'

i
!

|

|

:

1
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LOCKS'(KEY LOCKS, KEYLESS LOCKS)

EFFECTIVENESS TEST

FUNCTION

The function of the locks will be to delay penetration into the PA,
MAAs, VAs, vault or vault-type rooms, containers for SNM vital equip-
ment, keys, etc.

CONDITIONS

1. .If weather conditions which could corrodd the locks are expected to
be a problem at the site, what provisions will be made to ensure
lock effectiveness under these conditions?

2. Considering all feasible adversary tools, what will be the lowest
mean penetration' time for the lock?. (See Underwriters' Labora-
tories Standards, Military Specifications and Standards, and Fed-

: eral Specifications.)

>

If Combination Locks Will Be Used:'

3. Will the lock satisfy standards issued in Underwriters' Laborato-
ries UL-768 or Federal Specification FF-P-110F if it is a padlock?

4. How will the combination on the lock be changed?

5. Will the padlock have an exposed chaage key keyhole?

6. What kind of protection will be incorporated to protect against
fore,1ble defeat?

7. What kind of protection _will be incorporated to protect against
surreptitious defeat?

If. Key Locks Will Be Used:
i

8. Will the lock satisfy standards issued in UL-437 and FF-P-001480,
MIL-P-43607D, or MIL-P-43951 if it is a padlock?

9. If the key lock is a padlock, which standard in question 10 will it
satisfy? (See Lock Handbook)

10. What type of master-keying system will be used?

11. What. type.of expedient rekeying system will be used? (See Lock
Handbook)

12. What kind of protection will be incorporated to protect against
~

forcible defeat?
,

13._ What kind of protection will be incorporated to protect against
surreptitious defeat?
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? .

.(KEY LOCKS, KEYLESS LOCKS )
[

LOCKS

|
r

|. If-Electronic Locks Will Be Used:
|

14. Will a fail-safe or fail-secure system be employed in case of power
,

failure?
'

i

15. Will there be a key' lock override?

16. What'will be the level of emergency power system (EPS) performance?
| (To aid performance estimation, refer to the specific EPS question-,

;

naire.)
,

|

| 17. What type of locking device will be used?

18. What kind of protection will be incorporated to protect against
,

forcible defeat? '
'

19. What kind'of protection will be incorporated to protect against
j surreptitious defeat? ,

i

If Mechanical Keyless Locks Will Be Used:

I 2 0. - What function will be employed?

-21. Wil'1 there be a key lock override?

22. Will there be any protection against forcible defeat?
!
! 23. Will there be any protection against surreptitious defeat?
I
,

I

|

|
|

!

|
|

L.
|

!
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LOCKS (KEY LOCKS, KEYLESS LOCKS)

ANSWERS

CONDITIONS

1. a. Weather conditions are not expected to be a problem, or only
key locks will be used.

b. Locks will be inspected and replaced if they are corroded.
c. No provisions will be made.

2.; .

-Combination Locks

3. a. Yes.

4{ b. No.

4. a. The combination will be changed using a special change key
after the old combination has been dialed on the " change
index."

b. The tumbler wheel pack will be taken apart and each wheel will
be hand changed.

c. . The combination will be changed using a special change key with '

the combination dialed on the "open index."

1 5. a. No.
b. Yes.

,

6.- a. The lock will have hardened barriers covering the bolt mecha-
nism and the lock case, and the lock will contain mechanical
and thermal relocking devices.

b. The locking mechanism will be covered by hardened barriers ar.d
contain a mechanical relocking device.

c. A mechanical relocking device.
d. There will be no protection.

7. a. _(See UL-768, Group 1R.) The lock will be highly resistant to
; manipulation for 20 man-hours plus 20 man-hours of radiological
l- attack.

b. (See UL-768m Group 1.) The lock will be highly resistant to
-manipulation for 20 man-hours.

'
c. (See UL-768, Group 2.) The lock will be reasonably resistant

[ to unauthorized entry.
'

d. The lock will be a padlock without a shackle.
e. The lock will be a padlock with a shackle.

.

[ Key Locks
i

; 8. a. Yes.
b. No . .

9. a. Mil-P-43607Dr or key lock is not a padlock.
b .- Mil-P-43951.

'

c. FF-P-001480.
d. None of the above.

!
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LOCKS (KEY LOCKS, KEYLESS LOCKS)

10 . . a. A non-mastered set of locks will be used in all-areas through-
out the facility.

b. A. non-masterad set of locks will be used for PA, MAA, VA, and
access to vital equipment or SNM, but master key sets will be
;used for less' sensitive areas.
Master keying will be used throughout the facility.c.

11. a' . Barrier-protteted interchangeable cores.
b. Exposed interchangeable cores.
c. Complete padlock and door cylinder changeout.
d. Rekeying each lock individually.

12. a. 1. Hardened body, guardplates, and shields; hardened or
shrouded shackle and bolts (all with substantial radii,
rather than sharp internal corners), and

2. Equivalent melting points of the key mechanism and the
surrounding material.

b. Part 1. above.
c. There will be no protection.

Positively coupled key and dead bolt mechanism with highly13. a.
pick-resistant key mechanism using anti-pick and -decoding
variations. Key removal only when locking device is in the
lock or unlock positions.

b. Positively coupled key and dead bolt mechanism with key removal
only when-locking device is in the lock or unlock positions.

c. Positively coupled key and dead bolt mechanism.
d. There will be no protection.

Electronic Locks

14. .a. Yes, a fail-secure system.
b. Yes, a fail-safe system,
c. No.

15. a. No.
b. Yes.

' 16 . a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

17 .- a. An electric strike.
b. ' An electric. bolt.
c. An electromagnetic latch.

The electric strike or bolt and associated wiring will be18.
.a. . protected by hardened barriers.
b. The1 electric strike or bolt will be protected by hardened

barriers.
c. There will be no protection.

19. a. Anti-magnetic material (Mumetal) surrounding the solenoid
strike / bolt, with a positiv21y . coupled locking mechanism.

b. Positively coupled locking mechanism.
c. There will be no protection.
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_ LOCKS - (KEY LOCKS , KEYLESS LOCKS)

Mechanical Keyless Locks

20. a. A bolt.
b. A latch.

21. a. No.
b. Yes.

22. a. Yes.
b. No.

23. a. Yes.
b. No.
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MANUAL ALARM RECORDING

EFFECTIVENESS TEST

.

FUNCTION

The function of this procedure will be to maintain written logs and rec-
ords of all alarms which are annunciated at the Central Alarm Station
(CAS).

CONDITIONS

1. What type of alarms will be recorded?

2. Will the log include all of the following information?

type of alarm.

time of annuncia:'on*

source and location of alarm-

cause of alarm+

response to alarm.-

3. Will the alarm be recorded in a timely manner?

4. If someone other than the security shift supervisor in the CAS logs
in an alarm, will the supervisor verify the log information?

5. Will security personnel be properly trained to record alarms?

,
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MANUAL ALARM RECORDING

ANSWERS

CONDITIONS

1. a. True alarms,' including tamper-indicating alarms, false alarms,
and alarm checks.

b. True alarms, -including tamper-indicating alarms, and false
alarms.

c. True alarms only.

2. a. Yes.
b. No.

3. a. Alarm will be recorded immediately following response to alarm.
b. Alarm will be recorded orior to the end of the shift during

which it occurred.
c. Alarm will be recorded during a shif t other than the one during

which it occurred. -

4. a. Only the security shift supervisor will record the alarm,
b. Yes.
C. No.

5. a. Security personnel will be required, as part of their training,
to log in alarms.

b. Security personnel will be instructed on procedures for logging
in alarms.
Security personnel will be told to log in alarms but no in-c.

structione will he civen.
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MASTER (FIXED) RADIO

EFFECTIVENESS TEST
,

FUNCTION

i The function of the master radio will be to provide continuous commu-
nication between guards on patrol and the manned alarm stations and
between the manned alarm stations and/or the on-site and off-site
forces.

.

CONDITIONS

1.

Site Conditions
4

Physical

.
1. Where will the equipment be located?

?

[ Operation

2. What kind of cc.nmunication capability with local law enforcement
authorities will the equipment provide?

;
-

1

Environmental Conditions

Natural'
,

3. Will attenuation of radio frequency (RF) transmissions associated
with the propagation path be examined?

1 Performance Conditions-

Installation-

4. 'What emission (type of modulation) will be used?

;- 5. Will preoperational test of this equipment be conducted?

6. ,On what frequency or frequencies'will this equipment be licensed toj
operate?>

7. What. will be. the -level of emergency power system (EPS) performance
for this equipment?. (T ) aid performance estimation, refer to.the

,'
specific EPS questionnaire.)'

4

Operation

8. 'Over-what distance will fixed-site communications be possible?

t
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MASTER (FIXED) RADIO
,

:Maintenance

9. Will maintenance be performed on a mean-time-between-f ailure (MTBP )
basis?

10. What will be the level of maintenance performance? (To aid per-
formance estimation, refer to the equipment checks / maintenance
questionnaire).

Reliability

11. Will a program be established to ascertain the condition of this
equipment and its anticipated performance in terms of operational
reliability?

12. What operational tests will be performed on this equipment?

Diversity and Redundancy

13. Will this be the only equipment, in addition to commercial tele-
phone service, capable of performing the designated function?

Vulnerabilities

Adversary Attributes

; 14.
'

Will there be a procedure whereby authentic transmissions are coded
1 so as to distinguish them from adversary-initiated transmissions?
l
! 15 .- What techniques will be employed to counter the effects of elec-

tronic countermeasures (ECM)?
16. If tamper protection will be employed, what will be the performance

level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the tamper-indicating circuitry question-
naire.)

f
I

f

!
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MASTER (FIXED) RADIO

ANSWERS

CONDITIONS

Site Conditions

Physical

1. a. Equipment will be located in both central and secondary alarm
stations.

b. Equipment will be located at the central alarm station only.
Equipment will be located at the secondary alarm station only.c.

,

Operation

It will provide direct continuous communication with off-site2. a.
law enforcement authorities.

b. It will provide communications with off-site law enforcement
authorities through an intermediary.
It will not provide communication with off-site law enforcementc.
authorities.

Environmental Conditions

Natural

3. a. For an extensive period of time (more than a month), propa-
gation attenuation ef fects will -tx3 surveyed at various times of
the day.

b. . Propagation attenuation ef fects will be spot checked at various
times of the day.
Propagation attenuation effects will be cursorily examined byc.
means of a functional test.

Performance Conditions

Installation

4. a. Spread spectrum emission.
b. Single sideband (SSB) .
c. Frequency modulation.
d. Amplitude modulation.

5. a. Tests of the equipmer.r will be extended in time to determine
the reliability of tne equipment.

b. The equipment will ha tested under stress. \5

Functional tests will be performed to confirm that t(e equip-c.
ment functions properly.

d. Preoperational tests will be conducted with the equipment in
place. (

,

1

1

'
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MASTER (FIXED) RADIO

6. a. There will be frequency diversity on a number of bands,
b. There will be a number of frequencies in the VHF band.
c. There will be a number of frequencies in the HF band.
d. It will be licensed for a single frequency.

7. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

l

' Operation

8. a. More than 100 miles.
b. From 10 to 100 miles.
c. From 1 to 10 miles.
d. Over a relatively short line-of-sight distance.

Maintenance

| 9. a. Yes.
b. No.'

10. a. 0.8 to 1.0.
| b. 0.6 to 0.8.
| c. 0.4 to 0.6.
'

d. Less than 0.4.

|
.

Reliability

11. a. The licensee will maintain a quality-control chart system based
on manufacturers' specifications, an operating history of this
equipment and types similar to it, and a careful review of the
preventive maintenance program in order to anticipate any
emerging problems.

b. The records of the preventive maintenance program will be
monitored to anticipate problems.

c. It is expected that the preventive maintenance program will
both reveal and cope with any emerging problem.

!

| 12. a. . Operational tests verifying satisfactory transmission and
| reception will be performed on a random basis at least once
! during each shift of security personnel.

b. Operational tests verifying satisfactory transmission and
reception will be performed on a random basis at least once a
day.
Operational tests verifying satisfactory transmission andc.
reception will be performed at a designated time at least once
a day.

d. - Operational tests verifying satisf actory transmission and,

| reception will be performed on a weekly basis.
E-
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MASTER (FIXED) RADIO

Diversity and Redundancy

13. a. Microwave communication'and other independent communications
will be available.*

b. Microwave communication will'be available,
There will be no other independent communications performingc.
this function.

Vulnerabilities

Adversary Attributes ;

'There will- be a changing code with each transmission to ensure14. a.
its validity. <

b. The formal structure of the transmission will be relied upon to
provide assurance.

c. There will be an independent means of verifying the source of
the transmission, e.g., direction finding.

d. ' There will be nothing beyond the voice recognition of the
personnel involved.

15. a. Spread spectrum techniques will be employed.
b. Frequency- or time-shifting emission technigres will be em-

ployed.
; c. It will be possible to increase the t diate power.

d. Reliance will be placed on redundant communication systems.
c. Such measures are not anticipated; hence no counterina

; technique is planned.

16. a. 0.8 to 1.0.
'

b. 0.6 to 0.8.

han b.4, or tamper protection will not be employed.d. Le s

4

|

1

1

i
3

!

4

f
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MICROWAVE SYSTEMS--EXTERIOR

EFFECTIVENESS TEST

,

FUNCTION |
.i

The function of the microwave sensor will be to sense penetrations at
the PA boundary and isolation zones.i

CONDITIONS

,

Site Conditions

! 1. Will structures, trees, shrubs, and weeds be removed from the zone
under surveillance to minimize wind-induced nuisance alarms?

i 2. Will the grade specification for the area under surveillance be
maintained within +8 cm?

3. What will be done to prevent initiation of alarms by animals?

i
4

Environmental Conditions

4. What means of lightning protection will be provided?

5. If electromagnetic radiation (EMR) sources, e.g., high-voltage
transmission lines, RF transmitters, etc. , are expected to exist at
the site,'will tests be' conducted to determine system performance;

in EMR fields?

Performance Conditions

Installation
4

6. What will be the maximum separation of the transmitter / receiver
heads for any segment of the system?

7. Will the transmitter / receiver heads be mounted at a height which
maximizes the system's capability to detect specific types oft

' intruders?

8. What will the installation specifications for overlapping of sensor
; segments be?

|

' Operation

[ 9. What criteria will be used to determine the sensor sensitivity
' setting?

10. 'Will different modulating frequencies .be used for adjacent zones in
order to reduce cross link modulation or mutual interference?

,

11' -Considering the cross-over areas of'the paths of microwave systemc.

at corners and where sensor heads overlap to continae coverage
beyond the range of single systems, will there be _ zones where a

,

3-217

.z . . . - . , . . , . . . . .



.

|

MICROWAVE SYSTEMS--EXTERIUM

i stomach-crawling intruder could cross the microwave beam.m unde-
| tected?

*
i

12. Will it be possible to discriminate between a stomach-crawling
intruder moving parallel to the beam and nuisance alarm sources for

| the same or smaller radar cross section?

13. How often will the following sensor performance tests be conducted?
(See IDS Handbook, Vol I, Sec. 4.2.3 for definition of these
tests.) ,

a. Normal walk
b. Run
c. Shuffle walk
d.. Simulated crawl

Maintenance

14. Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data if it is available?

15. What'will be the level of maintenance performance? (To aid per-
formance estimation, refer to the equipment checks / maintenance

; questionnaire.)

Reliability

16. If .the sensor system has self-test capability, what will be the
test frequency?

17. What will be the level of emergency power system (EPS ) performance?
! ' (To aid performance estimation, refer to the specific EPS question-

naire.)

Vulnerabilities

18. If tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance-
estimation, refer to the tamper-indicating circuitry question-
naire.)

3-218
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MICROWAVE SYSTEMS--EXTERIOR

ANSWEni

CONDITIONS

Site Conditions

1. a. Yes.
b. No.

2. a. Yes.
b. No, however, it has been determined that a stomach-crawling

intruder moving parallel to the beam cannot defeat the system
at any point along the sensor's range.

c. No.

3. a. Either animals are not common to the site, or the system will
be installed between fences which have the fabric buried to a
minimum of 30 cm.

b. All vegetation will be cleared to reduce the attractiveness to
animals.

Environmental Conditions

4. a. 1. Equipment vill be enclosed in a grounded metal enclosure
(Faraday shield). Generally acceptable approximations are
well-bonded, all-metal structures or buildings, and con-
crete structures or buildings with all rebar and metal
sheathing, including roof and ficor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each cable
conductor and ground, and

4. If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices
or metal oxide varistors, will be connected at the equip-
ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except 1., plus properly installed and
grounded lightning rods.

c. Only 2. and 3. or, if sensitive equipment, only 2. and 4.
d. Only 2.

5. a. Yes, or EMR sources are not expected to exist at the site.
b. No.
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MICROWAVE SYSTEMS--EXTERIOR

Performance Conditions
'

Installation

6. a. The maximum separation should be no greater than the distance
that permits the detection of a human stomach-crawling intruder
moving parallel to the beam (usually between 80 and 120 meters
depending upon the particular equipment).

b. The maximum separation should be no greater than the distance
that will permit the detection of an upright walking human
intruder (usually less than 240 meters).

c. The maximum separation should be no greater than the distance
that will permit detection of a truck (usually less than 333
meters).

7. a. The sensor heads will be mounted at a height (usually 60 cm for
120-meter separation between transmitter and receiver) for
detection of the stomach-crawling intruder moving parallel to
the beam.

b. The sensor heads will be mounted at a height (usually 90- to
106-cm separation between transmitter and receiver) to reduce-
the nuisance alarm rate from animals when the detection of the
upright man and not the crawler is the only requirement.

c. The sensor heads will be mounted at a height (usually 120-cm
separation or greater between transmitter and receiver) for
detection of automobiles or other equally large objects.

|

8. a. The placement of the transmitters and receivers will be such
that the overlays of each segment will be in the protection

i envelope of an adjacent segment.
b. There will be no overlap of the system; other sensors will be

used to fill gaps.

Operation
|
| 9. a. Guidelines in Volume 1 of Intrusion Detection Systems Handbook

when they differ from manufacturer's recommendations, and the
manufacturer's recommendations.

b. Guidelines in Volume 1 of Intrusion Detection Systems Handbook
when they differ from the manufacturer's recommendations.;

| c. Manufacturer's recommendations.

10. a. Yes.
b. No.

11. a. There will be no zones where the stomach-crawling intruder
might pass undetected.

| b. There will be one or two discrete dead zones.
c. There will be no detection in these areas.

i
,

;
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MICRUJAVE SYSTEMS--EXTERIOR

12. a. Yes, by employing sophisticated analog signal-processing tech-
niques.

| b. Yes, for potential alarm sources with radar cross sections
smaller than approximately 0.07 meter squared (rabbits can have
a radar cross section larger than this)

c. No.

13. a. a. With initial installation and thereafter daily.
b. With initial installation and thereafter at the beginning

and end of any period of use or every 7 days, whichever is
shorter.

c. With initial installation and thereafter monthly.

b. a. With initial installation and thereafter daily.
b. With initial installation and thereafter at the beginning

and end of any period of use or every 7 days, whichever is
shorter.

c. With initial installation and thereafter monthly.

c. a. With initial installation and thereafter daily.
b. With initial installation and thereafter at the beginning

and end of any period of use or every 7 days, whichever is
shorter.

c. With initial installation and thereafter monthly.

Maintenance

14. a. Yes, or MTBF data will not be available.
b. No.

15. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Reliability

16. a. Less than 30 seconds.
b. 30 to 60 seconds.
c. I to 5 minutes.
d. Sensors will not have a self-test capability.

17. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Vulnerabilities

I' 18. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.
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MOBILE RADIO

EFFECTIVENESS TEST

FUNCTION

The function of the mobile radio will be to provide communciation be-
tween guards on patrol, between guards on patrol and manned alarm
station, and/or between on-site and off-site forces.

CONDITIONS

Site Conditions

1. If hills, vegetation, etc., are found in the region over which the
radio is going to be used, what provisions will be made to ensure
complete and reliable communication?

2. What will be the maximum distance over which the radio will be
expected to perform?

Environmental Conditions

Natural

3. If environmental conditions, e.g., electrical storms which could
adversely affect the radio, are anticipated, what provisions will
be made to ensure communication under these conditions?

Manmade

4. If manmade sources of radio frequency interference (RFI), such as
power lines, vehicle ignition, etc., are anticipated, what pro-
visions will be made to ensure communication under these condi-
tions?

Performance Conditions

Installation

5. Will the radio be operable when removed from the associated
vehicle?

Operation -

6. For what frequency or frequencies will the radio be licensed?

7. What type of modulation will be used?

Maintenance

8. Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data?
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MOBILE RADIO

9. What will be the level of maintenance performance? ('Do a id pe r-

formance estimation, refer to the equipment checks / maintenance
questionnaire.)

Reliability

10. What operational tests will be perfo med on the radio?

Vulnerabilities

Adversary Attributes

11. What procedures will be followed to allow the radio operator to
distir.guish authentic transmissions from adversary-initiated trans-
missions?

12. What techniques will be employed to mitigate the affects of elec-
tronic countermeasures (ECM)?

Component Protection

13. Will there be any special precautions to protect the equipment from
forceful disabling?

:

!

|

|
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MOBILE RADIO

,

\

ANSWERSi

CONDITIONS

Site Conditions

1. a. The region over which the radio is going to be used will not- !

include hills, vegetation, etc. which could adversely affect
communication capability, or provisions, e.g., installation of
repeater stations, will be made to ensure complete and reliable
communication.

b. No provisions will be made.

2. a. More than 10 miles.t

b. 5 to 10 miles..,

'

c. Less than 5 miles.j

Environmental Conditions

Natural

3. a. Environmental conditions which could adversely affect the radio

: are not anticipated, or other means of communication will be
'

used under these conditions.
b. No provisions will be made.

.,

Manmade

4. a. Manmade sources of RFI are not anticipated, or alternative
channels will be provided to cope with RFI.

i b. No provisions will be made.

Performance Conditions

Installation

5. a. Yes.
b. No.;

f Operation
,

.

( 6. a.- Frequency diversity on a number of bands.
! b. A number of frequencies in the VHF band.

c. A number of frequencies in the HF band.

| d. Licensed for a single frequency.
3

7. a. Spread -frequency spectrum..

b.- Frequency modulation (FM).
.c. Amplitude modulation (AM) .

I'
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, MOBILE RADIO
i
e

-Maintenance,

i

L 8. a. Yes.
b. No.

9. a. 0.8 to 1.0.-
b. 0.6 to 0.8.

| c. 0.4 to 0.6.
'

d. Less than 0.4.

Reliability

10. a. Operational tests verifying satisfactory transmission and
! reception will be performed on a random basis at least once
i during each shift of security personnel.
i b. Operational tests verifying satisfactory transmission and
! reception will be performed on a random basis at least once a
j day.

c. Operational tests verifying satisfactory transmission and!

[ reception will be performed at a designated time at least once
i a day.

d. Operational tests verifying satisfactory transmission and
reception will be performed on a weekly basis.

Vulnerabilities

Adversary Attributes!

|

11. a. There will be a changing code with each transmission to ensure
validity.

b. The' formal structure of the transmission will be relied upon.
c. In ' cases of- question there will be an independent means of

verifying the source, such as direction finding.
d. Voice recognition will be sufficient.

i 12. a. Spread-spectrum techniques will be employed.
|- b. Frequency- or time-shifting emission techniques will be em-
| ployed.

It will be possible to increase radiated power.c.
d. No techniques will be employed.

|
,

Component Protection

13. a. It will be protected by virtue of its location in a locked
vehicle which will in turn be parked in a locked area when not
in use.

b. It wil'1 be protected by virtue of its location in a locked
vehicle when unattended.

c. There will be no special precautions.
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i MOTIOM DETECTORS--INFRARED'

SYSTEMS, INTERIOR; MICROWAVE
SYSTEMS, INTERIOR; ULTRASONIC
AND SONIC SYSTEMS

L EFFECTIVENESS TEST
l'
i

FUNCTION
i

!

The function of each of these four generic sensor types will be to
,

detect intruder motion in a designated area inside the MAA and/or VA.

CONDITIONS

Site Conditions

1. What type of material will be used for the room or building walls
in the sensing area?'

2. Will detection zones be compatible with potential changes in room
or building content?

Environmental Conditions

3. If environmental conditions, e.g., meteorological phenomena, which
could adversely affect the sensor systems are expected to occur at
least 5 percent of the time,- what provisions will be made to ensure
detection under these conditions?

4. Will the environmental specifications of the sensors meet the
expected extremes of temperature conditions?

i

5. If the sensors will be adversely affected by manmade interferences,
e.g., alectromagnetic powerlines, radiofrequency, acoustical ma-
chinery, ventilating and heating equipment, telephone equipment,
optical-finorescent lights, seismic-machinery vibrations, what.

provisions will be made to ensure detection under these conditions?
,

6. What means of lightning protection will be provided?

Performance Conditions

Installation

7. - Will' detection zones provide adequate coverage for potential in-
truders?

8. If a sonic sensor is used, will the noise bother nearby personnel?

9. Will'any of the sensors be susceptible to mount vibration?

10. Will potential problems exist with microwave interfering with other
microwave and ultrasonic interfering with other ultrasonic?
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MOTION DETECTORS--INFRARED
SYSTEMS, INTERIOR; MICROWAVE
SYSTEMS, INTERIOR; ULTRASONIC
AND SONIC SYSTEMS

|
Maintenance

[ -

; 11. - Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF) data?

12. What will - be the level of maintenance performance? (To aid perfor-,

mance estimation, refer to the equipment checks / maintenance ques-
tionnaire.)-'

Reliability

13. How will it be determined if the sensor is operating?

14. If the sensor has self-test capability, what will be the test,

! frequency?

15. How often will the sensor be subjected to a full operational test?

| 16. What will be the level of emergency power system (EPS) performance?
; ('Do aid performance estimation, refer to the questionnaire on the
'

specific-EPS.)

|

Vulnerabilities

Adversary Attributes

17. Will the sensor system be defeated by crawling, inching , rolling,
or running techniques?

18. Will sensors be vulnerable to disabling by covering if an intruder
can gain close proximity?

|

, 19 . . Will a shuffling / intermittent movement bias the sensor automatic
! gain control (AGC) so that sensitivity will be reduced signifi-

cantly?
l

20. If tamper protection will be employed, what will be the performance
| level of the tamper-indicating circuitry? ('Do aid performance

estimation, refer to questionnaire on tamper-indicating circuitry.)

I

!

i
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MOTION DETECTORS--INFRARED
SYSTEMS, INTERIOR; MICROWAVE
SYSTEMS, INTERIOR; ULTRASONIC
AND SONIC SYSTEMS

ANSWERS

CONDITIONS

Site Conditions

1. a. The walls will be concrete or metal.
b. The walls will be plasterboard, Sheetrock, or wood paneling,'

but the sensor will not be directed at them.
c. The walls will be plasterboard, Sheetrock, or wood paneling,

but the sensor sensitivity will be reduced to eliminate ex-
ternal false alarm sources.

d. The walls will be plasterboard, Sheetrock, or wood paneling,
but no provisions will be made to reduce externally induced
false alarme.

2. a. Yes.
b. No, but provisions will be made to allow for the incompati-'

bility.
c. No.

Environmental Conditions

3. a. Environmental conditions which could adversely affect the
sensor are not expected to be a problem, or another sensor will
be used to detect motion in the room or in the building.

b. No provisions will be made.

4. a. Yes,

b. No, but the room or the building will be heated and/or air
conditioned as required.

c. No.

5. a. No manmade interferences are expected to occur, or the sensor
will be hardened against these interferences when possible, or
an alternative means of motion detection will be used.

b. No provisions will be made.

6. a. .l. Equipment will be enclosed in a grounded metal enclosure,

-(Faraday shield). Generally acceptable approximations are
,

well-bonded all-metal structures or buildings, and concrete
.

' structures or buildings with all rebar and metal sheathing,
including roof and floor, bonded, andi - All conductors penetrating the structure (plumbing, con-2.'

I duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
. filled spark gaps, will be connected between each cable
conductor and ground, and
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MOTION DETECTORS--INFRARED
SYSTEMS, INTERIOR; MICROWAVE
SYSTEMS, INTERIOR; ULTRASONIC
AND SONIC SYSTEMS

4. If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices
or metal oxide varistors, will be connected at the equip-
ment between each cable conductor and ground. Sufficient.
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except 1. , plus properly installed and
grounded lightning rods.

c. -only 2. and 3. or, if sensitive equipment, only 2. and'4.
d.- Only 2.

Performance Conditions

Installation

7. a. All normal entries and necessary intruder pathways will be
within detection zones, and the multiple sensors required for

| coverage will also provide mutual tamper protection.
'

b. All normal entries and necessary intruder pathways will be
within detection zones, and multiple sensors will be required,

for coverage, but tamper protection will not be adequate.
Detection zones will not be covered adequately.; c.

8. a. No, or a sonic sensor will not be used.
b. Yes.

9. a. No.
| b. Yes, but the sensor will be securely mounted so that vibration

will be minimal.
c. Yes, but no provisions will be made to prevent vibration.

10. a. No,

b. Yes.

| Maintenance
.

11. .a. Yes.
b. No.

12. a. 0.8 to 1.0.
b. 0.6 to 0.8.

|. c. 0.4 to 0.6.
~

d. Less than 0.4.

| Reliability

13. a. By automatic self-test.
'b. By manual self-test.
c. By daily walk procedure,
d. By walk tests of intervals longer than 1 week.
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MOTION DETECTORS--INFRARED
SYSTEMS, INTERIOR; MICROWI.VE
SYSTEMS, INTERIOR; ULTRASONIC
AND SONIC SYSTEMS

A frequency of less than 30-second intervals.14. a.
b. A frequency of 30-second tx) 1-minute intervals.

A frequency of 1- to 5-minute intervals.c.
d. Sensors will not have a self-test capability.

With initial installation and thereafter daily.15. a.
b. With initial installation and thereafter at the beginning and

end of any period of use or every 7 days, whichever is shorter.
c. With - initial -installation and thereaf ter monthly.

16.- a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Vulnerabilities
I

Adversary Attributes

17. a. No.
b. Yes, but the time necessary to defeat the system would provide

a significant delay to aid detection by other means,
Yes, but the time delay would probably not provide significantc.
delay.

18. a. No.
b. Yes, but the time necessary to defeat the system would provide

significant delay to aid detection by other mer.s.
Yes, but the time delay would probably not provide significantc.
delay.

19. a. No.
b. Yes.

20. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

.
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MULTIMAN RULE

EFFECTIVENESS TEST

FUNCTION

The multiman rule requires that an individual in an area be accompanied
by one or more tachnically competent individuals who can detect any
incorrect or un.. :horized procedure while observing the other person (s)-

at all times.

CONDITIONS
,

1. Under what conditions will the multiman rule be required?

2. How will the multiman rule be enforced?

3. What will be the requirements specified for the multiman rule?

4. How will multiman teams be formed and assigned to a specific task?
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MULTIMAN RULE
!

I
[ ANSWERS

:
!

j CONDITIONS
,

| 1. - The multiman rule will

| a. Be required at any time an individual is in an area where SNM or
| vital components-are accessible.
| b. Be-required at any time an individual is working with SNM or
i vital equipment.
' c. .Not be a formal requirement at this' facility.

2. 'a.' l. Access to the area will be controlled to admit personnel i

only as multiman teams,'as specified, te perform the as-
| signed _ task, and
; 2. The area will be under CCTV surveillance when occupied, and
j 3. Unannounced random checks by security or supervisory per-
| sonnel will be performed.

b. 1. and 2. above,

c. 1. and 3. above.
d. 1. above.

,

j 3. Personnel operating under the multiman rule will be required to
i

a. Work on the same task in full view of each other throughout the
task.

b. Work in full view of each other at all times, and have suffi-
! cient knowledge of each other's tasks to detect any unauthorized
(~ activities.
| c. Work in full view of each other at all times.

| d. Be present in the same area.
l . .

I 4. a. Individuals will be randomly assigned to multiman teams at the
| beginning of the shift.

b. Individuals will receive at least one day's notice of their'

| random assignment to multiman teams.
j c. Individuals will be permanently assigned to teams, but the teams
| assigned to_the task will be rotated.

d. The same team, composed of permanently assigned members, will
perform the specified task every time it is necessary.

!

3-234=

_ . _. - ._. _ _ ,



MIGHT VISION DEVI{ESlGOGGLES, SCOPES)

EFFECTIVENESS TEST

FUNCTION

The function of the night vision device (NVD) will be to permit surveil-
lance and/or gun sighting under poor light conditions ,

CONDITIONS

Site Conditions

1. What procedure will be followed in selecting an NVD for use at the
site?

2. If the primary factor (excluding cost) in the selection of an NVD
is low-level illumination in the observation area, e.g., cloudy to
clear starlight, which NVD configuration (intensifier device and
objective lens) will be used?

3. If the primary factor (excluding cost) in the selection of an NVD
is the presence of bright light sources, e.g., pole-mounted lights,
roads frequently traveled by cars, etc., in the observation area,
which NVD intensifier device will be used?

Performance Conditions

Function

4. If the NVD will be used for surveillance only, what type of device
will be used to provide effective surveillance while not being too
cumbersome to use?

5. If a scope will be used for surveillance, what type of viewing
ocular will be used in the NVD configuration?

6. If a scope will be used as a rifle-mounted gunsight, will the
configuration include a catadioptric lens and a monocular viewer?

7. If a scope will be used as a gunsight as well as for surveillance,
will it be made rugged and equipped with a rifle adaptor mount and
a reticle?

8. If a scope will be used as a gunsight on a rifle using tracer
ammunition, what provisions will be made to ensure continuous
viewing capability?

9. If goggles will be used in conjunction with firearms, will the
firearm be equipped with an infrared aiming light?

Operation

10. Will NVDs be readily available to members of the guard force who
require their use?
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- NIGHT VISION DEVICES
- (GOGGLES, SCOPES)

1 1 '. Will members of the -guard force be instructed in the use' and limi-
tations of NVDs?

Maintenance'and R? liability

=12. .What procedures will be' followed if an NVD user suspects equipment
problems,_e.g., degradation of brightness, clarity, etc.?

13. If an NVD is not f used regularly, will it be operationally tested at
least'once a month?

14. 'What provisions will be made'in case of-battery failure?

Vulnerabilities

15. What' provisions will be made to protect against an adversary who
might introduce a bright light source into the observation area?

,

I

i
i

4 f
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NIGHT VISION DEVICES
(GOGGLES, SCOPES)

ANSWERS

FUNCTION

CONDITIONS

Site Conditions

1. a. The function which the NVD will serve and the conditions under
which it will operate will be analyzed. One or more NVD con-
sidered suitable will be borrowed from'the manufacturer or some
other source and tested at the site under normal operating
conditions. Based on such a test, an NVD will be selected for
purchase within the cost constraints,

b. The function which the NVD will serve and the conditions under
which it will operate will be analyzed. Based on this analy-
sis, an NVD will be selected for purchase within the cost
constraints.

c. The function which the NVD will serve and the cost constraints
will be the basis for the selection of an NVD for purchase.

2. a. Low-level illumination will not be a primary factor, or a
first-generation device with a catadioptric lens will be used.

b. A first-generation device with a camera lens or a second-
generation device with a catadioptric lens will be used.

c. A second-generation device with a camera lens will be used.

3. a. Bright light sources will not be a primary factor since they
are expected to be minimal in the observation area.

b. A second-generation device will be used.
c. A first-generation device will be used.

Performance Conditions

Function

4. a. Goggles.
b. Scope with tripod mount.
c. Scope.

5. a.- A monocular viewer will be used, thus avoiding the problem of
facial illumination which is inherent in the use of a binocular

i viewer . (this problem is twofold: it allows the observer to be
seen,'and it ruins his dark vision for a short period of time).

b. A binocular viewer will be used, but only in cases where the
problems caused by facial illumination are not considered
critical, e.g., use by a guard in a guard tower.

c. A binocular viewer will be used.

6. a. Yes.
b. No.
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NIGHT VISION DEVICES
(GOGGLES, SCOPES)

7. a. Yes.
b. No.

8. -a. Tracer ammunition will not be used.
b. A second-generation intensifier device will be used in the NVD

configuration.
c. No provisions will be made.

9. a. Yes,

b. No.

Operation-

10. a. NVDs will be issued to those guards requiring their use at the
beginning of each night shift.

b. NVDs will be stored in locations accessible to the guards,
e.g., near patrol points and alarms stations, for their use if
necessary.

c. NVDs will not be readily accessible to guards requiring their
use.

11. a. Yes, they will receive " hands-on" instruction.
b. They will have written instructions available with each NVD.
c. There will be no instructions.

Maintenance and Reliability

12. a. The user will report the problem to the person responsible for
the NVDs . The NVD will then be operationally tested at the
facility and if necessary sent to the manufacturer for further
testing. During this time, a spare NVD will be available for
use.

b. The same procedure as in a. above, but no spare NVD will be
available.

c. Nothing will be done unless the NVD completely fails to oper-
ate.

13. a. Yes.
b. No.

.

14. a. The battery (or batteries) will be replaced immediately. Spare
batteries will be available at the same location as the NVD.

b. The same as a. above, but the spare batteries will be kept
elsewhere on the site.

c. No spares will be readily available. An attempt will be made
to obtain spares locally as soon as possible; if they are
unavailable locally, they will be special ordered.

,

Vulnerabilities

15. a. The presence of a bright light source will be a primary factor
in the selection of an NVD.

b. No provisions will be made.
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~ PACKAGE SEARCH--VISUAL INSPECTION

_

EFFECTIVENESS TEST

FUNCTION

The function of the visual-inspection search will be to detect contra-
band introduced in pu kages at the PA, MAA, and/or VA entry control
points.

:

CONDITIONS

Site Conditions

1. Will all packages be searched during every entrance or exit?

2. Will large packages and contents be searched as thoroughly as
smaller packages and-contents?

3. How will the required package throughput compare with search pro-
cedure timing?

4. Will guards be trained in bomb and bomb package recognition?

5. Will guards be trained in weapon recognition?

6.' Will guardsLbe trained to recognize forms of nuclear material and
nuclear material shielding that might be used at the facility?

. 7. Will written procedures be established for actions to be taken by
guards when suspect packages or contraband in packages is detected?

Performance Conditions
i 8. Will' search . procedure requirements at entrance and exit gates be

directed toward the specific contraband expected to pass?
,

9. Will all packages be-completely opened and contents removed at
every entrance and exit?

10. :Will package contents be completely unwrapped and examined in
detail?

11. Will packing materials be thoroughly examined?

12. Will guards be instructed not to touch suspect packages?

13. Will guards document the external markings, characteristics,'and
' concealment details of~ suspect packages?

14. Will- tests be . performed to check guard performance?
.

4
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PACKAGE SEARCH--VISUAL INSPECTION

ANSWERS

CONDITIONS

Site Conditions

1. a. Yes,
b. Search will be conducted on a random basis, with more than 50

, percent of packages searched.
c. Search will bra conducted on a random basis, with between 10 and

50 percent ot packages searched.
d. Search will be conducted on an occasional basis, with less than

10 percent of packages searched.

2. a. Yes.
b. Search will be less detailed than for smaller, hand-held pack-

ages and contents.
c. -Only an external search will be made of large packages.

3. a. No problem is expected in handling the normal amount of package
throughput.

b. At various times (shift changes, etc.), guards might be rushed
in their package inspection, but an adequate inspection will be
made.
Guards will probably have to -rush their inspection more than 50c.
percent of the time.

4. a. Yes.
b. They will be trained in external package recognition points

only.
c. They will be trained in device recognition points only.
d. No.

5. a. Yes,
b. No.

6. a. Yes.
b. No.

7. a. Yes.
b. No.

. Performance Conditions

1
8, a. General search will be directed toward all types of contraband i

and. unusual items and configurations.
b. Search will be directed toward specific contraband expected to i

pass.the gate.
c. No specific contraband will be designated.

9. a. Yes.
b. No, but all' those which may -be easily opened in a nondestruc-

tive manner will be opened.
c. No, but all suspicious packages will be opened.
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PACKAGE SEARCH--VISUAL IE4SPECTION
,

i

10. a. :Yes,-for all packages.
b. Yes, for all packages opened.
c. No.

11. - a. Yes, in all packages opened,' packing will be removed and<

searched in detail.
b. Packing will be sorted through within the package.
c. No.

12. a. . Yes.

,
b. No.

,

13. a. -Yes, both in writing and photographically.
b. Yes, photographically only.
c. Yes, writing only.
.d. No.

14. a. Randomly once each week.
b. Randomly once each month.
c. Less of ten than once each month.

1

4

0

!

l

|
|

t
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PAT-DOWii SEARCH

EFFECTIVENESS TEST

FUNCTION

The function of the pat-down search will be to detect contraband intro-
duced on personnel entering the PA, MAA, and/or VA.

,

CONDITIONS
,

Site Conditions
!

1. Will all personnel be searched whenever they make an entrance or an
,

i exit?
.

2. Will long personnel lines force security personnel to rush through;
a search?

1

3. .Will both a female and a male guard be present during the search?

4. If personnel are not required to change into standard work clothes,
will lockers or similar storage areas be -provided for extraneous
clothing?

5. Will personnel be required to leave personal articles, such as
keys, coins, wallets, etc., outside the area?

Performance Conditions

6. Will personnel be required to open coats o facilitate a search?
,

7. Will all pockets be examined?

8. 'Will personnel be asked to remove hats for inspection?
(

9. Will personnel be asked to raise their arms to facilitate search of
the torso area'

!.

10. Will loose trouser legs be examined?

11. If special footwear is not provided, will high-top boots, etc., be
examined for contraband?

i

?

f
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PAT-DOWN SEARCH

APSWERS

CONDITIONS

Site Conditions

1. a. Yes,

b. Search will be conducted on'a random basis, with more than 50
percent of personnel searched.

1: . Search will be conducted on a random basis, with between 10
percent and 50 percent of personnel searched.

d .1 Search will be conducted on an occasional basis, witn less than
10 percent of personnel searched.

2. a. No.
b. Occasionally.
c. This probably will be a frequent occurrence.

3. a. Yes.
b. No.

4. a. Personnel will be required to change into standard work
clothes.

b. .Yes.
c. No.

5. a. Yes.
b. No.

Performance Conditions

6. a. Coats will not be allowed in the area.
b. Yes.
c. No.

7. a. Yes.
b.- No.

8. a. Hats will not be allowed in the area.
b. Yes.
c. No.

9. a. -Yes.
b. No .-

10. a. Yes.
b. No.

11. a. Yes, or special footwear will be provided,
b. No.
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PERSONAL I .D. NUMBERS / PASSWORD
,

EFFECTIVENESS TEST

FUNCTION

The function of the numbers and passwords will be to provide a means of
verifying identification of personnel entering the PA, MAA, and/or VA.

CONDITIONS

Site Conditions

1. Will the length of the memorized code be such. that the probability
of gaining access with a random guess will be small?

,

2. ' Will personnel be allowed to select their own memorized code?

j 3. What personnel, if any, will have access to a listing or tabulation
of the memorized codes?

Performance Conditions

. 4. Will the memorized code be determined by some type of scrambling of
the authorization number, i.e., badge or credential number, on a'

coded credential?

5. Will the device used 'for entering the memorized code be constructed
so that others will not be able to see the code being entered?

Vulnerabilities
s

6. Will-personnel be instructed not to write down on paper or to
reveal to others their memorized codes?

7. If tamper protection will be employed, what will be the perfor nance
,

level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the tamper-indicating circuitry question-

!,
naire.)

i

i

,
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| PERSONAL I.D. NUMBERS / PASSWORD

ANSWERS,

:

!

CONDITIONS
|

l'
' Site Conditions

1. a. Yes, four characters or more will be used.
b. Yes,'three characters will'be used.
c. No, two characters or less will be used.

| 2. a. -No, the code will be randomly selected.
; b. Yes, but. personnel will be warned not to usc codes with per-

sonal meanings, e.g., birth dates, and no repeated character
strings will be allowed.

c. Yes, any code can be used.

3. a. Knowledge of an individual's memorized code will be restricted
to the individual himself; security personnel will have no

,

means of retrieving memorized code numbers,'

b. Only a small, limited number of authorized security personnel
will have such access.

Performance Conditions

4. a. No, the memorized code will be independent of the authorization
number.

b. Yes.

5. a. Yes, the code will be entered by the person alone in an en-
closure.

b. Yes, a ' physical' barrier of some type will obscure the view of .
the memorized-number keyboard from others.

c. No.

Vulnerabilities

6. a. Yes.
b. No.

7. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.
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PHOTO IDENTIFICATION BADGES

EFFECTIVENESS TEST

FUNCTION

The function of the photo identification badges will be to provide a
means of verifying identification of personnel entering the PA, MAA,
. and/o r ;VA .

CONDITIONS

Site Conditions

1. How many employees will have access to the area?

2. Will some employees be authorized access,.but actually access the
area once a month or less?

3. Will guard rotation assignments be such that the security force can
depend on facial recognition to enhance security?'

- 4 .- How of ten will the photo be updated?

5. Will guards be trained to recognize distinct facial features?

6. How much time will be spent on facial comparison?

-7. How far will the guard be located from the employee attempting
access when comparison is made?

8. What.will be the quality of the image on the photo I.D.?

9.- If comparison will be remote, using CCTV, what will be the quality
of the. transmitted image of the photo I.D.?

10. IfEcomparison will be. remote,'ising CCTV, what will be the quality
of the transmitted facial imas37

11. If comparison will be remote, using CCTV. will the two images be
displayed in a manner which facilitates comparison?

Performance Conditions

Operation

12. Will the security force be periodically tested, using unauthorized
access attempts to ensure.that the guards make serious and consis-
: tent efforts ~to detect differences between an individual's image
and the image on the photo I.D.?

Will . personnel be asked to remove sunglasses or other articles13. .
which will make- facial comparison dif ficult?

114~ Will- the guard (s) comparing the images ever be distracted by other.

. duties?'
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PHOTO IDENTIFICATION BADGES I

|

15. Will the guard comparing images be rushed to do his job, due to the
pressure of long lines awaiting identification?

Vulnerabilities

16. How difficult will it be to fabricate a passable counterfeited
badge?

17. If comparison will be remote, using CCTV, will the quality of the
transmitted facial image be adequate to detect cosmetic facial
changes?

18. If comparison will be remote, using CCTV, will the area where the
CCTV images are acquired have adequate capabilities to detect
single person entry and surreptitious activity?

,
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PHOTO IDENTIFICATION BADGES

ANSWERS

CONDITIONS

' Site Conditions

1. 'a. Less than 30.>

b. :Between 30 and 100.
c. More than 100.

2. a. None.'

b. Very few.
c. Many.

3. a. Guards will not be rotated; the number of personnel accessing
the area will be small and facial recognition will be appre-
ciable.

b. Guards will not be rotated, but the number of personnel acces-
sing the area will be large with some facial recognition.

c.~ Guards will be rotated throughout the facility and facial
recognition will be minimal.

.

I 4. a. 'Every' year or less.
b. Every year to 2 years.
c. More than every 2 years.
d. When necessary.

5. a. Yes, the guards will be periodically required to take a special
course,

b. No.

6. -a. More than 5 seconds.
b. Between 3 seconds and 5 seconds.
c. Less than 3 seconds.

7. a. Less than 5 feet. '

b. 5 to 10 feet.
c. 10 to 20 feet.

8. a. Good, the photo will have. sharp color contrast against a recog-
nizable-background.

'b.- Adequate, verification can be made with some effort.

9. a. Good, the image will have a sharp color contrast and will be
large enough to make good. comparison, or comparison will not be
remote.

b. Adequate, the image will .ima good enough to make verification.
c. Poor, . a xerox copy of a photo I .D. may not be detected.

~

10.. a. Good, the image will have sharp color contrast and will be of a
quality to allow ease in identity verification', or comparison
will not be remote.

b.: Adequate, the image will not be of the best quality; identity
verification will-be made with some effort.

c. Poor, ' identity verification might be dif ficult.
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PHOTO IDENTIFICATION BADGES

11. . a . Yes, they will be in close proximity and of the same physical
I size, or comparison will not be remote.

-b. No.,

i

!

| Performance Conditions

| Operation
!

12. a. Yes..|

| b. No.

13. a. Always,
b. Most of the time.
c. Sometimes.
d. Never.

14. a. No. >

, b. Yes.
l

! 15. a.. No.

| b. Yes.

I Vulnerabilities

16. a. Fabrication will require special equipment not commercially
available.

b. Fabrication will require high-cost equipment which is commer-
cially available,

c. Fabrication will require readily available low-cost equipment.

17. ,a . Yes, the. video system will be a very high resolution color
| system, or comparison will not be remote.
| b. Such detection might be a problem.

c. Don ' t know.

18. a. Yes, direct visual observation will be used, or comparison will
not'be remote.

,
b.- Yes, electronic surveillance / alarms will annunciate entry.

1 c. No.

;
.
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PHYSICAL CONTROLS AND PROCEDURES
FOR KEYS, LOCKS, COMBINATIONS,
AND CIPHER SYSTEMS

EFFECTIVENESS TEST

FUNCTION

The function of the controls for locks, keys, combinations, etc. will be
to ensure that unauthorized personnel do not gain access to locks, keys,
etc.

CONDITIONS

1. Will keys, combinations, etc. be stored in a location secured by a
combination lock?

2. If keys, combinations, etc. will be stored in a location secured by
a combination lock, what will be the level of performance of the
lock? (To aid performance estimation, refer to appropriate ques-
tions in the questionnaire on locks.)

'

,

3. If keys, combinations, etc. will be stored in a locked container,
what will be the level of performance of the tamper-indicating
circuitry? (To aid performance estimation, refer to the question-
naire on tamper-indicating circuitry.)

4. Where will responsibility for control of locks, keys, combinations,
etc. be placed?

5. Will keys and locks be permanently numbered?

6. How often will a physical inventory of locks, keys, etc. be per-
formed?

. 7. What type'of inventory records will be kept on locks, keys, etc.?

I 8. Will keys, combinations, etc. be issued only to a minimum number of
personnel who require them to perform their official duties?

9. How will issuance of keys, magnetic cards, etc. be controlled?

10. Under what conditions will locks be changed?

11. Under what conditions will combinations on locks be changed?.
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PHYSICAL CONTROLS AND PROCEDURES
| FOR KEYS, LOCKS, COMBINATIONS,

AND CIPHER SYSTEMS

!'
|- ANSWERS
|-

I CONDITIONS

1. a. Yes, they will be stored in a locked fireproof container within
a secured room.

b.. Yes,-they will be stored in a locked fireproof container within
a nonsecured room, or openly within a secured room.

c. No.

| 2. a. 0.8 to 1.0.

| b. 0.6 to 0.8.-

hadb.4,ortheywillnotbestored in a location securedl' d. es
( by a combination lock.
!

| '3. a. 0.8 to 1.0.
| b. .0.6 to 0.8.
! 'c.- 0.4 to 0.6.

d. Less than 0.4, or they will not be stored in a locked con-
.tainer.

4. a. It will be the responsibility of a designated individual in the
I security division whose sole responsibility will be control of

locks, keys, etc. An alternate will also be designated to
perform these duties if necessary,

b. .The responsibility for these controls will be.in the security
division, where one of various individuals will be assigned
this task on a rotating basis.

| c. The responsibility for these controls will be in the division
'

where the locksiare located. One individual and an alternate
will be designated to perform these duties.

Yes, and if.the locks and keys are part of a master-keyed5. a.
system, they will be numbered with. unrelated number systems.

,

f- b. Yes.
| c. No.

6.- a. Once every 3 to 6 months.
b. Once every 6 to 12 months.
c. Less frequently than once a year.

7. 'a. 1. The total number of locks and the corresponding keys and
cards, and

2. The number of keys or cards issued and the number of keys
or cards on hand, and

3. A comprehensive list of locks by I.D. numbers, their loca-
,

tion, I.D. numbers or' corresponding keys or cards, and
4. A ~ list of ~ personnel authorized access to keys or cards.

b. 1. 2., and 3. above.
.

c. 1. and 2. above.

8. a. Yes.
b. No.
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PHYSICAL CONTROLS AND PROCEDURES
FOR KEYS, LOCKS, COMBINATIONS,
AND CIPHER SYSTEMS

9. a. 1. All keys or cards will be issued only for the duration of
the shift, and

2. A log will be kept which includes the signature of the
person being issued the key or card, the time of issue, and
the time of return, and

3. The identification and authorization of the person being
issued the key or card will be verified.

b. 1. and 2. above.
c. 2. only.

10. a. 1. When a lock appears to have been compromised, and
2. When there is duty reassignment or termination of personnel

having access to the lock, and
3. When a key or card is reported lost or an unrecorded key or

card is found.
b. 1. and 2. above ,
c. 1. only.

11. a. 1. When a lock appears to have been compromised or unautho-
rized access to the immediate area is suspected, and

2. When there is duty reassignment or termination of personnel
having access to the lock, and

3. Routinely, at least twice a year.
b. 1. and 2. above.
c. 1. only.
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PORTABLE RADIOS

EFFECTIVENESS TEST

FUNCTION

The function of the portable radio will be to provide communication
between the guards on patrol, between guards on patrol and manned alarm
stations, and/or between manned alarm stations.

CONDITIONS

Site Conditions

1. Will alternative channels be provided to cope with possible radio
frequency interference or false signals?

2. Will the region over which the components are going to be used be
surveyed for complete reliable coverage?

Performance Conditions

3. What emission (type of modulation) will be used?

4. Will preoperational tests and inspections of these components be
performed?

5. For what frequency or frequencies will this component be licensed?

6. What source of emergency power will be provided?

7. What will be the range (distance) over which this component is
expected to perform?

8. Will preventive maintenance be performed on a schedule supported by
mean-time-between-failure (MTBF ) data?

9. Will this component be tested on a regular basis?

10. What will be the level of maintenance and test performance? (To
aid performance estimation, refer to the equipment checks / main-
tenance questionnaire.)

Vulnerabilities

Adversary Attributes

11. Will there be a procedure to ascertain authentic transmissions?
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PORTABLE RADIOS ,

!
'

ANSWERS

CONDITIONS i

Site Conditions

1. a. Yes.
b. No.

.

2. a. Yes,

b. No.

I

Performance Conditions

i 3. a. Spread spectrum emission.
b. Single-sideband.

| c. Frequency modulation.
i d.- Amplitude modulation.

| .4. a. Yes.
| b. No.
!

5. a. Frequency diversity on a number of bands.
b. A number of frequencies in the VHF band.
c. A number of HF frequencies.
d. It will be licensed for a single frequency.

6. a. Replaceable batteries.
b. None.

7. a. 3 to 5 miles.
b. I to 2 miles.
c. Relatively short line-of-sight. distances.

8. a. Yes,

b. .No.

,
9. a. Guard patrols will tm polled at random intervals at least 8

! . times each shift.

| b. -Guard patrols will be polled at the beginning of each shift.
! c. The component will be tested at least once each day,
i

| 10. a. 0.8 to 1.0.
! b. 0.6 to 0.8.
. c. 0.4 to 0.6.,

| d. Less than 0.4.
i
i

1
Vulnerabilities '

p

Adversary Attributes

11. . a. With each transmission, there will be a changing code to ensure
! | validity.
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PORTABLE RADIOS

b. The formal structure of the transmission will be relied upon.
c. In case of questions, there will be an independent means, such

as direction finding, of verifying the source.
d. Voice recognition will be sufficient.
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POSITIVE PERSONNEL IDENTIFICATION--
FINGERPRINT, HANDWRITING,
HAND GEOMETRY, VOICE PRINT

EFFECTIVENESS TEST

FUNCTION

The function of the identification procedure will be to provide a means
of verifying the identification of personnel entering the PA, MAA,
and/or VA.

CONDITIONS

Site Conditions

1. Will personnel perform jobs or wear clothing which will affect the
unique characteristic used by the identifier?

2. What procedure will be used when a person requesting access cannot
be identified?

3. Will personnel be enrolled on the identifier at a special enroll-
ment station?

4. Will the personnel reference file used by the identifier be kept in
a secure location?

Performance Conditions

5. Will the identifier have an acceptance tolerance which can be
adjusted by security personnel to make it easier for personnel
having trouble being identified?

6. When the identifier Type I (i.e., false rejection) error rate is
considered acceptable, what will the Type II (i.e., false accep-

tance) error rate be?

7. Will the identifier system be equipped to detect successive fail-
ures which indicate that someone is trying to gain unauthorized
entry?

8. Will the identifier system utilize a coded credential to obtain a
credential number to define the location of the user's reference
file at a central control?

9. If the user's reference file is stored on the individual's coded
credential, will that information be encrypted?

10. Will the identifier system perform personnel accountability and, in
effe,et, have antipassback capability?
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| POSITIVE PERSONNEL IDENTIFICATION--
! FINGERPRINT, HANDWRITING, *

HAND GEOMETRY, VOICE PRINT |

|
| Maintenance
|

| .1. Whet will. be the level of maintenance performance? CBo aid per- !

| formance estimation,. refer to the equipment checks / maintenance
'

. questionnaire.)
i

|. Vulnerabilities

12. How difficult will it be to fabricate or forge a false characteris-
tic in order to gain unauthorized access?

!
'

,
13. Will the identification area be observed either directly or with

! CCTV in order to watch for tampering or surreptitious activity?
|

| 14. .If tamper protection will be employed, what will be the performance
; level of the tamper-indicating circuitry? CDo aid performance
i estimation, refer to the tamper-indicating circuitry question-

naire.)
|

|

l

|

|
t

|

|

i

i

,

i

.
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POSITIVE PERSONNEL IDENTIFICATIOM--
FINGERPRINT, HANDWRITING,
HAND GEOMETRY, VOICE PRINT

ANSWERS

I CONDITIONS

Site Conditions
'

l. a. No.
b. Yes.

I 2. a. . Personnel will be' requested to exit the door entered, and
proceed to a bypass portal where another identification attempt
will be made under security supervision.'

b. Supervisory personnel will be summoned to make an identifi-
cation decision.

3. a. Yes.
b. No, any identifier can be used for enrollment, however, an

authorized security officer must be present and identified
before enrollment can take place.

1

c. No, any identifier can be used.

4. a. Yes, in the central controller storage, which has limited
access.

b. No.a

Performance Conditions
,

5. a. No.
b. No. Although the tolerance will be adjusted automatically,

this information cannot be examined or modified.
c. Yes.,

6. a. Less than 3 percent.
b. From 3 to 5 percent.

I c. More than 5 percent.
,

7. a.. Yes.
b. No.

8. a. Yes.
-b. No, but the identifier will use a coded credential which con-

tains the user's reference file.
'

c. No.

9, a. Yes, or a user's reference file will not be stored.
b. No.

Yes, or~ identifier system will not perform personnel account-10. a.
ability.

b. No.
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I

POSITIVE PERSONNEL IDEMTIFICATION--
FINGERPRINT, HANDWRITING,

! HAND GEOMETRY, VOICE PRINT ,

e

Maintenance.

11. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Vulnerabilities

12. a. It will require highly technical, detailed information about,

{ the system, and special equipment and techniques.
! b. It will require detailed information about the system and a

fabricated replica of the characteristic used.
c. -It will require only a simple replica of the characteristic

used.

13. a. Yes, all the time.
b. Yes, most of the time.
c. -No,

t 14. a. 0.8 to 1.0.
I b. 0.6 to 0.8.
'

c. 0.4 to 0.6.
d. Less than 0.4 or tamper protection will not be employed.

I

l

!

l
\^

l
|
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RESPO2SE VEHICLES

EFFECTIVENESS TEST

FUNCTION

The function of the response vehicle will be to enable rapid guard
response to non-routine events and to augment guard patrol capabilities.

CONDITIONS

Environmental Conditions

1. If environmental conditions, e.g., extreme cold, which could ad-
versely affect the vehicles are anticipated, what provisions will
be made to ensure availability of a response vehicle?

Performance Conditions

Operation

2. Will vehicles designated for use in response situations be readily
available?

3. Will response personnel be properly trained and qualified to oper-
ate the vehicle?

Maintenance

4. How often will preventive maintenance be performed?

5. What procedure will be followed for performing maintenance on
response vehicles?

Reliability

6. What provisions will be made in case of vehicle-part failure?

7. Will at least one extra vehicle be available in case a vehicle
fails to function?

8. Will the vehicles available be consistent with the licensee's
contingency plan?

Vulnerabilities

Adversary Attributes

9. Will there be several motor pools in several different locations in
the facility?
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RESPOMSE VEHICLES

Component Protection

10. Will vehicles be adequately protected against unauthorized access
to or removal from designated motor pools?

|

|

|

\

l

,

l

1
!

|

|

|

|
|
\

I

i

!

|
|

[

!

I

i

!

|
i

;

!
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RESPOMSE VEHICLES
,

4

ANSWERS

4

CONDITIONS
4

Environmental Conditions

1. a. Conditions which could adversely affect the vehicles are ex-
pected to occur infrequently, and vehicles will be protected
from adverse environmental conditions or else vehicles which
can withstand these conditions will be selected for the
facility.

b. No provisions will be made; such conditions will be dealt with
as.they occur..

i Performance Conditions

Operation

2. a. Vehicles will be kept in motor pools conveniently located near
alarm stations and guard control points.

b. Vehicles will be kept in a centrally located motor pool.
c. Vehicles will be kept in a motor pool which will not be cen--

trally located.
d. Vehicles will be used for functions other than response which

at times may affect ability to respond.
<

3. a .- 'Yes.
b. No.

, .
Maintenance

4. a. Preventive maintenance will be performed on a regular basis, at'

least as often as is recommended by the manufacturer for the
site and operating conditions under which the vehicle will be
used.

b. Preventive maintenance will be performed on a regular basis,
every 6 months or 5000 miles, whichever occurs first,
Maintenance will be performed only when the vehicle is notc.
operating correctly, e.g., difficult starting.

.

Maintenance will be performed on-site by facility mechanics5. a.
assigned this task.

b. . Maintenance will be performed on-site by a mechanic not em-
.

ployed by the licensee.
c. Maintenance will be performed of f-site.

4

[ Reliability.

6. a. Replacement parts will be kept in stock; the vehicle will be -

repaired immediately.
b. Replacement parts will be kept in stock; the vehicle will be -

' repaired within'24 hours.*
,

i
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RESPONSE VEHICLES

Replacement parts will be ordered from a local supplier. Partsc.

may or may not be in stock.
'

17. a. Yes. '

b. No.
.

8. a. Yes.
b. No, but documentation explaining the inconsistency will be

provided.
c. No.

Vulnerabilities

Adversary Attributes

9. a. Yes.
b. No.

Component Protection

10. a. Vehicles will be alarmed to prevent unauthorized access or
| removal,

b. Motor pool (s) will be manned and will also be protected by the
detection system.

| c. Motor pool (s) will be protected by the detection system.
! d. The general area around the motor pool (s) will be protected by
p the detection system.
!

,

|
,

I
|

|

i

|
,

|

|
t
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ROOF

EFFECTIVENESS TEST

FUNCTION

The function of the roof will be to delay penetration into the MAA or VA
to aid detection, assessment, and response.

CONDITIONS

Performance Conditions

1. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the particular construction of the roof?
(See Barrier Technology Handbook and other references.)

Vulnerabil ities

2. Will the roof contain features (such as air or utility passages)
which might compromise the penetration resistance of the roof, or
shield unauthorized individuals?

,

k
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ROOF

ANSWERS

f

CONDITIONS

Performance Conditions

1. .

Vulnerabilities

2. a. No.
b. Yes.

|
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SALLY PORTS, PEDESTRIAM

EFFECTIVENESS TEST

. FUNCTION
!

The function of the pedestrian sally port will be to delay unauthorized
personnel entry into the PA, MAA, and/or-VA to aid detection, assess-,

! ment, and response.

CONDITIONS

} Performance Conditions-
'

l.. Will the door hinges be exposed to the outside?
2. Will the door hinge pins be removable?

s

3. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the weakest element of the sally port,
e.g., walls, door, locks, etc.? (See Barrier Technology Handbook,
Lock Handbook and other references.)

i 4. How will the penetration resistance of the cally port compare with
-adjacent barriers, i.e., fences, walls, etc.?

!

5. What level of performance will be expected from the locks? (To aid
j- performance estimation, refer to the questionnaire on locks.)

'

,

d

b

.

f

4-
,

f

f
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SALLY PORTS, PEDESTRIAN

.

ANSWERS

CONDITIONS

Performance Conditions

1. a. No.
b. Yes.

2. a. No.
b. Yes.

3. .

4. a. The sally port will be more resistant,
b. Bot *, will be equal.
c. Tr.e sally port will be less resistant.

5. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

.
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SALLY PORTS, VEHICULAR

f

EFFECTIVENESS TEST

FUNCTION

The function of the vehicle sally port will be to delay unauthorized
vehicle entry into the PA to aid detection, assessment, and response.4

CONDITIONS'

<

Environmental Conditions

1. What provisions will be made to ensure free movement of gate or
gate operator mechanism under snow or ice conditions? ,

Performance Conditions
;

2. Will both the inner and outer gates be of the same penetration-
~

resistant construction?
,

3. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the weakest element of the sally port?
(See Barrier Technology Handbook.)

4. How will the penetration resistance of the sally port compare with'

adjacent barriers, e.g., fences?

5. 'What provisions will be made to ensure that the sally port gates
can be opened or closed manually should the gate drive mechanism
fail?

6. Will the locking. device on the sally port gates be exposed to the
outside?4

7.--What level of performance will be expected from the locks? (To aid
performance estimation, refer to the questionnaire on locks.)

8.- Will the inner sally port gate remain locked until the vehicle and
driver have been screened and searched?

:

.

d
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|

|

! SALLY PORTS, VEHICULAR

j ANSWERS

CONDITIONS

Environmental Conditions-
-.

1. a. Such conditions are not expected to be a problem at the site,
or snow or-ice will be promptly removed.

b. = Conditions will be handled as they occur.
|

|
..

| ' Performance Conditions

.

2. a. Yes.
b. No.

i
'

3. .

4. a. The sally port will be more resistant.
b. Both will be equally resistant.
c. The sally port will be less resistant.

5. a. The. gate operator.will be provided with a manually operated
quick release to disconnect the drive mechanism from the motor,
thus permitting manual operation. Tamper-indicating circuitry
will . be provided for the quick-release control.

b. The same as a. above.but without tamper-indicating circuitry. >

c. No provisions will be made.

6. a. The locking devices on both the. inner and outer gates will not
betexposed to the outside.

b. The locking device on the inner gate will be exposed to the
outside but the device on the outer gate will not.

c. The locking devices on both the inner and outer gates will be
exposed to the outside.

7. a. 0.8 to'l.0.
b. 0.6 to 0.8.

! c. 0.4 to'0.6.
'

d. 'Less than 0.4.

8.- a. .Yes.
[ b. :No .

!

l
,

|

|-
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SHIELDING DETECTOR--VOLUME

EFFECTIVENESS TEST

'

FUNCTION

The function of the volume shielding detector will be to detect nuclear
material shielding on personnel exiting through the MAA portal.

CONDITIONS

Site Conditions

1. Will the detector be mounted in a booth or similar structure which
confines personnel while they are being screened for nuclear mate-
rial shielding?

2. Will personnel being searched be free of all metallic objects
normally carried in pockets, e.g., keys, coins, pocket knives,
etc.?

.

3. Will personnel being searched be free of metal contained in cloth-
ing, e.g., belt buckles, steel-toed shoes, metal-rimmed glasses,
etc.?

4. If an alarm occurs, will it be possible to reset the detector for a
second scan without requiring personnel to exit and reenter?

Environmental Conditions

i 5. Will the temperature within the booth be controlled?

Performance Conditions

i Installation
!

6. Will an X-ray package search system be located near the shielding
detector?

!
'

7. Will air. conditioners or similar units with switches be located in
the vicinity of the detector?

8. What type of lighting will be used within the booth?

9. If a weight scale is used, will the scale platform be nonmetallic?
|
; 10. Will the metal environment (including metallic booth walls and

structural supports, if any) in the vicinity of the detector be
rigidly positioned relative to the detector to prevent alarms
caused by' displacement effects?

11. If booth entrance and exit doors are metallic, will they be se-'

curely positioned during_the detector scan in a manner to prevent
false alarms?

.,
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SHIELDING ~ DETECTOR--VOLUME

12. Will moving metal parts from other entry-control elements within
the booth, e.g., an explosives detector, cause the detector to
false alarm?

13. Will other electronic equipment within the booth produce electro-
'

' magnetic fields which.might cause the detector to alarm?

14. If multiple booths.will be used for throughput, will operation of
the detector in one booth cause an alarm in another?

Operation

15. Will keyed RF trant. mission by guard transmission devices cause the
detector to alarm?

16. Will the false alarm rate due to power-line transients be signif-
icant?

'17. How uniform will detector sensitivity be over the booth volume?g

18. Will only one person at a time be screened?

19.- Within a 90 percent probability factor, will the detector be cap-|

able of detecting the. minimum test sample (200-gram lead, right
'

circular cylinder) located anywhere on an individual?

; Maintenance

20. Will it be possible to self-test the detector remotely?

| 21. How often will the functional check be made?
|

| 22. If fluorescent lighting is used, will flickering fluorescent tubes
j. be replaced promptly?

23. What will be the level of check and maintenance performance? (To
aid performance estimation, refer to the questionnaire on equipment
checks / maintenance.)

24. What means of detection will be available should the detector fail?

Vulnerabilities
;

| '25. Will the detector scan be implemented only after both doors are
| closed?
I

| 26. . Will the volume of coverage of.the detector overlap all boot'
| volumes?

27. Will planes or contours of nonsensitivity exist within the volume
of coverage of the detector?

.,
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SHIELDING DETECTOR--VOLUME

' -ANSWERS

CONDITIONS

Site Conditions

1. a. Yes.
b. No.

Yes, lockers will be provided for storage of personal articles2. .a.
while personnel are in the material access area.'

b. Yes, personnti will be asked to leave such articles outside
material access areas.

c. No control will be exercised.

3. a. Yes, standard work clothes, free of metal, will be provided to
personnel.

b. Yes, personnel will be required to obtain work clothes which
will not cause the detector to alarm.

c. No control will be exercised.

'
4. a. Yes,

b. No.

Environmental Conditions

5. a. Yes.
b. No.

Performance Conditions

Installation

6. a. The detector will be located more than 4 meters from any X-ray
conveyor..

b. The detector will be located from 2 to 4 meters from an X-ray
system, but suf ficient shielding will be used.

No, such units will be at least 5 meters from the detector.7.- a.
b. Such units will be within 5 meters of the detector, but as much

shielding as is necessary will be used.

8. a. Incandescent.
~

~
'b. Fluorescent with remote ballast.
c. Fluorescent.;

9. a. Yes, or a weight scale will not be used.,

b. No.

10. a. Yes.
i b. No.

11. a. Yes, or booth doors will not be metallic.
*

b. No.
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, SHIELDING DETECTOR -VOLUME
!

!

|
12. a. No. !

.b. Yes, but shielding will be used to eliminate those alarms. {
|13. a. No. '

| b. . Yes, but shielding or filtering will be used to eliminate this
type of alarm.

|
14. a. No, or multiple booths will not be used.

b. Yes.
!

Operation

15. a. Keyed RF transmission devices will not be used.
i b. These devices will be used, but modulated RF at the frequency

used will not cause the detector to alarm.,

Yes, but these devices will be limited to areas where their usel c.

j will not cause the detector to alarm.
16. a. No, the detector will be powered from a line that should not be

subject to transients.
i b. No, isolation transformers will be used to eliminate tran-
! sients.

c. No protection will be provided.
I

L ~17. a. Maximum variation 2 to 1.
! b. Maximum variation 4 to 1.

c. Maximum variation 6 to 1 or more.
18. a. Yes.

b. No.

19. a. Yes,

b. No.

i
!

Maintenance
|
'

20. a. Yes.
b. No, but a minimum test sample (200 grams lead, right circular

cylinder) will be used to verify that the sensitivity is
-properly adjusted.

c. No.

21. a. Once per day.
'

b. Every other day.
,

c. Once per week.

22. a. Yes, or fluorescent lighting will not be used.
b. No.

23. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c.' O.4 to 0.6.
d. Less than 0.4.-

24. a. An operational spare will be available, or the detector. will be
one of several in use.
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SHIELDING DETECTOR--VOLUME

b. A hand-held detector will be used.
c. None.

Vulnerabilities

25. a. Yes.
b. No.

26. a. Yes.
b. No, but CCTV or direct surveillance and the location of volumes

not covered will enable security to easily detect an attempt to
exploit this vulnerability.

c. No.

-27. a. No.
b. Yes.

.
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SHIELDIWG DETECTOn--WALKTHROUGH

EFFECTIVENESS TEST

FUNCTION

The function of the walkthrough shielding detector will be to detect
nuclear material shielding on personnel exiting through the MAA portal.

CONDITIONS

Site Conditions

1. Will the detector be mounted in a booth or similar structure which
confines personnel while they are being screened for nuclear mate-
rial shielding?

2. Will personnel being searched be free of all metallic objects
normally carried in pockets (keys, coins, pocket knives, etc.)?

3. Will personnel being searched be free of metal contained in cloth-
ing (belt buckles, steel-toed shoes, metal-rimmed glasses, etc.)?

4. Will an audio communication link between security and personnel
being searched be provided?

5. If an alarm occurs, will it be possible to reset the detector for a
second scan without requiring personnel to exit and reenter?

Environmental Conditions

6. Will the temperature within the booth be controlled?

Performance Conditions

Installation

7. Will an X-ray package search system be located near the shielding
detector?

8. Will air conditioners or similar switched units be located in the
vicinity of the detector?

9. What type of lighting will be used within the booth?

10. If a weight scale will be used, is the scale platform non-metallic?

11. Will the metal environment (including metallic booth walls and
structural supports, if any) in the vicinity of the detector be
rigidly positioned relative to the detector, to prevent alarms
caused by displacement effects?

12. If booth entrance and exit doors are metallic, will they be se-
curely positioned during the detector scan to prevent false
alarming?
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SHIELDING DETECTOR--MALKTHROUGH

13. Will moving metal parts from other entry control elements within
the booth, e.g., an explosives detector, cause metal detector false
alarms?

14. Will other electronic equipment within the booth produce electro-
magnetic fields which might alarm the metal detector?

15. If multiple booths will be used for throughput, will operation of
the detector in one booth cause an alarm in another?

16. Will the equipment be calibrated to detect a minimum of 100 grams
of non-ferrous metal (shielding), with 90 percent confidence and a
false alarm rate not exceeding 0.1 percent?

Operation

17. Will keyed RF transmission by guard transmission devices cause
detector alarms?

18. Will the false alarm rate due to power-line transients be signifi-
cant?

19. How uniform will detector sensitivity be over the booth volume?
.

20. Will only one person at a time be screened?

Maintenance

21. 'Will it be possible to remotely self-test the detector?

22. How often will the functional check be made?
23. What will be the level of check and maintenance performance? (To

aid performance estimation, refer to the questionnaire on equipment
| checks / maintenance.)
j

24. What means of detection will be available should the detector fail?]

4

Vulnerabilities

25. Will the detector scan be implemented only after both doors are
closed?

26. Will the detector's volume of coverage overlap all booth volumes?
27. Will testing be done to determine where planes or contours of no

sensitivity exist within the detector's volume of coverage?
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SHIELDING DETECTOR--WALKTHROUGH

ANSWERS'

CONDITIONS

Site Conditionsr

1. a. Yes.
b. No.

j 2. a. Yes, lockers will be provided for storage of personal articles
while in the material access area.

b. Yes, personnel will be asked to leave such articles outside
,

material access areas.
c. No control will be exercised.

, .
,

3. a. Yes, standard work clothes, free of metal, will be provided to
employees.a

b. Yes, personnel will be required to obtain work clothes which
will not alarm the detector.'

c. No control will be exercised.j
4. a. Yes.,

! b. No.

h 5. a. Yes.
b. No.

Environmental Conditions

6 .- a. Yes.
b. No.

1 Performance Conditions

j Installation
'

7. a. The detector will be located more than 4 meters from any X-ray
conveyor.

b. The detector will be located between 2 and 4 meters from an
X-ray system but sufficient shielding will be used.

I 8. a. No, such units will be at least 5 meters from the detector.
b. Such units will be within 5 meters of the detector, but shield-

3

ing will be used.'

c. Such units will be within 5 meters of the detector, and shield-
ing will not be used.

1

9. a. Incandescent.
b. Fluorescent with remote ballast.
c.- Fluorescent.>

10. a. Yes, cr.a weight scale will not be used.
b. No.

s

4
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SHIELDING DETECTOR--WALKTHROUGH

11. a. Yes.
b. No.

12. a. Yes, or booth doors will not be metallic.
b. No.

13. a. No,
b. Yes, but shielding will be used'to eliminate those alarms.
c. Yes.

14. a. No.
b. Yes, but shielding or filtering will be used to eliminate this

type of alarm.
c. Yes.

15. a. No, or multiple booths will not be used,
b. Yes.

16. a. Yes,
b. No. -

Operation

17. a. Keyed RF transmission devices will not be used,
b. These devices will be used, but modulated RF at the frequency

used will not alarm the detector.

18. a. No, the detector will be power from a line that should not be
subject to transients.

b. No, transients occur but the false alarm rate is less than 3
percent.

19. a. Maximum variation 2 to 1.
b. Maximum variation 4 to 1.
c. Maximum variation 6 to 1 or greater.

20. a. Yes.
b. No.

Maintenance

21. a. Yes.
b. No, but a minimum test sample (100 grans lead, right circular

cylinder) will be used to verify that the sensitivity,is prop-
erly adjusted.

c. No.

22. a. Once per day.
b. Every other day.
c. Once per week.

23. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.
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SHIELDIMG DETECTOR--WALKTHROUGH

24. a. An operational spare will be available, or the detector will be
one of several in use.

b. A band-held detector will be used.
C. None.

Vulnerabilities

25. a. Yes.
b. No.

.

26. a. Yes.
b. No, but CCTV or direct surveillance and the location of the

volumes not covered will enable security to easily detect an
attempt to exploit this vulnerability.

c. No.

27. a. Yes.
b. No.
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SNM CONTAINERS

.

EFFECTIVENESS TEST

FUNCTION

'The function of the SNM container will be to protect SNM while in stor-'

age or transport thus providing delay to_ aid detection, assessment, and
response.

1 CONDITIONS

Site Conditions
I
'

l. If enriched ~ uranium scrap contained in 30-gallon drums or larger is
stored within a locked and separately fenced area, what will be the
distance of the enclosure from the perimeter of the protected area?

2. If SNM other than alloys, fuel elements, or fuel assemblies are
'

stored in containers, will the container be penetration-resistant?

Performance Conditions

Operation
.

3. Will containers containing SNM in process be uniquely identified?

4. Will records be kept of the quantity of SNM in each container?'

5. Will the location of each container be recorded?

6. Will the disposition of all containers be recorded?

7. Will inventory procedures for containers provide for verification of
the integrity of tamper-safing devices?

8.- What will be the minimum weight of a container that can be shipped
in open trucks or railroad flatcars or boxcars?

.

I

J

t

'
|

i

e

. .

a=
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SNM CONTAINERS

ANSWERS

CONDITIONS

Site Conditions

1. a. 75 feet or more, or this question will not apply.
b. From 50 to 75 feet.
c. Less than 50 feet.

2. a. Yes, or this question will not apply.
b. No.

Performance Conditions

operation

3. a. Yes.
b. No.

4. a. Yes.
b. No.

5. a. Yes.
i b. No.
|

6. a. Yes.
b. No.

7. a. Yes.

| b. No.

8. a. 500 pounds or more,
b. Less than 500 pounds.

i

!

l
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SNM DETECTORS--HAMD-HELD, PACKAGE SEARCH

EFFECTIVENESS TEST

FUNCTION

The function of the search will be to detect unauthorized removal of SNM
in packages exiting through an MAA portal.

CONDITIONS

Site Conditions

'
l. Wil: the detector be used as an aid in a visual package search?

2. Will all packages be searched duri:.y every exit?

3. Will larger packages, whose interiors are not in the range of the
detector, be opened for examination?

4. Will a hand-held metal detector be used in conjunction with the SNM
detector to detect shielded nuclear materials?

5. Will packages which have been contaminated with nuclear materials
be passed through the material access area exit?

6. How does the required package throughput rate compare with search
procedure timing?

Performance Conditions

Operation

7. For packages which can be searched without being opened, will the
detector be passed over all package surfaces?

8. Will package contents which appear to be made of shielding material
be disassembled and thoroughly searched with the SNM detector?

9. Will the operator be trained in the proper use of the SNM detector?

10. How frequently will detector operation be checked by the use of a
test sample?

11. For areas containing Pu or U-233, will the equipment be calibrated
to detect C.5 gram of Pu or 1 gram U-233, shielded by 3 mm of
brass, concealed anywhere on an individual, with 90 percent con-
fidence and a false alarm rate not exceeding 0.1 percent?

12. For areas containing highly enriched U-235, will the equipment be
calibrated to detect 3 grams U enriched to 90 percent in the U-235
isotope in 3 mm of brass, concealed anywhere on an individual, with
50 percent confidence and a false alarm rate not exceeding 0.1
percent?
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SNM DETECTORS--HAND-HELD, PACKAGE SEARCH

,

13. 'For areas |containing only fabricated, discrete items, will the
equipment be calibrated to detect 30 grams U-235 in cut-up portions
of the items?

| Maintenance.

14. Will the detector battery be' checked at the beginning of each-
L shift?
t.

15. What will be the level. of . check and maintenance performance? (Tc
aid performance estimation, refer to the questionnaire on equipment
checks / maintenance.)

|

| 16. Will an operational spare be available in case of detector failure?
!

|

,

I

:
!

I-

|

|

L ,

|
|
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SNM DETECTORS--HAND-HELD, PACKAGE SEARCH

ANSWERS

CONDITIONS

Site Conditions

1. a. Yes,

b. No.

2. a. Yes.
b' . Search will be conducted on a random basis; more th in 50 per-

cent of packages will be searched,
c. Search will be conducted on a random basis; from 10 to 50 per-

cent of packages will be searched.
d. Search will be conducted on an occasional basis; less than 10

percent of packages will be searched.

3. a. Yes.
b. No.

4. a. Yes.
b. No.

5. a. No.
'

b. Yes.

6. a. Timing is such that the procedure will not be rushed.
b. Procedure may be rushed at times.

Performance Conditions

Operation

7. a. Yes, or all packages will be opened.
b. No.

8. a. Yes, unless they are tamper sealed.
b. No.

9. a. Yes, with written procedures and classroom training.
b. Yes, verbally in an informal manner.
c. No.

10. a. At least twice per day or prior to each portal operation.
b. Daily.
c. Less of ten than once per day.

11. . a. Yes..

b. No.

12. a. Yes.
b. No.

' 13 . a. Yes.
b. No.
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SNM DETECTORS--HAND-HELD, PACKAGE SEARCH

Maintenance

14 . - a. Yes.
b. No.

15. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

16. a. Yes,

b. No.

!

|
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SNM DETECTORS--HAND-HELD. PERSONNEL SEARCH
,

EFFECTIVENESS TEST

1

FUNCTION
,

The. function of the search will be to detect unauthorized removal of SNM
by personnel- exiting through an' MAA portal.

CONDITIONS

Site Conditions

1. _Will personnel be searched on every exit?

2. Will long lines force security to hurry their search?

3. -How much_ time will be spent in implementing the search?

4. Will the search be conducted in an area with low unvarying back-
ground radiation?

;

5. What procedure will be used to verify whether an alarm is false or
j not?

Performance Conditions

q Operation

6.. Will personnel be required to remove or open bulky clothing?

7. ~Will security personnel be trained in proper operation and search
techniques?-

8. How often will the background count be reset?

9. What type of alarm indicator will be used?

10. Will the monitor be passed within 0.2 meter of all body areas of'

personnel being searched?

11. Will all hand-carried items be examined?
s-

12. Will a search with a hand-held metal detector be performed in con-
junction with the nuclear material search, to verify that personnelj
are free of metallic materials which might be used to shield nu--
clear material?

i
13. For areas containing Pu or U-233, will the equipment be calibrated

,

to-detect 0.5 gram of Pu or 1 gram U-233 shielded by 3 mm of brass
and concealed anywhere on an individual, with 90 percent confidence-
and a false alarm rate not exceeding 0.1 percent?

,

A
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SNM DETECTORS--HAND-HELD, PERSONNEL SEARCH

|
14. For areas containing highly enriched U-235, will the equipment be

calibrated to detect 3 grams U enriched to 90 percent in the U-235
isotope in 3 mm of brass and concealed anywhere on an individual,
with 50 percent confidence and a false alarm rate not exceeding 0.1

|
percent?

15.- For areas containing only fabricated, discrete items, will the
l equipment be calibrated to detect 30' grama U-235 as contained in

cut-up portions of the items?

,

Maintenance

16. How of ten will the monitor be checked for sensitivity?

i 17. Will the detector battery be checked at the beginning of each
| shift?

18. What will- be the level of check and maintenance performance? (To
| aid performance estimation, refer to the questionnaire on equipment

checks / maintenance.)i

19. Will an operational spare be available in case of detector failure?

!

|

!

!

.
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SNM DETECTORS--HAND-HELD, PERSONNEL SEARCH

ANSWERS

CONDITIONS

Site Conditions

1. a. Yes,

b. Search will be on a random basis, more than 50 percent of all
personnel searched.

c. Search will be on a random basis, between 10 percent and 50
percent of all personnel searched.

d. Search will be an occasional random search, less than 10 per-
cent of personnel searched.

2. a. No.
b. Yes.

3. a. Approximately 1 minute.
b. Approximately 30 seconds,
c. Approximately 15 seconds.

4.. a. Yes.
b. No.

5. a. ' Personnel will be requested to remove suspect articles for
visual inspection and a second monitor search will be made of
persons and articles.

b. Personnel will be requested to remove suspect articles for
visual inspection.

Performance Conditions

Operation

6. a. Yes.
b. No.

7. a. Yes, a course will be required to train security personnel on
operation and. vulnerability of the equipment as well as proper
search techniques.

b. A short course on how to use the equipment will be given.
c. A demonstration will be given.

8. a. Every 15 minutes and after every alarm.
b.- After every alarm.
c. When necessary.

9. a'- Audible threshold (trip) alarm..

-b. Visual threshold (trip) alarm.
An audible tone whose intensity / frequency increases with signalc.
count rate.

'10. a. Yes.
b. No.
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SNM DETECTORS--HAND-HELD, PERSONNEL SEARCH

|
|

,
11. a. Yes, both visually and with the detector. .|

-b. Yes, visual inspection. '

. c . .: No.,

12 . - a. Yes.
b. No.,

13. a. Yes, or this question will not apply.
; b. ' No . .

.14 . 'a. Yes, or this question will'not apply.
b. No.

;

15. 'a. Yes, or this question will not apply.
b. No.

,

' Maintenance
i .

10. a . . At least once each day in search site background radiation'

conditions.
b. Every other day.
c. Weekly or less.

: 17. a. Yes..
. b. No.
|

18. -a. ' O.8 to 1.0.
b. 0.6 to 0.8.'

c. 0.4 to-0.6.,

d.. Less than 0.4.*

19. a. Yes.
b. No.

;

i

,
4

4

4

1

s

1

I

s

.

,-
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SNM DETECTORS--VOLUME
,

EFFECTIVENESS TEST'
:

| FUNCTIONj'
The function of the SNM detector will be to-detect SNM being removed

~ from the MAA through an entry control point.
,

CONDITIONS
:

Site Conditions.,

1. :Will the detector 13e mounted in a booth or similar structure which
will confine personnel within the detection area during the search?

i

2. Will the detector be located close to a' source of high or variable
radiation?

3. If an alarm occurs, will it be possible to reset the detector for a
second scan.without requiring personnel to exit and reenter?-

4. Will shielding detectors be used in conjunction with the SNM detec-
tor?

5. What alternate method will be used to search personnel when an -
alarm-occurs?

Performance Conditions

Operation

6. ~Will the detector be capable of detecting a malfunction in its
. operation?

+

7.- Will the background update be inhibited when personnel are within
the-detection volume?~

8. Will the detector te capable of detecting 3 grams of unshielded
,

uranium enriched to'90 percent in the U-235 isotope, which is
| ~ located.anywhere on an individual, with a 50 percent probability of

detection?-*

t

9. How of ten will the detector be tested to _ check basic operation?
i

10. How often will the detector undergo required sensitivity and false
- alarm tests?

:

Reliability

11.- What will . be the level of . emergency power system (EPS ) performance?
(To' aid performance estimation, refer to the specific EPS' question-
naires.)

:

+

1
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SNM DETECTORS--VOLUME

Maintenance
4

12. What will be the level of maintenance performance? (To aid perfor-
mance' estimation, refer to equipment checks / maintenance question-
naire.)

i

13. What means of detection will be used.if the detector fails?*

' Vulnerabilities
7

1 <4 . Will the detector be shielded so that only the detection volume
; contributes to the background count?

15. If tamper protection will be employed, what will be the performance
i level of the tamper-indicating circuitry? (To aid performance

estimation, refer to. the questionnaire on tamper-indicating cir-
cuitry.)

,

4

J

,

i

f-
1

I

_.

i

j

|

l'

|

4

)

,

I

4

)

f-
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SNM DETECTORS--VOLUME

ANSWERS

CONDITIONS

Site Conditions.

1. a. Yes.
b. No.

2. a. No, the location will not affect the sensitivity or false alarm
rate.

b .' Yes,-but the' detector will be sufficiently shielded and per-
formance will not be affected.

c. Yes.

3. a. Yes.
b. No.

4. a. Yes.
- b. No.

Personnel will be requested to exit through the door entered5. a.
and to proceed to a bypass portal where manual screening will

,

be implemented by means of a hand-held detector.
b.- A guard will implement a search using a hand-held detector>

af ter 'the individual has been released from the secured area.

Performance Conditions

Operation

6. a.- Yes, the alarm will sense a decrease in detector sensitivity
caused by a malfunction.

b. Yes, the alarm will sense only a complete detector failure.
c. No.

7. a. Yes.
b. No.

18. a. Yes.
b. No.

9. a. Twice per day or more often.
b. Once'per day.

Every-other day or less often.c.

10. a. .Once per' month or more often.
b.. Every other month.
c. Lecc often than every other month.

Reliability

11. a. 0.8 to 1.0.
b. 0.6'to 0.8.

.,
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SNM DETECTORS--VOLUME

c. 0.4 to 0.6.
d. Less than 0.4.

Maintenance

12. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

13. a. An operational spare will be available, or the detector will be
one of several in use.

b. A hand-held detector will be used.
c. None.

Vulnerabilities

14. a. Yes.
b. No.

15. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.-
d. Less than 0.4, or tamper protection will not be employed.

|
|

i

|

|

|
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-SWM DETECTORS--WALKTHROUGH

|

EFFECTIVENESS TEST |

FUNCTION

The function of the SNM detector will be to detect SNM being removed
from the MAA by personnel through an ' entry control point.

~ CONDITIONS

Site Conditions'

t

$ 1. - Will . the . detector be located close to a source of high or variable
radiation?

2. Will the traffic flow through the detector be slowed sufficiently
to ensure adequate detectability?

- .3.- Will shielding detectors be used in conjunction with the SNM de-
tectors?

:
! 4. What method will be. used to search personnel when an alarm occurs?

Performance Conditions-
,

Operation

5.~ For areas containing Pu or U-233, will the equipment be calibrated
to detect 0.5 gram of Pu or 1 gram of U-233 shielded by 3 mm of
brass, concealed anywhere on an individual, with 90 percent con-
fidence and a false alarm rate not exceeding 0.1 percent?

6.. For areas containing highly enriched U-235, will the equipment be
calibrated ~ to detect 3 grams U enriched to 90 percent in the U-235
isotope in 3 mm of brass, concealed anywhere on an individual, with-
50~ percent confidence and a false alarm rate not exceeding 0.1 per-'

cent?

7. For areas'containing only fabricated, discrete items, will the
equipment be calibrated to detect 30 grams U-235 as contained in
cut-up portions of the items?

8. Will the detector be equipped with a high background radiation
alarm?4

9. Will the detector be equipped with a low background radiation
'

alarm?

-10. . Willi a personnel presence detector be - used in conjunction with the>

.SNM detector?

11.- Will the detector' be mounted in a doorway or similar opening so
that material cannot be passed around the detection area?

.

12'. - How of ten will the detector be tested to check basic operation?
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SNM DETECTORS--WALKTHROUGH

13. How often will'the monitor undergo reqaired sensitivity and false-
Lalarm tests?'

Reliability

'14. What will be the level of emergency power system '(EPS) performance?
(To aid performance estimation, refer to the specific EPS question-
naire.)y

r
' Maintenance

15. : What will be. the level of maintenance performance? (To aid per-
'

-formance estimation,-refer to.the equipment checks / maintenance
. questionnaire.)

! '16. What~means of detection will be used if the detector fails?

Vulnerabilities

17. Will the monitor be shielded such that only the detection area
contributes to.the background count?

18. If tamper protection will be employed, what will be the performance
. level of the tamper-indicating circuitry? ('Do aid performance

A estimation, refer to the questionnaire on tamper-indicating cir-
cuitry.)

,

7-

4

o

7. .

..

.

4

4

*
'I

J

j

t
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SNM DETECTORS--WALKTHROUGH

ANSWERS

CONDITIONS

Site Conditions

1. a. No, not such that the sensitivity or false alarm rate will be
affected.

b. Yes, but the monitor will be sufficiently shielded so that the
performance will not be affected.

c. Yes.

2. a. Yes, guard supervision will be used for this function.
b. No.

3. a. Yes, personnel will be screened by both detectors before egress
will be allowed.

b. No.

4. a. The person in the detection area when the alarm occurred will
be required t- pass through the unit again.

b. Personnel will Ne searched using a hand-held nuclear monitor.

Performance Conditions

Operation

5. a. Yes, or this question will not apply,
b. No.

6. a. Yes, or this question will not apply.
b. No.

7. a. Yes, or this question will not apply.
b. No.

8. a. Yes, this will be set to alarm when the background becomes high
enough to affect the minimum sensitivity required,

b. No, the monitor will have a detection threshold which is in-
dependent of the background count.

c. No.

9. a. Yes, this will be. set to determine if a portion of the detector
is malfunctioning.

b. Yes, hotever, it cannet detect if one side of the detector is
not functioning.

c. No.

10. a. Yes, the detection alarm will be enabled and background up-
dating will be disabled when occupancy is detected.

b. No.

11. a. Yes.
b. No.

i

l

3-301
I |

!.



I

|

SNM DETECTORS--WALKTHROUGH

|

12. a. Twice each day or more.
b. Once each day,
c. Every other day or less of ten.

13. a. Once a month or more often.
b. Every other month,
c. Every 6 months or less often.

|

Reliability

14. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

|

Maintenance

15. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

16. a. An operational spare will be available, or the detector will be
one of several in use,

b. A hand-held detector will be used.
c. None.

Vulnerabilities

17. a. Yes.
b. No.

18. a. 0.8 to 1.0.
i b. 0.6 to 0.8.
! c. 0.4 to 0.6.

d. Less than 0.4, or tamper protection will not be employed.

i
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SNM HOLDING / STORAGE AREAS

i

EFFECTIVENESS TEST
i-

i

'

-FUNCTION

p The. function of SNM holding / storage areas will be to protect SNM during
periods when it is not being processed, prepared'for processing, or
being packaged for shipment; thus providing delay to aid detection,
assessment, and response.'

CONDITIONS
,

<

4

' Site Conditions. :

1. Will.SNM holding / storage areas be located within a protected area
(PA)' enclosed by at least two physical barriers?

Will the physical barrier for an SNM holding / storage area withini 2..
-the PA~be separated from the barrier at the perimeter of the PA?'

3. . What will be the minimum distance between a storage area for en-
riched uranium scrap and the perimeter of the PA?

-

Performance Conditions

: Operations
1

j- '4. Unless it.is undergoing processing, will SNM that can be used
directly in the manufacture of a nuclear explosive. device be stored
in a vault?

Questions 5 through 7 refer to SNM other than alloys, fuel ele-
ments, or fuel assemblies not directly usable in a nuclear explo-'
sives device.

h 5. Will~SNM holding / storage areas be constructed with barriers that
will provide significant penetration delay?

6. Except when personally attended, will SNM be kept in locked com-.

partments or locked process equipment while undergoing processing?<

7. How often will a guard patrol the storage area when the area is-
unoccupied?

?

1

;

a

:

.

4

'
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SNM HOLDING / STORAGE AREAS

,

l

ANSWERS
!

l

!
1CONDITIONS '

Site Conditions

1. a. Yes.
b. No.

2. a. Yes.
b. No.

3. a. More than 25 feet.
b. 25 feet,
c. Less than 25 feet.

Performance Conditions

Operations

4. a. Yes.
b. No.

5. a. Yes.
b. No.

6. a. Yes, all the time.
b. Yes, sometimes.
c. No.

7. a. At least once every 1/2 hour.
b. At least once every 4 hours.
c. At least once per day.

I
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SNM IDENTIFICATION / AUTHORIZATION PROCEDURES

.

EFFECTIVENESS TEST

FUNCTION

The function of SNM identification / authorization procedures will be to
prevent unauthorized removal of special nuclear materials (SNM) from the
licensee's control through deception.

CONDITIONS

Performance Conditions

1. .Will the person (s) having authority for scheduling and approving
removal of SNM from material access areas' (MAA) be clearly identi-
fled?.

2. Will delegations of removal authorization and scheduling be made in
writing?

3. Will~ current schedules be provided to appropriate security person-
nel for' authorized removal of SNM which clearly indicate (1) the
types and quantities of SNM to be removed, (2) the time of removal,
and (3) the person (s) authorized to remove the material?

4. Will containers and items containing SNM be clearly labeled as to
type and quantity, be uniquely identified, and be tamper-indicating
sealed?-

: 5. Will transfer documents authorizing material removal be prenum-
bered, controlled, and accounted for?'

6. Will removal procedures be established by physical security to
access the following information against the current authorized
schedule before permitting removal?

1.- The identity of person (s) removing the material,
2. The type and quantity of material as labeled,
3. .The time of removal.

7. By what means will the identity of person (s) removing SNM be veri-
fled?-

-

8. What will be the level of . performance for personnel identification?
,

(To aid performance estimation, refer to the questionnaire for the
particular method of identification.)

'9. Will the plant material control office be immediately notified of
material. removal?

1
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SNM IDENTIFICATION / AUTHORIZATION PROCEDURES

A_N. SWE RS.

CONDITIONS

Performance Conditions

1. a. Yes,

b. No.

2. a. Yes.
b. No.

3. a. Yes,

b. No.

4. a. Yes,

b. No.

5. a. Yes.
b. No.

6. a. Yes.
b. No.

7. a. By positive personnel identification,
b. By video comparator personnel identification.
c. By photo I.D. Badge.

8. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

9. a. Yes,

b. No.

|
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SNM LIOUID AND SOLID WASTE
HANDLING PROCEDURES

EFFECTIVENESS TEST

FUNCTION

The function of SNM liquid and solid waste handling procedures will be
to prevent significant quantities of special nuclear materials (SNM)
from being concealed within waste and subsequently removed from the
licensee's control.

CONDITIONS

Site Conditions

1. Will areas-used for preparing SNM waste for removal from a material
access area (MAA) be isolated from material processing and storage
areas and designated as a controlled access area?

Performance Conditions

2. At the point of collection, will SNM solid waste be segregated
according to the type of nondestructive assay (NDA) required and

,

packaged separately in tamper-indicating sealed containers?

3. .What considerations will be given to the choice of SNM solid waste
containers?

a

'4. When contamination and health hazards are of concern, will all
packages be heat-scaled in multiple transparent polyethylene bags
with each heat-sealed closure of the next-to-outermost bag covered

4

with a tamper-indicating seal?

5. LIf more than one seal will be used on a package, will the identi-
-fication number of each seal be recorded on all other seals on that
package?

6. What will be the level of performance for the type of seal em-
ployed? (To aid performance estimation, refer to the questionnaire
on tamper-indicating seals.)

7. What will be the level of surveillance performance during SNM waste
packaging? ('Do aid performance estimation, refer to the question-
naire on surveillance or multiman rule.)

8. Will each completed package be weighed individually and its weight'

recorded?

9. Will all SNM-contaminated liquid waste streams be monitored for
excessive quantities of SNM prior to reaching retention ponds,
holding tanks, etc.?

10. Before exiting an MAA, will all SNM waste containers be drum scan-
ned or subjected to some.other means of NDA by at least two indivi-
duals, working and recording as a team, who have no access to
material processing and storage areas?
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SNM LIQUID AND SOLID WASTE
HANDLING PROCEDURES

|

'll. At the time of NDA, will all tamper-indicating seals and recorded
package weight be verified?

12. What steps will be taken .if NDA indicates a ' quantity higher than
I

'

the established acceptable quantity of SNM within a waste package?

13. Immediately-before loading, will each shipping container be in-
spected for integrity and to ensure.that it is empty?

14. Will loading be conducted .lyr at least two persons verifying the
integrity of each waste-package and recording all information.for
each waste package (seal codes , gross weight, NDA values , etc'.) on
the shipping container manifest?

15. . _ Immediately af ter being filled, will the shipping container be
sealed with~ tamper-indicating seal (s) and its gross weight re-
corded?

,

|

16.
'

Upon removal from an MAA, will portal security check the following:
l. container integrity,
2. seal identification numbers,
3. manifest information,
4. verification of transfer authorization and schedule, and
5. identity of persons authorized to remove SNM waste?

17. Will the shipping container be quarantined and examined for diver-
| sion attempts if any of the checks in question 16 are questionable?

:

l

;

i

I

:
I

l

i

I

1
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SNM LIQUID AND SOLID WASTE
HANDLING PROCEDURES

ANSWERS

CONDITIONS

Site Conditions

1. a. Yes.
b. No.

Performance Conditions

2. a. Yes.
b. No.

3. a. 1. Containers of uniform size.
2. Container volume not more than 4 to 6 liters.
3. Container diameter less than 15 cm.
4. Container made of materials which provide little shielding

for radiation.
5. Container designed to clearly indicate tampering attempts

to bypass seals.
b. Only 2., 4., and 5. above.
c. Only 2. and 5. above.
d. Only 2. above.

4. a. Yes.
b. No.

5. a. Yes.
b. No.
c. Only one seal will be used.

6. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

7. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

8. a. Yes.
b. No.

9. a. Yes.
b. No.

10. a. Yes.
b. No.

11. a. Yes.
b. No.
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SNM LIQUID AND SOLID WASTE :
HANDLING PEOCEDURES j

12. a. 1. A careful examination of the package and its contents will
be made for indications of a diversion attempt, and

2. Any suspicions will be reported to NRC, and !

3. If no diversion is indicated, the material will be re-
claimed as scrap.

b. Obvious diversion attempts will be reported to NRC, otherwise
the material will be reclaimed as scrap.

c. The material will be reclaimed as scrap.

13. a. Yes.
b. No.

14. a. Yes.
b. No.

15. a. Yes.
b. No.

16. a. Yes.
b. No.

17. a. Yes.
b. No.

4

1
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-SNM SCRAP REMOVAL PROCEDURES

EFFECTIVENESS TEST

FUNCTION

The function of SNM. scrap removal. procedures will be to prevent signifi-
cant quantities of special nuclear materials (SNM) from being diverted
as scrap and subsequently removed from the licensee's control.

CONDITIONS*

_

f

I Site Conditions
1

I - 1. Will areas used for preparing SNM scrap for removal from a material
access area (MAA) be isolated from material processing and storage

J- areas and designated as a controlled access area?
,

:

I' Perform;oce Conditions

2. At the point of generation, will SNM-bearing scrap be segregated
into categories according to nondestructive assay (NDA) type and

i scrap recovery method and then packaged separately in tamper-
-indicating _ sealed primary containers?

3. What considerations will be given to the choice of SNM scrap pri-
mary containcrs?

!

4 '. When contamination and health hazards are of concern, will all

: _ packages be heat-sealed in multiple transparent polyethylene bags
with each heat-sealed closure of the next-to-outermost bag covered'

with a tamper-indicating seal?
4

5. Where multiple seals are used on a package, will the identification
number of each seal be recorded on all other seals on that package?

6.. What will be the level of performance for the type of tamper-indi-
cating seal employed? (To aid performance estimation, refer to the
questionnaire on tamper-indicating seals.)l'

7. Will each completed package be weighed and its weight recorded?

8. Will SNM scrap being prepared for shipment off-site be packed and
placed in tamper-indicating, sealed shipping containers while under
observation of at least two individuals who shall verify and cer-
tify the contents of each shipping container through witnessing of

~. gross weight measurements and nondestructive assay of each primary
container?

9. What will be the level of surveillance performance during the
preparation of SNM scrap for removal from.an MAA? ('Do aid perfor-
mance-estimation, refer to the' questionnaire on surveillance or~

,

- multiman rule.)
!

,

-
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SNM SCRAP REMOVAL PROCEDURES

10. Upon removal from an MAA, will portal security check the following:
1. Container integrity
2. Seal identification numbers
3. Shipping manifest information
4. Verification of transfer authorization and schedule
5. Identity of person (s) authorized to remove SNM. scrap?

11. :Will the shipping container be quarantined and examined for diver-
sion attempts if any of the checks in question 10 are questionable?

- .sw

|

|

f

!

!

!

|

|
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": SNM SCRAP REMOVAL PROCEDURES

ANSWERS

, CONDITIONS'

. Site Conditions

l., .

a.- Yes.
b. No.

Performance Conditions

~2. a. Yes,

b. No.
,

3. a. . 1. Uniformity of size, and
2. Volume not more than 4 to 6 liters, and*-

3. Diameter less than 15 cm, and
4. Made of materials which provide little shielding for radia-

tion,'and
5.' Designed to clearly indicate tampering attempts to bypass

seals.
b. Only 2., 4., and 5. above.<

c. Only 2. and 5. above.
d. Only 2. above.

4. a. -Yes.
.b. No.

' 5. .a. Yes.
b. No.
c. Multiple seals will not be used.

~

.

6. a. 0.8 to 1.0.
b. 0.6 to 0.8.<

c. 0.4 to 0.6.-
d. ~Less than 0.4.

-7. a. Yes.,

b. -No.

8. a. Yes.'
.b. -No.

9' a. 0.8 to 1.0. ;.,

b. 0.6.to 0.8.
c. 0.4 to 0.6.

~d. Less than 0.4.
.

J10. a. Yes.-
b. No.

,

'll. a. 'Yes.
b. No.

-

,

i:- ~
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SNM SHIPPING AND RECEIVING PROCEDURES

EFFECTIVENESS TEST

FUNCTION

- The function of SNM shipping and receiving procedures will be to permit
entry and removal of only authorized and confirmed quantities and forms
of'SNM from material access areas (MAA).

CONDITIONS

Site Conditions

l' . Will areas used for preparing strategic special nuclear materials
~

(SSNM) for shipment be separated from nrocessing and storage areas-

and designated as controlled access areas?

Performance Conditions

2. Will SSNM being prepared for shipment of f-site be packed and placed
in sealed' containers while under the observation of at least two
individuals who shall verify and certify the contents of each ship-
ping container through witnessing the gross weight measurements and
nondestructive assay?<

3. Will- the SSNM to be shipped or received be under continuous sur-
veillance during transfer between storage and the carrier?

4. What will be the level of surveillance performance? (To aid per-
formance estimation, refer to the questionnaire on type of surveil-
lance to be employed.)

5. Will Physical Security verify the authorization and scheduling of
the SSNM shipment or receipt with Material Control Management prior
to material transfer?

6. By what means will the carrier's identity be verified prior to
permitting him access to the protected area?

7. What. will be the performance level for the method used to identify
the carrier? (To aid performance estimation, refer to the particu-

;
~

lar questionnaire.)

8. At the time of material transfer, will the quantity and type of
material listed on each cor.tainer label be checked for agreement
with.the authorization for receipt or shipment, and will the seal
integrity be verified?

9.. What .will be the level of performance for the type of seals em-
ployed? (To aid performance estimation, refer to the questionnaire
on tamper-indicating seals.)

10. Will the person (s) responsible for physical protection and for
transfer of SSNM be clearly' identified?
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SNM SHIPPING AND RECEIVING PROCEDURES

I

11. Will there be a sufficient number of armed security personnel and
sufficient equipment at the transfer point to effectively implement
proposed contingency plans? l

12. How will the security personnel be assigned to the transfer point?

13. Will transfer of SSNM be acknowledged in writing by authorized
personnel?
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SNM SHIPPING AND RECEIVING PROCEDURES

ANSWERS

CONDITIONS

.

Site Conditions

1. a. Yes.
b. No.

Performance Conditions

I 2.- a. Yes.
b. No.

!-
' 3. a. Yes.

b. No.

i 4. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

4

- 5 .~ a. Yes.
b. No.

; 6. a. By positive personnel identification.
b. .By video comparator personnel identification.
c. By photo I.D. badge.

*
7. a. HD.8 to 1.0.

b. o0.6 to 0.8.<

c. 0.4 to 0.6.
d. Less than 0.4.4

;

8. a. Yes.
b. No.

i
9. a. 0.8 to 1.0.

! b. 0.6 to 0.8.
i c. 0.4 to 0.6.

d. Less than 0.4.

; 10 . - a. .Yes.
b. No.

11. a. Yes.
b. No.

.12 . a. They will be randomly. assigned shortly before the scheduled
transfer.

b. They will . be randomly assigned at the beginning of the work
shift.

c. The duty assignments'will be made on an availability basis.
'

d. The duty assignments will be made for long periods of time.
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SNM SHIPPING AND RECEIVING PROCEDURES

13. a. Yes.
b. No.

?

;

.
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TAMPER-INDICATING CIRCUITRY

EFFECTIVENESS TEST

FUNCTION

The function of the tamper-indicating circuitry will be to detect mal-
. functioning equipment or signal lines and' attempts to compr omise secu-
rity data validity.

CONDITIONS
,
,

. Site Conditions

1.- Will signal'11nes be located within a secured area?
-

2. What' type of line supervision will be used?
3

Performance Conditions
,

Installation

' 3. How will signal lines be installed?

Operation.

_

4. How frequently will line and security equipment integrity be
f' checked?

5. .Will all tamper-indicating circuits produce tamper alarms when in
either the access'or secure mode?

6. Will' tamper indicators be separated from regular alarms?

7. How often will operational tests be conducted on this. circuitry?
!

1

i

,

|
'

. y.

|*

|
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f
- TAMPER-INDICATING CIRCUITRY

|
,

|
| ANSWERS
i

CONDITIONS

l Site Conditions
i
|-
| 1. a. Yes.

.
.

l b. :No, but the type of supervision and the method of installation
; .used will take this into consideration.
| c. No.

2. a. Random encoding or authentication with changing random key.
b. Authentication without enanging random key or some other means '

of dynamic supervision.
! c. _ Static coding or modulation.
| d. ac or.dc.

I

j Performance Conditions
|

| Installation
l

3. a. In conduit buried in concrete.
b. In conduit buried in earth,
c. Buried in earth.
d. Exposed on buildings or poles.

.

Operation

.

4. a...More often than twice per second.
b. Once or twice per.second.
c. Once every'l to 5 seconds,
d.- Once.per minute.
e. Once per hour.

| f. Less than once per hour.

| S. a. Yes,

b. No.
|

| 6. a. Yes.
'

b. No.

7. a. More than once per day.
b.- Daily.
c. Weekly.
d. Monthly.
e. Less than once per month.
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TAMPER-INDICATING SEALS AND
~ TAMPER SEAL INSPECTIONS

EFFECTIVENESS TEST

FUNCTION-

The function of the seals and inspection procedure will be to ensure the
|- integrity of SNM and contaminated waste containers and vaults.

i- CONDITIONS

i 1. Will the tamper-indicating seal be an approved type , e.g . , pressure
sensitive, padlock,uor type E?

2. Will the containment -vessel be designed to preclude access unless
the seal (s)- or part(s) of the containment indicates tampering?

3. What control measures will be taken to maintain accountability of
tamper-indicating seals prior to and after use?

I
4. What provisions will be taken to prevent. unauthorized procurement

of duplicate seals?
s

5. Will all tamper-indicating seals be applied in the presence of at
least two individuals who have witnessed the gross weight measure-

;

ments and nondestructive assay and can certify the contents of each
SSNM container and-verify, through inspection, the integrity of the-

4

seals and associated seal record?
.
!

6. After drum scanning, will containers of contaminated waste be
tamper-sealed by at least two individuals, working and recording as,

a team, who do not have access to material processing and storage
.

areas?
4

7 .- How often will tamper-indicating seals be inspected?
.

8. What corrective steps will be taken if, during an inspection, a
seal is found to be damaged, broken, missing, improperly applied,
or to have a serial number discrepancy?

I 9. Within what time period will removed tamper-indicating seals be
. returned to the seal custodian for subsequent examination, if
required, and proper disposal?

!

l

4

M

e
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TAMPER-INDICATING SEALS AND
TAMPER SEAL INSPECTIONS

ANSWERS

CONDITIONS

1. a. Yes.
b. No.

2. a. Yes.
b. No.

3. a. A seal custodian will be designated by Material Control and
Accounting (MC&A) management to keep records of all tamper-
indicating seals received from the manufacturer, issued for
authorized use, and returned for disposal.

b. Each organization will maintain its own records for tamper-
indicating seals.

c. Individual users will " log in" the disposition of the seals
they use.

d. None.

4. a. Tooling or plates for seals will be kept in a secured location
at the facility, under control of the MC&A management, and will
be released only to the seal manufacturer to fill an order for
seals.

b. The seal manufacturer will verify authenticity of all orders
and provide internal controls to prevent unauthorized manufac-
ture of seals.

.c. None.

5. a. Yes, or this question does not apply,
b. No.

6. a. Yes, or this question does not apply,
b. No.

7. a. Every 4 hours or less.
b. Every 4 to 8 hours.
c. Every 8 to 24 hours.
d. Greater than every 24 hours.
c. Only during an audit if the containers are sealed and stored

within a sealed storage area.

8. a. 1. Constant visual surveillance will be maintained until the
container can be properly resealed.

2. Appropriate investigative action will be taken to determine
cause, and

3. The integrity of the contents will be verified prior to
resealing, and

4. A complete report will be made to the MC&A mananement.
b. Items 1, 2, and 3, above.
c. Items 2 and 3, above.
d. Item 3, above.
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TAMPER-INDICATING SEALS AND
TAMPER SEAL INSPECTIONS

9. a. Within 4 hours,
b. Within 4 to 8 hours.
c. Within 8 to 24 hours.
d. Greater than 24 hours.
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TEAM ZONING

EFFECTIVENESS TEST

FUNCTION

The function of team zoning will be to minimize collusion by establish-
ing work. rules so that the same pair of employees will be limited to
working together only in one zone or only on one type of safeguards
. system.

CONDITIONS

1. Will work rules be established to limit the work areas and/or
functional areas in which the same two men can work as a team?

2. Will individuals be permitted to rotate to duties involving other
teams?

3. Will other components designed to minimize collusion be used to
supplement team zoning?

4. How extensively will team zoning be used within the safeguards
system?
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TEAM ZONING,

ANSWERS

.

CONDITIONS

1. a. An individual who works as a member of a team in one area or
functional zone will not be permitted to work in other zones.

b. An individual will be permitted to work as a member of a_ team.

.in more than one zone if he works with a different team member.
c. The same team will be permitted to work in multiple zones, but

at no time will be permitted to have access to or exercise
control over the entire safeguards system.

,

; 2. a.- Rotation will not be permitted.
*

b. . Limited rotation will be permitted only if the same two. team
members do not have accesc to or exercise control over the

'

entire safeguards . system.
t

c. Rotation is permitted on a case-by-case basis.

3. a. Complementary components will be used in conjunction with team,

zoning to reinforce collusion protection procedures.,

; b. Portions of the safeguards system, where team zoning is not
'-

employed, will be provided with collusion protection by other
means.

4. a. The team zoning concept will be used throughout the safeguards
4 system.
I

b. The team zoning will be used where it may be easily applied.
c. Some other component will be used to minimize collusion.

4

e

,

M

1

-
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UNINTERRUPTIBLE POWER
SYSTEMS (UPS)

EFFECTIVENESS TEST

FUNCTION

The function of the UPS will be to provide sufficient continuous ac
power for physical protection systems used in detection, alarm trans-
mission, and assessment.

CONDITIONS

Site Conditions,

1. Will-the UPS be located within a protected area?

Environmental Conditions
J

2. Will there be environmental conditions which will be detrimental to
UPS operation?

,

-Performance Conditions

3. In the event of a commercial (or normal) power failure, will the
UPS carry the design load antil input power can be restored?

4. If the UPS cannot carry the load until normal power restoration,
how will the load be handled until power returns?

5. What critical operating conditions of the UPS will be monitored?

6. How often will the UPS be functionally tested by turning off the
breaker which feeds it?

7. Will preventive maintenance be performed on a schedule supported by
mean-time-between-failures (MTBF) data?

8. What ~will be the level of maintenance performance? (To aid perfor-
mance estimation, refer to the questionnaire on equipment checks /
maintenance.)

1

9. How soon will the UPS reverse transfer (bypass) for a UPS failure?
,

10. Will the speed of the UPS reverse transfer switch be compatible
with all the components that make up the design load?

11. Will adequate. backup be provided for those components that are
- adversely affected by a slow reverse transfer switch?

12. If routine maintenance-free batteries are used for energy storage,
how of ten will they be replaced?

4
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UNINTERRUPTIBLE POWER
SYSTEMS (UPS)

Vulnerabilities

f 13. What security will be provided for the UPS?

14. If tamper protection will be employed, what will be the level of
the tamper-indicating circuitry? (To aid performance estimation,
refer to the questionnaire on tamper-indicating circuitry.)

!
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UNINTERRUPTIBLE POWER
SYSTEMS (UPS)

ANSWERS

CONDITIONS

Site Conditions

1. a. Yes,

b. No.

. Environmental Conditions

2. a. No,'the environment will be controlled.>

b.- Yes, there will be temperature extremes; the environment will
be partly controlled.

c. Yes, there will be temperature extremes, air contamination,
dust, moisture, etc.; the environment will not be controlled.

Performance Conditions-

3. a. Yes. j

b. No.

4. a.. By emergency generator with automatic transfer switch, or the
UPS can carry the load until normal-power restoration.

b. By_ emergency generator with manual transfer switch,
c. By other alternate.ac power.

,

5. a. Inverter overloaded, reverse transfer, ac input, and low bat-
tery or energy storage.

b. Reverse transfer, ac input, and low battery or-energy storage.
;

c. Reverse transfer and ac input. ;

d.. None.

6.- a. Approximately once per week.
~b. Approximately once per month.
c. .Approximately once every 6 months.
d. -Approximately once per year.

7. a. Yes.
; b.--No..

-

' .8. .a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to.0.6.
d. Less than 0.4.

9. .a. Less ' than 0.002 second switching (static bypass switch) . |

.b.- Less than 0.020 second switchin,g (relay bypass switch). |
'

i c. Less .than 1 hour.
d. No transfer.

. .

- 10 . . a. Yes, or no transfer.
b. -No.
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UNINTERRUPTIBLE POWER
SYSTEMS (UPS)

11. a. Yes.
b. No.

12. a. Every 2 years.
b. Every 3 years.
c. Every 4 years.
d. Replaced upon failure.

Vulnerabilities

13. a. Security patrols, locked buildings or cabinets, space and
tamper alarms.

b. Security patrols, space and tamper alarms.
c. Security patrols and tamper alarms,
d. Tamper alarms.
e. None.

14. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Le ss than 0.4, or tamper protection will not be employed.

.

e
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VAULTS

EFFECTIVENESS TEST

FUNCTION

The function of the vault will be to protect SNM during periods when it
is not being processed , prepared for processing, or packaged for ship-
ment, thus providing delay to aid detection, assessment, and response.

CONDITIONS

Performance Conditions

1. If the vault is used to store strategic special nuclear materials
(SSNM) other than alloys, fuel elements, or fuel assemblies, and if
the material can be used directly in the manufacture of a nuclear
explosive device, will the SSNM always be stored in the vault when
not undergoing processing?

2. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the weakest element of the vault (e .g . ,
floor, door, etc.)? (See Barrier Technology Handbook and other
references.)

Vulnerabilities

3. Will the vault contain features, such as air or utility passages,
which might compromise the penetration resistance of the vault?

.

i

|

|
|

|
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VAULTS

ANSWERS

CONDITIONS

Performance Conditions

1. a. Yes, always, or the vault is not used for this purpose.
b. No, but very infrequently.
c. No, on a fairly frequent basis.

2. .

Vulnerabilities

3. a. No.
b. Yes.

.
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VEHICLE SEARCH--
VISUAL INSPECTION

EFFECTIVENESS TEST

FUNCTION

The function of the visual inspection search will be to detect contra-
band introduced in vehicles at a PA entry point.

CONDITIONS

Site Conditions

1. Will the vehicle driver and passengers be isolated in a separate
area while the vehicle search is implemented?

2. What means will be used to search and identify the driver and pas-
sengers?

3. Will cargo being carried with the vehicle be opened and contents
examined for contraband?

4. Will vehicle inspectors be trained in what to look for on a vehicle
search, particularly as regards explosive devices?

5. Will the vehicle be driven on a ramp or similar structure so that
undercarriage, wheel wells, etc., can be searched effectively?

6. Will lifts, ladders, etc., be available to facilitate inspection of
larger vehicles?

7. If a team of inspectors is to be used, will responsibilities be
clearly defined so that all areas of the vehicle are thoroughly
searched?

8. If a vehicle is of the type which cannot be adequately searched,
will it be placed under security escort while in the protected
area?

Performance Conditions

9. Will upholstery be examined for alteration or repair that might
indicate explosives or weapons concealment?

10. Will all areas in glove compartments, under the dash, under seats,
and behind seats be examined?

11. Will door panels be examined for evidence of tampering?

12. When the undercarriage is examined, will areas not in direct view
be inspected?

13. Will the hood area be examined?

14. Will air intake covers and other similarly usable concealment areas
be examined?
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VEllICLE SEARCil--
VISUAL INSPECTION

15. If the vehicle has a trunk, will it be opened and searched?

16. Will trunk contents be individually opened and searched?

17. Will the gas tank cap be removed and the gas inlet tube examined?
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VEHICLE SEARCH--
VISUAL INSPECTION

ANSWERS

CONDITIONS

Site Conditions

1. a. Yes.
b. No.

If the driver or passengers are authorized entry into the2. a.
protected area, they will utilize the same entry facilities as
other personnel,

b. Alternate search and identification methods will be used which
are somewhat less effective than those implemented on other
personnel.
Photo identification will be used but no contraband search willc.
be made.

Vehicles with cargo will leave their loads at a loading dock or3. a.
similar facility for examination and will not enter the pro-
tected area perimeter.

b. All cargo will not be examined in every case, but when cargo is
not examined, a security escort will be assigned to the
vehicle.
Cargo on vehicles will not be examined on entry into the pro-c.
tected area.

Inspectors will be required to attend a training course on the4. a.
subject.

b. Inspectors will be required to view a filmed documentary on the
subject.

c. Written material will be provided to inspectors.
d. No training will be provided.

5. a. Yes.
b. No.

6. a. Yes.
b. No.
c. A team of inspectors will not be used.

7. a. Yes.
b. No.

8. a. Yes.
b. No.

Performance Conditions

9. a. Yes,

b. No.

10 .- a. Yes.
b. No.
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VEHICLE SEARCH--
VISUAL INSPECTION

11. a. Yes,

b. No.

12. a. Yes, mirrors will be used when applicable; if not, areas will
be searched by feel.

b. Yes, areas will be searched by feel.
c. No, such areas are not examined.

13. a. Yes.
b. No.

14. a. Yes,
b. No.

15. a. Yes,
b. No.

16. a. Yes.
b. No.

17. a. Yes.,

'

b. No.

i
l

{

l

l .

|
t

l

|
i

,

1

:
l

i

i

|

|
|

I
i
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f

I

|
|
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VIBRATION SENSORS

EFFECTIVENESS TEST

FUNCTION

The function of the vibration sensor will be to detect penetration
attempts through the walls, floors, ceilings, and other non-portal
entries into a room or building.

CONDITIONS

Environmental Conditions

1. If environmental conditions which could produce vibrations, e.g.,
high winds, thunderstorms, etc., are expected to occur at least 5
percent of the time, what provisions will be made to reduce the
false alarm rate under these conditions?

2. If manmade conditions which could produce vibrations, e.g., moving
machinery, heating / air cooling noise, etc., are expected to occur,
what provisions will be made to reduce the false alarm rate due to
these conditions?

Performance Conditions

Installation

3. What method will be used to install the sensor?

4. Will the sensor be mounted with its axis of maximum sensitivity
perpendicular to the acoustical waves which may be generated by the
penetration attempt?

5. In what manner will the sensor cable be at : ached to the structure,
e.g., wall?

Maintenance

6. How will maintenance be perfcrmed to ensure that the system per-
forms as originally intended?

7. What will be the level of maintenance performance? (To aid per-
formance estimation, refer to the equipment checks / maintenance
questionnaire.)

Reliability

8. If the sensor has a self-test capability, what will be the test
frequency?

9. How often will the sensor system be subjected to a full operational
~

test?
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VfBRATIOt1 SENSORS

10. What will be the level of emergency power system (EP3) performance?
('Lo aid performance estimation, refer to the specific EPS question-
naire.)

Vulnerabilities

11. Will the installation of the sensor system make access to it by an
adversary difficult?

12. If tamper protection will be employed, what will be the performance
level of the tamper-indicating circuitry? (To aid performance
estimation, refer to the tamper-indicating circuitry question-
naire.)

1

:

.

l

!

:
,

I

|
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VIBRATION SENSORS
.

ANSWERS

CONDITIONS

Environmental Conditions

1. a. Environmental conditions which could produce vibrations are
expected to occur infrequently, or another type of sensor will
be used to detect pen.etration attempts when these conditions

. are present.
'

I b. Sensor sensitivity will be reduced.
No provisions will be made to reduce the false alarm rate.c.

Manmade conditions which could produce vibrations are expected2. a.
to occur infrequently, or the structure, e.g., wall, will be
constructed of rigid materials to minimize vibration in the
structure due to these conditions.

b. Sensor sensitivity will be reduced.
No provisions will be made to reduce the false alarm rate.c.

Performance Conditions

Installation

3. a.- The sensor will be installed directly inside the structure.
b. The sensor will be installed on the structure with some type of

adhesive.
c. The sensor will be installed on the structure with some type of

mounting brackets.

4. a. Yes.
b. No.

5. a. The sensor cable will be attached in conduit imbedded in the.

structure.
b. The sensor cable will be imbedded in the structure without

conduit.
c. The sensor cable will be attached in conduit to the structure.
d. The sensor cable will be attached to the structure with some

type of staple or adhesive.

Maintenance;

6. a. Maintenance will be performed on a routine preventive basis
which will usually be less than the mean-time-between-failures
(MTBF) of the model,

b. Maintenance will be performed only when a failure occurs;
standby replacement equipment will be immediately installed by
on-site personnel .

c. Maintenance will be performed only when a failure occurs; the
equipment will be removed and replaced as soon as off-site
repairs are made.
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VIBRATION SENSORS !

l
I

7. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.

i

d. Less than 0.4.

Reliability

8. a. At less than 30-second intervals,
b. At 30- to 60-second intervals.
c. At l- to S-minute intervals.
d. Sensor will not have self-test capability.

9. a. With initial installation and thereafter daily.
b. With initial installation and thereafter at the beginning and

end of any period of use or every 7 days, whichever is shorter.
c. With initial installation and thereafter monthly.

10. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Vulnerabilities

11. a. Yes, the entire sensor system will be enclosed in conduit
inside the wall, floor, and/or ceiling.

b. Yes, the sensor system will be enclosed in conduit.
c. No, the sensor system will be open to an adversary should he

gain entry to the room or building.

12. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Lens than 0.4, or tamper protection will not be employed.

I

!

|
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WALLS

EFFECTIVENESS TEST

FUNCTION

The function of the wall will be to provide delay to aid detection,
delay, and response at MAAs or VAs.

CONDITIONS

Performance Conditions

1. Considering all feasible adversary tools, what will be the lowest
mean penetration time for the wall? (See Barrier Technology Hand-
book and other references.)

Vulnerabilities

2. Will the wall contain features which might compromise its penetra-
tion resistance?
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WALLS

ANSWERS

CONDITIONS
,

l

!

!
| Performance Conditionc
!
'

l. .

|

| Vulnerabilities
|
,

j 2. a. No.
'

b. Yes.
i

i

!
!

I

l

i

{
<

!
|

I
\
I

!

j

!
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WEAPONS (HANDGUNS, SHOTGUMS,
SEMIAUTOMATICS)

EFFECTIVENESS TEST

FUNCTION

The function of the weapons is to provide a means of protecting and de-
fending a facility and/or members of the guard force against adversary
attack.

CONDITIONS

Performance Conditions

Operation

1. Will the weapons provided for use be in accordance with 10 CFR 73,
Appendix B, Section V?

2. Will the weapons be readily available to guard force personnel?

3. Will the appropriate types and quanticies of ammunition be avail-
able to support the weapons to be utilized at the facility?

4. Will personnel who might require the use of firearms in the execu-
tion of their assigned duties be qualified and requalified in
accordance with 10 CFR 73, Appendix B, Section IV?

Maintenance

5. How often will preventive maintenance be performed?

6. Who will be responsible for performing preventive maintenance on
the weapons?

Reliability

7. What will be the testing procedure for the weapons?

vulnerabilities

8. Will storage areas for weapons and ammunition be located in several
different locations in the facility?

9. Will weapons and ammunition be adequately protected against unau-
thorized removal from designated storage areas?
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WEAPONS (HANDGUNS, SHOTGUNS,
SEMIAUTOMATICS) I

/

ANSWERS

CONDITIONS

Performance Conditions

Operation

1. a. Yes.
b. No, but documentation supporting exceptions to the requirements

of 10 CFR 73, Appendix B, Section V, will be provided.
c. No.

2. a. Guard force personnel will carry a handgun at all times. Other
weapons and ammunition will be kept in different storage areas
conveniently located near alarm stations and guard patrol
points.

b. Guard force personnel will c;-vry a handgun at all times. Other
weapons and ammunition will be kept in a centrally located
storage area.

; c. All weapons will be kept in a designated storage area.
,

3. a. Yes.
| b. Yes, ammunition will be available but not readily accessible.
! c. No.

4. a. Yes.
b. No, but documentation supporting any exception to the require-,

[ ments will be provided.
c. No.

Maintenance

5. a. Preventive maintenance will be performed on a routine basis.
b. Preventive maintenance will b? performed whenever guards are

retrained and requalified,
l

Maintenance will be performed only when the weapon fails duringc.

| a drill or during training.
i

1

6. a. . The guard to whom the handgun is issued will be responsible for
| preventive maintenance. All other weapons will be the respon-

,

! sibility of the person assigned to this task. - l

b. Preventive maintenance of all weapons will be the responsibil-
ity of the person assigned to this task.

c. This responsibility will not be assigned to anyone.

Reliability
i

| 7. a. All weapons will be tested on a routine basis.
b. The weapons will be tested only when they are used for retrain-

ing and requalification.

3-344

--



WEAPONS (HANDGUNS , S!!OTGUNS ,
SEMIAUTOMATICS)

Valnerabilities

8. a. There will be several storage areas located at different loca-
tions in the facility.

b. There will be several storage areas all located in one area.
c. There will be one storage area in the facility.

9. a. Storage area (s) will be manned and will also be protected by
the detection system.

b. Storage area (s) will be protected by the detection system.
c. The general area around the storage area (s) will be protected

by the detection system.
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WEAPONS DETECTOR--HAMD-HELD,
PACKAGE SEARCH

EFFECTIVENESS TEST
f

FUNCTION

The. function of the search will be to detect weapons being introduced in
packages through the PA, MAA, or VA entry point.

t CONDITIONS

} Performance Conditions

i Operation
,

1. In essence, will the detector be used as an aid in a visual package
search procedure?

2. . Will all packages be searched on every entrance or exit?

3. Will larger packages, whose interiors are not within the range of
the detector, be opened for examination?

4. Will required package throughput force the speed of search proce-
dures to increase?-,

5. What procedure will be used when an alarm occurs?
.

6. Will the detector be calibrated to detect a minimum of 200 grams of
j non-ferrous metal located anywhere on an individual with 90 percent
I confidence and a false alarm rate not exceeding 1 percent?
1

7. For packages which can be searched without opening, will the detec-
tor sensor element be passed over all package surfaces?

8. Will contents-of large packages be opened, and disassembled if
. .

necessary, so that metal detector or visual examination can be used
'- to detect contraband?

9. Will packing-material be examined for contraband?''

\

10. 'Will the detector be balanced prior to each search?

11.- How frequently will detector -operation be checked using a test
sample?

j .-

Maintenance;

12. If the detector power source is rechargeable, will a regular charg-
ing cycle be followed?

13. What will be the -level of check and maintenance performance? ('Do
aid performance estimation, refer to the questionnaire on equipment
checks / maintenance.)

14. Will an operational spare.be available in case of detector failure?
.
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WEAPONS DETECTOR--HAND-HELD,
PACKAGE SEARCH

ANSWERS

CONDITIONS

Performance Conditions

Operation

1. a. Yes.
b. No.

2. a. Yes.
b. Search will be on a random basis; more than 50 percent of

packages will be searched.
c. Search will be on a random basis; between 10 percent and 50

percent of packages will be searched.
d. Search will be occasional and random; less than 10 percent of

packages will be searched.

3. a. Yes.
b. Sometimes, depending on the package,
c. No.

4. a. No.
b. Yes.

5. a. Package will be opened and visual examination will be used to
verify the nature of the alarm.

b. Suspect packages will be examined by X-ray.

6. a. Yes.
b. No.

7. a. Yes,

b. No.

8. a. Yes.
b. No. )

l

9. a. Yes.
b. No.

10. a. Yes.
b. No.

11. a. At.leEJt twice each day.
b. Da ily .
c. Once each week.

Maintenance

Yes, or the power source will not be rech'argeable and a regular'12 . a.
replacement schedule will be followed.

.



WEAPONS DETECTOR--HAl?D-HELD,
PACKAGE SEARCH

b. No.
c. The power source will not be rechargeable.

13. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

14. a. Yes.
b. No.

i

-
.

.
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WEAPONS DETECTOR--HAND-HELD,
PERSONNEL SEARCH

EFFECTIVENESS TEST

FUNCTION

The function of the search will be to detect weapons being introduced by
personnel.at PA, MAA or VA entry points.

*

CONDITIONS
.

Performance Conditions

Operation'

~

1. Will all personnel be searched on every entrance and exit?

2. Will.long lines forca security to hurry their search?
,

3. Will personnel be free of all metallic objects normally carried in
pockets (keys, coins, pocket knives, etc.)?

4. Will personnel who pass through the detector be free of metal con-
tained in clothing (belt buckles, steel-toed shoes, etc.)?

5. What procedures will be used to verify whether or not an alarm is
false?

'6. .Will the equipment be calibrated to detect a minimum of 200 grams
of non-ferrous metal located anywhere on an individual with 90 per-
cent confidence and a false-alarm rate not exceeding 1 percent?

7. Will the equipment be capable of discriminating between typical
firearm and non-firearm masses of metal?

8. Will personnel be asked to remove hats, open coats, etc., for
inspections?

9. Will the-detector sensing element be passed between the arm and
body on each side?

-10. Will the detector sensing element be passed over all areas of the
back?

11. Will the detector sensing element be passed along both sides of the
leg?

12. Will-the detector sensing element be passed over the. shoe area?

13. Will the detector sensing element be passed over all pocket areas?

'

14. Will all hand-carried items be examined?

15. Will the detector be. balanced prior to each search?

~ 16 . How frequently willia test sample be used to verify correct detec-
tor operation?

$
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CEAPONS DETECTOR--HAND-HELD, 1

PERSONNEL SEARCH !

Maintenance

17. If the detector power source is rechargeable, aill a regular charg-
ing cycle be followed?

18. What will be the level of check and maintenance performance? (To
aid performance estimation, refer to the questionnaire on equipment
checks / maintenance.)

19. Will an operational spare be available in case of detector failure?

i

,

I

i

,

|
.

1

|

|
I

1
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WEAPONS DETECTOR--HAND-HELD,
PERSONNEL SEARCH

ANSWERS

CONDITIONS

a rf ormance ' ,ond itions -

Operation-

1. a. Yes.
b. Search will be on~a random basis; more than 50 percent of all

personnel will be searched,
c. Search will be on a random basis; between 10 percent and 50

percent of all personnel will be searched.
d. Search will be occasional and random; less than 10 percent of

personnel will be searched.-

2. a. No.'

j b. Yes.

,

3. a. Yes, lockers will be provided for storage of personal articles
outside the area.'~

b. Generally yes, personnel will be urged to leave such articles
.outside.

c. No control will be exercised.
:

4. a. Yes, standard work clothes, free of metal, will be provided for
employees.

b. Yes, personnel will be required to obtain work clothes which
will not alarm the detector.

c. No control will be exercised.

5. a. Personnel will be requested to remove the suspect article or+

articles for visual examination and a second metal detector
search of the person will be made.

b. Personnel will be requested to remove the suspect article or
articles forLvisual examination.

6. a. Yes.
.b. No.

I 7. a. Yes.
b. No.

~8. a. Hats and coats will not be. allowed in the area.
b. Lyes.

c. No.

.9. .a. Yes.
=b. No.

10. a. Yes.
.b. No.

11. a. Yes.
b. No .-
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WEAPONS DETECTOR--HAND-HELD,
9ERSONNEL SEARCH

12. a. Yes.
b. No.

13. a. Yes.
b. No.

14. a. Yes, both visually and using the detector.
b. Yes, visual inspection.
c. No examination will be made.

15. a. The detector will automatically zero.
b. Yes.
c. The detector is balanced occasionally.

16. a. At least twice each day.
b. Daily.
c. Orce each week.

Maintenance

17. a. Yes, or the power source will not be rechargeable and a regular
charging cycle will be followed.

b. No.
c. The power source will not be rechargeable.

18. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

19. a. Yes.
b. No.

|

|
|
;

I
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WEAPONS DETECTOR--VOLUME

EFFECTIVENESS TEST

FUNCTION

The function of the weaprns detector will be to detect weapons being
introduced at PA, MAA, or VA entry points.

CONDITIONS

Site' Conditions

1. Will the detector be mounted in a booth or similar structure which
will confine personnel during the weapons search?

2. If an alarm occurs, will it be possible to reset the detector for a
second scan without requiring personnel to exit and reenter?

3. If an alarm cannot be resolved by CCTV, audio assessment, or detec-
tor reset, what alternate method will be used?

Environmental Conditions

4. Will the temperature within the booth be controlled?

Performance Conditions

Installation

5. Will an X-ray package search system be located near the weapons
detector?

6. Will air conditioners or similar units with switches be located in
the vicinity of the detector?

7. What type of lighting will be used within the booth?

8. If a weight scale is used, will the scale platform be nonmetallic?

9. If booth entrance and exit doors are metallic, will they be se-
curely positioned during the detector scan to prevent false alarms?

10. Will moving metal parts from other entry control elements within
the booth, e.g., an explosives detector, cause the metal detector
to false alarm?

11. Will other electronic equipment within the booth produce electro-
magnetic fields which might cause the metal detector to alarm?

12. If multiple booths are used to increase throughput, will operation
of the detector in one booth cause an alarm in another?

3-355



WEAPONS DETECTOR--VOLUME

Operation

13. Will personnel be urged not to carry or wear metallic articles that
may cause a detector to alarm?

14. Will keyed RF transmission by guard communication devices cause
detector alarms?

15. Will the false alarm rate of the detector due to power-line tran-
sients be significant?

16. How uniform will detector sensitivity be over the booth volume?

17. Will only one person at a time be screened?

Maintenance

18. Will it be possible to remotely self-test the detector?

19. How often will the functional check be made?

20. If fluorescent lighting is used, will flickering fluorescent tubes
be promptly replaced?

21. What will be the level of maintenance performance? (To aid per-
formance estimation, refer to the questionnaire on equipment check /
maintenance.)

22. What means of detection will be available should the detector fail?

Vulnerabilities

23. Will the detector scan be implemented only after both doors are
closed?

24. Will the detector's volume of coverage overlap all booth volumes?
25. Will planes or contours of no sensitivity exist within the detec- I

tor's volume of coverage?

1

I
i
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WEAPONS DETECTOR--VOLUME

ANSWERS

CONDITIONS

Site Conditions

1. a. Yes,

b. No.

2. a. Yes.
b. No.

3. a. Personnel will be requested to proceed to a bypass portal where
they will be manually screened with a hand-held detector,

b. Using a hand-held detector, a guard will implement a search
after the individual has been admitted into the secured area.

Environmental Conditions

4. a. Yes,

b. No.

Performance Conditions

Installation

5. a. The detector will be located more than 2 meters from any X-ray
conveyor.

b. The detector will be located 1 to 2 meters from an X-ray sys-
tem, but sufficient shielding will be used.

6. a. No, such units will be at least 5 meter: Jrom the detector.
b. Such units will be within 5 meters of the detector, but as much

shielding as necessary will be used.

7. a. Incandescent.
b. Fluorescent with remote ballast.
c. Fluorescent.

8. a. Yes, or a weight scale will not be used.
b. No.

9. a. Yes, or this question will not apply,
b. No.

10. a. No.
b. Ye., but shielding will be used to eliminate those alarms.
c.. Yes, equipment sensitivity will be reduced to eliminate those

alarms.

11. a. No.
b. Yes, but shielding or filtering will be used to eliminate those

alarms.
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WEAPONS DETECTOR--VOLUME

I
,

c. .Yes, equipment-sensitivity will be reduced to eliminate those'

,

alarms.

'12. a. No, or multiple booths will-not'be used.
b. Yes.

Operation

13. a. Personnel will be required to be free of all metallic articles.
b.- Yes, personnel will be; requested not to carry articles which

continuously cause alarms.
c.- No, personnel will be expected to adapt naturally.

14. a '. Keyed RF transmission devices will not be used.<

"

b.. These devices will be used, but modulated RF at the frequency
being used will not alarm the . detector,

c. . Yes, but these devices will be limited to areas where use will
not cause ' the detector to alarm.

15. a. No, the detector will be powered from a line that should not be
subject to transients.

b. No,. isolation transformers will be used to eliminate tran-
sients.

c. No protection will be provided.

16. a.- Maximum variation 2 to 1.
'

b. -Maximum variation 4 to 1.
c. Maximum variation 6 to 1 or greater.

17. a. Yes.
b. No.

' Maintenance

18. a. Yes.
b. No, but a minimum test weapon will be used to verify operation.

*

c. No . .

19. a. Once' per day,
b. Every other day.
c. Once per week.

20. a. Yes, or fluorescent lighting will not be used.
b. No.

i

:21. a. _0.8:to 1.0.-
3

b. 0.6 to 0.8.
. c. :0.4 to 0.6.

d.. Less than 0.4.
,

22.- a.. An operational spare will be available, or the detector will be
.one of several in use.

b. A-hand-held detector will be used.
c. _ A ,pa t-down search will be performed .
d. None.

~ ' -3-358
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WEAPONS DETECTOR--VOLUME

Vulnerabilities

23. a. Yes,

b. No.

24. a. Yes.
b. No, but CCTV or direct surveillance and knowing the location of

the volumes not covered will enable security to easily detect
an attempt to exploit this vulnerability,

c. No.

25. a. Yes,

b. No.
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WEAPONS DETECTOR--WALKTHROUGH-

EFFECTIVENESS TEST-

FUNCTION

The functionLof.the weapons detector will be-to detect weapons being
introduced by personnel at a PA, MAA, or VA entry point.

CONDITIONS
<

!

Environmental ~ Conditions

1. Will the detector be located in a controlled environment?

-2. - Will the detector be shielded from continuous direct sunlight?

I Performance Conditions

Installation

3. Will the_ detector be located near an X-ray conveyor?

] 4. Will the detector be 1ccated near metal doors or metal cabinets?

i 5. Will the detector be located near large air conditioners or similar
units which are switched on and off?

6. Will~the detector be located in the vicinity of fluorescent light
,

fixtures?

7. Will the detector be mounted in a doorway or similar opening for
entrance or exit, and will the detector be mounted so that material
cannot be passed around it?

) Operation
J

8. Will the equipment be calibrated to detect a minimum of 200 grams
of non-ferrous metal located anywhere on an individual with 90 per-
cent confidence and false alarm rate not exceeding 1 percent?

9. -Will hand-carried articles be separated from personnel for indepen-
dent examination?

10. What method.will be used to search personnel who alarm the detec-
' tor?

ll...Will personnel be forced to pass through the detector one at a time
-so that there-is no confusion as to the cause-of an alarm?

12. .Will personnel be forced to pass through the detector at a normal
: pace?

13._ Will. personnel be urged not to carry or wear articles that fre-

;- _ quently cause a detector alarm?

f 3-361
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WEAPONS DETECTOR--WALKTHROUGH

14. Will personnel passing through the detector be under security force
observation?

15. If multiple units are used for throughput, will operation of one
unit cause an alarm in another?

16. Will keyed RF transmission by guard communication devices cause
detector alarms?

17. Will tne false alarm rate due to power-line transients be signifi-
cant?

18. When a detector malfunctions, what alternate method will be used?

Maintenance

19. How often will the metal detector be tested for sensitivity drift
or total detector failure?

20. Will a minimum test weapon be used to verify that sensitivity is
properly adjusted?

21. What means of detection will be available should the detector fail?

22. What will be the level of maintenance performance? (To aid per-
formance estimation, refer to the equipment checks / maintenance
questionnaire.)

Vulnetabilities

23. Will it be possible to pass a weapon through the detcctor at speed?

24. Will the detector have null areas through which weapons can be
passed without detection?

25. Will the detector be desensitized at the floor to allow passage of
steel-toed safety shoes?

26. If the detector is desensitized at the floor, will it be possible
to pass a weapon through the detector at the floor without detec-
tion?

27. Will security personnel monitoring personnel passing through the
detector be distracted from this task occasionally?

28. If so, will personnel using the detector be able to ascertain that
monitoring of personnel traffic has been interrupted?

29. Will security personnel be given instruction on how to look for
personnel exploiting detector vulnerabilities?
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WEAPONS DETECTOR--WALKTHROUGH

i:

ANSWERS

CONDITIONS

Envikonmental Conditions

1. - a. Yes.
b. The detector will be protected from rain and wind, but the

temperature _will not be controlled.
c. No environmental control will be used.

2. a. Yes.
b. No.

.

Performance Conditions

Installation

3. a. The detector will be located more than 2 meters from any X-ray
4

conveyor.-
b. The detector will be located between 1 and 2 meters froa an

X-ray conveyor but metal detector shields will be used.
An X-ray conveyor will be within 2 meters of the metal detec-c.
tor.

L 4. a. The detector will not be located within 3 meters of metal doors
and cabinets.,

b.- Metal doors and cabinets will be located betk:..n 2 and 3 meters
from the detector,.but these metal items are relatively small.

1

c. The detector will be located near metal doors and cabinets, but
i these are opened and closed only occasionally.
,

5. a. No, such units will be at least 5 meters from the detector.
b. Such units will be within 5 meters of the detector, but as much

shielding as is necessary will be used.
'

c. Such units will be within 5 meters of the detector.

6. a. Incandescent light fixtures will be used near the detector.
3'

b. Fluorescent fixtures will be used, but ballast for these will
not be located within 1 meter of the detector,

c. Fluorescent fixtures will be located within 1 meter of the
'

detector.

7. a. Yes,.or-the~ portal will be manned.
b. Personnel will be forced to pass through the detector, but it

will be possible to pass material around the detector unob-
served.

c. No, but surveillance will be depended upon for_this function.

' Operation.

8. a.- Yes.
.. b. No.
f
:

|
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WEAPONS DETECTOR--WALKTHROUGH

9. a. Yes, X-ray examination or a hand-held detector will be used.
b. Yes, visual inspection will be used.;

' c. No, personnel will be expected not to carry articles which will
alarm the detector.

10. a. Personnel will be searched using a hand-held metal detector.

| b. Personnel will be requested to remove all metal articles and
will pass through the detector a second time.

c. Personnel will be searched using a pat-down procedure.

11. a. 1. Yes, guard supervision will be used for this function, and
2. Signal lights will alert personnel as to when to enter the

walkthrough.
b. Only 1. above.
c. No.

12. a. Yes, guard supervision will be used,
b. No control will be exercised.

13. a. Yes, after search has revealed the cause of an alarm, a request
will be made that the item not be carried anymore,

b. No, personnel will be expected to adapt naturally.

14. a. Yes.
b. No.

15. a. No, or multiple units will not be used,
b. Yes.

.16. a. No.
b. Yes, but the problem will not occur as the frequency used for

| communication will not affect the detector.
.c. Yes, all such communication devices will be prohibited from the

area.

!

17. a. No.
b. Yes.

18. a. Multiple detectors will be used for throughput; failure of a
| single detector will only cause slower processing.

b. Search with a hand-held metal detector will be used.
| c. Pa t-down search will be used.

,

l

Maintenance
,

19. a. Once a day,
b. -Every other day.
c. Once a week.

20. a. Yes,

b. No.

21. a. An operational spare will be available, or the detector will be
one of several in use.

b. A hand-held detector will be used.
c. A pat-down search will be performed,
d. None.
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WEAPONS DETECTOR--WALKTHROUGH

22. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

Vulnerabilities

23. a. No.
b. Yes, but personnel will be under constant observation.
c. Yes.

24. a. No.
b. Yes , but null area will be extremely difficult to locate.
c. Yes, it will be relatively easy to pass a weapon through the

detector in at least one area.

25. a. No.
b. Yes.

26. a. No, or the detecto" will not be desensitized at the floor.
b. Yes.

27. a. No.
b. Yes.

28. a. Yes.
b. No.

29. a. Yes,

b. No.
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. WINDOWS AND
- ASSOCIATED HARDWARE

.

EFFECTIVENESS' TEST

T

FUNCTION'
.

The function of the window will be to provide delay to aid detection,
; . assessment, and response at MAAs and VAs.

CONDITIONS

Performance Conditions
- If the window is operable, will the locking hardware be located to
| 1.

prevent operation from outside the window?

E 2.. Will the window-frame be anchored to the wall'in a manner that will
provide penetration resistance equal to that of the wall or door?

3. If protective grills are installed in front of the window, what
type will they.be?

; 4. Considering all feasible adversary tools, what will be - the lowest
' mean penetration time for-the weakest element of the window and

protective system? (See Darrier Technology Handbook and other
reference 3.)+

.

k

,

!

J

l

4

4

' 5
s
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WIMDOWS AMD
ASSOCIATED HARDWARE

ANSWERS

CONDITIONS

Performance Conditions

1. a. Yes, or the window will not be operable.
b. No.

2. a. Yes.
b. No.

3. a. Solid steel shutters.
b. 3/4-inch minimum-diameter bars at 6-inch or less centers.
c. Less than 3/4-inch-diameter bars.
d. Expanded metal.
e. Protective grills will not be installed.

4. .
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X-RAY PACKAGE / CONTAINER SEARCH

EFFECTIVENESS TEST

FUNCTION

The function of the search will be to detect special nuclear materials
(SNM), explosives, or weapons being introduced in packages or emergency
equipment at the PA, MAA, or VA, or to detect SNM removal at the MAA.

CONDITIONS

Performance Conditions

Operation

1. Will all packages be searched during every entrance or exit?

2. Will the X-ray search system be compatible with maximum package
dimensions encountered?

3. Will the X-ra) search system package throughput be adequate?

4. Will package throughput timing occasionally be rushed to expedite
search procedures?

5. If the system will be used for weapon and bomb search, will guards
be trained in weapon, explosives, and bomb recognition?

6. If the system will be used to search for nuclear material, will
guards be trained in possible SNM and SNM shielding recognition?

7. Will written pr0cedures be established for actions to be taken by
guards when suspect contraband'is detected in packages?

8. If a package is determined to be potentially dangerous, how avail-
able are ordnance personnel and facilities to meet the emergency?

9. Will guards be trained in X-ray machine operation and in malfunc-
tion recognition?

10. Will various X-ray search system options (direct view / remote view,
large volume /small volume, conveyor /no conveyor) be employed as
determined by search conditions?

11. Will X-ray system beam energies be chosen to optimize detection of
various contraband at appropriate entrances and exits?

12. Will the X-ray system have multiple-energy beam switching capabil-
ities to optimize contraband detection?

13. Will the X-ray system be chosen on the basis of the best contraband
detection capability?

14. Will the X-ray system have automatic alert or special monitor dis-
play functions to aid in contraband detection?
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X-RAY PACKAGE / CONTAINER SEARCH.

.

15. Will X-ray system radiation levels be within tolerance levels for
operator and personnel and package?

16. Will packages be aligned in the' inspection area, depending on shape
and expected contraband configuration, to optimize detection?

17. Will false alarms result from power-line transients?

18. In the event of X-ray system failure, what action will be taken?

Maintenance.

19. .Will X-ray' system operation and calibration be tested periodically,
using a standard resolution pattern?

,

' 2 0. .Will tests using -contraband simulation be performed to check guard
performance?

; 21. What will txt the level of maintenance performance? (To aid per-
formance ~ estimation, refer to the equipment checks / maintenance
questionnaire.)

.

Vulnerabilities

22. Will guards be distracted occasionally?

23. Will it be possible for a package or an object to be passed or
thrown undetected through the ' X-ray system?

,

24. Will the guards be' trained to sea.ch for and recognize portions of
contraband not totally hidden ariu contraband partially obscured by
other package contents?

,

3

,

|

,
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X-RAY PACKAGE / CONTAINER SEARCH

|

ANSWERS

CONDITIONS-

Performance Conditions

Operation

1. a. Yes.
b. Search will be conducted on a random basis; more than 50 per-

cent of packages will be searched.
c.. Search will be conducted on a random basis; between 10 and 50

percent of. packages will be searched.
d. Search will be conducted on an occasional basis; less than 10

i percent of packages will be searched.

2. a. Yes.
b._ No, btt larger packages will be inspected visually and, where

possible, the X-ray system will be used as an aid.

3. a. Yes, throughput will exceed requirements.
b. Yes, throughput should be adequate.
c. Throughput may be insufficient at times.

4. a. No.
b. Occasionally.
c. Yes.

5. a. Yes, or it will not be used for weapon or bomb search.
j b. No.

,

6._ a. Yes, or it will not be used for SNM search.
b. No.

7. a. Yes.
b.- No.

8. a. Rigorous coordination with ordnance personnel, in conjunction
with quick response time, will ensure proper handling of the

E aituation.
; b. Coordination and response time of ordnance personnel will be

good. Situation will be adequately handled.
c. Slow response time of ordnance personnel may be a problem.

9. a. Yes, through a factory training program.
b. Yes, through a facility operation briefing.
c.- No,.

10. a.- Yes.
b' . -No.

'll'.. a. Yes; high energy for SNM, weapons, and bombs; higher energies
for loading dock packages; lower energies for explosives.

b. No,.a compromise energy will be chosen.

4
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X-RAY PACKAGE / CONTAINER SEARCH
1

.
!

12 . . a. Yes.. !
b. No. |

13. a. Yes, on the best contrast and spatial resolution.~

b. No, on other-considerations.<

14. a. Yes, both,
b. Special monitor display functions only.

'

c. Automatic alert only.
d .- .Neither.

15. a. . Yes, within Federal standards.
b. No.

,

16. a.- Yes.
b. No.

17.- a. 'No, a dedicated power-line will be used .
b. Yes.

18 . - a. A standby system will be brought into operation, or packages
3
' will be rerouted through an alternate system.

b. A visual inspection will be made.
i c. Access will be terminated until the unit is repaired.

Maintenance

F 19 .' a. Yes, daily,
b. Yes, weekly.
c. Yes, when needed.-
-d. No.

-20. a. Yes, weekly,
b. Yes, monthly.

. c. fNo .

21. a. 0.8 to 1.0.
b .~ 0.6 to 0.8.
c. 0.4 to 0.6. . I

d. Less than 0.4.

Vulnerabilities,

-22.- a. No,:never.
f 'b. Yes, but very seldom,

c. .Yes, on a routine basis.

23. a. No.
b. Yes.

i 24. - a '. Yes,

b. No.

.

a
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ALARM ASSESSMENT SYSTEM

EFFECTIVENESS TEST

FUNCTION

The' function of this system is to assess the cause of an alarm and to
obtain information to aid in the response decision.

CONDITIONS

Site Conditions

1. If the sensing system boundary is defined exterior to a building,
will the following access points'(if applicable) for personnel and
introduction of material' be provided with assessment coverage:

A. . Inoperative entry gates or portals?
B. Emergency exits?
C. Utility entries?
D. Fences?
E. -Other feasible access points?'

2. If a building or part of a building forms the sensing system bound-
ary, will the following access points (if applicable)-for personnel
and introduction of material be provided with assessment coverage:

A.. . Inoperative entry doors or portals?
B. Emergency exit doors?
C. Windows?
D.-~ Building structures (walls,-floor, roof, etc.)?
E. Vents?.
F. Utility entries?
G. Other feasible access points?

3. What level of centtal and cecondary alarm station (CAS/SAS) perfor-
mance will be expected? (To aid performance estimation, refer to
questionnaire on central and secondary alarm stations.)

4. Will the security personnel in the CAS/SAS be thoroughly familiar
with the contingency plans and procedures?

Performance-Conditions--Assessment by Use of CCTV

For each access point above where CCTV assessment will be used,

5.- What level of CCTV performance will be expected? (To aid perfor-
mance estimation, ' refer to questionnaire on CCTV systems.)

6.. How will multiple concurrent alarms be processed?

7.- How will monitors be selected and viewed?

8. What will be the estimated total assessment time (from alarm to .

. response decision) under the: normal range of environmental condi-
Etions?

,
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ALARM ASSESSMENT SYSTEM

I 9.- What' provisions will be'made to ensure that'any adversaries, after
setting'off an-alarm will be within the observer's field of view at
.the. time assessment is being performed?

i

.

- 10. .If barrier (s) will tw used to delay adversary progress, what level i

of performance will be expected? '(To aid performance estimation,
refer to questionnaire on the particular barrier (s).)

'

11. .Should equipment failure or environmental conditions preclude CCTV,
what level of performance will be expected from the alternate
method? (To aid performance estimation, refar to questions on
assessment by direct observation or assessment implied through 'the
use of alarms.)

Performance Conditions--Assessment by Direct Observation by Security
Personnel

;- . For each access point above where direct observation will be used for
assessment,

12. What criteria will be used to dispatch personnel to make assess-
ments?

13. -How will multiple concurrent alarms'be processed?

; - 14. What steps'will be taken to protect against nullification of the
i. assessment function by an adversary?

!

15. What level of performance will be expected from the lighting system |

in the area to be assessed? (To aid' performance estimation, refer !
! to'the controlled security lighting questionnaire.)

16.- What means will be used to report assessment information to the
central alarm station (and SAS)?

17. What- will be the estimated total assessment time (from alarm annun-
Eciation to response decision) under the normal range of environ-
mental conditions?

,

: 18. . hat provisions will be made to ensure that any adversaries, afterW
-setting off.an alarm, will be within the observer's field of view
at <the time assessment is being performed?

c -.19. - If barrier (s).will be used to delay adversary progress, what level
of1 performance will be expected? (To aid performance estimation,

1 refer'to questionnaire on the particular barrier (s).)

4

* Performance Conditions--Assesst 9t Implied Through Use of Alarms

For each access point above where assessment will be implied through the
Luse of> alarms:

20. In' addition;to: intrusion detection, what will be'the principle'

spurpose of these alarm' systems?n

.

. 21. c Whitjeriteria will be used to imply adversary intrusion?
.

l
'
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ALARM ASSESSMENT SYSTEM

22. What level of sensor system performance will be expected? (To aid
performance estimation, refer to the multiple sensor section of the
pentration' sensing systems questionnaire or to the particular
sensor questionnaire, whichever is appropriate.)

' 2 3. - What procedures will be followed if less than the prescribed number
of alarms for response occur (assuming none of the alarms in ques-
' tion has priority status)?

24.- What procedures will be followed if any sensors that are located to
form a sequence of alarms corresponding to adversary movement fail
to operate in the sequence (i.e., either alarm out of sequence or
do not alarm at all)?

25. How will multiple concurrent alarms be processed?

26. What will be the. estimated total assessment time (from receipt of
implied intrusion criteria to response decision)?

.
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' ALARM ASSESSMENT SYSTEM
*

1

i

ANSWERS
!
1

CONDITIONS
~

Site Conditions

Answer either 1 or 2

1. A through E

a.. .Yes or this type of access point is not applicable.
'b. No (0 is entered for assessment performance at that access

-point).' '

2. A'through'G

a. Yes or this type of access point is not applicable.
b_. - No :(0 is entered for assessment performance at that access

point). .

3. Score.from CAS/SAS questionnaire.

4. a. .Yes.
b. 'No.

. Performance Conditions--Assessment by Use of CCTV

5. Score'from CCTV System questionna' ire.

6. a. Automatically ~using a recording CCTV with playback scheduling
.

.
set'by a priority structure.

_ b. .By annunciators advising the operator of multiple concurrent
alarms;.the operator then schedules assessments according to c
. priority. structure.

c.- Onlyz one alarm from multiple concurrent alarms.

7.-a.'- Automatically to. view areas'in alarm; no monitor picture unless |
an' alarm occurs. '

.b. Manually in priority or time sequence.
c. : Manually at operator's discretion. |

d. Automatic interruptible time sequence rotation,
e. Automatically by time sequence rotation.

8. Estimated ' total" assessment- time.

:9.- a. .Following sensor location, there will be a barrier to delay
adversary progress commensurate with the time required to
verify the alarm andcthe nature of the intrusion,

b. -Continuous CCTV! coverage with recording / playback capability
'will be used.'.
Eitherino provisions-will~be'made or adversary delay will bec.

: insufficient to permit' reliable' alarm assessment (assessment
'primarily. dependent upon' signs of intrusion).

~

.
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ALARM ASSESSMENT SYSTEM

10. Either score from questionnaire or 1 if barriers will not be
necessary.

11. Score from arpropriate questions. (Score = 0 if no alternate.

assessment method will be used.)

Performance Conditions--Assessment by Direct Observation by Security
Personnel

12.- a. (1) Availability of personnel to assess alarms,
(2) Capability to assess in shortest time,
(3) Individual visual performance capability.

b. 1 and 2.
c. 1.

13. a. Available personnel will be immediately dispatched to each
alarm area. If the number of alarms is greater than available
personnel, assessments will be scheduled on a priority basis.

b. Alarms will be assessed on a priority basis, one at a time.
c. Only one alarm is generated from multiple concurrent activation

of sensors.

14. a. (1) Security personnel will minimize their exposure while
searching the area of concern,

(2) A duress alarm or code will be employed,
(3) Continuous communication will be maintained.

.

b. 1 and either 2 or 3.!

c. 1.
d. No particular caution will be taken.

15. Score from controlled security lighting questionnaire .

16. a. Radio.
b. Telephone.
-c. Personal reporting.

.

17. Estimated total assessment time .

18. a. Following each sensor location, there will be a barrier to
delay adversary progress according to assessment requirements.

b. Sufficient roving patrols and/or fixed post security personnel
to provide timely assessment.

c. .Either no provisions will be made or adversary delay will be
insufficient to permit reliable alarm assessment (assessment
primarily dependent upon signs of intrusion).

19 . . Either score from questionnaire or 1 if barriers will not be
necessary.

Performance Conditions--Assessment Implied Through Use of Alarms

20. a. To minimize processing of false or nuisance alarms.
b. To back up other assessment methods which become inoperative

for any reason.

"
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ALARM ASSESSMENT SYSTEM

1

2
c. To' minimize assessment time at alarm lo' cations where timely

. response;is difficult to achieve.using other assessment
. methods.

.
d. To: provide reasonable assurance of intrusion detection at

sensorelocations where delay of adversary progress;is inade-
"quate for.other assessment' methods.

e. To provide'the| principle means of assessment.

21.' a.'LA minimum of.three'e'xterior or two interior sensors at or along
a path through an ' access point will have operated without~

explanation:within a reasonable time period or a single high-
priority status-sensor.in a favorably controlled environment
(very low false ' alarm rate) will have operated before a deci-
sion is made to call for responseEforces.

=b. A minimum of; two. sensors at or along a path through an access
-point.will~have operated without explanation within a reason-
able time' period or a_ single high-priority status sensor with-a
very low false alarm rate will have operated before a decision
-is made~to call for response forces.

c. Response: forces are called at the operation of any single
sensor.

22.- Score (from appropriate questionnaire .

23. - .a . - If no explanation for-alarm operations can be determined and
the number of alarms is only one short of the threshold for
calling for the response force, then security personnel will be
dispatched to investigate.- Any number of alarms less than that
- above will be considered f alse or nuisance.

b.' .The response force is alerted, and for an extended time period,
any= subsequent alarms are analyzed in light of these previous
alarms.

c. The alarm operations are considered to be false.

24. a. (1) The security officer in charge will decide to either call7

, .

.for the response force or to obtain more information,
~

(2) .The last sensor in the sequence which can be activated and
-

permitLa timely response will be designated a priority
eensor.- An alarm from this sensor will require calling

.

for.the response force.
. b. Inability to satisfy'the sequential alarm decision rule will

lead to . dependence on ;(2) 'above.
.

c. The alarm operations are considered to be false.

25.1 a.- Multiple concurrent alarms will be automatically recorded and
-logically' combined with.other alarms to indicate current status

. .
.of the instrusion detection system.

b. Multiple concurrent alarms will be annunciated and manually
. processed with other alarms-to indicate the current status of
-the intrusion detection system.

c. Only;one. alarm is-received from multiple concurrent alarms.

26. . Estimated total assessment time .

5
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ALARM REPORTING SYSTEM

~ EFFECTIVENESS TEST

FUNCTION

The function of this system is to transmit and annunciate sensor output
at the central alarm station and secondary alarm station (CAS and SAS).

CONDITIONS

Si,te Conditions

1. If the boundary is defined exterior to a building, will the fol-
lowing access points (if applicable) for personnel and introduction
of material be provided with alarm reporting:

A. Inoperative entry gates or portals?
B. Emergency exits?
C. Utility entries?
D. Fences?
E. Other feasible access points?

2. If a building or part of a building forms the boundary, will the
following access points (if applicable) for personnel and intro-
duction of material be provided with alarm reporting:

A. Inoperative entry doors or portals?
B. Emergency exit doors?
C. Windows?
D. Building structures (walls, floor, roof, etc.)?
E. Vents?
F. Utility entries? a

G. Other feasible access points?

Performance Conditions--Signal Transmission

For each access point above that is applicable,

3. What will be the level of performance for signal transmission to

the CAS/SAS if hard-wire is used? (To aid performance estimation,
refer to the questionnaire on interf aces between the alarm station
and the sensors.)

4. What will be the level of performance for signal transmission to
the CAS/SAS if a radio-frequency data link is used? (To aid per-
formance estimation, refer to the data link via radio frequency
questionnaire.)

. Performance Conditions--Alarm Annunciation

-For.each access point above that is applicable,

5. What will be the level of performance for alarm annunciation at the
CAS/SAS? (To aid. performance estimation, refer to the annunciation
systems questionnaire.)
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ALARM REPORTING SYSTEM

6. What will be the level of performance for local alarm annunciation?
(To ' aid performance estimation, refer *.a the local audible / visible
alarms questionnaire.)

,
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ALARM REPORTING SYSTEM

-

ANSWERS

.

CONDITIONS
--

Site Conditions
*

Answer-either 1 or 2'

l. A through E.-

a. Yes or this type of ' access point is not applicable.c

b. No - (0 is entered for alarm reporting performance from that
access point.)

2. - - A . throug h G .

a. Yes -or this type of access point is not' applicable.
-b. No (0 is ent,_ed:for alarm reporting performance from that

access point.)

Performance Conditions--Signal Transmission

3. Score :from questionnaire on interfaces between alarm station and
sensors or 1.0 if hardwire transmission is not necessary.

'4.f Score from questionnaire on the data link via radio frequency or
1.0 if_ radio-frequency transmission is not necessary.

Performance Conditions--Alarm Annunciation

5. Score from annunciation systems questionnaire or 1.0'if alarm-
| requires only local annunciation.

6. Score from questionnaire on local-audible / visible alarms or 1.0 if
alarm requires'only annunciation at the CAS/SAS.

..

.
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-COMMUNICATION SYSTEM

EFFECTIVENESS TEST

FUNCTION-

The function of'the system will be to provide a means of communicating
~

status reports 'or requests : for response 1following assessment of an
alarm.-

CONDITIONS

1. Will the communication. system be available for communication be-
tween each of the following:

A. Guards on patrol?
B. Guards on patrol-and manned alarm stations?
C. Manned alarm stations?
D. On-site and off-site security forces?

-Por each. performance characteristic above if multiple communication
devices will be used,

2.- 'WillL each communication device be selected to minimize the suscep-
tibility.of any two or more types to the same local environmental
(natural or manmade) sources of interference?

3. What provisions will be made to restrict the use of the communica-
tion system for security purposes only, e.g. , .use of a particular .

radio frequency only for security communication,-use of commercial
~

' telephone only as " hot line," etc.?

4. Will communication. devices be selected to provide maximum coverage
over. required distances and terrain?

5. Will_ communication devices be selected to minimize the system's
vulnerability.to a particular adversary action, e.g., jamming,-
cutting of telephone wires, etc., by providing diversity in the
system?

6.- What level of perforn ance will be expected from each communication
device? (To aid perfirmance estimation, refer to questionnaire on
the.particular. device.)

.
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COMMUNICATION SYSTEM

_ ANSWERS

L CONDITIONS

' l. A through D.

a . . - Ye s .~
.

b. 1No (0 - is entered for that - performance characteristic) .

2. ~ a. -Yes, or environmental sources of interference are not expected
to . be a problem.

-b.- No.-

f3. a. 11. Use~of the communication system for uses~other than secu-
rity will'be prohibited when possible; otherwise,

-2. .other uses will be monitored and prior instructions given-

.. -regarding priority status of security' transmissions.
b., -(2)-only.
.c. No provisions will be made.

. 4. na. Yes, or distance and terrain are not expected to be a problem.
:b. .No.

5.1 a. Yes.
'b. No.

'6. - Score for device (a)' .

Score for. device'(b) .

.
(continue' if necessary)

!

i-

i
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PENETRATION SENSING SYSTEM

c

EFFECTIVENESS TEST

FUNCTION

:The function of this system is'to sense penetrations through the kA,
MAA, and/or VA boundary.

CONDITIONS
~

Site Conditions

1. If the boundary is' defined exterior to a building, will the follow-
ing access points (if applicable) for personnel and introduction of
material be provided with sensor coverage:

A. Inoperative entry gates or portals?
B. Emergency exits?
C. Utility entries?
D. Fences?.
E. Other feasible access points?

2. . Ifia building or part of a building forms the boundary, will the
.following access points (if applicable) for personnel and introduc-
tion offmaterial be provided with sensor coverage:

A.- Inoperative entry doors or portals?
~B. Emergency exit doors?
C.- Windows?
D. Building structures (walls, floor, roof, etc.)?
E. Vents?
F. Utility entries?
G. _Other feasible' access points?.

Performance Conditions--Multiple Sensors

-For each access point above where multiple sensor systems will be used,

.3. Will each sensor type be selected to minimize the susceptibility of
any-two or more sensor types to the same local environmental (natu-
ral or manmade)-source of nuisance alarms?

4.. Will each sensor type be' selected to minimize the likelihood that
two or more . sensor types will be affected by the . simultaneous
occurrence of environmental (natural or manmade) sources of nuis-
ance alarms, e.g., wind and rain?

5. ~ What provisions will'be made to minimize the likelihoed of respond-
ing to false or; nuisance ~ alarms?

-6.. Will collocated sensors be installed to' provide mutual tamper
protection for the sensors and prc;essors?

' 7'. Will collocated rensors be selected to provide coverage over a. wide
-z

-range of' intrusion methods (e.g., microwave to sense surface intru-
sion.and buried cable to sense tunneling or crawling under the

3-387-
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' PENETRATION SENSING-SYSTEM'
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'

microp.ive1 beam or balanced magnetic switch to sense _ door opening'
'and breakwire ' system!to - sense cutting through =the door)?

r 8 .' -Wi11' collocated sensors'be sel'ccted to minimize operational perfor-~

. manceLincompatibilities?
.

LPerformance-Conditions--Seiwor(s)

-For each access' point above where either single or multiple sensors
-will be used,

'

9. 1What elevel: of f performance will -be expected from each sensor? ; (To.
aid performance estimation, refer to_ questionnaire on the particu-;.

Elarfsensor.).E

Performance Conditions--Direct or Indirect Monitoring -

- For -each ' access point above 'where direct or indirect monitoring 1will be .
used ;(e.g. , ' CCTV monitoring , pinspection rounds , etc. ) :

10. Using data from the questionnaires pertaining to the barrier (s) and
'the _ type - of monitoring that will be used, how will the time for
adversary. boundary penetration orLintroduction of materials-compare
with time between monitoring observations?

.11.- What level of performance will be expected for the type of monitor-
ing to be used?- (To aid performance estimation, refer to question-

|- naire on the particular type of monitoring.)
~

.

12.-sWhat level! of performance will lua expected from .the barrier (s)
delaying penetration and/or introduction of materials? ~ (To aid
performance estimation, refer to questionnaire on the particular
barrier.)

.

.

s

s

. .
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PENETRATION SENSING SYSTEM
A

s

ANSWERS

CONDITIONS

Site Conditions-

Answer either: 1 or 2

'l. A titrough E

. a. . L Yes or - this type of access point is not applicable.
b. No (0 is entered for sensor performance at that access point).~

2. A through G

a. Yes or this type of access point is not applicable.
b. No (0'J' entered for sensor. performance at that access point).

'

Performance Conditions--Multiple Sensors

3. a. - Yes or environmental conditions are not expected to be a
problem.

:b. No . .

4. a. Yes or environmental conditions are not expected to be a
problem.*

-b.- No.

5. a. Either of the following:
Environmental conditions are not expected to be a problem or
(1) Environmental-conditions most likely to cause alarms will

be monitored and correlated with sensor operation, and
(2). Fences or similar barriers will be provided where neces-

' sary to isolate external sensors from wind blown debris
. and/or wildlife.

b. .(2) only.-
C. ' None.

6. a. Yes.
b. No.

7. .a. Yes.
b. No.

18. a. . Yes.
.b. No.

.
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PENETRATION SENSING SYSTEM.

Performance Conditions--Sensor (s)

-9.~ ' Score.for sensor;('a)-

.

Score:for sensor (b) .

(continue if necessary)

Performance-Conditions--Direct or Indirect Monitoring

10. a. Adversary penetration and/or introduction of material time will
exceed twice the time between observations.

b. Adversary penetration and/or introduction of material time will
.be less than twice but greater than the time between observa-
tions.

.c. Adversary penetration and/or introduction of material time will
be equal to the' time between observations.

d. Adversary penetration and/or introduction of material time will
be.less than the time'between observations.'

11. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c.- 0.4 to 0.6.
d. :Less:than 0.4.

12. a. 0.8 to-1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4.

:3-390;
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