
sMmmwnnmmw uamummaw.wx x,g e .e s~GO a&wm w%:~.m.4 a.wnm . w wwww%,v.= n, w[[a,,#yem we u.,om 4i v;e4 w. r.2 . 4 m u m-. w ms wh e o u
-

. /-g _ =.1 np.m,.m, mm.u u = x w''g^
n f.7.#ma g .tj'eg .: , %yn, C; 3^

.:

m' ,w* ps *; -'

< a ; wy w a e sm,. sg ; pF(y' %'p5
+ m. n. a - n- 1 % N"j

fI . ge' b ' ..,,j 4 4 ,-
' . .

'

. W'' y- Q s N , p;,9J. g G.;
- f

y .ci .:y y' e * p. a' --
11-j N.- p-<<e w A rg.F f .

%'" # %
sw y w f+ w|qkff,A.j 9Q f$& |hy:fh ' '.f ' ' f 09'4#f. g.g -#,a

M %
-

m e v--( %,

s t . <. s

fhfkfhh$ ,f : ,f.?w ..- m. m m?
.

hhr fIj

m + at w w
m w - wa - mmc

w ee w: m.,an,~ w mw:co,.a m -m e m. ~ 2 a.s
x n nw

m. su no,neoyce _n ,,ri 98m,p . ww vmn mmm. m cxm: -

m. , r

m. ;s X ,,m, - y .< g uw e m m- n , -m m- m vwe,, a,m~ .,.o , .n y n .. -

n.:a y n; w~: :,. g. m :: m : ,pum.w, m, ,k
wwwwgu w mpss. m,.nz" m a p m w m w w n w m u.: as._'nmmm, en, ,

gw&.:'[r:,,i;Q^ *&n,f.: '.

. n.y m =: wa -

. , ;g K:"
C-

.m a.,,mvm t

k ;Q
c

~ g ' '; MQ G y ' f { fyp y fw = n -Q -
y f|% uQQf. a } pf - \'f? '

g +.,M ' Y-f5 .'Q _ .sn ,. . ,a~
;a*w' " ~ , ". x.. "Md @m.A A. . , "P "

n ,s;
*

[+ m n.-R 4
r

.My%wq.,<v
w.g~~ s :~ n.+

~ s . a y mW V.sh, n
,.,4 , v zy , ..

A 'M
m - :.

m ATA - A @ ' * i c. :
' A =< ^

r

t F. .. n . ,a

; w , M, ~W, . ' %,f $? "kM, w ,s'.+c: M, x C 4g
r- d- W-e 4;4 ,et

+{ Y 'N kh '

y rp ..: es. s - o . ,1 . u ., a sn . a4
0 f' Y { " k+m, | E, - 'f. h ? k_k __

- . _ - - , - _ '__ _ ..' .. '. . . . , . . . _ . - ' L'__ _- }_ ;'_ - ;. .L. . _ '' '_:_ ' 2] ;

(G , .f '-

_ _ _ _'___ _
_'

-

s ; . + ;

v..
g&f _ . ''' ' ' . '' ' T . _ .- .

'-

-

aGn.',g-
$ %>, Y

M c . P x |M.M._,;xQ: Q p< %q n
- p, -, yy . ;p Q ' i r;g ,gw,p, , ,n ,

p. . ,y. Aw v,, s
,d g o,p V. :

+

., . v. .y e ~-n. - a

d e~ _9:gm- _,mwnn,:
Q -<

4, ,r

7D.,.._;g~
: ,v

, , w . .e n ,, ,;.a r g .p, , ,_ s ,.,
.

e s;ig a n n ~a_..s.m. _.,
. .

r,. ,s . , -

> . _an ;,
.,y~..> .

c n-u,.
. , . , . ,.w

uid,,n m ddio 7 6 F W W
n

E. E_va~luntiMMwnv
n x an an

s=tli6=
~

-w. a x,- :~( 2 axnu w - ~,-
ek - y

ntid.6,,S s,n,ibs,.
c_a. x- n . x,, .m,.u n:

eE~.iM.y
r s

.

,ds,S. ~w= + n;giWP,My
m -

-s +
,

idG Wd_%n%a-
n .~ - c-

m . mea n w n w , nw nn, - m c.

#~a.p;,~M~:wc,6ter
'

t&. +HrisW_, * i. eW. WaM3_,- _ - - :n - , - h , p. . ym. ..,s . m. -

~:
r a

-m

-mg:.-

m m , . / .;

,. w'e. , ,s , m .
: i.

UiDescription,f,imple, e~ntationfand; Testing |off M ;7 %_ j.. a. k-''
-W d pW c f t.m t_s, - 4g ,.L' i d., 'X zy n,.4 : c. # ' -b /l ,-_W . , ' _ [ Qv n,-. A , . *v uy .,s-.p, ef y . .

s.

4 4
o. m #3, 7. ,Q f .,q-,c.. um, .y

g 7 w'r> w , w, wwm' . .g,h f . t ,ggg;= gg;g ,
e

- . w.
- gn c,; g>4

.

1 + 1

%, (g .

,m cy .w ,- .4. a-..~ a.mu., , , . . , . yye m:e > s, .p, ,, 3d %y.C. &w wW%, , G,
ign:

- - . m. - . - - . -.

@nDe.is. Guidance'arO EvaluatioriMe.thodologyMch @mx ";V P, ~n;; ; W Z E
n - -

,m+ w amw : . , 4~m ma :~ mm n m e n, v.
TfQ.$&. n.n.n'W

ca- . wn w .

+

?n :p&w;o$ Y,. p'*W *i &;c &:. m& ; m. m n >
+ . va v

h2[;kN$N -W 'NQ: .nw ,

w - e' - w
'

+

D.^ 5 *U I o| W N,?~,s
"

-_ w|? "Q'Y s
*

n * p. ~ ., ,c* s a. ' . 7- yu, w~. a.a.e
s -.r& w . o e, ayp. m

s .i o,. , :
- #

* s
,%, Q' .,!* win 1

&O cu. #,
m * m '' .v, : ae

. ce i- .w . m. ,
.c

- A >- . ,yp- ~<rh.- -0 .5Npe 5 p~ 3 + g ~.% ;*;s_.s;f.:s r; o .:,= s
c. . .y , s rg ~ A.. e' ..'4 ,S,,g:. .~ . , , . 4 , a. . . sg -,- g > .N. 1cf ,T

...t: i:>
, 4 a ,. x.=._ - ,q,; r s.. : 'c <

:! Nfk. S. 5 - :A. h . -jw a 3 . h [t , $^|,Nv .h
f S t '%, .v, pm m 2 ..h,b^ w-\ ~ ^ Q ;s i' |

,g. Y, ? > 0v g'; .c 1 f.'

s' u -'' 5 y: e.m ,, , yvv .
,.|_? ,~1 w

. ,. '. ,?- n,%, ~

*

:e . .. m . ~.n n
_",+W; n ;_ _ _fy . | * @a (*

4 .- * K, .~;.y. >. w " ' t ^+
' '

-
;;, ,,T{. , ; C ny ._n:'. ;e j b ,Ny

. .

^ >- ,
.,

=, ~ ,jwy- ., . ... - - - _ _ _ . . - _._ ._._:_ _ . _ _ _ . .

__. _ - _ . _ - . _. ' _ . . '.t.__ . .,-. . . , . . . . ~~: m, [.--s . .. . . . . *- * - - _ .

_ , f., ;,

? :,. h|_
.

.

.--
-. -. 4_.,.._'i. '.

.._+_b

, epared b"c
+y. r

y: H' :-
sy~- > . .ysp q v -.w. v. . n -_.?s.:, -y~ . 4.. , s,-2._t -

ww;A,!Bennett; MMOlaaboaga%i
u.

%, #,,@ 7 A2,,'N,p Jh,
w @m e.m n=w wc
g "

e%m. m, r,ma ~ ~s ~r,m~:++ mw = wm ~n, .
e - m> - p: n+a ,wp gm - 'n s 1y = x' ' s w > - a , ^' K;G P[y + i|WW.o ,*^ W R. |x,f }3

c.a

.::,- % -%w& w) -

: -y: / >
.wf ,,9|W; -h f .T e. .Qp c_,D' _ s Q| . g < n.- ^ > " ''

t.4 '. r. a" , %i-' , , : , ;. L. s Y ' *
M.m ; m y m 4 s q. . wg. _

s e >: ._hg g- ; y,._ |p' nr*mmq p. +,p-

<,

. . ~ f -

;
i ~ *

- t +g ".me.~ a- emw;m-mV .
- - . . - a.wo w,n n ,m,,

m- . , v. $,ct a WJ . '< w. e' a.-. m%e. w*- a-s.,;, .,f- f e' -, - x v r. m cc.1; -v %%-T.4m% s,w, ,y r. , ~.s o , a m x+~..+n@n} w.r - * >e**. c .s r W - .V w.
*i"s a n' x. ' p 'ie' -

*-z '/ ' ^t* , L . : +<-u '*.,-~.%a~ -- _, 5? .

g* + -: *4
.

f g .? 2(- > M !;. ..yj :-

O

b b..
_'n

.
* y,

4 ~* - . , - g < . - ^~% .,b + ', , . S # h, m%w;8 m wep]-n f.m, w . ;- gL w ,w %ft, #
^

i :E ' m'L
^

- ' * '
* m g : g'; w M

.k. .

QR~j-h'b _Y Y. m,m#h. 's,[;.,,i
,y n.; ;. w - . me x 4 . 1 4 .s_ .. ~ m_ . . , ;no. ,

b k, ., k.Mhh~ O ,. fhS9 NN, . -bo, , (t.,' N, N, ' [g j yD N,
gg s1

.YN, I,[g,a p __

y . a.

- (
, . . . . ;w%i~ - - - m s -

_ # - m m w .

2'Cosandeolon M R"fM' MsuM@
9

% % Q & L's P'''E W W N G'' %g ?
. ? - q'''

_

m' f 4 -O ( ,,!
'

n w& w@ %; m g| W m m M p w w %m$ .MBG MMb%W k&@WC M hBR MW M MWY
u w x ~.y. k n w h w w w w o n u,n m ;m w %y e x M-w:v,; w ,ye m m .r w. w~. , w. :2 % w

wm-x
m. svm -

g .smu. .u $as% %e -
e- m v-m am:

w' "i,y% y qm) -;mw mn n, v , , .o. . cn8 mw v: xy+n rs ~wa- .u uym m + gg

m &g y f f.r e#
es.u w ~, ~p w av ay

'
.m v

-,Mu(m.a.;y) .Q ,
a

f d r ' ' ' pwe , ,% . > * , =-~i.'".5, f;%jyb" u
1e<% "; Q R f f')3 J y y'}.Q ' -p sjen "

^

_yx *g_M; 9' ,,, :* v :. ,y % ', ,. +
pf

< n.*), c ps - p , %m s , Q f g;. r ,s
- *-M .o %2 e ~., -n,

m ,. ,' %y 3',,:y;.y. 9 + s t , .e.g' 'w' ,; ja ^ %;
,

, Ux: a 3 ;.
, :

%p ;g:6 y;a s m :-u~.q d.A ,p4,
e .'.,C, e , (;., -: q,. ,<j v. - n

-~p r-n:p mm . g- b y r h _ Lm ,; ?.n y_ s f.,,.. e i,,a ;;g $ Nm$f Y g ?|
.v- e,p

~ :p': + |4,h,, n
. * . i

:x ,p s+-- , , .m :; n
'

''y..W: %.g. Y hQf b m'-S

3:5 y % w . - w%{m ;w|:, ,
_

',| - {f ^h a "?. U. . .?
-R' {{pf' f:|::-

+ -= ; se % m n , O ;q'
*- b ~ **

~

v + egu'sr. ' -4 t;'I. , , ,

&,, + ;W, L ' .. ' m, ''h [img ,tW+w ~ . ? ,w .a;g<
<

. .:m
a ye

. aw.m ,,n -w3 A.g y n1 < n y.: .,a.?mm w , .,1, , ."n - ;w%.nws ;. - r

s. g;a' n ' s:n.ya

3 - . :
,wwg,,,v ,

. >

ww ,f|n w-
y.f'$ .c . <

" "h _ky ,hf,
~,n. .

NN* . E ^ 1 ,}f. *| | };x.' ; e u,s 'n' ;" s, . $'y* * gn' ',A . | 7 . k.
~

' N I ? #;

', f. f.? ,n'Qa e-
p.s e -.w,R n a ,y _ , a..e .., w E Qg'. , g$.n

_.c,a v p
:u

na, .+ - c :,.:z m.r . . . v,. .,
/ .sw Mym. ; w; p -)y:.n v y - r n, .,; s. n .z ~",u , . ,

-
v';'., a:

.e

U V QN %'f b x: %,,% ,. .,p.n.R.,n. , ''
o.y 'iyr '' e.y c.& .~,.%,,~ x ;(,_;,.s ,'w;; ; >

g.% %_' D w &m
?- -..Lr 3,

-,:

; n . .~q. t - - C ' % .cp %;---a
-

>
Mc . ,m . 4--

a n-.ms e., n-

M. y.9m.<
%

m; a. M, CQy e,
> ..g

.?,.> . .F. % | b|? "%g.M j
- n

M W M :N Jh,:Q '* W & b ,bWW - - ;

. _WVK- -+g ,
n

5. n|m. _.
m

r - cN ar &c'.., Y' O

~ m,;% -a %.e v.9@' t' M' vc t ," {}J -c
%g ji j , ;.c. s .p &. m g> s,}^.- .s.,

m.'.

-y
_- ~f. ' ' 1 m. --

.

y. u
n

- a> g - S~3
.

wm 4. r 3 ' * y ',.Y'A.[f% A:- - %;:' g '' C.^a: b's F,Q""' . v;v .W', ,.%
'1'-c

&. ;.f.9vI.;Mg: ' ,g%' **>' f- , _ b 'Q' '' | N
.h,, Tf'$. .:.'-

m- (-

0 ,r , % .

c,r' Q 'k ,+p ...m
- -:-' %

-

N, ,< G -',^g']...'W,
:* i g< h' 'P RHK <W /

%'
3. -

.W'Y '{ W,5 sg. _C.. m:.y ' .* - 's-* , " ' .- ,' Y' aq -., ' : * m
? h-- Q} h^^: .Q _, ! 3, ',, _

f _ % ' f '| J'- -i 4''qM

.a ..j A, 4^ .h; g ^ % C(v). .,
P' " g3e

; 2
.,ty-

- ' .t;ac- : *h "' 4 yys
#

(
-s

ue5_s_%.3.,
,

i.,
? .3_m .

2 ++.T.-3..,.3
.

u ? tgr - ' ,_ , r a q v ~ ;? .f
a..- Ya.g

. g _ . y ~,y+, y ,j . , , +g '%,c. u e ,, e.f,%- (Q ,,,, q.- ' p SA'c. g _f 1
.

3f= _(.J."_...
s

=.: y -% '
Je

" h, y_.', . . , '
-g7y 3,[w , ' '(, p].4

.

; w 't p|*;g 'y w ;M' a y '-"''jb".-
''

r. 'f( .'
h

, . , f ,+ , _ + t

',.n? $ -
g

2 k ' ', .R.R'' % h ', . k | #';f
'

> e y*7 y' . 9,a y ~ y|m ;;g, w.:.:, * .;
~ % +m.u, 'g'_.m. m r' e' t

.m".;;ry ' 7., W~di 5%y4 %[? h '''s|c .,r.=.., u.p. c," ' ;q.,u.. ,. *
|,,

.,

{p,
- '.

. t;y.'f;;, ,p , ;y'. ~ _ . . ,- a eg q .;,g'~.r._ C iv._ . .' .d ,0
,

+ r, -
4 g ::

- - , . , .,"t,. x

< %. .p.Pu %. ,..y,q w. q.p-
4 . g , . .

,e , p ,m., sm. g ,, a 43 ,. 3- - s-_ m,
+ 4

, , ' " ' , ,; r

; 2, Wsj3. _. p_p> . q . g y..
m..-,. g _

,s - p ~. - -,i... 4 , . a ;

,: , , , - a;:.
.c . p* , r

a, ;. .- n y % .,m p
(,

,

i.gegg n i.m| 9:
,.

=, ?>3,,<. z ;$ :n W.e
y ._i-...

w .A 6;%. n,.~,,,M,f,A~w ; .-:. M. ;n,: ; :;_m_;y ss :.s
3

;~ v x as c v . . g.cyu. g .. : ,4 c y 7' e g t i f,y ;
;

,., s . _ c y; ; , >; a
,y..r ,;i <?

- y. g3.e e
. < ~ .w. -

. .g wns~.- e a rw n' 9 ;Qa y <. un , .mn% %a.m ,
:; ~6~-: q n syr- mw,y;&gy't + t. ~ m. - . e

_

J,L&g tw p W &- Y 4 ,-
.

A' n n ;mn: . k -~e '

:p : ,nw+ enw nm u~ r n=u v w . ~-~ .p u Q ~e 3 p m.n. . . q:t . np z:jp: - 'y
.

. n, , y, ; ,. >y- v~ ,- p gg y -: ' , n;1 pu _ ; au; n g: .. a sy y+ v'? .w a y , .,n n m, :.n:
,n ,

Y'
.d-- c %g. - n% ^ y' z,c+k N. h(a 5

- -

*

k|j ?a |'b: m ~| 3. A+.- ,n., $$ j.~. - ~-$ f .:, n

~

t*g
| , a:~- e, , , L v $:s,-: i l &-m .f

, ,_;-- eKm%,! ' ' '
..

v

_ ''

~4~- Ek3 * '
w

,.,.'.i..<.?.~:.s& w;;y?,g,q'/ W ; 6 Jy'@Q. ' .n,,y;4 /;f. Mf -W
g9 s &-

'M 9.'M*]"g Q y.,
cw .-|L G ' ^ '',' "M' M . .L;g.4 , isa.,

? Whk$.. [b. "T ,' r. m::
rW(\.-;m ,. q.m,., *-d

* @~Q #:p: $f . . j,Lhr Y-Q Qj L. . . ! ? y' ; I , Og

.T * #: M4,
'

.w G.N y:yQg z
w

v ap e-- 3 ^ + '.' p:7.. p ,y . ~, cu :m

''$ $ $ h $ $ $ W)g,q ynY ''bWU' &_|h^ Ik,
2;p* p ,

r f
'

y n. u , 4.%g.

N *Ikkh h.'h U hYk ' 2. >- p_.'h s- @' 5 - F hN 1- S .d , f . . -
1 $

_
'

^

.J b;[k' a
.4 |

"

h .- [Y~W W$$b!'| $5' $ |( ka%:' '..'(':W' _Ae_::x, h * % -fY y *'x;s'% f.j.n r < M. .L '.s_% Q:^Dksk ,'
.~

V.s h *f'% .' 3 .1 a _ ''
. .Qg p

_ *
= $G T s + U '. ,

%*; : 4_:
.

-

a:
.

R - M ~ "' d,,|*," .'

Ggagwp. 'Q,'^1 ?
% ' '' "'NKV' 'Tt*.. p

r
nn c'f *? ;'' f. ' , ;..+ :

E' ' . ' ' '

.
''E' '<&j.* j.\ .:; % -f |-% ,.;$ V> ' . 'S '; ?_ ( l'Q g " ''?.'': .r

%' ' ' . " N 4 h|**
% *_1- ' . -

'
'=% .'

'' '~2?

~.'C
'.

~

I . . , - '[y;s'* ,. > y w"w w:quw M:p w%' Mu,,rr' g. .
'

m's--[ b' Jg'%.
^

.5

Q%m a& w &o A ,':Q 3%@mJQ g;;p
;. 3 . ' |wW u gp'' : :i <v s w m. ,. M : W,, .a% y

M M M%%acapqp-en w e d " M C M g' m ,%yhp o-@Q " %m eu wwggsw
s & m$g W),

.

N -dm i.

% BsD# W W yu%, y .;
~.--



W

e y' y. 'N ,, . u> n; * h , n
,,f '

, br -

wp- . - . ,

_.

y . F ^

'% M:$Yk. gNW:
W d h % w$ $ bNI? N,$r' w? w$ $ a n s w.8 N & w % w &m &n $ w&g w w

'

' ., . .N k$a v'&fh w~~ **
'

w wn.Ya'k.m,R&?a.<:x$s$ ' ON'
, s' ,
-, ,

G $
w + W, w &ea&nW? $ NiWN, $$W&MM%W.| AQ |n_~, W hg?A$w%s,v .:~

n.

'

k W ib
m

mw
G k v -k rg ,* 6 ., . m m ~ ~ -

mp .. - ex mm m W .u.; . +y J.c w ', "
.

, '. A % w . m.y - + v em <
7. g -.; Mr. '

g;->< g ~ /p ' h :%.-y: < < . . . , ,

. q' ,' . g: , y@Y 'd(h'I'$
r~;h k , .

.v.
'-

. y y

x .

. w[# _{. -- ,.-.* d. m =, ~ ..a
- -

w ragt e ,' n ~
Q.' 'p s, ,: .

'',)
. t-

., 4- %
,.

S
, )

, ~-
'

&-. NI ~y 'R ( . w.7 ,1 + .M W
, w4S * '# NT; .A s. x ,-

1p. Y a %~

kQ.f /+ r:/b'' '

-. r. u
hy' e/ MIN $=

* "

[.H +h
-

a s '

'y %N: * "' / ' 'W ~ f M} . s Y^ .. ,. # a

,p-@I .- -Q F'' b J ' [G4 kL *fh%. - /, , M'. M ' ~ . o E't, Y
[D< . #

NiNa$gp'gg$[k h 4,, M 4
W.,

g k',h s .- '-
~f

M 1; g;$Yk Y 6fgMN[r,;.W'H y g Ic %;h! &' '

-s
% tN R. '#M

. , ,

'~Mf f
-

J

M_.pmg& S.f f $?. ? s (~ "V"3

| : I' b.% Y
~

y gwy M ~ ~ ? /

Q| g@wp g$gdhN
D%n@@NkMMI

.

.

isc[,uid afanaccour MapoundQM
dWaeonastoKMagstysk@enamnmmu%s

@n#,

:Mi G '

gynnyA
sy em@w-@.e qu,,n.e s ao.e, none aor .m.eener moreo4=r =av i wnyM~ M, iE , M ;dmeE ts... M.meusenb. erraney;wpressadorimpliedforf, . u, .&a .W S @. ., - . .. . . . ~

.

$ / b*
? t ? .

(W9M+ n . M#4C 4
uttsfot suchiuse/ ofia. nyLin.formationA yM. . , %+ 9MW

v.s. party uee or;th.e:ree,.Mr0C8SS[dfSClO9eddn thi4]reportJ %.
kom.

hf uMh$h jf W y[Or
.

_

o

p[%zwg usseg$N[M@e.6'_

IN .-c - . . . ; -. ~

M3j 'jj kropresents tNahts Megssc(thMpegwoQnogn%gg. g}-}'g{{f{gg.v
'

-

j g "'l,

g M,-

Wpriva_teey;m.ned rient pgW . p ww; p %& w w
,g o

.

yee w .- ; . ~.
,

_nm w' ', o , ,x _a m- x .- - m- ' %u a W. _.
~ m e .d(gtv. e Y $ .,. . - - ea -

M, w w.3 m r.o.:, n["y' * \ _ % - - r -w .:
,

.

~-N:
s

v. .
' . .w

vn' J y V.5 4 .i@ j >u-:+ p- 4 - <* 's s

na ,e . g ,w,', m
s

@m qm_ 4gan- ,1. 8 m
-

; ,
.,,,,a.

:

. . . . ,_p # v4

y n*-..tyi ,. 6 e
- 4

. , . . y , & y( 9.<.c.,.g'< .-*<f* y .
g h

. .t.= .

*,?.<'.# m.. o'e
s a i y,,,y. *> ?

,s3 .

v' Q.. Q. ,-
. ~' .)', P - .-,i,. - , _ . ;

- . ' .-
.

c" ' ,

'.

I'. _ - +.w. ," e'*

N'h S|% ,.jia f,QW. ~% s@, ,Q4 " Y&G
, .

~_ . .''. ~9', ..'(- ',
.

i

.%sr& ,' , N. c. y.N .+1~W:~ Q+UW, , ,, ,

n," LC *, : , &s~a , ~>u %.
.J

- a 2 .. c
-r %. =+ f. .

". V; %v~ w*m .
$ %a : :f<i Q ' u* , < ;-Q,.m

i W Q f: n.~
. . ,re . - 'm -

-s : . :..^ % Q g < %,,%, - j Qs i. Q.~ -Q :h_g!.y y. s. . - , ,yf,
,, q

. .ig-p^%.
W =]y.v;jdy2q<' J x , . Gb ,V.;d [ L .

g:w
# s -- - ypi

-

f, v(Q, u,, ,e.,y 'A' v [ C, ; 7' $.
r

Q . n 3. ,, y, . -
,__w .s

.

. * . ..m.

Qx , , f .% % n ,3,
% .e x.3 3^F-

y s, f-* n p:' rf, . N,,e u . , ',
.,x3 y s.-';

.=

+ m - s -
~~ .m'tt'y '

yL_'',__'2
, , ' .* %_ 6 " . . } ,; a e %..

n , e,d i': '
. .

? ? n %* e 2.. ;q ? X 5 +**. , "=ogs* %
< ? ~ , | . t _q V_b s N, v., ,

n -i .f .q

.pv , ;-%[, - "61 - T. T g #v' Q.:'a
*.

u

i.
~-5g u , vg e . g?. i . s 9 y p ;, ,, s ',

f'.'~. ., w
~.

'e- # D -. xw y;, .#w n
*

a E,-v M./ ; xp e. g. g

.o T. ' .
x* i r Qw 6g f, # .2fE

t,w . . , . , e[ V (--.f- s+ .y
J 4 v' 3-.sD: +x.-.sv'c'.,,. s ! .- >

h-, . . p. A -

a

< " r., J R.y's %.:wy('*'g+-. m' N "c,)4
R* Z <

~ ~ ' ;&' k @.. ; . ;
n,.7.. y

.

; !,yc{.,7 * P 6-- [ f? ?; . . . 2 N ..,r2' y by.,4 --

-Et-a
> .-

cM

T
y,-' N

'

4v
i'' t

-

8,o 3

' ,;&g . g ,s,.g,g e ,,s . w' A -f f%u,m'.Ez "'.q''*% : , i
4... P'A jyWp. 2~ *. t - $ ( ',g '.A-

'. a*; ..r4, ; ra w.*
- '-'.aQ Q' .. d' $ e' s

-A
a .'8 ,

-4 'g -- 4-

a ..a w.1. u { e we. ! '
:

'- * ''s'',+ -s,. :- f /n- o

p (F, , .
,~r

' w,
. r }e Aw ..

u e.gi .

. ,

- . ' + ,a; G
y,1 ~1c n ; . y

Q N .. *, ~g~ ,. rM'9. - *Y. .b9 t'*ha, #
.d r . ~ =rae . w. T + -. ,. - ..- nrj . , , c n .. < Act .c Y<

'

y
-. s~,.,.,p'-f

-

' -n-'
~ ' ,a o .,, rg' J.y': * 6.< x n h~ . ,.. m;4,q | , .. . 4 - _.

% 4,..N. > n :! c ;% \ 4.%
*

M%. --g ' W:*s .;,%>
p* i

' .,i 'q.e , j : '':n: .* Aj " ~# :
, s

* _3 5- , , , ,;w ''s.-s i p:+ - e-

g'

x bC ..q ~>'-

M,'A.&.
, |

.

M W W'4M
- -

_x f. ' '' *
-. Y n $ , % N - * cA N ,- *

' m" & e@3
5

.

M M. w .x m . K+ n_Yw. ," o ji[ e. a-g- .*'W-. n-n _N. ' .

4 eW
M-. ..duMt. a _, m.. _?,8 3 %,. o.g y%. ,

- & **

w *
_

A _d.. % px_ s '2:E+ 0 - -. , w~

y ., y~[. y.

, ~ k ,g. '

u.,'y s( ,(,m(.,M ( h. . . , . n,.
.-" r#

i g O _.#,,

y j

z -z 9' ; ,h
#_^,%

; <, Qy , rR[y ~,' [^ -

%. . , -4 _-
:

.- _ -
.

n y w % .' ' > * c

0
-c.-,3t, ' . , -

' ' * -' . , ,,,(, $- '. -du.3 _ . ' -'_,
f*.Fu

., +; , j ** Ivt .r m'
u,+r. w

A ;,<
'7 [ Df

.
n- ... %n, ;

n ,y:::
+

w ..y; .
g \ c,,:p,y ; y

; ts
;- s #,e n *,.n%, .r,'

d ,M .* $

,s , . J-
- ,.i. ' 4',- e'

4
"+I

; mo
v .-

C -s:e ,

?.a-->('.-Q,,

'p' v .

up ak.+S nn

,,~-)'.- <'y- ++..;y-
-

.a : ., s v
.

.,*#.4'
7 . . n . ,a'p'T

^^ **
e ,v,,

}q

j q
-

e.' , /f
,

[ * uib
,

;W * n'e'',n.p' $ ,Qg
~' 'n % ) ,+

' v

<: ;~.y .% ;#+,=jI },,;'. ,, ~ ,, ; k .,
q_f.q'* ['* + w.: . p_py _:\" h' N -

#
_

3,:y: .s $' # * w. - :+.

f.f.,3 f, ,4 ,e's w .e +, , JN_+W :
a

'

v
n. :^. ', ,1];9. f =.f, 5 ' > Q;7 '' _ y ~ sy.Q_t. n'g ..( n-

, y k * . * . z:...,w..c+ 4 g+ ,, , n. _ .o g
_

'Y cp.
~s . 4p ; p,,, ,

m.,, . ..~j { ;@A
y_ . ., ~yw; g r., q p .wx.

.. z , 3- ;n. r
-
..uy y, s. w.

s n.:~ . ;,/y;- , ,n 'pr . ,. + , &, , ,s. M " s MM M e e(4< ^
, ..

r WW,;?
- ,ds. L M %' ' m e .W:',C. .d 2

as .. -_s
v s ,m . y> q 4 _ %mg. +

s. : , '. v.-.

& m/ -

4_ .it3ye.-2 o ', . ., # f. ,. G7 ' 'S 4.w Q.J -
V

e
9

-:
p." 1 ' n''.'7

>Pg tyd_ y ? " C4 s

9. ' e % 9) , s.-W e's e- .' * wk a .* .
.M . J, fg d "r. 3 -.;- **, e.y . , sa'yama.,,

..v.,4.',
e,. M-? ,m | V

w%34%(..e:.E 'v,.,,,
L

-

7 'c .Jr,' 4. "} s_. , ,s'm
u3gr .4 ca .4w .rc's\e;V+ ^ . 'W n- r'

Sg%6W ' "<wu
n ?y ,. ,

.v. ,f :M;J$
9.m%.?

,,.5-j ...Q(
s u f 3 .,

-

:j ,

s,*%.Q*
* ~ re : s ^ p . ^Q '

-

Y

-b,~+ * g
-

Q. $yx 2
n ' 'h' yt

, R. .c
s

-9
e

- -r
e 'T' ^r _ fw,k A, p ;, ...

f a.,
,

3 j 2g, *,

.

2r 21 4
4C;o 'A,%, , * _

f,r ? g(++?. , , ., ' _.g,

.

,' ::*a"'c%'?ge< e
h._ .,t,

9j
t "a D;. . . qi> \ ~,'s

4
r

.v%|i. , -Q '||W3'_~;.L }' ' ?:"-
.-

.4 q- ' ' , '"
.

/ .

* ^, g}m& D' y' |' ,[9, .'h|
g, m 9 6

j,',j=_ g'
d - a.p'#. v u 'i'pJ *).b

T '- M ,) s-*3y

$, k s '*~
mgM ,Q&%

-

^3 ,A

_3 Y.f '~
i%g*. D f ' f'if $" ,'y'-(' =~, %

, P- ,g ~_,. c ' 7 :
s~ ,' v.g t.:;, gg e %.%'

,

|;', is ) s xf ' .W. ? " '' /-~ ' j,. > ' }Q
o

y _ f y , ,

~
.y

,, :
-

? ~
E -* ''

g h. * v,. p ri Y x,:
.

gf W;' ' m'.g-wp; ;
. , ,

.
r

.n.g'sg,, TJ.%q , .,, gy%",%f '', g ,.,,w' Y,.m,, &g :g'3 "g' y c -. ,q'., , ' ' g w_ .- -t1
-

s. r. , ~ rc.) 7 . 'z
-y ,

. s' f, ._ 3 s.,c. . ; g' . >

6x p. u f;p g-w,,y .s"1,g $ -i_(,,. .p y s **u-
.

r

g c' ' 3w [ 3. 5~ w')) h .

.f r .&'
s

-

+;''e : .r';; y h i"a. .
?9-f _ x 5.5_,&',,Y ''''gaq,, \

. e . . g 7g g.p%, s g. ~g,,m . . c
4 :.Ug

- x- . . . .gg g m, .,.
s z~.* gg 5 ,.-s t sg; ( ;. 9m. <

%
- y. m m ,4 s -, ,%g, g. ,,m, %~& m

4 w,

..u , +; , , ;s'%, . .
.

.cy j,q t, td? J.m m%.?*+W.WE " ^<if. t sW,C , . . . g
dM.Qi d4 W NM,'9 , , -i MM J PMW v:-QM,

+ . s3 +-

M.T ' ' 1s<. ,
An

u w%s 1 :2, u w & w: m ~2 m, y 2 - m.
. -ry , .sa x .n.+ ~

g .w w 5 m , v., ~, ; s w.- - -

1

n 5', A}K~m' f.y&q"3 L
'k,,, , _]

,. , ,a~#

, , % &(
;,( .

-

x'
'

) . ' ' , _ j.. . . , .
.,gwww .

. , c. ,4 - ,_ . , , , k~, -

} %-

., .. ; y o .'vw r %; m* 3 , T

;,. . %. u-. ' +, , vv q's% W s Q />.tf v.. ~ +!a

|' vf'qM_ . gg ,". , y q. ,W x ' y a g?.
?

.&''g'N' r 4 ' f 4 ':)g' s p .g' ',,.- R m :&me'|((g& %.WNY S.m't..' q~|, |n$'M-'s& Q. i y,Q' .w
f-..,c

^ .q&'ww y k (1 Qu? a, M . ' ,

.%./ux: ,

*...a
_

y

'n.% -. s,.A < K,
,_ _ *'"'5 t

%

&?:. y/ ~- L(q' Wg %j ' V' h
y ?- . Q~ h'

: Q' i.
, s v~ We,5,4 *< 4 av .k

Q
'? ' /

T ,y / W' M
r -

~ '

,_LL|, .%%+% 2
%.r d a p -*.,,# QM &m *

,- ''m
,m,fk .c % .

.- [ 4 ' d i."- [,, ,'? q mf,,'' 4e* %%' $. w[jg :
7( M'

, #g,-- . -U-
pR . ' E ,3 h q ,4. * .

.

- *7.^
.. .w.% v,[.' Q'-'Rn% s, ,; 1 :

f g #,i, '',*- ,-[ d
-

.g f
.

% y . -- {T. ur,. [,, g.
,,f.,f,,',1. _ _ [.m

,"j ~. s') -

h, z 3,$ "

**/ [
- #

nw

'

i ; b N $'"

ywm, w ~, mnm mw. . . . vw ss . .c,w m ms,.a.gn ,. m.,w: u.,-
#1

w. -

.

u
,.

.f...
c,p; , w . , a .a,m , - ,.. m. m< .y . ,

. . < . w$, m~* A.4m>. ~, v m.a'. < ,
q-'$p w u. n. .g t

. < -
. bt -6 ,-

. n .+;mm% v'm. - w' +'s &. i
.k- +,g' )m-_,

m''(..
,5

. . , . . w ,n
4 (

c'% w~~y
,

m
, ' ,*, T !

,'o"

1<

w f.hw%:
r ~- n v [y' + $ --u;-' m' , EF - 2

- ',' .e 4' . * *u ''f' ; ,w = T -x .u _7y; :%.
, -.

. ' h1

-. -+- u : u a'er'~ 2

r

ON,,~,,,q@.v.%,T,"'3 6 ;_ * a &.; V, e. s-- S - * M.%,A-
s 'm{ ' y,.a".i s . vuW' y c'.Vs -' | VSe*- n '*. .

. _~AQ y pHx-
a . c "e)L%,w -.

p"n - x
,%-. - .. an.

?+ f6 pQ' -
> t

.s : %ub "
$ q' :.;

-
%' ; ,

-
:

I , % ,;,.:,': fy" r '
.

..<* n -. j
., a rsm@.>+ > dc, i- . n?, % ,'' c ,i ' :. -

3

a .; u .! j s; . a J |'

4;d"q ' .y}
n ~~n .:, 'w

$h s , - ;.QQ e, ei.sf. .|'M ' g.%'.[
wy

m ,QT.T..r .; y na#
.s c " y :.v u

ff,$_ d^ Q .eph -h &, *:'n'Y |h, & i , 'mh'5N.|t_y , gM.
^s m;- r/em

D.V h_". |-| &? '? f ! ? $ *
_

* ' i. 4 ,. >
~

gj9 '

cg..f, ,s, ,> '' ' $ r ;; M B 4 , , . . . u n','' f, - -Q sm%
.

. , -

C. ~ s, R6c Fs
s .

.
' A:.~. , ' ,

.. .

' .&;$nn *., - -

. s| C..{ $p') , y ! ['.k; .? m? 5. a &n{ . '' %. Chf: h,^ , s ?..; -x "'Y.w'_'.. ?n' \
t a *j s s' , , , ,! ..%n

_

.? Q hudn:n n'
L3 ,S Q% '% 4's A?W ,m~.%'

' s
%.''_'L'-?;;*: Q.?s'%

M
:

t w' 'k' nV .3
,. W .k z .1p .Q. ',

*

, W' ,f '* ., \ .
& '* '

1
, . ,

-4.;,>ww', + ; s Wq w.: '' t ' g'.
? .-

'-'. -
z .,6. _ .

,

* %;. ; W' ' %vvd... $ y , p,:x y.-w.m

'

p &c _.
's3 5j " .Mwac: ,,,. A - ' Aw%.7- . O. # y .. 3

~ -<~f-
.

}.}+ ^;
- ;.. w . .. e F

+.i._-3
a

''

*^ A $~-p 4.o s m gm +w y @'.:c ,.'.a3s - y_m, m ' ..a* f. .m ;% c, n a' > s N r'pa #y # ., r,* :s y f.
. ;' sv as F - ~<q j-: ? > - < >

-+n , - r m-w# t, :myms ' a &(h . (8.i h %v.,i 3
,

%M T'' ) w x, - f v. -4I

-

a . f'h*..y

,[k ^. -

&, Wz .%. , 39,
g, zen h. I* kfM _4

?, m. w ag ,_ .. .&, M ' M
~4' u s

- q f" [5 3a.J . .'
o r" , m e , % ^+:

9 - - %'I |.2, *,' 7 _c
',s. I

,,'f,
k q . _., y;- .

d .' * ' '

v ; o, c. .. .N.; 3f w 74 [ , ' '-2.:y ;;-.y'L'n ' V ,,
y. . w - .QT ~, 3 v .;s%,

'

Q.% n( #
, 'NE I.' - " '

~ c.. ' . h ' - w"
ug Nm v, y

,'s< M , a, y. .C 'l
4 "* p .i.

-

d

m%:k
-- , ", 3:: . * > go

W. ~^s" L f G,r , J'Q A p #{qv
s .g , c <1

r , .< ~, .g .
_%%1 2 r,.

- % %o a'~,'M
q,. 5-.,4

MQ u n s, f,h,W':. %
_

s - -a 2' , , ' ' ; c .. .s

4.L , s . ., ,,k -;

4. s :-+ 4' h . ? ~
.

a

[ h _ s"- ha . m y M
,.c.' 'r u+f 3A@.c

> a w _ g g * % f r. ~, - - r - : ' .r
-'.~ . 9: +, ;.

y ?'
= -' &n' * i U.' z g' > .~ r - -

.
- J ::e , ";[w s m ~

x

'

rd 3(, , c .Mr
. m y :% i':- => s., ; hw 'c ' ' - - o a u erc 9|,f.- < q ;, , V . , m~.-'* '

1. [.. N $i [gmW.[
^

'O v -M k{ ,

wtq~:q%.m;r A e~ r.& ,c w p-' u p M ,C-i',
',.1

; , iM . x
~ ~

f wm ~ ..mm sn, cm i ;
7 4 3$7 - 3-MGP0;SalessP'r;ogr<amwaE'9,m M- , s.

. -v ., m s. v e t,4 ,-e ~ ~ f. s ,* ' !
s a n sm m4W ,

w m mLnD. u)% % % y ;W
m -

/ MM+ A2 .5 y , '-r ~ v m - s u.2 fMG e- - 6

ryg%gg ~M;~u.,f ny-Piz ,
c..

%.+ s$ @$ih f d[jQ [ M [f] M ion 3 $ echnica Q nform uioR ind)Docume %.MSMhcleareRegulatory,Comis'sioni g%@6 g@)m g|gy . 4 7gg
x

i !

ntro%,c
>- .

' m gm is

@M M2 D nt
.

W@ Msg %. p ^ ddMN,4Sh. i.ngt.aong3 D; iCr205.$5.,%~ 3 xWMWW-~.. edMi 7. . .. j
.3.: WW,1
4gM$MMP.. , f. y

m

> g, D.
i .W:~" "
a . b M . c.gwn,~.#,w(g&gy #W Pri.n,ted copy.n:pr. ice:p.qd.; L' 50m: we@%;tp . 3 :. M, q -

,,,.. '2

5 e~ * ~~3 s c ,..g
'- + ~r ~ y

y .

sy ~. p:3 f - . .w c ~ Mr. W g -..-g. ' * >-..p; p M .? , . i .ep
-- J;

.

..g r . m- .- - W:
pg. p;7 .xn

,- m w,
" A*e..b -

. w'wnww;w'[ Nn' j[n. c. ,s y~, ,"1_ .yw"$ --
N, fW - M. N[ ''^ [k E

. n ,. m c -'
4

N ' x. , . q -_m + y')
h h' q- L- g %

y%u'f g' 5 * , np i,
. , ,

b r ,q , % ;^"m' fLp'" ?(4 pg
m.

.

1 .'. g:

. z -
f' . I6a-, p? .,y / ,. : g

- q. q ,m
~

n ,r

" : ."' -L.e
D h- J

Q L W @n u,@w ,X.T, M,', ,$. g' Q l p @ h''9.n g x .
<v . yg%4 f r^w p':v t.3: & ; Q L,9 4

.:
L3; m% * _79 * ,y. ;m.-n tM & ,s ; 4

r ? ; q + < 7 4;a;
'

-y ct
-. ' s +^?pg.

WG$.. hh:
0 ,, $ $ ' c,

'

sc- - n.- ^" y Q:$$ k 'V * - h 5 _0 V k - - * ~ h%,. .INA& f hf N s, *

'!~Lk ' f ~' Y P 's>#h % ,. _ Nf ,cy, y- '

d Q 35ew w m _Q G % z y j %. ~gp e
p-

d-N' . s .
%ZJgQ,

^ /E
N_*

. _g . a -
~ w. . - 1 -y

+..a- .

. v. . < y.maa._. n.. s,~ . +/
OMM|7:ItChdCMfDhmadM>$edj. . x2,nxv

- . . - .m- .., . w, ,e:,.w
.

e. gne.h~.,'Jw m s ,rio,r3..idayirgini(221st e u %m,-|' 2 g_. v('" s
r wp .

M. -/
1/4g.,jyQ.g$?'' pe r

.

'i
#,

. .

- -_' - - .
,

s %,'.,.[ o',, '' - - (

'

$,L /- WJ

,,' R '& V)y.Qy >. 3.
e'{

-e<-
g M ' * '

,,e

t ,w-D' .3, .

. ss. e', y. tj g

.'.,'.e._<.'.a., .' ,D. 5'
.

.

mi;. s a m.9 i -%, _

r ,J

4h W'' %.. .- m '
Q

j

c
qf

- ,b '.
j'- , m. 3
%Q ;s;.W Y * ". .4 % g"W g:. 5> %q9pLg n; ,, ;v

. n

s o ny s ; + L m s '- p' r;:aus s. y, -

Mr -: %3u- e
i 3 . . . ' - ' w> ; u'',[ n. _ . 3.(.= ..sm.4

f q c.,. ~ >-
.? A ". s y v . s- su .gw

%

9 :t w. g ? rn W +e *';- 4 I.....
..

.:

; ~ ^ " y% x' >. .- q % K.n t,. :, .Q. v c . .3-e ~ g +w am.+.9 ';% a--My - %|h, , $Y h
a w us. F& "' ' ; '+2 p. n:V;'.. .

.

%N + M:ie n ;,es

wy' n n+ n;m.~gn. e,w- mn?p :,v. &. .]+h -
h '

m I ~Ys . ^h::& U.Y
* *,. m nu ,wus . a -

,w u wm.?p:m'h
y .

w s;> .. , g;p
. w ga ,v wQ > %nr . am,s . g. n. o ,sm;:n-:.

,u . , a.- - >a . w n y , e m. . . s; ,we ~. e;=wm
g(,f; &;&s w+ y

- L:2.w < :.
6 h yQ g- , ., e' '., %. m;:-U 4 s &. f 4 -?.

.- y:. . .n y. :-a+v ~ .

-

.~ .c ,;;:w . , . .. ,~ , y
- Q.<1 g a.a h?dx . .v a w $,

w
a . m r;

.v ,.,%)UQL + .
q,

n ~

' y n v%,w&7; . Te- M , .-. c.,.,,. n < ,. h' ,:.s s'A
,% q ,,o,, - g <a4w.%, .3 MU.%;%.o ,o ' ~. * 5 .h %,',' r ,N. ^ y?%. .+ + . .o': %n

.

., .::. Q "_ .h, 4 Yh,". ^ f
A

_,. .?/ -! L - c[,T ' h| n. 'CT..j -

w AQ&g' Qd, e p'/ A3i M :Ei,Qil? ' '
'q._ /. a 3 t y s' i. e, g,g..,, , x y, g., $ c,' g ,<meq * w >, 3 ,,, p gs a

y

? g .. = .,c4, n.,%~1
..

>3,
s

-,-Nt 7. eu 9 .a- 3,7c w. .yj; ,.,,o" ", N,, N J r f
-

'
'

4 g 4p , .

" " ' " " ~p"g "4 p y"y '. '

s w = .-, q ,,ei,,, j , -j -
y- -; ~-

-

3,
q,

.

7g3
,

n c,.sy[ ry.-c3' * ~ ' ',



.
-

N UREG ICR-1198
SAND 79-2, 3/1

Volume I. - _ . - - _ _ _ - _ - - _. . - - - _ _ - _ _ - -____
._

Design Guidance and
Evaluation Methodology for
Fixed-Site Physical
Protection Systems
Description, Implementation and Testing of
Design Guidance and Evaluation Methodology
- _ - - . _ - - _ . .

_- _.
-

Manuscript Conipleted: March 1980
Date Published: July 1980

Prepared by H. A. Bennett, M. T. Olascoaga

Sandia National Laboratories
Albuquerque, NM 87185

Prepared for
Division of Safeguards
Office of Nuclear Material Safety and Safeguards
U.S. Nuclear Regulatory Commission

~

Weshington, D.C. 20555
NRC FIN No. A1153-9

i

!

!

L



>

NUREG/CR-1198
SAND 79-2378/l

DESIGN GUIDANCE AND EVALUATION METHODOLOGY
FOR FIXED-SITE PHYSICAL PROTECTION SYSTEMS

Volume I: Description, Implementation, and Testing
of Design Guidance and Evaluation Methodology

H. A. Bennett
M.T. Olascoaga

Date Published: March 1980

Sandia National Laboratories
Albuquerque, New Mexico 87185

operated by
Sandia Corporation

for the
U.S. Department of Energy

Prepared for
Division of Safeguards

Office of Nuclear Material Safety and Safeguards
U.S. Nuclear Pegulatory Commission

,

Washington, D.C. 20555
Under Memorandum of Understanding DOE 40-550-75

NRC FIN No. All53-9
i'

iii.



-

ACKNOWLEDGMENTS

The authors gratefully acknowledge the cooperation of the U.S.
Department of Energy, Office of Safeguards and Security (DOE /OSS) and
the efforts of J. E. Stiegler, Department 1750, and of many personnel
in Organization 1700, Sandia Laboratories, who provided timely safe-
guards technology transfer and valuable assistance in preparing com-
ponent effectiveness test questionnaires.

Appreciation is expressed also to II. E. Guttman, Division 1223,

K. G. Adams, R. T. Dillon, and R. D. Jones, Division 4416, Sandia

Laboratories, for assistance in preparing component effectiveness test

questionnaires. s

Finally, the authors wish to acknowledge the valuable support and

confidence provided by the following Nuclear Regulatory Commission |

personnel in the Regulation Improvements Branch, Nuclear Materials
Safety and Safeguards (NMSS): L. J. Evans, Jr., Chief; Tom Allen and

Priscilla Dwyer, Program Managers.

iv

_ - - _ _ _ _ _ _- - - _ _ - _ _ _ _ _ _ _ _ _ _ _ _ _



ABSTRACT

Design guidance products and a system performance evaluation meth-

odology have been developed to aid the Nuclear Regulatory Commission in

the implementation of new regulations designed to upgrade the physical

protection of nuclear fuel cycle facilities. The evaluation methodolo-

gy, which incorporates the design guidance products, provides a means of

arriving at an overall measure of performance for each capability re-

quired in the regulations. To arrive at this measure of performance,

first the scores associated with responses to a series of equipment and

procedure questionnaires are aggregated. The aggregation of scores then

proceeds through successive levels of a hierarchical structure developed

for each capability.
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DESIGN GUIDANCE AND EVALUATION METHODOLOGY
FOR FIXED-SITE PHYSICAL PROTECTION SYSTEMS

Volume I: Description, Implementation, and Testing
of Design Guidance and Evaluation Methodology

EXECUTIVE SUMMARY

On 28 November 1979, the Nuclear Regulatory Commission (NRC) pub-

lished revisions to 10 CFR Parts 70 and 73. These revisions, known as

the Safeguards Upgrade Rule, state that certain fuel cycle facility

licensees "shall establish and maintain or make arrangements for a

physical protection system which will have as its objective to provide

high assurance that activities involving special nuclear material are

not inimical to the common defense and security and do not constitute

an unreasonable risk to the public health and safety" (10 CFR Part' *

73.20). The purpose of such a~ general performance requirement is to

maximize design flexibility within the constraints of each of the

following required performance capabilities found in paragraphs (b)

through (f) of 10 CFR.Part 73.45:

(b) Prevent unauthorized access of persons and materials
into material access areas (MAAs) and vital areas (VAs);

(c) Permit only authorized activities and conditions within
-protected areas (pas), MAAs, and VAs;

(d) Permit only authorized placement and movement of stra-
tegic special nuclear materials (SSNM) within MAAs;

(e) Permit removal of only. authorized and confirmed amounts
of-SSNM from.MAAs; and

(f) . Provide for authorized access and assure detection of
and response to unauthorized penetrations of the PA . . .

However, fundamental to' the success of performance-oriented regu-

lations is the ability to measure physical protection system (PPS)

performance. Toward this end, Sandia Laboratories was requested by

xi



the NRC to assist in the development of the following design guidance

products:

Functional hierarchies to link each of the required performance*

capabilities with low-level system tasks which could be per-

formed directly by components, e.g., equipment, procedures, and

design features,

Component selection matrices to aid in identifying potential*

components which could be selected to perform a particular

task, and *

Questionnaires to comprehensively address the effectiveness at*

components in pertos. _ng a particular task.

; In addition, a system performance evaluation methodology was to be

developed to provide a defensible and practical means of measuring PPS

performance relative to the Upgrade Rule. The design guidance products

are included in the design guidance compendium for fixed-site physical

protection systems to be published by the NRC. To date, the evaluation

methodology has not been included. In the authors' opinion, any evalu-

ation method, quantitative or qualitative, which would be used by the

NRC during the various stages of the regulatory process should a]so be

available to the-licensee during the design stage. This would permit

the licensee to design and evaluate his preliminary design in an itera-

tive manner until he was fairly certain of compliance with the regula-

tions. An evaluation methodology should be provided to the licensee as

part of a complete and concise guidance package to aid the licensee in

designing his physical protection system.

In developing a functional hierarchy to analyze systems, all of

the important system elements, the levels to which they belong, and the

interactions between levels must be identified. Five hierarchies were

developed. Each hierarchy had as its objective one of the primary per-

formance capabilities (10 CFR 73.45 paragraphs (b) through (f)). The
functional hierarchy was formed by successively decomposing the capa-

bility into its constituent functions and subfunctions until a level

was reached where tasks could be achieved directly by components. Such

tasks, when constrained in scope, are called performance characteris-

tics. The hierarchy, so developed, provides both a means to measure

the impact of component performance on system performance and' a means
to trace back through the structure to determine the specific contribu-

tions made toward system performance by each component.

xii
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Component selection matrices were developed by grouping perfor-
mance characteristics which have a common generic task, e.g., intrusion

sensing, in rows while placing components identified as having the
potential of performing the same generic task in columns. Dots were

placed at the intersections of rows and columns to indicate the poten-
tial of a component to accomplish a particular performance character-
istic, e.g., an ultrasonic sensor system to sense building, room, or
vault penetration. Nine such matrices were developed, one for each of

the following categories:

Intrusion Sensing*

Access Controls*

Delay*

Communication*

Alarm Reporting and Assessment*

Guard Force Response*

SNM Removal Controls*

Controls for Placement and Movement of SNM*

Controls for Activities and Conditions*

Component performance is highly dependent upon many factors and
contingencies. At best, component performance evaluation is a diffi-

cult task. However, experience gained through extensive hardware

testing supported by the Department of Energy (DOE) at Sandia Labora-
tories has provided principles and guidelines for component utiliza-
tion. While the employment of such guidelines will not guarantee
satisfactory performance, it seems reasonable to assume that perfor-
mance is a direct function of adherence to these guidelines . With this

in mind, questionnaires which addressed factors deemed important to |
performance were developed, under joint NRC/ DOE sponsorship, for 97
generic types of components. The responses to these questions were

presented in a multiple-choice format in descending order of preference
to reduce ambiguity and to facilitate the aggregation of these respon-

into a measure of component effectiveness. Similar questionnnairesses

were developed to address important interactions between successive
|

levels within the hierarchy.

i

A logical, comprehensive, and practical method was developed to
evaluate physical protection system performance for each capability
specified in the fixed-site Upgrade Rule. The evaluation methodology

utilized probability theory to derive logical forms for component and I

xiii
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system performance measures and employed multiattribute utility theory

to aggregate the measures, many of which are assessed subjectively,

into an overall performance me re for each performance capability.

The set of hierarchies o. eloped from a functional decomposition

of each performance capability provided the organizational structure

for the evaluation to show clear traceability to the Upgrade Rule re-

quirements. Starting at the component level, the evaluation method-

ology is used to synthesize performance measures or scores for each

component based on responses to component effectiveness test question-

naires (ETOs ) . Once each component has received a score, scores for

those components that address individual performance characteristics

are aggregated to provide a single measure or score for the appropriate

low-level system task. Continuing up the hierarchy, scores for low-

level system tasks are combined into system subfunction scores, which

are then aggregated into system function scores, and finally, into an

overall score for each performance capability.

At each successive hierarchy level where an aggregation takes

place, an appropriate aggregation rule must be selected. In many

situations, the selection is a natural one; however, for situations in

which it is not possible to simply select an aggregation rule indepen-

dent of the specific elements in the system and/or of the site condi-

tions involved, the aggregation is based on the responses to a system
ETQ. Since system ETOs were not a program requirement, only a few have
been developed at this time.

c

The evaluation methodology developed for this program provides a
means of arriving at an overall measure of physical protection system
performance relative to the Upgrade Rule requirements. This innovative

methodology, unlike most current physical protection performance evalu-

ation techniques, is structured to provide clear traceability to the
regulations. It provides a logical, comprehensive view of the entire

physical protection system at all levels, from components (including
both equipment and procedures) through system subfunctions and func-
tions up to performance capabilities. This methodology considers both

equipment and procedures in the development of measures for component
performance.

Within the scope of the project, a testing program was initi-

ated to provide a preliminary check c.T the completeness, utility, and

xiv
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validity of the NRC design guidance compendium and the evaluation
methodology. Allied-General Nuclear Services (AGU S ) , Darnwell, South

|
Carolina, was contracted to develop and document a partial physical
protection system that would provide " good" performance with respect to |

the requirements specified in 10 CFR 73.45 paragraph (b). The partial

design consisted of an access control system and boundary penetration

prevention system for an MAA. Although the 'est effort was insuffi-

cient to assess the total design guidance package, the results were

encouraging. The following statement, taken from the report by AGNS,

summarizes the results of the design guidance compendium testing:

" Unequivocally, the design guidance compendium possesses invaluable
attributes which facilitate and enhance the development of a physical

protection system complying with the requirements of the physical
protection Upgrade Rule (10 CFR 7 3 ) ."

The evaluation methodology was partially tested by Sandia Labora-

tories in conjunction with Woodward-Clyde Consultants (WC C ) , San Fran-
,

lcisco, California, using responses from compenent and system ETQs
J

provided by AGNS for their partial PPS design. The results of the per- |

|formance evaluation for the AGNS design show an overall score of 0.3 on '

a scale of 0 to 1. At this time, no acceptance criteria have been ,

1
established by the NRC w ich would indicate the significance of a score ;

of 0.3. The development of two physical protection system designs

which by a consensus of experts were judged as " good" and " minimal"
relative to the performance capability requirements would provide the

NRC with some basis for establishing acceptance criteria. However, it

should be emphasized that the aggregate scorc which results from appli-

cation of the evaluation methodology to a physical protection system {
should not be used as an absolute measure of system performance. It is :

1

intended for use by an evaluator only as a guide to making a judgement I

regarding the adequacy of the physical protection system.

However, the results of the evaluation methodology testing did

indicate the advantages of a hierarchical evaluation approach which

permits tracing back through the structure to identify areas of concern

to the licensee and/or NRC evaluators. This trace-bacK capability pro-

vides the licensee and the NRC with a valuable tool for discussion and
1

resolution of discrepancies in perceivem performance of the physical
'

protection system. The methodology testing also demonstrated a need

for more extensive testing, in particular, development of a " minimal"

performance system to provide two data points for calibrating the

methodology. <
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Recommendations which evolved from the development and iinplementa-

tion of the design guidance products and evaluation methodology are as

follows:

1. Within the current project, the following points are suggested

for further development:

Continue development of system ef fectiveness test question-*

naires for systems in which performance is subject to func-

tional and/or dynamic interaction between system elements.

Provide for comprehensive testing by both industry and NRC*

to determine the utility, completeness, and validity of the

methodology.

Ex te nd the methodology to evaluate the performance provided*

by the multiple layers of protection given an adversary

gains access to the PA, MAA, etc.

2. As a matter of policy for future development of regulation

guidance and evaluation methodology, it is recommended that

early in the formation phase of new regulations potential

contractors be retained, at least as consultants, to provide

advice from an evaluation viewpoint.

xvi
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l. INTRODUCTION

This report comprises two vo.lumes which describe design guidance

products and an evaluation methodology for fixed-site physical protec-

tion systems. The design guidance products and evaluation methodology

were developed to aid the NRC and the licensee in the implementation of

that part of the Safeguards Upgrade Rule which applies to fixed-site

facilities (10 CFR Parts 73.45 and 73.46).

1.1 Background

The NRC is in the process of publishing and implementing revisions

to 10 CFR Parts 70 and 73. These revisions, referred to as the Safe-

guards Upgrade Rule,I are designed to upgrade physical protection
requirements at certain fuel cycle facilities and for specified quanti-

ties of SSNM in-transit. The regulations require the licensee to

establish and maintain or make arrangements for a
physical protection system which will have as its
objective to provide high assurance that activities
involving special nuclear material are not inimical
to the common defense and security and do not con-
stitute an unreasonable risk to the public health
and safety. The physical protection system shall be
designed to protect against the design basis threats
of thef t or diversion of strategic special nuclear
material and radiological sabotage as stated in par-
agraph 73.l(a).

The goal of such general performance-oriented regulations is to

maximize the licensee's design flexibility within the constraints of

the performance capability requirements stated in the Upgrade Rule.

The performance capabilities are design goals for the licensee to adapt

to his individual si_te or transport conditions. A reference physical

protection system (10 CFR Parts 73.26 and 73.46) is included to provide

guidance regarding those measures which will generally be included in a

physical protection system that achieves the performance capabilities.

The publication of system performance-oriented regulations to

replace earlier regulations which prescribed component criteria is an

1-1



innovative approach which shows considerable promise. However, funda-

mental to the success of this approach is the development of a feasible
system of design, license review, and inspection with the aim of pro-
viding consistent interpretation of the regulations. This requires a

practical and defensible method of evaluating physical protection per-

formance relative to the performance capability requirements in the
regulations. In the authors' opinion, any evaluation method which

would be used by the NRC during the various stages of the regulatory
process should also be available to the licensee during the design
stage. This would permit the lice nsee to design and evaluate his pre-
liminary design in an iterative manner until he was fairly certain of
compliance with the regulations. An evaluation methodology should be

_provided to the licensee as part of a complete and concise guidance
package to aid the licensee in designing his physical protection system.

1.2 Scope

Recognizing the need for completeness of regulatory guidance and
consistency in evaluation, the NRC requested assistance from Sandia
Laboratories in satisfying these needs for that part of the Safeguards

Upgrade Rule which applies to fixed-site facilities (10 CPR Parts

73.20, 73.45, and 73.46). This effort involved development of the

design guidance products described in this volume and an evaluation
methodology which employs these products to measure physical protection
system performance. Limited testing of the NRC guidance package, which
includes these design guidance products, and of the evaluation method-

ology was implemented.

The following design guidance products were developed for this

program and are included in the NRC Fixed-Site Physical Prot _7 tion
2Upgrade Rule Guidance Compendium

1. An evaluation structure, composed of five functional

hierarchies which correspond to each of the major per-

formance capabilities (paragraphs (b) through (f) of 10

CFR Part 7 3.4 5 ) , designed to provide a structured frame-

work for licensee system design and NRC evaluation,

Component selection matrices to aid in identifying.

potential components (equipment, design features, and

procedures) for performing low-level physical protection

system tasks, and

1-2
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.

3. Component effectiveness test questionnaires to com-

.pcehensively address the performance of individual

components.
d

gg. Although the development of system effectiveness test question-
naires was not included in the current scope of work, the need for

j questionnaires to treat the functional / dynamic interactions of various
functions and subfunctions became apparent as the evaluation method-
ology evolved. Therefore, a limited number of system questionnaires

#

were also developed.

'

The evaluation methodology developed for this program provides a
means of arriving at an overall measure of physical protection system
performance relative to the Upgrade Rule requirements. This method-

. ology, unlike most current physical protection performance evaluation4

j

techniques, is structured to provide clear traceability to the regula-
tions. This provides a logical, comprehensive view of the entire phys-

)

ical protection system at all levels, from components through systemJ
|

subfunctions and functions up to performance capabilities,
i

; 1.3 Program Support

Sandia Laboratories personnel currently involved in safeguards |

R&D for the DOE Office of Safeguards and Security contributed substan-
1 tially to the development of component effectiveness test question-

naires. Support for the development of the evaluation methodology was
provided by Woodward-Clyde Consultants (WCC), San Francisco, Califor-
nia, under contract to Sandia Laboratories.3 WCC provided assistance
in (1) developing portions of the methodology, (2) developing a com-

5 puter program to automate the evaluation process, and (3) implementing
the methodology using the test results as input. AGNS, also under

contract to Sandia Laboratories," provided test support. A partial

; physical protection tystem was designed using t' 3 NRC design guidance

compendium,2 input data to the evaluation methodology was provided
based on the partial system, and a critique of the compendium, includ-<

ing the design guidance products, was provided. Por'tions of this
report reflect the contributions of the organizations mentioned above.

,

1.4 Report Organization

A discussion of the development of each of the design guidance r

products is provided in Chapter 2. Chapter 3 contains a detailed

4
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|

' -description of the evaluation methodology. In Chapter 4, implementa-

; tion of'the evaluation methodology is discussed. Chapter 4 also

includes a description of the computer program developed by WCC for
implementation of the methodology application. An illustration of the

computer implementation is also' presented.

In Chapter 5, testing of the design guidance compendium and eval-
uation methodology is discussed. This chapter includes a description

-

I of the limited- testing in which AGNS assisted Sandia Laboratories as

well as a discussion of a comprehensive testing plan.

! Two sets of recommendations are presented in Chapter 6. The first

set of recommendations addresses improvements to the current design

guidance and evaluation. methodology. The second set consists of policy

f recommendations with . regard to future methodology development.

!
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2. DESIGN GUIDANCE PRODUCTS

.

This chapter describes three design guidance products requested by
j 'NRC: an evaluation structure, a set of component selection matrices,
| and a set of component effectiveness test questionnaires, which were

developed primarily to aid the licensee in designing a physical protec-
tion system. The development of system effectiveness test question-,

j naires, although outside the current scope of work, is also discussed.

2.1 Introduction

In order to effectively implement the revised regulations for

fixed-site facilities, NRC recognized the need to provide the licensee'

3 with comprehensive and concise guidance. As a result, a guidance pack-

age has been prepared by NRC to meet this need. This package, called

the NRC Fixed-Site Physical Protection Upgrade Rule Guidance Compen-
dium, contains two sets of guidelines. The first set of guidelines

describes the type of information which should be included in the

security plan and the recommended format to be used. The second set of

guidelines is aimed at providing the licensee with a clear understand-

ing of the scope of the regulations and NRC philosophy behind the.

I regulations. This set of guidelines also provides the licensee with

detailed guidance for selecting components for the physical protection
| system and for integrating these components into a system which satis-
$ fies the Upgrade Rule requirements. Included in this set of guidelines

are three design guidance products: an evaluation structure, component
'

selection matrices, and component effectiveness test questionnaires.

Although not included in the design guidance products requested 1by the*

NRC, system ETOs were developed to address the effectiveness of multi-

component systems and the functional / dynamic interactions among various
system functions and subfunctions.

2.2 Evaluation Structure

2.2.1 Overview -- When attempting to design a system or to eval-

uate the performance of a system as complex as a physical protection
~

-system, it becomes necessary to view the system in terms of its small-

er, more manageable subsystems and_their interrelationships. This
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decomposition then allows the problem to be treated as a hierarchy of
subsystem design or, evaluation decisions. In this particular case, the

underlying problem is to design a physical protection system which vill
satisfy the performance capability requirements stated in the fixed-
site Upgrade Rule._ Thus, each performance capability (see paragraphs

'

(b) through (f) of 10 CFR Part 73.45) may be considered an obiective to
be achieved by the licensee in designing his physical protection sys-
tem. Each design objective ie decomposed into those system functions
which must be performed to achieve the particular objective. Each

system function is decomposed into system subfunctions which are neces-
sary to perform the corresponding function. 'This decomposition pr5Eess
continues until a simple task can be identified for which components
car, be selected to directly perform that task. This task defines the

lowest level of the functional hierarchy and is referred to as a low-

level system task. Figure 2-1 provides a schematic of the functional
decomposition'for one segment of a performance capability.

2.2.2 Structure Development -- As a result of the decomposition

process described above, a functional hierarchy was developed for each
of the following performance capabilities found in paragraphs (b)

through (f) of 10 CFR Part 73.45:

(b) Prevent unauthorized access of persons and materials

into material access areas (MAAs) and vital areas (VAs),

(c)- Permit only authorized activities and conditions within
protected areas (pas), MAAs, and VAs,

(d) Permit only authorized placement and movement of strate-

gic pecial nuclear materials (SSNM) within MAAs,
(e) Permit removal of only authorized and confirmed amounts

of SSNM from MAAs, and

(f) Provide for authorized access and assure detection of
and response to unauthorized penetrations of the PA . . .

The evaluation structure, which is composed of these five func-

tional hierarchies (Figures 2-2 through 2-6), shows clear traceability
to the provisions of the fixed-site Upgrade Rule. There are several

areas in which the evaluation structure deviates from that of the
regulations. In the regulations , response is included as one of the

performance capabilities. In the evaluation structure, it is neces-

sary to treat response as a system subfunction in the decomposition of
each performance capability (paragraphs (b) through (f) of 10 CFR
Part 73.45).- This is necessary since the evaluation of performance

.
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capability effectiveness is not complete without evaluating the per-
formance of all the capability's functions and subfunctions.

Another difference between the evaluation structure and the regu-
lations is in the treatment of adversary strategy (stealth, force, or
deceit). In the regulations, adversary strategy is treated explicitly
since it is the basis for decomposition of certain performance capa-
bilities, while in the evaluation structure, it is treated implicitly.
Because the evaluation structure is a functional decomposition of each
performance capability, adversary strategy can be treated implicitly as
it affects the system functions and subfunctions.

The structure also deviates from the regulations in that compo-
nents, e.g., barriers, are not explicitly included because the evalu-
ation structure is a functional decomposition, and components are
viewed as means of performing the low-level system tasks.

In summary, although the evaluation structure shows clear trace-
ability to the provisions of the Upgrade Rule, it differs somewhat from
the structure of the regulations. This is primarily due to the func-
tional decomposition approach taken. For the evaluation structure, a

functional decomposition seems most advantageous. The regulations, on

the other hand, require a structure which facilitates legal enforce-
ment, so these differences are understandable.

2.2.3 Functional Hierarchy Development Example -- There is a
noticeable similarity in the decomposition process used in developing
each of the five functional hierarchies. Although there are differ-

'

ences in their overall objectives, in many cases the low-level system
tasks identified in the various functional hierarchies are identical,
e.g., " report a2 arm." Due to these similarities, only one functional

hierarchy, which corresponds to performance capability (b), will be
developed in this report for purposes of illustration.

To develop a functional hierarchy for a given performance capa-
bility, the functions and subfunctions which must be performed to
achieve the objective stated in the performance capability must be
identified. The objective in 10 CFR Part 73.45 paragraph (b) is

2-15
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PREVENT UNAUTHORIZED ACCESS OF PERSONS AND INTRODUCTION

OF MATERIAL INTO MATERIAL ACCESS AREAS AND VITAL AREAS *
,

The functional hierarchy shown in Figure 2-2 was developed by suc-
cessively decomposing the above objective for an MAA into the functions
'and subfunctions _necessary to achieve that objective. The functional
decomposition of this objective for the VA is not expected to differ
from that developed for the MAA, so the functional hierarchy for this

Note theperformance capability will be developed only for the MAA.
applicability of this hierarchy to multiple MAAs and VAs.

The first step in the decomposition of the above objective is to
. identify those functions which are required to prevent unauthorizedj

access and introduction of material into the MAA. To do this, it isr

necessary to ask how an adversary might gain access or introduce mate-'

rial into the MAA. There are two ways b which this can be accom-
plished: (1) through an entry portal or (2) through the remaining MAA
boundary, e.g., wall, window, etc. Therefore, in order to prevent

unauthorized access or introduction of material into the MAA, the
4

1

| following broadly defined system functions must be performed:
I

1. CONTROL ACCESS AND INTRODUCTION OF MATERIAL THROUGH THE ,

-AREA ENTRY PORTALS.
<

2. DENY ACCESS AND INTRODUCTION OF MATERIAL THROUGH THE

REMAINING AREA BOUNDARY.
~

The corresponding fragment of Figure 2-2 is shown below..

6

PREVENf UNAUTHOR! ZED
ACCESS OF PERSONS AND

! INTRODUCTION OF'
FATERIAL INTO MAA/VA

!

'

.

s ,.

PREVENT UNAUTHORIZED PREVENT UNAUTHORIZED

ACCESS OF PERSONS ACCESS OF PERSONS

AND INTRODUCTION ,,
AND INTRODUCTION OF ,

OF MATERIAL INTO MAA - MATERIAL INTO VA .

A
' A

I I

CONTROL ACCESS DENY ACCESS AND

- AND INTRODUCTION OF INTRODUCTION OF MATERIAL SYSTEM FUNCTI M
,

I' THROUGH REMAINING*

MATERIAL THROUGH AREA'

i ENTRY PORTALS AREA BOUNDARf

i
' .

) The version of the Upgrade Rule for which the evaluation struc-
|

ture was developed did not include vehicles in the performance capa-
the . final version does include them. '' bility statement; however,

I
i
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Each of these two system functions must be further decomposed into

its respective constituent subfunctions. In order for system function

,
1 to be comprehensively performed, personnel access and the introduc-

tion of material must be controlled under both normal and emergency
'

conditions. Thus, the following Level 1 (L1) subfunctions * must_be

performed:

1.Ll.1 CONTROL ACCESS AND INTRODUCTION OF MATERIAL THROUGH

THE AREA ENTRY PORTALS UNDER NORMAL CONDITIONS.
1.L1.2 CONTROL ACCESS AND INTRODUCTION OF MATERIAL THROUGH

AREA ENTRY PORTALS UNDER EMERGENCY CONDITIONS.

This decomposition is shown below.

CONTROL ACCESS

| $!E SYSTEM FUNCTION 1
A AREA

ENTRY PORTALS

!

CONTROL ACCESS / INTRODUCTION CONTROL ACCESS / INTRODUCTION
OF MATERIAL THROUGH OF MATERIAL THROUGH LEVEL 11.LI.1 AREA ENTRV PORTALS I lI 2 AREA ENTRY PORTALS SUEFUNCTIONS

; (NORMAL CONDITIONS) (EMERGENCY CONDITIONS)

First, the system subfunctions for controlling personnel access
and introduction of material under normal conditions will be con-
sidered. There are three ways in which an adversary might defeat the

controls e,n access and introduction of material: (1) authorization for

personnel or material admittance may actually be obtained by the adver-
sary, (2) the adversary may attempt to gain admittance using false cre-

dentials or introduce contraband on his person or under the guise of
authorized material, or (3) the adversary may attempt access or intro-

duction of material by force. Therefore, in order to control personnel

access and introduction-of material under normal conditions, the fol-.

' lowing two' Level 2 (L2) subfunctions are identified:

1.L2.1 PROVIDE ADMITTANCE AUTHORIZATION.

1.L2.2 PROVIDE PROCEDURES AND CONTROLS FOR A7 CESS AND-

INTRODUCTION OF MATERIAL.

" Note that. each box within the hierarchy will be labeled with a
mnemonic such as 1.Ll.2. The first digit refers to the function num-
ber, the alphanumeric L1 refers to subfunction Level 1, and the final
digit-indicates the number of the subfunction or low-level task in the
level indicated.

.
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The corresponding hierarchy segment appears below.

CONTROL ACCESS / INTRODUCTION
OF MATERIAL THROUGH LEVEL 1

1.L1.1 AREA ENTRY PORTALS SUBTUNCTION

(NORMAL CONDITIONS)

|
;

PROVIDE PROCEDURES AND
PROVIDE CONTROLS FOR ACCESS / LEVEL 2 SUBFUNCTIONS

1.L2.1 ADMITTANCE 1.L2.2 INTRODUCTION OF MATERIAL AND LOW-LEVEL TASKS
AUTHORIZATION (NORMAL CONDITIONS)

|

The symbol, .L, which appears under the Provide Admittance Authori-
zation block identifies this as a low-level system task for which

components to perform that task, i.e., provide admittance authoriza-
tion, can be identified. In this particular case, the subfunction is

actually a low-level task, and so no further decomposition of 1.L2.1 is
necessary.

System subfunction 1.L2.2 can be further decomposed. In order to

perform this subfunction, procedures and controls must be instituted
for personnel entering the arca and for any material they might be

carrying. Procedures and controls must also be provided for any mate-

rial deliveries to the area. Thus, the following Level 3 (L3) sub

func tions form the next level of the hierarchy:

1.L3.1 PROVIDE PROJEDURES AND CONTROLS FOR PERSONNEL.

1.L3.2 PROVIDE PROCEDURES AND CONTROLS FOR MATERIAL.

This decomposition is shown below.

?
PROVIDE PROCEDURES AND
CONTROLS FOR ACCESS /

1.L2.2 INTRODUCTION OF MATERIAL
(NORMAL CONDITIONS)

|

|

PROVIDE PROCEDURES PROVIDE PROCEDURES EfVIL 3
! 1.L3.1 AND CONTROLS FOR 1.L3.2 AND CCNTROLS FOR

SUBFUNCTIONS
PERSONNEL MATERIAL

2-18
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From Figure 2-2 of the complete hierarchy for performance capa-
bility (b), it can be seen that the decompositions for 1.L 3.1 and
1. L3. 2 are similar. Therefore, only the 1.L3.1 subfunction will be

further decomposed.

In order to prevent an advers iv from defeating these procedures,
the physical protection system must first be able to detect any at-

tempts to gain access to the area using false credentials, i.e., either

Also, any attempts by an adversary toauthorization or identificati

introduce contraband into the area must be detected. Detection, how-

ever, is not sufficient. If such an attempt is detected or if forced

entry is attempted, a response to violations of procedures and controlsi

is necessary to render the attempt ineffective. Thus, the decomposi-

tion of L3.1 yields three Level 4 subfunctions, as shown below,.

PROVIDE PROCEDURES
I 'I SU U T ONp y

,

RESPOND TO

VERIFY DETECT VIOLATION OF LEVEL 4 5UBFUNCTIONS
I*l4*3 PROCEDUKE5 AND LOW-LEVEL TASKS1.L4.1 AUTHORIZATION I*l4*2 CONTRABAND

AND CONTROLS

I I

t

Note that 1.L4.1 and 1.L4.2 are low-level .fstem tasks and need no
further decomposition. There still remains one subfunction, l.L4.3,

which must be decomposed further.

To ensure a successful response, as required in subfunction

1.L4.3, there are several requirements. First, if access control per- |

sonnel re. quire assistance from security personnel, an effective means
of communication must be available. Given a request for response force )
assistance, the physical protection system must provide a timely .re- I

sponse. A timely response reflects a close interaction between the
; delay of adversary access provided by the system and the ability of the

; response force to arrive within that delay time. This interaction is

shown in the following figure.

I

,
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RESPOND TO
VIOLATION OF LEVEL 4I'l4*3
PROCEDURES SUBFUNCTION
AND CONTROLS

CDP 9tuNICATE DELAY PROVIDE AN LEVEL 5
1.L5.1 REQUEST FOR 1.LS.2 TO A!D 1.LS.3 EFFECTIVE SUBTUNCTIONS AND

RESPONSE RESPONSE RESPONSE LOW-LEVEL TASKS

I

Subfunction 1.L5.2 is identified as a low-level system task.
There are now two Level 5 subfunctions which require further decompo-

sition.- First, the communication subsystem (subfunction 1.L5.1) will
be decomposed. In order to ensure effective communication, several

different lines of communication must be available. Guards (response

force personnel) on patrol must be able to communicate with each other

should this level of assistance be required. These personnel also

should be able to readily communicate with the manned alarm stations

since this is where response decisions and commands will usually origi-
nate. There should also be continuous communication between the
Central and Secondary Alarm Stations (CAS and SAS) for assistance of

receipt of information and of response effort. Finally, if the threat

is such that of f-site response force assistance is required, there must
be provisians for communication with local law enforcement officers.

This decomposition is shown below.

COMMUNICATE
*

SU T ONp

LEVEL 6
l0W-LEVEt TASKS

PROVIDE PROVIDE CONTINUOUS PROVIDE CONTINUOUS
COMUNICATION C0muNICATION COP 91UNICATION PROVIDE Co mVNICATION1.L6.1
BETWEEN CUARDS 1.L6.2

BETWEEN GUARDS ON PATROL I'l0*3
BETWEEN MANNED 1.L6.4 BETWEEN ON-SITE

ON PATROL AND MANNED ALARM STATIONS ALARM STATIONS AND OFF-SITE FORCES

I I I I

These are all~1ow-level tasks, so further decomposition is unnecessary.

Subfunction 1.L5.3 must now be decomposed. To ensure that an

effective response can be provided over'a wide range of adversary
threats, provisions must be made for both an effective on-site and

off-site response. This decomposition is shown on the following page.,

|
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P30 VIDE FOR EFFECTIVE
RESPONSE TO LEVEL 5

1.LS.2
ENGAGE / IMPEDE SUBFUNCTION
THE ADVERSARY

PROVIDE FOR PROVIDE FOR LEVEL 6
1.L6.5 EFFECTIVE RESPONSE 1.L6.6 EFFECTIVE RESPONSE

SUBFUNCTIONS
WITH ON-51TE FORCE WITH OFF-SITE FORCE

Each of these subfunctions can be decomposed one level further. For

an effective response by the on-site force, first of all, adequate

provisions for requesting off-site response force assistance must be
available if such a request should become necessary. Second, the on-

site response force must have the ability to successfully engage the
adversary either to delay until off-site assistance can arrive or to
actually defeat the adversary.

For an effective off-site response, adequate provisions must be
available for responding to a facility's request for assistance. Upon

arriving at the site, the off-site response force must be capable of |

defeating the adversary. This last decomposition level is shown below. !
)

Note that only low-level tasks remain and so further decomposition is |

not required.

PROVIDE FOR EFFECTIVE
RESPONSE TO

1.L5.2 ENGAGE /NPEDE
THE ADVERSARY

f
I

PROVIDE FOR PROVICE FOR

1.L6.5 [FFECilVE RESP 0:45E 1.L6.6 EFFECTIVE Rett 0NSE

WITH ON-SITE FORCE WITH Off-SITE FORCE

RESPC:40 TO ON-51TE ENGAGE ADVERSARY LEVEL 7REQUEST AVR Y TO
R F W-LM TM{[[j3fjCE "CE DELAY /PREVO - g / HEFT

SABOTAGE /THE
-

I I 1 I

This completes the hierarchy development for subfunction L1.1. A

functional decomposition of subfunction L1.2 will now be presented.
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The subfunctions necessary to control access and introduction of

material under emergency conditions are somewhat similar to those
required during normal conditions in that some means of detecting and
responding to unauthorized attempts to gain access to the area and/or

introduce contraband must be provided. Emergency conditions pose

significant problems to the physical protection system since controls

or personnel access and introduction of material will usually be mini-
mal. In most cases, medical, fire, or other emergency personnel who
are not usually authorized to access the MAA will require hasty admit-
tance. Thus, controlling personnel access and introduction of material

is limited to verifying with the security entry-control personnel that
emergency perscnnel were authorized to enter the facility and providing

an effective response if any violations occur. This decomposition is
shown below.

CONTROL ACCESS / INTRODUCTION
OF MATERIAL ThROUGH LEVEL 11.Ll.2
AREA ENTRY PORTAt$ 5UBFUNCT10N
(EMERGENCY CONDITIONS)

VERIFY AUTHORIZED
0 0F LEVEL 2 SUBTUNCTIONS1.L2.3 ENTRY OF I'l2'4

EMERGENCY PERSONNEL PROCEDURES AND LOW-LEVEL TASKS
AND CONTROLS

I

Note th'at 1.L2.3 is a low-level system task and, so, further decom-
positivn is not required. The response subfunction 1.L2.4 will not be

decoSposed here since the subfunctions and low-level system tasks
required to perform the response subfunction will be the same for
normal and emergency conditions.

.

This completes a functional decomposition of the entire lef t side
of Figure 2-2 for the system function CONTROL ACCESS AND INTRODUCTION
OF MATERIAL THROUGH AREA ENTRY PORTALS.

L' System function 2, which appears on the right side of Figure 2-2,
will now be decomposed.

There is a noticeable similarity between the subfunctions required
to perform these system functions. Namely, the physical protection-

'2-22
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system must ensure detection of and response to the adversary threat.
The resulting decomposition is shown below.

DENY ACCESS AND
0 W

SYSTEM FUNCTION

AREA BOUNDARY

DETECT ACCESS / INTRODUCTION f RESPOND TO ACCESS /
DF MATERIAL THROUGH INTRODUCTION OF MATERIAL LEVEL 12.L1.1 2.L2.2pgggggggg gggg THROUGH REMAINING SUBFUNCTIONS
BOUNDARV AREA BOUNDARY

_

Again the decomposition of the response subfunction is expected to be
the same as that for sys'em function 1, so, it is not included here.

The detection subfunction in system function 2 shown on the right

side of the hierarchy in Figure 2-2 does require a different set of

subfunctions and low-level tasks from those previously identified for

detection in system function 1. This is due mainly to the type of

detection that is required at the entry-control portals. Either an

attempt is made to gain access by force or by feigning authorized

access. In either of these two cases, the detection subfunction is

heavily dependent on entry-control personnel and procedures. On the

other hand, detection of attempts to gain access or introduce material

through the remaining MAA boundary, e.g., a window, will rely primarily

on electromechanical components. There may also be a guard patrol

which senses the intrusion; however, in both of these cases, sensing

the intrusion is not sufficient to ensure detection.

I

First, detection by some periodic means, e.g., a CCTV camera which
scans an entire room a section at a time or a guard patrol which goes

around a building once in an hour, will be considered. In this case,
j

sensing of an intrusion will not occur unless there is sufficient delay

to allow the sensor (equipment or personnel) to cover the point of

intrusion during that time. For example, if it takes the adversary 10

minutes to pick a door lock and it takes the guard 30 minutes to patrol

that building, then the adversary can begin the intrusion process once

the guard has passed. By the time the guard returns to that point, the

intrusion will be complete without signs of entry. This illustrates

the time interaction between the sensing and delay tasks.

I
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In.-the other case, in which sensing is not periodic, the delay

task does not play a part in ensuring that the intrusion is sensed.
Because the detection subsystem must be effective over a wide range of
conditions, its decomposition reflects the case in which delay is
necessary. Two interrelated tasks have been identified in this decom-
. position thus far:

2.L2.1 DELAY TO, AID SENSING

2.L2.2 SENSE BOUNDARY PENETRATION

Sensing of an intrusion by either electromechanical or human

means, however,.is not sufficient to ensure detection. The alarm must

be reported by either electronic means or by personnel who have sensed
the intrusion. These factors alone still do not constituto detection.
Because. the incidence of falso alarms is a possibility, assessment must

also take place. Assessment is similar to sensing by periodic means in
that suf ficient delay must be provided to detain the adversary long

enough to verify that a valid alarm has been received and to obtain
sufficient information to initiate an appropriate response.

The resulting decomposition for the detection subfunction 2.Ll.1
is shown below.

OETECT ACCES5/ INTRODUCTION
OF MAffRIAL THROUGH

2*lI*I +
REMAINING AREA
BOUNDARY

I

I

i

DE(AyDLLAY SENSE T
TO A10 BOUNDARY TO AfD
SENSING PENETRAT10h A55E55 MINT

2.L2.3 | || 1

Note from the above. that only one subfunction requires further decom-

position, 2.L2.3. The other subfunctions have been defined in suffi-
cient detail to permit identification of components for achieving the

desired subfunction performance.

,

The final step in this decomposition requires the identification

of low-level tasks which are.necessary to ensure that an alarm is ,

reported. In the case of a human. sensor, this decomposition is not

'. 3-3 4 .
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necessary. If a piece of equipment is the sensor, the signal from the
sensor must be transmitted and the alarm must be annunciated at the
alarm station in order for alarm reporting to occur. The low-IcVel
tasks resulting from this final decomposition are shown below.

gg,RTREPO2.L2.3

TRANSMIT ANwNCIATE2.L3.1 ggg gggy 2. L 3. 2

I I

This concludes the functional decomposition of the performance capa-
bility stated in 10 CFR Part 73.45 paragraph (b).

2.3 Component Selection Matrices

2.3.1 overview -- To provide the licensee with feasible component
,

| options for performing low-level system tasks, nine component selection
matrices were developed. These matrices, which are grouped by generic
physical protection system tasks, are listed in Table 2-1 and included
in Volume II of this report.

2.3.2 Matrix Development -- DOvelopment of a component selection
matrix for a generic system task requires identification of performance
characteristics associated with that subfunction. A performance char-

acteristic is defined as a low-level system task, the performance of
which is constrained to a particular location or in a specific applica-
tion. For example, one low-level system task is " sense boundary pene-
tration," and the corresponding performance characteristics include
" sense boundary penetration at the MAA wall." Lists of componentsi

(equipment, design features, and procedures) suitable for achieving
each performance characteristic were compiled for entry into a conve-
nient matrix form.

For each generic system task, there is a component selec' tion
matrix with a column listing of corresponding performance characteris-
tics.

| A row. listing contains components which the NRC staff considers
i
t
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Table 2-1

Component
Effectiveness Test

Questionnaires

1. Admittance Authorization Criteria and Schedules
2. Admittance Authorization / Verification
3. Air and Utility Inlet Barriers
4. Annunciation Systems--Comnuter-Assisted Annunciation, Individual

Alarm Annunciation, Multiplex Alarm Annunciation
5. Area Zoning
6. Balanced Magnetic Switches
7' Breakwire Systems (Foil Strip and Grid Wire).

8. Buried Line Sensors--Seismic-Magnetic Cable, Geophone String,
Piezoelectric Button String

9. Capacitance Alarms
10. CCTV Monitoring / Surveillance
11. CCTV Systems
12. Central and Secondary Alarm Stations4

13. Closeout Inspection by a Third Party
14. Coded Credential Systems--Active Electronic, Electric Magnetic

Coded, Magnetic-Stripe Coded, Metallic-Strip Coded, Optical,

Coded, Passive Electronic
15. Commercial Telephone System

; 16. Contingency Plan and Procedures
17. Controlled Security Lighting'

18. Data Link via Radio Frequency
19. Direct-Line Telephone / Intercom
20. Direct Monitoring / Surveillance
21. Doors'and Associated Hardware
22. Duress Alarms+

23. Electric Field Fence (E-Field) Systems
24. Electret Cable and Tilt Switch Fence Sensors
25. Emergency Access / Egress;

26. Emergency Battery System (EBS)'

27. Emergency Evacuation Procedures
28. Emergency Exits
29. Emergency Generator Systems (EGS);

i 30. Equipment Checks / Maintenance
31. Escort
32. Explosives Detector--Hand-Held, Package Search
33. Explosives Detector--Hand-Held, Personnel Search

| 34. Explosives Detector--Hand-Held, Vehicle Search
35. Explosives Detector--Volume
36. Explosives Detector--Walkthrough
37. Fence Systems

| 38. Floors
39. Functional Zoning!

I 40. Gates and Associated Hardware
41. Guard Force Personal Equipment
42. Guard Force Qualification
43. Guard Patrols / Intervention-

44. Guard Post Assignment
45. Hard-Wire Video Systems
46. Infrared Beam Systems, Exterior
47. Interfaces Between Alarm Station and Sensors--Individual Hard-Wire

Alarms, Multiplexed Hard-Wire Alarms, Hard-Wire Command Signals
48. Design Feature: Isolation Zones,

49. K9 Package Search'

2-26-
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Table 2-1 (Coitinued )

50. K9 Vehicle Search
51. Local Audible / Visible Alarms
52. Locks (Key Locks , Keyless Locks)
53. Manual Alarm Recording
54. Master (Fixed) Radio
55. Microwave Systems--Exterior
56. Mobile Radio
57. Mo', ion Detectors--Infrared Systems, Interior; Microwave Systems,

Interior; Ultrasonic and Sonic Systems
58. Multiman Rule
59. Night Vision Devices (Goggles, Scopes)
60. Package Search--Visual Inspection
61. Pat-Down Search
62. Personal Identification Numbers / Passwords
63. Photo Identification Badges
64. Physical Controls and Procedures for Keys, Locks, Combinations,

and Cipher Systems
65. Portable Radios
66. Positive Personnel Identification--Fingerprint, Handwriting, Hand

Geometry, Voice Print
67. Response Vehicles
68. Roof
69. Sally Ports, Pedestrian
70. Sally Ports, Vehicular
71. Shielding Detector- Volume
72. Shielding Detector--Walkthror ;h
73. SNM Containers
74. SUM Detectors--Hand-Held , Package Search
75. SNM Detectors--Hand-Held , Personnel Search
76. SNM Detectors--Volume
77. SNM Detectors--Walkthrough
78. SNM Holding / Storage Areas
79. SNM Identification /Authoritation Procedures
80. SNM Liquid and Solid Waste Handling Procedures
81. SNM Scrap Removal Procedures
82. SNM Shipping and Receiving Procedures
83. Tamper-Indicating Circuitry
84. Tamper-Indicating Seals and Tamper Seal Inspections
85. Team Zoning
86. Uninterruptible Power Systems (UPS)
87. Vaults
88. Vehicle Search--Visual Inspection
89. Vibration Sensors
90. Walls
91. Weapons (Handguns, Shotguns, Semiautomatics)
92. Weapons Detector--Hand-Held, Package Search
93. Weapons Detector--Hand-Held, Personnel Search
94. Weapons Detector--Volume
95. Weapons Detector--Walkthrough
96. Windows and Associated Hardware
97. X-Ray Package / Container Search

2-27
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feasible measures for performing the matrix task. The dots which are

placed at the intersection of the rows and columns indicate potential
components for achieving a particular performance characteristic.

Figure 2-7 provides an illustration of these concepts. From this fig-

ure, the licensee could select from the following list of components to

sense bou*iary penetration at the MAA wall:

1. Interior microwave systems,

2. Ultrasonic and sonic systems,

3. Interior infrared systems,

4. CCTV systems ,
5. Breakwire systems,

6. Vibration sensors, or

7. Guard patrols.

Given this choice of components, the licensee may select one or several

of these components to use in combination to sense boundary penetration

at the MAA wall within the constraints imposed by his individual facil-

ity.

2.4 Component Effectiveness Test Ouestionnaires

2.4.1 Overview -- A set of effectiveness test questionnaires

(ETOs) wrs developed for 97 generic components (equipment, design

features, and procedures) which the NRC staff considers suitable for

inclusion in a physical protection system. These components are listed

in Table 2-1. The questionnaires provided in Volume II are designed to |

| provide a method by which individual component performance can be
'

measured in a consistent manner when applied by the licensee in the

design phase and by the NRC in the licensing and inspection phases.

2.4.2 Ef fectiveness Test Ouestionnaire Development -- Component

j performance is highly dependent upon many factors and contingencies.

However, experience gained through extensive hardware testing supported

by DOE at Sandia Laboratories has provided principles and guidelines

for proper component selection and utilization. While the employment

of such guidelines does not quarantee satisfactory performance, it

seems reasonable to assume that performance is a direct function of

adherence to these guidelines. With this in mind, ETOs which address

factors deemed important to performance were developed, under joint
WRC/ DOE sponsorship, for the 97 generic types of components listed in
Table 2-1,
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Another facet of this problem is the need for some means of mea-

suring component performance. At best, component performance evalu-

ation is a difficult task. In addition to the complexity involved, a

certain degree of subjectivity further complicates evaluation of com-

ponent performance. This subjectivity is due to several factors,

including the inability to measure component performance during the

design stage and also the inability to quantify certain perfotaance
measures. The ETOs which were developed facilitate the evaluation task

by providing a framework for component performarce evaluation within
these constraints.

Questionnaire Content. Effectiveness test questionaires were

developed for equipment, design features, and procedures. The ques-

tions in the equipment and design feature ETOs are based largely on
experience gained from DOE's physical protection R&D program at Sandia
Laboratories. The performance factors addressed in these question-
naires include the following:

1. Fite conditions such as terrain features, structures in a

sensing area, etc.

2. Environmental conditions which include natural conditions, j
e.g., wind, lighting, extrema cold, presence of wildlife,

and manmade conditions, e.g., electromagnetic interference,

ventilation, and heating equipment noise, etc. '

3. Installation cc.isiderations such as mounting procedures for
sensors on a fence, wiring techniques for capacitance alarms,
etc.

4. Operation and maintenance considerations which include pre-
ventive maintenance schedules, criteria for setting sensor
sensitivity levels, etc.

5. Reliability factors such as self-test capability, emergency
. power supply, availability of spare parts, etc.
(

6. Vulnerability aspects which treat the equipment's suscep-
tibility to circumvention, tamper protection, etc.

i

i

The development of ETOs for procedures posed some difficulty in
that very little analysis of physical protection procedures has been
performed. Thus, there were no formal guidelines for procedures other
than some rather general information in NRC regulatory guides. The
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ETOs that were finally developed for procedures included the following

type of information:

1. General performance conditions which include the more general

factors pertaining to the implementation of the procedure,

e.g., the means by which an emergency would be verified.

2. Site conditions such as questions pertaining to the size and

function of the area in which monitoring will take place.

3. Training and proficiency levels which treat the instruction of

personnel or animals performing a procedure, proficiency tests

utilized and the frequency of testing and retraining in cases

such as those in which dogs are used for explosives detection

in vehicle searches.

4. Reliability factors such as length of duty assignments, opera-

tional testing to determine procedure effectiveness, double-

checks on procedure performance, etc.

5. Vulnerability aspects which treat such factors as the proce-

dure's susceptibility to circumvention, susceptibility to

collusion, etc.

The ETOs, which consist of questions designed to address perfor-

mance factors within the categories just listed, were developed to

cover various adversary contingencies. The adversary strategy is

treat _d implicitly in these questionnaires. For example, tamper pro-

tection is addressed to treat attempts by insiders or outsiders to

surreptitiously disable the equipment. Another example is enclosure of

a lock case and bolt mechanism to protect against forcible defeat of

the lock.

Another feature of the component ETOs is the ability to treat the

performance of a subcomponent withir he ETO of another component whose
,

performance is affected by the performance of the subcomponent. For

example, the following question is taken from a sensor questionnaire:

If tamper protection will be employed, what will be the per-

formance level of the tamper-indicating circuitry? (To aid
performance estimation, refer to the questionnaire on tamper-

indicating circuitry.)

In order to adequately describe the performance of the sensor, it is

necessary to incorporate the performance of the subcomponent, in this
case, the tamper-indicating circuitry. Other questionnaires for which

subcomponent performance must be considered include those dealing with
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i

doors whose performance depends in part on the locks, CCTV monitoring
and surveillance equipment whose performance incorporates that of con-

trolled security lighting, and equipment whose performance is dependent
on the performance of the emergency power source used in case of power

failure.

Questionnaire Format. In developing these component question-

naires, consideration was given to several areas to ensure practica- '

bility. First, efforts were made to provide completeness in addressing
'

all essential factors which affect performance. Attempts were also '

made to eliminate redundancy in the consideration of performance fac-
tors. In addition, efforts were made to minimize the number of ques-

' tions in an ET0.

To reduce ambiguity and to facilitate the aggregation of responses
into a measure of component effectiveness, the question responses are4

presented in a multiple-choice format in descending order of prefer-
ence. This response format attempts to minimize the subjectivity which
is inherent in this type of evaluation where judgements by knowledge-
able individuals play a major role. With this in mind, each specific
response scale was designed to have tne following proporties: "

.

Comprehensiveness: The score on the scale should adequately.

; reficct the component performance relative to the factor in

question. The scale should be applicable in most situations

and for most adversary actions.

Operational: The scales should minimize ambiguity by providing.

(1) a sufficient number of possible responses to discriminate
between most situations and (2) meaningful and concise scale
point definitions that include exampi.es for each point on the
scale and should use specific quantitative units where possi-
ble.

Linearity: preferences over the scale responses were assumed.

to be linear to facilitate the aggregation of responses. If

two responses are almost equally desirable, they are presented
as alternatives having the same value on the scale.

In summary, the question response format which was adopted for the
component ETOs should enhance the licensee's ability to select and

effectively implement components to perform the physical protection

i
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system tasks identified at the lowest level of the functional hierar-

chies. In addition, this format will facilitate component performance

evaluation.

; 2.5 System Effectiveness Test Ouestionnaires

The design guidance products requested by the NRC did not include

system effectiveness test questionnaires. However, as the evaluation

methodology discussed in Chapter 3 evolved, the need for additional

ETOs to address the effectiveness of multiple component systems and the

interactions among various system functions and subfunctions became

apparent. Although the need for these ETOs was recognized as a result

of the evaluation methodology development, they are equally necessary;

to provide comprehensive design guidance to licensees.

Certain sentem ETOs are needed to evaluate the effectiveness of
combinations of components with respect to their ability to perform a

given system task. These ETOs provide a means of selecting an approach

for aggregating the individual component scores into an overall score

for the multicomponent system's ability to perform the associated task.

The selection of the aggregation approach is based on how effectively |

| the individual components are combined. The effectiveness of the com-

I bination depends on various factors such as environmental conditions

which could simultaneously affect the component's operational incom-

patibilities and mutual tamper protection.

Other system ETQs were required to address functional and dynamic

interactions of various system functions and subfunctions. For exam-

ple, to determine the effectiveness of the assessment subfunction, it

is necessary to address the interaction between assessment and delay.

The primary factor affecting this interaction is time. Therefore, the

system ETO must provide some means of correlating the delay and assess-

; ment times. A similar interaction occurs between delay and sensing

when the latter performed periodically and between delay and response. !

|
|

A limited number of system ETOs were developed under the current

program. These questionnaires, which are included in Volume II of this

report, treat the alarm assessment system, alarm reporting system, com-
;

munication system, and penetration sensing system.

,
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CIIAPTER 3

EVALUATION METHODOLOGY

This chapter describes the development of a logical, comprehen-
sive, and practical method of evaluating physical protection system
performance for each of the capabilities specified in the fixed-site

Upgrade Rule, 10 CFR Part 7 3.4 5

3.1 Overview

The evaluation methodology described in this chapter utilizes

probability theory to derive logical forms of component and system
performance measures and employs multiattribute utility theory to
aggregate these measures, many of which are assessed subjectively, into
a single overall performance score. The methodology is unified by a

structure which provides clear traceability to the Upgrade Rule re-

quirements. This evaluation structure consists of a set of hierarchies
developed from a functional decomposition of each of the five perfor-
mance capabilities specified in the Upgrade Rule.

Each functional hierarchy, shown in Figures 2-2 through 2-6, is

headed by one of the performance capabilities, which is considered an
objective. Each objective is partitioned into the system functions
necessary for the operation of the system. This functional decomposi-

tion is continued until a task for a generic-type component can be

identified. This task is the lowest level in the hierarchy and is

called a low-level system task. A partial development of a functional

hierarchy is illustrated in Figure 3-1. Since the same low-level task

may be performed by different components at dif ferent locations, e.g.,

sense boundary penetration at fences, emergency exits, windows, etc.,
further constraints, called performance characteristicq, may be imposed
for component selection. At this point, an overall measure of perfor-

mance, or score, based on an evaluator's responses to component ETQs is
assigned to the component selected.

Once each component has received a score, the scores for those
components that address individual performance characteristics must be
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aggregated to arrive at a single score for the appropriate low-level

system task. In order to determine the scores for other levels of the

hierarchy, the scores for low-level system tasks are combined into

system subfunction scores, which are then aggregated into system func-
tion scores, and, finally, into an overall score for each performance

capability. Therefore, five aggregations must be made using individual
schemes that reflect the numerous questions, components, tasks, sub-

functions, and functions.

3,2 Component Performance Evaluation

The objective of the compenent performance evaluation methodology
is to synthesize responses to individual questions from an ETQ into a
meaningful overall measure of expected performance. The initial method

of evaluation developed was theoretically oriented and, while it estab-

lished a logical foundation for the methodology, its implementation

proved prohibitive within the current scope of the program. Subse-

quently, modifications to the methodology were developed to facilitate

implemer'ation. The evaluation methodology development is discussed in
the following sections. The functions used in the evaluation method
are derived in Appendix A.

3.2.1 Methodology -- The initial evaluation method provided a

logical basis for structuring questionnaires, for scoring individual

question responses, and for aggregating question scores into a measure

of component performance. Apnlicat.on of the methodology to an ETO

consisted of the following four steps:

1. Structure 'he questionnaire for aggregation,.

2. Assign a weight to each question,

3. Assign a value to each question response, and

4. Assign aggregation rules and compute an overall score based on
I

|

|

question responses.

|

The followina ETO for the Hard-Wire Video System will be used to

illustrate each af these four steps and to describe the results ob- |
tained by their application. |

|

.
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HARD-WIRE VIDEO SYSTEM

EFFECTIVENESS TEST

FUNCTION I

The function of the hard-wire video will be to provide a means to
transmit information from a remote video camera to tae local video
monitor.

CONDITIONS

Environmental Conditions

1. What means of lightning protection will be provided for the video
cable?

2. If electromagnetic interference (EMI) sources are expected to be
nearby, what will be done to minimize their effect on signal
transmission?

3. Will all exterior connections be sealed from moisture?

4. Will messenger wires be used to support aerial cable runs?

Performance Conditions

Operation

5. Will impedance mismatching between video cable and equipment be
minimized to avoid ghost images on monitors?

6. If excessive signal losses due to impedance matching transformers,
isolation transformers, and/or long cable length cause unsatisfac-
tory monitor pictures, will video equalizers and/or line ampli-
fiers be utilized?

Maintenance
,

I
7. Will preventive maintenance be performed on a schedule supported

by mean-time-between-failure (MTBF) data?
|

Reliability

8. If line amplifiers are used, what type of emergency power system
(EPS) will be employed in the event that normal power is lost?

9. What will be the level of emergency power system (EPS) perfor-
mance? (To aid performance estimation, refer to the questionnaire
on the specific EPS.)

I 10. In the event of normal power failure (accidental or intentional),
how much time will be required to restore video cable operation?

|

L
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IIARD-WIRE VIDEO SYSTEM

Vulnerabil. ties

11. Will tile video transmission cystem be completely contained within
the protected area?

12. If tamper protection will be employed, what wi'l be the level of
performance of the tamper-indicating circuitry associated with the
video cable? (To aid performance estimation, refer to the ques-
tionnaire on tamper-indicating circuitry.)

3-5
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|
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|

HARD-WIRE VIDEO SYSTEM

ANSEZRS

CONDITIONS

1

l

Environmental Conditions

1. a. 1. Equipment will be enclosed in a grounded metal enclosure
(Faraday shield). Generally acceptable approximations are
well-bonded all-metal structures or buildings, and con-
crete structures or buildings with all rebar and metal
sheathing, including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the structure
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connected between each cable
conductor and ground, and

4. If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protected, then secondary
surge protection, e.g., silicon junction avalanche devices
or metal oxide varistors, will be connected at the equip-
ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

b. All of the above except 1, plus properly installed and groun'd-
ed lightning rods.

c. Only 2. and 3. or, if sensitive equipment, only 2. and 4.
d. Only 2.

2. a. Either EMI is not expected to be a problem, or shielded,
balanced line transmission employing balanced line isolation
transformers at each end of the line will be used.

b. Shielded, unbalanced line with an isolation transformer at one
end of the line will be used.

c. Shielded, unbalanced line will be used.

3. a. Yes.
b. No.

4. a. Yes, or messenger wire is not needed (e.g., cable will be
installed in undecqround conduit).

b. No.

Performance Conditions

Operaticn

5. a. Yes,

b. No.

6. a. Yes, or signal losses will not be excessive.
b. No.

i

i

!
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HARD-WIRE VIDEO SYSTEM

i

I
Maintenance

{
7. a. Yes.

b. No. I

Reliability

8. a. Either power is not required for operation or uninterruptible
power system.

b. Emergency battery system.
c. Emergency generator system.
d. None (will be flagged for performance downgrade).

9. a. 0.8 to 1.0, or power will not be required for operation,
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4

|

10. a. Less than 5 seconds, or will not be required for operation.
b. From 5 seconds to 1 minute.
c. From 1 to 5 minutes.
d. More than 5 minutes.

Vulnerabilities

11. a. Yes.
b. No.

12. a. 0.8 to 1.0.
b. 0.6 to 0.8.
c. 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.

!

,

t

i
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Step la Structure the Questionnaire. Each question in an ETO

addresses a factor which impacts component performance. The construc-

tion of a simple fault tree that relates each factor to component

failure modes allows the question responses to be logically aggregated

to arrive at an overall score for component performance. A possible

fault tree for the Ilard-Wire Video System ETO is shown in Figure 3-2.

The numbers shown in the boxes in this figure correspond to question

numbers in the sample ETQ.

VIDEO
TRANSMISSION

TAILURE

I I

VIDEO
VIDEO NOT TRANSMISSION

TRANSMITTED UNSATISFACTORY

Q o
I I I I

, CABLE EQUIPMENT HIGH-FREQUENCY IMPEDANCE

FAILURE TAMPERING LOSSES MISMATCH
!!,12 6 5

ELECTROMAGNETIC
INTERFERENCEi i

P
*

LIGHTNING LINE AMPLIFIER
DAMAGE FAILURE

1 7,8.9.10

CONNECTOR
FAILURE

3,4

Figure 3-2. liard-Wire Video System Fault Tree

| Step 2: Assign Weights. Once the questions have been structured

[ into groups, weights must be assigned to show the relative importance

( of the question within the group. Five possible weights are suggested:

1. High importance 1.0=

2. Medium importance 0.5=

3. Low importance 0.25=

l 4. Very low importance 0.1=

5. No importance 0.0=

I
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For a set of questions which are relevant to an event in the fault

tree, the weight assigned to each question can be viewed as a surrogate

measure for the conditional probability of that event given the degrad-

ed conditions of com;onent performance implied by the minimum response

for that question. a question with an assigned low weight can have a

negligible effect on overall performance, while a highly weighted ques-

tion can have a dramatic effect. For example, a question that might be

asked while assigning weights is "What possible degradation of compo-
.

nent performance can occur as a result of a minimum (0) response to the

question?" The weight assigned would depend upon which of the follow-

ing is the appropriate answer:

1. A severe degradation in performance could occur, rendering the

component incapable of performing its function. (Weig h t =

1.0)
2. A moderate degradation in performance could occur, resulting

in the 23 kelihood that the component would be ineffective.

(Weight 0.5)=

3. Only a minor degradation in performance could occur, with the

component still likely to function properly. (Weight = 0.25)

4. A very minor degradation in performance could occur, with only

a minimal effect on component operation. (Weigh t = 0.1)

5. No degradation in performance could occur. (Weight = 0.0)

i

Questions which provide for branching of subjects, identify types j

of subcomponents used, or identify conditions under which the component
must operate and which do not specifically pertain to performance

should be assigned a zero weight.

The following provides the rationale used in arriving at the

weighting for some of the questions in the example questionnaire:

Question 1. Question 1 was weighted 0.5. While response (d)

implies little or no lightning protection, there are the

additional conditions of lightning strokes and of damaging

currents developing before video cable components (line am-
plifiers, matching transformers, etc.) could become inopera-

tive. Such conditions provide a mitigating effect on the

weight assigned.

Question 2. Question 2 was weighted 0.25. Electromagnetic

interference (EMI ) usually causes minor degradation in pic-
ture quality. The lines and bars caused by EMI are primarily

3-9



1

an' annoyance and do not opaque the screen. Response (d),

while representative of a minimal effort to reduce EMI ef-

fects, indicates that some high-frequency attenuation occurs.

Question 8. Question 8 was weighted 0 since it only iden-

tifies the type of emergency power supply used.

Question 10. Question 10 was weighted 0 since the subject is
~

included in the power supply questionnaire. When associated

with CCTV surveillance and the assessment function, this

question serves to emphasize the importance of outage time.

Quast 12. ' Question 12 was weighted 1.0. Response (d) was

interpreted to mean that undetected tampering could easily

take place. Such a condition might be expected to encourage

an adversary to take advantage of the situation and render

the component ineffective.

Obviously, a set of responses to questions could be created which

would result in any question being assigned a weight of 1.0. However,

the minimum response to a question should represent an unsatisfactory
threshhold; otherwise, the importance of the question might become

inflated.
&

Step 3: Assign Response Values. After a weight (wi) is assigned
to each question (i), these weights are used to determine response

values. _Each question has a set of responses listed in descending
order of preference. Where applicable, the first response should be of

the following form: Either this factor is of no concern, or it is a

particular design or procedure recommendation that is judged to provide
the greatest. likelihood of success with regard to the factor for all

conditions considered. This form eliminates the possibility of penal-

izing a system for_not incorporating the best recommendation when, in,

actuality, that particular factor, e.g., snow in Florida, is nonexis-

tent at the facility being evaluated. The first response is assigned a
i

value x3 = 1.

The last response listed for a question is judged to be unaccep-
table because either the success likelihood is considered too low for
all conditions anticipated or the conditions for which success is

likely are too limited. This last response is assigned a value xi = 0.
I

i
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For now, the question responses are assumed to fit linearly on a 0

to-1 scale, e.g.,-for-three responses, x y = 1,.x2 = 0.5, and x3 = 0.
Responses can always be reevaluated individually if this method does

- not yield'sufficiently accurate results. Each response (xi) is then.

weighted by the importance of the question (wg) to obtain a score (sg)
-as follows:,

i=1-wi (1 - x1) ( 3 -1)p s

The sensitivity of this function is shown in Figure 3-3, which

indicates that, regardless of weight, a maximum response results in a
~

j_ maximum question score. Responses other than the best response are

, increasingly penalized with increasing weight. The individual question

parameters,'along with the resultant question scores for the sample

questionnaire, are shown in Table 3-1.1

|
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Step 4: Assign Aggregation Rules. For an aggregation method to

be acceptable in this application, it must treat each question score as

if it were related to the probability of success or failure of some

aspect of overall component performance under a given set of condi-
tions. One approach is to construct a fault tree that relates question
scores to an overall measure of component performance.

Table 3-1

Individual Question Parameters
for

Sample Effectiveness Tent Questionnaires
o

EQUIPMENT: Hard-Wire Video System

Weight Response Score

Question I"i I I*i) (si)
I Group 1 1 0.5 0.67 0.84

3 0.25 1.0 1.0

4 0.5 1.0 1.0

7 0.25 1.0 1.0

| 8 0 0.67 1.0

9 0.5 0.67 0.84

10 0 0.67 1.0

11 0.5 1.0 1.0

12 1.0 0.67 0.67

Croup 2 2 0.25 0.5 0.875

5 0.25 1.0 1.0

6 0.25 1.0 1.0

Utilizing concepts from fault tree logic, the component perfor-

mance level associated with each group of questions is obtained by

aggregating individual question scores (sg) through whichever of the
j following rules is most appropriate: (1) AND, (2) SOFT AMD, (3) AVER-

AGE, (4) SOFT OR, and (5) OR. A description of each of these rules

follows:

AND. The AND rule is appropriate whenever all of the perfor-

mance factors addressed by a group of questions are essential

; to component effectiveness under all conditions. That is, if

any factor is unsatisfactory, component performance is un-

| satisfactory. For this case, the aggregation function is

|
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i

-n
S= n s. (3-2)1

i=1'

,

where

i

S = the overall component event score

i = the individual question scores

n = the number of questions in the group to be

aggregated.

.

' SOFT AND. The SOFT AND rule is appropriate whenever it is

'unlikely that all of the factors within the group will be,

simultaneously essential, but, due to the large set of pos-

sible conditions in which the corponent must function, there
3

is uncertainty as to which subset of factors is essential at

any given time. This case can be interpreted as the proba-'

t

bility that all . factors, within a subset chosen at random
"

from all'possible subsets, will be satisfactory. For this

j case, the aggregation function is
.

_

"
1S= H (s. + 1) - 1 (3-3)

j 2" - 1 i=1
.

1

.

| AVERAGE. The AVERAGE rule is appropriate whenever the com-

f ponent performance is dependent upon or dominated by a single
'

factor within the group, but, due to the large set of possi-
'

ble conditions in which the component must function, there is

uncertainty as to which factor is dbminant. This case can be

interpreted a', the probability that any one factor, chosen at

random from <11 possible factors within the group, will.be
i= satisfactory. For this case, the aggregation function is

n

! S = 1 ][) s (3-4)
" i=1 1

t

(-

ER . ' The OR rule is appropriate whenever it is required that

! at least one factor within the group be satisfactory for
.

satisfactory component performance under all conditions. Forj'
i this case, the' aggregation function is

V

.
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n

S=1--U(1-s) (3-5)g

i=1

SOFT OR. The SOFT OR rule is appropriate whenever it is un-

likely that all of the factors within the group will be rele-
vant in a given situation, but, due to the large set of pos-

sible conditions in which the component must function, there

is uncertainty as to which subset of factors is relevant at

any given time. This case can be interpreted as the proba-

bility that at least one factor within a subset chosen at

random from all possible subsets within the group will be

satisfactory. For this case, the aggregation function is

"
n

S= 1- ( - s) (3-6)n g
2 -1 1,1

Figure 3-4 shows a comparison between these expressions as a
function of question score for five questions, each having the same

score. An indication of the resolution to changes in question

responses is shown in Figure 3-5 for the sample ETO. The AND rule
appears too harsh in requiring that all factors addressed by the ETO

be treated as essential to performance under all conditions. On the

other hand, component performance does not seem to be dominated by any
single factor chosen at random, which eliminates the AVERAGE rule.
The SOFT AND rule seems to be the most appropriate aggregation rule

for the sample ETO because it treats subsets of factors chosen at

random as essential to performar?ce.

3.3 Methodology Modifications

While the initial development provided a logical foundation for

the component ev.aluation methodology, its implementation disclosed a
very practical problem, namely, the prohibitive effort required to

develop a fault tree for each of the 97 ETOs, to determine weights for
each question, and to estimate a value for each question response.
Therefore, it was necessary to devise'a more practical approach to

component evaluation that would still retain much of the original logic
foundation. As a result of further investigations, the following

modifications to the evaluation methodology were made:

1. The SOFT AND aggregation rule was applied to all component
questionnaires,

s
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2. Each questionnaire was aggrega*ed as a single group of
questions,

3. All questions were weighted at 0.5, and

4. All trivial and nonperformance oriented questions were elimi-

nated.

To provide a basis for simplification, sensitivities of results to

aggregation structure and to question response were investigated using

the Hard-Wire Video System ETQ.

3.3.1 Aggregation Structure -- If used exclusively to aggregate

questionnaire responses, the AND rule provides a score which is inde-
pendent of aggregation structure. This independence results from the

fact that the AND rule is a simple product of individual scores.

Use of the SOFT AND rule is appropriate whenever it is unlikely

that all of the factors treated in the questionnaire will be essential

under all conditions, but, due to the large set of possible conditions

in which the component must function, there is uncertainty as to which

subset of factors is essential at any given time. Such a description 1

makes the SOFT AND rule the leading candidate for aggregating most

component ETQs.

In the application of the SOFT AND rule to various alternate

structures for the Hard-Wire Video System ETO, the most significant

change in the aggregate score was caused by the change from an unstruc-

tured, single group of questions to a structure consisting of two basic

groups of questions, such as that shown in Figure 3-2. The arrangement

of the questions within the two-group structure seemed to be relatively

unimportant. The effect of questionnaire structuring is shown in

Figure 3-6. Comparison of the results from the two-group structure

with those from a four-group structure indicated little or no differ-

ence. Therefore, it is evident that when the SOFT A9 rule is utiliz-

ed, the major concern is not the correctness of the aggregation struc-

ture but whether structuring is even necessary.

The other aggregation rules were not examined for sensitivity to

questionnaire structure since no component was found whose performance

was (1) dominated by any one factor chosen at random (AVERAGE rule),

(2) dependent upon at least one factor addressed (10R rule), or (3)

dependent on at least one factor within a subset chosen at random (SOFT

OR rule).
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Figure 3-6. Effect of Questionnaire Structuring on
Aggregation Scores

3.3.2 Question Response -- The sensitivity of the aggregate score

(S).to the individual question response value (xi) is obtained by
finding the partial derivative of S with respect to xi for each of the
aggregation rules. The partial derivatives used to obtain the sensi-
tivities are shown in Eqs. (3-7) through (3-11); these results were

obtained at xi = 1.

AND Rule

=wS (3-7)

SOFT AND Rule

2 S (3-8)
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AVERAGE Rule

DS =1 (3-9)Bx n
1

where n = total number of question responses being aggregated

SOFT OR Rule

w
DS ~i (3-10)Bx 2"i

OR Rule

DS
=0 (3-11)bx

3

if any xi= 1

The partial derivatives shown in Eqs. (3-7) through (3-11) indi-

cate the relative sensitivity of results between aggregation rules,

shown earlier in Figure 3-5, and the importance of weights in the

determination of the sensitivity of the aggregate score to individual

question responses for a given aggregation rule. This second point
presents somewhat of a problem in that the need for question weights

was derived on a probability basis but the actual values must be pro-
vided on a subjective basis which is susceptible to personal bias and
differing viewpoints.

In order to indicate the variability in estimating question

weights, weight estimates for the Hard-Wire Video System ETO were
obtained from personnel experienced in this area. Aggregate scores

based on these weight estimates were compared with scores derived from
original estimates made by the authors (see Figure 3-7). The scores

derived from estimates by experienced personnel were lower than the
scores based on the authors' estimates. Although the lower scores

resulted from a number of higher weight estimates, these estimates

(with one exception) agreed within one increment (as defined on the
weight scale described earlier) with the authors' original estimates.
The differences in scores were within the range of scores obtained f' rom
differences.in aggregation structure.
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Figure 3-7. Effect of Different Estimates of Question
Weights on Aggregation Scores

. Due to subjectivity in weight estimates and possible variations in

questionnaire structures, a feeling of uncertainty about the relation-

ship between question responses and aggregate score is to be expected.

Ilopefully, a reasonable measure will lie somewhere within the ranges

shown in Figures 3-6 and 3-7. Since this uncertainty exists, there

seems to be little justification in implementing a complex methodology

if a simpler one will provide satisfactory results. An enormous

implementation effort could be eliminated if (1) each ETQ could be

aggregated as a single group of questions and (2) all questions could

be given an equal weight value (equal importance).

3.4 Methodology Simplification

If the evaluation problem is approached solely from the viewpoint
of the question responses, without any measure associated with them, it
seems likely that a component's performance could be acceptable if its
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- ~ ETQ had mostly "best" and a few "second best" responses, or perhaps
.even a few " third best" responses. The question remains, how many
minimum responses to questions would be acceptable? The answer to this ;'

question would depend on the nature of the questions in the question-
naire. To understand the impact of minimum responses to questions of
dif ferent :importance levels on the aggregate score, an ETO was consid-
cred to be composed of many questions of each importance level (weigh t) . !
The SOFT AND rule was selected as the aggregation rule with the set

of cesponse scores treated as a single group (unstructured ) . At a spe-

| cific importance level, e.g . , 0.10, an aggregate score was calculated

for a group of questions. One of these questions was assigned a mini-

! mum response :and the remaining questions were assigned "best" responses.

These calculations were repeated while the number of questions that

were assigned minimum responses was successively increased. This pro-
cedure was duplicated for importance levels of 0.10, 0.25, 0.50, and

; 1. 0. - The results of these calculations are shown in Figure 3-8 and
i

indicate, for example, that if an ETO receives one minimum response to

a highly important question with best responses to all remaining ques-
tions, the aggregate score would be 0.5.

By equating aggregate scores from Figure 3-8 to those in either
'

Figure 3-6 or 3-7, the number of minimum responses can be found that
'

correspond to each category of question response's in Figures 3-6 and
3-7 (see Table 3-2) .;

#

Table 3-2

Conditions of Equivalent Aggregate Scores
Between Figure 3-6 (Sample ETO) and Figure 3-8

Number of Minimum Responses
Sample ETO Ouestion Weights

Response Category 1.0 0.5 0.25 0.1

2nd best or YES responses <1 1 2-3 5-8
.

3rd best or YES responses 1 2-3 4-6 >9

,

j If all the questions in the sample ETO were considered to be of
'

equal importance (assigned a single weight value) and the responses
- were aggregated as a single group using the SOFT AND rule, what weight
value would be most acceptable? Assuming both response categories
from the sample ETQ are satisfactory, it would be difficult to justify

.

'
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|

the use of a weight of 0.1 if an equivalent score could result.when

more than half of the questions, taken at random, received minimum

responses. Furthe rmore , component performance would probably be sus-

pect if any four to six questions, taken at random, were given minimum

responses. In this case, the weight value should be greater than 0.25.

At the other end of the scale, at a weight of 1.0, at most one

question, taken at random, could be given a minimum response. Although
|

questions of this nature could be singled out, it seems too harsh to !

weight all the questions in this manaer. If experience indicates the |

existence of such critical questions, the methodology will allow for |

individual weighting of these questions. Now, with the weight value in

the range, 0.25 < weight < 1.0, a value of 0.5 seems a reasonable

choice.

Apolying a fixo oight of 0.5 to all cuestions in the Hard-Wire |

Video System ETO and aggregating the ques'. ion scores as a single group,
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the dashed curv. shown in Figure 3-9 was obtained. The results were
'

disappointingly low until it was recalled that Questions 8 and 10

originally had a weight of 0 (see Table 3-1) and therefore did not

affect component performance. Eliminating Questions 8 and 10 brought

the questionnaire score well within the range of uncertainty of scores

previously obtained with the more complex method and indicated by the
solid curve in Figure 3-9.
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Figure 3-9. Comparison of Simplified Methodology Results
with the Range of Results from Structured
and Individually Weighted Questions

Since the size of the sample ETO played a role in the simplifying

process (number of minimum responses versus total number of questions),

the same approach can be applied to most, if not all, of the remaining

ETOs. The sample ETO consists of 12 questions, while the average ETO

contains 13 questions. The maximum number of questions in any ETQ is

33; however, that particular ETO has macy questions which address

conditions in both the central and secondarf alacm stations.
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As a result of the investigation described in the preceding
) section, the following modifications were made (subject to verification

in test applications) to the component performance evaluation method-
ology:

1. The SOFT AND aggregation rule was applied to all . component
questionnaires,

l
2. Each questionnaire was aggregated as a single group of

questions,

3. All questions were weighted at 0.5, and
4. All trivial and nonperformance oriented questions were

eliminated.

*

3.5 Low-Leve1 Task Evaluationi

3.5.1 Methodology -- The objective of the low-level task evalua-
tion methodology is to combine individual component measures of perfor-
mance (scores) into a meaningful measure of task performance. " Sense
boundary penetration" is a low-level task within the context of the
partial hierarchy shown in Figure 3-10. The method consists of three
steps: (1) identify performance characteristics, (2) assess the
compatibility between components, and (3) assign aggregation rules.

I These steps are achieved with the aid of a system questionnaire. The
Penetration Sensing System ETO will be used to illustrate each of these
three steps.

Step 1: Identify Performance Characteristics. A performance

characteristic is a low-level task that is constrained to a specific
location or application. In the case of sensing boundary penetration,
the set of performance characteristics consist of all feasible access
points on the boundary of the MAA. These access points specifically
locate each sensor (or where one should be) and thereby identify what-

i ever role it plays and any unique interfaces or problems, e.g., site

conditions, environmental, etc., the component may have within the
system. Tc avoid duplication, access points which have essentially the
same sensor, conditions, etc., should be treated as one point, e.g.,

identical sensors at 50-foot intervals along a fence should be treated
as a single access point.

The following questions taken from the Penetration Sensing System
ETO illustrate the identification of performance characteristics, both
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Figure 3-10. Partial liierarcbv for System Functions

as a frame of reference for the remaining questions and as a checklist

to ensure complete sensor coverage:
|

1. If the boundary is defined exterior to a building, will
the following access points (if applicable) for person-
nel and introduction of material be provided with sensor
coverage-

1

A. Inoperative entry gates or portals?
B. Emergency exits?

,

C. Utility entriesi |
'

D. Fences?
| E. Other feasible access points?

2. If a building or part of a building forms the bounfary,
will the following access points (if applicable) for
personnel and introduction of material be provided with
sensor coverage:

I |

| A. Inoperative entry doors or portals? l
IB. Emergency exit doors?

C. Windows?
D. Building structures (walls, floor, roof, etc.)?
E. Vents?
F. Utility entries?
G. Other feasible access points?
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For each identified performance characteristic, the type (s) of

component (s) selected to perform that task must be specified and

individually assessed by means of an ETQ.

Steps 2 and 3: Assess Component Compatibility and Assign Aggre-

_gation Rule. Components may be used singly or in multiples to perform

a given task. If a single component is used, the score from the ETO

for that component is the same as the performance measure (score) for

that particular perfcimance characteristic. However, if multiple

components are employed, the total combined effectiveness must be

assessed on the basis of how well the components were selected for

harmonious operation, as well as diversity of functional method (to

minimize commonality of environmental effects, failure modes, and

vulnerability).

The assessment of compatibility between multiple components is

achieved through a series of pertinent questions. These questions are

weighted and the responses scored in a manner similar to that used for

the component ETQs. The aggregation of these question scores is used
to determine the aggregation rule used to combine individual component

performance measures into an overall measure for the particular perfor-
mance characteristic.

The sensing task will be used to illustrate the above procedures

for assessing multiple component performance. Sensors which perform a

direct or indirect monitoring role may be either electromechanical

hardware or personnel. For multiple hardware components, the following

questions, taken from the Penetration Sensing System ETQ, provide a ,

1

means for estimating the degree of consideration and concern which must '

be given to sensor selection in order to provide in-depth performance

over a wide range of contingencies.

Performance Conditions--Multiple Sensors

For each access point above where multiple sensor systems
will be used ,

3. Will each sensor type be selected to minimize the sus-
ceptibility of any two or more sensor types to the same
local environmental (natural or manmade) source of
nuisance alarms?

4. Will each sensor type be selected to minimize the like-
lihoc* that two or more sensor types will be affected
by tht simultaneous occurrence of environmental (nat-
ural or manmade) sources of nuisance alarms, e.g., wind
and rain?
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5. What provisions will be made to minimize the-likelihood
of responding to false or nuisance alarms?

6. . Will collocated sensors be installed to provide mutual
tamper-protection for the sensors and processors?

7. 'Will collocated sensors be selected to provide coverage
over a wide range of intrusion methods, (e .g . , micro-
wave'to sense surface intrusion and buried cable to
sense tunneling or crawling under the microwave beam or
balanced magnetic switch to sense door opening and i

breakwire system to sense cutting through the door)? (

8. Will collocated sensors be selected to minimize opera- .

!tional performance incompatibilities?

Performance Conditions--Sensors

For each access point above where either single or multiple
sensors will be used,

9. What level of performance will be expected from each
sensor? (To aid performance estimation refer to ques-
tionnaire on the-particular sensor?

As in the case of a component ETO, Questions 3 through 8 of the

system ETO are weighted .at 0.5 and their responses are aggregated using

the SOFT AND rule. This score then determines the particular rule for

aggregating the individual sensor ETQ scores (submitted in response to

' Question 9).into an overall measure of sensing performance. A tenta-

| tive rule selection scale (subject to verification in test applications)

is shown below.

Multiple
Sensor

Score for -Aggregation
,

Ouestions 3 through 8 Rulej

0.6 to 1.0 OR

0.6 to 0.8 SOFT OR

0.4 to 0.6 AVERAGE

0.2 to 0.4 SOFT AND I

'
- 0 to 0.2 AN D

I

{. The assumption behind - the rule . selection is that a high score from

|- -Questions'3 through 8 is indicative of cynergistic performance; there-

;- fore, the highest scoring aggregation rule (OR) is appropriate. On the
~

.

| other hand, a low score is indicative of little or no~ thought being

'given to' component: interaction problems, leading to the usual degra-
dation in performance. In this case, the lowest scoring aggregation

rule (AND) is appropriate.

-3-26
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For personnel who perform either a direct or an indirect, i.e.,

CCTV, monitoring role, the time required by the adversary to penetrate

or otherwise transit an area under observation must be compared with

the time between observations. If an adversary can pass through an

area in seconds and the guard makes his rounds once per hour (or any

time significantly greater than the adversary's penetration time), the

chances of the guard seeing the adversary are small. The following

questions, taken from the Penetration Sensing System ETQ, provide a

means to assess monitoring performance.

Performance Conditions--Direct or Indirect Monitoring

For each access point above where direct or indirect moni-
toring will be used (e .g. , CCTV monitoring , inspection
rounds, etc.),

10. Using data from the questionnaires pertaining to the i

ba rrie r (s ) and the type of monitoring that will be j
used, how will the time for adversary penetration or
introduction of materials compare with time between
monitoring observations?

11. What level of performance will be expected for the |
type of monitoring to be used? (To aid performance I
estimation, refer to questionnaire on the particular '

type of monitoring.) i

1

l

12. What level of performance will be expectad f rom the '

barrier (s) delaying penetration or introduction of ,

materials? (To aid per formance estimation, refer to |

questionnaire on the particular barrier.) |

The responses from these three questions, each weighted at 1.0,

are aggregated using the SOFT AND rule. If monitoring is the only

sensor type employed, its score is then the measure of sensing perfor-

mance. When used in combination with a hardware-type sensor, e.g., as

a backup, the AVERAGE rule would be used to aggregate individual ETO

scores. This rule reficcts the rationale that performance is dominated

by only one sensor type at any given time. Similarly, the remaining

low-level tasks are evaluated for each access point prior to system

subfunction evaluation.

3.6 System Subfunction Evaluation

The object of the system subfunction evaluation methodology is to

combine relevant low-level task performance measures (scores) into a

meaningful measure of system subfunction performance. " Detect access /
introduction of material through remaining MAA boundary" is a system
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subfunction within the context of the partial hierarchy shown in Figure |

3-10. The method consists primarily of a determination of the role

played by each low-level task within the system subfunction, and is

used to select the most representative aggregation rule. The " detect

access / introduction of material through remaining MAA boundary" sub-

function will be used to illustrate the system subfunctior. evaluation

process.

Detection is the culmination of sensing, alarm reporting, and

assessment. Only after the assessment task confirms that a valid alarm

has occurred can a detection of adversary action be declared. Of

course, a valid alarm must be preceded by sensing of the action. This

suggests that all three tasks are essential to the performance of the

detection subfunction under all conditions. Therefore, the AND rule is

appropriate for aggregating these low-level task scores into a measure

of detection performance. This aggregation should be conducted so as

to obtain a measure of detection performance at each identified access

point. An alternate detection measure produced by first aggregating

each low-level task over all access points and then aggregating the

resultant three task measures fails to reflect the essential sequence

of events for detection and to identify the location where detection is

of concern.

3.7 System Function Evaluation

The objective of the system function evaluation methodology is to

aggregate the appropriate system subfunction performance measures

(scores) into a meaningful measure of overall system function perfor-

mance. An example of a system function is the " deny access /introduc-

tion of materials through the remaining MAA boundary" function shown in

Figure 3-10. The method for system function evaluation is essentially

to determine the most appropriate aggregation rule. This process is

similar to that given for system subfunction evaluation.

In order to deny access, it is essential that the system detect

intrusions and respond appropriately under all conJitions. Again, this

condition indicates the AND rule as most appropriate to aggregate the

system subfunctio'n scores into a measure of performance for the access
denial function.

In order to obtain a correct measure and to identify locations at

which access denial may be deficient, the aggregation should first
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obtain a measure of access denial performance at each access point.
Then, in order to obtain an overall performance measure for access

denial at the remaining MAA boundary, the access denial scores at each
access point should be aggregated using the SOFT AND rule. The SOFT

AND rule implies that the adversary could be capable of simultaneously

attacking some subset of the access points or have some information

concerning their vulnerabilities. The AND rule is too harsh in that it

reflects an ability to attack all points simultaneously or to know

exactly which point is weakest. The AVERAGE rule seems a little too

weak in that its results are indicative of an adversary who would

attempt access at any point chosen at random.

Similarly, the system function " control access / introduction of"

material through area entry portals" is evaluated prior to performance

capability evaluation.

3.8 Performance Capability Evaluation

The objective of the performance capability evaluation methodol-

ogy is to combine the relevant system function performance measures

(scores) into a meaningful measure of compliance with the performance

capability in the Upgrade Rule. For example, consider the performance

capability needed to " prevent unauthorized access of persons and intro-

duction of material into the MAA/VA." The required evaluation method
'

is essentially one of selecting the most appropriate aggregation rule.

To prevent unauthorized access into the area (MAA/VA), access

through the portals must be controlled and access through the remaining

area boundary must be denied. However, these two functions do not

necessarily occur simultaneously (AND rule) nor do they necessarily

occur only individually on a random basis (AVERAGE rule). Therefore,

the SOFT AND rule seems most appropriate.

An additional aggregation must be made over all MAAs and VAs.

Unless there is concern over access into more than one area at a time,

the AVERAGE rule is suggested.
.

Since the Upgrade Rule specifies that the physical protection sys-

tem must be designed to satisfy each of the performance capabilities,

the evaluation is considered complete when each performance capability

hierarchy has been aggregated. The coupling and interaction of func-

tions between performance capabilities.has not been considered for this

report.
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4. EVALUATION METHODOLOGY IMPLEMENTATION

!

'
4.1 Introduction

1

To implement the methodology described in Chapter 3, an evaluation
computer program has been developed. This program is designed to auto-

mate the scoring of effectiveness test questionnaires and hierarchy
elements and to provide maximum flexibility to the user for sensitivity

; analyses and for other revisions.

,

The program uses two basic types of input. The first type of

; input provides for the structure of the questionnaires and the hierar-
|

chies, and includes the number of questions (or inputs to a hierarchy j
element), weights, and'the scoring rules to be used. These data are j
independent of any particular evaluation and can be" developed and

j stored in the computer before an evaluation is performed. The second ;

type of input consists of the evaluation responses to the question- ;
naires, j

'To compute the score for a hierarchy, the program first examines

the questionnaires. The questionnaire structure (number of questions ,

weights, lowest alphabetic response for each question, etc.) is read

from-one disc file, while the responses to the questionnaires are read

off another disc. The computer program then automatically computes and,

saves the questionnaire score. After the questionnaires have been

scored, the program can be switched into hierarchy mode. To score a

hierarchy element (box), its name is entered into the computer program.

If the scores for all the boxes subordinate to the box being evaluated
'

have been computed, the program then scores the box using the appro-
I priate rule. If not, the program attempts to score lower-level boxes,

. gradually working down in the hierarchy until it finds a box whose

i. score can be computed. The program then works back up the hierarchy

until the score for the original box can be computed. Low-level boxes
,

(with component questionnaires) are scored in the same way except that*

the program assumes that all questionnaires have been scored.
,

,

d

'

4-1

- _ . . - - - - _ , . _- - ._ . - - --



.

The rest of this chapter describes in detail the structure and
operation of the evaluation computer program. A program listing is

provided in Appendix B.

4.2 Use of the Evaluation Program

This section describes how the evaluation computer program can be
used to evaluate questionnaires and hierarchies. First the data base

is described in detail, then the operation of the program, including

the various options available and the flow of the program, is de-
scribed. The use of the program is demonstrated with short sample
runs.

4.2.1 Data Base -- The input to the program consists of four
" files" (sets of data stored on cards or disc): These files consist of

1. Questionnaire structures,

2. Questionnaire responses,

3. Hierarchy structure, and

4. Hierarchy initial scores.

A description of the content and format of these files follows.

Questionnaire Structures. The questionnaire structures file con-

tains information on the questionnaires to be evaluated. The data

provided for each questionnaire include

1. Name,

2. Number of questions,

3. Number of question subgroupings (if any),

4. Weight of each question,

5. Lowest possible response for each question, and
6. Rules for aggregating the cuestion subgroups (if any) and the

overall questionnaire.

The specific layout of the questionnaire structure file is as

follows:

Card 1: Card 1 contains the num er of questionnaires

in the file. Format 112.

Card 2: Card 2 contains the first card number for each

questionnaire, i.e. the number of the card at

which the questionnaire starts. Card 2 is

repeated, as necessary, to specify the first
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record of all questionnaires in the file.

Format 20I4.

Card 3 : Ouestionnaire Title. Card 3 contains the

questionnaire name (maximum of 4 characters),
the number of questions (maximum of 40), and

the number of subgroups (counting the overall

questionnaire as 1). The initial implementa-

tion of the algorithm will not use subgroups,

but the program has the ability to process

them. Format lA4,6X,lI2,8X,1I2.

Card 4: Worst Response. Card 4 contains the letter

corresponding to the worst response for each

question. (The best response is always

assumed to be "A.") Forma t 4 0 (lX,lA1) .,

Card 5: Group Information. Card 5 contains the group

number. (The group number for the overall

questionnaire is always 50). Additional

groups are numbered 51,52 ..., etc. The

number of questions (and subgroups) to be

aggregated and the rule to be used are also

given. The codes for the rules are as

follows: IIA = AND, SA = SOFT AND, AV =

AVERAGE, SO = SOFT OR, OR = OR. Fo rma t
II2,8X,lI2,8X,lA2.

Card 6: Group Inputs. Card 6 contains the questions

(or subgroups) to be aggregated as part of the

group. Format 4012.

Card 7: Question Weights. Card 7 contains the weight

(between 0 and 1) assigned to each question.

Initially, the questions are equally weighted

at 0.5, but the program can accept differen-

tial weights. Card 7 is repeated until a

weight is specified for each question. A

convenience option allows one weight for all

questions to be set by specifying a 2. as the

first weight and the equal weight for all as

the second weight. Format 8F5.3.

Cards 5 and 6 are repeated for each group. Cards 3 through 7 are

repeated for each questionnaire.

4-3
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Ouestionnaire Responses. The questionn6 ire responses file

contains the responses to the various questionnaires (the results of

the evaluation). The format of this file is as follows:

Card 1: Card 1 contains the number of questionnaires

evaluated. Format II2.

Card 2: Card 2 contains the first card number for each

questionnaire. Format 20I4. The questionnaires

must be in the same order as those for Card 2 in
the questionnaire structures file. Card 2 is

repeated as many times as necessary to identify

the first record for each questionnaire.

Card 3: Card 3 contains the name of a questionnaire.

Format lA4.

Card 4: Card 4 contains the score for each question

on the questionnaire. Forma t 4 0 (lX,lA1) .

Cards 3 and 4 are repeated for each questionnaire.

liierarchy S'eructures . The hierarchy structures file contains

structural data on the organization and scoring of hierarchies. The

format of this file is as follows:

Card 1: Card 1 contains the number of complete

hierarchies in the file. Format II2, maximum

value = 5.

Card 2: Card 2 contains the first card number for each

hierarchy. Format SI4.

Card 3: Box Data Card. Card 3 includes the name of a

box, the number of subelements to be aggregated,

and the scoring rule to be used. If the

elements to be aggregated are questionnaires

instead of boxes, then 50 is added to the number

of subelements. If a questionnaire is to be

used to determine the scoring rule, the

quectionnaire name also appears on the card.

The data are ordered as follows: box name, 1

1

number of elements, rule, questionnaire name (if '

any). Format lA6,4X,lI2,8X,lA2,8X,lA4.

Card 4: Input Box Data Card. Card 4 contains the name

of an input subelement (box or questionraire).

Format lA6.

Ca rd 5 : Card 5 is the last card for cach hierarchy and

has the word "NOMORE" in the first six columns,
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Ca rd 4 is repeated for each input subelement. Cards 3 and 4 are

repeated for each hierarchy box having subelements. The only restric-

tion on the ordering of the boxes is that a box name must not appear on
a number 4 card af ter it has appeared on a number 3 card (i.e., the

evaluation should not proceed from the top to the bottom of the hier-

archy.

liierarchy Initial Scores. The heirarchy initial scores file con-

tains values for any initial scores to be set for hierarchy boxes.

The file is structured as follows:

Card 1: Card 1 contains the number of hierarchies in

Format 112.

Card 2: Card 2 is the initial card for each hierarchy in
'

Format SI4.

Card 3: Card 3 contains the names of the boxes to be

set, followed by the initial score. If the

score is set at -1, the initial score is free.

(Otherwise scores must be between 0 and 1).
There are no restrictions on the order of the,

boxes. if a box does not appear, its initial

score is assumed to be -1. Format 5(1A6,4X,

1F5.3).

Card 3 is repeated until all set scores have been input.

4.2.2 Interactive Program Operation -- Questionnaires and hier-

archy elements are evaluated using an interactive computer program.

This program uses the data files described in the previous section as

input and provides the user with a wide variety of evaluation and sen-

sitivity analysis options. The following paragraphs describe the rela-

tionship of the program elements and data files and the options availa-

ble to the user.

Input / Output Considerations. The evaluation program is designed

to be used interactively at a time-sharing terminal. In addition, four

disc storage files (described in the previous section) are needed.

These files interface with the program as shown in Table 4-1.
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Table 4-1

Data-Base Definitions

Maximum
Record Length Number of

File Unit Type (Characters) Records

Questionnaire 1 Random access 80 200
Structures

Questionnaire 2 Random access 80 200
Responses

Hierarchy 3 Random access 80 200
Structure

Hierarchy 4 Random access 80 50
Scores

Program Operation: General Features. When the evaluation program

is called, it first initializes the ma3or variables and then prompts

the user with the following question:

SELCCT l-HIERARCHIES 2-0UESTIONNAIRES 3-STOP--

Typing "1" in response to this question initiates the hierarchy manip-
ulation portion of the program. A list of options which allow the user

to control the manipulation is then printed. These options are

described later. Similarly, if the user responds with "2," a set of

options relating to questionnaires is printed. Typing "3" stops the

program. If the user is familiar with the program options described

below, any valid option number can be typed and the program will branch
directly to that option.

Program Operation: Ouestionnaire Manipulation. Selecting the

questionnaire option causes the following table to be printed.

SELECT ONE:

21-Compute Scores 22-Print Scores
23-Set Scores 24-Revise Weights
25-Revise Rules 26-Revise Responses

29-No More Revisions

WHICH?

The user simply types in the number corresponding to the desired

option, and the computer will initiate the option and ask additional

questions to enable its completion. The options are described in more

detail on the following pages.
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Option 21--Compute Scores. Option 21 computes the score for a

questionnaire. When this option is selected, the prompt " ENTER QUES-
TIONNAIRE NAME - " is given. If the name is valid, the questionnaire's

information is retrieved from the questionnaire structure and response

files and the score is printed and stored. If "ALL" is typed in res-

ponse to the name prompt,* all the currently stored questionnaires are
scored and printed as shown in Figure 4-1. The user is then asked to

select another option.

Option 22--Print Scores. Option 22 prints the data associated

with a quer*ionnaire. A name is entered, as in Option 21, and the

computer prints a table of information for the questionnaire. The

information includes the scoring rule and score and a diagram of the
questionnaire structure. The structure shows the subgroups (if any)

used in scoring the questionne the scoring rules used for the

subgroups, and the individual questions included in each group along
with their associated raw scores, weights, and adjusted scores.

Option 23--Set Scores. Option 23 allows the user to directly

specify a score for a questionnaire. In response to a prompt, the user

enters a questionnaire name. The prompt " SCORE =" is printed and the
user may enter any value between 0 and 1.0. This score is saved until

the score is recomputed or reset.

Option 24--Revise Weights. Option 24 allows the user to revise

the weight assigned to a given question or questions. After the ques-

tionnaire name is entered, the prompt " NUMBER OF QUESTIONS TO BE
REVISED =" is given. If the weight has been assigned using the brief
form, the common weight assigned to all questions must be revised. For

each question to be revised, the prompts " QUESTION NUMBER =" and
"WEIGIIT =" allow the new weight to be assigned to the appropriate ques-
tion. After this option is completed, the score is recomputed and
printed.

Option 25--Revise Rules. Option 25 allows the user to revise the

scoring rule used to ccore a questionnaire or uabgroup. After the

questionnaire name is entered, the computer asks for the " GROUP NUMBER" ;

to be changed. Group 50 corresponds to the overall questionnaire and
51, 52, etc., correspond to the subgroups (if any). Next, the revised

|
*
Underline indicates user response.

i
'
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SELECT 41-51 -- 21
ENTER QUESTIONAIRE NAME -- ALL
QUESTIONNAIRE 4 : THE SCORE = 0.755
QUESTIONNRiRE 6 : THE SCORE = 0.766
QUESTIDNNAIRE 10- THE SCORE = 0.670 !
QUESTIONNAIRE 47 : THE SCORE = 0.820
QUESTIONNAIRE 57 : THE SCORE = 0.579
QUESTIONNAIRE 1 : THE SCORE = 1.000
QUESTIONNAIRE 2 : THE SCORE = 0.917
QUESTIONNAIRE 3 : THE SCORE = 0.606
QUESTIDNNAIRE 11 : THE SCORE = 0.820
QUESTIONNAIRE 14 : THE SCORE = 1.000
QUESTIONNAIRE 16 : THE SCORE = 1.000
QUESTIDNNAIRE 21 : THE SCORE = 0.911
QUESTIONNAIRE 22 : THE SCORE = 0.237
QUESTIONNAIRE 25 : THE SCORE = 0.562
QUESTIDNNAIRE 28 : THE SCORE = 0.516
QUESTIONNAIRE 32 : THE SCGRE = 0.750
QUESTIONNAIRE 36 : THE SCORE = 0.875
QUESTIONNAIRE 38 : THE SCORE = 1.000
QUESTIONNAIRE 43 : THE SCORE = 1.000
QUESTIONNAIRE 51 : THE SCORE = 0.766
QUESTIONNAIRE 60 : THE SCORE = 0.516
QUESTIONNAIRE 63 : THE SCORE = 0.387
QUESTIONNAIRE 66 : THE SCORE = 1.000
QUESTIONNAIRE 68 : THE SCORE = 1.000
QUESTIONNAIRE 69 : THE SCORE = 0.548
QUESTIONNAIRE 74 : THE SCORE = 1.000
QUESTIONNAIRE 75 : THE SCORE = 1.000
QUESTIONNAIRE 83 : THE SCORE = 0.746
QUESTIONNAIRE 84 : THE SCORE = 0.637
QUESTIONNAIRE 87 : THE SCORE = 0.733
QUESTIONNAIRE 90 : THE SCORE = 0.667
QUESTIONNAIRE 95 : THE SCORE = 0.337
QUESTIONNAIRE 12 : THE SCORE = 0.338
QUESTIONNAIRE 33 : THE SCDRE = 1.000
QUESTIONNAIRE ALAS: THE SCORE = 0.598
QUESTIONNAIRE PNSS: THE SCORE = 1.000
QUESTIONNAIRE 17 : THE SCORE = 1.000
QUESTIONNAIRE 18 : THE SCORE = 1.000

Figure 4-1. Scores of All Currently Stored Questionnaires |

|

|

[

i

i
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rule is requested, using the following abbreviations, HA = AND, SA =

SOFT AND, AV = AVERAGE, SO = SOFT OR, or OR = OR. The revised score is

compu*.ed af ter the desired number of changes has been made.

Option 26--Revise Responses. Option 26 allows the user to revise

the responses associated with particular questions. The procedure is

similar to that for revising weights in that the questionnaire name and

number of questions to be revised initializes a loop for entering re-

vised responses. For each question, a prompt asks for the question
number and then the user is prompted " ENTER REVISED RESPONSE (A to

WORST) - " . WORST is the letter of the alphabet corresponding to the

worst answer on the question. The user enters the letter of the alpha-

bet corresponding to the revised response. After all desired changes

have been completed, the questionnaire score is recomputed and printed.

Option 29--No More Revisions. Option 29 simply returns the pro-

gram to the original hierarchy / questionnaire /stop choice.

Options 21 through 26 and 29 represent all of the interactive rou-
tines related to questionnaires. Other changes, e .g . , revisions to

questionnaire structure, must be made using a text editor on the appro-
priate files.

Program Operation: Hierarchy Manipulation. When the hierarchy

manipulation option of the program is first initiated, the con.puter

requests " ENTER HIERARCHY NUMBER - ". The user enters the number of
the hierarchy to be manipulated in the current session. The computer

then retrieves the data corresponding to that hierarchy from the disc

files and computes the initial score for the top hierarchy element.

Next, the following table is printed:

SELECT ONE:

41-Compute Scores 42-Print Data
43-Assign Scores 44-Revise Delay / Resp
45-Revise Rules 46-Select New Hierarchy
47-Print Box Names 48-File Hierarchy Data
49-Change Box Name 50-Print Hierarchy

51-No More Revisions

WHICH?

To initiate one of the listed options, the user types in the cor-

responding number. In response, the computer asks additional questions,
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as necessary, to allow completion of the option. The hierarchy manipu-

lation options are described in the following paragraphs.

Option 41--Compute Scores. Option 41 allows the user to compute
the score for a hierarchy box. Of course, if the top box of the hier-

archy is scored, the overall score will be computed. After the box

name is requested anu entered, the computer automatically searches as
far down in the hierarchy as is necessary (up to a maximum of five
levels) to identify boxes which can be scored, i.e., boxes for which

scores are available for each lower level box or questionnaire. Then

the computer works back up the hierarchy, scoring higher-level boxes
until it is possible to compute the score for the requested box. This
score is then printed. (Note: The scores for all higher-level boxes

are reinitialicod to -1 if a 1twer-level score has been changed.)
.

Option 42--Print Data. Option 42 allows the user to obtain a sin-

plified diagram of the hierarchy structure beneath a specified box. Up

to four levels of boxes are printed, as shown in Figure 4-2 (page
4-12). To interpret the mnemonics on the computer printout, refer to
the corresponding numbers on the hierarchy shown in Figure 4-4 (page
4-14). The information for each box includes the box name, its score
(-l is shown if the score has not been computed), the scoring rule
used, and scoring questionnaire (if any). The table is printed in

outline style, with lower-level boxes indented beneath higher-level
boxes.

Option 43--Assign Scores. Option 43 allows the user to assign a I

score to a specified box. The computer first prompts for the box name
and then requests the score, which must be between 0.0 and 1.0. The
scores for all higher-level boxes are reinitialized to show that a

lower-level score has been changed.

Option 44--Revise Delay / Response. Option 44 is not used at the
current time.

.

Option 45--Revise Scoring Rule. Option 45 allows the user to

change the scoring rule associated with a box. The computer first
requests the box name and then the rule. The rule is entered using the

same abbreviations given for Questionnaire Mahipulation Option 25,
except that the abbreviation, 0 = Scoring rule determined by question-
naire, is included in Option 45. If 0 is entered, the computer will

~

prompt for the questionnaire name.
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Option 46--Select New Ilierarchy. Option 46 reinitializes the

program by allowing the user to reenter the data for the current hier-

archy or for any other hierarchy which may be stored in Disc File 3.

The only prompt is " ENTER llIERARCilY NUMBER".

Option 47--Print Box Names. Option 47 causes a list of the

current box names to be printed.

Option 48--File liierarchy Data. Option 48 saves all revisions and

scores made for the hierarchy during the current session on Disc File

3. Tne original data are overwritten. This option is performed auto-

matically at the termination of a session if Option 45 or 49 has been

used.

Option 49--Change Box Name. Option 49 is used to change a box

name. The computer first prompts for the original box name and then

for a revised name. Names are allowed to be a maximum of six charac-

ters long.

Option 50--Print Hierarchg. Option 50 is similar to Option 42

except that the structure is printed in a simpler graphical form as

shown in Figure 4-3 (page 4-13).* One to five hierarchy levels are

printed starting with a box name entered with the computer prompt.

Note: If time or conservation of paper is a consideration, it is best

to use Option 42 for viewing hierarchy data.

Option 51--No More Revisions. Option 51 reverts the program back

to the original questionnaire / hierarchy /stop choice.

*

To interpret the mnemonics given in Figure 4-3, refer to Figure
4-4 (page 4-14).
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:

SELECT 41-51 -- 42 1

EriTEPBOXf4AME--CD!iACCh
-

HIEPARCHY DATR FDP BOX CDriACC |
'

,

BDX f4ACC PULE:SA SCDPE: 0.547 0:

. BDX: riDPMAL PUL E:HA SCDPE: 0.442 0:
'

BOX:ADAUTH PULE:RV KCDPF: 0.917 0:

Ot lEST IDrit4AI PE : 2 iCDPF: 0.917
BOX: 'PDCuri PULE: SA SCOPE: n.482 0:

5 BOX:PEPSDri PUL F: 5 A SCDPE: 0.496 0:
6 BOX:MATEPI PULE:SA SCOPE: n.6?S 0:

BOX:EMEPGE PULE: SCDPF: n.832 0:

; SELECT 41-51 -- 42
4 EllTEP BOX tiAME -- PPDCDit

HIERAPCHY DATA FDP BOX PPDCDri

BOX: PPDCDfi PULE:SA SCOPE: 0.482 0:
| () BOX: PEPSDri PULE:SA SCDPE: n.49A

0:

()PDX:VEPIF Pill E: AV SCDPE: 0.826 0:

OUEST ! D!ir4A T PE: 14 SCOPE: 1.000,

OUESTID!1riAIPF: 63 SCOPE: n.387'

OUEST IDriti A T PE: 2 SCOPF: 0.917,

OUE ST 1 DrifiA I RE : 66 SCDPE: 1.000
BOX: CDri1 PA PULE:AV SCDPF: 0.337 0:

OUEST IDiiriAI PE : 45 SC09E: 0.337

(f)BDX: 'ESPV! PULE: HH SCDPF: 0.832 0:

13 BOX:CDMPSP PULE: SCDFE: 1.00n 0:

4 I4 BOX:PESP PULE:SA SCDPE: 0.832 0:

() BOX:ATEPI PULE:SA SCDPE: 0.635 0:
i 10 BDX:VEPIF2 PULE: AY SCOPF n.417 0: ;

QUE ST I D!ir4A I PE : 2 SCORE: O.417
( ).BDX:CDf4TP2PULE:SA SCOPE: n.551 0:

,

! OUE ST IDritiAI PE: 32 SCOPE: n.750
00EST I DrifiAI PE : 6n SCDPE: 0.516

()BDX: 'ESPVI PULE: HH SCOPE: 0.932 0:

15 BOX:CDMPSP PULE: SCOPE: 1.Ono 0:
BDX:PESP RULE:5A SCOPE: 0.832 0:j

; SELECT 41-51 -- 42
1 ENTER BOX fiAME -- PESPVI

HIEPARCHY DHTA FDP BOX PESPVI

h) BOX: ESPVI RULE:HA SCOPE: 0.892 0:.

15 BOX:CDMPSP Pill E : SCOPE: 1.000 0:

(h# :DX: DELF P 18L Srb 1. O Q:
BDX: EFFPSP PULE: SCOPE: 0.706 0:

Figure 4-2. Ilierarchy Structure in Outline Form

i

r

;

i

!
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SEL;? C T 41 ".1 -*a
ENTEP T<D:: **:4:0 -- : 3*i?4;:

HIERAPCHT INFDPMAT13!< "na BOX CDNM C-

@.......... .......... ..........
+ CONROC + + NDPMAL + * ADAUTH +
+S= 0.547++.++.+7= n.44?+++++++3= a.917+
* PULE: 5A+ + * PULE: HA+ + * PULE: AV+
++++++++++ + ,;..+++ ... + ++++++++++

0 @* *

. . .......... .......... ..........
+ + * PPDCON * * PEPGON * * VEPIF +
+ ++++s= n.43? ++++++3= a.49,5++++5= 0.326++++ 7
+ * PULE: IA+ + * PULE: SA+ + * PULE: AV+
+ ..+++ +++. + ++++++++++ + ++++++++++

O4* *
5

. v + + ++++++++++
+ + + + CONTPA *
+ * **++I= 0.337++ +
+ + + * PULE: AV+ 8
+ + + ++++++++++
+ +

+ + + ++++++++o+
+ + + + PESPV1 +

++++S=0.332+()+ +

* * + PULE: HA+
+ + ++++++++++
+ +

+ + ++++++ . + ++++++++++

+VERIF2+(h)
+ . * MATEPI +
+ ++.+3= 0.635++++?= 0.917+
* * PULE: SA+ + *FULE: AV+
+ ++++++++++ + ++++++++++

6
*

. + ++s ++++++
+ + + CONTP2 +
+ + + . +3 = 0. 551 * 11
+ + +PUL E: SA+
+ + ++++++++++
* 1

*

+ + ++++++++++
+ + + PESPVI +
+ + + + +3 = 0. 832 + 12
+ + PULE: HA+ |
+ ++++++++++ l

e

+ ++++++++++
+ + EMERGE +
++++3= 0.332+

+PU; E: *

++o+++++++

SELECT 41-51 -- 3
|

Figure 4-3. Ilierarchy Structure in Graphic Form
|

i
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5. TESTING PROGRAM

In this chapter, the program developed to test the NRC/Sandia

design guidance compendium and the performance evaluation methodology

is discussed. Attention is paid, in particular, to the limited testing

of these products by Sandia and AGNS personnel.

5.1 Introduction

In order to determine the completeness, utility, and validity of

the physical protection system design guidance compendium and the

evaluation methodology, a testing program was required. A comprehen-

sive test of these products would involve application of the material

containcd in the NRC Fixed-Site Physical Protection Upgrade Rule Guid-

ance Compendium, including the Sandia design guidance products, and

application of the evaluation methodology to the design of a complete

physical protection system. The design of this system, preparation of

the necessary documentation for license application, and completion of

effectiveness test questionnaires (ETQs) would permit testing of the

compendium and the evaluation methodology for all the performance

capabilities in the Upgrade Rule. To provide a calibration of the

evaluation methodology, at least two system designs are required, one

which is considered a " good" performance system and one which is con-
1

sidered a " minimal" system, relative to the Upgradc Rule requirements. |

Comprehensive testing of the design guidance compendium and the

evaluation methodology was not feasible within the scope of the current

program. Instead, limited testing 'f ihese products was performed by

Sandia and AGNS personnel which provided for testing of the material in

| the compendium for only one of the performance capabilities. It also

permitted partial testing of the evaluation methodology. This limited

testing program is described in the following section.
!

i
5.2 Limited Testing Program

:

5.2.1 Overview -- AGNS, under contract to Sandia Laboratories,'

! provided assistance in implementing and testing a portion of the design
t

|
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i

.guidanas compendium. Within the current program scope, the following

tasks were undertaken by AGNS:

1. Based on the NRC Fixed-Site Physical Protection Upgrade Rule

Guidance Compendium, a " good" partial physical protection

system which complies with the requirements of the performance

capability specified in 10 CFR 73.45 paragraph (b) was de-

, signed and documented, and

2. Responses to ETQs (component and system) appropriate to the

partial system design were provided to serve as input to the

evaluation methodology.

In addition, Sandia, with assistance from Woodward-Clyde Consul-

tants, was able.to partially test the performance evaluation methodol-

ogy using the ETO responses provided by AGNS in task (2) above. The

'results of the compendium testing tasks and the evaluation methodology ,

testing are discussed in the following subsections. '

5.2.2 Design of Partial Physical 'rotection System -- A partial

physical protection system was designec in compliance with paragraph !

(b) of the Upgrade Rule. The performance capability is specified as

follows:

Prevent unauthorized access of persons and material

into material access areas (MAAs) and vital areas
(VAs).

The partial system includes an MAA which is totally enclosed within a
VA. T!.e MAA contains a single vault. A block diagram of this area is

.shown in Figure 5-1. The security plan for this partial system con-
sists of two pa_ts: the AGNS Sample Plan and Information Request

' Sheets (IRSs).- The AGLs Sample. Plan, a generic description of the
physical protection system, contains information dealing with specific {
parts of'the total physical protection system, including identif' cation-

i

of compone'nts incorporated into the system and responses to specific I

regulatory requirements. The IRSs support the generic physical protec-
_

tion system description by providing specific, technically oriented
-information pertinent to the rationale used in selection and utiliza-

tion of'the components in the physical protection system. The exclu-

sion of response from the partial system documentation should be noted.
In the regulations and the compendium, response is considered a perfor-
mance. capability, while in the evaluation structure it is included as

|
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an integral part of each capability specified in paragraphs (b) through
(f) of 10 CFR 73.45. Because AGNS completed task (1) for only capabil-

ity (b) using the compendium format, response is not included in the

compendium testing. The AGNS sample plan is contained in Appendix C,

and three sample IRSs are provided in Appendix D.

ENERGENCY EXIT

MEE-1.1

PLUT0NIUM
STORAGE

&

TRANSFER
AREA

(MAA)

PLUT0NIUM
SECURED

STORAGE
ACCESS

AREA
PORTAL

(VAULT) g
/

MAA

Sto |
MAA-1.1 g

%
'

VAU-1.1 .

.-

PLUT0NIUM PROCESSING AREA
(VITAL AREA)

Figure 5-1. MAA and Vault Block Diagram

5.2.3 ompletion of Effectiveness Test Ouestionnaires -- Respon-

ses were provided to ETQs associated with each component identified

within the context of the generic description of the partial physical

protection system. The components for which ETOs were completed are

shown in Table 5-1. These ETOs are included in Volume II of this

report (see corresponding questionnaire numbers). Note that there are

only a limited number of questionnaires for components related to the

response function. This is because consideration of this function was

not within the scope of the partial design. The design guidance com-

pendium (upon which this design is based) considers response a separate

5-3
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Table 5-1

AGNS ,?artial Physical Security Plan Components .

Caestionnaire
Number Ouestionnaire Name _ _ _ _ _ _ _ _ _ _ _ _

1. Admittance Authorization Criteria and Schedules
2. Admittance Aathorization/Verificati'n Procedures
3. Air and Utility Inlet Batriers
4. Annunciation Systems

- Computer-Assisted Annunciation
- Individual Alarm Annunciation
- Multipicx Alarm Annunciation

6. Balanced Magnetic Switches
10. CCTV Monitoring / Surveillance
11. CCTV Systems
12. Central and Secondary Alarm Stations
14. Coded Credential Systems

- Active Electronic Badge Reader
- Capacitance Coded Badge Reader
- Flectric Circuit Badge Reader
- Magnetic Coded Badge Reader
- Magnetic Stripe Badge Reader
- Magnetic Strip Badge Reader
- Optical Coded Badge Reader
- Passive Electric Badge Reader

16. Contingency Plan and Procedures
17. Controlled Security Lighting
21. Doors and Associated Hardware
22. Duress Alarms
27. Emergency Evacuation Procedures
28. Emergency Exits
29. Emergency Generator Systems
30. Equipment Checks / Maintenance
31. Escort
32. Explosives Detector - Hand-Held, Packaqe Search
33. Explosives Detector - Hand-Held, Personnel Search
38. Floors
43. Guard Patrols / Intervention
47. Interfaces Between Alarm Station and Sensors

, - Individual Hard-Wire Alarms
| - Multiplexed Hard-Wire Alarms

- Hard-Wire Command Signals
.

51. Local Audible / Visible Alarms[
| 52. Locks (b sy Locks, Keyless Locks)
! 57. Motion L'tectors ,

Infiared Systems, Interior;

| Microwave Systems, Interior;

| - Ultrasonic and Sonic Systems
i 60. Package Search - Visual Inspection

63. Photo Identification Badges
64. Physical Controls and Procedures for Keys, Locks,

Combinations, and Cipher Systems
66. Positive Personnel Identification

- Fingerprint
- Handwriting
- Hand Geometry
- Voice Print

68. Roof
69. Sally Ports, Pedes t r ian
72. Shielding Detector - Walkthrough
83. Tamper-Indicating Citcuitry
84. Tamper-Indicating Seals and Tamper Seal Inspections
86. Uninterruptible Powtr Systems (UPS)
87. Vaults
90. Walls
92. Weapont Detector - Hand-Held , Package Search
95. Weapons Detector - Walkthrough
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performance capability, as specified in 10 CFR 73.45 paragraph (g).

Therefore, many of the effectiveness scores for the response subfunc-

tion have been assumed in order to complete the aggregation. These

responses were utilized by Sandia and WCC to partially test the evalu-

ation methodology. This testing is discussed in the next subsection.

5.2.4 Testing of Evaluation Methodology -- The responses to the

ETOs which were provided by AGNS for the partial physical protection

system design served as input to the performance evaluation methodology

described in Chapter 3. Using the computer program developed by WCC,

the evaluation methodology was implemented (see Chapter 4) to arrive at

a performance measure (score) for the AGNS system's ability to achieve

the performance capability specified in 10 CFR 73.45 paragraph (b).

'

In this subsection, the results of the evaluation for performance

capability (b) are shown in Figure 5-2, and a limited interpretation of

these results is provided. In order to illustrate this discussion more

cicarly, the computer program output scores have been transferred to

the functional hierarchy for performance capability (b).

The evaluation procedure begins with the aggregation of individual

responces within a questionnaire t3 arrive at an overall component

effectiveness score. These question cores are shown in Figure 5-3

(page 5-9). The questionnaire number unuerlined in this figure cor-

responds to that which appears on the Central and Secondary Alarm Sta-

tions questionnaire in Volume II.
,

At the next level, these individual component scores are aggre-

gated to arrive at a performance measure for each performance charac-
teristic corresponding to a low-level system task in the hierarchy.

This process continues up through the various levels of the hierarchy
until an overall score can be determined for the 3GNS sa.'le plan's

ability to satisfy the requirements specified in . CPR i.45 paragraph

(b). The need for system ETOs to address ti.e funct anal .nd dynamic

interactions of v rious system functions and subfu .'r has been dis-a

cussed in preceding chapters. In this evaluation, where such question-

nai;as were available, the choice of aggregation rule, e.g., SOFT AND,

reflects these interactions. However, where this is not the case,

these operators were tentatively selected by the authors.

The results of the performance evaluation for the partial physical

protection system designed by AGNS show an overall score of 0.3 on a 0

5-5,6
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? 42
? ENTEP BOX NAME --
? DENACC

HIEPAPCHY DATA FDP BDX DENACC (DENY ACCESS)

_HDV: DEN 4CC PULE HA ICDPE: .244 0:
BOX:DETACC PULE:HA SCDEE: .335 0:

BOX:SENEE PUL E: 50 SCOPE: .702 0:
BOX:MULTS PULE:AV SCDPE: .671 0:
BDX:INDN1 RULE:SA SCDPE: .575 0:

BDX: PEPALP EULE: HA SCDPE: .868 0:
BOX: TSIG PULE:SD SCDPE: .940 0:
LDX:ANALPM PULE:SD SCDPE: .923 0:

M 2RTLESS PULE: AV SCOPE: . 54' el 0:
BOX:MULTA FULE:AV ICOPE: .676 0:
EDX:IND41 PULE:SA SCOPE: .640 0:

* IFDu C A5 5 A5 PULE:AV SCDFE: .338] 0:
BOX:PE!ACC PULE:PA SCDPE: .730 0:

BDV: COMrsp PULE:SH SCUPE: 1.000 0:
BOX:BETGDS RUL E: ICOPE: 1.000 0:::::
BDX:GDSSTN PUL E: HA !CDPE: 1.000 0:
BOX:BETSTN PULE: SCOPE: 1.000 0:=:::
BDX DMUFF PULE: SCOPE: 1.000 0:==::

PDX:PESP ROLE:59 SCDPE: .730 0:
BOX:DELPSP RULE:SD SCORE: .790 0:
BOX:EFFPSP RULE:SA SCORE: 706 0:
BOX:DPR5P PULE: SCOPE: 1.300 0:=:::

? SELECT 41-51 --
? 42[

? ENTEP BOX NAME -
? DETACC

HIEPAPCHY DATA FDP BOX DET ACC (DETECT ACCESS)

BOX:DETACC PULE:h4 SCOPE: .335 0:
PDX:SENIE PULE:50 ICDPE: .702 0:

BOX:MULTS ROLE:AY SCDPE: .671 0:
OUESTIDNNAIRE: 6 SCDPE: .766
00ESTIONNAIPE: 57 SCOPE: .579
00ESTIONNAIPE: 10 SCOPE: .670

EDX:INDM1 RULE:SA SCDPE: .575 0: j
BDX:DDS PULE: SCDPE: .833 Q.-...
BOX:GP RULE:AV SCOPE: 1.000 0:
BDX:BAPR PULE:SA SCOPE: .370 0:

I BOX:PEPALP PULE:HA SCDPE: .868 0:
BOX:TSIG RULE:SD SCDRE: .940 0:

OUESTIDNNAIPE: 47 SCDPE: .820
00ESTIDhhAIPE: 18 SCDPE: 1.000

BOX:ANALPN RULE:SD 5 CORE: .923 0:
00ESTIONNAIPE: 4 SCDPE: .755
OUESTIDNNAIRE: 51 SCORE: .766
OUESTIDNNAIRE: 49 SCDPE: 1.000

IPDX:RSSESS PULE:RY TCDRE: .5491 0:
BDX:MULTA RULE:AY SCORE: .670 0:

OUESTIDNNAIRE: 10 SCDPE: .670
BOX:INDA1 PULE:SB SCDRE: .640 0: l*

'

BOX:DDA ROLE: SCDPE: 1.000 0:::::
BDX:GP PULE:AV SCOPE: 1.030 0:

BDX:BARP POLE SB SCOPE: .370 0:
* IBOX: CAST AS PULE:RY SCDPE: .3381 0:

00ESTIDNNAIPE: 12 SCOPE: .338

Figure 5-3. Segment of Computer Output
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to 1 scale. At this time, no acceptance criteria have been established
by the NRC which would indicate the significance of a score of 0.3.
The development of two additional physical protection system designs
which, by a consensus of experts, were judged as " good" and " minimal,"
relative to the performance capability requirements, would provide the
NRC with some basis for establishing acceptance criteria. However, it

should be emphasized that the aggregate score which results from appli-
cation of the evaluation methodology to a physical protection system

should not be used as an absolute measure of system performance. It is

intended to be used by an evaluator only as a guide to making a judge-
ment regarding the adequacy of a physical protection system.

In the present absence of acceptance criteria, no judgements are

made here regarding the significance of a 0.3 score. Instead, the

results of the evaluation are examined with the ininial goal in mind,

i.e., testing of the methodology to provide a critique. G'Nen the

scores for the various hierarchy elements (boxes) shown in Figure 5-1

(page 5-3), the evaluator would be expected to attempt, intuitively, to

isolate the lowest score at each aggregation point in the hierarchy in

order to permit identification of possible problem areas. As Figure

5-1 shows, the aqqtegate score (0.244) for the deny access function is

lower than the score for the control access function (0.547). Thir

presents a natural point from which to trace back through the evalua-

tion process in an attempt to gain a better understanding of the rea-

sons for this score. Continuing this process, it is found that the

detect access subfunction has the lower score (0.335) of the two sub-
function scores which contribute to the score for the deny access func-

tion. The 0.335 score for detect access is, in turn, the result of

aggregating three scores, the lowest of which is 0.549 for assessment.

At this point, the segment of computer output shown in Figure 5-3 (page

5-9) should be reviewed. The highlighted lines in this listing show a

continuation of this trace-back process. The aggregate score for ETQ

No. 12, Central and Secondary Alarm Stations, is 0.338. Examination of

the questionnaire data for this ETQ (Figure 5-4) reveals that three

questions have the lowest score, 0.5, in this ETQ. The first two ques-

tions, No. 12.and No. 13, refer to the existence of duress alarms and

their ability to communicate between the CAS and 3AS. The bhird ques- 1

I
tion, No. 25, treats the ability to switch the status of an alarm from )

one station.to another. Once these three questions nave been pinpoint-

ed, the licensee and evaluator have a basis for discussing the ETO,

scores. For example, the licensee may be able to show that his system

L 5-10
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QUESTIONAIRE DATA FOR
QUESTIONAIRE 12

OVERALL SCORE = 0.33030 RULE : SA
.

DOX: 50 RULE: SA
O= 1 RESP = 1.000 We 0.000 S= 1.000
0= 2 R E S Pr- 0.667 W:- 0.500 S= 0.033
Q= 3 RESP = 1.000 W= 0.500 S= 1.000
O= 4 RESP = 1.000 W= 0.500 S= 1.000
0= 5 RESP = 1.000 W= 0.500 S= 1.000
0= 6 RESP = 1.000 W= 0.500 S= 1.000
0= 7 R E S P:, 1.000 W= 0.000 S= 1.000

0= 8 RESP = 1.000 W= 0.500 S= 1.000
0= 9 RESP = 1.000 We 0.500 S= 1.000

3

0=10 RESP = 1.000 W= 0.500 S= 1.000
j 0=11 RESP = 1.000 W:- 0.500 S= 1.000

O=1? RESP = 00 W= 0.500 Se 0.500
U=13 RESPu 0.0 W= 0.500 Sa' O.500
U=14 RESP = 0.500 Wz 0. BOO S= 0 750
O=15 RESP = 1.000 W= 0.500 S= 1.000
0=16 RESP = 1.000 W= 0.500 S= 1.000
Q=17 RESP = 1.000 Wu 0.500 S= 1.000
0=10 RESP = 1.000 W= 0.500 S= 1.000
0=19 RESP = 1.000 W= 0.500 S= 1.000
0=20 RESP = 1.000 W= 0.500 S= 1.000
0=21 RESPr 1.000 W= 0.500 S= 1.000
0=22 RESP = 1.000 W= 0.500 S= 1.00'O |

0=23 RESP = 1.000 W= 0.500 S= 1.000 !

0=24 RESP = 1.000 W= 0.500 S= 1.000
O=?S RFSP= 0.0 W= 0.500 H= 0.500
0=26 RESPr ! 000 W= 0.500 S= 1.000
O=27 REST = 1 300 W= 0.500 S= 1.000
0=20 RESP = ' . 000 U= 0.500 S= 1.000
0:29 RESP = 1.000 W= 0.500 S= 1.000
0=30 RESP = 1.000 W= 0.000 S= 1.000
0=31 RESP = 1.000 W= 0.500 S= 1.000
0=32 RESPa 1.000 W= 0.500 S= 1.000
Q=33 RESP = 1.000 W= 0.500 S= 1.000

SELECT 21-29 -- 3

Figure 5-4. Data from Questionaire 12

|

|
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has compensatory measures which are not reflected in the responses to

the questions. This might result in a revised component score. On the

other hand, the licensee may find the need to modify the system design

to correct the deficiencies pointed out by the ETO scores. This trace-

back process would be repeated for the remaining system functions and

subfunctions to isolate other problem areas.

In this subsection, only the individual hierarchy element scores

were considered in tracing back through the evaluation process.

Another consideration which might be investigated is the choice of

aggregation rule at each level of the hierarchy. Tracing back through

the evaluation process using the computer output and the functional

hierarchy provides an invaluable tool for resolving discrepancies in

the design and evaluation of a physical protection system. Discussions

based on isolation of problem areas using this trace-back process

should result in either revised component, subfunction, or function

scores based on additional design information not reflected in the

methodology or system design modifications to correct the deficiencies.

5.3 Test Results

5.3.1 Critique of Design Guidance Compendium -- Following the

design and docamentation of the " good" partial physical protection

system and completion of the corresponding ETQs, AGNS provided a cri-

tique of the compendium. This critique was intended to illustrate both

the strengths and the weaknesses of the compendium with respect to its

utility to the licensee in designing a system which satisfies the

Upgrade Rule regulations and in preparing the necessary documentation

for license application. The following is a summary of the critique

provided by AGNS:

1. The paramount attribute of the design guidance
compendium is an inherent characteristic to
continuously subject the licensee to an evalua-
tion of the total >hysical protection system.
As each new component or system is added *o the
total system, the licensee becomes initially
exposed to both the beneficial and detrimental

,

characteristics of the component. Subsequently, 1

this exposure broadens and necessitates that the i

licensee _ evaluate both the impact of the compo-
i nont on the physical protection system and the
| impact of the physical protection system on the

component. The principal benefit of this exer-
cise is the continuous self-test capability,

'

afforded by the compendium which identifies
j component inadequacies and system incongruities.
i
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2. A second attribute of the compendium is a -

responsiveness to the needs of the licensee to
evaluate the effectiveness of the physical
protection system in complying with ehe require-
ments of the physical protection Upgrade Rule.
As components are added to the total system, the
licensee evaluates the performance of the compo-
nent. The licensee is, therefore, afforded the
opportunity to compensate for minimal perfor-
mance levels in one component by elevating the
performance of other components which interact
within the same. physical protection subsystem.
This attribute is extremely valuable to cur-
rently operating facilities which are, by de-
sign, restricted to certain types of security
system designs.

3. The third major attribute of the compendium is ,

the establishment of conformity in the licensing
process. By responding to the information ,

solicited in the compendium, tha licensee is
committed to the submission of security plans
which are more cohesive and coordinated. These
physical protection plans will contain, and be
limited to, only the information necessary to
perform a thorough evaluation of the physical
protection systems' ability to achieve the
performance capabilities. Additionally, the
licensee is relieved of the responsibility of
determining the type of information required
since the design guidance compendium identifies
the criteria from which the physical protection
system and the associated security plan are
evaluated.

4. The only notably deficient area in the compen-
dium concerns consistency between-the informa-
tion requested by the IRS and the information
evaluated by.the associated ETQ. Generically, i

either information concerning a specific compo- ,

nent or system is requested and then not evalu- |

ated, or-information is evaluated but never !
requested. In addition, identical information I

for similar components or systems is not always
requested or evaluated. However, the effects of
this deficiency are minimal when compared to the
positive attributes of the design guidance
compendium.

In conclusion, the AGNS. partial test shows that the benefits which

can be derived from the implementation of the design guidance compen-

dium are invaluable. ~The compendium is utilized most effectively if it
I is implemented during the design phase of the facility, e.g., concur-

rently with health and safety, operations, and maintenance design

considerations. However, the reliability of all fixed-site facility
,

'

; physical protection systems is sufficiently enhanced if the compendium

5-13
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requirements are incorporated during system planning, construction, or

operation. Thus, implementation of the NRC Fixed-Site Physical Protec-

tion Upgrade Rule Guidance Compendium seems warranted.

5.3.2 Critique of Evaluation Methodology -- The results of the

evaluation methodology test show the need for more extensive testing

and, in particular, for the development of a " minimal" performance

system to permit calibration of the methodology. This would also

provide the NRC with a basis for establishing acceptance criteria. The

need for sensitivity analysis regarding question responses and aggre-

gation rules is also indicated.

Finally, the trace-back capability provided in the evaluation

methodology is an invaluable tool which can be used by licensees and

NRC evaluators to discuss and resolve any discrepancies in the per-

ceived performance of a physical protection system.

>

a

5-14

e

_ _ _ _ _ _ _



_ - .

,

6. RECOMMENDATIONS FOR FURTHER DEVELOPMENT

Recommendations for further development of the design guidance and

evaluacion methodology fall into two categories. The first category

consists of recommendations for improvements in the current method-

ology. The second category consists of policy recommendations with

regard to future regulation guidance and evaluation development.

Within the current project, the following points are suggested for

further development: '

1. Continued development of system ETOs for systems in which

performance is subject to functional and/or dynamic inter-

action between system elements.

2. Provision for comprehensive testing by both industry and the

NRC to determine the utility, completeness, and validity of

the design guidance products and evaluation methodology.

3. Extension of the methodology to evaluate the performance

provided by multiple layers of protection, given an adversary

gains access to the PA, MAA, etc.

Each of these recommendations is discussed in detail in the following

paragraphs.

6.1 Continued System LTO Development
1

The first recommendation, continued system ETQ development, is

considered essential for situations in which it is not possible to

simply select an aggregation rule, e.g., SOFT AND, independent of the

specific components in the system and/or site conditions involved.

Furthermore, it may not be desirable to allow rule selection to be per-

formed by the licensee or evaluator under such circumstances. Rather,

rule selection should be made on the basis of responses to a series of

questions.

In addition, some systems require an interactive relationship

between components for satisfactory performance to be achieved. In

such cases, questions are required in order to' probe the extent of the
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component relationships. Merely aggregating individual component ETO

scores will not provide a meaningful measure of performance. For ex-

ample, a well-constructed, properly installed barrier which provides an

adversary delay of 5 minutes, when evaluated as a component, could be

. given a high score. Similarly, a well-trained, well-equipped, highly

motivated response team with a 10-minute response time could be rated

highly as a component. However, only when the delay time is compared
to the response time does it become apparent that the two components

are incompatible as a system. |
(

6.2 Comprehensive Design Guidance Product and Evaluation Methodology
Testing

The second recommendation involves comprehensive testing of the
,

design products and the evaluation methodology by both industry and NRC

users to determine their utility, completeness, and validity in their

various areas of application. These products and the evaluation

methodology should be tested in their entirety by both industry and NRC

users on a hypothetical, although realistically detailed, physical

protection system. This expanded testing program will allow for a more

in-depth application of each element, while providing an opportunity to

incorporate the changes prescribed as a result of the testing program.

Previously, a very limited testing effort was performed using only one

MAA and one Upgrade Rule performance capability. A comprehensive
testing of the design guidance products and evaluation methodology is

required,

a
6.3 Extension of Evaluation Methodology

The third recommendation suggests that the evaluation methodology

be extended to provide an estimate of protection in-depth performance.

Such an extension could prove useful as a decision aid for NRC licens-
i

ing personnel in the review of security plans whenever some uncertainty

exists concerning a particular performance capability's acceptance.

The reviewer could simply assume that the capability did not exist and

obtain an evaluation of the remaining system's ability to achieve'the

general performance- objective. !

Fir. ally, as a matter of policy for future development of regula-

tory guidance and evaluation, it is recommended that early in the for-

mation phase of-new regulations, potential contractors be retained, at

least as consultants, to provide advice from an evaluation viewpoint.

6-2
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For example, conJider the difficulty encountered in developing func-

tional hierarchies for the performance capabilities, as stated in the

Upgrade Rule. A constraint in the form of the hierarchies was the

existing form of the regulations which had been published for review

prior to development of the methodology. This resulted in an evalua-

tion structure which, although clearly traceable to the regulations,

does not provide a one-to-one correspondence between the two. The

concurrent development of regulations and a corresponding evaluation

structure would facilitate development of future regulations, while

providing a one-to--one correspondence between the evaluation structure

and the regulations.

6-3,4
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APPENDIX A

Derivation of Function Utilized in the
Evaluation Methodology

Question Response Scores

Given a component whose performance is a composite of a number of
factors, the probability that the component will fail to perform satis-
factorily, given a failure or unsatisfactory condition in one of the

factors, in

_ P(E O F )
P(E |_F ) (A-1)=

i P (F-f)

where

E = the failure event for the component

Fi = the failure event of factor i

Rewriting Eq. (A-1) yields

P(E O E ) = P(5|E )P(E ) (A-2)g g

From deMorgan's Law, the complement of

(E O F ) (E U F ) (A-3)=
f

and the complement of Eq. (A-2) is given by

1 - P(E|F ) 1 - P(F ) (A-4)P(E U F ) =
y f g

Now, given the following:

a question (i) concerning the condition of a factor contrib-.

uting to a component's performance,
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I

a set of responses to the question, each with a value, xg,.

i = 1, to the thresholdranging from the best of conditions, x

of unacceptability xi = 0,
i, which in some way reflects a measure ofthe response value, x.

P(Fg), the probability of success for that performance factor,
and

assigned to the question that can rcrve as aa weight, w.
i,

surrogate measure for P(elf ),
1

then the expression for the question score, S should be analogous toi,

Eq. (A-4) or

Sg=1-wg(1 - x ) (A-5)g

Aggregation Rules

Extending the single question to a group of questions, each

addressing a component performance factor, requires a means of aggre-

gating the individual question scores into a meaningful measure of

component performance.

Utilizing concepts from fault tree logic, the component perfor-

mance level associated with each group of questions is obtained by

aggregating individual question scores (sg) through whichever of the
\ following rule = is most appropriate: (1) AND, (2) SOFT AND,

(3) AVERAGE, (4) SOFT OR, and (5) OR. In order to indicate the basis

for the functional form of the AND aggregation rule, the following

derivation is offered:

Assuming for the moment that failure of any one of the factors

(Fi) addressed by a group of questions can cause the component failure
event (E) and that

n

() F 3 5 (A-6)1
i=1

Then

n
! E = () (E n F ) (A-7)

i=1 |

A-2
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or

n

p(f) 5 p(E|f )p(f ) (A-8)g g
i=1

However, to indicate a level of performance, the complement is a more

appropriate measure; then from Eq. (A-7)

n

E= O (E U P ) (A-9)
g

i=1

or

n

] p(E U Ff) (A-10)p(E) 2

i=1

Drawing on thc analogy between Eqs. (A-4) and (A-5), Eq. (A-10) becomes

n

[] s (A-ll)S= g

i=1

where

S= the overall component event score

s = the individual question score
i

n = the number of questions in the group to be
aggregated.

The AND rule is appropriate whenever all of the performance factors

addressed by a group of questions are essential to component effective-

ness under all conditions. That is, if any facter is unsatisfactory,

component performance is unsatisfactory.

The following development, employing what is called textured

sets, is a flexible and rational approach to aggregation that bridges

the gap between a full probabilistic analysis and fuzzy set theory:
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A Textured Set S is a collection of elements { Z} (either finite or

infinite) and a mapping T:ZE J -4 [0,1] of the elements of S to the

closed interval [0,1]. T(Z) will be called a Texture Function (or

simply, texture) over S. This function is of course similar to the

fuzzy set membership function introduced by Zadeh. S can have several

associated textures (Ti(Z) for i=1 to N). The Composite Texture over S

will be defined by CT(Z) f(Ti(Z), T (Z), .,TN(2)). Fuzzy set= . .
2

theory would have CT(Z) = min Ti(Z) or CT(Z) = max Ti(Z) but there are
alternatives.

Le t T = { Ty(Z), T IZ)' TnfZ)} be a set of textures associ-. . .,2
Nated with a set S = {Z}. There are 2 -1 non-empty groups (or subsets)

of T. In particular there will be (") ("N choose i") groups of i tex-
tures for i = 1 to N.

th
Le t G . . represent the j subset of T with i textures and let

thT (Z) rep esent the m member of the G Thus if G31 " I Igj i I. '

T2(Z), T (Z)} then Ty=T311' 2=T312' 5=T313'T
S

thNow, define the intersection of the j group of textures having

i members as

i

UP..(Z)
1]m(Z) (A-12)T..=

1] 11

m=1

Note that if the Ti(Z) represent the probability of " success" of a
particular facet of the element 2 and the factors are independent, then

thig(Z) is the probability that every one of the factors in the jP

group of i factors will succeed. Similarly, the union of a group of

textures is defined as

i

0..(Z) =1- U
(1 - T..1]m(Z)) (A-13)1] 11

m=1

(For probabilities, Qi3(Z) is the probability that at least one of the
T(3 ,(Z) will " succeed.")

A-4
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Next define the interaction function V ) as a weighting functioniN
over the 2 -1 possible groups subject to the restriction that

N i}
V =1 (A-14)

i=1 j=1

-

Now, using the group intersections P and the interaction func-gj
tions V ), the composite texture of S is defined as

i

I)N

[[VCT(Z,V) P (A-15)=

13 13
iul j=1

This function is thus a weighted average of all the group inter-

sections.

This discussion will be restricted to the case where V depends
ig

only on the number of textures (i). Specifically, let

VV =
ij (A-16)

(1 - V) -1
.

This is allowed by the definition, as can be seen by substituting into

Eq. (A-14) as follows:

. N

[V (") (A-17)V..
13 (1 - V)" - 1 (1 + V) -1 1,y

I (1 + y)N -1 =1 (A-18)=

(1 + V)N -1

as required.

Using this interaction function in Eq. (A-15) gives
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I)N .

1

[ [ (1 + V)N
P (Z) (A-19)CT(Z,V) =

-1
i=1 j=1

I)iN

f3(Z) (A-20)CT(Z,V) V P=

(1 + V)N -1 f,y 3,1

This formula has different interpretations for various values of

V. Results for some important values are summarized in Table A-1.

Examination of Table A-1 shows that when V = + = , all weight is

N

hT (Z). Thus, (CT(Z)) can be probabilis-concentrated on Pg (Z) =

j=1

tically interpreted as the probability that all of the facets will

" succeed." As V gets smaller, weight is gradually shifted to P with
ig

smaller i. At V=1, the weight is equally distributed among all the

P This has a probabilistic interpretation when it is unclear how.

many of the Ti(Z) must succeed for overall success. CT(Z) can be in-
terpreted as the probability that all of the facets in a subset of T

chosen at random will succeed. As V approaches 0, weight shifts to the

N groups P (which equal the Ty $(Z)). CT(Z,0) might be interpreted as

the probability that one of the facets (chosen at random) will not

y3(Z), CT(Z) is also the probability that afail. Since Oy3(Z) P=

randomly chosen facet will succeed. As V decreases, the weight is |

to 0 ) with higher i. At V = -1/2 the weight isgradually spread
1

equally spread among all the 0 Here CT(Z) is the probability that
13

at least one facet in a randomly chosen subset of T will succeed. When

N

N1
- (1 - T W),V approaches -1, all weight is concentrated on Q =

g

i=1
This is the formula for a fault tree OR gate, so T(Z) can be inter-

preted as the probability that at least one of the facets will succeed.

These five values of V (= , 1, 0, -1/2, -1) relate to five differ-
|

ent types of interactions ranging from a strong interaction between |
factors, when V and all textures must have a high value for a high==
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composite texture, to strong redundancy, when V = -1 and only one tex-

ture need have a high value for an overall high value. (This is why

V is defined as strength of interaction.) Borrowing some terminologyg3
from fault tree theory, the following definitions will be used:

CT(Z, ) AND operator=

CT(Z,1) SOFT AND operator=

CT(2,0) AVERAGE=

CT(Z,-1/2) SOFT OR=

CT(Z,-1) = OR

Table A-1

Interpretations of Interaction Function
for Various Values of V

1. Basic Formula

IN
i

{v {P (Z)CT(Z) = g
(1 + VI - 1 g,y ),y

2. Computation Formulas

INTERACTION COMPOSITE
COEFFICIENT TEXTURE COMPUTATION

V CT(Z,V) FORMULA COMMENTS

Strong interaction, analogous
ao P (Z) Tg(Z) to fault tree AND gate.

i=1

IN N
" "

3[d{{pg (Z)
M " " "'] (1 +T) -11 K K o

i=1 j=1 i=1

1 II N

h{Tg(Z)f[[o No interaction, average.(Z)o

1-1 jll i=1

I NN

{[Q (Z) 2"X 1- ] (1 - T g(Z)) Moderate redundancy, soft OH.-1/2 K

i=1 j=1 ]=1
N

Strong redundancy, analogous
-l og(Z) 1- ] (1 - Tj(Z)) to fault tree OH gate.

i=1

NOTE: K5 1/(2" - 1)

A-7,8
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APPENDIX B

Computer Program Listing for Evaluation Algorithm

Briefly, the computer program that performs the physical pro-

tection system evaluation requires as input, the questionnaire and

hierarchy formats and the evaluator's responses to the multiple choice

questionnaires. The program computes the scores for all components,

low-level tasks, and higher-level elements of the functional hierarchy

for each performance capability in the Upgrade Rule. It provides for

sensitivity analyses on questionnaire responses and hierarchy element

interactions. The program is interactive and has hierarchy display

features.

4

i
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QUEASI FORTRAN P IO*WCCWR 16.19.58 THURSDAY 6 DECEMBER 1979 PAGE 1
NATIONAL CSS, INC. (SUNNYVALE DATA CENTER) SUNY

C QUEASI -- A PROGRAM FOR EVALUATION OF SAFEGUARDS QUESTIONNAIRES QUE00010
C ANC HIERARCHIES QUE00020

COMr.ON LOCQt100),GSCORE(100),LOCR(100) QUE00030
COMMON SCOREHt40),RULEHt40),IDEX(40,10),0DEX(40),QNAME(100) GUE0004C
DOUBLE PRECISICN BN AME MO), BLANK,NOMO,HN AME(40), AN AME QUE00050
INTEGER LO CHS (5) ,I SE T (40 ),FL A G(10) , LOCH (5),IR ESP (4 0),IEEST( 4 0) GUE0006C
kE AL SCORE (40), WEIGHT (40), RULE (10), TEXTS (7) QUE0007C
DATA TEXTS /2HHA,2HSA,2HAV,2HSO,2 HOR,1HQ,2HDR/ 3UE00080
DATA IAA/1HA/, NOM 0/6HNOMORE/ BLANK /6H QUE00090
CEFINE FILE 1 (3 0 0,8 0, E, I9 ) QUE0010C
CEFINE FILE 3 (2 0 0,8 0, E 19 ) QUE00110 ,
CEFINE FILE 2 (15 0 ,8 0, E ,19 ) QUE00120 |
CEFINE FILE 4 (5 0,8 0,E ,19 ) QUE00130
AAA: FLOAT (IAA) QUE00140
00 399 I:1 40 QUE00150

395 SCCREH(I)=-1. QUE00160
J:2 QUE00170

C REAC uuCSTIONNAIRE LOCATICNS AND NAMES QUE00180
RE AD (l'1,9 464 ) NUMQ QUE09190
RE AD ( l 'J ,9 465 ) (L O C Q (II ),II:1,NUM9 ) 30E00200
REAC(2'J,9465)(LOCR(12),12:1,rJMQ) QUE00210
CC 36 I:1,NUMQ QUE00229
J:LOCQ(I) QUE00233

30 R E AD(l 'd,9 272) QNAME(I) 9UE00240
00 10 I:1,100 QUE00250

10 Q S C CR E (I ):-1. QUE00260
00 20 I:1,10 QUE00270

20 FLAG (I)=0 1UE00280
C SELECT INITIAL OPTICN QUECC290

1000 WRITE (6,91CC) GUE00300
)QUE003109100 FORMAT (54H? SELECT 1- HIER AR CHIES , 2- QUESTIONAIRES, 3- STOP --

I C F:GE TNUM (1. ,3. ,2. ) QUE00320
1001 IF (IOP.EG.3) STOP QUE00330

GOTO (4000,2000) ICP QUE00340
C REVIEW OPTION SELECTIUN AND BRANCH TO PROPER OPTION QUE00350

ICFT=IOP QUE00360
1100 CONTINUE QUE00370

IF (IOPT.GE.1.AND.IOPT.LE.3) GOTO 1101 QUEOC380
IF (IOP T.GE.21. AND. IOPT .LE.26) GOTO 1102 QUE0039C :
IF (IOPT.GE.41.AND.IOPT.LE.50) GOTO 1102 QUE00400 )
GOTC (1000,230,1000,402) 10P QUE00410 '

1101 10P=IOPT QUE00420,

GOTO 1001 QUE00439
1102 IOP= INT (FLOAT (IOPT)/10.) QUE00440

IF ( IOP *10.EG.I CP T ) GOTO 1C01 QUE03450
IOPT:ICPT-10P.10 GUE00460
GOTO (1000,201,1000,404) ICP QUE00470
GOTO 1000 QUE00480

C PRIhT MENU AND GET QUESTIONNAIRE OPTION QUE00490
2000 IF (FL AG(2 ) .EQ .1) GOTO 210 QUE00500

230 WRITE (6,9200) QUE00510
WRITE (6,9201) QUE00520
WRITE (6,9202) QUE00530
WRITE (6,9203) QUE00540
WRITE (6,9204) QUE00550
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QUEASI FORTRAN P ID:WCCWR 16.19 58 THURSDAY 6 DECEMBER 1979 PAGE 2

WRITE (6,9205) QUE00560
9200 FORMAT (/,14H SELECT ONE: ,/) QUE00570
9201 FCRMAT(51H 21- COPPUTE SCORES 22- PRINT SCORES ) QUE00580
9202 F O RM A T (51H 23- SET SCCRES 24- REVISE WEIGHTS 1 QUE00590
9203 FORMAT (51H 25- P.EVISE RULES 26- REVISE RESP 0NSES 3 QUE00600
9201 FCRMAT(51H 27- REVISE NAMES 28- PRINT NAMES ) GUE00610
92C4 FORMAT (51H 29- NO MORE REVISIONS ) GUE00620
9209 FORMAT (/,9HT WHICHT ) QUE00630

GOTO 220 QUE00640
210 WR ITE ( 6,92 06) QUE00650

9206 FORMAT (18H? SELECT 21-29 ) QUECC660--

22f ICFT=GETNUM(21.,29.,2.) QUE00670
IF ( I O P T .L T . 21.O R . I O P T .G T . 29 ) GOTO 110C QUECC680
10PT=IOPT-20 QUE00690

201 FLAG (2):1 QUE00700
C ERAhCP TO PROPER OPTION QUE0071C

ECTO (2001,2002,2003,2004,2005,2006,2007,2008 10CO) ICPT GUE00720
QUE00730

C -- CPTICN 22 TO PRIhT DATA FOR A QUESTIONNAIRE -- QUE00740
2002 GOTO 222 QUE00750

223 CO 221 I:1,NUMG QUE00760
C;LL PRINTO(I,GNAME) QUE00770

221 CChTINUE QUE0078C
GOTO 2000 QUE00790

222 CALL GETON(ID,QNAME,NUMQU) QUE00800
I F (ID.EQ.-1) GOTO 223 GUE0081C
CALL PRINTG(ID,0NAME) QUE00820
GCTO 2000 QUE00830

QUED0840
C -- CPTION 21 TO COMPUTE A QUESTIONNAIRE SCORE -- GUE00A50

2001 GCTO 213 QUE00860
214 OC 211 I:1,NUMG QUE00870

WRITE (6,9301) GNAME(I) QUE00880
9301 FORM AT (16H? QUESTIONN AIRE ,1A4,1H:) QUEC0890

211 CALL SCOREQ(I) GUE00900
GOTO 2000 QUE00910

213 CALL GETON(ID,QNAME,NUMQU) GUE00920
IF(ID.EQ.-1) GOTO 214 QUE00930
CALL SCOREQ(ID) GUE00940
GOTC 2000 QUE00950

QUE00960 |
C CPTION 23 TO SET A QUESTIONNAIRE SCORE QUE00970 |

-- --

2G03 CA.LL GETON(ID,GNAME,NUMQU) GUE00980 ,

WRITE (6,9300) GUEOC990
930C FORM AT (30H? ENTER QUESTION AIRE SCORE 1 QUE01000--

GECCRE(ID):GEThuM(0.,1.,1.) GUE01010
GCTC 2000 GUE01020

QUE01030
C -- CPTION 24 TO REVISE QUESTION WEIGHTS -- QUE01040

2004 CALL GETON(ID,0NAME,NUMQU) QUE01050
QSCORE(ID):-1. QUE01060
WR ITE ( 6,92 4 0) GUE01070

9240 FCRMAT(39H? NUMBER OF QUESTIONS TO BE REVISED -- ) QUE01080
NUP:GETNUM(1., FLOAT (NUMQU),0.) QUE01090
LO C:LO CG (I D ) 30E01100
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QUEASI FORTRAN P 10:WCC"R 16.19 58 THURSDAY 6 DECEMBER 1979 PAGE 3

READ (1* LOC,9500) R,NQQQ,NGRP QUE01110
LCC: LOC +2+2*NGRP QUE01120
REA0(1* LOC,9243)(WEIGHT (K),K:1,8) QUE01130
IF(WEIGHT (1).LE.1) GOTO 241 GUE01140
WRITE (6,9244) QUE01150

) QUE01160.9244 FORMAT (47H7 MUST REVISE ALL WEIGHTS. ENTER NEW WEIGHT --

W EIGHT (2 ):GEThtM (0. ,1. ,1. ) QUE01370
W R IT E ( 1 * LO C ,9 2 4 3 ) ( WE IGHT (K ) , K:1,8) QUE 01. 'C
GOTO 20h0 QUE01190

241 LO C:L O C+ 1 QUE01200
IF(NUMQU.LE.8) GOTO 243 GUE01210
READ (1* LOC,9243) (WEIGHT (K),K:9,NUMQU) QUE01223

243 DO 240 I:1,NUM QUE01230
WR IT E ( 6,92 41) QUE01240

9241 FORMAT (20H7 QUESTION NLMBER = ) QUE01250
NUMQ:GETNUM(1.,40.,0.) QUE01260
WRITE (6,9242) GUEC1273

9242 FCRMAT(11H? WEIGHT : ) QUE01280
W:GETNUM(0.,1.,1.) QUE01290

24C WEIGHT (NUMO):W GUE01303
9243 FORMAT (8F5.3) GUE01310

LOC:LOCQ(ID)+2,NGRP*2 GUE"132C
W R ITE ( 1 * LO C,9 2 43 ) ( =E IGhT (K ), K:1,NUMQU) GUE01330
CALL SCOREQtID) QUE01340
0010 2003 QUEC1350

QUE01360
C -- CPTICh 25 TO REVISE SCORING RULES -- QUE013TO

2C05 CALL GETQN(ID,GNAML,NUMQU) GUE01380
QSCORE(ID) -1. QUE01390
LOC;LOCQ(ID) QUE01400
READ (1* LOC,9500) R,NQQQ,NGRP QUE01413

9500 FORMAT (1A2,2(8X,1121) CUE 01420
251 WRITE (6,9502) GUE01433 ;

9502 FORMAT (24H2 ENTER GROUP NUMBER -- ) QUE01440
N:GET NUM (5 0. , FLO A T ( NGRP) +4 9. ,0. ) 3UE01450

j GUE01460WRITE (6,9503) ;

) x QUE0147G9503 FORMAT (33H? ENTER RULE (HA,SA,AV,SO,0R) --

254 READ (5,9504) R QUE0148C
95C4 FCRMdT(1A2) QUE0149C

DC 252 I:1,5 20E01500
IF(R.EG. TEXTS (I)) ECTO 253 GUEG1510

252 CONTINUE QUE0152C
JRITE(0,95CS) GUE01530

) QUE01540 I95C5 FORM AT (25H ? B AD RULE, TR Y AG AIN --
'

GOTU 254 GUE01550
25; L: LOC +2 QUE01560

00 255 I:1,NGRP GUE01570
RE AD(l'L,9 536) IGRP,M,2 QUE01580 l

9506 FORM AT (2 (112,8 X) ,1 A2) GUE01590
IF(IGRP.EQ.N) WRITE (1*L,9506) IGRP,M,R QUE01600

255 L:L+2 QUE31613
CALL SCOREQ(10) QUE01620
GCTO 2000 QUE01630

GUE01643
QUE01650C'-- CPTICN 26 TO REVISE QUESTION RESPONSES -
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QUEASI FORTRAN P I E:WCCWR 16.19.58 THURSDAY 6 DECEMBER 1979 PAGE 4

2C06 CALL GETQN(ID,QNAME,NUMQU) QUE01660
QSCORE(ID)=-1. QUE01670
LCC=LUCR(ID)+1 QUE01680
READ (2*LCC,960C) IRESP CUE 01690

960C FO RM AT (4 0 (1X,1 A1)) QUE01700
L:LOCQ(ID)+1 QUE01710
READ (1*L,9600) IBEST GUE01720
WRITE (6,9240) QUE01730
N:GETNUM(0.,40.,0.) QUE01740
DC 260 1:1,N QUE01750
bRITE(6,9241) QUE01760
NUM:GETNUM(0.,40.,0.) QUE01770

261 WR ITE ( 6,96 03 ) IBEST(NUF) QUE01780
9603 FORM AT (16H ? RESPONSE (A T0,1x,1A1,9H) = ) QUE01790

26C READ (5,9260) IRESP(NUM) QUEG1800
9260 FCRMAT(1A1) QUC01810

X:1-( A A A-F LO AT (IRESP (NUM))) /( A A A-FLO AT(IBEST ( NUM) )) QUE01820
IF(x.LT.O. 0R.X.GT.1.) GOTO 261 SUE 01830
W A ITE ( 2 * LO C,96 00 ) IRESP GUE01840
CALL SCOREQ(ID) QUE01850
GOTO 2 000 QUE01860

GUE01870
C -- CPTICh 27 TO REVISE QUESTIONNAIRE NAMES QUE01880

2007 CALL GETON(ID,0NAME,NUMQU) GUE01890
WRITE (6,9271) QUE01900

9271 FORMAT (15H? ENTER NAME -- ) GUE01910
READ (5,9272) QNAME(ID) QUE01920

9572 FORMAT (IA4) QUE01930
3CTO 2 000 GUE01940

QUE01950
C -- PRINT AND SELECT HIERARCPY MANIPULATION OPTIONS GUE01960--

2008 C ALL P GN AM E(QN AME,NUMQ) QUE01970
0010 2000 QUE01980

GUE01993
4000 IF (FLAGt5).EQ.0) GOTO 4006 9UE02000

IF (FL A G t 4) .EQ .1) GOTO 401 QUE02010
403 WRITE (6.9400) QUE02020

WR IT E ( 6,94 J1) GUE02030
bd ITE( 6,94 02) QUE02040
WR I TC ( 6,94 03) QUE02050
WRITE (6,9404) GUE02060
WRITE (6,9405) QUE02070
WRITE (6,9407) QUE02080
WRITE (6,9205) QUE02090

9400 F O R M A T ( / ,14i. SELFCT ONE: ,/) GUE02100
9401 F C RM AT (51H Al- CL9PUTE SCORES 42- PRINT DAT A ) QUE02110
9408 FC R M A T (51H 43- ASSIGN SCORES 44- REVISE DEL AY/ RESP ) QUE02120
9403 FORMAT (51H 45- REVISE RULES 46- SELECT NEd HIERARCHY ) QUE02130
9404 FO RM AT (51H 47- PRINT 20X NAMES 48- FILE HIERARCHY ~ DATA ) QUE02140
940 FORMAT (51H 49- CH ANGE BOX N AME 50- PRINT HIER ARCHY ) QUE02150
9401 F CR M AT (51H 31- NO MORE REVISIONS ) QUE02)5O

GCTC 4C3 QUE02170
401 WR ITE ( 6,94 06) QUE02180

9406 FORMATL18H? SELECT 41-51 -- ) GUE02190
403 IOPTEETNUM(41.,47.,2.) GUE02200

|

I
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I F ( 10 P T .LT .91.CR . I OP T .GT .51 ) GOTO 1100 QUE02213
ICPT=IUPT-40 QUE0222C

404 FLAG (4):1 QUE02230
C ERAhCH TO PROPER HIERARCHY CPTION QUE02240

IF(FLAG (5).EG.L) GOTC 4006 GUE02250
GC TO (4 0 01,4 0 G2,4 0 0 3,4 0 04,4 J 05,4 0 0 6,4 0 0 7,4 0 08,4 0 0 9,4 0 0 2,10 00 ) IOPTQUE02260

QUEG2270
QUE02280C -- CPTICN 41 TO SCORE A HIERARCHY BOX --

4C01 CALL GETHN(ID,HNAME) GUE02290
CALL SCREHCID) GUE02300
CALL SETH(ID,ISET) GUE02310
ISET(IC):0 'eUEG2320
GOTO 4300 QUE02330

QUE32340
GUE02350CPTICN 42 TO PRINT HIERARCHY DATA0 ----

4002 CALL GETHN(IO,HNAME) QUE02360
IF(IOPT.EQ.2) CALL PRINTh(ID,HNAME) GdE02370
IF (IOPT.EU 10) CALL HPR(ID,HNAME) GUE02380
GOTU 4(00 QUE02390

3UE02400
C -- CPTICN 43 TO ASSIGN HIERARCHY BOX SCORES -- GUE02410

4003 C ALL GETHN(ID,HN AME) GUE02420
WRITE (6,9430) QUE02430
CALL SETH(ID,ISET) QUE02440

9430 FORMAT (10H? SCCRL = ) GUEC2450
SCCREHtID):GEThuM(-1.,1.,1.) QUE02460
IF(SCOREH(ID).LT.U) ISET(ID)=0 OUE02470
IF (SCOREH( ID ) .GE .0 ) ISET(ID):1 QUE02*80
GOTO 4J00 3UE02490

QUE02500
C -- CPTICN 44 TO REVISE DELAY / RESPONSE RULE. NOT CURnENTLY USED QUE02510

4004 CALL GETHN(ID,HNAME) GUE02520
IF(RULEHtID).EG. TEXTS (7)) GOTO 440 GUE02530

. wh ITE ( 6,94 4 0 ) 3UE02540
9440 FORMAT (28H BOX DCES NOT USE DELAY / RESP) QUE02550

GOTO 4000 3UE02560
940 CCNTINUE GUE02570

GOTO 4C'00 QUE02580
GUE02590

C -- CPTICN 45 TO REVISE SCORING RULES -- GUE02600
4CC5 CALL 6ETHk(ID HNAME) QUE02613

WRITE (6,9503) GUE02620

45C READ (5,9504) R GUE02630
00 451 I:1,6 QUE02640
IF (R.EQ. TEXTS (I)) GOTC 452 GUEC2650

451 CONTINUE GUE02660
WRITE (6,9505) GUE02670
GOTO 450 QUE0268C

452 RULEH(10):R GUE02693

.SCCREHtID)==1. QUE02700
CALL SETH(ID,ISET) 30Eu2710

QUEC2720GOTO 4000
GUE02730
QUE02740C -- CPTICN 46 TO ENTER A NEW HIERARCHY INTO THE SYSTEM --

GUEC27504006 W R I TE ( 6,94 61)
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FLAG (5):1 QUE02760
R E .40 ( 3 '1,9 4 6 4 ) NUHH GdEC2770 i

READ (3'2,9465) ( LO CH ( I ), I:1, NUNH ) GUES278C |
9464 FORMAT (112) JUE02790 1

9465 FCRMAT(2ul4) GJEC2930
READ (4'1,9464) NUMB QUE02810
RE A0 (4 '2,9 465 ) (L OCHS (I ),I:1,f4UMH) QUEJ2S20

946C FORMAT (28H? ENTER HIERARCHY NUMBER ) 1UE0283C--

HNUM:b ET NU M (1. ,FL0 AT (NUMH) ,1. ) JJE02640
CO 465 I:1,40 GUE32850
-ISET(I):0 3UE0286^
DC 466 11:1,10 CUE 02570

466 ICEX(I,II)=0 GUE3288C
HNAME(I): BLANK QUE22890

465 S C CR EH (I ):-1. QUE32900
L:C G U E ';2 913
LCC: LOCH (HNUM) GUEJ2923

C BEGIN BY-READING INFO FCR FIRST BOX OUEJ2930
460 REA0(3* LUC,9461) A N A M E ,14 U ti , R ,0 QUE02943

9461 FORMAT (1A6,4X,112,8X,142,HX,1A4) OUE02950
IFtANAME.EG.NOMO) GOTO 468 GUE02969
CALL ATGET(ANAME,ID,HNAME) GUE02970
IF(ID.GT.0) GOTO 464 1UEJ2980
L:L+1 GUE32390
IC:L QUE03000
HNAME(IO):ANAME "dE03J10

464 IF (NUM.EQ.0) GCTO 463 GJEC3020
QDLX(ID)=0 GUEs3030
RJLEH(ID):R GUE03J40

461 ICEX(IC,1):NUM OUE0 3 359
IF(NUH.EQ.0) GCTO 463 GUE03060
IF(NUM.GT.50) GOTO 4601 QUE03070
DC 462 J:1,NUM QUE03380
J1=J+1 3UE0 3 09 0
LOC: LOC +1 GUE0310e
RE AD (3 ' LOC ,9462) ANAME QUEJ311C
CALL ATGET(ANAPE,IE,HNAME) QUEC3120
IF(IE.GT.0) GOTO 462 QUE03130
L:L+1 QUE0314~
IE=L QU E ') 315 0
HNAME(L):ANAME QUEC3160

462 IDEX(ID,J1):IE QUE03170
9462 FGRMAT(1A6) GUE03183,

'. 6 3 LCC: LOC +1 QUE33190
GOTO 460 QUE032CC

4601 hum:NUH-50 GUE03213
DC 4602 J:1,NUP QUE03220
J1:J+1 QUE03230
LOC = LOC +1 QUE03290
REA0(3* LOC,9272) AhAM QUE03250

4602 10Ex(ID,J1):NQ(ANAM) QUE03260
j LOC: LOC +1 QUE0327G

GOTO 46L QUEC328C
| 468 C0hTINUE GUE03290'

J:LCCHS(HNUH) GUE03300
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R E A3 ( 4 'J ,9 4 63 ) (( BN AM E ( II) , SC O R E ( II ) ) , I I:1, L) GUE03310
J:J+L/5+1 30E03320
READ (4*J,9480) QSCORE QUE03330

9463 FORMAT (5(1A6,1F6.33) GUE03340
D0 469 K:1,L QUE03350
C ALL ATEET (Bt! APE (K),ID eHN AME) GUE03363
IF (ID.EQ.u) GCTO 469 GUEJ3370
SCCREH(ID): SCORE (K) GUE33380

469 CONTINUE GUE03390
00 459 I:1,40 QUE03400

459 IF(IDEX(I,1).EQ.01 RULEH(I):8 LANK QUEG3410
GCTU 4 C00 QUE33423

GUEJ3430
CPTION 47 TO PRIhT CURREhT BOX NAMES -- GUE33440C --

4C07 C ALL P h AME (HN AME) GUEG3450
GOTO 4000 QUE33460

QUE03470
C -- CPTIch 48 TO FILE HIER ARCHY DATA -- GUE03480

4008 LOC: LOCH (HNUM) GUE33490
DC 480 I:1,L GUEG3500
IF(HWAME(I).EO. BLANK) GOTO 48] QUE03510
WRITE (3* LOC,9461) hNAME(I),10EX(I,1),RLLEH(I),GDEX(I) QUE03520
I4:IDEX(I,1) joe 03530

IF(14.EO.0) GUTO 480 QUEC3540
LOC = LOC +1 QUEC3550
11: MOD (IDEX(I,1),50)+1 3UE0356C
CC 481 12:2,Il GUE03570
13=IDEx(1,12) GUEG3580
IF (14.LE.5 0) GCTO 483 QUE03593
WRITE (3' Luc,9272) GNAME(I3) GUE03600
GOTO 481 GUE03610

48: WRITEt3' LOC,9462) HhAME(I3) OUEG3620
481 LOC = LUC +1 GUE3363C
48C CChTINUE QUE03640

WRITE (3* LOC,9462) NOMO GUE03650
J: LOCHS (HNUM) GUE03660
.R ITE ( 4 *J,946 3 )( HN AME ( I3 ), SCOREH t I 3),13:1,L ) GUEC3670

'b
J:J+L/E+1 GUEJ3680
WRITE (4*Je94s0) QSCORE QUE33690

9480 FORMAT (1LF8 5) GUE03700
GOTO 4000 QUED3710

GUE33720
GUE03730C -- CPTICN 49 TO CHAhGE NAME OF BOX --

4G09 CALL GETHNCID,HNAME) GUE03740
WRITE (6,9271) QUE03750
READ (5,9462) HNAME(ID) GUEC3760
GOTO 4000 GUE03773
ENC- GUEG3780
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NATIONAL CSS, INC. (SUNNYVALE DATA CENTER) SUNY

QUE00010
SUBROUTINE GEThN(ID,HNAME) GUE00020

C SUEROUTINE GETHN INTERACTIVELY REQUESTS A BOX NAME AND RETLRNS ITS GUE00C30C 10 huMBER. GUE00043
000BLE PRECISION ALL,HNAME(40),A GUE00350
DATA ALL/6 HALL / QUE30066
10:1 GUEeC07010 WR ITE (6,90 0 0 ) GUEC3080

9COC FORM AT(20H? ENTER BOX NAME -- ) GUEGGG93READ (5,9001) A QUE001009001 FCRPAT(1A6) GUE00110IF(A.EQ.ALL) RETURh GUEOC120CALL ATGET(A,ID,HNAME) GUE6u15oIF(IO.EG.0) GOTO 20 QUE00140
RETURN

QUEGG1502C WRITE (6,9002) QUE3S1639002 FORMAT (11H? BAD NAME 3 GUE0^170
C ALL PN AME (HN AME ) GUECC18JGCTO IC QUE0019;
EhD

GUE002CD
Q UE ;,0210

SUdROUTINE ATCET ( A hAME,IO,HNA ME) GUEu0220
C SUBROUTINE ATGET CHECKS A 80X NAME AGAINST THCSE CURRENTLY IN QUEbJ232
C THE SYSTEM AND RETURNS ITS IJ NUh3ER (O IF h0T VALID). QUE0C240DOUBLE PRECISIC.'. ANAME,hNAME(40) GUES325;

CC 10 I:1.40 QUEG0260
IF (ANAME.EG.HNAME(I)) GOTO 20 GUE6027010 CONTINCE

QUE0026JIC:0
CUE 00290RETURN
GUE003CC20 ID:I
GUEb3310RETURN
CUECC320ENC
QUEJ0330
0'JE 0 03 4 0SUEROUTINE SCREH(ID)
GUECO350

C SUBROUTINE SCREH IS THE MASTER SUBROUTINE FCR SCORING BOXES QUEC;360
COPMON Li(100),QSCORE(100),L2(100),SCJREHt40),RULEH(40) GUE00370COMMON IDEX(40,1c)
CALL MULTEV(ID) GUE09390

GUEC0396102 WRITE (6,90uu) SC0REH(IC)
30E0040C9000 FORMAT (13H THE SCORE IS,1F10.5)

RETURN 3UE00410
ENC QUE00420

GUE00430

SUEROUTINE BOX (IO) QU E 0 044 ')
GUE00450

C SUEROUTINE BOX SC0KES BOXES WHICH HAVE QUESTIONNAIRES AS IhouT. GUE00460COMMON Ll(100),QSCORE(100),L2(100),SCOREH(40) GUE0047GCOPMON RUL EH( 4 C) ,I CE X t 40,10)
GUECC480DIPENSION INDEXt40), RESP (100)
GUE00490NAT:IDEX(ID,11-49

00 101 I=2,NAT GUE00500
GUE00510101 Ih CEX ( I ) =I DEX ( ID ,1 )

INCEX(1):NAT-1 GUE00520
00 102 I:1,100 GUE36530

QuE00540102 RESP (I):QSCORE(I)
GUE00550

B-10 ,
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F.U LE L R UL EH ( I D ) QUE00560
CALL 'XTURE(ID, RULE,INDEX, RESP, SCORE) GUE00570
S C CREh (10) = SC ORE QUE0058C
RETURN QUE00590
END QUE00600

GUE00610
SUBROUTINE MULTEV(IO) GUE00620

C SUEROUTINE MULTEV IS THE HIGHEST LEVEL OF THE QUEC0630
C NESTED BOX . SCORING ROUTINE QUE00640

COMMON LL(300),SCOREH(40),RULEHt40),IDEX(40,10) GUE00650
CIMENSION INDEX(40) GUE00660
NUMAT:IDEX(IO,1) QUE00670
IF(NUMAT.EQ.0) RETURh QUE00680
IF (NUM AT.GT.S u ) GOTO 40 GUE00690
CJ 10 I:1, f.UM A T GUE00700
II:I+1 GUECC710
L:IDEX(ID,11) QUE00720
IF(SCOREN(L).GE.0) GOTC 10 QUE00730
CALL MULTEl(L) GUE00740

1C CCNTIhuE QUE00750
J1:NUhAT+1 QUE00760
00 30 J:1,J1 GUEG0770

30 IhDEX(J):IDLX(ID,J) GUE00780
CALL TXTURE(IO,RULEH(IO),INDEX,SCOREH, SCORE) QUE00790
SCCREH(ID): SCORE GUE00800
RETURN QUE00810

40 CALL BCX(IO) GUE0082G
RETURN QUE00830

GUE00840END
GUEC0850

SUEROUTINE GETCN(ID,0NAME,NUMQ) GUE00860
C SUBROUTINE GETQN INTERACTIVEL Y ACCEPTS A QUESTIJNNAIRE NAFE QUEOG870

C ANC RETURNS ITS 10 NUMDER GUE00880

COMM0N LOCQ(10C) QUE00890
CIMENSION ONAME(1CO) QUE00900

4C hRITE(6,900e) GUE00910

9000 FORMATt29H? ENTER QUESTIONAIRE NAME -- 1 CUEG0920
READ (5,9001) A GUE00930

9C01 F0hM AT (1 A4 ) QUE00940
QUE00950IC=NktA)

IF(ID.EQ.0) GOTO 10 GUE00960

IFLID.LT.0) REIURN QUE03970
I:LOCQ(ID) QUECC983
READ (l'I,9002) NUMQ QUE00990

9C02 FORMAT (10X,112) GUE01000
GdE01010RETURN

1C C ALL PGN AML(QN AME,NUMQ) QUE01020
QUE01030GCTO 4 0
GUF01043RETURN
GUE01050Eht
QUE01060
QUE01070FUhCTION YESN0(Z)

C FUhCTION YESNO RETURNS THE ANSWER TO A YES-h0 QUESTION QUE01080
QUE01090C C FOR NC, I FOR YES.

lQUE01100D AT A X /1HN/

B-ll
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OATA Y/inY/ GUE01110
YESNO:0. QUE01120

2C READ (5,9000) A QU F.0113 *.
9COC FORMAT (IA1) OUE0114tJ

IF(X.EQ.A) RETURN QUE01150
IF (Y .hE. A ) GOTO 10 QUE0116G
YESh0=1. GUE01170
RETURN GUE31180

10 WRITE (6,9001) GUEC1190
9C01 FCRMAT(2CH? TYPE YES CR NO -- ) GUE31200

GOTO 2L QUEC1213
ENC OUEC1223

00E01233
FuhCTICN GETNUM(ALOW,AWIGH, TYPE) GUE0124)

C FUhCTIch GETNUM RETURNS A NUMBER ENTERED INTERACTIVELY GUE01253
C AFTER CEECKING FOR THE APPRCPRIATE RANGE AND TYPE. '.U E 312 6 0

REAL GETNUM uuEC1270
10 READ (5,., ERR =20) GETNUM QUE51281

IF (TYPE.EQ.3.AND.GETNUM.NE.AINT(GETNUM)) GOTO 50 GUEJ1292
IF (GETNUM.GE.ALOW.AND.GETNUM.LE.AHIGh) RETURN uuEC1300
IF (TYPE.EQ.2) GOTO 4u OUE3131C

3C WRITE (6,100) ALO ,AHIGH GUEC1320
100 F C RM AT (26H ? ENTER A h0FBER BETWEEN ,1010.5,4PAND ,1G10.5,3H --> CUEU1330

GOTO 13 QUE 1390
2C IF (TYPE.NE.2) GOTO 3C ;UEC1353
4C CChTINUE GUE01360

RETURN GUE01370
50 dRITE(6,101) ALOW,AHIGF SUE 01383

101 FCRMAT(26H? ENTER AN IhTEGER BETWEEN,G10.5,4 HAND ,G10.5,3H-- ) 10Ev1390
GOTO la GUE01400
ENC GUEGI410

GUE01420
SUEROUTINE TXTURE (NUM, RULE,INDEX, RESP, SCORE) GUEL1430

C SUBROUTINE TXTURE COMPUTES A SCORE USING A SPECIFIED quE01440
C SCCRING RULE. AVE 0145C

CCPMON LL( 10 0 ) ,G S C CR E ( 10 0 ) ,LL l (58 0 ) ,0 C EX (4 0 ) GUE01460
OIPENSION INDEX(1), RESP (1), TEXTS (6) GUE01473
OATA T E XTS / 'h A ', ' S A ' , * AV ', 'S C' , ' OR ', ' G * / GUE01480
M:INDEX(1) 1UC014?0
N=M+1 CUEJ1503
GC 5 I:1,6 QUE01510
IF(RULE.EQ. TEXTS (I)) GOTO 6 J U E- 3152 0

5 CONTINUE QUE31530
WRITE (6,90u) 1UEL1543

900 FORMAT (38H BAC RULE ENCOUNTERED COMPUTING SCORE ) GUEL1550
RETURN 2JE01560

6 GOTC (10,2 0,3 0,4 0,50,7 C ) I GUEG1570
10 SCORE =1. GUE01580

CO 11 I:2,N GUE01590
11 SCCRE: SCORE. RESP (INDEx(I)) GUEC16GO

'

RETURN GUE01610
20 SCCRE 1. GUE31620

00 21 I:2,N QUE31630
21 SCCRE= SCORE.(RESP (INDEX(I))+1.) QUE01643

C=1./(2.**M-1.) QUE01650
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SCORE:Ce(SCORE-1.) GUE01660
RETURN GUE03670

GUE01680
30 SCCRE=0. GUEC1693

00 31 1:2,N G'J E0170 0
31 SCCRE=SCOR E *R ESP (I NDEX (I )) 3UEC1710

SCCRE=SCOREa(1./M) QUE51720
RETURN GUCC1730

4C SCCRE:1. GUE0174:
00 41 1:2,N QUEu1753

41 SCORE:SCOREa(1. .5* RESP (INDEx(I))) GUE01760
SCCRE:(2.*=M/(2.**H-1 1)*(1.-SCOP.E) GUE01770

60 CCNTINUE QUE0178C
RETURN GUE01790

50 SCCRE:1. QUE318DO
0C 51 I:2,N GUEUISIO

51 SCCRE= SCORE *(1.-RESP (Ih0EX(I))) QUEC1825
SCCRE=1.-SCORE GUEC1830
RETURN OUE01840

7C Q:QDEX(NUM) GUE01850
IC:NQ(Q) 3UEC1860
A:GSCORE(ID) GllE01870
0:C.2 COE01883
00 65 J:1,5 QUEG1890
IF(A.LT.B) GOTC 66 2UEC19CO
B:B+0.2 QUEC1910

65 CONTINUE JUEu1920
66 RULE = TEXTS (J) GUE01933

I:J GUEG1940
GCTO 6 QUE31950
END QUEG1960

GUE31970
SUEROU TINE MULTEl(ID) 30E01981

C SUBROUTINE MULTE1 IS THE SECOND LEVEL OF THE E0x SCCRING GUEC199C
C SYSTEM. IT IS A CLONE OF MULTEV, AS ARE MULTE2, MULTE3, ANC MULTE4. QUE02000

CCPMON LL ( 3 00 ) ,S COR EH ( 4 0 )R ULEH (* C ) ,ID E X t 4 0,10 ) JUEC2310
CIPENSION INDEX(40) GUE02023
NUPAT:IDEX(ID,1) UUE02330
IF(NUMAT.EQ.0) RETLRh GUE02040
IF(NUMAT.GT.50) GOTO 40 GUEG2050
00 10 I:1,NUMAT JUE02060<

II:1+1 GUE02370
L:IDEX(ID,II) GUEC2080
IF(SCOREH(L).GE.0) GOTC 10 GUE32090
CALL MULTE2(L) QUE32106

10 CONTINLE QUE02110
J1:NUMAT+1 00E02120
00 30 J:1,J1 GUE02130

3C INCEx(d):IDEX(ID,J) QUEC2140
CALL TXTURE(10,RULEH(ID),INDEX,SCOREH, SCORE) GUE02150
SCCREH(IO)= SCORE QUE02160
RETURN QUE02170

40 CALL BOX (IO) QUEC2183
RETURN QUE02190
END QUEG2200
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QUEJ2210
SUEROUIINE MULTE2(ID) QUE02220

C SUEROUT INE MULTE2 IS THE THIRD LEVEL OF THE BOX SCORING SYSTEM QUE32230
COMMON LL(300),SCOREHt40)RULEHt40),IDEXt40,10) 00ES2240
DIMENSION INDEX(40) GUEG2250
NUMAT:IDEX(IDel) GUE02260
IF(kUMAT.EQ.0) RETURN 4dEC2273
IF (NUM AT.GT.50 ) GOTO 40 QUE02283
DC 10 I:1,huMAI GUE02290
II:I+1 GUEJ2300
L:IDEX(ID,I1) GUEJ2310
IF(SCOREH(L).GE.0) GCTC 10 QUES 2320
CALL MULTE3(L) auE0233C

1C CONTINUE quE02340

J1:NUMAT+1 Gut 02353
DO 30 J:1,J1 QUEL 2360

30 INCEX(J):I DE X ( ID , J ) GUEu2370
C ALL TNTURE(ID,RULEH TID),INDEX,SCOREH SCORE) GUE02360
SCCREH(IG): SCORE QUE0239]
REIURN GUE024CD

OC CALL BOX (ID) QUEG2410
RETURN QUE02423
ENC QUEv;435

0UE32493
SU2 ROUTINE MULTE3(ID) GUEC2455

C SUBROUTINE MULTE3 IS THE FOURTH LEVEL OF THE P0X SCORING SYSTEM. QUEG2460
COMMON LL(300),SCOREHt43)RULEHt90),IDEX(4J,10) GUEG2470
DIMENSION INDEX(45) 10E02480

NUPAT IDEx(ID,1) GUE02490
IF(NUdAT.EQ.0) RETURN GUE025GS
IF(NUMAT.GT.50) GOTO 40 0VE02310
DC lo I:1,NUMAT GUE92520
11:I+1 GUE02530
L:IDEX (ID,11) GUE02643
IF (SCOREH( L).GE.0 ) GOTO 10 GUE3255J
CALL MULTE4(L) CUE 02569

10 CONTINUE QUEG2570
JI:NUMAT+1 GUE02583
00 3L J:1,J1 GUE02595

30 INCEX(J) IDEX(ID,J) GUE02600
C ALL TxTURE(ID,RULEH(ID),INDEX,SCOREH.SCOR E) GUE02610
SCCREH(ID): SCORE QUE02623
RETURN QUE02633

4C CALL BOX (ID) QUE02643
RETURN CUE 12650
ENC GUE02660

QUEC2670
SUEROUTINE MULTE4(ID) QUE02680

C SUBROUTINE MULTE4 IS THE FIFTH LEVEL OF THE BOX SCORING SY STEM. QUE02690
COMMON LL( 30 0),SCOREH( 40)RULEH(4 0 ),IDE x(4 0,1J ) GUEG2700
DIMENSION INDEX(4G) QUE02710
NUF AT:IDEX (ID,1) QUE02720
IF (NUM AT.Eu.0) RETURh OUE02730
IF(NUMAT.GT.50) GOTC 40 GUE02743
00 13 I:1, NUM A T QUE32750

i
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11:1+1 QUE02760
L:IDEX (ID,11) 00E02770
IF(SCOREH(L).GE.0) GOTO 10 QUE02780
CALL MULTE5(L) QUE02790

1C CCNTINLE QUE02800
J1:NUMAT+1- GUE02810
00 30 J:1,J1 CUE 02e20

3C INCEX(J):IDEX(ID,J) QUE02830
CALL TxTURE(ID,RULEH(ID),INDEX,SCOREH,SCCRE) QUE02840
SCCREH(ID)=SCCRE QUE02850
RETURN' GUE02860

40 CALL BOX (ID) GUE02870
RE TURN QUE32890
END QUEC2890

QUE029CG
GUE32910,

t SUEROUTINE GETR(ILOC, RESP) GUEC2920
! C SUBROUTINE GETR RETRIEVES THE RESPONSES FROM A SPECIFIED QLESTICNhAIREQUEJ2930

C LOCATICA. QUEG2940
INTEGER RESP (40) QUE02950
J: ILOC+1 GUE02960
READ (2*J,9000) RESP CUE 02970

900C FORMAT (40(1X,1A1)) GUEu2980
RETURN QUEC2993

! EAC QUE33000
i GUEC3013

SUBROUTINE MULTE5(IO) GUE33020
C SUBROUTINE MULTE5 SIMPLY PRINTS AN ERROR MESSAGE AND RETUPhS. ;UE03 0 30

WRITE (6,900) GUE33040
WRITE (6,901) GUE33050,

90C FCRMAT(54H YOU HAVE HIT THE LOWEST LEVEL IN THE SCORING ROUTINE)CJE03060
901. FCRMAT(45H PLEASE TRY SCORING LOWER LEVEL BOXES FIPST 1 CUE 330TO

RETURN QUE03080
END QUE33090

i

h

!

!
4

T
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QUEAS2 FORTRAN P IC:WCCWR 16.20.19 THURSDAY 6 DECEMBER 1979 DAGE 1
NAT10hAL CSS, INC. (SUNNYVALE DATA CENTER) SUhY

SOEROUTINE FRIhTH TID,HN AME) GUE00010
C SUEROUTINE PRINTn PRINTS A GRAPHICAL DESCRIPTION OF THE HIERARCHY QUE30020
C EELCW A GIVEN 60X. QUE0033J

COMMON LxX(100),QSCORE(100),LXXX(100),SCOREH(40),RULEH(40) GUE00040
CCMHON IDEX (4 0,10 ) ,0DE X f 4 D ),0 N AME (100 ) UdEJ!J5C
COUBLE PRECISICN HhAME(4u) GUE0036C
D AT A Q /1HQ / 00E0007]
'JRITE(6,90uo) HNAME(ID) GUECCOE3

9000 FORMAT (/,2SH h1ERARCHY DATA FOR BOX elA6,/) CUE 90096
11:IDEX(ID,1)+1 00EC0105
K1: MOD (II,5 0 ) GUELD112
WRITE (b,9001) hNAME(ID),RULEHtID),SCOREHfID),GDEX(ID) JUEJ0120

9001 FORMAT (5H BOX:,1A6,7H RULE:,1A2,8H SCORE:,1F6.3, GUEU913J
15H Q:,1A4) GUE00140

IF (11.EQ.1) R ETUR N OUE00150
00 10 12 :2, K1 GUEJ0160
WRITE (6,9002) OUEG017;

9002 FORMAT (7H7 ) OUES0183
I3:10Ex(ID,12) CUE 00190
IF(K1.EG.11) GCTO 15 QUE002C3
WRITE (6,90L3) GN AME (13 ),GSCOR E(I 3 ) GUEUG210

9003 FORMAT (ITH QUESTIONNAIRE: ,1A4,EH SCORE:.1F6.3) SUE.J223
GOTO Iw QUE0323S

1E WRITE (6,90si) HM AME ( I 3 ), RULE H ( 13 ), SCOR EH f I 3 ) ,GDE x (II) OUEM24S
14:IDEX(13,1)+1 00E0025J
K 2 :M OD (14,50 ) LuCL3260
IF(14.EG.1) G3TO lu ;UE0027C
00 40 15:2,K2 00EU2 P,0

WRITE (6,9002) J U C O .129 ;

. RITE (6,9Lu2) GUE00300
Ia: IDEA (I3,15) GUEoc313
IFtK2.EO.14) GLTO 25 ;UE0C323
WRITE (6,9093) GNAME(18),GSCORL(18) GU E 0 '. 3 3 0

GOTO 4; ;UEJ0340

25 WRITE (6,9001) nNAME(Ib),RULEHtId),SCOREHtl8),GCEx(18) GUE0a350
16:IDEX(16,1)+1 GUE0036;

K3: MOD (I6,53) 1UE ? f.3 7 0

IF(16.EQ.1) GCTO 45 30EuG38;

DC 30 17:2,K! aVEC;39u

DC 11 J1:1,3 GUE0;*00

11 WRITE (6,9002) f.0 E L J 413
J9:IDEW(18,17) OUE0142:
IF(K3.Lu.16) GOTO 35 GUEut430
WRITE (6,90L3) GNAME(J9),GECORE(J9) GUE03440
GCTO 30 GUEuC45u

35 WRITE (6,90ul) HNAME(J9),RULEH(J9),SCOREHtJ9),0DEx(J9) QUE 304o;

3C CONTINUE GUE;1473

05 CONTINUE QUE0a4R;

4C CCATINUE JUEGL492
10 CONTINUE GUE00500

RETURN OUE0051C
EAD QUEC0523

GdE00530
SUEROUTINE SETF(ID,ISET) QUE00543

C SUBROUTINE SETH IDENTIFIES wH AT BOX SCORES WILL DE CHANGED 00ECL550
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QUEAS2 FORTRAN P ID=WCCdR 16 20.19 THURSDAY 6 DECEMBER 1979 PAGE 2

C WHEN A LOW LOVEL BOX'S SCORE IS CHANGED AND REINITIALIZES THEM. QUE00560
CC PMON LXX (3 CO), SCCR EH(4 0) ,RULEH t4 0),I CEX ( 4 0,10 ) QUE00570
DIMENSION ISET (4 3 ) QUE00580
IE=ID QUE30593
00 20 13:1,10 QUE00600
ICK=0 GUE00610
CC *O II:1,40 QUE30620
12=IDEX(II,1)+1 QUE00630
IF (12.EQ.1.0R.12.GE.50) GOTO 40 GUE00640
00 10 I4:2,I2 ]UE00650
15 =ID E X ( 11, I4 ) GUEC3663
IF(I5.hE.IE) GCTO IC GUEJ0670
SCOREH(11)=-1. GUE00683
IE=Il GUEG3690
GOTO 2J QUEC370C

10 CChTINUE QUE30710
4C CCATINUE QUE00720

IF (ICn.EO.0) GOTO 50 GUE00130
20 CONTINLE GUEC0743
SC RETURN GUE00750

END JUE00760
GUE00773

FUhCTION NQ( AN AME) OUE00780
C FUhCTIC A NQ RETURNS THE NUMBER OF THE P ASSED QUESTIONN AIRE N AME. QUE00790

COMMON LL(840),QNAME(100) CUE 00500
DATA ALL/4 HALL / LUE03810
DC 10 1:1,100 GUE00820
IF (ANtME.EG.GNAME(I)) GOTO 20 QUE3C83C

1C CONTINUE CUE 00840
IF (aN AME.NE. ALL) GOTO 30 30E00850
hG:-1 QUE00860
RE1 URN LUE03870

30 WRITE (6,9003) OUE33380
9003 FORMAT (10H BAC NAME) 10Eu3890

NG:3 90ELC900
RETURN QUE00910

20 NQ:I GJE33920
RETURN QUEC0930
END GUE00940
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QUEAS3 FORTRAN P ID:WCCWR 16.20.27 THURSDAY 6 DECEMBER 1979 PAGE 1
NATIONAL CSS, INC. (SUNNYVALE DATA CENTER) SUhY

QUE30010 ;

GUE03020 |

SUEROUTINE SCOREG(ID) 3JEC 3030
C SUBROUTINE SCOREQ SCORES QUESTIONNAIRES. GUEC3040

CCPM0h LOCd(190),JSCCRE(100),LOCR(100) GUE0005C
CIMENSION IRE SP (4 5 ), RESP (4 0 ),R ULE (IC ) ,IWR ST ( 4 3) , d E IGHT ( 4 0 ) GUEGL060
CIMENSION SCORE (40), SCC (40),INDEX(40) 10E30079
INTEGCR JDEX(10,40) GUE33093
DATA 18EST/1HA/ 00ELOL90
DEST: FLOAT (IBEST) GUEJ010s
CALL GETG(LOCQ(ID), RULE,IWRST, WEIGHT,NUMG,huMGP,00EX) GuE0011C
C ALL GETR(LOCR (ID),IRESP) QUE00120
00 10 I:1,NUMQ abEGu13C
IF (IWRST(I).LC.IBLST) GOTO 10 QUESL14C
RESP (I)=(BEST-FLOAT (IRESP(I)))/(BEST-FLOAT (IVRST(I))) QUE;3150

RESP (I):1.-JEICHT(I)* RESP (I) LJE00160
10 CChTINUE QUE00170

00 150 I:1,10 QUE;;1sC

150 SCCRE(I):-1. GUEL)!)?
00 140 11:1,1u LUE00203
FLAG:0. QUELSd13
CO 103 1:1,NUNCP GUE00220
J1:QDEx(I,1)+1 LUEJ323;
DC 110 J2:2,J1 GUE6024u
d3:QDEXCI,J2) GUEL3253
IF(J3.GE.100) GOTO 115 90E;3260
IF(SCORE (J3).LT.0) GCTC 120 00E33274

115 CONTINUE ;UE03240

11C CONTINUE CUE 01290
DC 130 J4:2,J1 QUE2333C
J5:QDEX(I,J4) QUE3J310
IF(J5.LT.100) COTO 163 CUEOG320
d5:J5-100 GUEC0330
SC0(J4): RESP (J5) GUE3034J
GOTO'170 QUC0335C

16C S C C (J4 ):SCOR E ( d5 ) GUEJC560
170 IhCEX(J4):J4 AVE 0037G
13C CONTINUE QUE03380

FLAG =1. GUE00390
INCExti):QDEX(I,1) GUE00403
C ALL TX TUR E(I, RULE (I),INDEX,SCO, SCORE (I)) QUE0u410
IF(I.EQ.1) 30TO 145 00E00420

180 CONTINUE- GUE30430
100 CONTINUE QUE0344J

IF(FLAG.EQ.0) GOTO 145 QUE33450
IF(SCORE (1).GE.0) CCTO 145 QUE00460

140 CONTINUE GUE00470
145 QSCORE(ID)= SCORE (1) QUE00483

WRITE (6,9000) GSCORE(ID) GUE03490
9C0t FO RM AT ( 13H THE SCORE =,1F6.3) GUEJC500

RETURN QUE6C510
END QUE00520

QUEG053J
SUEROUTINE GETQ(LOC, RULE,IWRST, WEIGHT,NUMQU,NUMGP,0DEX) QUE00540

C SUBROUTINE GETO RE ACS THE STRUCTURE OF A QUESTIONN AIRE OFF DISC FILE 1GUE03550
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IhTEGER QDEX (10,40 ),IS AVE (40),IWRST(4 0) QUE00560
DIPENSION RULE (lu), WEIGHT (40) QUE00570
d: LOC QUE00580
RE AD(1 *d,9 000 ) X,NUMQU,NUMGP GUE00590

9C00 FORMAT (1A4,6X,112,8X,112) GUE00600
J:J+1 QUE00610
READ (1*J,9002) IWRST QUE00620

,

9C02 FORM AT (4 0( 1X,1 A1)) QUE00630
9001 FORMAT (8FS.3) GUE00640

00 50 12 :1, NU M GP GUE00650
J:J+1 QUE00660
AEAD(1*J,9bO3) NAME,NUM,R QUE00670

9CO2 FORMAT (2(112,8X),1A2) QUE00680
NAME:NAME-49 GdEG3690
3CiX(NAhE,1):NUM GUE00703
RULE (NAME):R QUE00710
J:J+1 QUE00720
READ (1*J,9004) ( IS AV E ( s2 ),J2=1,NUM ) GUEC3730
00 50 1:1,NUM QUEC3740
I1:1+1 QUE30750
IF (IS A VE (I ) .L T.5 0 ) QDEX(NAME,11):ISAVE(I)+100 JUE00760
IF (IS AVE (I ) .GE .5 w) 00EX(NAME,II):ISAVE(I)-49 QJEu3770

50 CONTINUE 19EC0780
J:J+1 GUE30790
READ (1*J,90J1)(WEIGHT (I2),12:1,8) GUE00800
IF(WEIGHT (1).GT.1) GCTC 70 QUE00810
IF(NbMGU.LE.8) RETURh GUE00820
J1 J+1 GUE00830
READ (1*J1,9001)(JEIGHT(I2),12=9,NUMQU) GUE00640
RETURN QUE00850

70 00 130 J2:1,NUMQU GUE00860

100 dEIGHT(J2): WEIGHT (2) GUE00873
9004 FCRMAT(40123 00ECC880

RETURN GUE00890
ENG QUE00900

GUE0091J
GUE30920

SUEROUTINE PRlhTQ(ID,0N AME) GUEOC930

C SUEROUTINE PRINTQ PRINTS THE STRUCTURE FOR A GUESTIONNAIRE. GUE0 394 0
CO PMO N LOCQ (10 3) ,0 SC0d E (10 0 ) , LOCR (10 3 ) GUEou950
INTEGER QOEX(10,40) QUE03963
OlMENSION RULE (10), RESP (40),QNAME(100),1WRST(40),dEIGHT(40) GUE00970
DINENSION IRESP(4b),X(40),Y(40) GUE00983
DATA IBEST/1HA/ QUE00993
C ALL G ETQ( LOCG (I D) , RULE,1WRST , WEIGHT , NUMQU ,NUMGP ,GDE X ) QUE01000

2 E ST =FLO AT (18 E ST ) GUE01010
CALL.GETR(LOCR(ID),IRESP) QUE01020

f

bRITE(6,8999) GUEG1033
WRITE (6,90uu).GNAME(ID) GUE31043

8999 FORMAT (//,20 X,22H QUEST IONAIRE D AT A FOR) GUE01050

9C00 F CRM AT (23X ,13HOUES TION AIRE .1 A4) GUE01060
WRITEtt,9002) GSCORE(IC), RULE (1) GUE01070

9002 FORMAT (8X,16HOVERALL SCORE : ,1F10.5,5X,7HRULE : ,1A4,//) GUE01080
3UE01093DC 5 I:1,40

IF (IWRST(I).NE.IBEST) GOTO 4 QUEC1100
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X(I)=0. QUE31110
GOTO 6 GJE01120

4 X(II:1-(BEST-FLOAT (IRESP(I)))/(BEST-FLOAT (IWRST(I))) GUEu1136
6 Y ( I):1.-dE I GH T (I ) . ( 1-X (1 ) ) GUEG1143
5 CONTINUE GUE01150

I:1 QUE31160
J1:50 QUE01170
WRITE (6,9004) J1, RULE (1) QU E G 118 0

9C04 FORMAT (7H BOX: ,1I2,8H ROLE: ,1A23 G U E 0119 '.
11:GDEX(I,1)+1 GUE312nG
IF(II.EQ.1) GOTO 10 GUE31210
00 20 12 :2, Il GUEJ1220
kRITE(6,9005) JUE01230

9C05 FORM AT (7H? ) ;JE0124G
13:WC E X (I ,12) JUE012o3
IF(13.GE.100) GOTO 30 GUE31263
J1=I3+49 00 EC 12 7 3
WRITE (6,90091 J1, RULE (13) QUE)1283
I4:GDEX(13,1)+1 GUE01290
IF(I4.EG.1) GOTO 20 QUE1130J
00 40 15 :2 ,14 20EU131)
W R IT E ( 6,9 0 05 ) QUE31323
6 R I TE ( 6,90 05 ) 00E01330
18:00EX(I3,IS) 1UEC1340
IF(18.GE.10u) GOTO 50 GUE01353.

J1:16+49 QUE2136
'm R ITE ( 6,90 04 ) dl, RULE (IB) 30EG137]
16:UDEX(18,1)+1 LUEG116J
I F ( I 6. E U .1 ) GOTO 45 GUE01390
00 60 17:2,16 GUEC14C0
00 11 J2:1,3 GUE0141:

11 WRITE (6,90uS) GUECl*20
J9:GDEx(Id,I7) GUE31430
IF(J9.0E.100) COTO 70 3UE01440
J1=J9+49 GUE3145J
WRITE (6,9044) vi, ROLE (J9) QUE01463
GOTO 6 b QUE01410

7C J1=J9-130 GuCJ1480 ,

ikITE(6,9006) 41,X(J1), WEIGHT (J1),f(J1) uuEG1490 |

9C06 FORM AT (4H Q:,112,7H RESP:,1F6.3,3H W:,1F6.3.3H S:,1F6.3) QUCC1500
60 CChTINUE GUEs1510

GCTO 45 JUE0152G
SC J1:18-100 QUE31530

WRITE (6,9006) J1,X(J1), WEIGHT (J1),Y(J1) GUE01540
45 CohTINUE QUEC155) |
OC CONTINUE QUE01560 '

GOTO EL GUEG1570
30 .1:13-100 QUEGIS80

WRITE (6,9006) .1,X(J1), WEIGHT (J1),Y(J1) GUE01590
80 CONTINUE QUE31600
1C RETURN GUE01610 |

END QUEC1623 |
|
r
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NATIONAL CSS, INC. (SUNNYVALE DATA CENTER) SUNY

SUBROUTINE HPR(ID,HNAME) QUE00010
C SU2 ROUTINE HPR PRINTS A PICTURE OF A PORTION OF THE HIERARCHY. QUE00020

COMMON LXX (3 0 0 ), SC CRCH (4 0 ) ,R ULEH (4 0 ) , I DEx ( 4 0,10 ) GUE00030
DIMENSION DOT (20,51, IPR (20,5) GUE00040
DOUBLE PRECISI0f4 HNAME(40) GUE00J50
DATA STAR /4H****/ BLANK /4H QUEC0060
EC 1 I:1,20 00E00070
DC 1 J:1,5 GUE00080
IPP(I,J):0 QUE00090

1 00T(1,J): BLANK QUE00133
LEV:1 QUE00110
I I:10E X ( ID ,1) + 1 QUE00120
IPR (LEV,1):10 GUE00133
IF (II.EQ.1.CR.11.GT.50) GOTO 5 GUE00140

6 CC la 12:2,Il GUE00150
13:IDEX(ID,I2) GUE00163
IPR (LEV,2)=I3 GUE00170
14:IDEx(I3,1)+1 QUEOC183

IF (14.Eu .1.OR . !4.G T.5 0 ) GOTO 15 GUE00190

16 CC 20 15:2,I4 GUE30200
16:IDEX(13,15) QUE30213
IPd(LEV,5) I6 GUECO220
IT:IDEX(I6,1)+1 QUE00230
IF(I7.EQ.1 0R.I7.GT.50) GOTO 25 GUEy0240

26 00 30 18:2,17 GUE60250
19:IDEX(I6,I8) QUECC26C
IFR(LEV,4):19 QUE00270
110:IOLX(IV,1)+1 QUEGG280

IF(Il0.EO.1.0R.Il0.GT.50) GOTO 501 GUC00290
00 500 111 :2,110 QUE00300
IPR (LEV,5):10~x(19,I11) GUE03310

500 LEV: LEV +1 CUE 00320

GOTU 3C GUE00330

501 LEV: LEV +1 QUEG0340

30 CONTINUE QUE00350
GOTU 2e QUE00360

25 LEV: LEV +1 QUE00370

20 CONTINUE QUE00380
auE00390GOTO 10

15 LEV: LEV +1 QUE00400
QUE304101C CONTINUE
QUE004205 CONTINUE
GUE00430OC 60 1:1,19

00 60 J:1,4 QUE00440
GUE0045011= IPR (I,J)

IF (II . EQ.0 ) GOTO 60 GUE00460'
12:ID E X ( II ,1) + 1 QUE00470 i

IF (I2.LE.2.0R.I2.GT.59) GOTO 60 QUE00480
QUE0049015:I+1
QUC0050000 61 13:15,19
QUE00510JI:J+1
QUE00520ECT(I3,J)= STAR ,

IF (IP R (I 3, J1) . EQ . I CE X ( 11,I 2 3 ) GOTO 62 GUE00530
QUE0054061 CONTINUE QUE0055062 CONTINUE

.
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60 CONTINUE QUEc0363 I
WR IT E ( 6.90 00 ) HNAME(IO) GUE00570

9000 FLRMAT(32H HIERARCHY INFORMATION FOR BOX ,1A6,//) QUE00580
9001 FORMAT (11H?********* ) G U E !. 0 59 C
9C02 FORMAT (3H7 ,136,2H => GUECL600
9003 F O RM A T (4h? *S ,1F 6. 3,1H e ) GUE3C61C
9004 FORMAT (6h?* RULE * ,1A2,1H+) GUEwG629
9005 FORMAT (3H?..) GUEJC530
9C06 FCRMAT(1H?1A1) 1UE04643
9007 FCFMAT(3H? ) 1dE00650
9008 FORMAT (2H? ) GUE30660
9C09 FORMAT (11H7 ) QUE50613
9C11 FORMAT (3d? ,1A1,2H ) GUE035h?
9C12 FORMAT (/,2H? ) GUE0069;

'

I: LEV-1 3JE00700
WRITE (6,9006) CUEC011C
00 'c LEV:1,I GUEC072;
LE: LEV +1 QUEOC730
FAX:1 GUE;;740
00 101 III:1,5 udE03750

101 IF (IPR (LEV ,III ) .hE .0.0R.00 T (LE V,III) .E G.ST AR ) MAX: III GU E ; ',7 6 2
00 41 11:1,HAX uuEa0770
IF (IPR (L EV ,II) .NE. C ) GUTC 39 QJE0?7dJ
hRITEte,9009) SUEOG790
GCTU 41 GLE090C

39 WRITE (6,9061) QUEC0b1C
41 WRITE (6,9011) 00T(LEV,11) GUE0fB2C

W R I TE ( 6,9 012 ) GUEUc830
CO 42 I2:1, MAX wuE0C890
13: IPR (L EV ,12 ) QUE3 650
IF(I3.EJ.0) GOTO 43 CUEGL860
WRITE (6,9002) Hie A M E ( I 5 ) GUE0087C
GOTO 3a GUE0c880

43 WRITC(6,9009) OJEGC890
38 WRITE (6,9011) COT (LEV,12) GUESO900
44 CONTINUE idE00913
42 CChTINUE QUE00920

WRITE (6,9012) QUEJ)933
CO 66 11:1,4 QUE20940
IF (DOT (2,II) . E G. ST AR ) COT (1,II): STAR OVE00950

66 IF(00T(1,11).EC. STAR.AND. MAX.LT.11) MAX Il GUEuo960
00 45 I2:1,HAX QUELC970
13:IP R (LEV ,12 ) GUE0u9R0
IF(13.EQ.0) GOTO 47 GUE3G996
IF(I2.GT.1) WRITE (6,9045) GUE01000WR IT E ( 6,90 0 3) SCOREH(I3) 1UE0101C
IF(I2.EG.4) GOTO 45 GUE31020
I4:I2+1 OVE01C30IF (IPR (LEV ,14 ) .G T. 0 ) GCTC 46 QUE01040
WRITE (6,9007) GUE01050
GOTO 65 QUE01060

06 WRITE (6,9005) GUE01070
WRITE (6,9006) STAR QUE01080
GOTO 45 GUE01090

47 WRITC(6,9009) GUE01100

|
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k R ITE ( 6,90 0 7 ) QUE01110
IF(12.GT.1) WRITE (6,9007) GUEC1120

65 WRITE (6s9006) COT (LEV,12) GUE01130
45. CONTINUE GUE01140

'4R I T E ( 6,9 012 ) QUE01150
DC 43 32:1,NAX GUE01160
13 = IPR (LEV ,12 ) QUEC1170
IF(13.EQ.0) GOTO 50 GUE01180
WRITE (6,9004) RULEH(13) GUE01190
GOTO 51 GUE01200

SC WRITE (6,9009) QUE01210
51 WRITE (6,9011) COT (LE,I2) GUE01220
49 CONTINUE QUE01230

WRITE (6,9012) QUE0124C
OC 52 11:1,MAY QUE01250
I F (IP R (L EV ,11 ) .N E . 0 ) GCTO 53 GUE01260
WRITE (6,90u9) CUEC127C
GCTO 55 GUE01280

53 WRITE (6,9001) GUE01290
55 WRITE (e,9011) COT (LE,II) GUE01300
52 CCNTINUE QUE01310

WRITE (6,9012) GUEG1320
CC 54 11:1,4 QUE31330
WRITE (6,9009) GUE01340

54 mAITE(6,9011) COT (LE,II) QUE0135G
nRITE(6,9012) wuE01363

4C CCNTINLE QUE01370
RETURN QUE01380
ENC GUE01390

GUE01400
SteROUTINE PN AME(HN AME ) QUE01410 i

C SUEROUTINE PNAME PRINTS THE NAME OF THE CURRENT HIERARCHY ECXES. QUEd1420
DCUdLE PRECISION HNAF.E(4C) GUE01430
WRITE (6,947G) QUE01440

947C FCRMAT(36H THE CURRENT HIERARCHY INCLUDES B0xES ,/> QUE01450
00 470 I:1,5 GUEG1460
II:8*(I-1)+1 GUEC1470
I2:11+7 QUE01480

470 WRITE (6,9471)(FNAME(13),13=II,I2) GUE01490
9471 FCRMAT(8(1X,1A6,1X)) GUE01500

RElukN GUE01510
END QUE31520

QUE01530
SUBROUTINE PGNAME(GNAME,huMQ) GUE01540

C SUEROUTINE PQNAME PRINTS THE NAMES OF THE CURRENT GUESTIONhAIRES. QUE01550
LIPENSION QNAMEt100) GUE01560
WRITE (6,9000) GUE31570

9000 FCPMAT(33H THE CURRENT GUESTIONNAIRES ARE: ,/> QUE31530
1C WRITE (b,9001)(GNAME(12),I2:1,NUMQ) GUE01590

9001 FORMAT (2X,10(IA4,2X)) GUE01600
RETURN QUE01610
END QUE01620
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APPENDIX C

AGNS Sample Plan *

18.0 PREVENT UNAUTilORIZED ACCESS OF PERSONS,
MATERIALS, AND VEllICLES

_.

This section describes the components, systems, and procedures utilized
to ensure attempts by personnel to gain unauthorized access and /or to
introduce unauthorized materials are detected, assessed, and communi-
cated. All attempts, cirker by stealth, force, or deceit, result in a
timely response initiated to deter, delay, or deny the unauthorized
access or penetration. These entry controls satisfy the performance
capability requirements of 10 CFR 73.45(b).

18.1 Portal Entry Control

Figure 18-1 identifies the MAA, the vault , and the associated portals.
One entry / exit point, designated MAA-1.1 (Reference 21-1), penetrates
the east wall and one emergency exit, designated MEE-1.1 (Reference
28-1), penetrates the north wall of the MAA. One entry / exit point,
designated VAU-1.1 (Reference 21-1), penetrates the south wall of the
vault (Reference 86-1).
18.1.1 Entry Authoritation Procedures

Entry authorization vecification procedures (Reference 2-1) limit con-
trolled access area admittance to only those personnel authorized to
perform specifically assigned tasks and at only those times when the
performance of these activities is authorized. Authcrization Schedules
(Reference 1-1), derived from Shift and Production Schedules, determine
what activities are auth ized and when, and by whom, these activities
are conducted. Entry ..thorization verification procedures picgrec-
sively become more restrictive as the sensitivity of the cor elled

area increases.

18.1.1.1 Entry Authorization

Entry authorization consists of a computerized criteria screening pro-
cess. This process compares area access criteria, contained in the
Area Authorization File (AAF), against personnel access qualifications,
contained in the Persoanel Authorization File (PAF). Area access cri-
teria include administ rative and security requirements, the category of
activities requested (Work Designa tion Codes, Table 18-1), and the
periods these activities are authorized (Production Schedule). Person-
nel access qualifications include the category of activities an indi-
vidual is authorized to perform (Work Designation Codes), the periods

.The text for this appendix was s pplied cy AGNS from the Sandia
" Upgrade Rule" Contract report (seu Reference 6). For information on
the references cited in this appen.;ix , refer to that document.
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the individual is authorized to perform these activities (Shift Sched-
ule), and the administrative and security requirements possessed by the
individual.

18.1.1.2 Personnel Entry Authorization

Personnel entry authorization is automatically initiated and verified
each time an individual requests admittance to a controlled access
area.

18.1.1.3 Maintenance and Distribution of Entry Authorization

Personnel e try authorization is maintained current by continuously up-
dating the tersonnel Authorization File (PAF) and the Area Authoriza-
tion File (AaF). No two individuals are capable of programming the PAF
with sufficient data to authorize an individual admittance to a con-
trolled access area. Similarly, personnel authorized to program the
AAF with area access criteria do not have access to the PAF.

Personnel entry authorization information is displayed on computer com-
munication terminals located in manned entry control points and at the
Central Alarm Station (CAS) and the Secondary Alarm Station (SAS).

The CAS and the SAS have the capability of displaying a list of all
personnel currently occupying a controlled access area and a record of
all entry and exit events which have occurred within the last 24 hours.

18.1.2 Entry Procedures and Controls

The incorporation of security officers and entry control systems and
procedures serves to maximize the capability of detecting unauthorized
persons, contraband, and unauthorized vehicles attempting to enter a
cont. rolled access area. These measures are applied during both routine
(Table 18-2) and nonroutine conditions.

_18.1.2.1 Routine Conditions

Table 18-3 identifies generic criteria which govern access functions
during rootine working and nonworking conditions, excluding nonroutine
conditions which are identified in Section 18.1.2.2.

18.1.2.1.1 Procedures and Controls for Personnel Entry

Personnel entry controls and procedures are designed and operated in a
manner which verifies admittance authorization and positive personnel
identification prior to authorizing admittance into the MAA Secured
Access Portal (SAP) (Reference 68-1) and the MAA, respectively. These
controls ensure that access to MAAs shall include at least two individ-
uals. All admittance search functions are conducted within the MAA SAP
which is isolated from both the MAA and the PA. This admittance con-
cept maximizes the integrity of the MAA until access authorization and
personnel identification are verified and provides containment of per-
sonnel until all admittance nearch functions have been satisfactorily
completed. It also facilitates containment of personnel by security
officers should suspicious a,tivities be observed within the MAA SAP.

Vault entries require additional authorization, but do not require
additional search or identification measures.

C-2
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18.1.2.1.1.a Secured Access Portal Operations

MAA SAP and MAA Entry

The following steps are performed by the individual desiring access
unless other iso specified:

Step 1 - Note the condition of the red light located next to the MAA*

SAP proximity reader. If the light is "off," pass the Coded Creden-
tial Badge (Reference 14-1) in front of the proximity reader. If
the red light is "on," indicating admittance functions are in pro-
gress, wait until the light is de-energized.

Passing the Coded Credential Badge in front of the proximity reader
signals the control processor to initiate a search of the PAF and
the AAF to determine if MAA SAP access is authorized. Authorization
de-energizes an electronic door strike opening one of two MAA SAP
door locks and keys the Voice Verification System (VVS) (Reference
65-1). The second door lock ls normally open. This door lock,
operated by the security officer inside the MAA SAP, prevents MAA
SAP entry while admittance operations are in progress.

Step 2 - Enter the MAA SAP and close the entrance door.*

This action enrolls the individual on the Personnel Inventory System
as being within the MAA.

Step 3 - The security of ficer, af ter ensuring the MAA SAP entrance*

door is closed and that only one person entered the MAA SAP (two, if
one requires an escort), actuates the second MAA SAP entrance door
lock.

I

j This action prevents MAA SAP entry while admittance functions are in
progress and energizes the red light next to the proximity reader.i

Step 4 - Inside the MAA SAP, establish positive personncl identifi-+

cation by responding to the requests of the VVS minicomputer.

Sten 5 - The security officer, af ter positive personnel identifica--

tion has been verified, performs a sequence of contraband search
functions on the individual requesting admittance.

Step 6 The security officer, having completed the contraband. -

search, inputs the control processor indicating successful comple-
tion of the contraband search and cequests the CAS or the SAS to
actuate the MAA-1.1 door lock.

Step 7 - The CAS or the SAS, verifying only one person passes.

through MAA-1.1 by CCTV (Reference 11-1), de-energizes an electronic
door strike opening one of two MAA-1.1 door locks.

Step 8 - While the door strike is de-energized, pass the Coded Cre-.

dential Badge in front of the MAA proximity reader. The control
processor, after verifying positive personnel identification, suc-
cessful completion of the contraband search, and MAA access authori-
zation, de-energizes the second of two door locks permitting MAA
admittance.

Step 9 - The security officer, after the individual has entered the-

MAA, closes MAA-1.1.

Step 10 - The security of ficer de-engerizes the second MAA SAP door*

lock allowing MAA SAP admittance and de-energizing the red light.

C-3



Vault Entry '

The following steps are performed by the individual desiring access
unless otherwise specified:

Pass the Coded Credential Badge (Reference 14-1) in frontStep 1* -

of the vault proximity reader.

This action signals the control processor to initiate a search of
the PAF and the AAF to determine if vault access is authorized, and
alerts the CAS, the SAS, and the security officer at the MAA SAP
that a vault entry has been requested. Authorization de-energizes
an electronic door strike opening one of two VAU-1.1 door locks.

Step 2 - The CAS or the SAS, verifying that only one person passes*

through VAU-1.1 by CCTV (Reference 11-1), de-energizes an electronic
door strike opening the second of two door locks permitting vault
entry.

Step 3 - Enter the vault and close VAU-1.1.*

This action enrolls the individual on the Personnel Inventory System
as being within the vault and removes the individual from the MAA
inventory listing.

Step 4 - The CAS and the SAS ensure VAU-1.1 is closed.*

This step is accomplished by observing that the alarm, generated by
the balanced magnetic switch (Reference 6-1) monitoring VAU-1.1,
de-energizes.

18.1.2.1.1.b I.D. Verification and Authorization

Entry authorization utilizes a Coded Credential Badge system (Reference
14-1). When an individual requests access to a controlled access area,
the credential system's control processor automatically scans the PAF
and the AAF and verifies that the individual to whom the Coded Creden-
tial Badge was issued is authorized entry. The employee's name, em-
ployee number, and Work resignation Codes (Tables 16-1 and 18-7) are
also displayed on the MAA SAP computer communications terminal.

Positive personnel identification utilizes a Voice Verification System
(VVS) (Reference 65-1). When an individual enters the MAA SAP, the VVS
minicomputer requests the individual to repeat a randomly selected
sequence of fo" prerecorded words. Positive personnel identificaticn
is verified by an acceptable response from the individual requesting
admittance.

18.1.2.1.1.c Personnel Escort

Reference 31-1 describes the procedures and policies for escorting
visitors within a MAA and a vault.

18.1.2.1.1.d Contraband Detection

The purpose of contraband detection is to identify the introduction of
unauthorized materials into a MAA or vault. These detectors possess a
moderate to high degree of sensitivity and medium throughput. Because
the vault is located within the MAA, a search for contraband is only
required for access to the MAA.

I
i
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_Me ta) Detection (Table 18-4)

Metal detectors are capable of detecting weapons and hand tools and the
presence of metal utilized for shielding SNM. Because higher frequency
range metal detectors possess the highest sensitivity to small amounts
of metal, an active metal detection system was selected. Both walk-
through (Reference 72-1 and 95-1) and hand-held (Reference 92-1) metal
detectors are used.

Explosive Detection (Table 18-5)

Specificity is a critical factor when selecting an explosives detector.
The SAP is manned by security officers trained to differentiate between
different types of explosives initie ing an alarm. Resultantly, hand-
held explosive detectors, with moderate to low specificity and moderate
to high sensitivity, are employed (Reference 33-1).

Nulcear Material Detection (Table 18-6)

Because it is possible to defeat a SNM detector by shielding the mate-
rial, the above referenced metal detectors (Reference 72-1 and 92-1)
are utilized in conjunction with the SNM monitor. Hand-held monitors
were selected because of their greater sensitivity for detecting nu-
clear material than doorway type monitors (Reference 74-1).

As an entry control component, the SNM detector functions to prevent
the introduction of substitute nuclear materials. As an exit control
component, the SNM detector functions to prevent the unauthorized re-
moval of SNM.

18.1.2.1.1.c Response to Suspected Unauthorized Personnel

MAA

Requesting admittance to a MAA's SAP with a Coded Credential Badge
which has been issued to an individual not possessing MAA admittance
authorization automatically alerts the CAS, the SAS, and the security
officer inside the MAA SAP of the attempted entry. The response is in
accordance with Chapter 23 of this plan.

During admittance operations, should positive identification of an
individual be questioned, contraband detected, or the activities of the
individual warrant suspicion, the security of ficer does not indicate
his concern to the individual. Instead, the security officer continues
and prolongs the admittance operation until response personnel arrive
at the MAA SAP. The security officer reports this situation to the CAS
and the SAS in accordance with Chapter 23 of this plan.

Vault

Requesting admittance to the vault with a Coded Credential Badge which
has been issued to an individual not possessing vault admittance autho-
rization automatically alerts the CAS, the SAS, and the security of fi-
cer inside the MAA SAP of the attempted entry. The response is in

! accordance with Chapter 23 of this plan.

18.1.2.1.2 Procedures and Controls for Introduced Mater'als

SNM entering or exiting the MAA and the vault is always confined to the
various piping systems appropriate to the type of transfer operation.
Resultantly, only maintenance- and operations-related materials, sub-
ject to periods when such activities are authorized, are authorized

C-5
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admittance to the MAA or the vault. Additionally, a predetermined
inventory of frequently required tools, emergency first aid equipment,
and materials which are required, but could also be utilized for sabo-
tage, are maintained within the MAA to minimize the introduction of
materials through the MAA SAP.

; Materials are always searched after the individual requesting admit-
tance has successfully completed all admittance search functions.

18.1.2.1.2.a Verification and Material Identification

Individuals desiring to introduce materia ~ into a MAA or trault are
required to submit a Security Work Order (m )) (Reference 98-1) to the
Security Supervisor prior to MAA SAP entry. The SWO specifically iden-
tifies each component to be introduced. The Security Supervisor autho-
rizes the material by checking the Production Schedule, assigns the SWO
an identification number, files the original, and gives the individual
a copy. The SWO is then entered into the computer communications cen-
tral storage file. When the materials are presented for introduction,
the security of ficer retrieves the inventory listing by inputting the
computer communications terminal with the SWO identification number.
The security officer then checks the inventory listing against the
materials being introduced to ensure only authorized materials are
admitted.

18.1.2.1.2.b Material Inspection and Monitoring
|
i Materials are searched for contraband utilizing those measures identi-

fied in Tables 18-4 through 18-6. All boxes, parcels, and packages are
opened and inspected for concealed, unauthorized materials while within
the MAA SAP. Instrumentation and other similar components are checked
to verify that tamper seals are authentic and that they have not been
violated (Reference 83-1).
18.1.2.1.2.c Response to Unauthorized Materials

In the event material is presented for admittance to the MAA, or the
vault which is not listed on the SWO's inventory listing, or if contra-
band is detected, the security officer does not indicate his concern to
the individual. Instead, the security of ficer continues and prolongs
the admittance operation until response personnel arrive at the SAP.
The security officer reports the situation to the CAS or the SAS in
accordance with Chapter 23 of this plan.

18.1.2.1.3 Procedures and Controls for Vehicle Entry

Facility configuration makes vehicle entry to the MAA or the vault
.impossible under all credible conditions.
|

18.1.2.2 Nonroutine Conditions

Nonroutine conditions are comprised of one or more categorier of postu-
lated incidents or various nonroutine production and/or environmental
conditions. Postulated incidents are identified in the Site Emergency

)Plan. During the initial stages of a nonroutine condition, the exact
status within the controlled area may not be known. However, to cope
with the nonroutine condition in a manner which satisfies both the
physical protection and emergency planning performance objectives, a
mutually beneficial blending of both planning concepts is required.
Table 18-7 identifies nonroutine conditions and associated Work Desig-
nation Codes.

i
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18 .1. 2 . 't .1 Verification of Nonroutine Conditions

The authenticity of a nonroutine condition is verified in accordance
with the Contingency Plan and Procedures (Reference 16-1). Verifica-
tion of the condition is communicated to all Security personnel in
accordance with Chapter 23 of this plan.

18.1.2.2.2 Nonroutine Entry Authorization

The need for nonroutine admittance to a controlled area cannot be
anticipated during the preparation of a Production Schedule. Conse-
quently, the AAF is updated continuously and as necessitated by the
occurrence of such activities.

Emergency Conditions

Individuals assigned to the various emergency response teams have Emer-
gency Work Designation Codes (Table 18-7) added to their personal
access qualifications. When an emergency occurs and its authenticity
verified, the AAF is immediately updated with the Emergency Work Desig-
nath n Codes of required emergency response teams so as to authorize
apprupriate response personnel access to the controlled area. Program-
ming the AAF with Emergency Work Designation Codes also cancels all
routine work access authorization for the affected area until the emer-
gency condition terminates.

Production and EnvJ onmental Conditions

When these nonroutine conditions occur and their authenticity verified,
the AAF is updated with Production or Environmental Work Designation
Codes to authorize access to those individuals required to mitigate or
correct the situation. Wormally, access would be authorized to opera-
tions personnel for production perturbations and extended to mainten-
ance perJonnel for environmental problems. Programming the AAF with
Production or Environmental Work Designation Codes does not automati-
cally cancel routine work access authorization. However, routine work
cancellation may be an appropriate response alternative until the non-
routine condition terminates.

18.1.2.2.3 Procedures and Controls for Personnel Entry

Entry procedures and conttel: specified in 18.1.2.1.1 are applied to
all personnel desiring access to the MAA er the vault, except personnel
possessing an A1 (fire) and A2 (personnel injury) Emergency Work Desig-
nation Code (Table 18-7).
18.1.2.2.3.a Secured Access Portal Operations

Personnel Injury

A2 designated personnel responding to a personnel injury individually
request admittance to the MAA SAP by passing their Coded Credential
Badge (Reference 14-1) in front of the proximity reader. The A2 Emer-
gency Work Designation Code permits MAA SAP entry, as specified in
18.1.2.1.1.a. The security of ficer ensures only one individual enters 1

'

the MAA SAP at a time, but does not enforce the one-man occupancy rule
during admittance functions or conduct the contraband search. Posi-
tive personnel identification is established in accordance with
18.1.2.1.1.b. Entry to the vault is as specified in 18.1.2.1.1.a of
this plan.

l
'

l
C-7

|



_ . _ _ - _ .
-

|

Fire

The nature of a fire, coupled with the potential malfunction of entry
control components and the necessity for a personnel evacuation, places
an extreme burden on personnel entry controls and MAA SAP operations.
Whenever possible, the MAA SAP is utilized to assemble personnel re-
sponding to an Al emergency. Should the fire make MAA SAP occupancy
impossible or degrade the performance capabilities of entry control'

'components or procedures, the Vital Area (VA) SAP is utilized as a'

focal point'for consolidating fire response activities.

Al designated personnel responding to the fire individually request
.

admittance to the MAA SAP by passing their Coded Credential Badge (Ref-'

erence 14-1) in front of the prciximity reader. The Al Emergency Work
Designation Code permits MAA SAP entry, as specified in 18.1. 2.1.1.a .
The security of ficer ensures only one individual enters the SAP at a
time, but does not enforce the one-man occupancy rule during admittance
functions or conduct the contraband search. Positive personnel identi-
fication is established in accordance with 18.1.2.1.1.b. Entry con-
trols for MAA-1.1 and VAU-1.1 are designed to accommodate firemen'

entering the area of a fire. When the Fire Brigade is ready to enter
the MAA or the vault, only the first person to enter the controlled
area passes his/her Coded Credential Badge (Reference 14-1) in front of
the proximity reader as the CAS or the SAS de-energizes the electronic
door strike. Access to the MAA, through MAA-1.1, or the vault, ttrough
VAU-1.1, is now unencumbered for the remainder of the Fire Brigade
entering the controlled area. Each new assault by the Fire Brigade
gains access to the controlled area in the same manner. In the event
entry controls for MAA-1.1 or VAU-1.1 fail, all door locks fail open
providing unencumbered access to the controlled area for personnel in-

,

side the MAA SAP (MAA for access to the vault).'

18.1.2.2.3.b I.D. Verification and Authorization.

'

Entry authorization is verified as specified in 18.1.2.1.1.b for per-,

sonnel and 18.1.2.1.2.a for material,

j Positive personnel identification is verified as specified in
: 18.1.2.1.1.b.

18.1.2.2.3.c Personnel Escorts

Reference 31-1 describes the procedures and controls for escorting
visitors within the MAA and the vault.

4

18.1.2.2.3.d Contraband Detection

All personnel and materials, except as specified in 18.1.2.2.3.a, are
subject to the contraband detecting measures specified in 18.1.2.1.1.d
and 18.1.2.1.2.b of this plan .

18.1.2.2.3.e Response to Suspected Unauthorized Personnel

The response to suspected un. authorized personnel is in accordance with
18.1.2.1.1.e and 18.1.2.1.2.c of this plan.

18.1.3 Bypass of Admittance Procedures and Controls

This subsection describes those measures employed to deter, delay, or
deny attempts by an adversary, utilizing stealth or force, to bypass
admittance procedures and controls. Routine and nonroutine admittance
measures, identified in 18.1.2.1 and 18.1.2.2, respectively, provide a

,

i ~

C-8

- - - - .- _ -.



minimal degree of protection and assurance that attempts to violate
entry controls are detected, assessed, and communicated. The following
additional measures provide entry control points with the performance
capability requirements specified in 10 CFR 73.45 (b).

18.1.3.1 Isolation Capabilities

The MAA SAP is confined within the Vital Area (VA) and is isolated from
the MAA by the entry / exit point designated MAA-1.1 and from the Pro-
tected Area (PA) by the VA physical barrier (Figure 18-1). The struc-
ture is totally enclosed, permitting the passage of personnel and mate-
rials through only the MAA SAP and MAA entrance doors. Reference 68-1
describes the MAA SAP in detail.

Personnel desiring access to the MAA are individually admitted to the
MAA SAP and contained until the entire admittance operation is satin-
factorily completed.

18.1.3.2 Surveillance Capability

During open portal conditions, the MAA SAP is continuously monitored
from the CAS and the SAS by CCTV (Reference 11-1). A Microwave Detec-
tion System (Reference 57-1) provides continuous surveillance during
closed portal operations. In the event a microwave detector annunci-
ates, the MAA SAP is automatically monitored by CCTV from the CAS and
the SAS for the purpose of verifying and assessing the alarm.

18_ .1. .3 Doors

All doors providing access to the MAA SAP are interlocked to permit
only one entry / exit door to be open at a time. Balanced Magnetic
Switches (Reference 6-1) alert the CAS and the SAS of each entry and
exit event. The security officer inside the MAA SAP also possesses the
capability of locking each entry / exit point door while admittance or
exiting functions are conducted. This capability ensures the security
officer of a one-on-one confrontation with a potential adversary during
routine conditions.

Doors, MAA-1.1, MEE-1.1, and VAU-1.1 are bullet resistant and afford a
penetration resistance equivalent, as a minimum, to the weakest compo-
nent of the physical barrier (References 21-1 and 28-1).

18.1.3.4 Entry Control Personnel

Security officers performing entry control functions do not carry u
weapon and are monitored by a duress sensor (Reference 22-1) which
annunciates in the CAS and the SAS. Only one security officer is pres-
ent in the MAA SAP at a time performing entry control functions. The
second member of the entry control team monitors the MAA SAF remotely
by CCTV (Reference 11-1) and can both detect and respond to a bypass
attempt.

18.1.3.5 Penetration Resistance

Decause the MAA SAP is totally within the confines of the VA (Figure
18-1), it does not possess the physical attributes of the MAA physical
barriers. However, the MAA SAP is constructed of materials presenting
sufficient penetration resistance to allow the securitu officer time to
ensure MAA-1.1 is closed, should an individual F passing through
MAA-1.1 when the bypass attempt is initiated. Refe- .ce 68-1 describes
the construction of the MAA SAP.
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18.1.3.6 Response'to a Bypass Attempt

| The MAA SAP security officer always attempts to delay and contain the
,

; adversary until response personnel arrive at the MAA SAP. .The report- !

j ing of and the response to an attempt to bypass admittance procedures j
: and controls at.an exit / entry control point is in accordance with Chap-

i
ter 23 of this plan.

~

|
!18.2 Entry Through Remainder of the MAA/ Vault Boundary

j This subsection describes those measures employed to oeter, delay, or
deny attempts by an adversary to penetrate the physical barriers of the

. MAA or the vault. Physical barriers include walls, floors, ceilings,
' ventilation ducts (Reference 3-1), and emergency exits (Reference

28-1). Reference'38-1 describec the floor, ceiling, and walls. These
protective functions provide aerutsue= that such attempts, utilizing.

stealth or force, are detected, assessed, and communicated and satisfy'

; the performance capability requirements of 10 CPR 73.45(b) .

18.2.1 Detect Boundary Penetration Attempts,

i
'

The physical barriers of both the MAA and the vault are monitored by
{ components capable of sensing and alerting the CAS and the SAS of an

attempted or actual penetration and facilitating assessment of such an
occurrence. Table 18-8 identifies each of these components by function'

and specifies, when appropriate, whether the associated detection capa-
,

3 bility is primary (P), redundant (R), or diverse (D).

) 18.2.2 Deter Boundary Penetration Attempts

The physical barriers of the MAA and the vault are fabricated from#

materials and erected in a manner which provides assurance that pene-
tration attempts by an adversary are deterred. The incorporation of
frequent Security Force patrols, warning signs indicating boundary sur-
veillance, adequate lighting, audible alarms, and unobstructed vision
provides the perimeter of the physical barriers with an additional
deterrence to -penetration attempts. Table 18-9 identifies the various,

measures utilized to provide the MAA and the vault with positive deter-
rent capabilities.

;

18.2.3 Response to-Penetration Attempts
'

Security personnel respond to an actual or attempted penetration of a
physical barrier in accordance with Chapter 23 of this plan. During

i the response phase of an actual or suspected penetration attempt, ad-
1 mittance to and all activities within the MAA and the vault are termi-
1 nated. Normal operations are resumed only after the response force has
; established control of the penetration attempt or a surveillance compo-
' nent malfunction has been verified.

.

i
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TABLE 18-1

WORK DESIGNATION CODES IDENTIFYING
CATEGORIES OF ACTIVITIES INDIVIDUALS MAY BF.
AUTilORIZED TO PERFORM WITilIN A MAA OR VAULT

Work Designation Codes Categories of Work

A. AGNb Employees

LP Licensee Personnel

LP-1 Operations
LP-2 Maintenance
LP-3 Security
LP-4 Escout

,

LP-5 Management
LP -6 Administration
LP-7 Janitorial
LP -8 !!ealth Physics
LP-9 Safety
LP-10 QA/QC
LP-ll Nuclear Technology

B. Visitors

SLP State and Local Personnel

SLP-1 LLEA
SLP-2 Fire
SLP-3 Governmental

FO Federal Officials

FO-1 NRC Inspectors
FO-2 Other NRC Personnel
FO-3 IAEA
FO-4 Other Governmental

V-1 All Others

C-ll
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TADLE 18-2

SCHEDULE FOR IDENTIFYING ROUTINE
WORKING AND NONWORKING TIME PERIODS

WORKING PERIODS SCllEDULE DESIGNATION

0001 - 0800 Swing Shift (SS)

0745 - 0815 Shift Ch.Tnge One (SC-1)

0801 - 1600 Day Shift (DS) |

1545 - 1615 Shift Change Two (SC-2)
|

1601 - 2400 Night Shift (NS) )

2345 - 0015 Shift Change Three (SC-3)

NJNk'ORKING PERIODS SCIIEDULE DESIGNATION
1
'

0001 - 0800 Nonworking Period 1 (NWP-1)

0801 - 1600 Nonworking Period 2 (NWP-2)

1601 - 2400 Nonworking Period 3 (NWP-3)

.

f
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TABLE 18-3

GENERIC CRITERIA GOVERNING ACCESS AUTHORIZATION
DURING ROUTINE WORKING AND NONWORKING PERIODS

m

Em m .ao e uo om 0

I| I| $ "

2 2E F
0 I!F E

- $ $d Su u .- co oe o
3 5m z

1. Vaults will be locked. + +

2. General maintenance may be performed
(excluding access authorization com-
ponents). +

3. Access authorization components may
be repaired, adjusted, calibrated or
replaced. +

4. Entry / exit portals will be locked. + +

5. Materials may be allowed entry. + +*

6. SNM receipt and transfer operations
may be performed. +

7. Maintenance may not be performed. +

8. Access control personnel may not be
changed. +

9. Emergency exits will be locked to
prevent external entrance . + + +

10. No individual may be authorized entry
unless escorted by Security Personnel. +

.

Only for access authorization components
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TABLE 18-4
,

METAL DETECTION

t

OBJECT LOCATION'

TO BE.
SEARCHED Material Access Vault Portal

Area Portal Desig- Designa tion4

nation MAA-1.1 VAU-1.1

Method Ref Method Ref

1. Personnel Walk Thru 95-1 N/A
72-1.

2. Unsealed Materials

Clothing Hand Held 92-1 N/A

Tools / Metallic Parts Visual N/A.,

1

Instrumentation Sealed * 83-1 N/A

Cleaning Materials Hand Held 92-1 N/A

| Boxes / Parcels / Packages Hand Held 92-1 N/A

j 3. Scaled Packages **

,

'

1,

.

|
i

1

|
|

,

.
Tamper indicating seals.

.e.
-All sealed packages, except packages sealed with authorized tamper

| indication seals, are opened prior to entry into the MAA.

>
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TABLE 18-5
,

EXPLOSIVE DETECTION

OBJECT LOCATION
TO BE
SEARCHED Material Access Vault sortal

Area Portal Desig- Designation
nation MAA-1.1 VAU-1.1
Method Ref Method Ref

1. Personnel Hand Held 33-1 N/A

2. Unsealed Materials

Clothing Hand Held 32-1 N/A

Tools / Metallic Parts Hand Held 32-1 N/A
;

Instrumentation Hand Held 32-1 N/A

Cleaning Materials Hand Held 32-1 N/A

Boxes / Parcels / Packages Hand Held 32-1 N/A

3. Scaled Packages * N/A
_

.

h

I
!

i

1

a

|

I

i

l
i

.

I'

L . .

All sealed packages are opened prior to entry into the MAA.

!
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TABLE-18-6

}

NUCLEAR MATERIAL DETECTION
i |

OBJECT LOCATION
,

TO BE
i SEARCilED Material Access Vault Portal j
. Area Portal Desig- Designation
| nation MAA-1.1 VAU-1.1

Method- Ref Method Ref
:

1. Personnel- Iland IIeld 74-1 N/A
2 2. Unsealed Materials
i

| Clothing Hand lleld 74-1 N/A

Tools / Metallic Parts lland lleld 74-1 N/A

Instrumentation lland IIeld 74-1 N/A,

:

Cleaning Materials Iland IIeld 74-1 N/A

Boxes / Parcels / Packages lland lleld 74-1 N/A

3. Sealed Packages * i

i

I
!

! -

|
a

|

!

!

!,

c

4

:
j

I |
i

'

i

!
:
i

;

|
'

.

I

4
*

I All sealed packages are opened prior to entry into the MAA.
,
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TABLE 18-7
.

WORK DESIGNATION CODES IDENTIFYING NONROUTINE
RESPONSE ACTIVITIES INDIVIDUALS MAY BE

AUTIIORIZED TO PERFORM WITilIN A MAA OR VAULT

Work Designation Codes Response Activities

A. Emergencies

Al Fire
A2 Personnel Injury
A3 Explosion
A4 Radiological
A5 Chemical
A6 Bomb Threat
A7 Material Loss

etc.

B. Production

B1 Equipment Failure
B2 Equipment Malfunction
B3 Leaks
B4 Stoppages and Blocking

etc.

C. Environmental

Cl Lighting
C2 ileating
C3 Air Conditioning
C4 Plumbing

etc.

C-17
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TABLE 18-8

COMPONENTS UTILIZED FOR SENSING, TRANSMITTING, AND
ASSESSING PHYSICAL BARRIER PENETRATION ATTEMPTS

SENSING

Area Type Reference

MAA (P) Microwave Systems 57-1
(D) Video Motion Systems 11-1

Vault (P) Microwave Systems 57-1
(D) Video Motion Systems 11-1

TRANSMITTING

Systems Type Reference

Microwave (P) Individual Hardwire 47-1
(D) Multiplex Hardwire 47-2

Video Motion (P) Individual Hardwire Video 47-3

ASSESSING

Area Type Reference
!

| MAA (P) CCTV Surveillance 10-1
(D) Patrols 43-1

Vault (P) CCTV Surveillance 10-1
(D) Patrols 43-1

|
f

|

I
1

!
i

| C-18
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TABLE 18-9

MEASURES UTILISED 'io DETER ADVERSARY PENETRATION ATTEMPTS

Area Type of Measiere Re,ference

MAA Bar t:1ers (Walls) 38-1
Patrols 43-1
Signs *

Lighting 17-1
Alarms (Microwave) 51-1

(Video Motion) 11-1

Vault Barriers (Walls) 38-1
Signs *

Lighting 17-1
Alarms (Microwave) 51-1

(Video Motion) 11-1

.

A

No Information Request Sheet iden tif ied
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FIGURE 18-1

MAA AND VAULT BLOCK DIAGRAM
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APPENDIX D

Sample Information Request Sheets *

ADMITTANCE AUTHORIZATION CRITERIA AND SCHEDULES,

I. FUNCTION

Admittance authorization criteria and schedules are developed for
the purpose of determining WHAT activities are authorized, WHO is
authorized to perform these activities, and hHEN these activities
are authorized to be performed.

II. SYSTEM DESCRIPTION

Admittance authorization criteria and schedules are incorporated
into a computerized admittance criteria screening process. This
screening process, initiated by the Access Control System (Refer-
ence 14-1), integrates data stored in two authorization files:
the Personnel Authorization File (PAF) and the Area Authorization
File (AAF). The PAP contains the admittance authorization cri-
teria possessed by each employee and preprocessed visitor. The
AAF contains the admittance authorization criteria requirements
for admittance into each controlled access area within the Indus-
trial Security Area (ISA).

The integration of data contained in the PAF and the AAF results
in admittance authorization verification (Reference 2-1).

III. PERFORMANCE CRITERIA

A. Performance Conditions for Personnel

1. Personnel Authorization File (PAF)
a. Personal Authorization Criteria

The following record of admittance authorization cri-
teria is maintained in the PAF for all employees and
preprocessed visitors:

, (1) Oualification Criteria
1

(a) Employee or visitor

(b) Basic radiation safety training (YES or NO)

e

These sample information sheets were provided by AGNS from the
Sandia " Upgrade Rule" Contract report (see Reference 6). For informa-
tion on references cited in tEis appendix, refer to that document.
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(c) Advanced radiation safety training (YES or
NO)

(d) Security clearance (AGNS, DOE O or L, NRC 0
or L)

(e) Work Designation Codes (Table 18-1)

(f) Emergency Work Designation Codes (Table
18-7).

(2) Work Period Criteria-

Work period criteria identifies those shifts for
which the individual is authorized to be on-site
(Table 18-2). Work period criteria is deter-
mined by the Shift Schedule which is derived
from a detailed analysis of the facility's oper-
ational and support requirements.

b. Entering Personal Authorization Criteria

To prevent collusion by individuals authorized to
enter personal admittance authorization criteria into
the PAF, no two individuals are capable of program-
ming the PAF with sufficient information to authorize
an individual admittance into a controlled access
area. The following indicates responsibilities for
entering personal authorization criteria into the
PAF:

(1) Employce/ Visitor - Personnel Manager

(2) Basic Radiation Safety Training - Training
Manager

(3) Advanced Radiation Safety Training - llealth
Physics Supervisor

(4) Security Clearance - Security Manager

(5) Work Designation Codes - Personnel Manager

(6) Emergency Work Designation Codes - Site Emer-
gency Director

(7) Work Period Criteria - ' Physical Security Super-
visor.

2. Area Authorization File (AAF)

a. Area Authorization Criteria

The following record of admittance authorization cri-
teria requirements is maintained for all controlled
access areas within the ISA:

(1) Baseline Criteria

(a) Employee or Visitor

(b) Completed Basic Radiation Safety Training

D-2
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(c) Completed Advanced Radiation Safety Train-
ing

(d) Security Clearance.

(2) Variable Authorization Criteria

Variable authorization criteria determines what
activities are authorized and on which shifts
these activities are authorized to be performed.
Variable authorization criteria is determined by
the Production Schedule which is derived from a
detailed analysis of the controlled access
area's operational and support requirements.

(a) Work Designation Codes (Table 18-1) - Iden-
tifies those activities which are autho-
rized.

(b) Work Period Criteria (Table 18-2) - Identi-
fies those periods when the activities are
authorized to be performed.

b. Entering Area Authorization Criteria

To prevent collusion by individuals authorized to
enter area authorization criteria requirements into
the AAF, no two individuals are capable of program-
ming the AAF with suf ficient information to allow an
individual access to a controlled access area. " le

following indicates responsibilities for ente
area authorization criteria requirements into
AAF:

(1) Employee / Visitor - Physical Security Supervisor

(2) Completed Basic and/or Advanced Radiation Safety
Training - Safety and Environmental Control De-
partment Manager

(3) Security Clearance - Security Manager

(4) Work Designation Codes - Plant Manager

(5) Work Period Criteria - Production Superintendent

(6) Emergency Work Designaticn Codes - Security
Shift Supervisor.

NOTE: Emergency Work Designation Codes are only
entered into the AAF upon verification of
the authenticity of the emergency in ac-
cordance with the Contingency Plan and
Procedures (Reference 16-1).

B. Performance Conditions for Vehicles

Vehicles are not authorized inside the MAA.

C. Performance Conditions for Materials
Authorization criteria for materials is based upon detailed
analysis of the controlled access area's operational and

D-3
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support requirements. A predetermined inventory of frequent-
ly required tools, emergency first aid equipment, and mate-
rials which are required, but could also be utilized for
sabotage, are maintained within the MAA to minimize the
introduction of materials through an MAA SAP.

Admittance authorization criteria for materials is in accor-
dance with the Security 3rk Order (Reference 98-1).

IV. PREPARATION OF SCHEDULES

A. Shift Schedule

The Shift Schedule, prepared on a monthly basis, is a compos-
ite of all departmental shift schedules; e.g., operations,
security, maintenance, etc. The Physical Security Supervisor
is responsible for the preparation of the Shift Schedule.
The Security Manager approves the Shift Schedule.

Shift Schedules may be updated by each Security Shift Super-
visor, on a daily basis, depending upon operational and sup-
port requirements. Any changes to the Shift Schedule are
automatically recorded by the control processor. This rec-
ord, maintained for three years, identifies who made the
change and who was affected by the change. Changes to the
Shift Schedule are brought to the attention of the Security
Manager on the next regularly scheduled working day.

B. Production Schedule

The Production Schedule, prepared on a weekly basis, is a
composite of all departmental production schedules. The Pro-
duction Superintendent is responsible for the preparation of
the Production Schedule. The Plant Manager approves the pro-
duction Schedule.

The Production Schedule, for routine conditions, may be up-
dated by the Facility Shift Supervisor. During nonroutine
conditions (Table 18-7), the Production Schedule may only be
updated by the Security Shif t Supervisor after verification
of the condition in accordance with the Contingency Plan and
Procedures (Reference 16-1). Any changes to the Production
Schedule are automatically recorded by the control processor.
This record, maintained for three years, identifies who made
the change. Routine and nonroutine production or environmen-
tal changes to the Production Schedule are brought to the

|attention of the Plant Manager on the next regularly sched- I

uled working day. Emergency (Table 18-7) changes to the
Production Schedule are brought to the attention of the Plant
Manager in accordance with the Facility Site Emergency Plan.

V. _ MAINTENANCE OF THE PAF AND Tile AAF

The baseline criteria of the AAF and the qualification criteria I

of the PAF are maintained current by continuous updating by those
personnel responsible for entering the data. The variable autho-rization criteria of the AAF and the work period criteria of the
PAF are updated in accordance with IV.A and IV.B, above.

VI. AUDITING

The control processor automatically records any changes to the
PAF and the AAF. At least once each month, the OA/QC Department

D-4'
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reviews the record of changes to ensure these changes were valid
and properly supported by authentic documentation. Documentation
includes training records, health physics records, personnel rec-
ords, and approved shift and production schedules.

VII. VULNERABILITY

Defeating the admittance authorization criteria and schedules
requires collusion by at least three individuals. Additionally,
these individuals must be extremely knowledgeable about the com-
puter scrooning process and the data stored in both the PAF and
the AAF.

!

D-5

.



CODED CREDENTIAL SYSTEMS

I. FUNCTION
.

The coded credential system is utilized to verify admittance
authorization to controlled access areas.

II. SYSTEM DESCRIPTION

The Schlage, Model 414, Access Control System employs a standard
credit card size passive-electronic-coded credential badge and a
proximity reader. The credential badge contains a laminated,
electronically tuned circuit which responds to three specific RF
frequencies in the range of 4 to 30 MHz. The Schlage Access Con-
trol System has a maximum capacity of 1,500 credential badges and
can control up to eight (custom systems can accommodate more)
proximity readers located a maximum distance of 305 meters from
the system's control processor.

III. PERFORMANCE CRITERIA

A. Performance Conditions,

1. Operation

a. Issuing

An individual desiring access to the Industrial Secu- .

rity Area enters a personnel portal located at the
Main Gate and is issued a coded credential badge.
Within the personnel portal, the individual positions
the coded credential badge on the Schlage proximity
reader and enters his employee number on the control
processor's communications terminal. This action
inputs the Voice Verification System (VVS) (Reference
65-1) which requests the individual to repeat a ran-
domly selected sequence of four prerecorded words. A
satisfactory response inputs the VVS to signal the.

control processor to identify the coded credential
badge identification number with the employee identi-
fication number for all subsequent admittance re-
quests.

b. Obtaining Access to Controlled Areas

To obtain access to a controlled access area, the
person positions the coded credential badge within
10 centimeters of the proximity reader located next
to the entrance door. The credential's identifica-
tion number is read and transferred to the control
processor which, after associating the credential's
identification number with the individual's employee
number, scans the PAF and the AAF to determine if
access is authorized. Access authorization inputs
the control processor to initiate admittance opera-
tions to the area for which admittance has been re-
quested.
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c. Badge Retention

All personnel eviting the Industrial Security Area
return their coded credential badges to the Main Gate
security officer. Credential badge identification
numbers are removed from the control processor's
memory a the end of each shift.

2. Protective Features

a. Anti-Pass-Back

Once a coded credential badge is utilized to gain
access to an area, the control processor only allows
the coded credential badge to be used to exit the
area or to enter the next elevated security area
within the controlled access area. Any attempt to
use the coded credential badge in another manner,
such as to request admittance to the same controlled
access area, is rejected by the control processor,

b. Lost or Stolen Badges

Each coded credential badge contains a unique identi-
fication number. In the evont a credential badge is
lost or stolen, the control processor is programmed
to reject any future use of the badge for controlled
area admittance.

3. System Interfaces

a. Positive Personnel Identification

Admittance to a MAA requires positive personnel iden-
t .fication. When a coded credential badge is uti-
lized to gain admittance to a MAA's SAP, the control
processor automatically inputs the VVS with the em-
ployee number of the individual. Once inside the MAA
SAP, the VVS requests the individual to repeat a ran-
domly selected sequence of four prerecorded words. A
satisfactory response inputs the VVS to signal the
control processor that positive personnel identifica-
tion has been established.

b. Personnel Inventory System

Each entry and exit operation using a coded creden-
tial badge inputs the control processor to upgrade |

the occupancy listing for each controlled access area ;

within the Industrial Security Area. Security offi-
cers have the capability of displaying a listing of |
all personnel occupying a specific controlled access 1

area a r.d to track personnel throughout the facility
and determine their present location.

4. Accountability

The Security Department is responsible for ordering, re-
ceiving, auditing, conducting inventories, issuing, de-
coding, and destroyi.) all credential badges.

D-7
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IV. SYSTEM VULNERABILITY

a. The passive-electronic-coded credential badge system ranks as
one of the two most difficult of all coded credential systems
to duplicate or decode. Additionally, badges are randomly.

issued each time an individual enters the industrial Security
Area. This procedure climinates the threat of duplication
because one never knows which coded credential badge he will
be issued.

b. The Schlage Access Control System does not possess the capa-
bility to detect equipment tampering. Ilowever, the proximity
readers may be installed inside a wall, th u ct eliminating ex-
posed parts. Additionally, the coded credential badge does
not contain access authorization information, it is only the
instrument by which the control processor identifies the
individual requesting admittance. All access information is
contained in the PAP and the AAF.

i

1

6
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EXPLOSIVE DETECTOR HAND-HELD, PACKAGE SEARCH

I. FUNCTION

Packages are searched for the purpose of detecting incendiary and
explosive devices being introduced into the MAA.

II. SYSTEM DESCRIPTION

The Ion Track Instruments, Model 70, explosives detector is
employed. This unit continuously draws an air sample onto an
elastomeric membrane. An argon, carrier gas flows behind the
membrane and mixes with the vapors which selectively permeate the
membrane. The vapor-argon mixture is then split' into two paral- ,

lel streams. One stream passes through an unobstructed column to
an electron capture detector. The other stream passes through a
parallel column packed with a substance which selectively retards
the flow of the vapor. The amount of retardation depends on the
constituents of the vapor. This second column also terminates
with an electron capture detector. When the unobstructed column
detects the presence of a vapor mixture, the system is programmed
to examine the response of the explosive detector's packed column
for a fixed period of time. If a detector response from the
packed column occurs within this time period, an alarm is sound-
ed. The unit possesses moderate to low specificity and moderate
to high sensitivity.

III. PERFORMANCE CRITERIA

A. Site Conditions

All packages are searched inside the MAA SAP (Reference
68-1).

B. Environmental Conditions

1. NO smoking is permitted inside the MAA SAP.

2. Prior to placing the MAA SAP in "open portal" co..Jitions,
the MAA SAP is searched for sources of contaminating air
or . objects which may generate false explosives detector
alarms. When possible, such sources are minimized or
removed from the area .

C. Performance Conditions

1. Search Procedure

All packages, except those sealed with approved tamper
seals (Reference 83-1), are opened and thoroughly in-
spected using the explosives detector to aid the visual
inspection (Reference 88-1). Packages are searched for
explosive vapors at each seam and opening. Additionally,
the package is compressed slightly with the detector
positioned at the most prominent openino :s .issure sam-
pling of internal vapors. The search r t>rdure requires
one to two minutes to complete. Secup.'y 5ficers, based
on the expected throughput of packap 3. r- not rushed to
complete their inspection of pack,a m aring one MAAy

SAP.
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| 2. Calibration

.etect 200 gramsExplosives detectors are calibrated to d
| or less of dynamite, TNT, or similar nitrogen compounds

with a 90% confidence rate and a false alarm rate not
i: exceeding 1%. Calibration is performed by Technical
i. Security Otticers 30 minutes prior to the day shif t (DS)
| (See Table 18-2).
!

3. Operational Checks

The explosives detector is operationally checked once per
hour, utilizing the manufacturer's Nitrogen Test Sample,,

i to ensure proper operation. Security officers performing
; the operational _ test exercise care to prevent self-

contamination or contamination of the area.

4. Training

i

| Security Officers receive classroom and on-the-job train-

|
ing prior to being authorized to conduct package searches

' for explosive materials. This training, utilizing writ-
ten procedures when applicable, includes instructions for

| properly operating the equipment, proper search tech-
niques, and proper response procedures.

IV. MAINTENANCE AND TESTING

( A. Maintenance

All maintenance is performed by Technic.1 Security Officers.

1. Corrective Maintenance

| Corrective maintenance is performed on an as-needed
basis. Normally, spare explosives detectors are main-'

tained so as to not impede admittance operations while
maintenance is being performed.

2. Preventative Maintenance

Preventative maintenance is performed in accordance with
the manufacturer's-instruction manual.

a. Batteries

The ITI, Model 70, explosives detector utilizes two
13-volt, sealed nickel cadmium batteries and two
' volt, lead acid batteries. Batteries are inspected
on a monthly basis.

b. Membrane

Explosives detector membranes require replacement
,

every two'to four weeks.'

B. Testing
|

All tests are performed by Physical Security Officers.

1. Operational tests are conducted hourly (See III.C.3).

D-10

.2



_ ._ . ~. - - - . _ _. . _ _ .. _ _

2. Weekly _ tests, utilizing explosive test samples, are con-
ducted to motivate security officers to perform thorough
-package' searches.

V. DETECTION AND ASSESSMENT

A. Detection-

The ITI, Model 70, explosives' detector alarms within three to
five seconds of the admission of a detectable concentration
of nitrogen vapor. The time to clear the detector, after
saturation, varies from five seconds to one-and-a-half min-
utes, depending upon the type of vapors detected.

B. Assessment

When an alarm occurs , the security of ficer reports the alarm
to the CAS and the SAS. The security of ficer then attempts
to locate the object causing the alarm.

If an explosive device, or potential device, is located, the
security officer notifies the CAS and the SAS in accordance
with Chapter 23 of this plan. If the object causing the
alarm cannot be located, the package is removed from the MAA
SAP and inspected independently by another security of ficer
and explosives detector. If the alarm is determined to be
false, the package is readmitted to the MAA S?P.

The individual desiring access to the MAA is not admitted
until the package has been cleared.

VI. VULNERABILITY

The level of detection varies with the type of explosive. In

general, electron capture detectors function very well for de-
tecting dynamite, but do not perform well when used to detect
other types of explosives. Additionally, countermeasures are
available to reduce the amount of vapor 'available for detection.
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