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ABSTRACT

Design guidance products and a system performance evaluation meth-
odology have been developed to aid the Nuclear Regulatory Commission 1in
the implementation of new requlations designed to upgrade the physical
protection of nuclear fuel cycle facilities. The evaluation methodolo-
gy, which incorporates the design guidance products, provides a means of
arriving at an overall measure of performance for each capability re-
quired in the regulations. To arrive at this measure of performance,
first the scores associated with responses to a series of equipment and
procedure guestionnaires are aggregated. The aggregation of scores then
proceeds through successive levels ol a hierarchical structure developed
for each capability.
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DESIGN GUIDANCE AND EVALUATION METHODOLOGY
FOR FIXED-SITE PHYSICAL PROTECTION SYSTEMS

Volume I: Description, Implementation, and Testing
of Design Guidance and Evaluation Methodology

EXECUTIVE SUMMARY

On 28 November 1979, the Nuclear Requlatory Commission (NRC) pub-
lished revisions to 10 CFR Parts 70 and 73. These revisions, known as
the Safequards Upgrade Rule, state that certain fuel cycle facility
licensees "shall establish and maintain or make arrangements for a
physical protection system which will have as its objective to provide
high assurance that activities involving special nuclear material are
not inimical to the common defense and security and do not constitute
an unreasonable risk to the public health and safety" (10 CFR Part
73.20). The purpose of such a general performance requirement is to
maximize design flexibility within the constraints of each of the
following required performance capabilities found in pararraphs (b)
through (f) of 10 CFR Part 73.45:

(b) Prevent unauthorized access of persons and materials
into material access areas (MAAs) and vital areas (VAs);

(c) Permit only authorized activities and conditions within
protected areas (PAs), MAAs, and VAs;

(d) Permit only authorized placement and movement of stra-
tegic special nuclear materials (SSNM) within MAAs;

(e) Permit removal of only authorized and confirmed amounts
of SSNM from MAAs; and

(f) Provide for authorized access and assuce detection of
and response to unauthorized penetrations of the PA . . .

However, fundamental to the success of performance-oriented regu-
lations is the ability to measure physical protection system (PPS)
performance. Toward this end, Sandia Laboratories was requested by
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the NRC to assist in the development of the following design guidance
products:

e Functional hierarchies to link each of the required performance
capabilities with low-level system tasks which could be per-
formed directly by components, e.g., equipment, procedures, and
design features,

* Component seiection matrices to aid in identifying potential
components which could be selected to perform a particular
task, and

e Questionnaires to comprehensively address the effectiveness ot
components in per... .ng a particular task.

In addition, a system performance evaluation methodology was to be
developed to provide a defensible and practical means of measuring PPS
performance relative to the Upgrade Rule. The design guidance products
are included in the design guidance compendium for fixed-site physical
protection systems to be published by the NRC. To date, the evaluation
methodology has not been included. In the authors' opinion, any evalu-
ation method, quantitative or qualitative, which would be used by the
NRC during the various stages of the regulatory process should al'so be
available to the licensee during the design stage. This would permit
the licensee to design and evaluate his preliminary design in an itera-
tive manner until he was fairly certain of compliance with the regula-
tions. An evaluation methodology should be provided to the licensee as
part of a complete and concise guidance package to aid the licensee in
designing his physical protection system.

In developing a functional hierarchy to analyze systems, all of
the important system elements, the levels to which they belong, and the
interactions between levels must be identified. Five hierarchies were
developed. Each hierarchy had as its objective one of the primary per-
formance capabilities (10 CFR 73.45 paragraphs (b) through (f)). The
functional hierarchy was formed by successively decomposing the capa-
bility into its constituent functions and subfunctions until a level
was reached where tasks could be achieved directly by components. Such
tasks, when constrained in scope, are called performance characteris-
tics. The hierarchy, so developed, provides both a means to measure
the impact of component performance on system performance and a means
to trace back through the structure to determine the specific contribu-
tions made toward system performance by each component.



Component selection matrices were developed by grouping perfor-
maance characteristics which have a common generic task, e.g., intrusion
sensing, in rows while placing components identified as having the
potential of performing the same generic task in columns. Dots were
placed at the intersections of rows and columns to indicate the poten~
tial of a component to accomplish a particular performanc~ character-
istic, e.g., an ultrasonic sensor system to sense building, room, or

vault penetration. Nine such matrices were developed, one for each of
the following categories:

® intrusion Sensing

¢ Access Controls

* Delay

* Cominunication

®* Alarm Reporting and Assessment

* Guard Force Response

* SNM Removal Controls

* Controls for Placement and Movement of SNM
¢ Controls for Activities and Conditions

Component performance is highly dependent upon many factors and
contingencies. At best, component performance evaluation is a diffi-
cult task. However, experience gained through extensive hardware
testing supported by the Department of Energy (DOE) at Sandia Labora-
tories has provided principles and guidelines for component utiliza-
tion. While the employment of such guidelines will not guarantee
satisfactory performance, it seems reasonable to assume that perfor-
mance is a direct function of adherence to these guidelines. With this
in mind, questionnaires which addressed factors deemed important to
performance were developed, under joint NRC/DOE sponsorship, for 97
generic types of components. The responses to these questions were
presented in a multiple-choice format in descending order of preference
to reduce ambiquity and to facilitate the aggregation of these respon-
ses into a measure of component effectiveness., Similar questionnnaires
were developed to address important interactions between successive
levels within the hierarchy.

A logical, comprehensive, and practical method was developed to
evaluate physical protection system performance for each capability
specified in the fixed-site Upgrade Rule. The evaluation methodology
utilized probability theory to derive logical forms for component and
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system performance measures and employed multiattribute utility theory

to aggregate the measures, many of which are assessed subjectively,
into an overall performance m~ e for each performance capatbility.

The set of hierarchies u <eloped from a functional decomposition
of each performance cavability provided the organizational structure
for the evaluation to show clear traceability to the Upgrade Rule re-
quirements. Starting at the component level, the evaluation method-
ology is used to synthesize performance measures or scores for each
component based on responses to component effectiveness test question-
naires (ETQs). Once each component has received a score, scores for
those components that address individual performance characteristics
are aggregated to provide a single measure or score for the appropriate
low-level system task. Continuing up the hierarchy, scores for low-
level system tasks are combined into system subfunction scores, which
are then aggregated into system function scores, and finally, into an
overall score for each performance capability.

At each successive hierarchy level where an agaregation takes
place, an appropriate aggregation rule must be selected. In many
situations, the selection is a natural one; however, for situations in
which it is not possible to simply select an aggregation rule indepen-
dent of the specific elements in the system and/or of the site condi-
tions involved, the aggregation is based on the responses to a system
ETQ. Since system ETQOs were not a program requirement, only a few have
been developed at this time.

The evaluation methodology developed for this program provides a
means of arriving at an overall measure of physical protection system
performance relative to the Upgrade Rule requirements. This innovative
methodology, unlike most current physical protection performance evalu-
ation techniques, is structured to provide clear traceability to the
requlations. It provides a logical, comprehensive view of the entire
physical protection system at all levels, from components (including
both equipment and procedures) through system subfunctions and func-
tions up to performance capabilities. This methodology considers both
equipment and procedures in the development of measures for component
performance.,

Within the scope of the proiject, a testing program was initi-
ated to provide a preliminary check .a the completeness, utility, and
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validity of the NRC design guidance compendium and the evaluation
methodology. Allied-General Nuclear Services (AGNS), llarnwell, South
Carolina, was contracted to develop and document a partial physical
protection system that would provide "good" performance with respect to
the requirements specified in 10 CFR 73.45 paragraph (b). The partial
design consisted of an access control system and boundary penetration
prevention system for an MAA. Although the “est effort was insuffi-
cient to assess the total design guidance package, the results were
encouraging. The following statement, taken from the report by AGNS,
summarizes the results of the design guidance compendium testing:
"Unequivocally, the design guidance compendium possesses invaluable
attributes which facilitate and enhance the development of a physical
protection system complying with the requirements of the physical
protection Upgrade Rule (10 CFR 73).”"

The evaluation methodology was partially tested by Sandia Labora-
tories in conjunction with Woodward-Clyde Consultants (WCC), San Fran-
cisco, California, using responses from compcnent and system ETQs
provided by AGNS for their partial PPS design. The results of the per-
formance evaluation for the AGNS design show an overall score of 0.3 on
a scale of 0 to 1. At this time, no acceptance criteria have been
established by the NRC w .ch would indicate the significance of a score
of 0.3. The development of two physical protection system designs
which by a consensus of experts were judged as "good" and "minimal®
relative to the performance capability requirements would provide the
NRC with some basis for establishing acceptance criteria. However, it
should be emphasized that the aggregate score which results from appli-
cation of the evaluation methodology to a physical protection system
should not be used as an absolute measure of system performance. It is
intended for use by an evaluator only as a guide to making a judgement
regarding the adequacy of the physical protection system.

However, the results of the evaluation methodology testing did
indicate the advantages of a hierarchical evaluation approach which
permits tracing back through the structure to identify areas of concern
to the licensee and/or NRC evaluators. This trace-back capability pro-
vides the licensee and the NRC with a valuable tool for discussion and
resolution of discrepancies in perceive. performance of the physical
protection system. The methodology testing also demonstrated a need
for more extensive testing, in particular, development of a "minimal"
performance system to provide two data points for calibrating the
methodology. a
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Recommendations which evolved from the development and inplementa-
tion of the design guidance products and evaluation methodology are as

follows:

1.

Within the current project, the following points are sugyested
for further development:

Continue development of system effectiveness test guestion-
naires for systems in which performance is subject to func-
tional and/or dynamic interaction between system elements.
Provide for comprehensive testing by both industry and NRC
to determine the utility, completeness, and validity of the
methodology .

Extend the methodology to evaluate the performance provided
by the multiple layers of protection given an adversary
gains access to the PA, MAA, etc.

As a matter of policy for future development of regulation

guidance and evaluation methodology, it is recommended that

early in the formation phase of new regulations potential

contractors be retained, at least as consultants, to provide

advice from an evaluation viewpoint.



1. INTRODUCTION

This report comprises two volumes which describe design guidance
products and an evaluation methodology for fixed-site physical protec-
tion systems. The design guidance products and evaluation methodology
were developed to aid the NRC and the licensee in the implementation of
that part of the Safeguards Upgrade Rule which applies to fixed-site
facilities (10 CFR Parts 73.45 and 73.46).

1:.% Background

The NRC is in the process of publishing and implementing revisions
to 10 CFR Parts 70 and 73. These revisions, referred to as the Safe-
guards Upgrade Rule,! are designed to upgrade physical protection
requirements at certain fuel cycle facilities and for specified quanti-
ties of SSNM in-transit. The requlations require the licensee to

establish and maintain or make arrangements for a
physical protection system which will have as its
objective to provide high assurance that activities
involving special nuclear material are not inimical
to the common defense and security and do not con-
stitute an unreasonable risk to the public health
and safety. The physical protection system shall be
designed to protect against the design basis threats
of theft or diversion of strateqgic special nuclear

material and radiological sabotage as stated in par-
agraph 73.1(a).

The goal of such general performance-oriented requlations is to
maximize the licensee's design flexibility within the constraints of
the performance capability requirements stated in the Upgrade Rule.

The performance capabilities are design goals for the licensee to adapt
to his individual site or transport conditions. A reference physical
protection system (10 CFR Parts 73.26 and 73.46) is included to provide
quidance regarding those measures which will generally be included in a
physical protection syscem that achieves the performance capabilities.

The publication of system performance-oriented requlations to
replace earlier regulations which prescribed component criteria is an

i=1



innovative approach which shows considerable promise. However, funda-
mental to the success of this approach is the development of a feasible

system of design, license review, and inspection with the aim of pro-
viding consistent interpretation of the regulations. This requires a
practical and defensible method of evaluating physical protection per-
formance relative to the performance capability requirements in the
reqgulations. In the authors' opinion, any evaluation method which
would be used by the NRC during the various stages of the regulatory
process should also be available to the licensee during the design
stage. This would permit the licensee to design and evaluate his pre-
liminary design in an iterative menner until he was fairly certain of
compliance with the regulations. An evaluation methodology should be
provided to the licensee as part of a complete and concise guidance
package to aid the licensee in designing his physical protection system.

1.2 Scope

Recognizing the need for completeness of regulatory guidance and
consistency in evaluation, the NRC requested assistance from Sandia
Laboratories in satisfying these needs for that part of the Safequards
Upgrade Rule which applies to fixed-site facilities (10 C’R Parts
73,20, 73.45, and 73.46). This effort involved development of the
design quidance products described in this volume and an evaluation
methodology which emp'oys these products to measure physical protection
system performance. Limited testing of the NRC guidance package, which
includes these design guidance products, and of the evaluation method-
ology was implemented.

The following design quidance products were developed for this
program and are included in the NRC Fixed-Site Physical Proi ~tion

Upgrade Rule Guidance Compendium?:

1. An evaluation structure, composed of five functional
hierarchies which correspond to each of the major per-
formance capabilities (paragraphs (b) through (f) of 10
CFR Part 73.45), designed to provide a structured frame-
work for licensee system design and NRC evaluation,

. Component selection matrices to aid in identifying
potential components (equipment, design features. and
procedures) for performing low-level physical protection
system tasks, and

=2



3. Component effectiveness test questionnaires to com-
prehensively address the performance of individual
components.,

y Although the development of system effectiveness test question-
naires was not included in the current scope of work, the need for
questionnaires to treat the functional/dynamic interactions of various
functions and subfunctions became apparent as the evaluat 5n method-

ology evolved. Therefore, a limited number of system questionnaires
were also developed.

The evaluation methodoloqy developed for this program provides a
means of arriving at an overall measure of physical protection system
performance relative to the Upgrade Rule requirements. This method-
ology, unlike most current physical protection performance evaluation
techniques, is sliructured to provide clear traceability to the requla-
tions. This provides a logical, comprehensive view of the entire phys-
ical protection system at all levels, from components through system
subfunctions and functions up to performance capabilities.

1.3 Program Support

Sandia Laboratories personnel currently involved in safeguards
R&D for the DOE Office of Safequards and Security contributed substan-
tially to the development of component effectiveness test question-
naires. Support for the development of the evaluation methodology was
provided by Wecodward-Clyde Consultants (WCC), San Francisco, Califor-
nia, under contract to Sandia Laboratories.? WwcCC provided assistance
in (1) developing portions of the methodology, (2) developing a com-
puter program to automate the evaluation process, and (3) implementing
the methodology using the test results as input. AGNS, also under
contract to Sandia Laboratories," provided test support. A partial
physical protection cystem was designed using t' > NRC design guidance
compendium,? input data to the evaluatcion methodology was provided
based on the partial system, and a critique of the compendium, includ-
ing the design guidance products, was provided. Portions of this
report reflect the contributions of the organizations mentioned above.

1.4 Report Organization

A discussion of the development of each of the design guidance
products is provided in Chapter 2. Chapter 3 contains a detailed



description of the evaluation methodology. In Chapter 4, implementa-
tion of the evaluation methodology is discussed. Chapter 4 also
includes a description of the computer program developed by WCC for
implementation of the methodoloay application. An illustration of the
computer implementation is also presented.

In Chapter 5, testing of the design guidance compendium and eval-
uation methodology is discussed. This chapter includes a description
of the limited testing in which AGNS assisted Sandia Laboratories as
well as a discussion of a comprehensive testing plan.

Two sets of recommendations are presented in Chapter 6. The first
set of recommendations addresses improvements to the current design
guidance and evaluation methodology. The second set consists of policy
recommendations with regard to future methodology development.



2. DESIGN GUIDANCE PRODUCTS

This chapter describes three design guidance products requested by
NRC: an evaluation structure, a set of compeonent selection matrices,
and a set of component effectiveness test gquestionnaires, which were
developed primarily to aid the licensee in designing a physical protec-
tion system. The development of system effectiveness test question-
naires, although outside the current scope of work, is also discussed.

2.1 Introduction

In order to effectively implement the revised regulations for
fixed-site facilities, NRC recognized the need to provide the licensee
with comprehensive and concise guidance. As a result, a guidance pack-
age has been prepared by NRC to meet this need. This package, called
the NRC Fixed-Site Physicai Protection Upgrade Rule Guidance Compen=-
dium, contains two sets of quidelines. The first set of guidelines
describes the type of information which should be included in the

security plan and the recommended format to be used. The second set of
quidelines is aimed at providing the licensee with a clear understand-
ing of the scope of the requlations and NRC philosophy behind the
requlations. This set of guidelines also provides the licensee with
detailed guidance for selecting components for the physical protection
system and for inteqgrating these components into a system which satis-
fies the Upgrade Rule requ:.rements. Included in this set of guidelines
are three design guidance products: an evaluation structure, component
selection matrices, and component effectiveness test questionnaires.
Although not included in the design guidance products requested by the
NRC, system ETQs were developed to address the effectiveness of multi-
component systems and the functional/dynamic interactions among various

system functions and subfunctions.

2.2 Evaluation Structure

2.2.1 Overview -- When attempting to design a system or to eval-
uate the performance of a system as complex as a physical protection
system, it becomes necessary to view the system in terms of its small-
er, more manageable subsystems and their initerrelationships. This

2=1



decomposition then allows the problem to be treated as a hierarchy of

subsystem design or evaluation decisions. In this particular case, the
underlying problem is to design a physical protection system which will
satisfy the performance capability requirements stated in the fixed-
site Upgrade Rule. Thus, each perforrance capability (see paragraphs
tb) through (f) of 10 CFR Part 73.45) may be considered an objective to
be achieved by the licensee in designing his physical protection sys-
tem. Fach design objective ie Aecomposed into those system functions
which must be performed to achieve the particular objective. Each
system function is decomposed into system subfunctions which are neces-
sary to perform the corresponding function. This decomposition process
continues until a simple task can be identified for which components
can be selected to directly perform that task. This task defines the
lowest level of the functional hierarchy aand is referred to as a low-
level system task. Figure 2-1 provides a =schematic of the functional

decomposition for one segment of a performance capability.

2.2.2 Structure Development -- As a result of the decomposition

process described above, a functional hierarchy was developed for each
of the following performance capabilities found in paragraphs (b)
through (f) of 10 CFR Part 73.45:

(b) Prevent unauthorized access of persons and materials
into material access areas (MAAs) and vital areas (VAs),

(¢) Permit only authorized activities and conditions within
protected areas (PAs), MAAs, and VAs,

(d) Permit only authorized placement and movement of strate-
gic opecial nuclear materials (SSNM) within MAAs,

(e) Permit removal of only authorized and confirmed amounts
of SSNM from MAAs, and

(f) Provide for authorized access and assure detection of

and response to unauthorized penetrations of the PA . . .

The evaluation structure, which is composed of these five func-
tional hierarchies (Figures 2-2 through 2-6), shows clear traceability
to the provisions of the fixed-site Upgrade Rule. There are several
areas in which the evaluation structure deviates from that of the
requlations. In the regulations, response is included as one of the
performance capabilities. In the evaluation structure, it is neces-
sary to treat response as a system subfunction in the decomposition of
each performance capability (paragraphs (b) through (f) of 10 CFR

Part 73.45). This is necessary since the evaluation of performance



PREVENT UNAUTHORIZED
PERFORMANCE ACCESS OF PERSONS AND
CAPARILITY INTRODUCTION OF

MATERIAL INTO MAA/VA

1
P [ : 1

i +
L
enroamance ~apanr: 1vy | PREVENT UNAUTHORIZED PREVENT UNAUTHORIZED
PECTT T e y0 mereiLiTY § accESS oF PERSONS ACCESS OF PERSONS
e 5P AND INTRODUCTION AND INTRODUCTION OF
ARALSS: TaEh JF MATERIAL INTO MAA MATERIAL INTO VA
4

[ j * INUICATES
- APPLICABILITY
CONTROL ACCESS DENY ACCESS AND TO MULTIPLE
AND INTRODUCTION OF SYSTEM INTRODUCTION OF MATERIAL MAAS /VAs
MATERIAL THROUGH AREA FURCTION | THROUGH REMAINING
ENTRY PORTALS AREA BOUNDARY

|
[ _|

DETECT ACCESS/INTRODUCTION RESPOND TO ACCESS
SYSTEM OF MATERIAL THROUGH INTRODUCTION OF MATERIAL
SUBFUNCTIONS [REMAINING AREA THROUGH REMAINING
BOUNDARY AREA BOUNDARY

]

. DELAY SENSE i DELAY e COMMUNICA € DELAY TQ PROVIDE AN
LEVEL REPORT ASSECS : :

e~ | 0 AlD BOUNDARY e 70 AID gt REQUEST For| | aIp EFFECTIVE
s SENSING PENETRAT 0 . SSESSMENT RESPONSE RESPONSE RE SPONSE

i adBy ¥ " g T
\V/

Figure 2-1. Schematic of a Partial Functional Decomposition
of a Performance Capability



CONTROL AC
AND IRTR( TION OF
MATERIAL THROUGH ARfA

ENTRY PORTALS
—

WTROL ACCESS/ INTRODUCT [OK ONTROL ACCESS/IN
OF MATERIAL THEROUGH OF WATERIAL Telut
AREA [NTRY PORTALS AREA [NTRY PORTALS
NORMAL CORDITIONS EMERGENCY CONDITE

1
I .

PROVIDE ROVIDE PROCEDURES AND VERIFY AUTHORIZED
ADSe] T ANCE S FOR A ENTRY OF l
AUTRORE AT [ON INTROC LT ION 0F MATERIAL EMERGENCY BT RSONNEL
NORMAL CONCL T IONS ERESEEICY: PR YL
. I e
| ] [
PROVIDE PROCE DURE PROVIDE PROCTDURE S COMMUNICAT
AND CONTROLS ¥ Ok AND CONTROLS FOR REQUEST FOv
OFRSONNE | MATIRIAL RESPONSE

I 1 _l

RESPOND TO

VERLIFY DETECT VIOLATION OF

AUTHMORT JATION ON TRARAND PROCE DUBE S
AN

CONTROLS
i L

OELAY PROVIDE AN
REQUEST FOR 10 AlD EFFECTIVE
RESPONSE RESPONSE RESFONSE

i

WV,

B |

PROVIOL CONTINUOUS PROY 6 v - e

COMUNICAT 0N - u:ﬂ;;lﬁ fjﬁ\l'n,u Y

e =l ks SETHEEY Wit AND OFF.S1T8 L

AND MANNED ALARM §TATIONY ALARM STATIONS 2

sdn P 0 i o

[r——
RE QU
WE .S
a5518
S

Figure 2-2. A Functional
10 CFR 73.45




i

PREVENT ONAUTHOR2ED
ACCESS OF PERSONS
AND INTROOUCT ION

PHEVENT
ACCESS OF PERSONS AND
INTRODUCTION OF
MATERIAL INTO MAA/VA

UNAUTHORIZED

L .

I p—

) -
PREVENT UNALUTRORIZED
ACCES FOPERSON
AND INTIODICT ION OF

(b)

Hierarchy for Proposed Rule

OF MATER (AL INTO MAA e
VoENY ACCESS ANC £ INDICATE
INTRODUCTION OF MaTERIA g; A@
THROUGH RE WA NTNG TRILY
ARLA BOUNDARY WAAg yAs
- |
o DETECT ACCESS/INTROOUCTION RESPOND 10 ACCESS
JF WATERIAL THROUGH INTRODUCTION OF WAT" AL
REMAINING AREA TRAOUGH NERALRT
: BOUNDARY R s
. LA N
T108 0F UELAY SENSE » DE LAY i comamicate] JoeLar v
Aml’z') YO ALD BOUNDAR ¢ h!:m 0 ALD ASSES mEQuisT roel Jalo
CONTROLS SENSING | | PENETRATION - ASGESSMENT M ARN BE SPONSE RE 5PONSE
DELAY FROVIDE AN t
T0 AID EFFECTIVE
WELPONGE &F SPONSE
PROVIDE FOR EFFECTIVE
HESPONSE TO it
ENGAGE / [WPE DM ALARSE
THE ADVE RSARY
JPROvION Fom PROVLOE FOR .
EFFECTINE RESPONSE FEFECTIVE R SPONSE ‘?MA ANNUNC [ ATE
WITH ON-STTE FORCE WITH OFF-SITE FORCE A AL Anm
r———l— T T
——
CONFRONT
P ADVERSARY 10 RESPOND TO ON-S1TE ENGAGE ADVERSARY
h ponct LAY /PREVENY REREST FOR TO PREVENT
SABOTAG / THEF T AasTSTANCE SABOTAGE /THES 1
= . g




PERMIT ONLY AUTHOR!ZED
ACTIVITIE AND CM ITION
WITHIN PA/MAA/ YV,
e . = —
L + N - -

i I T ONLY AUTHORI 260
ACTIVITIES AND CONDITION

MITHIN THE PA

[PERmIT OMLY AUTYORIZED
ACTIVITIES AND CONDITIONS
o1 THIN THE WAR

\Y/

\%

I -

CONTROL AUTWORIZED

ACTIVITIES AND
CONDT T 1 ONS
ESTABLISH AUTHE [ TED PROVIOE PROCEDURES AND
ACTIVITIES uw CONTROLS FOR AUTHORIZED
CONDLTLOM ACTIVITIES AND CONDITIONS
PROVIDE PROCEDURE S
AND CONTROLS FOR u.'uon.i" (
ACTIVITIES AND CONDIT
(NORWAL CONDITIONS |
z;:{;x;.:mwa nESPOND TO VIOLATION MAINTALN KNOWLEDGE
ACTIVITIES AND UF PROCEDURES OF CURRENT ACTIVITIES
ORI TIONS AND CONTROLS AND CONDITIONS
i ) l = 3 L - |
PROVIDE SURVE 1L LANCE PROVIDE ESCORT COMMUNTCATE PROVIDE AN FROVIDE £ VACUATION IPROVIDE £SCON
PROCEDURE S AND COMTHROL S PROCEDURE S AND CONTROLS REQUEST FOR EFFECTIVE PROCEDURES AND CONTROLS ] JPROCEDURES AN
FOR FACILITY PERSOWNEL FOR AUTMOR] JED wISITORS RE SPONSE RE SPONSE FOR FACILITY PERSGMNEL [FOR M RGENCY
€1
4 INDICATES APPLICABILITY TO
LM CATE
REQUEST FOR
#ESPONSE
PROVIOE CONTINWUS PROVIDE CONT INUDUS PROVIDE COMMUNICATION
COMMUNICATION COMpN AT 0N “mi“. ON-SITE
BETWEEN GUARDS OM PATROL BETWELN WANNED MO OFF-SITE FORCES
AND MANNED ALARN S TATIONS ALARM STATIONS
A - b |

Figure 2-3.

A Functional Hi

10 CFR 73.45(c)



~-

S ——

RWIT OMLY AUTHORIZED
TIVITIES AND CONDITYE
1THIN THE VA

-

[PREVENT UNAUTHGR 73D
JACTIVITIES AND
[CONDT T 1ONS

I

TECT UNAUTHOR! ZE

TIVITIES AnD

—— —

LOMUNTCATE DELAY TO PROVIDE AN LAY TO BENSE UNAUTMORIJE REPORT DELAY TO ASSESS
REQUEST FOR 10 EFFECTIVE A0 PCTIVITIES AND AARN AlD AL ARM
f SPONSE SPONSE RESPONSE SENS (NG LOWDTTIONS ASSESSMENT

L L 6 4 L

106 PROCEOURES AND
TROLS FOR AUTHORIZED
IVITIES ARD COWD) T IONS
RGENCY COND]TIONS )

SPOND TO VIGATION

DELAY 10 PROYIDE AN
A0 EFFECTIVE
RESPONSE RESPONSE

#® THIS INCLUDES EMERGENCY EQUIPMENT [N THE WAA AND VA,
FQUIPMENT AND YEMICLES IN THE PA

TIPLE WAAs/ VAs

PROVIDE FOR CFFECTIVE
WESPONSE 10 § PORT
| NGAGE | (PE DR AAR®
y KSARY
1 [ ]
Ll 1 ¥
t’?l‘é?mo‘lwst TRANSHL T ANNUNC [ ATE
WiTH OFF.SITE FORCE il AL AR

| = p =

RESPOND 10 ON-S1TE ENGAGE ADVERSARY
REQUEST FOR 10 PREVENT
SABOTAGE/THEST ASSISTANCE SABOTAGE / THEF T
N & i

rarchy for Proposed Rule




{ ‘
!

= =

A -

PERMIT ONLY AUTHORI,
PLACEMENT AND MO
OF SSNM WITHIN THE

JA, e

r

ONTROL AUTHORIZED
LACEMENT AND MOVEMENT
F SSNM

1
[ ]

ESTABLISH AUTHORIZED PROVIDE PROCEDURES AND CONTROLS
PLACEMENT AND MOVEMENT FOR AUTHORIZED PLACEMENT
0F SSNM AND MOVEMENT OF SSNM
INTAIN KNOWLEDGE RESPOND TO VIOLATION DELAY
OF AUTHORIZED OF PROCCDURES TO AID
PLACEMENT AND MOVEMENT] AND CONTROL SENSING

1 [ e k
COMMUNICATE DELAY TO PROVIDE AN
REQUEST FOR ALD EFFECTIVE
RESPONSE RESPONSE RESPONSE

1

COMMUNI CATE
REQUEST FOR
RESPONSE
PROVIDE PROVIDE CONTINUQUS PROVICE CONTINUOUS PROVIDE Cf TCATION
COMMUNICAT1ON COMMUNICATION COMMUNICATION efg:E?; 62?’:‘,‘?;“'10
BETWEEN GUARDS BETWEEN GUARDS ON PATROL BETWEEN MANNED AND OFF-SITE FORCES
ON PATROL AND MANNED ALARM STATIONS ALARM STATIONS s G et
. = i 4 ol
‘—
REQUEST
OFF-S11
ASSISTS
_

Figure 2-4. A Functional Hie
10 CFR 73.45(d)




]

REVENT UNAUTHORIZED
LACEMENT AND MOVEMENT

F SSNM

I

DETECT UNAUTHORIZED
PLACEMENT AND

1

RESPOND TO UNAUTHORIZED
PLACEMENT AND MOVEMENT

MOVEMENT OF SSNM OF SSNM
1
NSE comunicATE] JoELAY PROVIDE AN
ATH REPORT gtl:;g ASSESS gequest Forl fro ato EFFECTIVE
LACEMENT ALARM ot ALARM B oo M Jisedds
MOVEMENT 5

i

X & L 1

PROVIDE FOR EFFECTIVE
RESPONSE TO

ENGAGE / IMPEDE

THE ADVERSARY

|

|

PROVIDE FOR
EFFECTIVE RESPONSE
WITH ON-SITE FORCE

i |

REPORT
ALARM
PROVIDE FOR TRANSMIT ANNUNCIATE
EFFECTIVE RESPONSE $1GNAL AL ARM
WITH OFF-SITE FORCS
o 8

- 1

CONFRONT

FORCE
ICE

ADVERSARY TO
DELAY/PREVENT
SABOTAGE / THEFT

RESPOND 10 ON-SITE
REQUEST FOR
ASSTSTANCE

ENGAGE ADVERSARY
TO PREVENT
SABOTAGE / THEFT

+ INDICATES APPLICABILITY
TO MULTIPLE MAAs

e

rarchy for Proposed

i

Rule

" W

g—




g powt
A Aae

AT
SLELT TR
e
FRONIDE oM Tt ROV CONT TS » p ¢
T ] N AT :;:"". ,‘-‘-‘ o
BLTMEEN GRS 0% VA TR0 BTN Mg WO OFF-5ITT FORES
T e B ALAES 5 THTL S 5 :
: » &
l kL
"
ll\\.’

Figure 2-5. A Functional H
10 CFR 73.45 (€

L 7







ot

R T T
NTRODUCT LN OF
MATERIAL THEN GM
A ENTRY POUTA
T
r.“ﬂ - — - —h e ——
~ R
N INTROD
- % TIRIAL
v n - £ RGEN Y

ay ' ¥ i “ An wisify

NTE 8 vEa(r Nt N (DI
19 % wTLRA EgEGENCY ¢ yENiCLs
SR “ “y £ ONNE

N AT LAY PROVIE AN N ATE £LAY POV I DE A
RO e & B Y R " Le i
# 5 ~ At N PN L1 L]

B0y 1 0 PROYICE (ONT W FROY NN I ROVIOE COMMUNICATION
oM AT N AT MU AT TN § TabiN 0N

Bf TwliN Guae BETWEEN LT U 2 B TWE TN MANNE AND P8I &

N PATRO AND WANNE D A1 Ram ~ AR STATION

Figure 2-6. A Functional Hi
10 CFR 73.45(f)




T

h
PROVIDE FOR AUTHORIZED
ACCESS AND ASSURE DETECTION
AND RESPONSE TO UNAUTHOR|ZED
PENETRATION OF THE PA f INGICATES AnPLLChb
i timimsceeiepete
ok
PROTECY AGAINGT
Arct NT R w
MR TR
WEMA LN NG PA BOUNDAR
{ 1
$% 0T ALDE NTEOD - HEAPOND TE AT MY
e wi A & ACCH NTROBUCT 1IN
" HEWA N ' MATERTAL TwROUGH REMATNOED
1t iON BOUNDAR PA NORR Y
R

REGPOND Y

1T vinlcis v ,;’.' ™ O WAy LN REPORT A e PPN AT DAY ! PROVIDE AN
B L [ ' s 7] K . RER T R 4 FEictive
w“ "‘:'“‘ WD 8 PROCE Do .' 9 ~~,f:. 4 Ram 2 " - AL A o g A - RE S50 b

v AND' CONTROL LA i '8 “ " iy 53 £ #

-
f & | et = s v A = ‘7 B v
t TN U 7 £ AN

PROVIDE F0% POV 8 o . i ) )
REFECTINE RESPOWSE FECTIVE BFCW CEUR "*'f ‘u A
WiTH OM.5IT0 FORCE Wit AR = Wi A AL ARM

| | ; & =
TR

H ‘}‘,v.:h : RESPONG 1O ON-%) T ENGAGE ADVERSA

TE F0Rcs _“.j‘u - 'TE & v OPREVEN
' L { N 5 et it 4ol

SABCTAGE T E Y

= 0 § i

rarchy for Proposed Rule

.
2-13;14

s




capability effectiveness is not complete without evaluating the per-
formance of all the capability's functions and subfunctions.

Another difference between the evaluation structure and the requ=-
lations is in the treatment of adversary strategy (stealth, force, or
deceit). 1In the requlations, adversary strategy is treated explicituiy
since it is the basis for decomposition of certain performance capa-
bilities, while in the evaluation structure, it is treated implicitly,
Because the evaluation structure is a functional decomposition of each
performance capability, adversary strategy can be treated implicitly as
it affects the system functions and subfunctions.

The structure also deviates from the regulations in that compo-
nents, e.qg., barriers, are not explicitly included because the evalu-
ation structure is a functional decomposition, and components are
viewea as means of performing the low-level system tasks.

In summary, although the evaluation structure shows clear trace-
ability to the provisions of the Upgrade Rule, it differs somewhat from
the structure of the requlations. This is primarily due to the func-
tional decumposition approach taken. For the evaluation structure, a
functional decomposition seems most advantageous. The requlations, on
the other hand, require a structure which facilitates legal enforce-
ment, so these differences are understandable.

2.2.3 Functional Hierarchy Development Example -- There is a

noticeable similarity in the decomposition process used in developing
each of the five functional hierarchies. Although there are differ-
ences in their overall objectives, in many cases the low-level system
tasks identified in the various functional hierarchies are identical,
€.9., "report a'arm." Due to these similaiities, only one functional
hierarchy, which corresponds to performance capability (b), will be
developed in this report for purposes of illustration.

To develop a functional hierarchy for a given performance capa-
bility, the functions and subfunctions which must be performed to
achieve the objective stated in the performance capability must be
identified. The objective in 10 CFR Part 73.45 paragraph (b) is

o
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PREVENT UNAUTHORIZED ACCESS OF PERSONS AND INTRODUCTION
OF MATERIAL INTO MATERIAL ACCESS AREAS AND VITAL AREAS*

The functional hierarchy shown in Figure 2-2 was developed by suc=
cessively decomposing the above objective for an MAA into the functions
and subfunctions necessary to achieve that objective. The functional
decemposition of this objective for the VA is not expected to differ
from that developed for the MAA, so the functional hierarchy for this
performance capability will be developed only for the MAA., Note the

applicabiiity of this hierarchy to multiple MAAs and VAs.

The first step in the decomposition of the above objective is to
identify those functions which are required to prevent unauthorized
asccess and introduction of material into the MAA. To do this, it is
necessary to ask how an adversary might gain access or introduce mate-
rial into the MAA. There are two ways i1 which this can be accom=
plished: (1) through an entry portal or (2) through the remaining MAA

- e e B L e e e B e e _-1
]
:
|
:
1

boundary, €.g9., wall, window, etc. Tmerefore, in order to prevent
unauthorized access or introduction of material into the MAA, the

following broadly defined system functions must be performed:

1. CONTROL ACCESS AND INTRODUCTION OF MATERIAL THROUGH THE

AREA ENTRY PORTALS.
2 DENY ACCESS AND INTRODUCTION OF MATERIAL THROUGH THE

REMAINING AREA BOUNDARY.

The corresponding fragment of Figure 2-2 is shown below.

:

. PREVEN| (NAUTHORIZED
ACCESS OF PERSONS AND

INTRODUCTION OF

FATERTAL INTO MAA/VA

E <

i ) 1 ! i
PREVENT UNAUTHORIZED PREVENT UMAUTHORIZED
ACCESS OF PERSONS ACCESS OF PERSONS
AND INTRODUCTION AND INTRODUCTION OF
OF MATERIAL INTO MAA MATERIAL INTO VA
. |
CONTROL ACCESS DENY ACCESS AND

r

| AND INTRODUCTION OF INTRODUCTION OF MATERIAL

' MATERIAL THROUGH AREA 2| THROUGH REMAINING SYSTEM FUNCTIONS
} ENTRY PORTALS AREA BOUNDARY

|

I

-—
.

| ¥

| The version of the Upgrade Rule for which the evaluation struc-

L ture was developed did not include vehicles in the performance capa-
bility statement; however, the final version does include them.

2-16




T W, I Waa

T TS .

- o  Z  ——

E e a2 )

Each of these two system functions must be further decomposed into
its respective constituent subfunctions. 1In order for system function
1 to be comprehensively performed, personnel access and the introduc-
tion of material must be controlled under both normal and emergency

conditions. Thus, the following Level 1 (L1) subfunctions* must be
performed:

1,L1.1 CONTROL ACCESS AND INTRODUCTION OF MATERIAL THROUGH
THE AREA ENTRY PORTALS UNDER NORMAL CONDITIONS.

1.L1.2 CONTROL ACCESS AND INTRODUCTION OF MATERIAL THROUGH
AREA ENTRY PORTALS UNDER EMERGENCY CONDITIONS.

This decomposition is shown below.

CONTROL ACCESS

ARD INTRODUCTION OF
MATERIAL THROUGH AREA
ENTRY PORTALS

SYSTEM FUNCTION 1

CONTROL ACCESS/INTRODUCTION CONTROL ACCESS/INTRODUCTION

111 OF MATERIAL THROUGH 2 5 | OF MATERIAL THROUGH LEVEL 1

LA LHARER ENTRY PORTALS LL1.2L apea EXTRY PORTALS SUBFUNCTIONS
{NORMAL CONDITIONS) (EMERGENCY CONDITIONS)

First, the system smubfunctions for controlling personnel access
and introduction of material under normal conditions will be con-
sidered. There are three ways in which an adversary might defeat the
controls cn access and introduction of material: (1) authorization for
personnel or material admittance may actually be obtained by the adver-
sary, (2) the adversary may attempt to gain admittance using false cre-
dentials or introduce contraband on his person or under the guise of
authorized material, or (3) the adversary may attempt access or intro-
duction uf material by force. Therefore, in order to control personnel
access and introduction of material under normal conditions, the fol=-
lowing two Level 2 (L2) subfunctions are identified:

1.L2.1 PROVIDE ADMITTANCE AUTHORIZATION.
1.L2.2 PROVIDE PROCEDURES AND CONTROLS FO" ATCESS AND
INTRODUCTION OF MATERIAL.

'Note that each box within the hierarchy will be labeled with a
mnemonic such as 1.L1.2. The first digit refers to the function num-
ber, the alphanumeric L1 refers to subfunction Level 1, and the final
digit indicates the number of the subfunction or low-level task in the
level indicated.
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The corresponding hierarchy segment appears below.

CONTROL ACCESS/INTRODUCT]

1.1 OF MATERIAL THROUGH LEVEL 1

++0 T AAREA ENTRY PORTALS SUBFUNCTION
(

NORMAL CONDITIONS)

PROVIDE PROCEDURES AND

PROVIDE , JcontRoLs FoR AcceSs/ LEVEL 2 SUBFUNCTIONS
Liz.1 ADMITTANCE 1.L2.2 [INTROGUCTION OF MATERIAL]  AND LOW-LEVEL TASKS
AUTHORIZATION {NORMAL CONDITIONS)

2

The symbol, L, which appears under the Provide Admittance Authori-
zation block identifies this as a low-level system task for which
components to perform that task, i.e., provide admittance authoriza-
tion, can be identified. 1In this particular case, the subfunction is
actually a low-level task, and so no further decomposition of 1l.L2.1 is

ne-essary.

System subfunction 1.L2.2 can be further decomposed. In order to
perform this subfunction, procedures and controls must be instituted
for personnel entering the areca and for any material they might be
carrying. Procedures and controls must also be provided for any mate-
rial deliveries to the area. Thus, the following Level 3 (L3) sub
func tions form the next level of the hierarchy:

1.L3.1 PROVIDE PRCCEDURES AND CONTROLS FOR PERSONNEL.
1.%.3.2 PROVIDE PROCEDURES AND CONTROLS FOR MATERIAL.

This decomposition 1s shown below.

ONTROLS FOR ACTESS/
INTRODUCTION OF MATERIAU

ROVIDE PROCEDURES AND
1.L2.2
(NORMAL CONDITIONS)

PROVIDE PROCEDURES PROVIDE PROCEDURES LEVEL 3
1.L3.1 AND CONTROLS FOR 113.2 AND CONTROLS FOR SUBFUNCT IONS
PERSONNEL MATERIAL PSSt

R b e



From Fiqure 2-2 of the complete hierarchy for performance capa-
bility (b), it can be seen that the decompositions for 1.L3.1 and
1.L3.2 are similar. Therefore, only the 1.L3.1 subfunction will be
further decomposed.

In order to prevent an advers :v from defeating these procedures,
the physical protection system must first be able to detect any at-
tempts to gain access to the area using false credentials, i.e., either
authorization or identificat® Also, any attempts by an adversary to
introduce contraband into che area must be detected. Detection, how-
ever, is not sufficient. If such an attempt is detected or if forced
entry is attempted, a response to violations of procedures and controls
is necessary to render the attempt ineffective. Thus, the decomposi-
tion of L3.1 yields three Level 4 subfunctions, as shown below.

PROVIDE PROCEDURES

1.L3.1] AND CONTROLS FOR LEVEL 3

MATSRIAL SUBFUNCTION
RESPOND TO
Lra. 1| vERiFY . DETECT VIOLATION OF | LEVEL 4 SUBFUNCTIONS
L& T AiTHORIZATION LE4.Z1 CONTRABAND 1L 3] pROCEDURES AND LON-LEVEL TASKS
AND CONTROLS

i 1

Note that 1.L4.1 and 1.L4.2 are low-level .ystem tasks and need no
further decomposition. There still remaii s one subfunction, 1.L4.3,
which must be decomposed further.

To ensure a successful response, as required in subfunction
1.74.3, there are several requirements. First, if access control per-
sonnel require assistance from security personnel, an effective means
of communication must be available. Given a request for response force
assistance, the physical protection system must provide a timely re-
sponse. A timely response reflects a close interaction between the
delay of adversary access provided by the system and the ability of the
response force to arrive within that delay time. This interaction is
shown in the following figure.
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RESPONU TO

1.14.3 VIOLATION OF LEVEL 4
i PROCEDURES SUBFUNCTION
AND CONTROLS

]
A |

COMMUNICATE DELAY PROVIDE AN LEVEL 5
1.U5.1 ] REQUEST FOR 1.15,2 T0 AlD 1.48:3 EFFECTIVE SUBFUNCTIONS AND
RESPONSE #ESPONSE RESPONSE LOW-LEVEL TASKS

=

Subfunction 1.L5.2 is identified as a low-level system task.
There are now two Level 5 subfunctions which require further decompo-
sition. First, the communication subsystem (subfunction 1.L5.1) will
be decomposed. 1In order to ensure effective communication, several
different lines of communication must be available. Guards (response
force personnel) on patrol must be able to communicate with each other
should this level of assistance be required. These personnel also
should be able to readily communicate with the manned alarm stations
since this is where response decisions and commands will usually origi-
nate. There should also be continuous communication between the
Central and Secondary Alarm Stations (CAS and SAS) for assistance of
receipt of information and of response effort. Finally, if the threat
is such that off-site response force assistance is required, there must

be provisions for communication with local law enforcement officers.
This decomposition is shown below.

COMMUN] CATE
MIET LEVEL 5
1.15.1]  REQUEST FoR L
RESAORSE SUBFUN"TION
LEVEL 6
. DW-LEVEL TASK

PROVIDE PROVIDE CONT INUOUS PROVIDE CONTINUOUS
16.1] Ccomumicarion | | coMNICATION L e.a] commmicaTion oy gn?vwg consu:xwum
(A8 1Y seTween Guaros | 1-L6-2RaeTuren Guars on paTRoL L6-31  BETWEEN MANNED | g s B

ON PATROL AND MANNED ALARM STATIONS ALARM STATIONS AND OFF-SITE FORCES

% i B o i

These are all low-level tarcks, so further decomposition is unnecessary.

Subfunction 1.L5.3 must now be decomposed. To ensure that an
effective response can be provided over a wide range of adversary
threats, provisions must be made for both an effective on-site and

off-site response. This decomposition is shown on the following page.



PROVIDE FOR EFFECTIVE
| 1s.2] RESPONSE TO LEVEL 5
5. 21 ENGAGE/ IMPEDE SUBFUNCT1ON
THE ADVERSARY
PROVIDE FOR PROVIDE FOR S
1.06.5 ] EFFECTIVE RESPONSE 1.16.6 | EFFECTIVE RESPONSE | o LeVle Voo
WITH ON-SITE FORCE WITH OFF-SITE FoRCE | SUBFUNC

Each of these subfunctions can be decomposed cne level further. For
an effective response by the on-site force, first of all, adequate
provisions for rejuesting off-site response force assistance must be
available if such a request should become necessary. Second, the on=
site response force must have the ability to successfully engage the
adversary either to delay until off-site assistance can arrive or to

actually defeat the adversary.

For an effective off-site response, adequate provisions must be
available for responding to a facility's request for assistance. Upon
arriving at the site, the off-site response force must be capable of
defeating the adversary. This last decomposition level is shown below.
Note that only low-level tasks remain and so further decomposition is

not required.

PROVIDE FOR EFFECTIVE
| sz | RESPoNsE 10
5.2 | ENGAGE/TWPEDE
THE ADVERSARY
PROVIOE FOR PROVIDE FOR
1.16.5| EFFECTIVE RESPONSE 1.16.6 | EFFECTIVE RE: “ONSE
WITH ON-SITE FORCE WITH OFF-SITE FORCE
REQUEST ﬁg:;:?:;v » RESPC(D TO ON-SITE ENGAGE ADVERSARY ity
OFF-SITE FORCE ey g REQUEST FOR TO PREVENT .. -
ASSISTANCE Ly g ASSISTANCE SABOTAGE/THEFT

4 2 5 L e

This completes the hierarchy development for subfunction L1.1, A
functional decomposition of subfunction L1.2 will now be presented.
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The subfunctions necessary to control access and introduction of
material under emergency conditions are somewhat similar to those
required during normal conditions in that some means of detecting and
responding to unauthorized attempts to gain access to the area and/or
introduce contraband must be provided. Emergency conditions pose
significant problems to the physical protection system since controls
or personnel access and introduction of material will usually be mini-
mal. In most cases, medical, fire, or other emergency personnel who
are not usuaily authorized to access the MAA will require hasty admit-
tance. Thus, controlling personnel access and introduction of material
is limited to verifying with the security entry-control personnel that
emergency perscnnel were authorized to enter the facility and providing
an effective response if any violations occur. This decomposition is
shown below.

CONTROL ACCESS/INTRODUCTION
OF MATERIAL THROUGH LEVEL 1

AREA ENTRY PORTALS SUBFUNCTION
(EMERGENCY CONDITIONS)

leb1,2

RESPOND TO
e :;‘:;:VD:UINORII[D 1.12.4 VIOLATION OFf LEVEL 2 SUBFUNCTIORS
s dds L PROCEDURES AND LOW-LEVEL TASKS
EMERGENCY PERSONNEL AND CONTROLS

4

Note thut 1.L2.3 is a low-level system task and, so, further decom-
position is not reguired. The response subfunction 1.L2.4 will not be
deco.posed here since the subfunctions and low-level system tasks
recuired to perform the response subfunction will be the same for
wormal and emergency conditions.

This completes a functional decomposition of the entire left side
of Figure 2-2 for the system function CONTROL ACCESS AND INTRODUCTION
OF MATERIAL THROUGH AREA ENTRY PORTALS.

System function 2, which appears on the right side of Figure 2-2,
will now be decomposed.

There is a noticeable similarity between the subfunctions required
to perform these system functions. Namely, the physical protection



system must ensure detection of and response to the adversary threat.
The resulting decomposition is shown below.

DENY ACCESS AND
INTRODUCTION OF MATERIA

THAOUGH REMAIRING SYSTEM FUNCTION

AREA BOUNDARY
DETECT ACCESS/INTRODUCTION | respowo 1o Access/
OF MATERIAL THROUGH 22,21 INTRODUCTION OF MATERIAL LEVEL 1
ZLL 1L peMAINING AREA L2, THROUGH REMAINING SUBFUNCT 1ONS
BOUNDARY AREA BOUNDARY

Again the decomposition of the response subfunction is expected to be
the same as that for sys“em function 1, so, it is not included here.

The detection subfunction in system function 2 shown on the right
side of the hierarchy in Figure 2-2 does require a different set of
subfunctions and low-level tasks from those previously identified for
detection in system function 1. This is due mainly to the type of
detection that is required at the entry-control portals. Either an
attempt is made to gain access by force or by feigning authorized
access. In either of these two cases, the detection subfunction is
heavily dependent on entry-control personnel and procedures. On the
other hand, detection of attempts to gain access or introduce material
through the remaining MAA boundary, e.g., a window, will rely primarily
on electromechanical components. There may also be a guard patrol
which senses the intrusion; however, in both of these cases, sensing
the intrusion is not sufficient to ensure detection.

First, detection by some periodic means, e.qg., a CCTV camera which
scans an entire room a section at a time or a guard patrol which goes
around a building once in an hour, will be considered. 1In this case,
sensing of an intrusion will not occur unless there is sufficient delay
to allow the sensor (equipment or personnel) to ccver the point of
intrusion during that time. For example, if it takes the adversary 10
minutes to pick a door lock and it takes the quard 30 minutes to patrol
that building, then the adversary can begin the intrusion process once
the guard has passed. By the time the guard returns to that point, the
intrusion will be complete without signs of entry. This illustrates
the time interaction between the sensing and delay tasks.
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In the other case, in which sensing is not periodic, the delay
task does not play a part in ensuring that the intrusion is senged.
Because the detection subsystem must be effective over a wide range of
conditions, its decomposition reflects the case in which delay is
necessary. Two interrelated tasks have been identified in this decom-
position thus far:

2.L2.1 DELAY TO AID SENSING
2.L2,2 SENSE BOUNDARY PENETRATION

Sensing of an intrusion by either electromechanical or human
means, however, is not sufficient to ensure detection. The alarm must
be reported by either electronic means or by personnel who have sensed
the intrusion. These factors alone still do not constitute detection.
Because the incidence of false alarms is a possibility, assessment must
also take place. Assessment is s milar to sensing by periodic means in
that sufficient delay must be provided to detain the adversary long
enough to verify that a valid alarm has been received and to obtain
sufficient information to initiate an appropriate response.

The resulting decomposition for the detection subfunction 2.L1.1
is shown below.

DETECT ACCESS/INTRODUCTION
OF MATERIAL THROUGH

HEMAINING AREA
BOUNDARY
| |
DELAY SENSE DELAY '
0 ALD BOUNDARY :::2:‘ 10 AlD 232;;'
SENSING PENETRAT 1ON ASSESSMENT

e gt

Note from the above that only one subfunction requires further decom-
position, 2.L2.3. The other subfunctions have been defined in suffi-
cient detail to permit identification of components for achieving the
desired subfunction performance.

The final step in this decomposition requires the identification
of low-level tasks which are necessary to ensure that an alarm 1is
reported. In the case of a human sensor, this decomposition is not






Table 2-1

Component
Ef fectiveness Test
Questionnaires

1. Admittance Authorization Criteria and Schedules
2. Admittance Authorization/Verification
3. Air and Utility Inlet Barriers
4. Annunciation Systems--Comnuter-Assisted Annunciation, Individual
Alarm Annunciation, Muitiplex Alarm Annunciation
5. Area Zoning
6. Balanced Magnetic Switches
7. Breakwire Systems (Foil Strip and Grid Wire)
8. Buried Line Sensors--Seismic-Magnetic Cable, Geophone String,
Piezoelectric Button String
9. Capacitance Alarms
10. CCTV Monitoring/Surveillance
11. CCTV Systems
12, Central and Secondary Alarm Stations
13. Closeout Inspection by a Third Party
14. Coded Credential Systems--Active Electronic, Electric Magnetic
Coded, Magnetic-Stripe Coded, Metallic-Strip Coded, Optical
Coded, Passive Electronic
15, Commercial Telephone System
16. Contingency Plan and Procedures
17. Controlled Security Lighting
18. Data Link via Radio Frequency
19, Direct-Line Telephone/Intercom
20. Direct Monitoring/Surveillance
21. Doors and Associated Hardware
22. Duress Alarms
23. Electric Field Fence (E-Field) Systems
24. Electret Cable and Tilt Switch Fence Sensors
25. Emergency Access/Egress
26. Emergency Battery System (EBS)
27. Emergency Evacuation Procedures
28. FEmergency Exits
29. Emergency Generator Systems (EGS)
30. Equipment Checks/Maintenance
31. Escort
32. Explosives Detector--Hand-Held, Package Search
33. Explosives Detector--Hand-Held, Personnel fearch
34. Fxplosives Detoactor--iland-Held, Vehicle Search
35. Explosives Detector--Volume
36. Explosives Detector--Walkthrough
37. Fence Systems
38. Floors
39. Functional Zoning
40. Gates and Associated Hardware
41. Guard Force Personal Equipment
42. Guard Force Qualification
43, Guard Patrols/Intervention
44, Guard Post Assignment
45. Hard-Wire Video Systems
46. Infrared Beam Systems, Exterior
47. Interfaces Between Alarm Station and Sensors--Individual Hard-Wire
Alarms, Multiplexed Hard-Wire Alarms, Hard-Wire Command Signals
48. Design Feature: Isolation Zones
49. K9 Package Search
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50.
51.

53.
5‘.
55.
56.
57.

58.
59.
60.
61.
62.
63.
6"

65.
66.

67.
68,
69.
70.
71.
72.
T3
74.
75.
76.
17,
78.
79
80.
81,
82.
83.
84.
85.
86.
87.
88.
89.
90.
91l.
92.
93.
94.
95.

97.

Table 2-1 (Continued)

K9 Vehicle Search

Local Audible/Visible Alarms

Locks (Key Locks, Keyless Locks)

Manual Alarm Recording

Master (Fixed) Radio

Microwave Systems--Exterior

Mobile Radio

Mo*ion Detectors--Infrared Systems, Interior; Microwave Systems,
Interior; Ultrasonic and Sonic Systems

Multiman Rule

Night Vision Devices (Goggles, Scopes)

Package Search--Visual ‘Inspection

Pat-Down Search

Personal Identification Numbers/Passwords

Photo Identification Badges

Physical Controls and Procedures for Keys, Locks, Combinations,
and Cipher Systems

Portable Radios

Positive Personnel Identification--Fingerprint, Handwriting, Hand
Geometry, Voice Print

Response Vehicles

Roof

Sally Ports, Pedestrian

Sally Ports, Vehicular

Shielding Detector--Yolume

Shielding Detector--Walkthrotv h

SNM Containers

SNM Detectors-~-Hand-Held, Package Search

SNM Detectors--Hand-Held, Personnel Search

SNE Detectors--Volume

SNM Detectors--Walkthrough

SNM Holding/Storage Areas

SNM Identification/Authorisation Procedures

SNM Ligquid and Solid Waste Handling Procedures

SNM Scrap Removal Procedures

SNM Shipping and Receiving Procedures

Tamper-Indicating Circuitry

Tamper-Indicating Seals and Tamper Seal Inspections

Team Zoning

Uninterruptible Power Systems (UPS)

Vaults

Vehicle Search--Visual Inspection

Vibration Sensors

Walls

Weapons (Handguns, Shotgquns, Semiautomatics)

Weapons Detector--Hand-Held, Package Search

Weapons Detector--Hand-Held, Personnel Search

Weapons Detector--Volume

Weapons Detector--Walkthrough

Windows and Associated Hardware

X-Ray Package/Container Search
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feasible measures for performing the matrix task. The dots which are
placed at the intersection of the rows and columns indicate potential
components for achieving a particular performance characteristic.
Figure 2-7 provides an illustration of these concepts. From this fig-
ure, the licensee could select from the following list of components to
sense bou dary penetration at the MAA wall:

1. Interior microwave systems,
2. Ultrasonic and sonic systens,
3. Interior infrared systems,

4., CCTV systems,

5. Breakwire systems,

6. Vibration sensors, or

7. Guard patrols.

Given this choice of components, the licensee may select one or several
of these components to use in combination to sense boundary penetration
at the MAA wall within the constraints imposed by his individual facil-
ity.

2.4 Component Effectiveness Test Questionnaires

! 2.4.1 Overview -~ A set of effectiveness test questionnaires
(ETQs) wes developed for 97 generic components (equipment, design
features, and procedures) which the NRC staff considers suitable for
inclusion in a physical protection syscem. These components are listed
in Table 2-1. The gquestionnaires provided in Volume II are designed to

I

|

} provide a mecthod by which individual component performance can be

[ measured in a consistent manner when applied by the licensee in the
|

design phase and by the NRC in the licensing and inspection phases.

2.4.2 Effectiveness Test Questionnaire Development -- Component

performance is highly dependent upon many facters and contingencies.
However, experience gained through extensive hardware testing supported
by DOE at Sandia Laboratories has provided principles and guidelines
for proper component selection and utilization. While the employment
of such quidelines does not guarantee satisfactory performance, it
seems reasonacle to assume that performance is a direct function of
adherence to these quidelines. With this in mind, ETQs which address
factors deemed important to performance were developed, under joint

NRC/DOE sponsorship, for the 97 generic types of components listed in
Table 2-1.
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Component Selection Matrix for Intrusion Sensing
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Another facet of this problem is the need for some means of mea-
suring component performance. At best, componeat performance evalu-
ation is a difficult task. In addition to the complexity involved, a
certain degree of subjectivity further complicates evaluation of com-
ponent performance. This subjectivity is due to several factors,
including the inability to measure component performance during the
design stage and also the inability to quantify certain perfo: ‘ance
measures, The ETQs which were developed facilitate the evaluation task

by providing a framework for component performarce evaluation within
these constraints.

Questionnaire Content. Effectiveness test questionaires were
developed for aquipment, design features, and procedures. The ques-
tions in the equipment and design feature ETQs are based largely on
vxperience gained from DOE's physical protection R&D program at Sandia

Laboratories. The performance factors addressed in these question-
naires include the following:

l. Ffite conditions such as terrain features, structures in a
sensing area, etc.

2. Environmental conditions which include natural conditions,
€.9., wind, lighting, extceme cold, presence of wildlife,
and manmade conditions, e.q., electromagnetic interference,
ventilation, and heatinj equipment noise, etec.

3. Installation ccuasiderations such as mounting procedures for

sensors on a fence, wiring techniques for capacitance alarms,
et\- -
4. Operation and maintenance considerations which include pre-

ventive maintenance schedules, criteria for setting sensor
sensitivity levels, etc.

5. Reliability factors such as self-test capability, emergency
power supply, availability of spare parts, etc.

6. Vulnerability aspects which treat the equipment's suscep-
tibility to circumvention, tamper protection, etc.

The development of ETQs for procedures posed some difficulty in
that very little analysis of physical protection procedures has been
performed. Thus, there were no formal quidelines for procedures other
than some rather general information in NRC regulatory guides. The
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ETQs that were finally developed for procedures included the following
type of information:

l. General performance conditions which include the more general
factors pertaining to the implementation of the procedure,
e.9., the means by which an emergency would be verified.

2. Site conditions such as questions pertaining to the size and

fanction of the area in which monitoring will take place.
3. Training and proficiency levels which treat the instruction of

personnel or animals performing a procedure, proficiency tests
utilized and the frequency of testing and retraining in cases
such as those in which dogs are used for explosives detection
in vehiclie searches.

4. Reliability factors such as length of duty assignments, opera-
tional testing to determine procedure effectiveness, double~-

checks on procedure verformarce, etc.
5. VYulnerability aspects which treat such factors as the proce-

dure's susceptibility to circumvention, susceptibility to
collusion, etc.

The ETQs, which consist of guestions designed to address perfor-
mance factors within the categories just listed, were developed to
cover various adversary contingencies. The adversary strateqgy is
treat _d implicitly in these questionnaires. For example, tamper pro-
tection i3 addressed to treat attempts by insiders or outsiders to
surreptitiously disable the equipment. Another example is enclosure of
a lock case and bolt mechanism to protect against forcible defeat of
the lock.

Another feature of the component ETQs is the ability to treat the
performance of a subcomponent withir he ETQ of another component whose
performance is affected by the performance of the subcomponent. For
example, the following question is taken from a sensor questionnaire:

I1f tamper protection will be employed, what will be the per-

formance level of the tamper-indicating circuitry? (To aid

performance estimation, refer to the questionnaire on tamper-
indicating circuitry.)

In order to adequately describe the performance of the sensor, it is

necessary to incorporate the performance of the subcomponent, in this
case, the tamper-indicating circuitry. Other questionnaires for which
subcomponent performance must be considered include those dealing with
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doors whose performance depends in part on the locks, CCTV monitoring
and surveillance equipment whose performance incorporates that of con- _
trolled security lighting, and equipment whose performance is dependent :
on the performance of the emergency power scurce used in case of power |
failure.

Questionnaire Format. In developing these component question=-

naires, consideration was given to several areas to ensure practica=
bility. First, efforts were made to provide completeness in addressing
all essential factors which affect performance., Attempts were also
made to eliminate redundancy in the consideration of performance fac-
tors. In addition, efforts were made to minimize the number of Jues-
tions in an ETQ.

To reduce ambiguity and to facilitate the aggregation of responses
into a measure of component effectiveness, the question responses are
presented in a multiple-choice format in descending order of prefer=~
ence. This response forma* attempts to minimize the subjectivity which
is inherent in this type of evaluation where judgements by knowledge-
able individuals play a major role. With this in mind, each specific
response scale was designed to have tne following properties: '

+ Comprehensiveness: The score on the scale should adequately
refiect the component performance relative to the factor in
question. The scale should be applicable in most situations
and for most adversary actions.

* Operational: The scales should minimize ambiguity by providing
(1) a sufficient number of possible responses to discriminate
between most situations and (2) meaninaful and concise scale
point definitions that include examples for each point on the
scale and should use specific quantitative units where possi-
ble.

. Linearitz: Preferences over the scale responses were assumed
to be linear to facilitate the agqregation of responses. If
two responses are almost equally desirable, they are presented
as alternatives having the same value on the scale.

In summary, the question response format which was adopted for the
component ETQs should enhance the licensee's ability to select and
effectively implement components to perform the physical protection

j —— TrmT—— i T S R R I N R I N IR N RN s .,
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system tasks identified at the lowest level of the functional hierar-
chies. 1In addition, this format will facilitate component performance
evaluation.

2.5 System Effectiveness Test Questionnaires

The design guidance products requested by the NRC did not include
system effectiveness test questionnaires. However, as the evaluation
methodology discussed in Chapter 3 evolved, the need for additional
ETOs to address the effectiveness of multiple component systems and the
interactions among various system functions and subfunctions became
apparent. Although the need for these ETQs was recognized as a result
of the evaluation methodology development, they are equally necessary
to provide comprehensive design guidance to licensees.

Certain svatem ETOs are needed to evaluate the effectiveness of
combinations of components with respect to their ability to perform a
given system task. These ETQs provide a means of selecting an approach
for aggregating the individual component scores into an overall score
for the multicomponent system's ability to perform the associated task.
The selection of the agyregation approach is based on how effectively
the individual components are combined. The effectiveness of the com-
bination depends on various factors such as environmental conditions
which could simultaneously affect the component's operational incom-
patibilities and mutual tamper protection.

Other system ETQs were required to address functional and dynamic
interactions of various system functions and subfunctions. For exam-
ple, to determine the effectiveness of the assessment subfunction, it
is necessary to address the interaction between assessment and delay.
The primary factor affecting this interaction is time. Therefore, the
system ETQ must provide some means of correlating the delay and assess-
ment times. A similar interaction occurs between delay and sensing
when the latter performed periodically and between delay and response.

A limited number of system ETQs were developed under the current
program. These questionnaires, which are included in Volume II of this
report, treat the alarm assessment system, alarm reporting system, com=-
munication system, and penetration sensing system.
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CHAPTER 3

EVALUATION METHODOLOGY

This chapter describes the development of a logical, comprehen=-
sive, and practical method of evaluating physical protection system
performance for each of the capabilities specified in the fixed-site
Upgrade Rule, 10 CFR Part 73.45

3.1 Overview

The evaluation methodoloqy describad in this chapter utilizes
probability theory to derive logical forms of component and system
performance measures and employs multiattribute utility theory to
aggregate these measures, many of which are assessed subjectively, into
a single overall performance score. The methodology is unified by a
structure which provides clear traceability to the Upgrade Rule re-
quirements. This evaluation structure consists of a set of hierarchies
developed from a functional decomposition of each of the five perfor-
mance capabilities specified in the Upgrade Rule.

Each functional hierarchy, shown in Figures 2-2 through 2-6, is
headed by one of the performance capabilities, which is considered an
objective. Each objective is partitioned into the system functions
necessary for the operation of the system. This functional decomposi-
tion is continued until a task for a generic-type component can be
identified. This task is the lowest level in the hierarchy and is
called a low-level system task. A partial development of a functional
hierarchy is illustrated in Figure 3-1. Since the same low-level task

may be performed by different components at different locations, e.q.,
sense boundary penetration at fences, emergency exits, windows, etc.,
further constraints, called performance characteristic;, may be imposed
for component selection. At this point, an overall measure of perfor-
mance, or score, based on an evaluator's responses to component ETQs is

assigned to the component selected.

Once each component has received a score, the scores for those

components that address individual performance characteristics must be st
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aggregated to arrive at a single score for the appropriate low-level
system task. In order to determine the scores for other levels of the

hierarchy, the scores for low-level system tasks are combined into
system subfunction scores, which are then aggregated into system func-
tion scores, and, finally, into an overall score for each performance
capability. Therefore, five aggregations must be made using individual
schemes that reflect the numerous questions, components, tasks, sub-
functions, and functions,

3.2 Component Performance Evaluation

R R S ——— e e e B

The objective of the compcnent performance evaluation methodology
is to synthesize responses to individual questions from an ETQ into a
meaningful overall measure of expected performance. The iritial method
of evaluation developed was theoretically oriented and, while it estab-
lished a logical foundation for the methodology, its implementation
proved prohibitive within the current scope of the program. Subse-
quently, modifications to the methodology were developed to facilitate
implemer*ation. The evaluation methodoloay development is discussed in
the following sections. The functions used in the evaluation method
are derived in Appendix A.

3.2.1 Methodology -- The initial evaluation method provided a
logical basis for structuring questionnaires, for scoring individual
question responses, and for aggregating question scores into a measure
of component performance. Aprlicat.on of the methodology to an ETQ
consisted of the following four steps:

1. Structure “*he questionnaire for aggreqgation,

2, Assign a weight to each question,

3. Assign a value to each question response, and

4, Assign aggregation rules and compute an overall score based on
guestion responses.

The followina ETQ for the Hard-Wire Video System will be used to
illustrate each of these four steps and to describe the results ob-
tained by their application.



HARD-WIRE VIDEO SYSTEM

EFFECTIVENESS TEST

FUNCTION
The function of the hard-wire video will be to provide a means to
transmit information from a remote video camera to t.e local video
monitor.

CONDITIONS

Environmental Conditions

1. What means of lightning protection will be provided for the video
cable?

2. If electromagnetic interference (EMI) sources are expected to be
nearby, what will be done to minimize their effect on signal
transnission?

3. Will all exterior connections be sealed from moisture?

4. Will messenger wires be used to support aerial cable runs?

Performance Conditions

Operation

5. Will impedance mismatching between video cable and equipment be
minimized to avoid ghost images on monitors?

6. If excessive signal losses due to impedance matching transformers,
isolation transformers, and/or long cable length cause unsatisfac-
tory monitor pictures, will video equalizers and/or line ampli-
fiers be utilized?

Maintenance

7. Will preventive maintenance be performed on a schedule supported
by mean-time-between-failure (MTBF) data?

Reliability

8. If line amplifiers are used, what type of emergency power system
(EPS) will be employed in the event that normal power is lost?

9. What will be the level of emergency power system (EPS) perfor-
mance? (Te aid performance estimation, refer to the questionnaire
on the specific EPS.)

} 10. In the event of normal power failure (accidental or intentional),
how much time will be required to restore video cable operation?

3-4



HARD-WIRE VIDEO SYSTEM

Vulnerabil..ies

11. Will tne video transmission system bc completely contained within
the protected area?

12. 1If tamper protection will be employed, what wi'l be the level of
performance of the tamper-indicating circuitry associated with the
video cable? (To aid performance estimation, refer to the ques-
tionnaire on tamper-indicating circuitry.)
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HARD-WIRE VIDEO SYSTEM

ANSV:ZRS

CONDITIONS

Environmental Conditions

Y. -3,

b.

Ca
d-

1. Equipment will be enclosed in a grounded metal enclosure
(Paraday shield). Generally acceptable approximations are
well-bonded all-metal structures or buildings, and con-
crete structures or buildings with all rebar and metal
sheathing, including roof and floor, bonded, and

2. All conductors penetrating the structure (plumbing, con-
duit, cable shields, etc.) will be bonded to an entry
panel, which in turn will be bonded to the stracture
(Faraday-type) shield and a good ground, and

3. At the entry panel, primary surge arresters, e.g., gas-
filled spark gaps, will be connectced between each cable
conductor and ground, and

4. 1If solid state electronic or other equipment sensitive to
short-time over-voltage is to be protectec, then secondary
surge protection, e.g., silicon junction avalanche devices
or metal oxide varistors, will be connected at the equip-
ment between each cable conductor and ground. Sufficient
circuit delays are necessary to permit the primary surge
protection to function.

All of the above except 1, plus properly installed and ground-

ed lightning rods.

Only 2. and 3. or, if sensitive equipment, only 2. and 4.

Only 2.

Either EMI is not expected to be a problem, or shielded,
balanced line transmission employing balanced line isolation
transformers at each end of the line will be used.

Shielded, unbalanced line with an isolation transformer at one
end of the line will be used.

Shielded, unbalanced line will be used.

Yes.
No.

Yes, or messenger wire is not neede. (e.g., cable will be
installed in unde.ground conduit).
NOD

Performance Conditions

Operaticn
5. a. VYes.
b. No,
6. a. Yes, or signal losses will not be excessive.

b.

No.



HARD-WIRE VIDEQ SYSTEM
Maintenance
7. '‘a. Yes.
b. No.
Reliability
8. a. Either power is not required for operation or uninterruptible
power system.
b. Emergency battery system.
c. Emergency generator system.
d. None (will be flagged for performance downgrade).
9. a. 0.8 to 1.0, or power will not be required for operation.
: bl 0.6 to 0.8.
i c. 0.4 to 0.6.
: d. Less than 0.4
: 10. a. Less than 5 seconds, or will not be required for operation.
- b. From 5 seconds to 1 minute.
1 c. From 1 t> 5 minutes.
‘ d. More than 5 minutes.
¢
| Vulnerabilities
i
: 11. a. Yes.,
I b. No.
12, a. 0.8 to 1l.0.
! bs 0.6 to 0.8,
' e 0.4 to 0.6.
d. Less than 0.4, or tamper protection will not be employed.
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Step l: Structure the Questionnaire. Each question in an ETQ

addresses a factor which impacts component performance.

The construc-
tion of a simple fault tree that relates each factor to component

failure modes allows the question responses to be logically aggregated
to arrive at an overall score for component performance. A possible
fault tree for the Hard-Wire Video System ETQ is shown in Figure 3-2.
The numbers shown in the boxes in this figure correspond to question

numbers in the sample ETQ.

VIDEO
TRANSMISSION
FAILURE

A

0

VIDED NOT
TRANSMITTED

0

1

VIDEO
TRANSMISS ION
UNSATISFACTORY

0

) . = 4 L K
CABLE EQUIPMENT HIGH-FREQUENCY IMPEDANCE
FAILURE TAMPERING LOSSES MISMATCH
11,12 6 5
Q ELECTROMAGNET IC
— 1 INTERFERENCE
2
LIGHTNING LINE AMPLIFIER
DAMAGE FAILURE
1 7,8,9,10
CONNECTOR
FAILURE
3,4
Figure 3-2. Hard-Wire Video System Fault Tree
Step 2: Assign Weights. Once the questions have been structured

into groups, weights must be assigned to show the relative importance

of the question within the group. Five possible weights are suggested:

1. High importance = 1.0
2. Medium importance = 0.5
3. Low importance = 0.25
4. Ve;y low importance = 0.1
5. No importance = 0.0
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For a set of questions which are relevant to an event in the fault
tree, the weight assigned to each question can be viewed as a surrogate
measure for the conditional probability of that event jiven the degrad-
ed conditions of com onent performance implied by the minimum response
for that question. a4 question with an assigned low weight can have a
negligible effect on overall performance, while a highly weighted ques-
tion can have a dramatic effect. For example, a question that might be
asked while assigning weights is "What possible degradation of compo-
nent performance can occur as a result of a minimum (0) response to the
question?" The weight assigned would depend upon which of the follow-
ing is the appropriate answer:

l. A severe degradation in performance could occur, rendering the
component incapable of performing its function. (Weight =
1.0)

2. A moderate degradation in performance could occur, resulting
in the  kelihood that the component would be ineffective.
(Weight = 0.5)

3. Only a minor degradation in performance could occur, with the
component still likely to function properly. (Weight = 0.25)

4. A very minor degradation in performance could occur, with only
a minimal effect on component operation. (Weight = 0.1)

5. No degradation in performance could occur. (Weight = 0.0)

Questicns which provide for branching of subjects, identify types
of subcomponents used, or identify conditions under which the component
must operate and which do not specifically pertain to performance
should be assigned a zero weight.

The following provides the rationale used in arriving at the
weighting for some of the questions in the example questionnaire:

Question 1. Question 1 was weighted 0.5. While response (d)

implies little or no lightning protection, there are the
additional conditions of lightning strokes and of damaging
currents developing before video cable components (line am-
plifiers, matching transformers, etc.) could become inopera-
tive. Such conditions provide a mitigating effect on the

weight assigned.

Question 2. OQuestion 2 was weighted 0.25. Electromagnetic

interference (EMI) usually causes minor degradation in pic-
ture quality. The lines and bars caused by EMI are primarily
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an annoyance and do not opaque the screen. Response (d),
while representative of a minimal effort to reduce EMI ef-

fects, indicates that some high-frequency attenuation occurs.

Question 8. Question 8 was weighted 0 since it only iden-
tifies the type of emergencv power supply used.

Question 10. Question 10 was weighted 0 since the subiect is

included in the power supply questionnaire. When associated
with CCTV surveillance and the assessment function, this

question serves to emphasize the importance of outage time.

Qu~s! ~ 12, Question 12 was weighted 1.0. Response (d) was
interpreted to mean that undetected tampering could easily
take place. Such a condition might be expected to encourage
an adversary to take advantage of the situation and render
the component ineffective.

Obviously, a set of responses to questions could be created which
would result in any question being assigned a weight of 1.0. However,
the minimum response to a question should represent an unsatisfactory
threshhold; otherwise, the importance of the question might become
inflated.

Step 3: Assign Response Values. After a weight (wy) is assigned
to each question (i), these weights are used to determine response
values. Each question has a set of responses listed in descending
order of preference. Where applicable, the first response should be of
the following form: Either this factor is of no concern, or it is a
particular design or procedure recommendation that is judged to provide

the greatest likelihood of success with regard to the factor for all

conditions considered. This form eliminates the possibility of penal-
izing a system for not incorporating the best recommendation when, in
actuality, that particular factor, e.q., snow in Florida, is nonexis-

tent at the facility being evaluated. The first response is assigned a
value x; = ¥

The last response listed for a question is judged to be unaccep-
table because either the success likelihood is considered too low for
all conditions anticipated or the conditions for which success is

likely are too limited. This last response is assigned a value X, = 0.
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For now, the guestion responses are assumed to fit linearly on a 0
to 1 scale, e.q., for three responses, X, = k., X, = 0.5, and Xy = 0.
Responses can always be reevaluated individually if this method does
not yield sufficiently accurate results. Each response (xi) is then
weighted by the importance of the question {wi) to obtain a score ‘si)

as follows:

8; =1~ will = %) {3=1)

The sensitivity of this function is shown in Figure 3-3, which
indicates that, regardless of weight, a maximum response results in a
maximum question score. Responses other than the best response are
increasingly penalized with increasing weight. The individual question
parameters, along with the resultant question scores for the sample
guestionnaire, are shown in Table 3-1.

1.0

0.8

o
o

<
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QUESTION SCORE ~ Si

0.2

*
REIGHT ~ “i

l 1 |
0 0.2 0.4 0.6 0.8 1:0

QUESTION RESPONSE ~ X,

Figure 3-3. Sensitivity of Question Score as a _
Function of Question Response and Weight
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Step 4: Assign Aggregation Rules. For an aggregation method to
be acceptable in this application, it must treat each question score as
if it were related to the probability of success or failure o some
aspect of overall component performance under a given set of condi-
tions. One approach is to construct a fault tree that relates question

scores to an overall measure of component performance.

Table 3-1

Individual Question Parameters
for
Sample Effectiveness Tert Questionnaires

EQUIPMENT: Hard-Wire Video System
Weight Response Score
Question (W) (x4) (s;)
Group 1 1 0.5 0.67 0.84
3 0.25 1.0 1.0
4 05 1.0 1.0
7 0.25 1.0 1.0
8 0 0.07 1.0
9 0.5 0.67 0.84
10 0 0.67 1.0
11 0.5 1.0 10
12 1,0 0.67 0.67
Group 2 2 0.25 0.5 0.875
0.25 1.0 1.0
6 0.25 1.0 1.0

Utilizing concepts from fault tree logic, the component perfor-
mance level associated with each group of questions is obtained by
aggregating individual question scores (si) through whichever of the
following rules is most appropriate: (1) AND, (2) SOFT AND, (3) AVER-
AGE, (4) SOFT OR, and (5) OR. A description of each of these rules
follows:

AND.
mance factors addressed by a group of questions are essential
That is, if
any factor is unsatisfactory, component performance is un-

The AND rule is appropriate whenever all of the perfor-

to component effectiveness under all conditions.

satisfactory. For this case, the aggregation function is



n
S = I s. (3-2)

where

S = the overall component event score
s; = the individual question score
n = the number of questions in the group to be

aggreqated.

SOFT AND. The SOFT AND rule is appropriate whenever it is
unlikely that all of the factors within the group will be
simultaneously essential, but, due to the large set of pos-
sible conditions in which the corponent must function, there
is uncertainty as to which subset of factors is essential at
any given time. This case can be interpreted as the proba-
bility that all factors, within a subset chosen at random
from all possible subsets, will be satisfactory. For this
case, the aggregation function is

B ' s b (8, * 1Y = ) (3=3)
20 -1 }i=1 %

AVERAGE. The AVERAGE rule is appropriate whenever the com-
ponent performance is dependent upon or dominated by a single
factor within the group, but, due to the large set of possi-
ble conditions in which the component must function, there is
uncertainty as to which factor is dbminant. This case can be
interpreted a. the probability that any one factor, chosen at
random from 11 possible factors within the group, will be
satisfactory. For this case, the aggregation function is

n
S = 2: S, (3-4)
i=1 *

b BT

OR. The OR rule is appropriate whenever it is required that
at least one factor within the group be satisfactory for
satisfactory component performance under all conditions. For
this case, the agqgregation function is

3-13
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INDIVIDUAL QUESTION SCORES ~ Si

Figqure 3-4. Comparison of Aggregation Rules for

AGGREGATION SCORE ~ S

Figure 3-5,

Five Questions of Equal Score

1.0 —  SOFT OR
AVERAGE
0.8 ¢
0.6 -
0.4
0.2
0 1 1 j
BEST EITHER EITHER SAME AS
RESPONSES 2nd BEST 3rd BEST STEP 3
ONLY RESPONSE RE SPONSE EXCEPT
OR OR Q6 =N
YES RESPONSE YES RESPONSE

Responses in Sample Questionnaire

Resolution of Aggregation Rules to Question



2. FEach guestionnaire was agqrega*ed as a single group of
questions,

3. All questions were weighted at 0.5, and

4. All trivial and nonperformance oriented questions were elimi-
nated.

To provide a basis for simplification, sensitivities of results to
aggregation structure and to question response were investigated using
the Hard-Wire Video System ETQ.

3.3.1 Aggregation Structure -- If used exclusively to aygregate
questionnaire responses, the AND rule provides a score which is inde-
pendent of aggregation structure. This independence results from the

fact that the AND rule is a simple pcoduct of individual scores.

Use of the SOFT AND rule is approoriate whenever it is unlikely
that all of the factors treated in the juestionnaire will be essential
under all conditions, but, due to the large set of possible conditions
in which the component must function, there is uncertainty as to which
subset of factors is essential at any civen time. Such a description
makes the SOFT AND rule the leading candidate for aggregating most
component ETQOs.

In the application of the SOFT AND rule to various alternate
structures for the Hard-Wire Video System ETQ, the most significant
change in the aggregate score was caused by the change from an unstruc-
tured, single group of questions to a structure consisting of two basic
groups of questions, such as that shown in Figure 3-2. The arrangement
of the questions within the two-group structure seemed to be relatively
unimportant. The effect of questionnaire structuring is shown in
Figure 3-6. Comparison of the results from the two-group structure
with those from a four-group structure indicated little or no differ-
ence. Therefore, it is evident that when the SOFT 2’ rule is utiliz-
ed, che major concern is not the correctness of the aggregation struc-
ture but whether structuring is even necessary.

The other aggregation rules were not examined for sensitivity to
questionnaire structure since no component was found whose performance
was (1) dominated by any one factor chosen at random (AVERAGE rule),
(2) dependent upon at least one factor addressed (OR rule), or (3)

dependent on at least one factor within a subset chosen at random (SOFT
OR rule).
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USING SAMPLE QUESTIONNAIRE

AND INDIVIDUALLY ESTIMATED
\ QUESTION WEIGHTS
\ AGGREGATION RULE: SOFT AND
0.8p
(%2 ]
?
€ 0.6 LIMITS OF SCALE DUE TO
A DIFFERENCES IN QUESTIONNAIRE
STRUCTURING WITHIN TWO
gs BASIC GROUPS OF QUESTIONS
=3
(<.}
d
& 0.4F e
§ - QUESTIONS UNSTRUCTURED
(ALL IN A SINGLE GROUP)
0.2p
0 i i 1
BEST EITHER EITHER SAME AS
RESPONSE 2nd BEST 3rd BEST  STEP 3
ONLY RESPONSE RESPONSE  EXCEPT
OR OR Q 6 =N0
YES RESPONSE YES RESPONSE
Figure 3-6. Effect of Questionnaire Structuring on
Aggregation Scores
3.3.2 Question Response -- The sensitivity of the aggregate score

(S) to the individual question response value (xi) is obtained by
finding the partial derivative of S with respect to X4 for each of the
aggregation rules. The partial derivatives used to obtain the sensi-
tivities are shown in Egs. (3-7) through (3-11); these results were

obtained at X4 = 1.
AND Rule
as _
"-a-x - = wiS (3=-7)

SOFT AND Rule
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AVERAGE Rule

w
gi alid (3-9)
i n

where n = total number of guestion responses being aggregated

SOFT OR Rule

W,
__gs_,_,__; (3-10)
o
OR Rule
3s
; . w3
= 0 (3-11)

if any X, = 1

The partial derivatives shown in Egs. (3-7) through (3-11) indi-
cate the relative sensitivity of results between aggregation rules,
shown earlier in Fiqure 3-5, and the importance of weights in the
determination of the sensitivity of the aggregate score to individual

question responses for a given aggregation rule. This second point
presents somewhat of a problem in that the need for question weights

was derived on a probability basis but the actual values must be pro-
vided on a subjective basis which is susceptible to personal bias and
differing viewpoints.

In order to indicate the variability in estimating question
weights, weight estimates for the Hard-Wire Video System ETQ were
obtained from personnel experienced in this area. Aggregate scores
based on these weight estimates were compared with scores derived from
original estimates made by the authors (see Figure 3-7). The scores
derived from estimates by experienced personnel were lower than the
scores based on the authors' estimates. Although the lower scores
resulted from a number of higher weight estimates, these estimates
(with one exception) agreed within one increment (as defined on the
weight scale described earlier) with the authors' original estimates.
The differences in scores were within the range of scores obtained from
differences in aggregation structure,
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.4 USING SAMPLE QUESTIONNAIRE

WITH FAULT TREE STRUCTURE
AND INDIVIDUALLY ESTIMATED QUESTION WEIGHTS
AGGREGATION RULE: SOFT AND
0.8 |- \
w
) 0.6
g ‘ QUESTION
3 WEIGHTS SSTIMATED
s BY AUTHOR
=
5 QUESTION
2 0.4} WEIGHTS ESTIMATED
g BY EXPERIENCED STAFF MEMBER
AT SANDIA LABS
0.2
0 1 1 1
BEST EITHER EITHER SAME AS
RESPONSE 2nd BEST g4 BEST STEP 3
ONLY RESPONSE RESPONSE EXCEPT

OR OR Q6 =N
YES RESPONSE YES RESPOWSE

Figure 3-7. Effect of Different Estimates of Question
Weights on Aggregation Scores

Due to subjectivity in weight estimates and possible variations in
questionnaire structures, a feeling of uncertainty about the relation-
ship between guestion responses and aggregate score is to be expected.
Hopefully, a reasonable measure will lie somewhere within the ranges
shown in Figures 3-6 and 3-7. Since this uncertainty exists, there
seems to be little ijustification in implementing a complex methodology
if a simpler one will provide satisfactory results. An enormous
implementation effort could be eliminated if (1) each ETQ could be
aggregated as a single group of questions and (2) all questions could
be given an equal weight value (equal importance).

3.4 Methodology Simplification

I1f the evaluation problem is approached solely from the viewpoint
of the question responses, without any measure associated with them, 't

seems likely that a component's performance could be acceptable if its
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ETQ had mostly "best" and a few "second best® responses, or perhaps
even a few "third best"™ responses. The question remains, how many
minimum responses to questions would be acceptable? The answer to this
question would depend on the nature of the questions in the question-
naire. To understand the impact of minimum responses to gquestions of
different importance levels on the aggregate score, an ETQ was consid-
ered to be composed of many questions of each importance level (weight).
The SOFT AND rule was selected as the agqregation rule with the set

of ‘esponse scores treated as a single group (unstructured). At a spe-
cific importance level, e.g., 0.10, an aggregate score was calculated
for a group of questions. Oue of these questions was assigned a mini-
mum response and the remaining questions were assigned "best" responses.
These calculations were repeated while iho number of questions that

were assigned minimum responses was successively increased. This pro-
cedure was duplicated for importance levels c¢f 0.10, 0.25, 0.50, and
1.0. The results of these calculations are shown in Fiocure 3-8 and
indicate, for example, that if an ETQ receives one minimum response to

a highly important question with best responses to all remaining ques-
tions, the aggregate score would be 0.5.

By equating agqregate scores from Figure 3-8 to those in either
Figure 3-6 or 3-7, the number of minimum responses can be found that
correspond to each category of question responses in Figures 3-6 and
3-7 (see Table 3-2).

Table 3-2
Conditions of Equivalent Aggregate Scores

Between Fiqure 3-6 (Sample ETQ) and Fiqure 3-8

Number of Minimum Responses

Sample ETQ OQnestion Weights
Response Category 1.0 0.5 0.25 0.1
2nd best or YES responses <1 1 2-3 5-8
3rd best or YES responses 1 2-3 4-6 >9

If all the questions in the sample ETQ were conzidered to be of
equal importance (assigned a single weight value) and the responses
were aggregated as a single group using the SOFT AND rule, what weight
value would be most acceptable? Assuming both response categories
from the sample ETQ are satisfactory, it would be difficult to justify



1.0 ALL QUESTIONS IN A SINGLE GROUP

AGGREGATION RULE: SOFT AND

QUESTION

0.8 WEIGHT
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Figure 3-8. Effect of Question Weighting on Aggregate
Score as a Function of Minimum Responses

the use of a weight of 0.1 if an equivalent score could result when
more than half of the questions, taken at random, received minimum
responses. Furthermore, component performance would probably be sus-
pect if any four to six questions, taken at random, were given minimum
responses. In this case, the weight value should be greater than 0.25.

At the other end of the scale, at a weight of 1.0, at most one
question, taken at random, could be given a minimum response. Although
gquestions of this nature could be singled out, it seems too harsh to
weight all the questions in this manaer. If experience indicates the
existence of such critical questions, the methodology will allow for
individual weighting of these questions. Now, with the weight value in
the range, 0.25 < weight < 1.0, a value of 0.5 seems a reasonable

choice.

Apolying a fixe 2ight of 0.5 to all ruestions in the Hard-Wire
Video System ETQ and aggregating the ques“ion scores as a single group,
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the dashed curv. shown in Figure 3-9 was obtained. The results were

disappointingly low until it was recalled tha* Questions 8 and 10
originally had a weight of 0 (see Table 3-1) and therefore did not

affect component performance. Eliminating Questions 8 and 10 brought
the questionnaire score well within the range of uncertainty of scores
previously obtained with the more complex method and indicated by the

solid curve in Figure 3-9.

1.0 USING SAMPLE QUESTIONNAIRE
WITH QUESTIONS UNSTRUCTURED AND
\ EQUALLY WEIGHTED
\ AGGREGATION RULE: SOFT AND
0.8
LIMITS OF SCORE DUE
w TO DIFFERENCES IN QUESTIONNAIRE
2 STRUCTURING
w 0.6 AS INDICATED IN FIGURE 3-6
8
wy
-
o
=
& gabk QUESTIONS 8 AND 10
€ 0. ELIMINATED - ALL
2 REMAINING QUESTIONS
WEIGHTED AT 0.5
ALL QUESTIONS
WEIGHTED AT 0.5
0.2}
0 I8 1 1
BEST EITHER EITHER SAME AS
RESPONSE  2nd BEST 3rd BEST  STEP 3
ONLY RESPONSE RESPONSE  EXCEPT

OR OR Q6=N0
YES RESPONSE YES RESPONSE

Figure 3-9. Comparison of Simplified Methodology Results
with the Range of Results from Structured
and Individually Weighted Questions

Since the size of the sample ETQ played a role in the simplifying
process (number of minimum responses versus total number of questions),
the same approach can be applied to most, if not all, of the remaining
ETOs. The sample ETQ consists of 12 questions, while the average ETQ
contains 13 questions. The maximum number of questions in any ETQ is
33; however, that particular ETQ has ma.v questions which address

conditions in both the central and secondar, aiacm stations.
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Figure 3-10. Partial Hierarchv for System Functions

as a frame of reference for the remaining questions and as a checklist

to ensure complete sensor coverage:

1.

I1f the boundary is defined exterior to a building, will
the following access points
nel and introduction of material be provided with sensor
coverage:

A.
B.
C.
D.
E.

1f

2.
B.
C.
D.
E.
F.
G.

(1f applicable) for person-

Inoperative entry gates or portals?
Emergency exits?
Utility entries:

Fences

?

Other feasible access points?

a building or part of a building forms the bounfary,
will the following access points (if applicable) four

personnel and introduction of material be provided with
sensor coverage:

lnoperative entry doors or portals?

Emerge
Window
Buildi
Vents?
Utilit

ncy exit doors?
8?
ng structures (wal

y entries?

ls, floor, roof,

Other feasible access points?

etc.)?
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For each identified performance characteristic, the type(s) of
component (s) selected to perform that task must be specified and
individually assessed by means of an ETQ.

Steps 2 and 3: Assess Component Compatibility and Assign Aggre-

gation Rule. Components may be used singly or in multiples to perform
a given task. If a single component is used, the score from the ETQ

for that component is the same as the performance measure (score) for
that particular perfcimance characteristic., However, if multiple
components are employed, the total combined effectiveness must be
assessed on the basis of how well the components were selccted for
harmonious operation, as well as diversity of functional method (to
minimize commonality of environmental effects, failure modes, and
vulnerability).

The assessment of compatibility between multiple components is
achieved through a series of pertinent gquestions. These questions are
weighted and the responses scored in a manner similar to that used for
the component ETQs. The aggregation of these question scores is used
to determine the aggregation rule used to combine individual component
performance measures into an overall measure for the particular perfor-
mance characteristic.

The sensing task will be used to illustrate the ahbove procedures
for assessing multiple component performance. Sensors which perform a
direct or indirect monitoring role may be either electromechanical
hardware or personnel. For multiple hardware components, the following
questions, taken from the Penetration Sensing System ETQ, provide a
means for estimating the degree of consideration and concern which must
be given to sensor selection in order to provide in-depth performance
over a wide range of contingencies.

Performance Conditions--Multiple Sensors

For each access point above where multiple sensor systems
will be used,

3. Will each sensor type be selected to minimize the sus-
ceptibility of any two or more sensor types to the same
local environmental (natural or manmade) source of
nuisance alarms?

4. Will each sensor type be selected to minimize the like-
lihoc * that two or more senscr types will be affected
by th. 1imultaneous occurrence of environmental (nat-
ural or manmade) sources of nuisance alarms, e.g., wind
and rain?
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5. What provisions will be made to minimize the likelihood
of responding to false or nuisance alarms?

6. Will collocated sensors be installed to provide mutual
tamper protection for the sensors and processors?

7. Will collocated sensors be selected to provide coverage
over a wide range of intrusion methods, (e.g., micro-
wave to sense surface Intrusion and buried cable to
sense tunneling or crawling under the microwave beam or
balanced magnetic switch to sense door opening and
breakwire system to sense cutting through the door)?

8. Will collocated sensors be selected to minimize opera-
tional performance incompatibilities?

Performance Conditions--Sensors

For each access point above where either single or multiple
sensors will be used,

9. What level of performance will be expected from each
sensor? (To aid performance estimation refer to ques-
tionnaire on the particular sensor?

As in the case of a component ETQ, Questions 3 through 8 of the
system ETQ are weighted at 0.5 and their responses are aggregated using
the SOFT AND rule. This score then determines the particular rule for
aggregating the individual sensor ETQ scores (submitted in response to
Question 9) into an overall measure of sensing performance. A tenta-

tive rule selection scale (subject to verification in test applications)
is shown below.

Multiple
Sensor
Score for Aggregation
Questions 3 through 8 Rule
0.8 tc 1.0 OR
0.6 to 0.8 SOFT OR
0.4 to 0.6 AVERAGE
0.2 to 0.4 SOFT AND
0 to 0.2 AND

The assumption behind the rule selection is that a high score from
Questions 3 through 8 is indicative of cynergistic performance; there-
fore, the highest scoring aggregation rule (OR) is appropriate. On the
other hand, a low score is indicative of little or no thought being
given to component interaction problems, leading to the usual degra-
dation in performance. In this case, the lowest scoring aggregation
rule (AND) is appropriate.



For personnel who perform either a direct or an indirect, i.e.,

CCTV, monitoring role, the time required by the adversary to penetrate
or otherwise transit an area under observation must be compared with
the time between observations. If an adversary can pass through an
area in seconds and the guard makes his rounds once per hour (or any
time significantly greater than the adversary's penetration time), the
chances of the quard seeing the adversary are small. The following
questions, taken from the Penetration Sensing System ETQ, provide a
means to assess monitoring performance.

Performance Conditions--Direct or Indirect Monitoring

For each access point above where direct or indirect moni-
toring will be used (e.g., CCTV monitoring, inspection
rounds, etc.),

10. Using data from the questionnaires pertaining to the
barrier(s) and the type of monitoring that will be
used, how will the time for adversary penetration or
introduction of materials compare with time between
monitoring coservations?

11. What level of performance will be expected for the
type of monitoring to be used? (To aid performance
estimation, refer to questionnaire on the particular
type of monitoring.)

12. What level of performance will be expected from the
barrier (s) delaying penetration or introduction of
materials? (To aid performance estimation, refer to
questionnaire on the particular barrier.)

The responses from these three questions, each weighted at 1.0,
are aggregated using the SOFT AND rule. If monitoring is the only
sensor type employed, its score is then the measure of sensing perfor-
mance. When used in combination with a hardware-type sensor, €.g9., as
a backup, the AVERAGE rule would be used to aggregate individual ETQ
scores. This rule reflects the rationale that performance is dominated
by only one sensor type at any given time. Similarly, the remaining
low-level tasks are evaluated for each access point prior to system

subfunction evaluation.

3.6 System Subfunction Evaluation

The object of the system subfunction evaluation methodologqy is to
combine relevant low-level task performance measures (scores) into a
meaningful measure of system subfunction performance. "Detect access/
introduction of material through remaining MAA boundary" is a system
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subfunction within the context of the partial hierarchy shown in Figure
3-10. The method consists primarily of a determination of the role
played by each low-level task within the system subfunction, and is
used to select the most representative aggregation rule. The "detect
access/introduction of material through remaining MAA boundary" sub-
function will be used to illustrate the system subfunctior. evaluation
process.

Detection is the culmination of sensing, alarm reporting, and
assessment. Only after the assessment task confirms that a valid alarm
has occurred can a detection of adversary action be declared. Of
course, a valid alarm must be preceded by sensing of the action. This
suggests that all three tasks are essential to the performance of the
detection subfunction under all conditions. Therefore, the AND rule is
appropriate tor aggregatirg these low-level task scores into a measure
of detection performance. This agaregation should be conducted so as
to obtain a measure of detection performance at each identified access
point. An alternate detection measure produced by first aggregating
each low-level task over all access points and then aggregating the
resultant three task measures fails to reflect the essential sequence

of events for detection and to identify the location where detection is
of concern.

3.7 System Function Evaluation

The objective of the system function evaluation methodology is to
aggreqgate the appropr.ate system subfunction performance measures
(scores) into a meaningful measure of overall system function perfor-
mance. An example of a system runction is the "deny access/introduc-
tion of materials through the remaining MAA boundary" function c“own in
Figure 3-10. The method for system function evaluation is essentially
to determine the most appropriate aggregation rule. This process is
similar to that given for system subfunction evaluation.

In order to deny access, it is essential that the system detect
intrusions and respond appropriately under all coniitions. Again, this
condition indicates the AND rule as most appropriate to agagregate the
system subfunction scores into a measure of performance for the access
denial function.

In order to obtain a correct measure and to identify locations at
which access denial may be deficient, the aggregation should first
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obtain a measure of access denial performance at each access point.
Then, in order to obtain an overall performance measure for access
denial at the remaining MAA boundary, the access denial scores at each
access point should be aggregated using the SOFT AND rule. The SOFT
AND rule implies that the adversary could be capable of simultaneously
attacking some subset of the access points or have some information
concerning their vulnerabilities. The AND rule is too harsh in that it
reflects an ability to attack all points simultaneously or to know
exactly which point is weakest. The AVERAGE rule seems a little too
weak in that its results are indicative of an adversary who would
attempt access at any point chosen at random.

Similarly, the system function "control access/introduction of
material through area entry portals" is evaluated prior to performance

capability evaluation.

3.8 Performance Capability Evaluation

The objective of the performance capability evaluation methodol-
ogy is to combine the relevant system function performance measures
(scores) into a meaningful measure of compliance with the performance
capability in the Upgrade Rule. For example, consider the performance
capability needed to "prevent unauthorized access of persons and intro-
duction of material into the MAA/VA." The required evaluation method
is essentially one of selecting the most appropriate aggregation rule.

To prevent unauthorized access into the area (MAA/VA), access
through the portals must be controlled and access through the remaining
area boundary must be denied. However, these two functions do not
necessarily occur simultaneously (AND rule) nor do they necessarily
occur only individually on a random basis (AVERAGE rule). Therefore,
the SOFT AND rule seems most appropriate.

An additional aggregation must be made over all MAAs and VAs.
Unless there is concern over access into more than one area at a time,
the AVERAGE rule is suggested.

Since the Upgrade Rule specifies that the physical protection sys-
tem must be designed to satisfy each of the performance capabilities,
the evaluation is considered complete when each performance capability
hierarchy has been aggregated. The coupling and interaction of func-
tions between performance capabilities has not been considered for this
report.
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4. EVALUATION METHODOLOGY IMPLEMENTATION

4.1 Introdiction

To implement the methodology described in Chapter 3, an evaluation
computer program has been developed. This program is designed to auto-
mate the scoring of effectiveness test questionnaires and hierarchy
elements and to provide maximum flexibility to the user for sensitivity
analyses and for other revisions.

The program uses two basic types of input. The first type of
input provides for the structure of the guestionnaires and the hierar-
chies, and includes the number of guestions (or inputs to a hierarchy
element), weights, and the scoring rules to be used. These data are
independent of any particular evaluation and can be developed and
stored in the computer before an evaluation is performed. The second
type of input consists of the evaluation responses to the question-
naires.

To compute the score for a hierarchy, the program first examines
the questionnaires. The questionnaire structure (number of questions,
weights, lowest alphabetic response for each question, etc.) is read
from one disc file, while the responses to the questionnaires are read
off another disc. The computer program then automatically computes and
saves the guestionnaire score. After the questionnaires have been
scored, the program can be switched into hierarchy mode. To score a
Lierarchy element (box), its name is entered into the computer program.
If the scores for all the boxes subordinate to the box being evaluated
have been computed, the program then scores the box using the appro-
priate rule. 1If not, the program attempts to score lower-level boxes,
gradually working down in the hierarchy until it finds a box whose
score can be computed. The program then works back up the hierarchy
until the score for the original box can be computed. Low-level boxes
(with component questionnaires) are scored in the same way except that
the program assumes that all questionnaires have been scored.

4-1
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The rest of this chapter describes in detail the structure and
operation of the evaluation computer program. A program listing is
provided in Appendix B.

4.2 Use of the Evaluation Program

This section describes how the evaluation computer program can be
used to evaluate questionnaires and hierarchies. First the data base
is described in detail, then the operation of the program, including
the various options available and thz flow of the program, is de~-
scribed. The use of the program is demonstrated with short sample
runs.

4.2.1 Data Base -- The input to the program consists of four
"files" (sets of data stored on cards or disc): These files consist of

1. Questionnaire structures,
2. Questionnaire responses,
3. Hierarchy structure, and
4. Hierarchy initial scores.

A description of the content and format of these files follows.

Questionnaire Structures. The questionnaire structures file con-

tains information on the gquestionnaires to be =2valuated. The data
provided for each questionnaire include

1. Name,

2. Number of questions,

3. Number of question subgroupings (if any),

4., Weight of each question,

5. Lowest possible response for each question, and

6. Rules for aggregating the ~uestion subgroups (if any) and the
overall questionnaire,

The specific layout of the questionnaire structure file is as
follows:

Card 1l: Card 1 contains the num ~r of gquestionnaires
in the file. Format 1I2.

Card 2: Card 2 contains the first card number for each
questionnaire, i.e. the number of the card at
which the questionnaire starts. Card 2 is
repeated, as necessary, to specify the first
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record of all questionnaires in the file.
Format 2014.

Card 3: OQuestionnaire Title. Card 3 contains the
questionnaire name (maximum of 4 characters),
the number of questions (maximum of 40), and
the number of subgroups (counting the overall
questionnaire as 1). The initial implementa-
tion of the algorithm will not use subgroups,
but the program has the ability to process
them. Format 1A4,6X,112,8X,112.

Card 4: Worst Response. Card 4 contains the letter
corresponding to the worst response for each
question. (The best response is always
assumed to be "A.") Format 40(1X,1Al1).

Card 5: Group Information. Card 5 contains the group
number. (The group number for the overall
questionnaire is always 50). Additional
groups are numbered 51,52 ..., etc. The
number of questions (and subgroups) to be
aqgregated and the rule to be used are also
given. The codes for the rules are as
follows: HA = AND, SA = SOFT AND, AV =
AVERAGE, SO = SOFT OR, OR = OR. Format
112,8%X,112,8X,1A2.

Card 6: Group Inputs. Card 6 contains the questions
(or subgroups) to be aygregated as part of the
group. Format 40I2.

Card 7: Question Weights. Card 7 contains the weight
(between 0 and 1) assigned to each question.
Initially, the questions are equally weighted
at 0.%, but the program can accept differen-
tial weights. Card 7 is repeated until a
weight is specified for each question. A
convenience option allows one weight for all
questions to be set by specifying a 2. as the
first weight and the equal weight for all as
the second weight. Format 8F5.3.

Cards 5 and 6 are repeated for each group. Cards 3 through 7 are
repeated for each questionnaire.



Questionnaire Responses. The questionnaire responses file

contains the responses to the various questionnaires (the results of
the evaluation). The format of this file is as follows:

Card 1: Card 1 contains the number of guestionnaires
evaluated. Format 112,

Card 2: Card 2 contains the first card number for each
questionnaire. Format 20I4. The gquestionnaires
must oe in the same order as those for Card 2 in
the guestionnaire structures file. Card 2 is
repeated as many times as necessary to identify
the first record for each questionnaire.

Card 3: Card 3 contains the name of a questionnaire.
Format 1A4.

Card 4: Card 4 contains the score for each question
on the questionnaire. Format 40(1X,1Al).

Cards 3 and 4 are repeated for each questionnaire.

Hierarchy Siructures. The hierarchy structures file contains

structural data on the organization and scoring of hierarchies. The
format of this file is as follows:

Card 1l: Card 1 contains the number of complete
hierarchies in the file. Format 112, maximum
value = 5,

Card 2: Card 2 contains the first card number for each
hierarchy. Format 514.

Card 3: Box Data Card. Card 3 includes the name of a
box, the number of subelements to be aggregated,
and the scoring rule to be used. If the
elements to be aggregated are questionnaires
instead of boxes, then 50 is added to the number
of subelements. If a questionnaire is to be
used to determine the scoring rule, the
quectionnaire name also appears on the card.

The data are ordered as follows: box nane,
number of elements, rule, Guestionnaire name (if
any). Format 1A6,4X,112,8X,1A2,8X,1A4.

Card 4: Input Box Data Card. Card 4 contains the name
of an input subelement (box or questionraire).
Format 1A6.

Card 5: Card 5 is the last card for each hierarchy and
has the word "NOMORE" in the first six columns.

-4
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Card 4 is repeated for ezch input subelement. Cards 3 and 4 are
repeated for each hierarchy box having subelements. The only restric-
tion on the ordering of the boxes is that a box name must not appear on
a number 4 card a‘ter it has appeared on a number 3 card (i.e., the

evaluation should not proceed from the top to the bottom of the hier-
archy.

Hierarchy Initial Scores. The heirarchy initial scores file con-

tains valuecs for any initial scores to be set for hierarchy boxes.
The file is structured as follows:

Card 1: Card 1 contains the number of hierarchies in
Format 112,

Card 2; Card 2 is the initial card for each hierarchy in
Format 5I4.

Card 3: Card 3 contains the names of the boxes to be
set, followed by the initial score. If the
score is set at -1, the initial score is free.
(Otherwise scores must be between 0 and 1).
There are no restrictions on the order of the
boxes. «f a box does not appear, its initial
score is assumed to be ~1. Format 5(1A6,4X,
IF5.3).

Card 3 is repeated until all set scores have been input.

4.2.2 Interactive Program Operation -- Questionnaires and hier-

archy elements are evaluated using an interactive computer program.
This program uses the data files described in the previous section as
input and provides the user with a wide variety of evaluation and sen-
sitivity analysis options. The following paragraphs describe the rela-
tionship of the program elements and data files and the options availa-
ble to the user.

Input /Output Considerations. The evaluation program is designed
to be used interactively at a time-sharing terminal. In addition, four
disc storage files (described in the previous section) are needed.
These files interface with the program as shown in Table 4-1.

Lt—-—'——‘—‘\ra- T S W TSI S — R —
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Table 4-1

Data-Base Definitions

Max imum
Record Lenath Number of
File Unit Type (Characters) Records
Questionnaire 1 Random access 80 200
Structures
Questionnaire 2 Random access 80 200
Responses
Hierarchy 3 Random access 80 200
Structure
Hierarchy 4 Random access 80 50
Scores

Program Operation: General Features. When the evaluation program
is called, it first initializes the major variables and then prompts
the user with the following question:

SELECT 1-HIERARCHIES 2-QUESTIONNAIRES 3-STOP=~

Typing "1" in response to this question initiates the hierarchy manip-
ulation portion of the program. A list of options which allow the user
to contrnl the manipulation is then printed. These options are
described later., Similarly, if the user responds with "2," a set of
options relating to questionnaires is printed. Typing "3" stops the
program. If the user is familiar with the program options described
below, any valid option number can be typed and the program will branch
directly to that option.

Program Operation: Questionnaire Manipulation. Selecting the

questionnaire option causes the following table to be printed.

SELECT ONE:

2i-Compute Scores 22-Print Scores
23-Set Scores 24-Revise Weights
25-Revise Rules 26-Revise Responses

29-No More Revisions

WHICH?

The user simply types in the number corresponding to the desired
option, and the computer will initiate the option and ask additional
questions to enable its completion. The options are described in more
detail on the following pages.



Option 21--Compute Scores. Option 21 computes the score for a
guestionnaire. When this option is selected, the prompt "ENTER QUES-

TIONNAIRE NAME =-" is given. If the name is valid, the questionnaire's
information is retrieved from the questionnaire structure and response
files and the score is printed and stored. If "“ALL" is typed in res-
ponse to the name prompt,* all the currently stored questionnaires are
scored and printed as shown in Figure 4-1. The user is then asked to
select another option,

Option Z2--Print Scores. Option 22 prints the data assoclated

with a quec*innnaire. A name is entered, as in Option 21, and the
computer prints a table of information for the questionnaire. The
information includes the scoring rule and score and a diagram of the
questionnaire structure. The structure shows the subgroups (1f any)
used in scoring the gquestionnez . the scoring rules used for the
subgroups, and the individual guestions included in each group along
with their associated raw scores, weights, and adjusted scores.

Option 23--Set Scores. Option 23 allows the user to directly

specify a score for a questionnaire. In response to a prompt, the user
enters a questionnaire name. The prompt “"SCORE =" is printed and the
user may enter any value between 0 and 1.0. This score is saved until
the score is recomputed or reset,

Option 24--Revise Weights. Option 24 allows the user to revise

the weight assigned to a given question or questions., After the ques-
tionnaire name is entered, the prompt "NUMBER OF QUESTIONS TO BE
REVISED =" is given. If the weight has been assigned using the brief
form, the common weight assigned to all questions must be revised. For
each question to be revised, the prompts "QUESTION NUMBER =" and
“WEIGHT =" allow the new weight to be assigned to the appropriate ques-
tion. After this option is completed, the score is recomputed and

printed.

Option 25--Revise Rules. Option 25 allows the user to revise the

scoring rule used to ccore a questionnaire or vJdbgroup. After the
guestionnaire name is entered, the computer asks for the "GROUP NUMBER"
to be changed. Group 50 corresponds to the overall questionnaire and
51, 52, etc., correspond to the subgroups (if any). Next, the revised

-y
Underline indicates user response.
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SELECT #1-31 -- 21

ENTER QUESTIONAIRE MAME -~ ALL
QUESTIONNRIRE 4 THE ZCORE = 0.7SS
QUECTIONNALIRE & THE SCORE = 0.786
QUESTIONNRIRE 10 THE ZCORE = 0.s870

:

:

:
QUESTIONNRIRE 47 : THE SCORE = 0,320
PAUESTIONNAIRE S7 : THE ZCORE = 0.579
QUESTIONNARIRE 1 : THe ZCORE = 1.000
DUEZTIONNRIRE 2 ¢t THE ZCORE = 0,317
DUESTIONMRIRE 3 t THE ZCORE = 0.505
QUESTIONNARIRE 11 : THE ZCORE = 0,320
QUESTIONNAIRE 14 : THE LCORE = 1.000
QUESTIONNARIRE 15 : THE ZCORE = 1.000
PUESTIOMNRIRE 21 : THE ICORE = 0,311
DUESTIONNAIRE 22 @ THE ZCORE = 0,237
QUESTIONNRIRE 25 : THE SCORE = 0.5s82
QUESTIONNAIRE 28 @ THE ICORE = 0.S18
QUESTIONNRIRE 32 : THE ICORE = 0.750
QUESTIONNRIRE 2% 3 THE SCORE = 0,379
QUESTIONNRIRE 33 : THE ZICORE = 1,000
PUESTIONNAIRE 43 : THE SCORE = 1,000
QUESTIONNRIRE S1 : THE ZCORE = 0,768
QUESTIONNRIRE 50 ¢ THE SCORE = 0,515
RGUESTIONNARIRE 63 : THE ZCORE = 0,337
QUESTIONNRIRE &6 : THE ZCORE = 1,000
PUESTIONNRIRE 63 : THE SCORE = 1.000
QUESTIONNRIRE 59 : THE SCORE = 0,543
QUESTIONNARIRE 74 : THE ZCORE = 1.000
QUESTIONNRIRE 7S : THE ICORE = 1,000
DUESTIONNRIRE 33 : THE SCORE = 0.74s
QUESTIONNRIRE 34 : THE SCORE = 0.837
PUESTIONNAIRE 37 : THE SCORE = 0.733
QUESTIONNRIRE 20 : THE SCORE = 0.887
QUESTIONNRIRE 35 : THE SCORE = 0,337
QUESTIONNRIRE 12 : THE SCORE = 0,333
DUESTIONNRIRE 33 : THE SCORE = 1.000
DUESTIONNRIRE ALAS: THE SCORE = 0,533
QUESTIONNAIRE PNIZ:s THE SCORE = 1,000
DUESTIONNRIRE 17 : THE ZCORE = 1,000
QUESTIONNRIRE 13 : THE ZCORE = 1.000

Figure 4-1. Scores of All Currently Stored Questionnaires



rule is requested, using the following abbreviations, HA = AND, SA =
SOFT AND, AV = AVERAGE, SO = SOFT OR, or OR = OR. The revised score is
compvted after the desired number of changes has been made.

Option 26--Revise Responses. Option 26 allows the user to revise

the responses associated with particular questions. The procedure is
similar to that for revising weights in that the questionnaire name and
number of guestions to be revised initializes a loop for entering re-
vised responses. For each question, a prompt asks for the question
number and then the user is prompted "ENTER REVISED RESPONSE (A to
WORST) --". WORST is the letter of the alphabet corresponding to the
worst answer on the question. The user enters the letter of the alpha-
bet corresponding to the revised response. After all desired changes
have been completed, the questionnaire score is recomputed and printed.

Option 29--No More Revisions. Option 29 simply returns the pro-

gram to the original hierarchy/questionnaire/stop choice.

Options 21 through 26 and 29 represent all of the interactive rou-
tines related to questionnaires. Other changes, e.q., revisions to
guestionnaire structure, must be made using a text editor on the appro-
priate files.

Program Operation: Hierarchy Manipulation. When the hierarchy

manipulation option of the program is first initiated, the cowputer
requests "ENTER HIERARCHY NUMBER --". The user enters the number of
the hierarchy to be manipulated in the current session. The computer
then retrieves the data corresponding to that hierarchy from the disc
files and computes the initial score for the top hierarchy element.
Next, the following table is printed:

SELECT ONE:

41-Compute Scores 42-Print Data

43-Assign Scores 44-Revise Delay/Resp
45-Revise Rules 46-Select New Hierarchy
47-Print Box Names 48-File Hierarchy Data
49-Change Box Name 50-Print Hierarchy

5i=No More Revisions

WHICH?

To initiate one of the listed options, the user types in the cor-
responding number. In response, the computer asks additional questions,



4-10

as necessary, to allow completion of the option. The hierarchy manipu-
lation options are described in the following paragraphs.

Option 41--Compute Scores. Option 41 allows the user to compute
the score for a hierarchy box. Of course, if the top box of the hier-
archy is scored, the overall score will be computed. After the box
name is requested anc entered, the computer automatically searches as

far down in the hierarchy as is necessary (up to a maximum of five
levels) to identify boxes which can be scored, i.e., boxes for which
scores are available for each lower level box or questionnaire. Then
the computer works back up the hierarchy, scoring higher-level boxes
until it is possible to compute the score for the requested box. This
score is then printed. (Note: The scores for all higher-level boxes
are reinitiali-.d to -1 if a 1 wer-level score has been changed.)

Option 42--Print Data. Option 42 allows the user to obtain a sim-
plified diagram of the hierarchy structure beneath a specified box. Up
to four levels of boxes are printed, as shown in Figure 4-2 (page

4-12). To interpret the mnemonics on the computer printout, refer to
the corresponding numbers on the hierarchy shown in Figure 4-4 (page
4-14). The information for each box includes the box name, its score
(-1 is shown if the score has not been computed), the scoring rule
used, and scoring questionnaire (if any). The table is printed in

outline style, with lower-level boxes indented beneath higher-level
boxes .

Option 43--Assign Scores. Option 43 allows the user to assign a
score to a specified box. The computer first prompts for the box name
and then requests the score, which must be between 0.0 and 1.0. The

scores for all higher-level boxes are reinitialized to show that a
lower-level score has been changed.

Option 44--Revise Delay/Response. Option 44 is not used at the
current time.

Option 45--Revise Scoring Rule. Optisn 45 allows the user to
change the scoring rule associated with a box. The computer first
requests the box name and then the rule. The rule is entered using the
same abbreviations given for Questionnaire Mafiipulation Option 25,
except that the abbreviation, Q = Scoring rule determincd by question-
naire, is included in Option 45, 1If Q is entered, the computer will
prompf for the questionnaire name.




Option 46--Selec* New Hierarchy. Option 46 reinitializes the
program by allowing the user to reenter the data for the current hier-
archy or for any other hierarchy which may be stored in Disc File 3.
The orly prompt is "ENTER HIERARCHY NUMBER".

Option 47--Print Box Names. Option 47 causes a list of the
current box names to be printed.

Option 48--File Hierarchy Data. Option 48 saves all revisions and
scores made for the hierarchy during the current session on Disc File

3. Tne original data are overwritten. This option is performed auto-
matically at the termination of a session if Option 45 or 49 has been
used.

Option 49--Change Box Name. Option 49 is used to change a box

name. The computer first prompts for the original box name and then
for a revised name. MNames are allowed to be a maximum of six charac-
ters long.

Option 50~~Print Hierarchy. Option 50 is similar to Option 42
except that the structure 1s printed in a simpler graphical form as

shown in Figure 4-3 (page 4-13).* One to five hierarchy levels are
printed starting with a box name entered with the computer prompt.
Note: If time or conservation of paper is a consideration, it is best
to use Option 42 for viewing hierarchy data.

Option 51--No More Revisions. Option 51 reverts the program back

to the original questionnaire/hierarchy/stop choice.

—
To interpret the mnemonics given in Figure 4-3, refer to Figure
4-4 (page 4-14).
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Hierarchy Structure in Outline Form



LA A A X R R R RS

e T4 .
®_.= 1,47 0000
eriIILE . .

LA AL R AR R 2 2

L4
L4
L
*
L4
Ld
L4
.
L
*
*
L
.
.
L
L
L
L4
L
L
.
L
L4
L
*
L
-
L
*
L
-
-
-
L d
L4
L4
.
-
L4
L
>

LA A R A R RS
® 74y .
ter

eRIILEL HHe .

L
® HURITH o
I, 44,700 00000 = I 4170

ORINTL H'Y/e

R . R
@
- R sesseseeee LR
. e FROCOM » e FPERTON o e JEFIF .
LR I B R L B S T N e et £ & ¥ )
oRIILE S 1. . e~ 1 He . eRIILES: Ale

(AR AR R R R g

® EMERGE o
eee = 1, 0
eR!ll E2 .

LA N L R LR

Figure 4-3.

TR . R R . R
® : ©®
. B R
. . e TOHTRR o
. L A
. - eRIILE: HA'le
- . R
.
. . R R
. . e FE-PY *
. *000 = (I, 3570
- eRIILE:T Hiqe
- ssesserene
.
. ses0seree tesssrrere
. * MATERT o e UFRIFZ o
0000 = (i, 1Te0ee = 1,317 e
erUILE S . . eRiNlE: HYe

LA R L N R L L3

Hierarchy Structure

LA AR AL 2 2 22

L4 LAt L 2 L L X 2

. ¢ CONTRE o
oeee = 1N_S51e
. oFILE: THe

L LA A R A 2 2 2 2 J

* LA R X R R 2
* o REZRVI o

seee = 1, e
eRIILE: HHe
trerss e

in Graphic Form

@



TEEVENT ONASTRGRI TED

L 1
> ety T PO DU L AN
> :‘;.‘."" TN 5 P08 ACCESS
ALTHGR | TR T NTRODGCTION OF WRTLRIN
- o NORMR, (G Ow
-l - i ) /e
L 3 I ] .
PROVIDE RO D PO [TF  PWOCE e )
A DETRLS Fw AND (OMTER S Fhe .
s N ATE ania -
SERL s e Som % Ak LTI
= pis 500w Eant LR
Of 1
wairr §;7
T AT TN
TOENT LT LAY O
1
e
|
O AT 1
SOuEST Fow
- e
| B 1 I 1
,‘;‘.‘;‘m - '_."’”"““?;‘""‘ PHOY L AT TN PROVIOE b bagy 108 FoR
RETVEEN Sl SUTECEN MGG TN FATIR SETWEEN ON-SITE ESSLCTIVE RESSE EFFECTIVE MESPONSE
& TR o A -0 w STAT 10N D OFF LT PORCES Wi I FoRcy WY OFF.51TE PRI

o

FESPONG T NG owtisany
W-SITE REQUEST O PeEvEs
Fou RSSISTANCE SABUTAGE TRETT

. o

Figure 4-4. A Portion of the Functional Hierarchy for
Proposed Rule Part 73.45(b)



I —

5. TESTING PROGRAM

In this chapter, the program developed to test the NRC/Sandia
design guidance compendium and the performance evaluation methedology
is discussed. Attention is paid, in particular, to the limited testing
of these products by Sandia and AGNS personnel.

5.1 Introduction

In order to determine the completeness, utility, and validity of
the physical protection system design guidance compendium and the
evaluation methodology, a testing program was required. A comprehen-
sive test of these products would involve application of the material
containe® in the NRC Fixed-Site Physical Protection Upgrade Rule Guid-

ance Compendium, including the Sandia design guidance products, and

application of the evaluation methodology to the design of a complete
physical protection system. The design of this system, preparation of
the necessary documentation for license application, and completion of
effectiveness test questionnaires (ETQs) would permit testing of the
compendium and the evaluation methodology for all the performance
capabilities in the Upgrade Rule. To provide a calibration of the
evaluation methodology, at least two system desicons are required, one
which is considered a "good" performance system and one which is con-
sidered a "minimal" system, relative to the Upgrade Rule requirements.

Comprehensive testing of the design guidance compendium and the
evaluation methodology was not feasible within the scope of the current
program. Instead, limited testing ~f (hese products was performed by
Sandia and AGNS personnel which provided for testing of the material in
the compendium for only one of the performance capabilities. It also
permitted partial testing of the evaluation methodology. This limited
testing program is described in the following section.

5.2 Limited Testing Program

5.2.1 Overview -- AGNS, under contract to £andia Laboratories,
provided assistance in implementing and testing a portion of the design



guidan~  compendium. Within the current program scope, the following
tasks were undertaken by AGNS:

1. Based on the NRC Fixed-Site Physical Protection Upgrade Rule
Guidance Compendium, a "good" partial physical protection

syscem which complies with the requirements of the performance
capability specified in 10 CFR 73.45 paragraph (b) was de-
signed and documented, and

2. Responses to ETQs (component and system) appropriate to the
partial system design were provided to serve as input to the
evaluation methodology.

In addition, Sandia, with assistance from Woodward-Clyde Consul-
tants, was able to partially test tre performance evaluation methcdol-
ogy using the ETQ responses provided by AGNS in task (2) above. The
results of the compendium testing tasks and the evaluation methodology
testing are discussed in the following subsections.

5.2.2 Design of Partial Physicul “rotection System -- A partial
physical protection system was designec 1n compliance with paragraph
(b) of the Upgrade Rule. The performance capubility is specified as
follows:

Prevent unauthorized access of persons and material
into material access areas (MAAs) and vital areas
(VAs) .

The partial system includes an MAA which is totally enclosed within a
VA. The MAA contains a sinale vault. A block diagram of this area is
shown in Figure 5-1. The security plan for this partial system con-
sists of two pa-ts: the AGNS Sample Plan and Information Request
Sheets (IRSs). The AGL. Sample Plan, a generic description of the
physical protection system, contains information dealing with specific
parts of the total physical protection system, including identification
of components incorporated into the system and responses to specific
regulatory requirements. The IRSs support the generic physical protec-
tion system description by providing specific, technically oriented
information pertinent to the rationale used in selection and utiliza-
tion of the components in the physicai protection system. The exclu-
sion of response from the partial system documentation should be noted.
In the requlations and the compendium, response is considered a perfor-
mance capability, while in the evaluation structure it is included as



an integral part of each capability specified in paragraphs (b) through
(£) of 10 CFR 73.45. Because AGNS completed task (1) for only capabil-
ity (b) using the compendium format, response is not included in the
compendium testing. The AGNS sample plan is contained in Appendix C,
and three sample IRSs are provided in Appendix D.

\~£r///,ENERGENCY EXIT
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(VAULT) \
Rttt
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MAA-1.1
VAU-1.1 —d

PLUTONIUM PROCESSING AREA
(VITAL AREA)

Figure 5-1. MAA and Vault Block Diagram

5.2.3 ompletion of Effectiveness Test Questionnaires -- Respon-

ses were provided to ETQs associated with each component identified
within the context of the generic description of the partial physical
protection system. The components for which ETQs were completed are
shown in Table 5-1. These ETQs ar¢ 1included in Volume II of this
report (see corresponding questionnaire numbers). Note that there are
only a limited number of questionnaires for components related to the
response function. This is because consideration of this function was
not within the scope of the partial design. The design guidance com-
pendium (upon which this design is based) considers response a separate
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i Table 5~1

F
AGNS artial Physical Security Plan Components
Cuestionnaire
Numbe r . _Ouestionnaire Wame .
[ L. Admittance Authorization Criteria and Schedules
| 2. Admittance Authorization/Verificati~n Procedures
| 3. Air and Utility Inlet Barriers
4. Annunciation Systens |
| - Computer-Assisted Annunciation
, « Individual Alarm Aanunciation
- Multiplex Alarm Annunciation
| 6. Balanced Magnetic Switches |
10. CCTV Monitoring/Surveillance
’ il. CCTV Systems |
| 12, Central and Secondary Alarm Stations
| 14, Coded Credential Systems
- Active Electronic Badge Reader
- Capacitance Coded Badge Reader
| - Flectric Circuit Badge Peader
~ Magnetic Coded Badge Reader
g - Magnetic Stripe Badge Reader
| - Magnetic Strip Badge Reader
| - Optical Codnd Badge Reader
- Passive Electric Badge Reader
| 16, Contingency Plan and Procedures
| iy Controlled Security Lighting
| 21, Doors and Associated Havdware
| 22, Duress Alarms
! b Y §9 Emergency Evacuation Procedures
| 28, Emergency Exits
r 29. Emergency Generator Systems
30. Equipment Checks/Maintenance
31, Escort
32. Explosives Detector - Hand-Held, Package Search
33. Explosives Detector - Hand-Held, Personnel Search
38, Floors
43, Guard Patrols/Intervention
47, Interfaces Between Alarm Station and Sensors
= Individual Hard-Wire Alarms
- Multiplexed Hard-Wire Alarms
- Hard-Wire Command Signals
51. Local Audible/Visible Alarms
52. Locks (@ sy lLocks, Keyless Locks)
7% Motion L ‘tectors
- Inf.Laved Systems, Interior;
Microwave Systems, Interior;
- Ultrasonic and Sonic Systems
60. Package Sea.ch = Visual Inspection
63, Photo Identification Badges
64. Physical Controls and Procedures for Keys, Locks,
Combinations, and Cipher Systems
66, Positive Personnel Identification
- Fingerprint
~ Handwriting
- Hand Geumetry
= Voice Pr.nt
68, Root
69. Sally Ports, Pedestr ian
T2, Shielding Detector - Walkthrouagh
83. Tamper-Indicating Cifcultry
B4, Tamp2r~-Indicating Seals and Tamper Seal Inspections
86. Uninterruptible Pow:r Systems (UPS)
87. Yaults
90. Walls
92. Weapons Detector - Hand-Held, Package Search
95. Weapons Detector - Walkthrough

I o L -
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performance capability, as specified in 10 CFR 73.45 paragraph (g).
Therefore, many of the effectiveness scores for the response subfunc-
tion have been assumed in order to complete the aggregation. These
responses were utilized by Sandia and WCC to partially test the evalu-
ation methodology. This testing is discussed in the next subsection.

5.2.4 Testing of Evaluation Methodology -~ The responses to the
ETQOs which were provided by AGNS for the partial physical protecticn

system design served as input to the performance evaluation methodology
described in Chapter 3. Using che computer program developed by WCC,
the evaluation metlhodsology was implemented (see Chapter 4) to arrive at
a performance measure (score) for the AGNS system's ability to achieve
the performance capability specified in 10 CFR 73.45 paragraph (b).

In this subsection, the results of the evaluation for performance
capability (b) are shown in Figure 5-2, and a limited interpretation of
these results is provided. In order to illustrate this discussion more
clearly, the computer program output scores have been transferred to
the functional hierarchy for performance capability (b).

The ~valuation procedure begins with the aggregation of individual
respon.es within a questionnaire t» arrive at an overall component
effectiveness score. These question cores are shown in Figure 5-3
(page 5-9). The questionnaire number unuerlined in this figure cor-
responds to that which appears on the Central and Secondary Alarm Sta-

tions questionnaire in Volume II.

At the next level, these individual component scores are aggre-
gated to arrive at a pertormance measure for each performance charac-
teristic corresponding to a low-level system task in the hierarchy.
This process con.inues up through the various levels of the hierarchy
until an overall sco-e can be determined for the MGNS sa. "le plan's

ability to satisfy the requirements specified in . CFR " .45 paragraph
(b). The need for system Eu(s to address tic funct onal oad dynamic
interactions of v rious system functions and subfu .’'c . has been dis-

cussed in precediug chapters. In this evaluation, where such question-
nai.es were available, the choice of aggregation rule, e.g., SOFT AND,
ref lects these interactions. However, where this is not the case,
these operators were tentatively selected by the authors.

The results of the performance evaluation for the partial physical
protection system designed by AGNS show an overall score of 0.3 on a 0

5-5,6
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to 1 scale. At this time, no acceptance criteria have becen established
by the NRC which would indicate the significance of a score of 0.3.

The development of two additional physical protection system designs
which, by a consensus of experts, were judged as *good" and "minimal,"
relative to the performance capability requirements, would provide the
NRC with some basis for establishing acceptance criteria. However, it
should be emphasized that the agqregate score which results from appli-
cation of the evaluation methodology to a physical protection system
should not be used as an absolute measure of system performance. It is
intended to be used by an evaluator only as a cuide to making a judge-
ment regarding the adequacy of a physical protection system.

In the present absence of acceptance criteria., no judgements are
made here regarding the significance of a 0.3 score. Instead, the
results of the evaluation are examined with the ini:ial goal in mind,
i.e., Lesting of the methodology to provide a critique. G’ven the
scores for the various hierarchy elements (boxes) shown in Figure 5-1
(page 5-3), the evaluator would be expected to attempt, intuitively, to
isolate the lowest score at each aggregation point in the hierarchy in
order to permit identification of possible problem areas. As Figure
5-1 shows, the agoiegate score (0.244) for the deny access function is
lower than the score tor the control access function (0.547). Thi=
presents a natural point from which to trace back through the evalua-
tion process in an attempt to gain a better understanding of the rea-
sons for this score. Continuing this process, it is fourd that the
detect access subfunction has the lower score (0.335) of the two sub-
function scores which contribute to the score for the deny access func-
tion. The 0.335 score for detect access is, in turn, the result of
aggregating three scores, the lowest of which is 0.543 for assessment.
At this point, the segment of computer output shown iu Figure 5-3 (page
5-9) should be reviewed. The highlighted lines in this listing show a
continuation of this trace-back process. The aggregate score for ETQ
No. 12, Central and Secondary Alarm Stations, is 0.338. Examination of
the guestionnaire data for this ETQ (Figure 5-4) reveals that three
questions have the lowest score, 0.5, in this ETQ. The first two ques-
tions, No. 12 and No. 13, refer to the existence of duress alarms and
their ability to communicate between the CAS and 5AS. The third ques-
tion, No. 25, treats the ability to switch the status of an alarm from
one station to another. Once these th.ee questions nave been pinpoint-
ed, the licensee and evaluator have a basis for discussing the ETQ
scores. For example, the licensee may be able to show that his system
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QUESTIONAIRE DATA FOR
QUESTIONAIRE 12

OVERALL SCORE = 0.33838 RULE ¢ GA
BOX: 50 RULEL SaA
Q= 1 RESF= 1,000 W= 0.500 S= 1,000
Q= 2 RESP= 0.6467 W= 0.500 8= 0.833
A= 3 RESF= 1,000 W= 0,500 8= 1,000
Q= 4 RESF= 1.000 W= 0.500 S= 1,000
Q= 5 RESF= 1,000 W= 0.500 8= 1.000
Q= 6 RESP= 1.000 W= 0,500 §= 1,000
A= 7 RESF= 1,000 W= 0.500 5= 1.000
Q= 8 RESF= 1.000 W= 0.%00 §= 1,000
Q= 9 RESP= 1,000 W= 0.%00 S« 1,000
Q=10 RESFP= 1,000 W= 0.500 S+ 1.000

(=11 RESP= 1.000 W= 0.500 5= 1.000
B=12 RESF= 0.0 W= 0.500 &= 0,500
W=14 RESF- 0.500 W- 0.500 6- 0,750
Q=15 RESP= 1,000 Ws 0,500 8= 1,000
A=16 RESF= 1.000 W= 0.500 8= 1.000
A=17 RESF= 1,000 W= 0,500 S= 1.000
Q=18 RESF= 1.000 W= 0.500 §= 1.000
W=1%? RESF= 1.000 W= 0.900 §- 1.000
@=2¢ RESP= 1.000 W= 0.500 8= 1,000
Q=21 RESP~ 1.000 W= 0.500 S= 1,000
A=22 RESF= 1.000 W= 0.500 S= 1.000
Q=23  RESP= 1,000 W= 0,500 S= 1,000
Q=24 RESF= 1,000 W= 0.500 S= 1,000
=25 RESF= 0.0 W= 0,500 §= 0,500
A=26 RESP= ' Q00 W= 0,500 8= 1,000
Q=27 RESI= 1 200 W= 0.500 S+ 1.000
Q=28 RESF= ' ,000 W= 0.500 8
Q=29 RESF= 1,000 W= 0.500 8= 1,000
Q=30 RESF= 1.000 W= 0.500 8§« 1,000
Q=31 RESF= 1.000 W= 0.500 8= 1.000
_ A=33 RESF= 1.000 W= 0.%00 = 1,000
SELECT 2129 -~ 3

Figure 5-4. Data from Questionaire 12
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has compensatory measures which are not reflected in the responses to

the questions. This might result in a revised component score. On the
other hand, the licensee may find the need to modify the system design
to correct the deficiencies pointed out by the EIQ scores. This trace-

back process would be repeated for the remaining system functions and
subfunctions to isolate other problem areas.

In this subsection, only the individual hierarchy element scores
were considered in tracing back through the evaluation process.
Another coneideration which might be investigated is the choice of
aggreqgation rule at each level of the hierarchy. Tracing back through
the evaluation process using the computer output and the functional
hierarchy provides an invaluable tool for resolving discrepancies in
the desiqgn and evaluation of a physical protection system. Discussions
based on isolation of problem areas using this trace-back process
should result in either revised component, subfunction, or function
scores based on additional design information not reflected in the
methodology or system design modifications to correct the deficiencies.

5.3 Test Results

5.3.1 Critique of Design Guidance Compendium -- Following the
design and documentation of the “good" partial physical protection
system and completion of the corresponding ETQs, AGNS provided a cri-

tigque of the compendium. This critique was intended toc illustrate both
the strengths and the weaknesses of the compendium with respect to its
utility to the licensee in designing a system which satisfies the
Upgrade Rule requlations and in preparing the necessary documentation
for license application. The following is a summary of the critique
provided by AGNS:

1. The paramount attribute of the design guidance
compendium is an inherent characteristic to
continuously subject the licensee to an evalua-
tion of the total >hysical protection system.

As each new component or system is added *» the
total system, the licensee becomes initially
exposed to both the beneficial and detrimental
characteristics of the component. Subsequently,
this exposure broadens and necessitates that the
licensee evaluate both the impact of the compo-
nent on the physical protection system and the
impact of the physical protection system on the
component. The principal benefit of this exer-
cise 1s the continuous self-test capability
afforded by the compendium which identifies
component inadequacies and system incongruities.



2. A second attribute of the compendium is a
responsiveness to the needs of the licensee to
evaluate the effectiveness of the physical
protection system in complying with “he require-
ments of the physical protection Upgrade Rule.
As components are added to the total system, the
licensee evaluates the performance of the compo-
nent. The licensee is, therefore, afforded the
opportunity to compensate for minimal perfor-
mance levels in one component by elevating the
performance of other components which interact
within the same physical protection subsystem.
This attribute is extremely valuable to cur-
rently operating facilities which are, by de-
sign, restricted to certain types of security
system designs.

3. The third major attribute of the compendium is
the establishment of conformity in the licensing
process. By responding to the information
solicited in the compendium, *%2 licensee is
committed to the submission of security plans
which are more cohesive and coordinated. These
physical protection plans will contain, and be
limited to, only the information necessary to
perform a thorough evaluation of the physical
protection systems' ability to achieve the
performance capabilities. Additionally, the
licensee is relieved of the responsibility of
determining the type of information required
since the design guidance compendium identifies
the criteria from which the physical protection
system and the associated security plan are
evaluated.

4. The only notably deficient area in the compen-
dium concerns consistency between the informa-
tion requested by the IRS and the information
evaluated by the associated ETQ. Generically,
either information concerning a specific compo-
nent or system is requested and then not evalu-
ated, or information is evaluated but never
requested. In addition, identical information
for similar components or systems is not always
requested or evaluated. However, the effects of
this deficiency are minimal when compared to the
positive attributes of the design guidance
compendium.

In conclusion, the AGNS partial test shows that the benefits which
can be derived from the implementation of the design guidance compen-
dium are invaluable. The compendium is utilized most effectively if it
is implemented during the design phase of the facility, e.g., concur-
rently with health and safety, operations, and maintenance design
considerations. However, the reliability of all fixed-site facility
physical protection systems is sufficiently enhanced if the compendium
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requirements are incorporated during system planning, construction, or
operation. Thus, implementation of the NRC Fixed-Site Physical Protec-

tion Upgrade Rule Guidance Compendium seems warranted.

5.3.2 Critique of Evaluation Methodology -- The results of the
evaluation methodology test show the need for more extensive testing
and, in particular, for the development of a "minimal" performance
gsystem to permit calibration of the methodology. This would also
provide the NRC with a basis for establishing acceptance criteria. The

need for sensitivity analysis regarding question responses and aggre-
gation rules is also indicated.

Finally, the trace-back capability provided in the evaluation
methodology is an invaluable tool which can be used by licensees and
NRC evaluators to discuss and resolve any discrepancies in the per-
ceived performance of a physical protection system.



6. RECOMMENDATIONS FOR FURTHER DEVELOPMENT

Recommendations for further development of the design guidance and
evalvacioan methodology fall into two categories. The first category
consists of recommendations for improvements in the current method-
clogy. The second category consists of policy recommendations with
regard to future regulation guidance and evaluation development.

Within the current project, the following points are suggested for
further development:

1. Continued development of system ETQs for systems in which
performance is subject to functional and/or dynamic inter-
action between system elements.

2. Provision for comprehensive testing by both industry and the
NRC to determine the utility, completeness, and validity of
the design guidance products and evaluation methodology.

3. Extension of the methodclogy to evaluate the performance
provided by multiple layers of protection, given an adversary
gains access to the PA, MAA, etc.

Each of these recommendations is discussed in detail in the following
paragraphs.

6.1 Continued System LTQ Development

The first recommendation, continued sys.em ETQ development, is
censidered essential for situations in which it is not possible to
simply select an aggregation rule, e.g., SOFT AND, independent of the
specific components in the system and/or site conditions involved.
Furthermore, it may not be desirable to allow rule selection to be per-
formed by the licensee or evaluator under such circumstances. Rather,
rule selection should be made on the basis of responses to a series of

questions.,
In addition, some systems require an interactive relationship

between components for satisfactory performance to be achieved. 1In
such cases, questions are required in order to probe the extent of the
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component relationships. Merely aggregating individual component ETQ
scores will not provide a meaningful measure of performance. For ex-
ample, a well-constructed, properly installed barrier which provides an
adversary delay of 5 minutes, when evaluated as a component, could be
given a high score. Similarly, a well-trained, well-equipped, highly
motivated response team with a l0-minute response time could be rated
highly as a component. However, only when the delay time is compared
to the response time does it become apparent that the two components
are incompatible as a system.

6.2 Comprehensive Design Guidance Product and Evaluation Methodology
Testing
The second recommendation involves comprehensive testing of the
design products and the evaluation methodology by both industry and NRC
users to determine their utility, completeness, and validity in their

various areas of application. These products and the evaluation
methodology should be tested in their entirety by both industry and NRC
users on a hypothetical, although realisticaliy detailed, physical
protection system. This expanded testing program will allow for a more
in-depth application of each element, while providing an opportunity to
incorporate the changes prescribed as a result of the testing program.
Previously, a very limited testing effort was performed using only one
MAA and one Upgrade Rule performance capability. A comprehensive
testing of the design guidance products and evaluation methodology is
required.

=4
6.3 Extension of Evaluation Methodology

The third recommendation suggests that the evaluation methodology
be extended to provide an estimate of protection in-depth performance.
Such an extension could prove useful as a decision aid for NRC licens-
ing personnel in the review of security plans whenever some uncertainty
existe concerning a particular performance capability's acceptance.

The reviewer could simply assume that the capability did not exist and
obtain an evaluation of the remaining system's ability to achieve the
general performance objective.

Firally, as a matter of policy for future development of regula-
tory gquidance and evaluation, it is recommended that early in the for-
mation phase of new regulations, potential contractors be retained, at
least as consultants, to provide advice from an evaluation viewpoint.



For example, con.ider the difficulty encountered in developing func-
tional hierarchies for the performance capabilities, as stated in the
Upgrade Rule, A constraint in the form of the hierarchies was the
existing form of the requlations which had been published for review
prior to development of the meth~dology. This resulted in an evalua-
tion structure which, although clearly traceable to the regulations,
does not provide a one--to-one correspondence between the two. The

concurrent development of regulations and a corresponding evaluation
structure would facilitate development of future requlations, while
providing a one~to-one correspondence between the evaluation structure
and the regqgulations.
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APPENDIX A

Derivation of Function Utilized in the
Evaluation Methodoloqy

Question Response Scores

Given a component whose performance is a composite of a number of
factors, the probability that the component will fail to perform satis-
factorily, given a failure or unsatisfactory condition in one of the

factors, is
) A=
i P(F,) e

where

E = the failure event for the component

Pl = the failure event of factor i

Rewriting Eq. (A-1l) yields

PENF,) = p(zlr‘i)p(ri)

(A=2)

From deMorgan's Law, the complement of
(EMF,) = (EUF) (A=3)

and the complement of Eq. (A-2) 1s given by
P(EUF,) = 1 - PEIF) |1 - P(F) (A=4)

Now, given the following:

+ a gquestion (i) concerning the condition of a factor contrib-

uting to a component's performance,



A-2

« a set of responses to the question, each with a value, X
ranging from the best of conditions, x, = i, to the threshold
of unacceptability X, = 0,

i

« the response vclue, X0 which in some way reflects a measure of
P(Fi), the probability of =uccess for that performance factor,
and

« a weight, Wi assigned to the question that can rerve as a
surrogate measure for P(EIFi),

then the expression for the question score, Si' should be analogous to
Eq. (A-4) or

Si =1 - wi(l - xi) (A=5)

Aggregation Rules

Extending the single question to a group of questions, each
addressing a component performance factor, requires a means of aggre-
gating the individual question scores into a meaningful measure of
component performance.

Utilizing concepts from fault tree logic, the component perfor-
mance level associated with each group of questions is obtained by
aqgqregating individual question scores (si) through whichever of the
following rulees is most appropriate: (1) AND, (2) SOFT AND,

(3) AVERAGE, (4) SOFT OR, and (5) OR. 1In order to indicate the basis
for the functional form of the AND aggregation rule, the 1ollowing
derivation is offered:

Assuming for the moment that failure of any one of the factors

(Fi) addressed by a group of questions can cause the component failure
event (E) and that

n
u?i > E (A=6)
i=1
Then
n
E= |\ (E ﬁ'ii) (A=7)
i=1
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or

n
p(E) sz p(EIF,)p(F)) (A=8)
Tk

However, to indicate a level of performance, the complement is a more
appropriate measure; then from Eq. (A-7)

n
E= N (EUF) (A=9)
i=1
or
n
p(E) = ﬂ P(EUF,) (A-10)
i=1

DPrawing on the analogy between Egs. (A-4) and (A-5), Eq. (A-10) becomes

n
s =[] s, (A-11)
i=1

where

S = the overall component event score

8 = the individual question score

n = the number of guestions in the group to be
aggregated.

The AND rule is appropriate whenever all of the performance factors
addressed by a group of questions are essential to component effective-
ness under all conditions. That is, if any factcr is unsatisfactory,
component performance is unsatisfactory.

The following development,S employing what is called textured
sets, is a flexible and rational approach to aggregation that bridges
the gap between a full probabilistic analysis and fuzzy set theory:



A-4

A Textured Set S is a collection of elements {2} (either finite or
infinite) and a mapping T:2€ .. —+[0,1]) of the elements of S to the
closed interval [0,1]. T(2) will be called a Texture Function (or
simply, texture) over S. This function is of course similar to the
fuzzy set membership function introduced by Zadeh. S can have several
associated textures (Ti(Z) for i=1 to N). The Composite Texture over S
will be defined by CT(2Z2) = f(Tl(Z). TZ(Z), i Sl TN(Z)). Fuzzy set
theory would have CT(Z) = min Ti(Z) or CT(Z) = max Ti(z) but there are
alternatives.

Let T = {T1(Z), TZ(Z)' « « «p To(Z)} be a set of textures associ-
ated with a set S = {2}. There are 2N-] non-empty groups (or subsets)
of T. In particular there will be (N) ("N choose i") groups of i tex-
tures for i = 1 to N.

Let Gij represent the jt"h subset of T with i textures and let

th . :
Tijm(z) represent the m member of the Gi)' Thus 1if G = {TI(Z).

31
T,(2), Tg(2Z)} then T; = Ty,,, T, = T

2 312* Ts = T313-

Now, define the intersection of the jth group of textures having

i members as

Piy(2) = f[ T, 5 (2) (A=12)
m=1

Note that if the Ti(Z) represent the probability of "success" of a
particular facet of the element Z and the factors are independent, then
Pij(Z) is the probability that every one of che factors in the jth
group of i factors will succeed. Similarly, the union of a group of
textures is defined as

i
Qij(Z) =1 - n (1 - Tijm(Z)) (A=13)
m=1

(For probabilities, Qij(z’ is the probability that at least one of the
Tijm(z) will "succeed.")
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Next define the interaction function V.. as a weighting function

1)
over the 2“-1 possible groups subject to the restriction that
N
N )
Z ; Vgy = & (A-14)
i=1l j=1

Now, using the group intersections Pij and the interaction func-

tions vij' the composite texture of S is defined as
N
cT(z,v) = ), 3 VisPis (A-15)
i=l j=1

This function is thus a weighted average of all the group inter-
sections.

This discussion will be restricted to the case where vij depends
only on the number of textures (1). Specifically, let
i
_ v
vij - (A=16)

a-u¥-1

This is allowed by the definition, as can be seen by substituting into
Eq. (A-14) as follows:

: N
1 ¢
\'j 1 i N
v, = - v () (A=17)
3 a=-wn"=1 (1+V)N-1i§:1 4
. 1 a+wi-1 =1 (A=18)

(1 + V)N - 1
as required.

Using this interaction function in Eq. (A-15) gives
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N
N (i) "
crz.v) = 35 3 5 Pyy(2) (A-19)
fwl gui L+ VET SR
N
N )
1 i |
CcT(z,V) = < v Py (2) (A=20)
ol LR = S

This formula has different interpretations for various values of

V. Results for some important values are summarized in Table A-1l.

Examination of Table A-1 shows that when V = +=, all weight 1is
N
concentrated on PNl(z) = 11 Tj(Z). Thus, (CT(Z)) can be probabilis-
j=1
tically interpreted as the probability that all of the facets will
"succeed."” As V gets smaller, weight is grudually shifted to Pij with
smaller i. At V=1, the weight is equally distributed among all the
Plj' This has a probabilistic interpretation when it 1s unclear how
many of the T;(2) must succeed for overall success. CT(Z) can be 1n-
terpreted as the probability that all of the facets in a subset of T
chosen at random will succeed. As V approaches 0, weight shifts to the
N groups Plj (which equal the Tj(Z)). CT(Z2,0) might be interpreted as
the probability that one of the facets (chosen at random) will not
fail. Since Qlj(Z) = Plj(Z), CT{Z) is also the probability that a
randomly chosen facet will succeed. As V decreases, the weight 1is
gradually sprecad to Qij with higher i. At V = =1/2 the weight is
j* Here CT(Z) is the probability that
at least one facet in a randomly chosen subset of T will succeed. When
N

equally spread among all the Oi

V approaches -1, all weight is concentrated on Qg = 1 = r[ (1L - Ti(Z)).
i=1

This is the formula for a fault tree OR gate, so T(Z) can be inter-

preted as the probability that at least one of the facets will succeed.

These five values of V (=, 1, 0, =1/2, -1) relate to five differ-
ent types of interactions ranging from a strong interaction between

factors, when V = = and all textures must have a high value for a high



composite texture, to strong redundancy, when V = -1 and only one tex-
ture need have a high value for an overall high value. (This is why

Vij is defined as strength of interaction.) Borrowing some terminology
from fault tree theory, the following definitions will be used:

CT(Z,=») = AND operator
CT(2,1) = SOFT AND operator
CT(Z,0) = AVERAGE
CT(Z2,-1/2) = SOFT OR
CT(z,-1) = OR

Table A-1l

Interpretations of Interaction Function
for Various Values of V

Basic Formula

N
N (‘)
1
CT(Z) = P v z: P, . (2)
(+w" -1 o
2. Computation Formulas
INTERACTION COMPOSITE
COEFFICIENT TEXTURE COMPUTATION
P I ETLe,Ny - FORMULA . COMMENTS
N 1
y P {Z) Strong interaction, analogous
. Ni ” TJ(Z’ to fault tree AND gate.
=1
N
N (‘) N
M Ooderate nterace i« L e
i=1 )=l i=1
N
AT N
1 1 - Nt :
;) - N N No Interaction, average.
¢ D 2, Q42 N, T, i
i=1l =1 i=1
N
v 4! N
=1/2 K z 2 Qn(Z) ZNK 1 - ” (1 - L,'rl(z)\ Modevate redundancy, soft OR.
i=1 j=1 j=1
| N I :
‘ 3 Strong redundancy, analogous
‘ -3 QN‘(L) S Il fil » Tl(J)l to fault tree OR gate.
i=1

NOTE: K= 1702 - 1)




APPENDIX B

Computer Program Listing for Evaluation Algorithm

Briefly, the computer program that performs the physical pro-
tection system evaluation requires as input, the questionnaire and
hierarchy formats and the evaluator's responses to the multiple choice
questionnaires. The program computes the scores for all components,
low~level tasks, and higher-level elements of the functional hierarchy
for each performance capability in the Upgrade Rule. It provides for
sensitivity analyses on questionnaire responses and hierarchy element
irteractions. The program is interactive and has hierarchy display
features.

B~},2



GUEAST FORTRAN P ID3WCCWR 16419458 THURSDAY & DECEMBER 1979 PAGE 1

NETIONAL CSSe INC. C(SUNNYVALE DATA CENTER) SUNY
€ GUEASI <= A PROGRAM FOR EVALUATION OF SAFEGUARDS GQUESTIONNAIRES QUED0010
C ANC WIERARCHIES GUEDD020

COMKON LOCGC100) 9GSCORECL00) 4LOCRC10D) QUECD030
COMMON SCOREH(40) sRULEHCA0) ¢ TDEX(40410)4QDEXC40) ¢GNAMECLOD) QUEDDOAC
DOUBLE PRECISICN BNAME (40) ¢BLANK NOMO JHNAME (40) o ANAME QUE0D0S)
INTEGER LOCHS(S) oISET(40) ¢FLAGCLD) JLOCHES) IRESP(40) 4 IFEST(40)  QUENDOG!

KEAL SCORE (40) yWEIGHT(A0)¢RULE (104 TEXTS(7) QUEDDQRTC

DATA TEXTS/2HHA,2HSA ¢ 2HAY 9 2HS0 s 2HOR 9 1 HQ 9 2HOR/ GUEQ008T

DATA IAA/1HAZoNOMOZEWNOMOREZBLANK/ GH QUEDDNSY
DEFINE FILE 1 (3004804E419) QUEDC10C
DEFINE FILE 3 (20CeBUsEs19) QUEQO0110
CEFINE FILE 2 (1504804E419) QUENG127
CEFINE FILE 4 (504804E419) QUEND130
AAA=ZFLOATC(IAA) QUEDC140

CO 3959 121440 QUEDD1S0

165 SCCREH(I)==1. QUEDG160
Jsz QUENC170

C REAC GWUESTIONNAIRE LOCATICNS AND NAMES AUE0D1R0
READ(19149464) NUMG QUEDNN199
READC19J49865) (LICCCTI1DoI1=]1 NUMA) UESC209
READ(29J99465) (LOCRCI2) 9122140 IMQ) QUEDD210

CC 37 I=14NUMQ QUENC220
JzLOCGCT) AUENN23)

30 READ(1%J99272) GNAMECI) JUEGQ240
DC 16 I=1e100 QUENJ250

10 GSCCRE(I)==1, QUEDC267
DO 29 I=1,1C QUED0270

20 FLAG(I)=D IEI0289
€ SELECT INITIAL OPTION QUECC290
1600 WRITECE491CC) QUEGL300
9110 FORMAT(S54H? SELECT 1= HIERARCHIESs 2= GUESTIONAIRESy 2= STUP == )QUE0Q0310
ICF=GETNUM(legta92e) QUEND320

1061 IF (I10P.EQ.3) STOP QUEND330
GOTO (4030+20Gu0) 1ICP JUEGD340

C REVIEW OPTION SELECTION AND BRANCH TO PROPER CPTION AUE0D35)
ICFT=10P AUEGD360

1109 CONTINUE GUEGC370
IF (I10PTe6GEsl«ANDeIOPT LE3) GOTO 1101 QUEDC380
IFCIOPTeGEe21 ¢ ANDo IOPTALE26) GOTQ 11C2 QUE0039¢C

IF (JOPTeGE«41ANDICPTLLELSC) GOTO 1122 AUE004CS

GOTL €1000+23041G004492) 10P QUEDD410

1101  12P=I0PT QUED0&20
GOTO 1001 QUEDSD43

1102 T0P=INT(FLOAT(IOPT)/104) QUEDLC449
IFCIOP*10.EQ.ICPT) €OTO 1C01 QUEDDAS50
ICPT=1CPT=10P 10 GUEDN46D

GOTO (1000+2014100d4404) T0P QUECD4TO

60TO0 1000 QUENCABD

C PRINT MENU AND GET GUESTIONNAIRE CPTION QUEDC49C
2000 IF (FLAG(2).EG.1) 6QTO 210 QUEDDSOD
230 WRITE(649200) QUECDS10
NRITE(649201) QUEDDS21
WRITE(6+9272) JUERI530

WRITE (649203) QUEDD0549
WRITE(649204) QUEGDSSD



QUEAST

9200
9271
9202
9203
9207
9204
920¢

210

9206
22t

201

FORTRAN P I0=WCCWR 1619.58 THURSDAY & DECEMBER 1979
WRITE(6492095)
FORMAT (/414H SELECT ONE: +/)
FCRMAT(S51H 21~ COMPUTE SCORES 22~ PRINT SCORES

FCRMAT(S51H 23« SET SCCRES 24~ REVISE WCIGHTS

FORMAT(S1H 25~ PEVISE RULES 26= REVISE RESPUNCES
FOCRMAT (51H 27« REVISE NAMES 2B8= PRINT NAMES
FORMAT (S1H 25= NO MORE REVISIONS

FORMAT (/49H? WKICH? )

GCT0 220

WRITE(E49206)

FORMAT(18H? SELECT 21+29 == )
ICFT=GETNUMI(2149429492.)

IF (IOPTWLT.21.0R«I0PTLGTA29) GOTO 110C
I0PT=1IQPT=-20

FLAG(2)=]

C BRANCKH TO PROPER OPTION

ECTO (200142002020039200492005+4200692007420084120C0C) ICPT

C == CPTICN 22 TO PRINT OATA FOR A QUESTIONNAIRE ==

2002
223

221

222

GOTC 222

CO 221 I=14NUMG

C-LL PRINTGC(IoGNAME)
CCATINUE

GOTO 2000

CALL GETONCIDsGNAMESNUNMQU)
IF(IDEGe~1) GOTO 223

CALL PRINTGCID4QGNANE)

GCTC 2700

C == CPTICN 21 TO COMPUTE A QUESTIONNAIRE SCORE =-

2c01
214

9301
211

212

GCTO 213

DC 211 I=1.NUMG

WRITE(64+9301) GNAMECID)

FORMAT(1€H? QUESTIONNAIRE ¢1A441H:)
CALL SCOREG(I)

GOTO 2200

CALL GETON (1D +GNAME ¢NUMGU)
IFCID.EQe=1) CGCTO 214

CaLlL SCOREQCID)

G2TC 2000

C == CPTION 23 TO SET A GUESTIONNAIRE SCORE ==

2.0

9300

CALL GETGNC(IDGNAMEZNUMQU)

WRITE(Ee3300)

FORMAT (30M? ENTER GQUESTIONAIRE SCORE == )
GECLRECID) =GETAUMC Cavlanle)

GCTC 2400

C == CPTIUN 24 TU REVISE QUESTION MEIGHTS ==

2004

9240

CALL GETGN CID oUNAME oNUMGL)

QSCORE(ID) ==1.

MRITE(Be9240)

FCRMAT(39H? NUMBER OF QUESTIONS TO BE REVISED == )
NUFZGETNUMCLe o FLOATINUMGU) 40 W?

LeC=LOCG (I D)

e

PAGE 2

GUEDDS560
QUEQODSTO
QUEODDS58D
QUEDDNS90
QUEOCEDO
GUE00610
GUECD62)
QUECI63D
QUEND640
QUEDCHESE
QUECCABTD
QUEDCKTO
GUECCAKRY
QUEDODE9D
QUFOCTND
WuEaCT1C
QUe00720
GUEDCT7320
AUEOINT740
QUEDOT7S50
QUEJDT6D
QUELCQ770
GQUE2278C
AUENQ790
QUEJODBDD
GUEDI81C
QUEQNR2D
WUEDDR3N
QUEDDS8AN
QUECPRSO
RAUEDQRED
QUEDNRTYD
QUEQDRRD
QUECNESD
QUECQO900
QUECO91N
QUEDDS20
QUED20930
QUEDQN94n
QUEQCT95D
GUEODU960
QUEQDNS?7D
QUEQRGSRD
JUEul99¢C
QUZO1GLO
GUED1310
GUEJ1023
GUED1C30
QUEG1C40
GUED105C
QUED1C6D
GUED1ICTD
QUEC1us0
GUED1090
SUEDL100



QUEAST

C

4

9244

241

282

9241

3242

<4C
9243

2C0¢

9500
251
95¢€2

9g0?
254
95C4

«= CPTICN 26 TO REVISE

FORTRAN P 1C=WCCWR 16419.58 THURSDAY & DECEMBER 1979

READC1I*LOC+3500) ReNGGQGNGRP
LOC=LOC*242+NGKRP
REACCLOLOC 9924 3)(WEIGHT(K) 9K=148)
IFCWEIGHTCL) el ke l) GOTO 241
WRITECE49244)

FORMAT (47H? MUST REVISE ALL WEIGHTS.
WEIGHT (2)=GETNUM(Deglasls)
MRITEC1I'LOC49243) (WEIGHT(K)9K=148)
G270 2000

LOC=LUC+1

IFINUMGU«LE«8) GOTO 243
READC(1%L0C492483) (WEIGHTIK) 9K=94NUMGU)
0O 240 i=14NUM

WRITE(649241)

FORMAT(LOH? GQUESTION NUMBER = )
NUFMG=GLTNUMILELl+9404904)

WRITE(E99242)

FERMAT(1I1H? WEIGHT = )
W=GETNUMtDa9lasls)

MLIGHT (NUMUG) =W

FORMAT (BFS.3)

LOC=LOCAUID)I*24NGRP#2
WRITECL1*.0Ce9243)(WEIGHTUIK ) oK=14NUMGU)
CALL SCOREGCID)

CCT0 2323

ENTER NEW WEIGHT == )

CPTICN 25 TQO REVISE SCORINC RULES ==

CALL GETGNC(ID+GNAME oNUMGL)
QSCORE(ID)==1,

LOC-LuCQ(ID)

READC(L1PLUC ¢y9500) R ¢NQGGQgNGEP
FORMAT(1A242(8Xe112))

WRITE(E4950C2)

FORMAT(24H?2 ENTER GROUP NUMBER - )
NZGETNUMIS Qe o FLOATUINGRP) *43440s)
sRITE(E6495(03)

FORMAT(323H? ENTER RULE (HA+SAgsAVeSUOR) == )
READ(549504) R

FCRMATI(1A2)

DS 252 I=1+5

IF(REGTEXTSC(I)) ECTO 253

CONTINUE

dRITE(C49505)

FORMAT (25n? BAD RULEs TRY AGAIN == )
GCTU 254

L=L0C+2

DU 255 I=14¢NGRF

READCL®L¢9506) IGRPyMy2
FORMAT(2(112e86X)41A2)

IFCUIGRP LG eN) WRITECL1®*.49506) IGRPgMyR
L=L+2

CALL SCOREG(iID)

GCTO 20u0

QUESTION RESPONSES ==

PAGE 3

QUED1110
QUEQd1120
GUED1130
GUED1143
GUED1150
QUEOG1160
QUED11T0
QUEDL. 'C
GUEC11S0C
QUEG1200
QUED1Z210
QUED1220
QGUED1230
GUED1240
QUEOD1230
GUED1260
GUEC127)9
GUEG1280
GUEDJ129u
QUEu13ud
GUEG1319
GUEL132C
GUED1330
GUED13%40
QUEC1350
QUEd1360
QUEO13TO
GJEC138)
QUED1392
GUET1400
GUED1412
GUED1420
GUEC143)
QGUET 1442
aUE01450
GUES 1460
JUEC147C
GUEDN148C
QUEDL14ST
JUED15C0
GUEGL151¢
GUED1S2C
QUES 1533
GUEC1540
GUEJ1559
QUED156C
GUEOD1570
GUEG1580
GUEG1590
aUEJ16dd
QUES1613
WUED1e20
JUEJ1630
GUEU164)
QUEG1659



QUEAS] FORTRAN P I[=uJCCuR 16419458 THURSDAY 6 DECEMBER 1979 PAGE 4
200€ CALL GETUNCIDGNAME yNUMRU) QUED1660
QSCORECID)==1., QUECL16T70
LCC=LUCR(ID) 1 GUEO1680
READ(2°LCC+9600) IRESP QUED1690
9€0C FORMAT(40C1iXs1A1)) QUEDJ1703
L=LOCG(ID) +1 GQUEDL1T710
READCL1®*L+9600) IBEST @UEQ1720
WRITE(e49240) QUED1730
N=CETNUM(U o980 04) QUED1740
CC 260 I=14N WUEOD1750
RRITE(E49241) GUED1760
NUMZGE TNUM(0e9404904) QUEGLTT0
261 WRITE(64960U3) IBESTINUM) QUED1780
960 FORMAT(16H? KRESPONSE (A TCelXelAled4H) = ) GUED179¢0
260 READ(549260) IRESP (NUM) QUES18CO
9260 FCRMAT(1A1) QUED1BL1G
X=1=CAAA=FLOATUCIRESPANUM) ) ) ZLAAA~FLOATCIRESTINUMY)) QUED1529
IF (el Te00eORXeGTole) GOTO 261 «UEC1830
WRITE(2°L0Cy96U0) IRESF WUED1840
CALL SCUREGQCID) QUED1850
GOTO 2206 QUED186D
GUED1870
C == CPTICN 27 TO REVISE QUESTIONNAIRE NAMES QUEG1880
2007 CALL GETGNCIDoGNAME4NUMGU) GUED1890
WRITE(649271) GUED19GY
9271 FURMATC(LIIH? ENTER NAME == ) aUEw1910
READ (S 49272) GNAMECIO) GUED1920
9¢7¢ FORMAT (1A4) QUED1939
SCTU 2000 GUEUL1940
GUED1950
€ == PRINT AND SELECT HIERARCKHY MANIPULATION UPTIONS == WUEJ1960
2008 CALL PGNAMECONAME ¢ NUMQ) GUED19T70
GOTO 2000 QUED198r
WUEDO1933
44900 IF (FLAG(S).EQ.0) GOTO 400¢ QUED2000
IF(FLAGLY) «EQe1) GQTO 401 GUED201¢0
402 WRITE(649400) QUED 2020
WRITECEY9401) GUEOD2030
wRITE(B49402) GUEQ2040
WRITECE49403) QUED2050
WRITE(643404) wUED2061]
WRITEC6+9405) GUEG20T73
dRITECHy940T) QUEQ2080
WRITE(649205) GUEOD2090
9900 FORMAT (/414 SELFCT ONEL /) QUEDZ2100
9401 FCRMAT(51H “1« CL4PUTE SCORES 42= PRINT DATA ) GUED2110
9402 FCRMAT(S1IH 43~ ASSIGN SCORES 44« REVISE DELAY/RESP ) QUED2120
9403 FORMAT(S51H 45~ REVISE RULZIS 46~- SELECT NEd HIERARCHY ) WUED2130
9404 FORMAT(SIH 47« PRINT POX WAMES 48« FILE HIERARCHY DATA ) QUED214C
940 FORMAT(SIH 49« CHANGE 80X NAME 50= PRINT HIERARCHY ) QUED215C
9407 FCRMAT(51H 31= NO MORE REVISIONS } QUED2' 50
GCTC 4¢3 GUED2170
401 WRITE(E45406) QUEDZ2180
9406 FCRMATAILIBH? SELECT 41«51 == ) WUED2190
40 JOPT=eETNUM(A1.4984T74924) GUED2200

B~6



GUEAST FORTmAN P IC=wCCuR 161958 THURSDAY & DECEMBER 1979

IFCIGPTalT o4l eCReICPTAGT4S1) GOTO 1100
ICPT=IUPT=40
404 FLAG(Y)=]
C BRAMNCH TC PRQOPER HIERARCHY CFTICN
IFCFLAGtS) eEudad) GCTC 4006

PAGE 5

QuUED2213
QUEJ222¢C
JUED2230
GUEQ2240
QUED2253

GOTOCS 019400248 003440.84400544006440079490840009,4502,100C) IOPTGUEC2260

C == CPTICN 41 TOU SCORE A HIERARCHY oOXx ==
4C01 CALL GETHNCIDAAME)
CALL SCReHCID)
CALL SETHC(IDSISET)
ISETCLIO) =0
G2TJY 4300

C == CPTICN 42 TO PRIANT HIERARCHY DATA ==
490c CALL SETHNCIUoHNAMAL)
IFCIOPTaEQe2) CALL PRINTHCIDHNAME)
IF (IUPT4EU,10) CALL HPRUIDyHNAME)
GCTU 4(90g

C == CPTICN 43 TO ASSIGN HIERARCHY EBOx SCORES ==
4C02 CALL GETHNCIDoHNAME)

WRITE(G99430L)

CALL SETHCIDGISET)

9430 FORMAT(10H? SCCRL =)
SCCREHCIU)I=GETAUM(=1e9l0e9l.)
IF(SCOREACID)elLTou) ISETCID)=U
IF(SCOREHCID)eGE «3) ISETC(IO)=1
c0T0 440G

C == CPTICN 44 TO REVISE ODELAY/RESPONSE RULE. NOT CURRENTLY LSED
4004 CALL SETHNCIDsHNAME)
IFCRULEMUID) «FGe TEXTSLT7)) GOTO 440
W ITE(699440)
9440 FORMAT(2BH BOX DCES NUT USE DCLAY/RESP)
GO0TO 4.0
940 CCNTINUE
COTO 4700

C == CPTICN 45 TO REVISE SCOKING RULES ==
4005 CALL oCTHNCIDGHNAME)
WRITC (649503)
45( READ(S5+9504) R
U0 451 I=1+6
IF (RSEUWSTEXTS(I)) GQTC 452
451 CONTINUE
MRITE(649505)
GOTC 450
452 RULEH(1D)=R
SCCREH(IU)==1.
CALL SETHPUIODSISET)
60TS 40U

C == CPTICN 46 TO ENTER A NEW HIERARCHY INTO THE SYSTEM ==
4006 WNRITE(649467)

QUEL22T70
aJEJ2283
GUE"22912
IUE92300
aUED2310
A“UED2320
QUED2339
AUEI234)
GUED2350
QUE?2360
JUEW2370
WUED23860
QUER2390
JUEJ24C0
GUEJ241C
WUEJ2420
QUei2430
GQUEDJ2440
GUEC2450
GUEJ2463
SUEG2473
QUEG2480
JUED249)
QUENZ503
GUEYU2513
QUEY2320
GUEC2530
JUED2S540
GUE22550
IUEV2560
QUEQY2570
GUEJ2580
GUEB2593
GUEQ2600
QUED2618
GUEV 2620
JUED263)
GUEG26490
GUEC2650
GUEU2660
QUEC26T2
QUEG268CL
QUEQ2693
GUEJ2700
JUEW27190
QUELC2T720
GUEQ2730
GUEDS2740
asUEDS2759




QUEAST

F464
9465

946 (

466

4€¢

FORTRAN P IC=WCCuk

FLAGLS)=]

READ(3%149464) NUMHK
READ(3I%249465) (LOCH(IDyI=
FCRMAT(112)

FORMAT(2ul W)
READLA9149464) NUMK
READ(49249465) (LOCHS I 1=
FORMAT (26H? ENTCR HIERARCH
HNUMSGETNUMCL e oFLUAT (NUMR)
CO 465 1I=144C

1SETLIN=0

DC 466 I1=i,41C
ICEXCI4I1)=0

HNAME (I)=BLANK
SCCREM(I)==]1,

L=t

LCC=LOCH tHNUM)

1619458

1 ¢ NUMH)

1eNUMH)
Y NUMEER
sl

C EEGIN BY READING INFO FOR FIRST BOX

460
S4¢ 1

64

461

462
9462
262

4601

4602

468

READ(3*LUC ¢9461) ANAMZIoiUM
FORMATCLAG 94K 911 29AX 01024
IF CANAME EGJNGMO) GCTO 468
CALL ATGET (ANAME ¢IDeHiVAKE)
IFCIDeTed) S2T0 4oy

L=L+l

IC=L

HNAME CID )= ANAME

IF (NUMJEQeD) GCTQO 463
WOLXC(ID)=Q

RJLEHCID)I=R

ICEXCICe1)=NUM
IFA(NUMJERSG) GCTO 4612
IFENUMeGTa5L) GOTO 4601

D0 462 J=1eNUM

Ji1zJds+l

LOC=LO0Ce]

READ(3I'LOC¢9462) ANAME
CALL ATGET(ANAVME oIE ¢HNAME)
IFCIE«GTLd) GOTO 4oy

LzlLel

IE=L

HNAMECL) =ANAME
ICEXC(IDUL =]

FORMAT(14A6)

LCC=LOC+1

GOTO 46y

NUMZNUM=50

DC 4602 J=1leNUV

JizJdel

LOC=LCC+1

READCI®LOC ¢9272) ANAM
IDEXCILGJLI=NGCANAM)
LOC=LOC+]

GOTU 46L

CCNTINUE

J=LOCHS (HNUM)

Rl
XelAG)

THURSDAY & DECEMBER 1979

)

QUEC2760
GUEL2T77¢C
WUE 32740
JUEJ279¢
«JES2HIU
JVEN281.
GUE J2E2¢C
AWEL283C
AJEueh4o
GUETN2850
dUEGZ286C
GUE Jeal?
JuUE288C
QUE2 2490
GUEJXZ23LY
GUEN291?
GUE 228270
JUEL2930
JUEL294)
JVES 2992
sUgu29%7)
GUE2297¢
WEI2980
QUE 22392
QUE 3008
SJEU3JLC
GyEL3l2¢
GUEGILIC
GUEC 343
NUES 335w
GUEJIILES
JUECINTE
wWENZ80
JUECITUIS
GUEL3104
QUEL 321t
GUETZ2123
IUEC3130
QUEZ3140
QUEN315,
WUEC3 169
GUEI31T7Y
GUEC 3183
GUE?Z313¢
QUEG3CC
GUEQ321)
QUEe¢322¢C
QUEDJ3232
QUES 3244
GUEG3257)
SUEU3260
WJEJ32T0
QUEL 328C
GUEG329)
GUEG3300



GUEAS]

9462

4€5S

459

FCRTRAN P IC=WCCWR 164195458 TH'RSDAY & DECEMBER 1979

READI4*J99463) ((BNAMEC(IL1)oSCORECILI))oIl=1,40L)
JzJeL /5e]

READ(4%J49480) GSCORE
FORMAT(5(1AEs1F643))

DC 469 K=1,L

CALL ATGET(BIHAFME(K) s IDsnNAME)

IF (IDEQeu) GCTO 469
SCOREM(ID)=SCORE tK)

CONTINUE

CO 459 I=1+40

IFCIDEXCI91)eEGaD) RULEMHIII=BLANK
CCTU 4.00

C == CPTION 47 TO PRINT CUKRENT BOX NAMES ==

4007

CALL PNAME (HNANME)
GCTO 4LuCD

C == CPTICN &€ TO FILE HIERARCHY DATA ==

4goe

482
481
48¢C

9480

LOC=LOCHC(HNUM)

Oc¢ 430 I=1sL

IF(HNAMECI) dEGeBLANK) CGOTO 481)
WRATECI®LO0Ce94E1) HNAMECI) oICEXCIol) oRULEHII) 4GDEXL])
14=zI0EXtIo1)

IF(I44tNe0) GUTO 4580

LOC=L0C+1
I1=MUDCIDEXCI 91) 950 +1

CC 481 12=2411

I13=IDExC1412)

IFCtIG.LELS0) GCTO 483
WRITEC3I®LUCeY272) GNAME(IZ)
G070 481

sRAITECZ®LOC+94€2) HNAMEC(]IZ)
LCC=LUCe]

CCATINLUE

SRITEC3*LOCe94452) NCMO

J=LOCHS (HNUM)

aRITECG*Je T4 3)(HNAMECIZ) o SCOREHCI ) 91232140
JsJ+L /1

dRITE(4%Je944C) QGSCORE

FORMAT (1LFE5)

GCTQ 4700

C == CPTICN 49 TO CHANGE NAME OF BCX ==
CALL GETHNCIDoHNAME)
MRITE(ne9271)

READ(549462) HNAMECID)

GCT0 400C

ENC

4009

PAGE 7

QUED3310
JUED3320
QUED3330
GQUEC3340
QUED 3350
aUfF 133610
GUEG33TO
Guedlisd
GUED3390
QUED3400
QUEGC341C
GUED342)
GUEJ3430
GUEJZ44C
QUEG 3450
QGUEJ3460
QUED34TO
GUEQ 34812
QUEJ 3494
JUEG 3500
QUEJ3S10
QUEG3520
Jut 03530
QUEC 3540
QUEC 3550
AUEJ3S56C
QUEC3STC
GUEC3580
QUE L3592
GUEG3600
GUEN3610
SUES3620
GUE 23631
JUECS364C
<UED365Q
QUER 366D
GUEL36TC
GUEJ358C
QUEJI369Q
GUEQ3700
QUEDN3IT1)
QUEJ2720
GUEDJ3734
GUEII T4
QUEL3T750
QUEC3760
GUEDJ3T7T3
GUEU3780




GUEAS]
NATIONAL CSS,

FORTRAN P IC=WCCWR 16420438 THURSDAY € DECEMBLR 1979

INCe CSUNNYVALE DATA CENTER) SUNY

SUBROUTINE GETHNC1D sHNAME)

C SUEROUTINE GETHN INTERACTIVELY REGUESTS A BOX NAME AND RETLANS ITS

C 10

10
SC0¢C

90061

e
3602

MNUMEER .

UCUBLE PRECISION ALL oHNAME (4L oA
OATA ALLZ&MALL /

10=1

WRITE(E49000)

FORMAT(2CH? ENTER EOX NAME == )
READ(549001) &

FCRMATC(146)

IFLACEQeALL) RETURN

CALL ATGET(AgIDoHNAME)
IF(ID.EGed) GOTO 2

Re TURN

MRITEC(EZS0u2)

FORMAT(11H?2 BAD NAME )

CALL PNAME (HNANE)

GCTO 1¢

END

SUCROUTINE ATCETCANAME o ID 9 HNAME)

C SUBROUTINE ATGET CHECKS A BOX NAME AGAINST THCSE CURRENTLY IN
C THE SYSTEM AND RETURNS ITS 1J NUM2FR (0 IF KOT VALID).

10

20

UOUBLE PRECISICN
CC 10 I=1440

IF CANAME<EGeHNAMECI)) GUTO 2l
CONTINLE

IC=0

RETURHN

10=1

RETURN

ENC

ANAME shiNAME €4 7)

SUERQUTINE SCREWMCID)

C SUBRCUTINE SCREM IS THEL MASTER SURRQUTINE FCR SCORING EBOXES

102
EL DR

CUMMON Ll(lGO)oQSCCRE(lO&)oLZ(lOO)vSCJREH(bO)oRULEH(“C)
COMMON IDEX(4{41¢)

CALL MULTEVCID)

SRITEC69930u) SCOREMLID)

FORMAT(13H THE SCORE ISe1F10.5)

RETURN

ENC

SUCROUTINE BCX(ID)

C SUEROQUTINE BOX SCOKES BOXES WHICH HAVE QUESTICNNAIRES A4S IANOUT.

101

COMMON L1C100)+QSCORECLICO) oL 2€4100) 9SCOREH(43)
COMMON RULEH(4C) o ICEXC4041 )

CIFENSION INDEX(40) oRESPCLUO)
NAT=IDEX(IDe1)=49

CO 101 I=24NAT

INCEXCI)=IDEX (LU 1)

INCEXC1)=NAT=1

Ce 1u2 I=1,4100

RESPC(I)=QSCORE(])

PAGE 1

QUECDu1N
QUEC2020
GUECAT3C
SUEQCI4)
GUEJQIS)
QUEJ0L6G
GQUECYC2T)
QUEC JJ&S
GUEDSCLS)D
JUECN104
GUESLL1D
QUEwcl29
GUEGulou
QUEDJL4C
GUEGGL1S5C
QUEJaled
SUEQN1TO
GUELI1Ry
GUEDS19:
GUESG2C T
AUELT21C
GUEut22¢8
FITT RIS PR
QUED( 24
GUESJ25:
QUESCze"
aUEUJZ?;
AUEQ %203
GUEQC29
QUESS3ICE
WeELL31L
GUES232¢
QUEUN33y
«JEU034Y
QUECL35S
GQUEC 367
qUELS3T79
QUEL"3I8(
WUECC39¢
JUEDRGCC
JUEUUL1D
GUECD42%
GUEJL432
GUE206449
WUEDQ450
GUEOR 46D
GUEQJQ47¢C
QUECSC4BS
WUEGD49)
GUEQVOS500
QUEJ"S10
JUEUDS528
GUEJGE3D
GUEDD54D
GUEDDS5D



GUEAS]

FURTRAN P ID=uCCuWR

FULE=RULEHCIOD)

CALL "XTURECIDGRULE9INCEX4RESP4SCORE)
SCORER (ID)=SCORE

RETURN

ENC

SUBROUT.LNE MULTEVC(ID)

€ SUERQUTINE MULTEV IS THE HIGHEST LEVEL OF THE
C NESTED 80X SCORING ROUTINE

1c

30

40

COMMON LLC3C0)¢SCOREH(40)9RULEHEAD )4 IDEXCEN410)
CIMENSION INDEX(40U)

NUMAT= JOEX (104 1)

IF(NUMATLGel) KETURN

IF(NUMAT «GTeSu) GOTC 40

CJ 106 I=1eNUMAT

I1=1+1

L=IDEXCIDeI12

IF(SCOREM(L)ebELDQ) 6OTC 10

CALL MULTEL1¢L)

CONTINUE

J1ZNUMAT+]

CO 30 J=1l,4l

INDEXCJI=IDEX (104U

CALL TXTURECIDSRULEHCID) 9INDEX9SCOREHSCORE)
SCCREH(ID)=SCURE

RETURN

CALL BCx¢1D)

RLTURN

oD

SUFROUTINE GETENCID9GNAME ¢ NUMG)

€ SUBROUTINE GETGN INTERACTIVEL Y ACCEPTS A QUESTIONNAIRE NaNE
C ANC RETURNS ITS 1J NUMBER

4C
300¢C

9091

3002

COMMON LOCGCIGD)
CIMENSION ONAMECLICD)
RITE(Es900.)
FURMAT(29H? ENTER GQUESTICNAIRE NAME == )
READ(Se9001) &

FORMAT (1A%)

IC=NW<w)

IF(IDeEQL0) GOTO 1
IFCIDeLT4d) RETURN
I=L0CQCID)
READCLI*I49002) NUMG
FCRMAT(10X4112)

RETURN

CALL PGNAM, (Q (AME ¢ NUMR)
oCTQ 40

RETURN

ENC

FUNCTION YESNO(2)

C FUNCTION YESNO RETURNS THE ANSWER TO A YES=NO QUESTION
C € FCR NCy 1 FOR YES.

DATA X/1HN/

1642008 THURSDAY 6 DECEMBER 1979

PAGE 2

GUEGDS60
GUENG570
QUEDVSAC
JUED Q0590
QUEDDGDO
GUEQGOS1D
GUEQ2620
GUEC J630
GUEVD64]
GUEJO065C
GUEDJ560
QUEGOETI
GUEOGEED
GUEUCB30
QUEGOTAHGC
WUELCT10
QUE30720
GUELCT30
JUEDCGT40
GUEJCTS50
QUEGOTe0
GUEGCTTC
QUENDT782
QUEDDT90
GUEQCDSB0D
QUEOUB10
GUECDGB2C
QUEULH30
GUEGOBA4 O
GUEQ0850
JUEQUBED
GUENG8TI
SUEQCHE0
GQUECCS9)
QUELUDSC0L
~UEQDJS10
GUESC920
GUEQNI 30
QUEGLI40
QUEQ(939
GUECO960
QUED3970
JVELS98Y
QUEDGSI0
QUEOD1Ca0
GQUEJLIC1D
AUEZ1C20
QUEQ103C
GUFQ1042
4UEQ1050
GUEO1060
QRUED1070
GUEQLCBD
@QUED109D
GUED11GO



GQUEAS]

C FUNCTICN GETNUM RETURNS A& WUMBER ENTERED INTERACTIVELY
C AFTER CHRECKING FOR THE AFFRCPRIATE RANGE AND

a2 Nal

2C
9C0¢

10
9001

10

10
11
20
21

FORTRAN P IL=WCCuR

CATA Y/Z1nY/
YESNO=U.
READES43000) &
FORMAT(1AL1)
IF(XeEGaA) RETURN
IF (YeNEeA) GQOTO 1C
YESNO=1.

RETURN
dRITECES5041)
FCRMAT(2CH? TYPE YES
GOTO 21

ENC

CR NQ o= )

FUNCTICN GETNUMCALCOWsA=IGH$TYPE)

REAL GETNUM
READ (EgegERR=20) GETNUM

16.20.98

THURSDAY € DECEMBER 1979

TYPE.

IF (TYPEsEQeJdehiWDeGETNUMJNTAINT(SETNUMY) GOTO 57
IF (GETNUMGGE e ALOW e AND «GETNUMeLE s AHIGKH) RETUR

IF (TYPEEGe2) GCTC 4o
WRITECE100) ALOwe AKHIGH

FCRMAT (26H? ENTER A NUMBER BETWEEN

ato 14

IF (TYPEenLe2) GOTQ IC
CATINUE

RETURN

SRITC(E9101) ALOWGAKIGH

01106894 AND

FCRMAT(26H? ENTER AN IWKTEGER BETWECN9s 01043 94HAND

G010 1u
ENC

SUERQUTINE TXTURE (NUMGRULEs INDEX4RESP4SCOKE)

SUBROUTINE TXTURE CUMPUTES A SCORE USIHo A SPLCIFIED
SCCRINE RULE.,
COFMON LLC1GO) oGSCCRECI00) oLL1(SB0) 4GLEXCLC)

DIMENS ION INDEXCL) gRESPC1)oTEXTS(5)

DATA TEXTS/®hAte®SAtaPAVe,*SO*,*0R g/

M=INGEXL(L)

N=Me}l

CC 5 I=146
IFARULEEWTEXTS(I)) GUTC &
CONTINUE
RITE(EL90L)
FORMAT (38H
RETURN

GOTO (1Ue20 930440450 470) 1
SCORE=1.

CO 11 I=24N
SCCRE=SCORE*RESPCINCEXCI))

RE TURN

SCORE=1.

DC 21 I=24N

SCCRE=SCORE «(RFSPCINDEXCI))*14)
C2le/(2arap=l,)

BAC RULE ENCOCUNTERED COMPUTING SCCRE

9161265434

016175 ¢3He=

)

--)

)

PAGE 3

QUECI110
SUES112C
UTylll”
SUEGI180
JUES115C
AUEN1160
QUELI172
uUEﬂllab
JUEGL193
QUESL12%0
aveGicl)
GUEG12213
WES1232
'.U:-.': XZ‘QJ
QUEN12%2
WEJ1263
«UEGL1270
JIVEZ123)
aUzui29°
GUZL12430
QUL I131C
GUEL1320
GUewvill0
sUEL123)
WUEQ1363
wUECL1370
JuEcilge,
aYeel399
GUECLlaUC
GUZG1618
wJET142¢C
WE:14633
QUEV1S4C
wUZC145¢C
wUEDL1&ED
GUEJ1472
GUED148°
AUE214°C
AUF2150)
AUES1IS1E
dUE31520
[UEDLS3N
iUES1E43
GQUEL1552
«JEO1S60
SJUEC15T70
«UEC1E8?0
GUEJ1590
QUEC16GD
«UEJL1EL1D
GUESl620
QUEJ1630
GUEC164)
QUED1630




GUEAS]

31

40

41

6%
66

C SUBROUTINE MULTEL IS THE SECOND LEVEL OF THE EOX SCCRINS
C SYSTEMe IT IS A CLONE JF MULTEVe AS ARZ MULTEZs MULTE3,
CCFMON LLC3UQ) oSCOREHCA0IRULEH(4C) 9I0ZX 441 2)

10

40

FORTRAN P IL=WCCWR 16420408

SCCRE=C(SCORE=14)
RETURN

SCCRE=0,

CO 31 I=2¢N

SCORE=SCORE+RESP (INDEX(I))
SCCRE=SCORE=(]1./M)

RE TURN

SCCRE=1.

00 41 I=2eN
SCORE=SCORE*(1e=eS+RESPCINDEXCI)))
SCCRE=(2e* M/ (24%+Ma]1,))4(1,-SCORE)
CONTINUE

RETURN

SCCRE=1.

RC S1 I=2eN

SCCRE=SCORE*(]1 +=RESPUINDEXCI)))
SCCRE=14-SCURE

RETURN

Q=QDEX(NUM)

IC=NQ(Q)

AzGLSCORECID)

B=Ces2

DC 65 J=145

IF(ALTaB) GOTC &6

B=zB+0.2

COANTINUE

RULE=TELTS ()

I=J

GCT0 6

END

SUERQUTINE MULTELICID?

CIMENSION INDEXC4L)
NUFMAT=IODEX (IO 1)
IF(NUMAT.EGeD) RETLRA
IFINUMATSGTeS5U) GOTO 4&C

DO 10 I=1eNUMAT

I1z1+1

L=IDEXCIDs1I 1)

IF(SCOREHCL) «GELU) GOTC 13
CALL MULTEZ(L)

CCNTINLE

V1=NUMAT»]

DO 30 J=1levl
INCEXCU)=I0EXCID o)

CALL TXTURECIDRULEMCID) 9INDEX9SCOREH¢SCORE?
SCIREH(ID) =SCORE

RE TURN

CALL BOXCUID)

RL TURN

END

THURSCAY & DECEMBER 1973

ANC MULTEaS,

PAGE 4

QUED1660
GUEDIETD
GUEC168¢
GUEC1893
GJS01700
SUECLT71¢C
GUEZ1IT729
GUeli73v
wJEJLT4S
QUEV1752
dUEJ1760
GUESITTY
QUED1T78¢
GUEZO1T793
RUEJL1BGLO
GUEu181)
JVEC1820
aJcC1a830
LGUEJ1840
QUEL1850
SUEL 186D
QUEZ1870
GUEZ1l823
JUEC1E3D
WEC19CC
GUECL1910
sUculs2d
QUEC193)
WUEN1949
QUEJ195¢C
GUES1960
QUEILSTY
aUED138 1
GUEC1S9C
SUEQ2000
aUEC2310
GUENZG22
wJED2333
SUED2040
JUEG2050
JUED2(C6D
GUED2J37u
QUEC20KQ
SUEY2090
QUEJZ100
QUEDN2110
QUEG212¢0
GUEG2130
QUEC2140
GUED2150
QUEQ2160
GUED2170
GUEC218)
GUED2190
QUEG2200

B~13



QUEAS]

FORTRAN P IC=WCCWR l6e2iLe0B

SUERQUTINE MULTE2¢ID)

C SUEROUTINE MULTE2 IS THE THIRD LEVEL OF THE BCx SCORING SYSTEM

1cC

30

40

COMMON LLC30U) 9SCOREHC4DIRULEHIGD) IDEXL4U61D)
CIMENSION INDEXC40)

NUMAT=IDEXC(IC+ 1)

IFONUMATEWe0) KRETURN

IF(NUMAT GT&50) GUTO 40

CC 10 I=1eNhUMAT

I1=1+1

L=JDEXCIUsI1)

IF(SCUREH(L)«GE«QJ) GCTC 10

CALL MULTE3tL)

CONTINUE

JI1=NUMAT ]

00 30 J=1l,441

INCEXCUD=IDEXCIDs )

CALL TYTURECIDWRULEHCIC)9INDEX9SCOREH«SCORE)
SCCREHCID) =SCORE

RE TURN

CALL s80X(10D)

RETURN

ENC

SUPROUUTINE MULTEZCIL)

C SUEBROUTINE MULTE3 IS THE FOURTH LEVEL OF THE POX SCORING SYSTEM.

10

30

4c

COMMON LLC300) oSCOREHCAJIRULEHCSD) oINDEYCGU410)
CIMENSION INDEXC&4Z)

NUMAT=IDEACIDs 1)

IFINUMATEGeD) RETURN
IFENUMAT oGTe5U) GUTO 40

DC 10 I=1¢NUMAT

1l1=1+1

LIUEX(IDL 1)

IF (SCOREH(L)«GESD) GOTO 10
CALL MULTES&(L)

CONTINUE

J1zKNUNAT+1

D0 3L J=1lyvl
INCEX(U)=ICEXCID o)

CALL TXTURECIDGRULEHCID)oINDEX+SCOREHSCAORE)
SCOREH(ID)Y=SCORE

KETURN

CALL BOX(1ID)

RETURN

ENC

SUEROQUTINE MULTE&4CIC)

C SUBROUTINE MULTES 1S THt FIFTH LEVEL OF THE BOX SCORING SYSTEM,

B-14

COMMON LLC300) ¢SCOREHCAUIRULEHCA0) oIDEXC(4C410)
OIMENSION INDEXC40)

NUFAT=IDEX (1D41)

IF AINUMAT EGe0) KETURMN

IFE(NUMATGTe50) GOTC 4C

00 13 I=leNhUMAT

THURSDAY & DECEMBER 1579

PAGE 5

JUEJ2210
QUEG2220
GQUEJ223)
NUEV22470
WwUEG2259
GUED2260
WwuE(227)
QUEPZ28T7
GUED2292
wJEJ2300
GUELJI2316C
AQUEv2320
JUED233¢
QMUE2234
Wwuf?22352
FEv2362
GUEG2379
GUEv23sd
AUESZ39)
CUEC24C0
QUL 32419
JUED2422
AJEul43y
QUEJc44 4
GUEC 2453
JUEG2460
QUEL24TC
WUEQ 24480
GUET2499
GUEN2500
QUEL2310
“UEN2520
GUED2534
WUEL22420
sUEJ25%5)
GUEJ2589
AUEC2570
GUED22582
GUEw229.
QUENZBLD
GUEU261"
<UEL26235
GUED2630
GUED 264 3
GUE22650
FUED 2660
QUE28T0
QUEGZERD
QUEG2690
GUES2700
QUEG2710
QUED2720
QUED2730
GUEQD2742
QUED2758



QUEAS] FORTRAN P 10=WCCWR 16420.08 THURSODAY €& DECEMBER 1979

I1=1+1
L=IDEXCIDe11)
IF(SCOREH(L)«GELD) GOTQ 10
CALL MULTES(L)
1 CONTINLE
J1I=SNUMAT 1
DO 30 J=1le4dl
30 INCEXCUI=IOEXCIUGY)
CALL TXTURECIDGRULEHCID) INDEX ¢SCOREH¢SCCRE)
SCCREMCID) =SCCRE
RETURN
40 CALL BCOXCID)
RE TURN
END

SUEROQUTINE GETRCILOC4RESP)

PAGE 6

QUED2760
QUEC27T70
QUEDC2780
GQUED27930
GUEQ28N0
GQUED2R1D
QUEQ2520
AUE02830
GUEL2240
GUEJ2R30
GUEC2860
GUED28T70
QUEJI28S80
QUEL2830
AUEJZ9C g
GUED291%
GUEL292D

C SUEBRQUTINE GETR RETRIEVIS THE RESPCUNSES FROM A SPECIFISD GULESTICNNAIREGUES293D

C LCCATICA.
INTEGER RESP(4D)
J=ILOC 1
READ(2%J490¢0) RESP
g00¢C FORMAT(40C1X4141))
RETURN
ENC

SUBROUTINE MULTESCID)

C SUBROUTINE MULTES SIMPLY PRINTS AN ERROR MESSAGE AND RETUPAS,
WRITE(£4300)
WRIFECes301)

JUEG2940
QUED2750
Quid2%e9
GUEL2973
JUEU2980
GUELZ299)
GUEIZINGR
SQUEC301D
GUEXZJ28
aUEvzo3o
SUEJ3040
SUEJI3052

SCC FORMAT(S4H YOU WAVE MIT THE LOWGEST LEVEL IN THE SCORING ROUTINEIGJED3060
501

FCRMAT (45H PLEASE TRY SCORING LOWER LEVEL BOXES FIRST )
RETURN
END

GUED3GLTD
qUEC3C8?
QUES3Q09¢L



QUEAS?2

FORTRAN P IC=wCCur

NATIONMAL CSSy INCe (SUNNYVALE DATA CENTER)D SUNY

C SUEROUTINE PRINTm FRINTS £ CGRAPHICAL CESCRIPTION OF THE HICLRARCHY

SUERQUTINE PRINTHCIU 9HNAME)

C EELCM A GIVEN BOXs

9Cou

5001

COMMON LxXC100)9Q@SCORECLUODIoLXXXELI0C) 9 SCOREHCAD) gRULEFLAD)

CCMMON IDEX(40410) 40DEXCAL)9ONAMECLOU)

COUBLe PRECISICN HKAMI (4u)

DATA Q/1inQ/

JRITECES3000) HNAMECLIL)

FORMAT(Z¢2%H FIELRARCHY DATA FOR BUXx «lAbe/)
11=IDEXCIDe) *1

K1=MOD(I1+450)

WRITE (ee90ul) WNAMECID)oRULEHCTID) o SCOKEHCTIC) 4GDEXCID)
FORMAT(SH BUX:slA6eTH RKULES91A2¢0H SCORLIe1F6eTy

15+ TelA%)

9c02

11

3%
3¢
4c
4(
10

IF (11+EGel) RETURN

CC 10 12=24K1

WRITE(645002)

FOURMAT (7NH? )

I3=I0EXCID12)

IF(K]l«EQeI1) GCTO 1%

WMRITEC(E990L3) GNAMEC(I3)9GSCORE(IS)

FORMAT(1TH GQUESTIOWNAIRCL: oll4gEH SCORE:e1FEe3)
6270 1o

WRITE(S¢90ul) HYAMECIZDeRULELHITIZ)¢SCOREHEIZ) 950EXCI D)
I14=I0EX (134101

KZ2=MOD (1445)

IF(]18.EGel) GOTC 14

OU 40 15=24K2

dRITE(£45002)

aRITECEWTLUZ)

I18=IDEACI3L1ID)

IF(K2eEGeI4) GLTO 25

WRITECE9900u3) GUNAMECIA) 9 G@SCORLCIE)

GOTO 47

WRITECESSOCL)Y MNAMECTIE) RULEHMLIA) oSCORERLIB) ulEXCIH)
I6=J0EAtIng1D ]

K3zMOD(1EeS D)

IFLIEeEQel) GLTO 4535

CC 30 I7=2K2

DC 11 Ji=143

WRITE(E49002)

JIZIDEXC(IB 1T

IF(K3stelb) GCTO 35

WRITECE«TOLI) GNAMECUT) 4RECOREC(UI)

GCTC 32

BRITE(E9900u1) HNAME (U9 ) oRULEH(JID ¢ SCORERHCJIT) 4 UDEXLIF)
CONTINUL

CONTINUE

COATIMUE

COUNTINUE

RETURN

EAC

SUERQUTINE SETHCIDGISET)

¢ SUBROUTINE SETH IDENTIFIES wHAT BOX SCORES NILL BE CHANGED
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PAGE 1

QUECOS10
QuEloc2e
QUEDNDI3I
GUEGI040
WUEDL uS¢C
WUEOCIEL
QUEL26LT)
GUERT0%D
QUEII9v
GUELSL1G
wJeoull?
JUEJCL120u
GUEIN134
GUEDD140
QUESCL1SY
wUEJelb e
GUESTLT.
JuLulled
wUEc2194
QUEIR2C Y
adbudeln
“UELI223
dUEGC 235
GUE L 247
sUELL29
JUE-. :va
sucdt27e
sUty 22RC
Y0292
JUEOC30
JUELC212
SUESC325
JUELL 33T
IJ::- . 5";
MIEL L35G
CUEJL3EE
WENLSTR
sUtuy se?l
JUES 239
tUESiely
SUESJI610
SUESIG2:
SUEuCe3C
AUEC JkaD
GUEUCas v
GUEILge s
QUESI4TS
QUESN4RC
JUEGT492
GUECLSLU
SUEGIS1C
QUEL252)
QUEGLS3Y
RUES0S4Q
«UECLZSC



QUEASZ

C WHEN A LOW LOVEL BOX*S SCORE IS CHANGED

10
4

1c

30
9c02

2C

FORTRAN P ID=dCCWR

16420419

THURSDAY & DECEMBER 1979

AND REINITIALIZES THEM,.

CCMMON LXXC(3C0)oSCOREH(40) sRULEHC40) o ICEX (40010
DIMENSION ISET(4D)

1E=ID

00 20 I3=1+10

ICK=3

CC 4o I11=1440
I2=I0DEXC(ILlel)+]
IF (124EQeleQRel2sGE«SD)
Cs 10 14a=2412
IS=IDEXCI1o1%)
IFCISeNESIE) GCTO 10
SCOREH(I1)==1,

IE=I1

GaTu 2¢
CCATINUE
CONTINUE

IF (ICKeEQ40) GOTC 50

CONTINLE
RETURN
END

FUNCTICN NG(AN*ME)
C FUNCTICh NG RETURNS THE NUMEER OF THL PASSED QUESTIONNAIRE NAME.

COMMON LL(B<U) 9GNANMEL(LILD)

CATA ALL/Z4HALL 7/
0C 10 I=14100
IF GANAMELEGeGNAME(]I)) wO0OTOQ 230

CONTINUE

IF (ANAME oNEwulL) GCTO

'v'.“z-x
RETURN

BRITE(E49003)

FURMAT (1CH

NG=D
RETURN
NG=1
RLTURN
END

BAC NAME)

3C

GOTO 40

PAGE 2

aUEQDS6D
QUEDZ570
QUEQDS8D
GUEJD0591
GUECO063C
GUEOUGL10
RUEJDE20
GUEQD630
GUEGQ6480
JUECCESY
GUECJBKD
GUEJJETH
wUEO06RD
GUEGJE9?
3UEC3ITAC
QUEDJT1O
QJEdQ720
SUEDSI3C
WUEL2T42
GUECCLTS0
JUEGYT6D
SUECOTT7
QUEQJANTAZ
QUESDT79%
GUEGU50

JUEDJELYD
GUEQLS20
4ycJIC830
GUEGCNB4O
JUES0RSS
QUEGwUEsD
<JEJIRTO
3UEJJ3A0
WJEu 3290
WELC90E
QUEGGS1C
GJEl392¢0
JUECQ93C
SUESU940

B=17



QUEAS?
NATIONAL CSSe INCe (SUNNYVALE DATA CENTER) SUNT

FORTRAN P ID=dCCWR

SUERCUTINE SCOGREGCID)

C SUBROUTINE SCOREG SCORES GUESTIONNAIRES.

15%
11¢

1e¢
170
13¢

12¢
1c0Q

140
145

s{ot

CCMMON LOCJ(1908)¢4SCCRECLOOI4LOCRCIDD)

CIMENSION IRESPC4L)IoPEP AU 9RULECIC) 9 IWRSTHG)) oW EIGHTCAD)

CIMENSION SCCRECLU)oSCCU40)oINDEX(4D)
INTEGER JDEXC1Cle40)

DATA 1IBEST/1HA?
oEST=FLOAT(IBEST?

CALL GETGCLOCGUID) oRULE9IWRSToWEIGHT ¢ NUMB ¢ NUMGP 4GNEX)
CALL GETRCOLOCRUID) oIRESP)

00 10 I=1¢NUMG

IF (IWRST(I1)eLGeIBEST) GCTO 10U
RESPUIDI=CBEST=FLOATULIRESPCII ) ) ZU(BEST=FLOATCIWRSTCLI)))
RESPUII=Le=dEIFHT (I ) #nESFLI)
CCATINVE

DC 15y I=1,410

SCCRE(])==1,

OV 180 Il1=1elu

FLAG=U .

CO 130 i=1eNUMCP
J1ZQUEXCIgl) el

CC 110 J2=24J1

J3=QDEXIiIeJ2)

IF(J3.GEelud) €EOTC 115
IFC(SCOREC(JU3) L Tod) GLTC 120
CONTINUE

CONTINUE

0C 130 J4=24J1

JOTQDEX(Ieds)

IFtJS5LTe100U) COTU 162
J33J5=-100

SCO(JG)=RESP(UE)

GOTLU 170

SCCLJUG)I=SCURE(uUS)

INCEX(J4)I=US

CONTINUE

FLAG=1.

INCEXC(1)=QDEX(Ise1)

CALL TXTURE(CI yRULECID) o INDEXoSCOoSCORECI))
IFtI+EQel) 50TC 145

CONTINUE

CONTINUE

IF(FLACSEQ D) COTO 145
IFESCURTCL1)«GELD) €CTC 145
COCNTINLUE

GSCORECIDY=SCCRE(1)
MRITE(&430UC) GSCORECID)
FURMAT(I3H THZ SCORE =z41Fb543)
RETURN

ENC

SUEROUTINE GETUtLOCIRULE 9 IWRSToMEIGHT ¢ NUMGU ¢ NUMGP ¢QDE ¥)

1620427 THURSDAY ¢ DECEMBER 1979

PAGE 1

QUEJCO1w
Qugudeet
IJECIG3C
GUECJIT4?
GUEQAJIST
WUECLIHY
AWEIYSTI
GUED JJR]
GUES QL0
GUEY217.
GQUECQLllc
QuUEgn1ZD
sUEGul8C
JUE G142
RUE: 130
AUC\:IIU’U
QUELTL17¢
WUECL 186
Gugudiat
AWE3I2062
agloeld
S9'JEDJ22¢
GUEJI23¢
JUEuu24.
sUEC 2252
SUES 2269
wUE2J27
AUEDN2% ]
CUEC229)
GUZ3I3¥53
AUED Y313
CUEONn325
GUEC P332
WUEJID340
UEAI3IHT
GUEYLIGY
JUENQ3T7C
QUENJZ8G
QUEGT3%¢
GUESN403
dJEDU4LT
GUEUT82¢
GUZ2043C
GUEGI&4
QUEDRI4S5¢
QUEOD4KC
GUEC24TO
QUEGQen 2
JUENJ49¢0
SUEJCLHEL
QUEGES10
GQUEDHS2e
qUES053¢
GUEULUS40

e

C SUBROUTINE GETQ REACS THE STRUCTURE OF A QUESTIONNAIRE UFF DISC FILE 1GUEDI559
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GUEAS?

9eC0

9€Cc
9001

9¢C02

SC

70
1c0
9004

FURTRAN P 10=4CCuWR 1620427 THURSDAY & DECEMBER 19579

INTEGER WODEXCLl0940)oISAVECA0) 4IWRSTI4I)
DIMENSION RULECLUD oWEIGHT (40)

v=LCC

READLL1%J49000) XoNUMIU ¢ NUMGP
FORMAT(1AG o6Xel1248%4112)

NENE D

READC1I*J453002) I WRST

FURMAT (4CC1Xg1A1))
FORMATC(EFS.3)

00 S0 12=1¢NUMGP

J=sJdel

REAUCL®J990LUS) NAMESNUM4R
FCRMAT(2C11208X)014A2)

NAME=NAME =49

ICexENAME9 1) =NUM

RULLC(NAME) =R

JzJel

KEACEL*Je90C4) C(ISAVE(L2)eJdZ2=1eNUM)

DO S50 I=1¢NUM

I11=1+1

IFCISAVECI D)oL TeoU) QGUEA(NAMEI1)=ISAVECtI)+100
IFCISAVE (1)eGE oSu) GOEXUINAMESILIDI=ISAVE(I)=49
CONTINUE

JzJel

READ (1%J490U1DUNEIGHT(IZ2)e12=148)
IFCUEIGHTC(1)eGTel) GCTC ¢
IFINUMGUeLE«B)Y RETURN

ylz=yJel
READCLYJL99001)CJEIGHTEI2) 412294 NUNMGL)
RETURN

DO 150 J2=14NUMGU

dEIGHT(U2)=JELIGHT(2)

FCRMAT (401 2)

RETURN
ENU

SUEROUTINE PRINTGCID ¢UNAME)

C SUEROLTIWE PRINTQ PRINTS THE STRUCTURE FOR A GUESTIONW*IRE.

8599
co0

900z

COMMON LOCGCL10J) 9QSCORECLIOL)4LOCRCICD)

INTEGER GOEXC1Ue40)

CIMENSION RULEC10) gRESP(40) ¢QGNAMECLUD) ¢ IWRST(A40) ¢wEIGHT (G L)
UIMENSION IRESPCAU) o X(A0)4Y(4T)

DATA IBEST/IHA/

CALL GETQ(LUCW(ID) gRULE 9 IWRSToWEIGHT e NUMGU ¢ NUMGP 9 GDEX)
PEST=FLOAT(IBEST)

CALL GETRCLOCR(ID)4IRESP)

WRITE(548999)

WRITECE490UU) GNAMECID)

FORMAT (//7920X922H QUESTIONAIRE DATA FOR)

FORMAT (23X y13HGUESTIONAIRE +1A4%)

WRITEC&49002) GSCORECIC)oRULECL)
FORMAT (BX ¢ 16HOVERALL SCORE = 31F104545Xe7HRULE =
0C S 1=14+40

IF CIMRSTCI)NESIBEST) GOTO 4

s1A44/7)

PAGE 2

QUEDDSAKD
QUEDDSTY
QUEDQ580
GUEODCS90
GUEQG0600
QUEDN610
QUEGD620
JUENDJ63C
WUEDDE4D
JUEJD6S5D
QUEQD660
QUELQ6TD
GUEDQ6ERD
QJEUJI690
JUEQCTOD
GUEWOT10
QuUEDDT2?
AUECI73¢
GUECIT740
QuUEIDTSD
JUEC?2T760
Jeudine
QIECOTRD
wUEJIoT199
JUECOKOO
GUEGG810
GUEDO082Q
GUe 0830
GUECOB4 S
GUEYDAE50
SUEDCS860
GUEJQ3T?
quz (880
wugniase
QUESI%903
GUEGIT91
JUEJQ920
GUEBLI3C
GUEDJS4D
GUEWL9SJ
QUEC?296)
QUEDJIGTD
GUEQDTARD
GQUECL 0992
QUEQL1d4C
«JED1010
QUED1G20
GUEGL103)
QUEZ21347
QUEG1930
GUEDLued
GUED1CT7D
QUECL1080
AQUED1092
QUECIL1dY



QUEAS? FURTRAN P 10=wCCWR 1620427 THURSDAY & DECEMBER 1979 PLGE 3

X(I)=0. GUED1119
GOTO & GJED1120

4 XCI)=1=(BEST=FLOATCIRESPUID))I/A(BEST=FLOATCIWRSTLI))) JUCu1ll3y
6 YCI)=1e=dEIGHT(ID)2(1=X(])) GUED1142
5  CCNTINUE GUEDLII3Y
I=1 GUESL16 0
J1:=50 QUEGL1T0
WRITE(649004) Jl4RULECD) QUEGL18¢
004 FORMATU(TH BOX: 91I2+8K RULE: +142) GUEZ119%
I1=GREX(L1ye1)+1 Wufll2nc
IF(IleEQel) GOTO 1V QUEIL2LD

03 29 1232411 QWUEJIL1222
WRITECE49005%) Juedl123?
9C05 FORMAT(TH? ) SJEDL24G
z4CEXC 4 12) 4UL01233
IFC(I3eGE«100) GOTO 34 AUEIL263
J1z13+49 YUEW12T73
SRITE(6+9004) UleRULECIZ) sUEll2a3
14=G0EX(T1541)¢] QUENL1Z30
IF(IasEGel) GCTO 230 JUEILI0L

OO 40 15=2414 aUtul3l)
dRITE(69900%) GUEDNL132)
BRITE(E9S0U5) FUEN1239
IB=QDEX(1I341%) sUEC1340
IFtIB8eClelDu) CGOTN S0 3 GUEJ135%3
J1zloeas QUEZ1%és
wRITE(693004) JleRULECIR) JUEW1272
le=UDEX(IBg1)+1 sUEullry
IFtI6etlel) EOTO 45 ave0139¢

LY 60 17=2416 wUzl14acCo

CO 11 J2=1,3 QUEVIGLZ

11 WRITE(E990uS) JUECL420
JIZUWDEX(18417) eUT3143)
IFEJSe el DY €COTO 7L IUE01440
Jl=J9+49 GUEJ145)
wRITE(LeI0uq) Ul eRLLECUD) NUED14869
GOTO b qUED1I4 7D

7C J1=J9=130 SJUEV148T
eRITECEST0UE) Wl gXU(J1)4WETIGHTtULYeT(J1) WUEGI&SS
FC0E FORMAT(4N @=9l12¢7H PELSP=9lF6e3¢3H WoelF6ede3H S=elFCel) Gucclsan
60 CCATINUE aUt 13519
oCTU 4% JUEV1520

5t Jl=18-100 QUE 21533
WRITECE49006) J1eX(J1)WEIGHTCUL)sYCUL) GUEZ154¢0

4% COMNTINUE QUEC158)
%C CONTINUE QUEDL136L
GOTO 2¢ GUECLISTO

3C Ji=13=100 GQUEG1ERY
MRITEC(E49006) 1 oXCUL)GMEIGHTIUL) 4 Y(U1) AUED139)

20 CONTINLE QUZl16060
1C RcTURN GUEJL1610
END QUEC162)

B-20



GUEAS A

FORTRAN P I0=WCCuR
NATIONAL CSSe INCe €SUNNYVALE DATA CENTER) SUNY

SUBROUTINE HPRCIDyHNAME)

16420436

THURSDAY & DECEMBER 1979

C SUBROUTINE MPK PRINTS A PICTURE OF A PORTION OF THE HIERARCHY.
COMMON LXAX(300)9SCCREH(40) yRULEH(A0) o JDEXC4041 )

l¢

2€

61
62

DIMENSION DOT(Z045141IPRE2045)
COUBLE PRECISION HNAME (40)

OATA STAK/Z8Hewes fELANK/4H

CC 1 I=1e2¥

DC 1 J=14+5

IPP(IyU)=0

DUTC(leJ)=BLANK

LEV=1

I1=1DEXCIDel) ]

IPRCLEVY91)=1D

IF €11eEQeleCRI1eGT450) GOTO 5
CT 10 1222411

13=I0EXCIDG1I2)

IPRCLEVe2)=13

I4zIDEX(I341)+1

IF(I%eEUel eURLIALGTLS5J) GOTO 15
CC 20 18=2414

I6=ICEXCLI3415)

IPRELEVe3) =16

I7=IDEX(l6el)+l

IFC(I7eEGel «ORaIT4GTeS9) GOTO 25
DC 30 18=2+17

IS=INDEX(I&418)

IFR(LEVe4)=1S

110=10EX(I9elde]

IF(I10eL0e10RI104GT450) GOTO 501

DO Sud 111=24110
IPRCLEVeS)=ZID X(I94111)
LEV=LEVe]

GOoTU 3¢

LEV=LEV+1l

CONTINUE

GOTU 2¢

LEV=LEV+]

CONTINUE

GOTO 10

LEV=LEV+]

CONTINUE

CONTINUE

0C 60 I=1419

D0 60 J=144
11=1PR(IeJ)
IF(I1.EQ.0) GCT0 6C
12=I0EX{I1le1)1

IF (I24LEe240RsI246To5v) GOTO 60

15=1+1
DO 61 13=15419
JizJdel
CCT(I34J)=STAR

IFCIPREIZG UL EQICEX(IL4I2)) GOTO 62

CONTINUE
CONTINUE

PAGE 1

QUEOND1Q
QUED0020
QUEGLD3Q
GUEJOD40
QUEGUISO
QUECO069
QUEQQOT)
JUEU008Q
QUEOCD9?
GUEDCL1I)
QUECD1I10
GQUEGV120
GUEGO12X)
GUEDD140
GUECT150
GUECDJ16D
QUEZ%1T70
auEdCclel
GUECGL1%0
QJUEda200
QuUEDG210
GUECD220
QuzGta23g
“UEJ0240
GUELL250
AUEC(26C
AUEJYLZTD
GUECG280
QUEDdCZ9C
QUECI3CS
GUEGI319
GUEGL320U
SJEQO33N
QUELD34C
QUEGL3SS
QuUEUD 360
SUESC3T0
QUECC380
AUECJ330
quEcQ4c0cC
WUEJC4L10
QUESD420
GUEGQJ430
QUED Q440
QUEJU450
GUE004s0
QUEDC4T70
QUEGD4BC
QUEVG490
GUEJO0S00
QuUedosS1o
QUEQODS520
GUEDDS30
“UEDCS40
QUEDDSS0



GUEAS S

3000
90C1
9(c2
9802
93C4
960¢
S(0¢
30017
EIDE
9009
9C11
Si1z

101

39
41

»3
38
44
4c

(1)

4c

47

B-22

FORTRAN P ID=JdCCuR

CONTINUE
WRITECE490 D) HNAMECID)
FURMAT(32H HIERARCHY INFORMATION FOR BOX elA€e/7)
FORMAT(1lH?%ansnnnans)
FORMAT(3H? » 4138642H =)
FORMAT(4Nn?2 eS8z 91FGalglle)
FORMAT(bh?2«RULES: ¢1A2¢1H#)
FORMAT (3H2ee)
FCRMAT(1n21A1)
FCRMAT(3H?2 )
FCRMAT(2H? )
FORMAT(11H? )
FCRMAT (3112 slAlé2H )
FURMAT (/42MH?2 )

I=LEv=1
WNRITEtE990LE)
00 &y LEV=1.1
LE=LEvel
Maxz]
U0 181 I11=145
IFCIPRALEVOIIIDaNE aCuORGDOTILEVOIIT)eEGeSTAR) MAX=TII
DC 41 [l=14MAX
IFCIPRCLEV9I1)eNFol) GuUTO 39
sRLITECE92309)
cCTu &1
WRITELS490u1)
WRITECE+9011) DOTCLEVSID)
WRITE (E45012)
CQ 42 ]2=14MAX
13=IPR(LEVeiI2)

IFCI3eEdel) GOTO 413
BRITEC(E69T0U2) HWAMELIZ)
62T0 32
WRITE(ELI009)
WNRITEC(E99011) LOTCLEVeI2)
CONTINUE
CCATINUE

dRITE(E4S012)
CC 66 I1=144
IFC(DOT(24I1)eEGeSTAR) COTUtL1911)=STAR
IF(OOTC19l1)eEQeSTARCANDeMAXeLToIl) MAX=]1
DO 45 12=14Max

I=IPRILEV.I2)

IFCI3.EQe0U) GUTO 47
IFCI2eGTel) WRITE(E95045)
MRITEC(Hy900U32) SCOREH(IMD)
IF(I2eEG4) GOTO 45

[14212+)
IFCIPRALEV9IQ)4GTa0) GCTC 46
WRITECELSLLT)
COT0 6%
WRITE(E4900%)
WRITECEL9006) STAR
GOTU 4%
WRITE(E49009)

1642036 THULRSDAY & DECEMBER 1979

PAGE ¢

QUELC362
GUEdLST?O
QUEYNSAD
JUESuUB3C
GUECCEQD
QUTOCALC
QUEGGE2?
QULICe3E
sUE 9643
HJEQUES?
GUEIDEB L
AUEITET)
QUESJan?
QUEGUH9S
JJEDIuTLD
GUECT 1L
QUECCST2C
GUEAT T30
GUEL 274§
wuEA3752
GUES T8
WUELATTE
L7183
GUEQGTIN
el U89
QUECTELT
SLES HK2L
WUEULEZS
SUETCHBYL
MWEIES0
GUESCakT
GUESODRT(
GUESUAKE
WJZUNB9C
aUe o 795¢C
AJZUT91)
WESI20
GUEJ 53]
JUEZ{94(
wUE D358
QUEwu96D
GUESLITS
GUEQU3RY
QUE JG99¢
Gugdlnng
JUEJLCLIC
GUEJL1u20
GUEQLILIL
QUECLJ40
GUEV1353
QUESLLED
GUEJ1C70
GUEC1080D
QUEQ1090
GUEC11929



GUEASH

SC

45

o
M n e

54

4

FORTRAN P ID=WCCWR 1620436 THURSDAY 6 DECEMBER 1379

BRITECELSO0T)

IFCI2eGTal) WRITECE9SOULT)
MRITE(E-,9006) COTC(LEVs12)
CONTINUE

aRITE(EL9012)

OC 49 '2=14MAX
T3=IPRCLEVLIZ2)

IFtI3«EGe0) GOTO S50
WRITEC(E4TGU4) RULZHCIZ)

coT0 51

WRAITECE490U9)

MRITE(549011) COTULELI2)
CONTINUE

WRITE(E43012)

0C 52 11=14MAY
IFCIPRCLEVeI1) NESDQ) GCTO 53
wPITE(Le90uD)
GCTO 5%
WRITE(B4S50LY)
WrRITEC(ee9011)
CCATINUE
wRITE(E9I012)
CC 54 11=1+4
R ITEC(E4S003)
wRITEC(ELZS011)
wRITE(E49012)
CCNTINLE
RETURN

END

COT(LESI1)

COT(LELID?

SUCROUTINE PNAML (HNAME)

C SUEROUTINE PNAME PRINTS THE NAME CF THE CURRENT HIERARCHY ECXES.

947¢C

410
9471

CCUSBLE PRECISICN HNANME(4C)
wrRITE(G49470)
FCRMAT(36H THE CURRENT HIERARCHY INCLUUES BCXES ¢7)
00 470 I=1,45
Ilzg=(]1=1)+1
[2=11+7
WRITE(E9F4T1) (ENAMECTZ) 913=11412)
FCRMAT(B(1X41RE41X))
RE TUKN
eND

SUPROUTINE PuUNAME (GNAME4NUMQ)

C SUERCGUTINE PGNAME FRINTS THE NAMES OF THE CURRENT GUESTIONANZIRES.

3000
1C
9001

CIMENSION GNAMECLCO)

WRITE(EYS000)

FCRMAT(33H TniE CURRENT QUESTIONNAIRES ARE: o/)
WRITE(699001) (ANAMECTIZ) 91221 4NUMG)
FOCRMAT(2X910(€18442X))

RE TURN

END

PAGE 3

GUEOI1110
QUEC1120
GUED1130
GUZ01140
QUED115¢
GUED1160
QUESI1TC
GUEC1180
QUEQ1190
GUEJ1200
GUEDJ1210
QUED1223
SUEC1233
QUED124C
UEU1250
GUEL1260
GUEL127C
GUED1280
GUED1290
GUEDL130¢
QuEI1313
QUEG1323
QUEJ1332
GUEL1340
QUEQ135¢C
«UEZ1360
GUEJL1370
QUEJ138D
GUES1393
GUED1400
QUEG1410
QUEV1420
3UEJ1430
GUEJ144
GUEC1450
WUEC1460
avcClée7c
QUEU1450
QUEC1490
@UE01530
@UE21519
GUEJL1520
QUECG133¢
QUED1540
GUED1S30
GUED15€0
QUEJ1S573
QUE21580
«UED1590
QUED160)
GUEJ161D
QUED1&20

B=23,24



APPENDIX C

AGNS Sample Plan*

18.0 PREVENT UNAUTHORIZED ACCESS OF PERSONS,
MATERIALS, AND VEHICLES

This section describes the components, systems, and procedures utilized
to ensure atiempts by personnel to gain unauthorized access and/or to
introduce unauthorized materials are detected, assessed, and communi-
cated. All attempts, eitiier by stealth, force, or deceit, result in a
timely response initiated to deter, delay, or deny the unauthorized
access or penetration. These entry controls satisfy the performance
capability requirements of 10 CFR 73.45(b).

18.1 Portal Entry Control

Figure 18-1 identifies the MAA, the vault, and the associated portals.
One entry/exit point, designated MAA-1.l1 (Reference 21-1), penetrates
the east wall and one emergency exit, designated MEE-1l.1 (Reference
28-1), penetrates the north wall of the MAA. One entry/exit point,
designated VAU-1.l1 (Refererce 21-!), penetrates the south wall of the
vault (Reference 86-1).

18.1.1 Entry Author.zation Procedures

Entry authorization ve.ification procedures (Reference 2-1) limit con-
trolled access area admittance to »nly those personnel authorized to
perform specifically assigned tasks and at only those times when the
performance of these activities is autborized. Authcrization Schedules
(Reference 1-1), derived f‘rem Shift and Production Schedules, determine
what activities are auth ized and when, and by whom, these activities
are conducted. Entry . .thorization verification procedures p- grec=-
sively become more restrictive as the sensitivity of the cor -clled

area increases.

18,1.1.1 Entry Authorization

Entry authorization consists of a computerized criteria screening pro-
cess . This process compares area access criteria, contained in the
Area Authorization File (AAF), against personnel access qualifications,
contained in the Persoinel Authorization File (PAF). Area access cri-
teria include administ: tive and security requirements, the category of
activities requested (Work Designation Codes, Table 18-1), and the
periods these activities are authorized (Production Schedule). Person-
nel access qualifications include the category of activities 2. indi-
vidual is authorized to perform (Work Designation Codes), the periods

-

The text for this appendix w's s pplied oy AGNS from the Sandia

"Upgrade Rule® Contract report (se: Reference 6). For information on
e references cited in this appen ix, refer to that document.




the individual is authorized to perform these activities (Shift Sched-

ulel. and the administrative and security requirements possessed by the
individual,

18.1.1,2 Personnel Entry Authorization

Personnel entry authorization is automatically initiated and verified
each time an individual requests admittance to a controlled access
area.

18,1.1.3 Maintenance and Distribution of Entry Authorization

Personnel e try authorization is maintained current by continuously up-
dating the 'ersonnel Authorization File (PAF) and the Area Authoriza-
tion File (AAF). No two individuals are capable of programming the PAF
with sufficient data to authorize an individual admittance to a con-
trolled access area. Similarly, personnel authorized to program the
AMF with area access criteria do not have access to the PAF,

Personnel entry authorization information is displayed on computer com=-
munication terminals located in manncd entry control points and at the
Central Alarm Station (CAS) and the Secondary Alarm Station (SAS).

The CAS and the SAS have the capability of displaying a list of all
personnel currently occupying a controlled access area and a record of
all entry and exit events which have occurred within the last 24 hours.

18.1.2 Entry Procedures and Controls

The incorporation of security officers and entry control systems and
procedures serves to maximize the capability of detecting unauthorized
persons, contraband, and unauthorized vehicles attempting to enter a
controlled access area. These measures are applied during both routine
(Table 18-2) and nonroutine conditions.

18.1.2.1 Routine Conditions

Table 18-3 identifies generic criteria which qovern access functions
during routine working and nonworking conditions, excluding nonroutine
conditions which are identified in Section 18.1.2.2.

18.1.,2.1.1 Procedures and Controls for Personnel Entry

Personnel entry controls and procedures are designed and operated in a
manner which verifies admittance authorization and positive personnel
identification prior to authorizing admittance into the MAA Secuved
Access Portal (SAP) (Reference 68-1) and the MAA, respectively. These
controls ensure that access to MAAs shall include at least two individ-
uals. All admittance search functions are conducted within the MAA SAP
which is isolated from both the MAA and the PA. This admittance con-
cept maximizes the integrity of the MAA until access authorization and
personnel identification are verified and provides containment of per-
sonnel until all admittance =earch functions have been satisfactorily
completed. It also facilitates containment of personnel by security
officers should suspicious a. “ivities be observed within the MAA SAP.

Vault entries require additional authorization, but do not require
addit.onal search or identification measures.
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18.1.2.1.1.a Secured Access Portal Operations

MAA SAP and MAA Entry

The following steps are performed by the individual desiring access
unless other: iso specified:

Step 1 - Note the condition of the red light located next to the MAA

proximity reader. If the light is "off," pass the Coded Creden-
tial Badge (Reference 14-1) in front of the proximity reader. If
the red light is “on," indicating admittance functions are in pro-
gress, wait until the light is de-energized.

Passing the Coded Credential Badge in front of the proximity reader
signals the control processor to initiate a search of the PAF and
the AAF to determine if MAA SAP access is authorized. Authorization
de-energizes an e'ectronic door strike opening one of two MAA SAP
door locks and keys the Voice Verification System (VVS) (Reference
65-1). The second door lock is normally open. This door lock,
operated by the security officer inside the MAA SAP, prevents MAA
SAP entry while admittance operations are in progress.

Step 2 ~ Enter the MAA SAP and close the entrance door.

This action enrolls the individual on the Personnel Inventory System
as being within the MAA.

Step 3 - The security officer, after ensuring the MAA SAP entrance
door is closed and that only one person entered the MAA SAP (two, if
one requires an escort), actuates the second MAA SAP cntrance door
lock.

This action prevents MAA SAP entry while admittance functions are in
progress and energizes the red light next to the proximity reader.

Step 4 - Inside the MAA SAP, establish positive personnecl identifi-
cation by responding to the requests of the VVS minicomputer.

Sten 5 - The security officer, after positive personnel identifica-
tion has been verified, performs a sequence cof contraband search
functions on the individual requesting admittance.

Step 6 -~ The security officer, having completed the contraband
search, inputs the control processor indicating successful comple-
tion of the contraband search and cequests the CAS or the SAS to
actuate the MAA-1.1 door lock.

Step 7 - The CAS or the SAS, verifying only one person passes
through MAA-1.1 by CCTV (Reference ll-1), de-energizes an electronic
door strike opening one of two MAA-1l.l1 door locks.

Step 8 - While the door strike is de-energized, pass the Coded Cre-
dential Badge in front of the MAA proximity reader. The contreol
processor, after verifying positive personnel identification, suc-
cessful completion of the contraband search, and MAA access authori-
zation, de-energizes the second of two door locks permitting MAA
admittance.

Step 9 - The security officer, after the individual has entered the
, closes MAA-1.1.

c.ep 10 - The security officer de-engerizes the second MAA SAP door
IocE allowing MAA SAP admittance and de-energizing the red light.



Vault Encry

The following steps are performed by the individual desiring access
unless otherwise specified:

» Step 1 - Pass the Coded Credential Badge (Reference 14-1) in front
of the vault proximity reader.

This action signals the control processor to initiate a search of
the PAF and the AAF to determine if vault access is authorized, and
alerts the CAS, the SAS, and the security officer at the MAA SAP
that a vault entry has been requested. Authorization de-energizes
an electronic door strike opening one of two VAU-l.l door locks.

*+ Step 2 - The CAS or the SAS, verifying that only one person passes
through VAU-1.1 by CCTV (Reference l1-1), de-energizes an electronic

door strike opening the second of two door locks permitting vault
entry.

e Step 3 - Enter the vault and close VAU-1l.1l.

This action enrolls the individual on the Personnel Inventory System
as being within the vault and removes the individual from the MAA

inventory listing.

* Step 4 - The CAS and the SAS ensure VAU-l.l is closed.
This step is accomplished by observing that the alarm, generated by
the balanced magnetic switch (Reference 6-1) monitoring VAU-1l.1,
de-energizes.

18.1.2,1.1.b 1I.D. Verification and Authorization

Entry authorization utilizes a Coded Credential Badge system (Reference
14-1). When an individual requests access to a controlled access area,
the credential system's control processor automatically scans the PAF
and the AAF and verifies that the individual to whom the Coded Creden-
tial Badge was issued is authorized entry. The employee's name, em-
ployee number, and Work Cesignation Codes (Tables lk-1 and 18-7) are
also displayed on the MAA SAP computer communications terminal.

Positive personnel identification utilizes a Voice Verification System
(VVS) (Reference 65-1). When an individual enters the MAA SAP, the VVS
minicomputer requests the individual to repeat a randomly selected
sequence of fo prerecorded words. Positive personnel identificaticn

is verified b. an acceptable response from the individual requesting
admittance.

18.1.2.1.1.¢c Personnel Escort

Reference 31-1 describes the procedures and policies for escorting
visitors within a MAA and a vault.

18.1,2.1.1.d Contraband Detection

The purpose of contraband detection is to identify the introduction of
unauthorized materials into a MAA or vault. These detectors possess a
moderate to high degree of sensitivity and medium throughput. Because

the vault is located within the MAA, a search for contraband is only
required for access to the MAA.
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Meta) Detection (Table 18-4)

Metal detectors are capable of detecting weapons and hand tools and the
presence of metal utilized for shielding SNM. Because higher frequency
range metal detectors possess the highest sensitivity to small amounts
of metal, an active metal detection system was selected. Both walk-
through (Reference 72-1 and 95-1) and hand-held (Reference 92-1) metal

detectors are used.

Explosive Detection (Table 18-5)

Specificity is a critical factor when selecting an explosives detector.
The SAP is manned by security officers trained to differentiate between
different types of explosives initis ing an alarm. Resultantly, hand-
held explosive detectors, with moderate to low specificity and moderate
to high sensitivity, are employed (Reference 33-1).

Nulcear Material Detection (Table 18-6)

Becaure it is possible to defeat a SNM detector by shielding the mate-
rial, the above referenced metal detectors (Reference 72-1 and 92-1)
are utilized in conjunction with the SNM monitor. Hand-held monitors
wure selected because of their greater sensitivity for detecting nu-
clear material than doorway type monitors (Reference 74-1).

As an entry control component, the SNM detector functions to prevent
the introduction of substitute nuclear materials. As an exit control
component, the SNM detector functions to prevent the unauthorized re-
moval of SNM,

18.1.2.1.1.e Response to Suspected Unauthorized Personnel

MAA

Requesting admittance to a MAA's SAP with a Coded Credential Badge
which has been issued to an individual not possessing MAA admittance
authorization automatically alerts the CAS, the SAS, and the security
officar inside the MAA SAP of the attempted entry. The response is in
accordance with Chapter 23 of this plan.

During admittance operations, should positive identification of an
individual be guestioned, contraband detected, or the activities of the
individual warrant suspicion, the security officer does not indicate
his concern to the individual. Instead, the security officer continues
and prolongs the admittance operation until response personnel arrive
at the MAA SAP. The security officer reports this situation to the CAS
aind the SAS in accordance with Chapter 23 of this plan.

Vault

Requesting admittance to the vault with a Coded Credential Badge which
has been issued to an individual not possessing vault admittance autho-
rization automatically alerts the CAS, the SAS, and the security offi-
cer inside the MAA SAP of the attempted entry. The response is in
accordance with Chapter 23 of this plan.

18.1.2.1.2 Procedures and Controls for Introduced Mater'als

SNM entering or exiting the MAA and the vault is always confined to the
various piping systems appropriate to the type of transfer operation.
Resultantly, only maintenance- and operations-related materials, sub-
ject to periods when such activities are authorized, are authorized

c-5



admittance to the MAA or the vault. Additionally, a predetermined
inventory of frequently required tools, emergency first aid equipment,
and materials which are required, but could also be utilized for sabo-
tage, are maintained within the MAA to minimize the introduction of
materials through the MAA SAP.

Materials are always searched after the individual requesting admit-
tance has successfully completed all admittance search functions.

18.1.2.1.2.a Verification and Material Identification

Individuals desiring to introduce materia into a MAA or wvault are
required to submit a Security Work Order (. )) (Reference 98-1) to the
Security Supervisor prior to MAA SAP entry. The SWO specifically iden-
tifies each component to be introduced. The Security Supervisor autho-
rizes the material by checking the Production Schedule, assigns the SWO
an identification number, files the original, and gives the individual
a copy. The SWO is then entered into the computer communications cen-
tral storage file. When the materials are presented for introduction,
the security officer retrieves the inventory listing by inputting the
computer communications terminal with the SWO identification number.
The security officer then checks the inventory listing against the

materials being introduced to ensure only authorized materials are
admitted.

18.1.2.1.2.b Material Inspection and Monitoring

Materials are searched for contraband utilizing those measures identi=-
fied in Tables 18-4 through 18-6. All boxes, parcels, and packages are
opened and inspected for concealed, unauthorized materials while within
the MAA SAP. Instrumentation and other similar components are checked

to verify that tamper seals are authentic and that they have not been
violated (Reference 83-1).

18.1.2.1.2.c Response to Unauthorized Materials

In the event material is presented for admittance to the MAA, or the
vault which is not listed on the SWO's inventory listing, or if contra-
band is detected, the security officer does not indicate his concern to
the individual. Instead, the security officer continues and prolongs
the admittance operation until response personnel arrive at the SAP.
The security officer reports the situation to the CAS or the SAS in
accordance with Chapter 23 of this plan.

18.1.2.1.3 Procedures and Controls for Vehicle Entry

Facility configuration makes vehicle entry to the MAA or the vault
impossible under all credible conditions,

18.1.2.2 Nonroutine Conditions

Nonroutine conditions are comprised of one or more categorier of postu-
lated incidents or various nonroutine production and/or environmental
conditions. Postulated incidents are identified in the Site Emergency
Plan. During the initial stages of a nonroutine condition, the exact
status within the controlled area may not be known. However, to cope
with the nonroutine condition in a manner which satisfies both the
physical protectiorn and emergency planning performance objectives, a
mutually beneficial blending of both planning concepts is required.

Table 18-7 identifies nonroutine conditions and assc~iated Work Desig-~
nation Codes.



18,1.2.° .1 Verification of Nonroutine Conditions

The authenticity of a nonroutine condition is verified in accordance
with the Contingency Plan and Procedures (Reference 16-1). Verifica-
tion of the condition is communicated to all Security personnel in
accordance with Chapter 23 of this plan.

18.1.2.2.2 Nonroutine Entry Authorization

The need for nonroutine admittance to a controlled area cannot be
anticipated during the preparation of a Production Schedule. Conse~-
quently, the AAF is updated continuously and as necessitated by the
occurrence of such activities.

Emergency Conditions

Individuals assigned to the various emergency response teams have Emer-
gency Work Designation Codes (Table 18-7) added to their personal
access qualifications. When an emergency occurs and its authenticity
verified, the AAF is immediately updated with the Emergency Work Desig-
naticn Codes of required emergency response teams so as to authorize
appr.priate response personnel access to the controlled area. Program-
ming the AAF with Emergency Work Designation Codes also cancels all
routine work access authorization for the affected area until the emer-
gency condition terminates.

Production and Env. ~onmental Conditions

When these nonroutine conditions occur and their authenticity verified,
the AAF is updated with Production or Environmental Work Designation
Codes to authorize access to those individuals required to mitigate or
correct the situation. Jormally, access would be authorized to opera-~
tions personnel for production perturbations and extended to mainten-
ance personnel for environmental problems. Programming the AAF with
Production or Environmental Work Designation Codes does not automati=-
cally cancel routine work access authorization. However, routine work
cancellation may be an appropriate response alternative until the non-
routine condition terminates.

18.1.2.2.3 Procedures and Controls for Personnel Entry

Entry procedures and cont:._l: specified in 18.1.2.1.1 are applied to
all personnel desiring access to the MAA ¢r the vault, except personnel
possessing an Al (fire) and A2 (perscnnel injury) Emergency Work Desig-
nation Code (Table 18-7).

18.1.2.2.3.a Secured Access Portal Operations

Personnel Injury

A2 designated personnel responding to a personnel injury individually
request admittance to the MAA SAP by passing their Coded Credential
Badge (Reference 14-1) in front of the proximity reader. The A2 Emer-
gency Work Designation Code permits MAA SAP entry, as specified in
18.1.2.1.1.a. The security officer ensures only one individual enters
the MAA SAP at a time, but does not enforce the one-man occupancy rule
during admittance functions or conduct the contraband search. Posi-
tive personnel identification is established in accordance with
18,1.2.1.1.b. Entry to the vault is as specified in 18.1.2.1.1l.a of
this plan.
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Fire

The nature of a fire, coupled with the potential malfunction of entry
control components and the necessity for a personnel evacuation, places
an extreme burden on personnel entry controls and MAA SAP operations.
Whenever possible, the MAA SAP is utilized to assemble personnel re-
sponding to an Al emeraency. Should the fire make MAA SAP occupancy
impossible or degrade the performance capabilities of entry control
components or procedures, the Vital Area (VA) SAP is utilized as a
focal point for consolidating fire response activities.

Al designated personnel responding to the fire individually request
admittance to the MAA SAP by passing their Coded Credential Badge (Ref-
erence 14-1) in front of the prcximity reader. The Al Emerienc{ work
Designation Code permits MAA SAl' entry, as specified in 18,1.2.1l.l.a.
The security officer ensures only one indisidual enters the SAP at a
time, but does not enforce the one-man occvpancy rule during admittance
functions or conduct the contraband search. Positive personnel identi-
fication is established in accordance with 18.1.2.1.1.b. Entry con-
trols for MAA-1.1 and VAU-1.1 are designed to accommodate firemen
entering the area of a fire. When the Fire Brigade is ready to enter
the MAA or the vault, only the first person to enter the controlled
area passes his/her Coded Credential Badge (Reference 14-1) in front of
the proximity reader as the CAS or the SAS de-energizes the electronic
door strike. Access to the MAA, through MAA-1.1, or the vault, t.rough
VAU-1.1, is now unencumbered for the remainder of the Fire Brigade
entering the controlled area. Each new assault by the Fire Brigade
gains access to the controlled area in the same manner. In the event
entry controls for MAA-1.l1 or VAU-1.l1 fail, all door locks fail open
providing unencumbered access to the cont olled area for personnel in-
side the MAA SAP (MAA for access to the vault).

18.1.2.2.3.b 1I.D. Verification and Authorization

Entry authorization is verified as specified in 18.1.2.1.1.b for per-
sonnel and 18.1.2.1.2.a for material.

Positive personnel identification is verified as specified in
18.1.2.1.1.b.

18.1.2.2.3.c Personnel Escorts

Reference 31-1 describes the procedures and controls for escorting
visitors within the MAA and the vault.

18.1.2.2.3.4d Contraband Detection

All personnel and materials, except as specified in 18.1.2.2.3.a, are
subject to the contraband detecting measures specified in 18.1.2.1.1.d
and 18.1.2.1.2.b of this plan.

18.1.2.2.3.e Response to Suspected Unauthorized Personnel

The response to suspected unauthorized personnel ic in accordance with
18.1.2.1.1.e and 18.,1.2.1.2.c of this plan.

18.1.3 Bypass of Admittance Procedures and Controls

This subsection describes those measures employed to deter, delay, or
deny attempts by an adversary, utilizing stealth or force, to bypass
admittance procedures and controls. Routine and nonroutine admittance
measures, identified in 18.1.2.1 and 18.1.2.2, respectively, provide a
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minimal degree of protection and assurance that attempts to violate
entry controls are detected, assessed, and communicated. The following
additional measures provide entry control points with the performance
capability requirements specified in 10 CFR 73.45 (b).

18.1.3.1 1Isolation Capabilities

The MAA SAP is confined within the Vital Area (VA) and is isolated from
the MAA by the entry/exit point designated MAA-~l1.l and from the Pro-
tected Area (PA) by the VA physical barrier (Figure 18-1). The struc-
ture is totally enclosed, permitting the passage of personnel and mate~
rials through only the MAA SAP and MAA entrance doors. Reference 68-1
describes the MAA SAP in detail.

Personnel desiring access to the MAA are individually admitted to the
MAA SAP and contained until the entire admittance operation is satis-
factorily completed.

18.1.3.2 Surveillance Capability

During open portal conditions, the MAA SAP is continuously monitored
from the CAS and the SAS by CCTV (Reference ll-1). A Microwave Detec=
tion Syseem (Reference 57-1) provides continuous surveillance during
closed portal operations. In the event a microwave detector annunci-
ates, the MAA SAP is automatically monitored by CCTV from the CAS and
the SAS for the purpose of verifying and assessing ihe alarm.

18.1. .3 Doors

All doors providing access to the MAA SAP are interlocked to permit
only one entry/exit door to be open at a time. Balanced Magnetic
Switches (Reference 6-1) alert the CAS and the SAS of each entry and
exit event. The security officer inside the MAA SAP also possesses the
capability of locking each entry/exit point door while admittance or
exiting functions are conducted. This capability ensures the security
officer of a one-on-one confrontation with a potential adversary during
routine conditions.

poors, MAA-1.l, MEE-1.1, and VAU-1.l1 are bullet resistant and afford a
penetration resistance equivalent, as a minimum, to the weakest compo-
nent of the physical barrier (References 21-1 and 28-1).

18.1.3.4 Entry Control Personnel

Security officers performing entry control functions do not carry a
weapon and are monitored by a duress sensor (Reference 22-1) which
annunciates in the CAS and the SAS. Only one security officer is pros-
ent in the MAA SAP at a time performing entry control functinns. The
second member of the entry control team monitors the MAA SAF remotely
by CCTV (Reference 11-1) and can both detect and respond to a bypass
attempt.

18,1.3.5 Penetration Resistance

Recause the MAA SAP is totally within the confines of the VA (Figure
18=1), it does not possess the physical attributes of the MAA physical
barriers. However, the MAA SAP is constructed of materials presenting
sufficient penetration resistance to allow the securitv officer time to
ensure MAA-1.1 is closed, should an individual F passing through
MAA-1.1 when the bypass attempt is initiated. Refe .ce 68-l describes
the construction of the MAA SAP.



18.1.3,6 Response to a Bypass Attempt

The MAA SAP security officer always attempts to delay and contain the
adversary until response personnel arrive at the MAA SAP. The report-
ing of and the response to an attempt to bypass admittance procedures
and controls at an exit/entry control point is in accordance witn Chap-
ter 23 of this plan.

18.2 Entry Through Remainder of the MAA/Vault Boundary

This subsection describes those measures employed to weter, delay, or
deny attempts by an adversary to penetrate the physical barriers of the
MAA or the vault. Physical barriers include walls, floors, ceilings,
ventilation ducts (Reference 3-1), and emergency exits (Reference
28-1). Reference 38-1 describer the floor, ceiling, and walls. These
protective functions provide ae i.ance %that such attempts, utilizing
stealth or force, are detected, assessed, and communicated and satisfy
the performance capability requirements of 10 CPR 73.45(b).

18.2.1 Detect Boundary Penetration Attempts

The physical barriers of both the MAA and the vault are monitored by
components capable of sensing and alerting the CAS and the SAS of an
attempted or actual penetration and facilitating assessment of such an
occurrence. Table 18-8 identifies each of these components by function
and specifies, when appropriate, whether the associated detection capa-
bility is primary (P), redundant (), or diverse (D).

18.2.2 Deter Boundary Penetraticn Attempts

The physical barriers of the MAA and the vault are fabricated from
materials and erected in a manner which provides assurance that pene-
tration attempts by an adversary are deterred. The incorporation of
frequent Security Force patrols, warning signs indicating boundary sur-
veillance, adequate lighting, audible alarms, and unobstructed vision
provides the perimeter of the physical barriers with an additional
deterrence to penetration attempts. Table 18-9 identifies the various
measures utilized to provide the MAA and the vault with positive deter-
rent capabilities.

18.2.3 Response to Penetration Attempts

Security personnel respond to an actual or attempted penetration of a
physical barrier in accordance with Chapter 23 of this plan. During
the response phase of an actual or suspected penetration attempt, ad-
mittance to and all activities within the MAA and the vault are termi-
nated. Normal operations are resumed only after the response force has
established control of the penetration attempt or a surveillance compo-
nent malfunction has been verified.

Cc-10
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TABLE 18-1

WORK DESIGNATION CODES ILENTIFYING

CATEGORIES OF ACTIVITIES INDIVIDUALS MAY BF
AUTHORIZED TO PERFORM WITHIN A MAA OR VAULT

Work Designation Codes Categories of Work

A. AGNSY Employees

Lp Licensee Personnei
LP-1 Operations

LP~2 Maintenance
LP-3 Security

P-4 Esco.t

LP=-5 Management

LP -6 Administration
LP-7 Janitorial

LP-8 Health Physics
LP-9 Safety

LP-10 QA/QC

LP-11 Nuclear Technology

B. Visitors

SLP State and Local Personnel
SLP-1 LLEA
SLP=-2 Fire
SLP-3 Governmental

FO Federal Officials

FO-1 NRC Inspectors

FO=-2 Other NRC Personnel
FO=-3 IAEA

FO-4 Other Governmental

v-1 All Others

C=11
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TABLE 18-3

GCENERIC CRITERIA GOVERNING ACCESS AUTHORIZATION
DURING ROUTINE WORKING AND NONWORKING PERIODS

Vaults will be locked.

General maintenance may be performed
(excluding access authorization com-
ponents) .

Access authorization components may
be repaired, adjusted, calibrated or
replaced.

Entry/exit portals will be locked.
Materials may be allowed entry.

SNM receipt and transfer operations
may be performed.

Maintenance may not be performed.

Access control personnel may not be
changed.

Emergency exits will be locked to
prevent external entrance.

No individual may be authorized entry
unless escorted by Security Personnel.

*
Only for access authorization components

Working Periods

Working Periods
Shift Changes

Nonworking Periods

+*
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OBJECT
TO BE
SEARCHED

1. Personnel

2. Unsealed Materials
Clothing
Tools/Metallic Parts
Instrumentation
Cleaning Materials
Boxes/Parcels/Packages

3. Sealed Packages**

TABLE 18-4

METAL OETECTION

LOCATION
Material Access Vault Portal
Area Portal Desig- Designatcion
nation MAA-1.1 VAU-1.1
Me thod Ref Method Ref
Walk Thru 95~1 N/A
72-1
Hand Held 92-1 N/A
Visual N/A
Sealed* 83-1 N/A
Hand BEeld 92-1 N/A
Hand Held 92~1 N/A

e i
Tamper indicating seals.

"
All sealed packages, except packages scaled with authorized tamper
indication seals, ave opened prior tc entry into the MAA.




TABLE 18-5

EXPLOSIVE DETECTION

OBJECT
TO BE
SEARCHED

1. Personnel

2., Unsealed Materials
Clothing
Tools/Metallic Parts
Instrumentation
Cleaning Materials
Boxes /Parcels/Packages

3. Sealed Packages*

LOCATION
Material Access Vault :ortal
Area Portal Desig- Designatior
ration MAA-1.1 VAU=-1.1
Method Ref Method Ref
Hand Held 33-1 N/A
Hand Held 32-1 N/A
Hand Held 32-1 N/A
Hand Held 32-1 N/A
Hand Held 32-1 N/A
Hand Held 32-1 N/A
N/A

-
All sealed packages are opened prior to entry into the MAA.
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TABLE 18-6

NUCLEAR MATERIAL DETECTION

OBJECT
TO BE
SEARCHED

1. Personnel

2. Unsealed Materials
Clothing
Tools/Metallic Parts
Instrumentation
Cleaning Materials
Boxes/Parcels/Packages

3. Sealed Packages®*

LOCATION
Material Access Vault Portal
Area Portal Desig- Designation
nation MAA-1.1l VAU=-1.1
Me thod Ref Method Ref
Hand Held 74-1 N/A
Hand Held 74~1 N/A
Hand Held 74-1 N/A
Hand Held 74-1 N/A
Hand Held 74-1 N/A
Hand Held 74-1 N/A

1

-
All sealed packages are opened prior to entry into the MAA.

C-16




TABLE 18-7

WORK DESIGNATION CODES IDENTIFYING NONROUTINE

RESPONSE ACTIVITIES INDIVIDUALS MAY BE
AUTHORIZED TO PERFORM WITHIN A MAA OR VAULT

Work Design

ation Codes

Response Activities

Al
A2

A4
AS
Ab
A7

Bl
B2
B3
B4

Cl
c2
C3
C4

A.

Emergencies

Fire

Personnel Injury
Explosion
Radiological
Chemical

Bomb Threat
Material Loss
etc.

Production

Equipment Failure
Equipment Malfunction
Leaks

Stoppages and Blocking
etc.

Environmental

Lighting

Heating

Air Conditioning
Plumbing

etc.



TABLE 18-8

COMPONENTS UTILIZED FOR SENSING, TRANSMITTING, AND
| ASSESSING PHYS<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>