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ABSTRACT

This report presents a basic discussion of communication techniques and
factors relevant to designing communication systems for nuclear fixed site
facility security systems.

The reader is provided communication fundamentals, design considerations,
and specification techniques. Copious references and an annotated bibliography
are provided for individuals who desire to delve deeper than the limits and
areas of study of this report.

Ease of reading and use of this report are enhanced by relegating de-
tailed communication design treatise to the Appendices. Sample procurement
specifications are provided throughout the report for various communication
system components and are distinguished from the regular text by using a
smaller type.
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PREFACE

The preparation of a report on the subject of communication systems is an
awesome, if not impossible, task because such systems are complex, diverse,
and subject to endless changes. It becomes important to place the objectives
of this report into perspective.

A "cookbook" document that could transform a person not well versed in
communication engineering disciplines into a communication expert would be a
panacea; however, this concept is unrealistic in that no document of this
type could provide enough information in the proper forms to enable the tyro
to design and implement an effective communication system suited to any con-
ceivable environment.

This document s primarily for supervisors, noncommunication engineers,
and technicians vio have limited experience in the f° 1d of communication,
and should provide an understanding of basic communication system fundamentals,
terminology, requirements, and factors that must be considered in designing a
communication system. The goal of the report is to create an awareness of the
tools available to those who must become involved in implementing a communi-
cation system rather than to provide the skill to use these tools.

The report discusses interactions between communication system components
and contains exemplary procurement specifications (printed in smaller type) for
these components. The values and limits used in the exemplary specifications
represent the current state of the art, not typical values; therefore, the
specifications should be used as models and must not be used in their present
form to create a procurement document. Readers must realize that communication
systems come in all sizes, from those necessary to provide the security for a
small industrial plant to multifaceted systems for a geographically dispersed
complex. Although only the largest communication systems would require most
of the components and features discussed in this report, the designers of
smaller systems should also find useful information.

In anticipation that this report will stimulate further reading and
investigation, abundant references, an annotated bibliography, and several
appendices concerning significant communication topics are included. Detailed
discussions in the appendices and the extensive glossary both serve to acquaint
those unfamiliar with communication system engineerina with the intricacies of
communication system design, implementation, and operation.

The design of a communication system can be very complex and involved,
perhaps making some discussions appear too complicated to the novice. However,
the authors feared that oversimplifying the design might give the reader a
false confidence which could lead to his attempting a system design with the
aid of this report only. Every attempt was made toc keep the discussion simple;
but where these attempts appear to fail, it is hoped that the reader will still
grasp some concept or "feel" for the principles and problems involved. Care
should be taken to use equations and formulas in the report only within the
stated context.
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Although the report is primarily aimed toward the beginner or inter-
mediate, 1t should serve as a refresher in some areas and as a scurce of
referances to the communicutions professional. It is hoped that this middle-
of-the-road approach will benefit the maximum number of people.

Criticism is often given that a document which attempts to describe the
fast-paced and time-variant field of communication systems (or any other semi-
conductor-oriented discipline) will be outdated within a few years. This
argument is valid to an extent; however, the counterargument is twofold.

Many innovations undoubtedly will be developed, but communication fundamentals
will remain inviolate. This point is strengthened by the fact that dramatic
new develrpments filter slowly into the routine industrial environment. If
this argument is too weak, the second is stronger and supersedes the first.
The understanding and use of current technology of communications syst:ms are
needed now, even if the design later becomes outdated.

The authors wish to express their appreciation to the numerous individuals,
both of the commercial community and of the nuclear community, who aided in the
assimilation and organization of the material in this report by allowing visits
to their facilities, by providing information on commercial hardware, and by
proofreading the original text. Although every sugr stion could not be in-
cluded per s&, each was considered, and each contributed to the final product.

xii



1. INTROPUCTION

1.1 Objective

The objective of this report is to provide information to assist in
developing a communication system for a particular application. Special
emphasis 1s placed upon the use of communication systems as part of security
systems in nuclear fixed site facilities. Much of this report consists of
information on characteristics of communication systems, capabilities and
limitations of communication system components and configurations, economic
considerations, and other factors that influence the design and performance
of communication systems.

When designing a communication system, the engineer must be familiar
with components of typical systems; their relationship to other components;
and the options, design variables, and tradeoffs available to the designer.
The desian engineer rust know the environmental constraints on the system,
the information load that must be carried by the system, the locations for
information input and output, the permissible waiting time for users of the
system, and the factors that affect total system 1ife cost. This report
furnishes the reader with basic information to aid in understanding, designing,
and implementing a communication system once the requirements for the system
have been established.

1.2 Uses

As illustrated in_Fig. 1, a communication system is necessary to provide
a communication medium! for transferring information in real time between two
or more locations that cannot be practically interconnected by human audio or
visual signaling. The information conveyed can be a simple call for help,
orders and instructions, a visual scene, the actuation of a sensor, a command
to a mechanical or electrical device, data from one computer to another,
printed or pictorial material, etc.

The following basic information is required to develop a communication
system design:

1. Locations for access to the communication system
a. Fixed - control points, computer terminals, guard stations, etc.
b. Mobile - supervisors' vehicles, mobile guards, etc.
¢. Portabie - guards on foot, pagers, personnel in offices, etc.

2. Bandwidth requirements of common communication devices

a. Telegraph - 300 Hz

b. Telephone - 3000 Hz

c¢. Compressed voice - 100 Hz to 300 Hz2 . depending on the speech com-
pression method employed

d. Computer terminal operating at 9600 b.ts/second - 3000 Hz

e. Mobile voice radio - 3000-Hz audio spectrum, 15,000-Hz FM radio-
frequency spectrum, or 3000-Hz AM single-sideband radio-frequency
spectrum
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f.

g.
h.

Broadcast radio (AM) - 10,000-Hz radio-frequency spectrum
Broadcast radio (FM) - 200,000-Hz radio-frequency spectrum
Television broadcasting - 6,000,000-Hz radio-frequency spectrum

Increased system reliability and performance

More complex, and therefore more expensive, equipment and installa-
tions will be required as relfability requirements are increased
and/or additional system performance (e.g., additional control
points, additional range, alternate modes of operation, additional
functional featurs., such as selective-calling and automatic iden-
tification) 1s rrquired.

Environments in whi:h the system must operate

Sys
a.

Special physical environments that are more extreme than anticipated
by the normal a:sign requirements of standard production equipment:
explosive envirnments which must meet one of the 1ntr1ns}cany safe
requirements of the National Fire Protection Association; extremely
cold or hot environments; and ervironments that subject the equipment
to severe shock or vibration

Operational environment: remote unattended operation, operation by
trained personnel, or operation of emergency devices by unknown per-
sons

Maintenance and support services (self-test features, monitoring of
the need for contract maintenance)

tem design restrictions

Economic - cost overruns in system implementation and operation through
some combination of the following: (1) including features not abso-
lutely necessary, (2) developing instead of buying system components
already commercially available, (3) not using stringent specifications,
(4) not using the simplest possible system, and (5) establishing un-
necessary requirements

Legal - thorough checking of system components and operations against
local, state, and federal laws to prevent any 1llegality

Coverage area and terrain - factors that determine the types of sys-
tems used to meet the requirements: the coverage area required, ter-
rain, number and configuration of communication channels required,

and the frequencies available (see Appendix I)

Policy procedures - personnel, maintenance, supply, capital acquisi-
tion, and other policies that 1imit many design options (for example,
if trained operators are not available, the system will require auto-
matic features and the type of maintenance personnel available will
determine the extent of self-checking that should be included in the
system design)

Interference to the system and by the system to others - recognition
crucial during the system design process (see Appendix I1).



1.3 General Description

A1l communication systems can be divided into three basic components as
Fig. 2 shows:

INPUT TRANSMISSION (o, OQUTPUT
INTERFACE B SUBSYSTEM INTERFACE

Fig. 2. Communication subsystem

The input interface will be a microphone, computer modem, television cam-
era, or other device that converts incoming information conveyed by modulated
acoustical, electrical, mechanical, video, or other energy into a modulated form
of energy that can be conveyed by the transmission subsystem. The transmission
subsystem will be a radio, wireline, seismic, optical, mechanical, nuclear, or
acoustical device. The output interface will be a loudspeaker, cathode-ray
tube (CRT), recorder, modem, or other device that will convert the modulations
of the transmitted energy into a form that can be utilized by a person directly
or indirectly.

Voice radio systems that transmit information between two or more people
are the principal communication systems this report discusses. Components for
implementing such systems are listed below.

1. Fixed-base transmitters (see Fig. 3) can be used for paging and other
one-way communications and can be equipped with companion receivers and used for
two-way communication with mobile and portable radio units. Fixed-base trans-
mitters usually are controlled by wirelines or radio links f:rom remote loca-
tions but may be controlled from a location near the transmitter.

2. Remote control units (Fig. 3) may be used to control one or more trans-
mitters and associated receivers. Wirelines, usually telephone lines, are
used to connect the remote control unit with the associated transmitter(s) and
receiver(s). In special isolated instances, radio control 1inks operating in
the 72-, 450-, 960-MHz, or higher frequency range can be used for this purpose
if wirelines are unobtainable. Control functions such as transmitter actuation
and frequency selection are sent to the controlled station by either direct-
current signals or audio tones over the wirelines or audio tones over the radio
control link. The use of direct-current signals is simpler and less expensive
but necessitates continuous copper circuits that do not employ transformers
or audio frequency amplifiers other than direct-coupled amplifiers, but this
method is not practical over distances greater than 15 or 30 miles.

3. Repeater transmitters consist of fixed-base transmitters that receive
audio input signals from associated receivers for automatic retransmission. The
retransmission is usually on a frequency that differs from the receiving fre-
quency. The repeater transmitter shown in Fig. 3 receives audio input from two
voting receivers via a voting comparator by means of wireline circuits.
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4. A repeater is a combination of a repeater transmitter and an associated
receiver that retransmits on one frequency, communications received on another
frequency. The FCC Rules and Requlations define two types of repeaters. One
is a fixed-base station "authorized primarily to retransmit automatically on
a mobile service frequency communications originated by mobile stations."” This
type of repeater is identified by the FCC as a "mobile relay station." The
second type of repeater is identified by the FCC as a "mobile repeater station"
and is basically a repeater station, as defined above, mounted in a vehicle.
Repeater transmitters can function automatically under the control of the as-
sociated receiver(s) or can be controlled by a remote control unit. If a re-
mote control unit is employed, the repeater transmitter can be used to origi-
nate communications in addition to functioning as a component of the repeater.

5. Contro)l stations are fixed stations used to communicate with mobile and
portable stations via a repeater. As shown in Fig. 3, the control station
transmits on the input, that is, the receive frequency of the repeater, and
receives on the repeater's transmitting frequency in the same manner as a mo-
bile unit.

6. Voting receivers are remotely located and are used to receive communi-
cations from mobiles, portables, and control stations for subsequent input to
the associated repeater transmitter. Voting receivers are usually located at
a number of sites to provide a reception coverage area from the lower powered
mobile and portable units, an area that coincides with the area of coverage
provided from the greater power and antenr height o the repeater transmitter.
voting receivers manufactured by most communication equipment companies send
a signal indicative of the level of the communications received, along with
the audio component of the communications via wireline or radio control link
to the voting comparator.

7. Voting comparators receive input signals (audio communications and an
indication of received signal level at the receiver) from two or more voting re-
ceivers, select the best signal upon the basis of a preestabiished criterion,
and connect the votinc receiver with the best signal to the associated re-
peater transmitter.

8. Mobile radio transceivers, also called "mobile units," "mobile trans-
mitters,” and simply "mobiles," consist of an integral transmitter and re-
ceiver mounted in a convenient location in the vehicle; a control head used
to select frequency, audio output level, and other functions of the unit; a
microphone; and a loudspeaker. Mobile units used fc- some purposes, like
a mobile radio-telephone, may contain duplexers to permit simultaneous recep-
tion and transmission, known as "duplex operation." The output power of mobile
unit transmitters will range from 15 W for units mounted under the dash to 100
or 150 W for trunk-mounted units. The maximum output power of mobile radio-
telephones is limited to approximately 65 W due to the power-handling capa-
bilities of the smaller mobile unit duplexers.

9, Portable radio transceivers, also called "portable radios," "handy
talkies," "walkie talkies," "walky-talkys," and simply "portables," are sim-
ilar to mobile radio transceivers except that the entire receiver, transmitter,
and control portions of the unit are packaged into a single unit that may be



carried in the hand, fastened on the belt, or placed in a coat pocket. Each
unit is powered by a self-contained battery. Full duplex portable units are
not yet manufac*ured commercially. The options available from some manufac-
turers of portz.,ie units include separate speaker-microphones and antennas to
enable keeping the portable unit on the belt while in use, rechargeable bat-
teries, tone pads to originate commands for remote control purposes, automatic
identification, and a secondary control to summon aid during an emergency.

10. Antenna support towers vary from simple masts attached to an existing
building or water tower to 300-ft, 1000-ft, and higher steel constructions.
Self-supporting towers, that is, towers with no guy wires, can be used to a
height of approximately 400 ft. Self-supporting towers higher than this level
usually are economically unfeasible.

11. Antennas are required for all receivers and transmitters. In pagers,
the clip that holds the paging unit in the pocket <erves as the antenna. The
antennas on portable units are either telescoping tubular units or rubberized
helical wire units. Compared with the helical units, the telescoping units
have 2 to 4 d8 higher gain and enable greater reception and transmission
ranges but are less convenient to the user. The simplest antenna for mobile
units is a quarter-wavelength whip mounted in the center of the roof or on the
trunk 11d of the vehicle. Coils are sometimes placed in series with the whip,
either at the base or somewhere along its length, to reduce the overall length
of the antenna, provide greater gain (up to 5 dB), or a combination of both.
Directional antennas usually are used with control stations to minimize trans-
mitter output power and antenna height requirements and to reduce interference
from other radio-frequency sources. Antennas used for base transmitters, re-
peaters, and receivers will have 6 to 9 dB horizontal directivity to conserve
power and 0 to 3 dB vertical directivity as required to overcome pattern dis-
tortion imposed by the antenna support structure and to provide the desired
area of coverage.

12. Paging receivers are small units that can be carried in a coat or
shirt pocket to enable calling the individual carrying the pager from some re-
mote location. Three types of paging systems are commonly used. The simplest
is a tone-only system that simply informs the paged individual that some pre-
arranged action should be taken - usually a call to the office or home. A
second type of pager permits as many as five or six predetermined messages
to the individual paged. The third and most versatile pager, and the largest
and most expensive, is the tone-and-voice pager, which alerts the paged in-
dividual and provides him with a voice message 10 to 45 seconds long from
the individual originating the page. Paging systems can be implemented to
enable a page to be originated from any telephone and from paging trans-
mitter remote control units (also called paging encoders). More elaborate
systems will store pages if the system is occupied with transmitting pre-
viously placed pages and will transmit the stored pages in sequence or in
sequence by priority.

13. Telephone interconnect equipment is used to interconnect wireline
telephone systems (public switched and private) to mobile radio systems. This
equipment permits telephone calls to be received with and placed from a mo-
bile or portable radio unit. The telephone interconnect equipment can be



configured to permit receiving and placing calls from the mobile and portable
unit without assistance from an operator or individual at a remote control
unit, or it can be configured so the control of the system is at a remote con-
trol unit and the remote control operator receives and places all calls and
then interconnects them with the mobile and portabie units.

14. Control consoles provide a convenient grouping of the controls neces-
sary to operate a communication system. A control console will have one or more
microphones, speakers, push-to-talk switches, mute switches, channel-select
switches, and transmit 1ights; and, perhaps, some combination of the following
controls, displays, and ancillary items, such as telephone, telephone-radio
interconnect controls, clock, channel cross-connect control, call light(s),
simultaneous-select switch, repeater disable switch, VU meter, headset jacks
and headsets, alert tone annunciator, intercommunication control, recorder
controls, and ac utility strip.

The following chapters discuss the functions these components fulfill in
various types of communications systems; the trade-offs that must be made be-
tween the various objectives, requirements, and constraints to synthesize a
communication system for a particular application; and the analyses, imple-
mentation steps, and support that must be considered to realize the desired
communication system. Terms that are unique to communication discipliues or
that have unique meanings in communication disciplines are defined in the
Glussary of this report.



2. THE COMMUNICATIONS SYSTEM: REQUIREMENTS, CONSTRAINTS, AND LIMITATIONS
2.1 Requirements of the Code of Federal Regulations

The C of Federal Regulations (CFR), Title 10, Part 73, enumerates the
physical protection requirements imposed by the Nuclear Regulatory Commission
(NRC) on licensed fixed-site facilities. For several years, a series of amend-
ments have been proposed and refined to strengthen physical protection. Because
these regulations are in a state of upgrade and probably will continue to be
with new technological advances, the reader will be well advised to check with
the NRC for current or probable changes in the regulations. The regulations
Tisted below should become egfective March 25, 1980, and deal primarily with
voice communication systems.

73.46(f) (1) Each guard, watchman, or armed response individual on duty
shall be capabie of maintaining continuous communication with an individual in
each continuously manned alarm station ... who shall be capable of calling for
assistance from other guards, watchmen, and armed response personnel and from
law enforcement authorities.

73.46(f) (2) Each alarm station ... shall have both conventional telephone
service and radio or microwave transmitted two-way voice communication, either
directly or through an intermediary, for the capability of communication with
the law enforcement authorities.

73.46(f) (3) Nonportable communications equipment controlled ty the
1icensee and required by this section shall remain operable from independent
power sources in the event of the loss of normal power.

73.46(g) (3) (11) Testing of communications equipment required for com-
munications onsite, including duress alarms, for performance not less frequently
than once at the beginning of each security personnel work shift. Communi-
cations equipment required for communications offsite shall be tested for per-
formance not less than once a day.

73.46(h) (2) The licensee shall establish and document response arrange-
ments that have been made with local law enforcement authorities.

In addition to these specific requirements concerning voice communication,
the NRC regulations also deal with tests and inspections during installation,
preoperational tests, preventative ma‘ntenance, and breakdown maintenance of
all physical protection subsystems in general. These new regulations also



deal more extensively with alarm systems, especially duress alarms, and with
closed-circuit television (CCTV) than ever before. Although either an alarm
or CCTV system could qualify as a communication system under the definition

given in Section 1.2, the scope of this report is limited primarily to voice
and voice-related systems.

2.2 FCC Rules and Regulations

The Fedsral Communications Commission (FCC) establishes the rules and
regulations,* which control the use of radio-frequency-emitting devices in
the United States by other than federal organizations. The federal organi-
zations (agencies and departments), 1ike TVA, the military services, NFS,

and DOE, obtain permission to use radio frequencies from the Interdepartmental
Radio Advisory Committee of the Office of Telecommunications Policy, 1800 G
Street N.W., Washington, D.C. 20504, The rules and regulations consist of
ten volumes, two booklets, and four pamphlets, all of which are listed ‘nside
the front cover of each volume.

An engineer involved with the desiga of radio communication systems for
use in nuclear fixed site facility security systems should be thoroughly
familiar with Vols. I and V of the FCC Rules ard Regulations. These documents
are printed and distributed by the Superintendent of Documents, U.S. Govern-
ment Printing Office, Washington, D.C. 20402. Volume I contains Part O,
Commission Organization; Part 1, Practice and Procedure; Part 13, Commercial
Radio Operators; Part 17, Construction, Marking, and Lighting of Antenna
Structures; and Part 19, Employee Responsibilities and Conduct. Volume V
contains Part 87, Aviation Service; Part 89, Public Safety Radio Service;

Part 91, Industrial Radio Service; Part 93, Land Transportation Radio Service;
and Part 94, Private Operational-Fixed Microwave Service. Updates for each
volume appear in the Federal Register and are sent automatically to purchasers
of the volumes.

Part 0, Commission Organization, explains the organization of the FCC,
the authority of the different offices in the organization, privacy act regu-
lations, public access to FCC information, and other general information.
Paragraph 0.433, for example, explains that lists of equipment acceptable
for licensing by the FCC (i.e., type accepted equipment) are prepared peri-
odically, are available for public inspection in the FCC field offices, and
may be obtained from the Commission's duplicating contractor. Paragraph
0.465, for example, identifies the Commission's duplicating contractor and
provides instructions concerning charges, address, and method of working with
the duplicating contractor to obtain copies of material the FCC makes avail-
able to the public.

Part 1, Practice and Procedure, provides information concerning methods
that may be used by members of the public to work with, apply to, or appeal
to the FCC. This part provides the methods used by the CC to make public
their rule-making intentions and actions.

10



Part 13, Commercial Radio Operators, explains the various classes of radio
operater licenses issued by the FCC, the tunctions that may be performed only
by a Ticensee of each class, the rules and regulations governing the perfor-
mance of licensed radio operators, and the method by which a person may ob-
tain a particular class of commercial radio license.

Part 17, Construction, Marking, a ! Lighting of Antenna Structures, pro-
vides the critsria for determining whet.ier an antenna structure (e.9., support
tower) must have special painting and/or lighting and, if so, stipulates the
painting and 1ighting that is required. This part contains the criteria for
determining whether the FAA and/or the EPA must be contacted for approval to
construct an antenna structure.

Part 19, Employse Responsibilities and Conduct, contains provisions cover-
ing the standards for the ethical and other conduct of FCC employees set forth
in the civil service regulations of 5 CFR 735.201a through 5 CFR 735.210, the
federal conflicts of interest statutes and the Federal Communications Act of
1934. This part should be understood by anyone who has social contact with
FCC employees.

Part 87, Aviation Services, identifies the frequencies and establishes
the rules and regulations governing Ticensing and use of airborne radio sta-
tions and ground stations associated primarily with airborne radio stations.

Part 89, Public Safety Radio Services, identifies the frequencies and
establishes the rules and regulations governing licensing and use of radio
stations for nonfederal governmental functions and for alleviating emergencies
that endanger 1ife or property. These radio stations include those used for
the following:

loca' ;overnment communications by states, cities, and counties;

police operations;

fire prevention and control operations;

highway maintenance operations;

forestry conservation activities;

special emergency operations such as medical, rescue operations, disaster
relief, school buses, beach patrols, and communications for isolated areas;
and

7. state guard operations.

OO Sa 0 1O e

Parts 89, 81 and 93 were combined, effective January 2, 1979, into a new
Part 90, which will be available in the fall of 1979 from the USGPO. The new
Part 90 was published in the Nov. 20, 1978, issue of the Federal Register and
updates will be published soon.

Part 91, Industrial Radio Services, is the part that identifies the fre-
quencies and establiches the rules and regulations governing licensing and use
of radio facilities by nongovernmental nuclear facilities. These include the
following items of special interest to nuclear facilities:

1. power radio service - facilities used for generation, transmission, or dis-
tribution of electrical power;
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2. special industrial radio service - a miscellaneous category that often
;erves industrial organizations that cannot qualify under other subparts of

art 91;

3. business radio service - any commercial activity, educational institutions,
philanthropic institutions, ecclesiastical institutiors, hospitals, clinics,
and medical associations; and

4. manufacturers' radio service - activities involved in manufacturing or
assembling components of manufactured articles.

Part 93, Land Transportation Radio Services, identifies the frequencies
and establishes the rules and regulations governing licensing and use of radio
stations by motor carriers, railroads, taxicab companies, and automobile emer-
gency services (wrecker truck companies).

Part 94, Private Operational-Fixed Microwave Service, identifies the fre-
quencies, available bandwidths, and permissible use and establishes the rules
and regulations governing licensing and use of microwave frequencies (frequen-
gies above 952 MHz) for all who desire to use these frequencies at fixed

ocations.

The document, FCC Two-Way Radio License Application Manual,® is an
excellent aid to comprehending the FCC Rules nng ﬁggulat‘ons when individuals
apply for radio station licenses.

2.3 Nuclear Facility Communications

The voice commur:cation system required for a security systgm for a
nuclear fixed site facility must provide the cummunication 1inks® indicated

in Fig. 4 for the central alarm station. Arrowhead symbols are used in the
figure to differentiate between two- and one-way links. Duplicate, independent
links are required for the secondary alarm station(s).

The use of the telephone could apply tn all the 1inks shown in Fig. 4,
except communication with mobile and portabie units. An in-plant telephone
system, either leased from a local talephone company or owned outright by the
licensee, could provide communications to the guard siations and other fixed
locations. The links between the central alarm and secondary alarm stations
could be a portion of the in-plant telephone system, even though the secondary
alarm station is outside the protected area. If the secondary alarm s-ation is
located at some remote section of the site, this 1ink could be a dedicated line
leased from a telephone company or could be a telephone service 1ine. As noted
in Section 2.1, Part 73 of CRF, Title 10 requires that both two-way voice radio
and a conventional telephone service line be used to link the facility with
local law enforcement agencies. The one-way 1ink necessary to notify key
personnel of emergencies could be furnished by telephone service lines if the
specific location of these personnel were known, or it could be furnished by
a telephone-accessed public address system if the personnel were known to be
within a particular area.

Radio communication 1inks are necessary to extend person-to-person com-
munications to locations that cannot be reached by fixed telephone facilities
or public address facilities and to provide backup communications for tele-
phone. Radio paging extends public address contact with individi «1s to any
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desired geographical area and provides privacy that is lacking in public address
systems; however, it suffers from the restriction that it cannot provide two-
way communications. Public address systems can be configured to provide two-
way communications between the originator of the page and an individua! at a
selected speaker-microphone.

Key personnel can be assigned to monitor selected radio nets. Monitor
receivers can be turned on by the listener or activated by a radio transmitter
to alert the listener to a particular situation.

Radio could be used for all of the 1inks shown in Fig. 4, but it is man-
datory for the communications between the central alarm station and the mobile
and portable units and local law enforcement agency.

The link shown in Fig. 4 between the central alarm station and local law
enforcement agencies represents several critical links for the protection of
the facility.* Law enforcement agencies depend upon the telephone and radio
for their operation, and the links with these agencies are more reliable when
both radio and telephone are used, with each medium backing up the other.
Generally, a single vhf or uhf radio voice communication channei can provide
the radio 1ink and the public-switched telephone system franchised in the
area can provide the telephone 1ink. Only if an analog CCTV link is estab-
lished to the law enforcement agency will a coaxial cable or microwave 1ink
be required. Figure 5 shows the two methods whereby a uhf or vhf radio com-
munication 1ink can be established between a nuclear facility and the local
law enforcement agency. One is to provide the law enforcement agency with a
control station or base station on the facility's radio system. If this method
is used, a special access code using CTCSS or digital signaling should be
employed so the law enforcement radio dispatcher hears the channel only when
there is traffic for the law enforcement agency. The other method is to pro-
vide the facility with a control station or base station on one of the law
enforcement agency's channels. In this case, the volume may be kept low in
the facility until the channel is used to call the law enforcement agency.
This second method usually is preferable because it provides better access to
the law enforcement agency's communication system by the nuciear facility.

The use of the link between the central and secondary alarm stations will
vary widely from one nuclear facility to another, depending on the function
and design of the facility. This link may be used for several voice channels
plus data channels and certain alarm signals. Radio will usually be used to
back up the telephone on this link. The basic design requirements must define
the total number of communicaticn channels needed, the intended use of each
channel, and the communication reliability desired. The system must include
the multiplexed channels and channel redundancy necessary to meet the require-
ments. A typical channel complement on this 1ink could be the following:

*This link must be established through coordination and cooperation with
local officials.
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1.  local law enforcement agency interface channel,
paging transmitter control,

mobile radio net,

plant intercommunication system.

telephone circuit or extension on the plant telephone system, and

o o B~ W N

alarm circuit with individual alarms multiplexed on it.

Although each of these channels could be implemented several wayss it
must be remembered that the secondary alarm station is required by CFRJ to
have the same communication links as the central alarm facility, instead of
being extended from it. As an example, the station-to-station 1ink might be
limited to a multiplexed alarm channel and a voice telephone channel, with
all other communications duplicated at the secondary alarm station. The
alarm channel might be for the duress and intrusion alarms installed at each
station, not to extend alarme received at one station to the other, as this
situation would allow a failure at one station to prevent the second station
from receiving the alarms. This duplication would entail a second paging
transmitter, a mobile radio base station, and a facility for communicating
with the local law enforcement agency at the secondary alarm station. This
type of system should be designed to prevent conflict between the duplicated
facilities. For example, a backup or secondary radio repeater must not be
active at the same time the primary repeater is active or simultaneous trans-
mission by the two stations will obliterate the radio transmission.

Communication with the guard stations would be more flexible and reli-
able if the guard stations were equipped with portable radios or fixed control
stations on the net used by the mobile and portable units. This would enable
the guard stations to contact portable and mobiie units directly and woul |
provide them an alternate means of comrunication with the central alarm
station.

The design of the radio remote control units, telejnone instruments, and
consoles must take into consideration the interface requirements of the indi-
viduals who must use the equipment. Noi uncommonly, failure to consider human
factors in the design of interface equipment prevents the utilization of
needed capabilities available within the system itself.

16



Emergencies bring about the most critical and intensive usage of communi-
cations. All communication links terminate at the central alarm station and

the secondary alarm station. Consoles must be installed to provide the per-
sonnel manning these with simultaneous use of all communication links avail-
able to them.

2.4 System Types

Communication between two fixed points, usually called "point-to-point"
communication, can be accomplished by wireline or radio techniques, as illus-
trated in Fig. 6. To conserve radio spectrum utilization, the FCC prohibits
use of radio techniques in instances in which wireline techniques can provide
the service needed. However, point-to-point radio communications are not re-
?tricted for radio stations licensed under Part 89 of the FCC Rules and Requ-

ations.

Communication between fixed points and mobile units (point-to-mobile)
and between mobile units (mobile-to-mobile), as shown in Fig. 6, necessitates
use of radio techniques. Portable units are considered the same as mobile
units in this context. The need to commur :cate with mobile units and the
demands of the entertainment industry have both spurred the majority of the
developments in the field of radio. A nuclear facility generally will use
mobile-to-mobile and point-to-mobile communications for routinz and emergency
communications and point-to-point communications for emergency situctions only.

2.5 Equipment Considerations

The communication system designer today is blessed with the availability
of an extremely broad spectrum of equipment from which to choose components
for his intended system.” In addition to buyers' guides,® numerous excellent
trade journals are readily available for keeping engineers abreast of ad-
vances in tecnnology. Typical trade journals that would be useful to a de-
signer of communication systems for nuclear facilities are listed below:

1. Communications - Cardiff Publishing Company, 3900 S. Wadsworth Blvd.,
Denver, 0. 5.

2. Communi.ations News - Harcourt Brace Jovanovich Publications, 124 South
First St., Geneva, "

g. Coaguter Decisions - Hayden Publishing Co., Inc., 50 Essex St., Rochelle
ark, N.J. ;

4. Data Communications - McGraw-Hi11, Inc., 1221 Avenue of the Americas,
M iOiE. lloio IUU!U.

5. Electrical Communication - International Telephone & Telegraph Corp.,
rand, London, U, England.

6. Electronic Engineerin Times - CMP Publications, Inc., 333 East Shore
Road, Manhasset, ﬁ.?. IIUgﬁ.
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7. Electronic Products - United Technical Publications, Inc., 645 Stewart
Avenue, Garden y, N.Y. 11530,

8. Electronics - McGraw-Hill, Inc., 1221 Avenue of the Americas, New York,
N.Y. 10020,

9. Microwave Journal - Horizon House, 610 Washington Street, Dedham, Mass.
02026 .

10. Microwave System News - Weber Publications, Inc., 3975 East Bayshore Road,
Palo ATto, Calif. 94303.

11. Microwaves - Hayden Publishing Company, Inc., printed by Brown Printing
Co., Waseca, Minn.

12. Mobile Times - Titsch Publishing, Inc., 1139 Delaware Plaza, P. 0. Box
4305, Denver, Colo. 80204.

13. Personal Communications - Cowan Publishing Corporation, 14 Vanderventer
Avenue, Port Washington, N.Y. 11050.

14. Satellite Communications - Cardiff Publishing Company, 3900 S. Wadsworth
Bivd., Denver, Colo. :

15. Telecommunications - Horizon House, 610 Washington St., Dedham, Mass. 02026.

16. Telephony - Telephony Publishing Corporation, 53 West Jackson Blvd., Chicago,
1. 80808

17. Two-Way Radio Dealer - Titsch Publishing, Inc., 1139 Delaware Plaza, P. 0.
Box 4305, D%nver, CoTo. 80204.

The mobile radio and microwave fields include manufacturers such as Aero-
tron, Inc.; Cardion Electronics; Farinon Electric; General Electric *Co.; Granger
Associates; Harris Corporation; E. F. Johnson Co.; GTE Lenkurt; Microwave Asso-
ciates; Motorola, Inc.; Radio Corporation of America; Rockwell International;
and Wescom, Inc. These companies manufacture and install mobile radio units,
base stations, control stations, microwave terminals, microwave relay links,
and complete radio communication csystems. There are numerous other companies
that provide such accessories as antennas, antenna support structures, tone-
signaling modules, telephone syster interconnect equipment, control consoles,
weatherproof buildings, and lightning protection equipment. A few of these
companies and the products for which they were noted at the time of this writ-
ing are included in the following list:

. Antenna, Inc. - mobile antennas.

. Larson Electronics, Inc. - mobile antennas.

Decibel Products, Inc. - mobile and base station antennas.

Ang;ew Corporation - base station and microwave antennas and transmission
cables.

Rohn Manufacturing - antenna support structures.

Allied Tower Company, Inc. - antenna support structures.
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7. Union Metal Manufacturing Co. - antenna support structures that are self-
supporting, that is, use no guy wires.

8. Alpha Wire Corporation - tone-signaling equipment.

9. Solid State Communications, Inc. - tone-signaling equipment.

10. Secode Electronics - tone-signaling equipment.

11. Ledex, Inc./Bramco Division - tone-signaling equipment.

12. Speedcall Corporation - tone-signaling equipment.

13. Data Signal, Inc. - tone-signaling equipment.

14. Reach Electronics, Inc. - tone-signaling equipment.

15. Fisk Electric Co. - telephone interconnect systems.

16. International Telephone & Telegraph Corp. - telephone interconnect systems.

17. SYT Corporation - telephone interconnect equipment.

18. Rolm Corporation - telephone interconnect equipment.

19. Digital Telephone Systems, Inc. - telephone interconnect equipment.

20. General Telephone & Electronics Corp. - telephone interconnect systems and
equipment.

21. ComCenter Corporation - communication consoles.

22. Kustom Signals, Inc. - communication consoles, digital systems.

23. Fort Worth Tower Co., Inc. - antenna support structures, weatherproof
buildings.

24. Thompson Lightning Protection, Inc. - lightning protection equipment.

25. Transtector Systems Division - lightning protection equipment.

26. Tx Rx Systems, Inc. - antenna combiners, receiver multicouplers, and filters.

The field of technology is changing so rapidly that the system designer must
stay informed of the manufacturers supplying the latest equipment and of equip-
ment that has become obsolete. The designer must be aware that many manufac-
turers supply two or three levels of quality, especially base, mobile, and
portable radio stationms. The L2 or three product levels of one company do not
necessarily correspond in price and quality with the two or three product levels
of other companies. The designer must be careful to specify only the level of
quality actually required, to prevent either unnecessary expense or lack of
competition resulting from specifications too high or too Tow.

2.6 Security

Security of information transmitted over a communication system can be
considered from the standpoint of compromise of information vs time, as illus-
trated in Fig. 7. Increased gecurity increases both the time and cost of
compromising the information.? The best security is not to transmit the in-
formation in the first place. If the information must be transported from
one location to another, and security is vital, it should be encrypted and
sent by escorted and supervised couriers. Additional methods of transmitting
information are 1isted below, ranked in the order of a general decrease in
security:

escorted courier, encrypted information;

escorted courier, plain text information;

courier, encrypted information;

courier, plain text information;

supervised wire (or fiber optic) line, encrypted information;
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6. supervised wire (or fiber optic) line, plain text information,
7. unsupervised wire (or fiber optic) line, encrypted information;
8. unsupervised wire (or fiber optic) line, plain text information;
9. radio link, encrypted information; and

10. radic link, plain text information.

Encrypting methods vary in security over a wide range. Some typical
methods are listed below, ranked in the order of a general decrease in se-
curity:10

random code transposition, substitution, and/or masking;
pseudorandom code transposition, substitution, and/or ma<aing;
rolling code transposition, substitution, and/or mask?®ag;

band splitting and transposition with frequency irv.rsion;

band splitting and transposition;

frequency inversion;

use of unusual language known to the communicating parties; anc

use of unusual words and symbols known to the communicating parties.

ONO B WM
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Another security technique that applies to all methods of transporting informa-
tion is the use of route dispersal, that is, sending the information by two or
more separate routes (or methods) and dividing the parts that are transported

so the information cannot be extracted until the separated parts are reassembled.
The MIT Laboratory for Computer Science has developed a digital encryption and
decryption system wherein the encryption key can be public, because it does not
reveal the decryption key.ll This facilitates electronic mail, funds transfer,
and similar communications because all potential senders of information can be
provided with the encryption key, but only the recipient of the information

can decipher it if he keeps his decryption key private.

2.7 Message Confirmation

The sender of a message needs confirmation tnat the message was received
as sent, and the receiver of a message needs confirmation that the message re-
ceive is identical to the one transmitted. Confirmation poses no problem in
a voice comunication link in which two or mere pecple are communicating in-
teractively because 2ach can obtain the desired confirmation by a series of
remarks and questions; however, the problem is more difficult if the message
is a digital or printed language message. The simplest method is an automatic
indication from the receiving end to the originating end of a communication
link that a message was received and displayed for use by the operator, but
this technique provides no assurance that the received message duplicated the
original message. The next simplest method of confirmation with digital
messages is a parity check in which a single "zero" or 2 single "une" is
added to each grouping of bits to make each grouping always contain either
an even or an odd number of "ones," which helps ensure that the received
message contains no errors. Formal message transmissions in encrypted or
plain language usually contain a count of the total number of words in the
message. In either case, if ti- parity check or the word count indicates
an error, the receiver can request a repeat of the message. Reference 12
contains an extensive discussion of error-detecting and -correcting codes.

The trade-off is always between the number of errors that can be detected

22



or detected and corrected with the least reduction in data flow rate. The
procedure that limits the data flow rate involves sending the message back to
the sender for comparison with the original and, if any errors exist, repeat-

ing the process until the returned message coincides with the transmitted
message.
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3. WIRELINE COMMUNICATIONS

3.1 Wireline Voice Systems

Wireline voice communications systems are the standard means of enabling
two individuals out of "earshot" of each other to communicate if they are at
known fixed locations. The telephone system in a nuclear facility will pro-
vide the backbone communications for the facility, and all other communications
will extend to lccations for which telephone wireline service is impractical.

The method of franchisement of common carriers in the United States sim-
plifies the design engineer's job of providing wireline voice communications.
He either calls in the franchised public-switched telephone company's mar-
keting representative and selects from the available tariffed options the
services required, or he buys (or leases) and interconnects a private system
for use in the facility interfaced with the franchised public-switched fa-
cility somewhere near the property boundary of the facility. In a given area,
both the locally franchised, public-switched telephone company and those
offering private interconnect systems are listed under "Telephone Companies"
in the yellow pages of the area telephone book. Bell System companies domi-
nate the franchised public-switched telephone field, followed by General Tele-
phone and Electronics Corp. (GTE); United Telecommunications, Inc.; Continental
Telephone Company; and others. The U.S. Department of Commerce/Office of
Telecommunications (OT) Report 73-1 provides a map of each of the 50 states!3
and identifies the franchised public-switched telephone company serving each
area of the state. International Telephone and Telegraph Communications Sys-
tems; Fisk Telephone Systems, Inc.; Communications Corporation of America;

NEC Telephones, Inc.; RCA Service Company; and Stromberg-Carlson Communications,
Inc. are a few of the larger suppliers of private telephone interconnect sys-
tems in the United Siates. Selection of the best systems approach is a trade-
off between economics and requirements and should be based upon a comparison

of the cost of the various features and services offered by the franchised
company and the independent companies vs the need of the facility for each

of the features and services offered. Occasionally, a new feature or service

is tariffed ahead of its scheduled presentation by the carrier; however, se-
lections and trade-offs are usually made from existing offerings.

The features and services normally considered for wireline service and a
brief explanation of each are listed below.

1. An nterconnect is made when service from other than the franchised
public-switcned telephone supplier in the area is obtained, that is, from 2 pri-
vate system. The private system must be "interconnected" with the public-switched
system to allow telephone calls to be sent and received. The franchised sup-
plier will charge for each telephone line of the public-switched system that
interconnects with the private system. The maximum number of telephone calls
(or total of telephone calls, data lines, and contro! circuits) that can pass
into and out of the facility simultaneously equals the total number of tele-
phone lines obtained from the franchised supplier.
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2. Maintenance and Modernization are services that the franchised public-
switched teiephone company will automatically supply, along with periodic tele-
phone directories, equipment replacement in case of catastrophic loss, training
of operators, and system expansion without renegotiation of the existing con-
tract. Suppliers of private systems will not supply these services unless they
are included in the contract for the equipment and services to be deiivered.

3. Automatic Identification of Outward Dialing (AIOD) maintains an auto-
matic record of every outbound long-distance call.

4. Automatic Call Routing (ACR) selects routing of outbound long-distance
calls on the basis of priority of call and tariff charges to achieve the most
economical long-distance call charges.

5. Wide Area Telephone Service (WATS) permits unlimited use of calling into
or out of a designated area at a single monthly fee, independent of the number
of times the service is used.

6. Call Forwarding is one of the many useful features available in the
modern stored-program, electronic-switching telephone systems. Call forwarding
enables an individual to dial instructions into a telephone instrument that will
cause incoming calis to be forwarded automatically to any designated instrument
in the system.

7. Call Forwarding Busy-Line forwards an incoming call directed to an in-
strument in use, that is, "busy", to a second designated instrument that is not
busy.

8. Call Pickup passes an incoming call that is not answered to a second
instrument when requested by command at the second instrument.

9. Trunk Cueing prevents having to dial repeatedly for an outside line,
WATS line, or other trunk line by indicating to the calling party that all the
lines requested are busy. Trunk cueing notifies the calling party when a line
is available.

10. Automatic Call Back provides a method of automatically redialing a
called party when the _ '1inal call results in a busy signal.

11. Call Transfer enables an individual who has originated or received a
telephone cali to transfe: the call to another instrument or to include in the
telephone conversation an individual at another instrument. This featura is
availaole in practically all modern onsite telephone systems without added
hardware.

12. Priority Interrupt enables an individual who originates a telephone
call and receives a busy signal to interrupt the existing telephone conversation
for a message of higher priority than the existing convarsation. This feature
is obviously of potential use to nuclear security forces and should be in tele-
phone installations for their use if for no other reason.

13. Consultation Hold permits holding a cail temporarily while the tele-
phone instrument is used to communicate with a third party.
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14. Public Address may be included in a telephone system to permit access
to a public address system from any telephone in a facility. Telephone-acces:e |
public address systems can be supplied with priority override and/or two-way
capability. A typical extensive system will enable any telephone to access
any public address speaker, a combination of speakers, all speakers simul-
taneously, a radio paging system, or a two-way mobile radio system. When
an individual speaker, a two-way paging system, or a mobile radio system is
addressed, two-way communications can be established; but when a combination
of speakers or a tone-only paging system is addressed, the communication pro-
vided is one-way only.

15. Call Waiting is a telephone feature that employs an audible signal to
inform an individual who is talking over a telephone circuit that an incoming
call is present. The individual may elect to terminate tne first cail and
take the second call, ignore the second call, or piace the first call in a
hold mode and talk to the second caller.

16. Conference calls allow more than two telephone instruments to be used
in a telephone conversation.

17. Music-on-Hold places music, voice announcements, Or other entertain-
ment on a telephone line that is placed in a hold mode. This feature reduces
the frustration of being placed on hold and reduces the probability that a per-
son placed on hold will prematurely terminate the call.

18. Automatic Dialing permits prearranged telephone numbers or code arrange-
ments with up to 15 digits to be dialed automaticaliy when a single button is
depressed. This feature requires the installation of special addressable mem-
ory equipment.

19. Dedicated Line is a telephone circu't that is established permanently,
or periodically at prearranged times, Detween two locations. This circuit will
either be a simple voice or a "conditioned" circuit.

2N, Key Sets are push buttons installed on a telephone instrument to per-
mit answering one of several lines, to place a call on hold, or to access an
intercommunication circuit by a central answering location or a secretary. The
need to use key sets in a telephone system is obviated by the use of stored-
program controlled PBX units. rhe stored-program controiled PBX units can
perform all functions provided by the older key sets and many additional func-
tions. Any of these functions may be accessed by depressing the hangup button
momentarily and dialing the numbers representing the service desired.

21. Telephcne instruments are available with other special features, such
as built-in amplifiers for hard-of-hearing individuals, microphones for use in
noisy areas, and mute switches for excluding the telephone from local conver-
sations.

22. Speaker-phones are units that are connected to the telephone line in

parallel with the usual telephone instrument; when tu-ned on, they permit
hands-off teiaphone operation and enable anyone near the instrument to join
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in the telephone conversation. Each speaker-phone contains a sensitive micro-
phone, »n amplifier, a loudspeaker, and an off-on switch. The feedback from
speaker to microphone causes speaker phones to sound quite different from tele-
phonie handsets.

23. Ring-down circuits are telephone circuits in which the instrument at
the receiving end rings automatically when the instrument at the calling end is
taken off the cradle. In security operations, ring-down circuits interconnect
operation centers with locations of individuals required for command functions.

24. Sound-powered telephones are telephones containing dynamic microphones
and narrow voice-spectrum passbands. They are constructed for interconnection
and use without intervening amplifiers. Because sound-powered telephones re-
quire low power lev21s and no batteries or outside power source, they can be
used in environments where intrinsically safe equipment is required.

25. Tone rads are 12 or 16 button switches found on many telephone instru-
ments and are used also for control applications. The term "touch tone" is the
registered trademark name for the tone pads of Western Electric. Touch dialing,
enabled by tone pads, is faster than the manual dialing of older instruments
and is an advantage in an emergency.

These features and services of a telephone system for a nuclear facility
should be based on tiie overall needs of the facility and on the particular
organizations and functions of its security operations. These features and
services can be added to or deleted from a telephone system after it has been
installed and operating; such changes often occur with changes in administra-
tion, management, and experience. The other features listed here are similarly
available in some compar.ies but require additional subassemblies.

The basic difference in implementing radio and telephone systems is that
radio systems are specified by components and perfzrmance, while telephone sys-
tems are specified by functions and services. For example, if a mobile radio-
telephone is implemented to enable certain facility personnel to originate
and/or receive telephone calls in their vehicles, with the same service as a
desk top telephone, this adjunct to the facility's communication system would
be specified according to the source desircd. If it is to be obtained from
a local company franchised to provide this service, known as a radio common
carrier (RCC), it will pe specified by function and service. The local fran-
chised public-switched telephone company may or may not be franchised also as
an RCC. If it is to be provided along with the other radio systems and equip-
ment used in the facility ana interfaced with the public-switched telephone
system at one of the control points of the base radio station, it will be
specified by component and performance. Generally, implementing a mobile
radiotelephone circuit for the exclusive use of a facility is very expensive,
but it provides excellent service. To obtain this service through an RCC
costs from $60.00 to $100.00 per unit per month, which is considerably less
expensive than a privately owned system unles: approximately 50 or more mobile
units are used on the circuit. To obtain this service from an RCC may incur
appreciable waiting time for access to a channel.

27



The high cost of mobile radiotelephone service will be found, in most
cases, not to be commensurate with the slight advantages this service provides
cver a properly desigrad mobile radio (or paging) system that is interconnected
with public-switched telephone service.

3.2 Wireline Data Systems

Telephone s: stems were developed to handle voice traffic, but their use
for data transfer is increasing at a rapid pace. A telephone circuit designed
specifically for voice traffic, often called a "voice grade" rircuit, can handle
data up to 2400 bits per second (bps) using frequency-shift keying (fsk) input
and output modems, up to 4800 bps with quadraphase modems, and even higher
rates using more complex modulation-demodulation techniques, depending on the
length of the circuit. Any channel used for data communication can be sub-
divided, with the maximum data rate in the resultant subdivided channels pro-
portional to their bandwidth. The narrowest channel width normally used is
one/twenty-fourth of a voice channel, which can be used for data rates up to
one/twenty-fourth of 2400 bps, or approximately 100 bps. American Telephone
and Telegraph offers equipment and service capable of transmitting up to 4800
bps over dial-up service and 9600 bps over private lines. Higher rates than
9600 bps require special trunked circuits available from AT&T and other com-
munication comron carriers. Extremely high-speed (wideband) circuits can be
provided by fiber optics, but use of this technology is not fully developed.
The limiting bit rate of any circuit, as a function of circuit bandwiuth (BW)
and signal-to-noise ratic (S/N), is provided by the expression

BPS(max) = BW x 1n (1 + S/N),
where In is the natural logarithm.

Narrow-bandwidth telephone circuits, continuous-copper telephone circuits,
and wide-band, "conditioned" telephone circuits can be obtained between loca-
tions if the locally franchised telephone company(ies) have the necessary fa-
cilities installed or are willing to install them. The narrower bandwidth
telephone circuits are used often for signaling, teletype, alarms, and other
special nonvoice applications. The wide-band circuits are useful for high-
speed data and closed-circuit teievisionl4 applications. Continuous-copper,
also called "metallic pair" circuits, are used for direct-current control of
remote devices such as radio transmitters.

When selecting a ¢ it for wide-band use, a trade-off must be made be-
tween the monthly cest of the circuit, which is a function of length and char-
acteristics of the line (bandwidth, phase distortion, and amplitude distortion)
and the cost of the input and output modems. In some instances, dividing data
into two or more streams and using less expensive circuitc may be more eco-
nomical than leasing one extremely broad-band circuit. Another trade-off is
the use of broad-band analog television signals on a closed-circuit television
circuit rather than digitized video. The digitized video uses more expensive
terminal units but incurs a much lower circuit cost. Generally, as circuit
length and pericd of use become longer, more money should be allocated to
terminal units to decrease overall circuit cos*. If the wireline is to be
completely within a facility and installed by the facility, it can be in-
stalled with practically any characteristics desired and the cost of the
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modems can be reduced to the barest minimum. Coaxial cable can be used within

a plant to provide extremely wideband circuits, but coaxial cables between fa-
cilities are usually so expensive that open wirelines of narrower bandwidth or
multipair cables are used and the necessary bandwidth is provided electronically
through use of circuits that compensate for or counteract phase and amplitude
nonlinearities of the wireline cricuit - especially at the upper and lower
limits of the passband of the circuit. Typical amplitude and phase characteris-
tics of compensated and uncompensated lines are shown in Fig. 8. Note the
wider useful spectrum of the compensated line. If the compensation is per-
formed by the telephone company providing the line instead of by the owner of
the equipment, the results will be similar, and it will be known as a "con-
ditioned line." Reference 15 details Western Electric standards and methods

of conditioning telephone lines to enable them to handle high-speed data. Elec-
tronic Industries Association Standard RS-232-C, "Interface Between Data Ter-
minal Equipment and Data Communication Equipment Employing Serial Binary Data
Interchange," is the accepted standard for equipment design that enabl2s equip-
ment manufactured by different companies to be interconnected by public service
and other facilities to produce operating systems.

3.3 Obtaining Service from Franchised Company

A1l franchised public service companies have a marketing department or in-
dividuals who fulfill the functions of a marketing department. The business
telephone number of this group is listed in the local telephone book, ard a
telephone call to them will initiate action by the franchised company contacted
to provide the service desired. The franchised company probably will attempt
to include all possible services and functions in the service it sells. An
analysis of operational worth vs. cost trade-off of each service and function
offered will result in selection of a better, cheaper system. Figure 9 pre-
sents a generic diagram of the interaction between a public-switched telephone
system and a private interconnect system.

3.4 Obtaining Service from Private Company

Service may be obtained from private companies through a variety of pro-
curement procedures. The most effective method is through competitive bidding
based upon specifications carefully prepared to reflect the operational re-
quirements to be fulfilled. The specifications should succinctly state the
services and hardware to be supplied. Care should be exercised to ensure that
two or more concerns can bid on the specifications with equal opportunity.

The usual practice is to permit the companies conce. .2d to review the speci-
fications before bidding commences and to make suggestions for changes to en-
hance fairness. I[f this practice is adopted, the suggestions must be carefully
evaluated to distinguish the changes requested to improve one's competitive
position from the changes requested to improve the system as a function of
cost, time, or other factors. The items most often overlooked in obtaining
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service from nonfranchised concerns are renewal of outmoded equipment, replace-
ment of equipment lost through catastrophic events such as fire or flood,
maintenance and training of operating personnel, and periodic furnishing of
up-to-date telephone directories for the local dialing area. Rather signifi-
cant costs are associated with these items, and these costs must be considered
in evaluating franchised companies vs. private companies. The cost of money

at the time the trade-offs are made must be considered to help decide whether
to pav monthly for franchised service, to lease equipment, or to purchase equip-
ment as a capital expense.
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4. RADIO COMMUNICATIONS

4.1 Radio Voice Systems

4.1.1 quile radio systems and equipment

A basic mobiie radic system consists of a fixed-base radio receiver-trans-
mitter (transceiver) and mobile (or portatle) radio transceivers. The fixed-
base transceiver may be a repeater, which enables portable and mobile units to
communicate with each other when out of direct radin_range of each other but
still within radio range of the fixed-base stations.l6

Use of a single frequency to transmit and receive at the fixed-base trans-
ceiver, as shown in the upper porticn of Fig. 10, is known as "simplex opera-
tion." If the fixed-base transmitting frequency differs from the receiving
frequency, the operation is known as "half-duplex operation.” Repeater opera-
tion requires either half-duplex or full-duplex operation, as illustrated in
the lower portion of Fiy. 10. Fuli-duplex operation resembles half-duplex
operation but has the added capability of the mobile transceivers to receive
and transmit simultaneously, as in normal wireline telephone service. This
is accomplished by using a duplexcr instead of an antenna switch between the
transceiver and the antenna and by not disabling the receiver when the trans-
mitter is keyed. If there are several base stations in a mobile radio system,
the use of half-duplex or full-duplex operation offers the advantage over
simplex_operation that the lower power mobile units do not compete for channel
accessl7 with a taller, higher power base staiion.

Base station transmitter power levels can approach 375 W at vhf high band,
275 W at uhf, and 125 W at 800 MHz. This power output is multiplied by antenna
gains that can be as high as 12 dB over isotropic radiators.* On the other
hand, the power output of mobile radios is seldom more and usually much less
than 100 W, and the gain of mobile antennas is 0 to 4 dB over that of isotropic
radiators. The transmitter power output of the small hand-held portables that
can be carried in a coat pocket or hung from a belt varies from 0.5 to 5 W.
The larger portables, often called "lunch pail portables" because »f their
similarity in shape, size, and carrying method to a lunch pail, have a maximum
power output of 20 W. Antennas used with portable radio units are very in-
efficent for the following reasons: _“e small radio unit provides poor ground
plane; the radio unit with its antenna may be used in different spatial ori-
entations; and the physical size of the antennas is small for the convenience
of the user. The result is O to -10 dB gain. A basic criterion that should
be used in radio system design is that the "talk-out" range from the base
station (or repeater) to the mobile units should approximately equal the
“talk-back" range from the mobile unit to the base station. This is accom-
plished by the proper choice of power levels and antenna gain, and sometimes
by the use of voting receivers.

*The term "isotropic radiators” is defined in the Glossary 2n' discuss~d
in Appendix I.
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Voting receivers are used in radio systems that employ portable radios over
an extensive area. Voting receivers allow portable radios to be used in loca-
tions too distant from the base station (repeater) for their signals to be re-
ceived by providing reception locations within the limited range of the portable
units. A1l voting receivers on a channel serving a particular geographical area,
not necessarily conterminous, are connected to a voting comparator, which se-
lects the voting receiver that is producing the best output audio signal.

Figure 11 presents functional block diagrams of a basic receiver, transmitter,
and voting comparator.

Currently available receiver sensitivities, transmitter power outputs,
transmission line capabilities, and antenna gains coupled with normally avail-
able antenna support towers produce maximum base-mobile ranges on the order of
25 to 35 miles. Appendix I discusses in detail these propagation factors, and
presents techniques for determining the range for a particular set of system
parameters. Quite often, terrain and/or demographic features prevent siting
a base station and antenna in a location that will provide the desired coverage
area. In this case, multiple transmission sites may be employed for the de-
sired coverage. The use of this technique requires that the transmitter be
sited within range of the desired mobile or portable unit or that all trans-
mitters be arranged in parallel or in sequence. A variety of techniques may
be employed to perform these tasks, and all of them invgéve compromises. If
an automatic vehicle location (AVL) system is employed,!® the dispatcher knows
the location of the desired unit and can be provided with controls to direct
the desired transmitter tc broadcast his message. If the dispatcher is re-
plying to a previous transmission from the mobile unit (the reply can be to a
simple "request to talk"), displays on the dispatcher's console can indicate
which receiver provided the best signal (i.e., which receiver was selected by
the voting system), and the transmitter covering the corresponding area can be
selected by the dispatcher. Another method is to use either sequential or
simulcast transmissionld to contact the mobile or portable unit and, after
the called unit responds, to select the transmitter that covers the area in
which the called unit is located. None of these methods is suitable for mo-
bile-to-mobile, portable-to-portable, or mobile-to-portable operation without
some modificatior. Reference 20 discusses the problems with wide-area use of
repeaters and methods that can be used for repeater selection. Generally, the
methods used include manual selection from the mobilg gnit by use of subaudible
or Continuous Tone Code Squelch System (CTCSS) tones¢l™ or by use of selective
address delay techniques for controlling the repeaters. Other selective
address techniques are starting to appear, ; e most notable of which is
Motorola's Digital Coded Squelch Technique,b*“ which provides much greater
flexibility and operating convenience than CTCSS tones.

Because the radio spectrum is crowded, the FCC discourages the exclusive
use of a frequency or a pair of frequencies in a duplex mode for a system that
does not utilize them fully. A general rule of thumb is that approximately
50 units are normal loading for a half-duplex channel. A unit is defined
as one mobile or two portable transceivers. If a licensee is not going to
load a channel to this capacity, he is encouragecd and sometimes forced to
share the channel with one or more other users. Separate facilities em-
ploying the same frequencies and use of a community repeater both permit
shared-frequency use. A community repeater simplifies the system, reduces

*A list of EIA specifications applicable to communication systems is con-
tained in Appendix VI.
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interference, and reduces the overall cost of the svstem for the various users.
Community repeaters employ CTCSS or other coded squelch techniques to prevent
radio operators of one user from hearing radio operators of another user.
Usually, a community repeater is located conveniently for all users, and it

is actuated by wireline, control stations, or a combination of both. A con-
trol station is a fixed-base station that operates a repeater the same way a
mobile unit operates a repeater: it transmits on the repeater's receiver (or
input) frequency and receives on the repeater's transmit (or cutput) frequency*
and thus allows communication with mobile and portable transceivers within
range of the repeater that employs the sar2 C1CSS frequency as the control
station. A community repeater or any other radio system can use selective-
calling techniques to enable the control point (see Glossary) to communicate
with one or all radio stations (mobile, portable, or fixed) with which the
control point is associated. The speakers of all radio stations using the
community repeater will be muted until they receive a call. The exception

to this rule, as required by the FCC Rules and Regulations, occurs when a
radio station starts to access the community repeater while it is already

in use by other stations. In this instance, the station attempting to ac-
cess the repeater will hear all othe: traffic on the repeater when the micro-
phone is removed from its hanger or when a listen switch (required by the FCC)
is depressed. The reason for this exception is the basic limitation of com-
munity repeaters: they can handle only one message at a time, and if two

stations try to access the repeater simultaneously, interference will result.

Community repeaters often are owned by Radio Common Carrier (RCC) com-
panies, who lease access to the repeater and mobile, portable, and control
station equipment for use on the repeater channel. The RCC companies usually
are franchised as common carriers to provide certain services in the area;
however, RCC companies have no exclusive right to the use of repeaters.
Therefore, a facility may install a community rep >ter for its own use and
permit different departisents or operations in the facility to operate inde-
pendently of each other through the repeater.

Channel trunking is another interesting technique that conserves the fre-
quency spectrum by utilizing channels more efficiently. Channels may be
trunked if two or more channels of a facility cover the same geographical
area and if the fruquency spacing between these channels is less than the
maximum frequency capabilities of the mobile and/or portable radio units to
be used. Two basic methods can be used. One is to have all the mobiles and/
or portables scan the channels constantly until they detect their address on
a particular channel; at this point, they step scanning and monitor that
channel for a message to them. The reply can be on the same channel, on a
channel to which a code contained in the address directs them, or it can be
the message. A second method is to have all the mebiles and/or portables
monitor a command channel upon which instructions are sent telling the in-
dividual units which channel to monitor for a forthcoming message. Again,
the reply can be on the channel on which the message is received or on one
to which a code contained in the message directs them. Communications

*Note uses of control stations illustrated in Figs. 3 and 5.

37



initiated by a mobile or portable unit are handled similarly; that is, the
mobile or portable unit sends a request to talk on the command channel and is
directed to a particular channel for the exchange, or it sends the initiating
transmission on any channel that is not in use and the Lase station constantly
monitors all channels.

The IMTS (Improved Mobile Telephone System), which is available through-
out the United States through franchised companies, is a trunked system in which
the command channel (in this case called the "idle channel") does not stay on
one designated frequency channel but moves from channel to channel. All the
mobile radiotelephone receivers not being used on a telephone call monitor the
idle channei, which is designated by the transmission of a 2000-Hz idle tone.
The next incoming call appears on the idle channel, the recipient of the call
acknowledges the call with an answering signal, and all other units move on
to the next idle channel. Channel trunking is bsing considered for Special
Mobile Radio (SMR) systems and cellular systems.23 Channel trunking should
be considere ! for mobile radio systems that must load the available radio
channels with more mobile and portable units per channel than can be accommo-
dated with conventional techniques.

4.1.2 Paging systems

There are three basic types of radio paging systems: tone only, tone and
message, and tone and voice. The simplest tone-only paging system provides
the greatest capacity of pages per channel, because only a fraction of a second
is needed to transmit a tone signal to a pager, while a digital and voice mes-
sage will take up to the maximum allowable time for a voice transmission. Most
paging systems 1imit this time to between 10 and 45 sec. Paging systems using
tone-only techniques can employ pagers with very narrow bandwidth, while paging
systems using tone and voice must pass sufficient bandwidth for voice intelli-
gibility, usually about 3.5 KHz. Therefore, for a given transmitter output
power, antenna height, etc., a tone-only paging system provides greater paging
area coverage than a tone-and-voice paging syst:m due to the lower gain-band-
width product.24 Manufacturers of paging equipment include: Motorola; General
Electric; RCA; NEC America, Inc.; Standard Communications; IWATA Electronics
Co., Ltd.; IEC Electronics Corp.; Harris Corporation; and others. These com-
panies sell pagers for approximately $200 to $400 per unit, 1978 dollars.

There are other specialized types of paging systems that have limited ap-
plication. ITT Terryphone Corp. offers a wired system that is used in many
hospitals and airports and in some industrial and marufacturing installations.
This system issues an audio page through loudspeakers located throughout the
area of coverage, and the paged individual can step to one of the paging sta-
tions to talk to the individual originating the page. Autophone AG of Switzer-
land offers another type which employs a wire loop around the paged area to
produce a very low-frequency (20 to 40 KHz) and low-power electromagnetic
field. The pagers operate anywhere within the loop and are of the tone-and-
message type. Note that paging systems that use a wired system, such as ITT
Terryphone, or a low-power loop, such as used by Autophone AG, do not occupy
radio-frequency spectrum space and require no FCC authorization. Their gen-
eral disadvantages are that they are restricted to an area of operation that
is served by one PBX (for Terryphone) or to an area of approximately one city
block (Autophone) and do not provide good coverage within an area that is
e’fectively shielded by metal.



To operate tone-only paging, the user activates the paginy transmitter
from a paging terminal or a telephone interconnected with the paging system.
Most paging systems are equipped to signal all pagers in the system (all-call),
groups of pagers (group-call), or an individual (individual-call, also known
as selective-call). The pager(s) called produces a sound or a vibration to
signify that the person carrying the pager is to telephone a prearranged num-
ber, come to a prearranged location, or perform some other act. The method
used to signal a group or an individual pager, known as selective signa]ing,zs
varies among suppliers of paging equipment; however, most manufacturers of
paging receivers produce thea for any selective signaling desired. In (he
simplest method of selective signaling, the sequence of two audio tones, which
is specific to a particular paging receiver, activates a squelch circuit. The
receiver may respond to two sequences, one for itself and the other for the
group of receivers of which it is a member, that is, a group call or all call.
This method of addressing pagers, usually known as the "two-tone sequential”
method, is limited to approximately 3000 paging receivers per radio frequency
channel due to the number of discrete tone frequencies that can be used in
the audio spectrum. Systems of higher capacity u-2 five-tone sequences and
digital schemes with addresses having as many as 23 digits. This enables a
paging system to have up to 100,000 paging receivers with several different
indications (messages) for each receiver. Reference 26 presents a compre-
hensive discussion of signaling techniques used in modern paging systems.

Tone-and-message pagers operate in a manner similar to tone-only pagers,
except that a choice of five or seven (depending on the manufacturer of the
paging system) messages can be transmitted digitally aiong with the address
of the pager. Each transmission presents a prearranged letter or number dis-
played on the pager to indicate the message.

Tone-and-voice pagers operate similarly to each of the above, except that
after the tone or tactile message is received, the individual carrying the
pager listens while the individual originating the page speaks his message.
Individuals originating pages receive a tone or visual signal to indicate
the beginning and near end of the message time.

Paging systems may include a telephone interconnection tc permit access
to the system from a telephone. Storage systems may be incorporated into
paging systems to enable pages made simultaneously to he stored and auto-
matically transmitted in the proper sequence. This technique is rather ex-
pensive since it increases the cost of a paging system from $30,000 to
$75,000, but it does prevent other callers who attempt to access a paging
system simultaneously from getting busy signals or being denied access to
the paging transmitter and it greatly increases the capacity ov & paging sys-
tem.

Some pager units have optional mute switches to silence the tone signal
of the pager while in any environment unsuitable for an auu. ..e page. If a
page is received during the time a mute switch is actuated, the pager will
display a visual signal. An option available on some models greatly in-
creases battery life both by operating the paging receiver for only sn.rt
durations to sample for inccming pages and by operating the receiver con-
tinuously only while a page is being received.
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Although many combinations of options are available for paging systems,
the user saves money on pagers containing only the required functions. In
general, the smaller and more rugged receivers have better selectivity and
cost more. Section 4.4.6 presents parameters that should be defined in paging
receiver specifications and lists some of the trade-offs that should be made
when the values for these parameters are selected.

4.1.3 Point-to-point radio systems and equipment

Fixed point-to-point radio systems are required for communication between
locations when franchised common carrier circuits (usually wireline) do not
exist or cannot supply the needed service. Radio frequencies are licensed
by the FCC for point-to-point use based on need and intended use and may be
arbitrarily divided into three general categories: operational fixed micro-
wave communications; and base-to-base communications, as illustrated in Fic
12; and operational fixed vhf or uhf, as illustrated in Fig. 13.

4.1.3.1 Operational fixed microwave. Volume V, Part 94 (Private (pera-
tional Fixed Microwave Service), of the FCC Rules and Regulations provides an
annotated table of frequency bands, maximum output power, frequency tolerance,
maximum bandwidth, and maximum antenna beamwidth that may be used for opera-
tional fixed stations in the microwave region (above 952 MHz). Each micro-
wave frequency assignment may be used for a number of voice, voice and data,
or (in the assignments above 6 GHz) voice, data, and/or video channels. In the
900-MHz region the maximum permissible bandwidth is 100 KHz, which with today's
technology will provide a maximum of about six voice channels. The lowest
region in which sufficient bandwidth usage is permitted to handle video
(television) signals is 6 GHz. Generally, as frequency is increased, the
frequency availability increases, the permissible bandwidth increases, the
cost of the equipment increases, and the distance allowed between a receiver
and a transmitter for a given fade margin decreases (the obtainable hop length
decreases). Figure 14 shows a four-hop operational fixed microwave system with
a different equipment configuration at each site. Site 1 is a typical ter-
minal: the multiplexer combines the information received over the local wire-
line circuits into a composite signal to be transmitted over the microwave
system and separates the similar composite signal from the microwave system
into a voice or data signal for each interconnecting wireline circuit. The
distance between sites, the hop length, is determined by terrain, economics,
and desired system characteristics. The radio-frequency (rf) power levels
used in operational fixed microwave systems require that a clear line of
sight be used for the propagation paths for each hop. Earth curvature and
terrain dictate that antenna heights ana output power be increased as hop
length increases; therefore, the economically optimum hop length is a *rade-
off between the cost of real estate and electronic equipment and the exponen-
tial cost increase of towers as a function of tower height. Another major
factor influencing hop length is signal-to-noise ratio. If the hop is too
long, the signal at the receivers has a low signal-to-noise ratio, which
makes the signal difficult to use. If the hop is too short and there are
many hops in the system, *he signal-to-noise ratio decreases as the equip-
ment at each repeater inadvertently injects some noise intc the signal.
Typical hop lengths for nonmountainous area, are 8 to 15 miles for 12-GHz
systems, 12 to 25 miles for 6-GHz systems, and 20 to 35 miles for 2-GHz
systems. In mountains, the hops are usually dictated by topography, which
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results in hops longer and shorter than these typical figures. When difficult
propagation conditions are encounteired or when increased reliability is re-
quired, a technique called propagation diversity may be used, as shown on the
path from site 1 tn site 2 in Fig. 14. In this application, dual receivers
and receiving antennas are used, and the output of the two receivers is com-
bined and fed into the associated transmitte:. The two receiving antennas
are spaced so *that a strong signal is received at one of them when a weak sig-
nal is received at the other. This spacing is determined by the intervening
terrain and the physical distance between Fresnel zones (see Glo.sary). Site
2 shows an equipment configurat.~n typical of older systems and used when no
local distribution of the communication traffic going over the system is re-
quired. The equipment at site 3 is used for the same purpose, but at site 2
the equipment is composed basically of receivers driving transmitters to am-
plify the outgoing signal. The transmitted signal at a repeater, or trans-
lator, is of a different frequency than the received signal. If this were
not the case, the receiver would receive the signal transmitted at its own
site instead of that transmitte ' from the adjacent sites in the system. The
translators at site 3 receive e incoming signal, amplify it, and translate
it into the new frequency. The disadvantage of a translator is that it can-
not be used, as can a companion receiver-transmitter-repeater system, to drop
and/or insert signals for local distribution, as shown in the figure for site
4. Two advantages of a translator are that the signal is not demodulated to
audio or video and that less noise is injected into the signal since the de-
modulation-modulation process is absent. The termina! at site 5 resembles

the one at site 1, except that dual antennas are used in place of an intenna
duplexer. References 27 and 28 are compendia of tables, charts, and formulas
that are extremely useful for designing an operational fixed microwave system.

4.1.3.2 Base-to-base communications. Two simplex base stations within
range of each other and operating on the same frequency can communicate with
each other. In the same context, two control stations using the same repeater
can communicate with each other. Such communications are illustrated in Fig.
15. The two base stations shown in the top half of the figure can communicate
with each other (base-to-base communications) and with the mobile and portable
units on the simplex frequency f1. The two ¢ ntrol stations in the bottom
half of the figure can communicate with each otrer (base-to-base communica-
tions) and with the po' able units on the duplex pair £2 and £3. Base-to-
base communication is legal for any station licensed under Part 89 (The
Public Safety Radic Services) but is legal only under certain conditions for
base stations licensed under Part 91 (Industrial Radio Services) and most of
the other parts of the FCC Rules and Requlations. The permissible base-to-
base communications and the conditions under which they are permissible are
given in paragraph 91.151 of the FCC Rules and Regulations. Generally, this
paragraph states that base-to-base communications are permitted when neces-
sary to save life or property, when wireline facilities are unavailable, and
when necessary to provide information of immediate importance to associated
mobile units,
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4.1.3.3 Operational fixed vhf and uhf. Four of the services authorized
in Part 91 of the FCC Rules and Regulations (Power Radio Service, Special In-
dustrial Radio Service, Business‘§§d10‘§érvice, ard Manufacturers Radio Service),
all of which can be used to protect a nuclear facility, have frequencies listed
between 72.02 and 75.98 MHz, which can be assigned for operational fixed use.

In addition, Parts 89 and 91 list some frequencies in the 150- and 450-MHz
regions for operational fixed use under special .ircumstances - particularly

for locations beyond a specified distance from metropolitan areas of certain
sizes. These vhf and uhf frequencies are generally used for data communica-
tions, especially telemetry and remote-control applications, as illustrated

in Fig. 13.

4.1.4 Changing technology

The state of the art of radio systems and equipment is being improved con-
stantly due to the competition among equipment manufacturers. Before the de-
velopment of frequency-modulation (FM) techniques, voice radio systems employed
amplitude modulation (AM). Because FM provided superior noise-rejection char-
acteristics, this technique was adopted to support the tremendous increase in
mobile radio communications immediately after World War II. Channel spacing
of early FM systems was established by the FCC at 50 KHz, and as crystal fre-
quency-control devices improved in stability and demand for additional fre-
quencies increased, the channel spacing was decreased to 30 KHz and later to
15 KHz in the vhf low- and high-band regions. Channel spacing in some ser-
vices has been reduced to 7.5 KHz. Channel spacing in the uhf and 900-MHz
region is standardized now by the FCC at 25 KHz.* There is increasing pres-
sure among manufacturers and users of nobile radio equipment to change the
FCC Rules and Regulations to permit the use of single-sideband (SSB) modula-
tion to convey voice information. The present Rules and Requ aticns for public
safety and industrial licensees, provided in the "Technical Stindards" por-
tions of Parts 89 and 91, respectively, permits double-sidebana (DSB) ampli-
tude modulation (6A3) and up to 20-KHz bandwidth frequency modulation (20F3).
(The designations used for types of modulation and bandwidths are provided
in Part 2 of the FCC Rules and Regulations. Generally, the letter "A" desig-
nates amplitude moduiation, "F" frequency modulation, and "P" pulse modula-
tion. The number in front of the letter indicates the overall modulating
frequency in kilohertz and the number after the lette: indicates the maximum
modulating frequency in kilohertz. Single-sideband modulation is designated
by a suffix "A"; therefore, 3A3A, the most common SSB modulation used in the
vhf and uhf regions, would occupy a bandwidth of 3 KHz and have a maximum
modulating frequency of 3 KHz.) The designation for SSB modulation indicates
that it occupies half the AM bandwidth for a given maximum modulating fre-
quency, and the designation for AM indicates a more efficient use of band-
width than FM. Each of these modulation methods is discussed below along
wit: its advantages and disadvantages.

*30 KHz for cellular 800-MHz systems.
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Amplitude modulation, varying the amplitude of a carrier frequency in re-
lation to the modulating signal, was the first technique used to convey voice
information via a radio carrier. It was preceded only by Al modulation, which
turns a car.ier off and on, as in Morse Code, to convey information. In the
process for 6A3 modulation, the voice frequencies are mixed (heterodyned) with
the carrier frequency of the transmitter. The time domain plot for a single
audio tone modulating an rf carrier frequency is shown in the top half of
Fig. 16. The commonly used measures of modulation are called the modulation
index and the modulation percentage. The modulation index is (v - z)/v and
the modulation percentage is 100 times the modulation index, where y is the
average amplitude of the modulated signal and z is the minimum. The frequency
domain plot corresponding to this same example is shown in the lower half of
Fig. 16. Amplitude modulation is the ezsiest voice modulation to create and
receive. It is highly subject to atmospheric and man-made interference be-
cause the noise created by interfering signals appears on the modulated en-
velope just as an intended signal does and cannot be removed in the receiving
process if it is in the same frequency range as the desired voice signal. A
problem with AM is that it occupies a spectrum bandwidth twice the width of
the highest modulating frequency.

Frequency modulation, varying the frequency of a carrier in relation to
the modulating signal, is even more wasteful of spectrum space than AM is, but
it provides a signal relatively immune from the amplitude variations caused
by noise. Even if two signals are transmitted on the same frequency, one of
them may be heard because of the phenomenon called “capture effect." Figure
17 illustrates frequency and time domain plots of a carrier frequency being
modulated by a single audio tone. Notice the increased density of spectral
lines as the modulating frequency is decreased. An infinite spectral density
is approached as the input approaches 0 KHz. The usual measures of frequency
modulation are the maximum modulating frequency and the maximum frequency de-
viation. Early FM mobile radio systems used frequency deviations of 100 KHz
and above, while today the maximum allowable frequency deviation in the Public
Safety and the Industrial Radio Services is 5 KHz for voice radio systems.
Figures 16 and 17 illustrate the effect of a single audio-frequency modulating
an rf carrier via an AM and FM modulation system. References 29 and 30 con-
tain abundant informaticn about modulation theory.

Single-sideband modulation resembles the AM technique described above,
except that it removes one of the two sigebands and most of the carrier from
the signal (Fig. 16). Figure 18 illustrates time and frequency domain plots
of five SSB-modulated signals. A radio receiver must reinsert a signal equiv-
alent to the original carrier frequency to demodulate the SSB-modulated signal
received and produce an intelligible audio output. The greatest difficulty
with SSB band systems is that unless the reinserted frequency is within a
few cycles of the original carrier frequency, the resulting signal will be
very distorted by a "Donald Duck" effect. Crystal manufacturers have strug-
gled to achieve the necessary frequency stability for the reinserted carrier.
A compromise solution is to put a fine-frequency adjustment control on the
receivers, as is done with popular citizen's band SSB units under the guise
of "phasing control" or "fine tuning." An obvious advantage of SSB modula-
tion is that it uses less spectrum space than conventional AM. Anotner ad-
vantage is that the narrow bandwidth of the signal permits very selective
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receivers to be used to produce audio signal output with less input rf signal
power than conventional AM systems require. The growing use of SSB mg?ulation
has stimulated its improvement by amplitude and frequency compariors.

When transmitting, an amplitude compandor reduces the amplitude of loud
syllables and prevents large modulation excursions. When receiving, it recon-
stitutes the original amplitude excursions of the input audio signal. Ampli-
tude compandors narrow frequency deviations when used with M systems and
conserve power when used with AM systems. For an existing system, amplitude
compandors improve the signal-to-noise ratio by 10 to 20 dB «r naintain the
signal-to-noise ratio with 10 to 20 dB less power or effective deviation. A
frequency compandor compresses the input audio-frequency excursions when trans-
mitting and reconstitutes the original audio-frequency spectrum when receiving.
Frequency compandors are especially useful in any AM system, since the spectrum
occupancy is directly proportional to the highest modulating frequency and
reduction in spectrum occupancy permits use of narrower bandwidth receivers
which, in turn, produces higher signal-to-noise ratios.

The use of >SB in conjunction with amplitude and frequency compandors
will permit a bandwidth of approximately 1.7 KHz for one voice-frequency radio
channel with channel spacing of 2.0 KHz, which is an obvious saving over the
present 15-KHz spacing in the vhf spectrum and 25 KHz in the uhf spectrum.

Two factors will delay the adoption of these spectrum-saving techniques32

for probably 10 to 15 years. Mobile equipment employing SSB and compandors
costs more than the simpler FM equipment now in use. Furthermore, shifting
the mobile radio services to SSB operation will create tremendous upheaval.

Digital modulation has advantages and disadvantages in mobile radio com-
munication systems.33, 34 [ts main advantage is the ease of encrypting and
decrypting voice messages and of conveying information that is basically
digital, 1ike status messages and identification information. Its principle
disadvantage is that broader bandwidth is required when analog information
is transformed into a digital format at a high sampling rate. Conversely,
analog information with much redundancy, such as human speech, can be Ji "’
tizea and transmitted witn a gonservation in bandwidth but . higher cost
G~ .0 increased complexity.3

Fiber optics, the use of glass fibers as waveguides to interconnect
transmitters and receivers operating on frequencies near visual liyht fre-
quencies, can be used to replace coaxial cable transmission systems and pro-
vide extremely wide-band communication channels. The use of fiber optics
fs in its infancy but is growing rapidly.36 Fiber optics should be con-
sidered for new installations where many very wide-band (10-MHz and higher)
channels are required, especially in areas of high ambient rf noise.

Spirread-spectrum modulation techniques employ extremely wide-band and
low-power level radiation and were originally used for secure communication
systems. Spread-spectrum modulation uses an extremely wide frequency dis-
persion of the transmitted modulated signal with a matching spectrum char-
acteristic in the associated receiver(s?. Since the transmitied rf power
is spread over such a wide spectrum, the average power within spectrum
width is extremely low, and a spread-spectrum signal would be practically
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impe ‘ceptible to a conventional receiver. Spread-spectrum technigues are being
considered for high-capacity cellular (see Glossary) mobile radio systems

and may apply in the design of high-density mobile radio systems that require
several transmitting sites.

Communication systems can use satellites when wide bandwidths (6 MHz,
36 MHz, and higher) must be transmitted over long distances and other communi -
cation fazilities do not exist. A satellite communication system for terres-
trial use is illustrated in Fig. 19. The satellites usually orbit above the
earth's equator at a height of 22,300 miles. At this height, the satellite's
orbital velocity matches that of the earth's rotation, and the satellite is
said to be in a synchronous orbit because it remains constantly above one
point on the earth's equator. A communication satellite is a multistation
transponder: it has several transponders, each of which operates in a manner
similar to terrestrial microwave translators. Satellites have several wide-
band translaiars (usually at least 6 MHz wide) that provide tremendous channel
capability and enable them to serve many users; therefore, each ground sta-
tion should be suitably located to communicate with the satellite (normally,
far from the high radio noise of a metropolitan area) and connected to the
users by wireline, radio, or microwave links. The cost of satellite communi-
cation service is the sum of the user's share of the ground stations ($250,000
to $500,000 each), the cost of the local distribution, and the user's share
of the satellite cost (cost of replacing the satellite divided by the satel-
lite's life expectancy). The cost of satellite service is decreasing very
rapidly. At the time of this writing, 1978, a transponder on a satellite
with suitable channels and bandwidth for two-color television and several
audio channels (of aggroximate1y 36-MHz bandwidth) could be leased for
$1,000,000 per year. Commercial communication companies capitalize on
leasing transponders on satellites and subleasing time and channel space on
the transponders to others. If a company has several nuclear facilities it
wishes to interconnect by satellite because of lack ~f other service or be-
cause of special data channel requirements that can be satisfied only by
satellite, then subleasing of transponder space should be considered. RCA
American Communications, Inc. and Communication Satellite Corporation (COMSAT)
are two of the foremost concerns providing such service.

The expected use of this new technology in future communication systems
‘s discussed in Appendix V.

4.2 Radio Data Systems

Any link that can be used for voice communications can be used for data
communications, and many links unsatisfactory for voice communications can be
used successfully for data communications. For example, a noisy radio circuit
over which voice communication is impossible can convey Morse Code or digital
data. On the other hand, data transmitted at rates above 9600 bits per second
require greater bandwidth than does voice transmission. Radio usually trans-
mits data when wireline and other common carrier facilities are not available
or when data transmission is an adjunct to voice communications, such as in
vehicle identification and status messages or in data communications with mo-
bile or portable units. The relative merits of radio, wireline, or other
common carrier facilities for data transmission should be based on the factors
given below.
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1. Speed. If wide-band data circuits are required between two locations
and no facilities exist to provide the needed service, radio techniques usually
provide it more easily than wireline if the distances involved are more than a
few thousand feet or if the wircline is routed over territory out of the con-
trol of the owner of the communication facility.

2. Reliability. Radio and wireline circuits can be made as reliable as
desired, but the quantum jumps in cost for increases in reliability usually
come at different points in the hypr :hetical reliability curves for the two
methods. Wireline circuit costs irc-ease most when dual circuit routing pe-
comes necessary. Radio circuit custs increase most when hot standby equipment
is required, that is, standby equipment kept ready to be switched into the com-
munication link if the communication equipment being used fails. Reliability
in either system can be improved by use of reliable equipment. Radio circuit
reliability increases with increased fade margin, that is, the difference be-
tween the normal signal level and the practical threshold signal level. Wire-
line circuit reliability increases with physical hardening of the circuit,
which is the degree to which the circuit resists interruption by physical dam-
age from outside causes. Appendix IV further discussec system cost versus
reliability.

3. Security. The security of wireline circuits (especially fiber optics)
is far better than that of radic circuits, but encryption is necessary for much
security with either communication medium.

4. Cost. The cost of wireline circuits consists of a small fixed cost
plus a linear cost increase proportional to length, while the cost of radio
circuits is a fixed cost per receiver-transmitter "hop."

Voice and data can be combined in a single channel in several ways. One of
the most common for low-speed data is to transmit it in the portion of the spec-
trum that lies below the frequencies used to convey audio information to humans
and above the minimum frequency of the circuit being used. With this method,

a spectrum bandwi” h of 50 to 400 Hz can be obtained for data transmission,
depending on the type and length of circuit employed and the word intelligi-
bility loss that is tolerable.39 Extremely narrow-band data can be sent by
filtering a small "notch" of up to 75 cr 100 Hz in the central portion (around
1500 to 2000 Hz) of the audio spectrum and transmitting the data in this narrow
spectrum. These techniques are known by several names. "Voice plus data" is
the most widely used term, and “data under voice" and "data over voice" are
commonly applied to the techniques of transmitting narrow-bandwidth data below
and above the voice spectrum, respectively. Wider data bandwidths can be made
available, depending on the circuit characieristics, between the top of the
audio spectrum needed to convey audio information and the top of the useful
passband of the circuit being used. Voice and data streams can also be inter-
laced so that digital data is transmitted in the interstices in the voice
stream. This method is often used on several voice circuits simultaneously

and can produce a fairly wide-band data channel. The equipment cost of this
last method is very high, but it is economically feasible on long communication
circuits with a severe shortage of channels. Use of voice and data combina-
tions by nuclear security forces will probably be in the form of voice plus
data to control remote devices or to transmit data from remotely located sen-
sors to a central location. Rixon, Inc.; Data Signal, Inc.; Atlantic Research,
Inc.; and Dantel, Inc. offer equipment that can be attached to existing communi-
cation links to transmit narrow-band data and voice information.
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4.3 Radio System Types

The design of a radio communication system entails first determining the
basic type of system required. This determination must account for the locations
to be served by the system and the input to and output from the system at each.
Some designers conceive of a communication system initially as an amorphous
block and place detail in the block as the requirements are developed. Another
technique conceives of a generalized radio at the first locations encountered
that must have radio communications. A second radio is added it the second lo-
cation and details are added as necessary for the required interface(s) with
the first radio. A third radio is then added for the third location and the
process of adding interface details is repeated. Either process requires
knowledge of what radio techniques can and cannot accomplish.

The basic decisions that must be made in designing a mobile ralio system
are the following:

communicators, places, and times of communications,

locations where data must be originated and received and data bandwidth,
the geographic area requiring radio coverage,

the use of portable and mobile radios,

the number of channels required,

the fixed locations where access to the system is required,

. comparison of simplex vs repeater operation,

decision for purchasing own services or leasing from RCC company.

WL B WM -

The simplest system is two portable radios operating on the same frequency,
as illustrated in Fig. 20a. If the frequency chosen or assigned for this opera-
tion is prone to interference, say from radio stations and industrial noise, the
use of CTCSS tones or other controlled squelch techniques discussed in para-
graph 4.1.1 may be used to reduce the effect of the interference. If mobile
instead of portable operation is required, mobile units may be substituted for
the portable units in Fig. 20a. If the portable or mobile units need to com-
municate with each other when too far apart for direct contact, they can operate
through a repeater (called a mobile relay station in the FCC Ru'es and Regula-
tion:?. as illustrated in Fig. 20b. When using a repeater, the mobile ana
portable units transmit on one frequency and receive on a second (£2 anc #3
in the figure). If the location of the repeater is too remote to obtain im-
mediate service, if closely spaced mchile and portable units require a higher
reliability of communications, or if a second channel not requiring a repeater
is needed, a second channel using frequency £1 can be provided to permit mo-
bile and portable units to operate eithzi as shown in Fig. 20a or Fig. 20».

Some communication systems do not allow the mobile and portable units to
communicate with each other, but only with a central dispatcher. If this is
the case, a svstem of the type shown in Fig. 20c can be employed. In this
case the base station can communicate with the mobile and portable units
operating on frequency f4. The dispatcher for the system, or whoever re-
quires communication with the mobi es and portables, will occupy the con-
trol location shown which can be co-located with the hase station or at a
remote location connected to the base station with a wireline. The mobile
and portable units shown in Fig. 20c can communicate directly with eac
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other, if the distunce between them is not too great - which may be a disadvan-
tage. Another possible disadvantage is the fact that the reception of the
portable and mobile unit transmissions at the base station might be obscured

by transmissions of another base station operating on the same frequency. If
either of tiese two disadvantages are potential problems, the system configura-
tion shown in Fig. 204 should be considered which providac one frequency, £5,
for the base station to transmit to the mobiles and portables and a second
frequency, 6, for the replies. Note that the base station in Fig. 204 could
be a repeater with local control, in which case it would be a slight modifica-
tion of Fig. 20b. A repeater with local control would have a switch on it to
enable and disable the repeating function; therefore, Figs. 20» and 204 are
practically identical. Incidentally, the different services authorized by
Parts 89 and 91 of the FCC Rules and Regulations have some frequencies set
aside for mobile-only operation. If 1le-only frequencies are used for

£2 and 6 it would enhance the probability that the mobile and portable unit
transmissions would not be obliterated by another base station operating.

With or without a wireline control location, a radio system utilizing a
repeater can be controlled by another radio called a control station, as shown
in Fig. 20e. The control station and the repeater can be equipped to employ
special commands from the control station. Transmitted as CTCSS tones or
digital commands, these commands can, for example, enable and disable the
repeat function for all but the control station, turn the repeater off and
on, warn of illegal entry at the repeater station site, and control an emer-
gency power unit at the repeater site. One of the problems often realized
with a configuration such as shown in Fig. 20e is that the greater power and
range of the mobile units, as compared with the portable units, often cause
mobile unit transmissions to obliterate portable unit transmissions, especially
on a busy channel. Another problem is that the low-power unit is often insuf-
ficient to cover the intended area, while the mobile unit can cover it with
ease. Voting receivers, as shown in Fig. 20f, can ameliorate these problems.
The voting receivers and the repeater receiver are connected to a voting com-
parator, which selects the receiver with the best signal, to be retransmitted
by the repeater transmitter and sent to the local control location, if any.
The voting receivers and the portable units can use tone control like CTCSS
to differentiate them from the mobile units, and the system can be made to
preferentially receive signals from portable units over mobile units, if de-
sired.

For a fixed-base transmitter, the desired area of coverage and the use of
portables will establish the required transmitter antenna height(s), effective
radiated power (ERP), number of transmitter sites, and configuration of voting
system. The propagation path calculation techniques presented in Appendix I
can be used to determine whether one or several transmitter sites are required
and the best locations for such sites. These same calculations can be useful
in selecting voting site locations. It may be that the geographical area is
too large and the cost of implementing voting receivers is not considered eco-
nomically feasible. In this case the use of vehici'lar repeaters should be con-
sidered. A low-power vehicular repeater, as shown .n Fig. 21, will enabiz an
individual to leave his car and still maintain radio contact with a location
that is too far away to communicate directly with a portable unit. Two basic
versions of the use of vehicular repeaters to extend portable-to-base station
range are shown in the figure. The version shown in Fig. 21b will cost 20 to
50% more than that shown in Fig. 2la but will provide greater base-to-portable
range because of the 10 to 15 dB greater antenna gain of the mobile unit.
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The points of access to the system and the choice of repeater or simplex
operation will determine the number of wireline controi points and control sta-
tion control points required. The availability, services offered, and cost of
local RCC companies will be the major factors ir the decision whether to employ
their services or to build a private system.

Figure 22 illustrates a typical mobile radio communication system employ-
ing half-duplex operation with one central transmission site, votinc receivers
for extended portable-unit operation, a secondary control point implemented
with a control station, and one with a remote control unit.

The use of preprogrammed (preselected) messages should be considered in
the design of a radio system. Preprogrammed messages can be originated in a
mobile unit by depressing the appropriate switch and presented to the dis-
patcher as a lighted display. Typical ones include "acknowledgement of last
transmission," "on duty," “going off duty," "arrived at location to which di-
rected," and "emergency assistance required." Hardware for techniques of this
type is just beginning to appear on the market. Appendix V discusses uses of
these techniques in future systems.

4.4 Radio System Components

Bidding documents for a mobile radio communication system contain speci-
fications for each major component of the sv.tem, such as reopeaters, base
stations, control stations, mobile transczivers, portable transceivers, paging
receivers, and antenna towers. The statements used in these specifications
should define the results desired rather than the means for attaining them.
Ambiguous statements and statements defining performance char>-“~ristics that
cannot be measured easily, such as "voice intelligibility," <.:2rage area,"
"received signal probability," and "communication probability, should be
avoided. Instead, such terms as "transmitter power delivered to the antenna
input connector shall not be less than __ W" and "line leve' shall be more
than V and less than ___ V throughout the passband from __ Hz to Hz"
should be used. The procurement package for a communication system should
include a specification that macroscopically defines the system, the inter-
faces between the components of the system, and the minimum performance stan-
dards for the system. The general sysicm specification should take precedence
over the detailed equipment specifications. System performance standa:ds and
the method of testing should include the followin; items., is detailed in EIA
Standard RS-237.*

1. System rf loss: the system rf loss expressed in dB is the ratio of the
power delivered by the transmitter to its transmission line, to the power re-
quired at the receiver input terminals to produce a SINAD ratio o' 12 d8B,
under standard test conditions.

*Electronic Industries Association Standard RS-237 and some of the other
EIA standards do not yet include requirements for the 850-MHz freguencies made
available by FCC Docket 18262; however, revisions of these standards are ¢ .-
pected to correct this deficiency in the near future, and in spite of this
deficiency, they still can be used as standards with little modification for
850-MHz equipment.
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2. System stability: the variation in system rf loss due to the effects of
environmental conditions.

3. Audio input: the power applied to the audio input terminals of the system.

4. Audio output: the power delivered by the system to a standard load under
standard test conditions, as defined by EIA Standards.

5. Audio-frequency response: the response denoting the closeness of the sys-
tem output amplitude audio frequency characteristic under standard test condi-
tions to thac of the system input.

6. Accumulated audio harmonic distortion: the change in harmonic content of
the modulating signal as a result of passing through the system.

7. Audio intermodulation distortion: the distortion resulting from sum-and-
difference frequencies in the output when more than one frequency is applied
simultanecusly to the input of the system.

8. Signal-to-internal noise ratio: the ratio of signal under the standard test
modulation to the noise in the absence of modulation, both measured at the out-
put of the receiver.

9. System operation delay and recovery time: the time required for the trans-
mitter to provide rated rf output after activaiion of the local control push to
talk (ptt) plus the time required for the system receiver to provide useful out-
put.

10. Spurious emissions from licensed devices: jenerally, emissions on fre-
quencies other than the assigned one, but EIA d fines them as emissions on a
frequency or frequencies outside an occupied baid sufficient to ensure trans-
mission of information of required quality for the class of communication de-
sired; reduction in the level of spurious emissions will not affect the quality
of the information being transmitted.

1. In "al and restricted radiation: rzdio-frequency radiation from de-
vices e 19 licensed devices.

12. System interference rejection: a measure of the ability of a system to
prevent greater than a 6-c¢B reduction in the 12-dB SINAD ratio under standard
test conditions when a single undesired signal is introduced into the system.

13. System intermodulation interference rejection: a measure of the ability
of a system to prevent greater than a 6-dB reduction in the 12-dB SINAD ratio
under standard test conditions when two or more undesired signals are intro-
duced into the system.

14. System undesired signal rejection: the ability of a system to prevent
audible or functional outputs due to external signals in the absence of the
desired signal.
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The description and performance of each major componer’ § the system
should be stated succinctly. Generally, a separ:te specification is written
for each major component, such as a repeater, a base station, a mobile trans-
ceiver, and a portable transceiver. Typical performance and physical char-
acteristics that should be considered in the specifications for these com-
ponents are discussed generally below and presented in the exemplary speci-
fications that follow.

Applicable FCC Rules and Regulations should be invoked by the specifica-
tions to cover such equipment characteristics as frequency stability, off-
frequency radiation, use of type-accepted eauipment, emission limitations,
modulation requirements, delay L mers, and limitations on use of secondary
signaling, as ciscussed in paragraph 2.2. In additicn, the unique require-
ments for repeaters, control stations, portable radic transceivers, and mo-
?ile transceivers should be noted, as the following exemplary specifications

1lustrate.

A1l type-accepted radio equipment used on frequencies authorized by the
FCC must be listed on "Radio Equipment List, Equipment Acceptable for Li-
censing," otherwise known as the "Type-Accepted List," which can be obtained
at any FCC office. Use of this equipment assures the licensee that the equip-
ment will meet basic FCC requirements such as modulation type, spurious emis-
sion, and bandwidth of operation.

Reliability per se is difficult to spe:ify; however, specifying mechanical
and performance characteristics that appear only in top-of-the-line equipment
manufactured by reputable companies will greatly enhance reliability. The
reliability considerations should include the specification of environmental
conditions for the intended use of the equipment. Unless dictated otherwise
bv the intended user, the specifications should invoke the applicable para-
yraphs of the EIA and National Institute for Law Enforcement and Criminal
Justice standards, as indicated below. A 1ist of the EIA Specifications and
NTLECJ Standards for communication systems is provided in Appendices V1 and

, respectively.

The mechanical characteristic specifications for radio equipment items
should include such parameters as size, weight, type of enclosure, arrange-
ment of displays, arrangement of controls, type of construction, and any other
physical features required by the overall svstem design.

Automatic identification of radio transmitters and emergency alarm pro-
visions are stated in Parts 89.153 (for public safety licensees) and 91.153
(for industrial licensees) of the FCC Rules and Regulations. These require-
ments stipulate that the base station can identify for the mobile and portable
units if simplex operation is used; however, the facility may require that
each mobile and portable unit identify itself for security reasons. Trans-
mitter identific2tion can be performed automatically and can be combined
with provisions to indicate an 2mergency alarm when the operator pushes a
special button or pulls on a special lanyard. Parts 89.107 (for public
safety licensees) and 91.103 (for industrial licensees) stipulate that
automatic, nonvoice emissions for identification and alarm be limited to
2 sec, including automatic repeats. A useful adjunct to a radio system

62



that employs radio units with automatic identification and emergency alarm is
automatic jocation of mobile and portable units because this permits rapid lo-
cation of an individual who has signaled an emergency. Parts 89.120 (for
public safetv licensees) and 91.120 (for industrial licensees), which are
almost identical, state the recently passed interim provisions for the opera-
tion of Automatic Vehicle Monitoring (AVM) systems. These systems can pro-
vide for automatic location of mobile and portable units, as stipulated in
Part 89.120 (also Part 91.120) of the FCC Rules and Regulations.

The frequency stability for all fixed-station transmitters must be ¢ 0.002%
for vhf low-band, + 0.0005% for vhf high-band, + 0.00025% for uhf, and ¢+ 0.00015%
for 800-MHz stations. There is no FCC requirement for receiver (receiver local
oscillator) stability, and cqui?ment suggliers usually orovide units in which
the local oscillator stability is less than that of the transmitter stability
unless the specifications state otherwise. A frequency drift of 0.00025% at
450 MHz equals 1125 Hz. If a base station drifts to this extreme in one direc-
tion and an associated receiver does so in the opposite direction, apparent re-
ceiver sensitivity may decrease noticeably. For this reason, in systems in
which the mobile and/or portable units may be operating near the maximum talk-
back range of the system, the repeater or base receiver frequency stability
should equal that of the transmitter. The charge for this extra stability
will vary from zero to approximately $150 per frequency. Sometimes more than
one transmitter must be used to cover an area occupied by associated mobile and
portable stations. When this is the case, several techniques may be used to
prevent interference among transmitters: only one transmitter may be permitted
on the air at a time, or the transmitters may operate simultaneously with their
frequency stability increased so the beat frequency between them falls in the
audio spectrum where it will not interfere with the reception at a mobile or a
portable unit. This requires a frequency stability of about + 0.00005% for uhf
stations and + 0.0001% for vhf high-band stations. The associated mobile and
portable receivers in such a system need not have this extreme stability but
only that which the FCC requires for cransmitters in the system.

Before receiver squelch circuits were developed, radio operators either
had to listen to a constant rushing noise from their receivers when there was
no communication on the channel or had to turn the volume controls down until
they wished to communicate; this resulted in many missed calls. Early squelch
circuits disabled the receiver speaker until a signal above a preestablished
level was detected by the receiver; these circuits were known as carrier-
operated squelch circuits. Later developments in carrier-operated squelch
circuits enabled operators to detect a signai above a preestablished signal-
to-noise level to open the squelch, that is, to connect the receiver to the
speaker at lower signal levels without having the squelch open on noise
bursts. Operation and testing standards for carrier-operated squelch rir-
cuits are detailed in Sects. 6, 7, and 9 of EIA Standard RS-204-A. Still
later developments enabled the squelch circuit to operate by a coded signal
from a transmitter in the same system as the receiver; the squelch circuit
remained closed when transmitters associated with other radio systems came
on the same channel.
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The coded signal can be a subaudible signal in the 67- to 250.3-Hz range
which is impressed on the carrier along with the voice communications. This
type of squelch circuit is called a Continuous Tone-Controlled Squelch System
(CTCSS), and standards for the operation and testing of such circuits are de-
tailed in EIA Standard RS-220. Other types of coded squelch systems fall in-
to two general categories, pulse coding and frequency coding. The operation
and testing of these squelch systems are presented in EIA Standard RS-374.

The specifications should state the squelch system requirements and should
invoke the appropriate EIA standards. Coded squelch systems may be employed
for selecting individual receivers (individual-call), groups of receivers in
a system (group-call), and all the receivers in a system (all-call). If this
option is used, the specifications must state how many receivers are in each
group and the type of coded squelch system to be used to open the squelch on
the selected receivers. Some systems use pulse coding for individual call and
CTCSS for group call and all call.

The frequencies for a CTCSS squelch system should be selected with care.
Standard CTCSS frequencies consist of the two groups listed in paragraph 3.1
of EIA Standard RS-220. In general, any frequency selected should differ from
any ol.«. one used in the same geographical area but should be selected from
the same group as the others used in that area. These precautions are neces-
cary because intermoculation-product frequencies contain all the CTCSS fre-
quencies of those causing the products. The CTCSS freguencies, in turn, pro-
duce intermodulation products. The frequencies in the two groups listed in
RS-220 have been selected so that the product of any combination of CTCSS
frequencies in one group will not result in another frequency within the
same group. If these precautions are not observed, the reasons for using
the CTCSS technique may be defeated because false opening of the receiver
squelch circuits by intermodulation-frequency products could occur frequently.

Radio transmitter specifications should require a time-out timer to turn
off the transmitter automatically if the push-to-talk circuitry is actuated
for longer than a predetermined time, usually between 30 and 180 sec. Turning
the transmitter off prevents the inadvertent keying of it from interfering
with other users of the communication channel. The timer should be reset
each time the push-to-talk switch is released and reactuated.

Specifications for radio transmitters should include at least the follow-
ing items. The values given are the best performance figures that can be
obtained from production equipment at the present time. Note that some of
these values are attained by only one or two manufacturers today, and no manu-
facturers attain all these characteristics in production equipment.

1. Modulation. Transmitter modulation should be in acc~rdance with Parts
89.105, 89.107, 89.109, 89.120, 89.124, and/or 89.126 of the FCC Rules and
Regulations for public safety licensees and in accordance with Parts 91.103,
91.104, 91.112, and/or 91.120 of the FCC Rules and Regulations for industrial
licensees, as applicable. Generally, normal voice communications will be by
16F3 modulation with a maximun audio frequency of 3000 Hz.

2. Output power. Transmitter output power should be specified to cover
the service area based upon calculations such as presented in Appendix I. Use
of excessive power increases the probability of interference, with resultant
FCC action.
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3. Operating frequencies. The operating frequencies should be those
stated on the station liceuse. Up to 12 channel combinztions (receive and
transmit) can be obtained on mobile and portable production units today.
Base stations usually have one to four channels of operation, and repeaters
usually have one. Frequencies must be selected for one of the vehicular re-
peater techniques illustrated in Fig. 21, if required.

4. Frequency adjustment. The specifications should require that a vari-
able reactance be included for each transmitter channel to permit setting the
transmitter oscillator to the exact frequency of cperation.

5. Audio-frequency levels and response. The audio-frequency response
stated in EIA Standard RS-316-A, paragraph 4.5, should be irvoked. It states,
basically, that the audio-frequency response shall not vary more than +1 or
-3 dB from a true 6-dB-per-octave preemphasis characteristic from 300 to
3000 Hz referred to the 1009-Hz level. This paragraph also furnishes excep-
tions and test conditions that should be specified. The acoustic sensitivity

and method of measurement provided in EIA Standard RS-316-A, paragraph 4.3,
should be specified.

6. Audio distortion. The audio-frequency allowable distortion and method

of testing should be as specified in paragraph 4.6 of the National Institute of
Law Enforcement and Criminal Justice tandard 0203.00. The NILECJ
stan s occasionally are more stringent and more detailed than the EIA stan-

dards and are noted in this document when they will produce a superior system;
however, as with the EIA standards, they often omit requirements for equip-
ment for operation in the 850-MHz region of the spectrum.

Specifications for the receiver section of the radio units should include
at least the items listed below. The values given are the best performance
figures that can be obtained from standard production equipment at the present
time. Some of the values are attained by only one or two manufacturers today,
and no manufacturer can attain all of these characteristics.

1. Operating frequencies. The specifications should state that the re-
ceiver operating frequencies be selected with the same control and the same
control action used to select transmitter operating frequencies for any par-
ticular channel. A receiver may have one or more frequency channels for
monitoring only, with no corresponding transmitting frequency for which the
radio unit is authorized to operate. In this case, the transmitter must be
disabled when this frequency is selected on the receiver. The receiver may
be required to have a scanning function, with two or more frequencies scanned.
One of the scanned frequencies may be assigned a priority that will cause the
receiver to tune to that frequency whenever a signal appears on it.

2. Modulation acceptance. The modulation acceptance bandwidth must be
keyed to the rated deviation of the system for which the radio unit is in-

tended, as stated in EIA Standard RS-204-A, paragraph 10. This paragraph
describes the accepted method of measuring receiver modulation acceptance.
Rated deviation of radio communication systems being installed at the present
time is usually ¢ 7.5 KHz.
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3. Selectivity characteristics. Receiver adjacent-channel selectivity
and desensitization measure the receiver's ability to receive the desired sig-
nal in the presence of modulated signals that differ in frequency by the spacing
of one channel from that desired in the input signal. A standard methcd of
measuring this parameter with two signal generators is provided in EIA Stan-
dard RS-204-A, paragraph 11.3.

4, Sensitivity. There are five receiver sensitivity parameters that
can be specified: usable sensitivity, quieting sensitivity, alerting sensi-
tivity, carrier squelch sensitivity, and coded squelch sensitivity. Usually,
only one or two of these are used in any one specifica*ion. Usable sensi-
tivity is the minimum signal from a standard input source with a standard
modulation that will produce at least 50% of the receiver's rated audio-power
output with a 12-dB SINAD. Usable sensitivity should be tested as described
in EIA Standard RS-204-A, paragraph 4.3. Modern top-of-the-line receivers
have a usable sensitivity of 0.18 uV in the vhf band and 0.35 uV in the uhf
and 850-MHz bands. Quieting sensitivity is the minimum signal from an un-
modulated standard input-signal source required to produce 20 dB of noise
quieting measured at the receiver output. Quieting sensitivity can be tested
by the method described in EIA Standar.' RS-Lu4-A, paragraph 5.3, and should
be at least 0.25 uV in the Vhf band and 0.5 uV in the uhf and 850-MHz bands.
Alerting sensitivity is the minimum signal level of a standard rf input sig-
nal that will activate alerting or selective-address circuitry in the receiver
and should not exceed the usable sensitivity of the receiver. The EIA Stan-
dard RS-316-A, paragraph 3.8, presents a standard method of measuring alerting
sensitivity. Carrier squeich sensitivity is the minimum signal from a stan-
dard input-signal source modulated with a standard test modulation that will
open the receiver squelch circuit and provide more than a specified signal-
to-noise ratio. The EIA Standard RS-204-A, paragraph 6, provides a standard
method of measuring carrier squelch sensitivity, which should be at least 0.2
uVY. Coded squelch operation should conform to the standard requirements con-
tained in EIA Standard RS-220 if the CTCSS is employed and should conform to

the requirements contained in EIA Standard RS-374 if other types of coding
are employed.

5. Squelch blocking. The receiver squelch tends to close in the presence
of modulation on the rf signal because the modulation causes the transmitter
power to appear in the sidebands of the transmitted signal and to be absent
from the carrier signal sampled by the squelch circuitry. The EIA Standard
RS-316-A provided the standard method of measurement and the allowable per-
formance limits for squelch blocking a receiver.

6. Receiver attack time. Time required to produce audio power output
after application of a modulzted rf signal, should be measured as described
in EIA Standard RS-204-A, paragraph 8.3, and shouid be less than 150 msec.

7. Receiver squelch closing time. The time between removal of the radio-
frequency input signal to the receiver and the closing of the squelch, should
be measured as described in EIA Stondard RS-204-A, paragraph 9.3, and should
be less than 250 msec.




8. Spurious and image response. Radio receivers are receptive to signals
at many frequencies other than the cne to which they are tuned. The most sen-
sitive of these is the image frequency, which is the same distance away from
the desired channel frequency as the intermediate frequency but in the opposite
direction. The receiver's sensitivity to any other frequency is called a
spurious frequency response. If a strong signal falls on the image frequency
or on one of the more sensitive o the spurious frequencies, it could inter-
fere with the desired signal if the receiver has insufficient rejection capa-
bilities.

9. Intermodulation rejection characteristics. When two signals on dif-
ferent frequencies mix in a nonlinear device, all their intermodulation pro-
ducts are generated (Appendix II). The intermodulation rejection capability
of a receiver is a measure of its ability to resist this phenomenon.

10. Audic output. The audio output of a receiver may be used to drive
a local loudspeaker and/or a wireline serving other points. The receiver must
be able to provide sufficient audio output power for all these points without
objectionable distortion.

11. Hum and noise. A1l electrical and electronic devices produce elec-
tronic noise in all their circuits. A radio receiver must produce a signal
level sufficient to nask completely the internally generated noise.

Specifications for the major components of a mobile radio communication
system are discussed below, and typical methods of specifying the performance
and physical characteristics are presented. Remember that the specifications
for any system are unique, 2nd the parameters of all the com.onents comprising
the system must be specified as a function of cost, requireu reliability, sys-
tem]?erformance, and the state of the art at the time the system is to be in-
stalled.

4.4.1 Repeaters

4.4.1.1 Applicable FCC Rules and Regulations. Specifications for any
radio equipment should invoke the requirements of the FCC Rules and Regula-
tions in general to cover such characteristics as frequency stability, off-
frequency radiation, use of type-accepted equipment, emission limitations,
modulation requirements, and timers. Some of the requirements for these
characteristics may be invoked by stating that the equipment must meet the
appiicable requirements of the FCC Rules and Regulations. The Rules and
Regulations that especially apply to repeaters are listed below for reference.

1. General. The FCC requires that applications for authorizations for
repeater frequencies below 450 MHz state that the applicant requires prompt
mobile-to-mobile communication over ranges greater than allowed by direct com-
munication. The FCC also requires that each repeater with an output power
greater than 1 W and an input frequency below 50 MHz use a coded squelch
system. The FCC further requires that repeaters with an input freguency
above 50 MMz add a coded squelch system if activated consistently by un-
desired signals and thereby cause interference to others.
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2. Frequency selection. The output frequency of a repeater must be autho-
rized for use by the same group of individuals authorized to use the repeater
input (receive) frequency. For example, a licensee may be eligible for fre-
quency authorizations in the business and the power radio service and can li-
cense a repeater with a power radio service input frequency and a business radio
service output frequency. Any cther station that could be authorized for the
input power radio frequency could be authorized for the business radio ‘re-
quency, but not vice versa.

3. Timers. Each repeater must have a time-out timer that will deactivate
the repeater within 5 sec., after the input signal has ceased and must have a
timer that will deactivate the repeater if the input signal continues for
more than 3 min. This requirement is reflected in Sect. 4.4.1.7, item 3.
A dropout-delay timer prevents the repeater from cycling whenever a mobile unit
passes through a temporary null while transmitting. This cycling is very
annoying to anyone listening, and a specification for a dropout-delay timer is
presented in Sect. 4.4.1.7, item 2.

Sometimes closer tolerances than required by the FCC are desirable or
necessary. Furthermore, many factors that affect the design and operation of
a radio communication system should be reflected in the repeater specification
but are nct contained in the FCC Rules and Requlations. These items are dis-
cussed in the following paragraphs, but a word of caution is needed: each
system must be engineered for the purpose it must fulfill. The statements
given here represent only the factors that must be considered, are not ex-
haustive, and do not provide the 1imits that should be contained in any one
specification.

4.4.1.2 Reliability. Reliability per se is difficult to specify; how-
ever, particular attention is paid to specifying mechanical and performance
characteristics that appear only in top-of-the-line equipment manufactured
by reputable companies. This will greatly enhance reliability. The reli-
ability considerations should specify environmental conditions applicable

to the intended use of the repeaters. Unless the intended use dictates
otherwise, the specifications should state that the repeaters should meet
the temperature range and humidity requirements stated in Sect. 4 of NILECJ-
STD-0213.00 (Law Enforcement Standards Program, FM Repeater Systems) and the
minimum standards established in EIA Stz .rds RS-152-B (Minimum Standards
for Land Mobile Communication FM or PM Tr.nsmitters) and RS-204-A (Minimum
Standards for Land Mobile Communication FM or PM Receivers).

4.4,1.3 Installation. The options available for repeater installation
are limited by the coverage which the repeater must afford. Sometimes the
repeater must be installed using an existing communications building and tower,
or perhaps the repcater must be provided with a new building and tower which
is to be installed at a convenient location in a vacant field or the repeater
could be instalied on a mountain (or buiiding) top with ro latitude for site
location and only minimal space available for locating a short tower. Each
of these locations are unique and the installation contractor must be pro-
vided with complete instructions concerning what he must install and how it
is to be installed. These instructions must inciude where in the enclosure
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each piece of equipment is to be located, how the transmission lines, power
lines, input control lines and local control and signal lines are to be runm,
dressed and protected from mechanical damage, Tightning and weather. Light-
ning protection consideration must include the type of ground or counterpoise
that must be used which, in turn, is a function of local soil conductivity;

and 1t must include precautions against incurring any inductance or unnecessary
resistance between any exposed metallic components of the installaticn and

the single-point ground connection.

4.4.1.4 Mechanical characteristics. Mechanical characteristics of the re-
peater should be specified to the extent that reliability and maintainability of
the system is assured. These specifications should include provisions typified
by the following example:

1. Cabinet. The cabinet that houses the station shall be suitable for
exposed indoor installation on a bench or floor and shall be constructed of
steel finished with baked enamel or an approved equal in quality and durability.
All components of the unit shall be -ssembled for easy removal from the unit
for servicing. Each cabinet shall have a door lock.

2. Accessibility. All par:s that require periodic service or maintenance
and all tuneable circuit adjustments shall be easily accessible.

3. Humidity. The station shall meet or exceed all specified EIA stan-
dards when subjected to high-humidity tests, in accordance with EIA Standards
RS-152-B, Sect. 13 (for transmitters), and RS-204-A, Sect. 21 (for receivers).

4, Environment. The station shall meet the specified performance re-
quirements when subjected to any combination of the following environmental
conditions: (a) temperature, -30 to +60°C; (b) relative humidity, 0 to 90%;
(¢) power-input voltage, 117 V ¢ 10%; and (d) power input frequency, 60 Hz
t 52.

5. Solid-state circuitry. All active circuit components except the ex-
citer stage, final radio-frequency amplifier, and associated control circuitry
shall be solid state. Failure of the final frequency amplifier shall cause
the exciter output power to be applied directly to the antenna output ter-
minals when the transmitter is actuated.

4.4.1.5 Circuitry. Generally, today's technology will permit specifying
solid-state circuitry throughout the repeater except in high-power radio-fre-
quency amplifiers, as reflected in the preceding paragraph. However, for en-
hanced reliability, the repeater specifications should contain provisions for
mounting the radio receiver and transmitter on separate printed-circuit boards.
The reasoning behind this is twofold: 1larger boards tend to break more easily
than smaller ones, and a transceiver with a separate receiver and transmitter
is easier to service. Plated-through eyelets should be specified for all
printed-circuit boards to guard against bad solder joints on the boards.
Systems that use multiple repeater sites with interlocking control circuitry
hetween them should be specified to ensure that failure of the control cir-
suitry will permit use of the most essential repeater sites or an alternate
means of control. Overall system reliability can pe enhanced with backup or
secondary transmission sites that can b2 switched on if the primary facili-
ties fail. Often, such schemes fail because control circuitry fails. The
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effects of such failures can be minimized by requiring manual control capability
or fail-safe provisions that ensure at least one means of communication even
after the control circuitry fails,

4.4.1.6 ggﬁrational features. The operational features of the repeater
should include the requirements for local and wireline control, if required.
Generally, local control is always required for maintenance, but this is in-
cluded as part of the control chassis. Other local control may be required
for dispatching from a position with a separate local-control unit or from a
control panel contained in a dispatch console. Other local-control features
include selection of a backup repeater or transmitter, indication of whether
the main or the backup facilities are in use, and status of the emergency
power facilities. Wirelines may be controlled by dc or tone techniques. Di-
rect-current control is slightly less expensive and simpler but less versatile
and requires continuous metallic circuits (no hybrids, transformers, loading,
or amplifiers).

4.4.1.7 Electrical characteristics. The following should he considered
for electrical-characteristic requirements for a repeater:

l. Control. The repeater shall be provided with an extended local-control
unit if it is to be controlled from a point near the equipment location.

2. Dropout delay timer. A dropout delay timer shall be provided in the
station to keep the transmitter push-to-talk circuitry activated for 0, 1, 2,
4, or 5 sec after the received signal is removed. A manual adjustment shall
be provided to select the delay period.

3. Time-out timer. An automatic timer shall be provided tc turn off the
transmitter after preset intervals, in accordance with FCC Rules and Regulations.
The timer shall be automatically reset when the push-to-talk circuit is actuated.
A manual adjustment shall be provided ro select the setting of this timer.

4. Metering. Meters and circuits shall be provided to enable trouble~-
shooting, alignment, aad adjustment of all essential circuits in the station.
All metering points shall be decoupled to prevent observable interaction be-
tween circuits and to minimize the effect of the metering action upon the cir-
cuit being measured.

5. Automatic identification. The transmitter shall periodically transmit
automatically its identity in a manner that meets the requirements of the FCC
Rules and Regulations.

4.4.1.8 Transmitter. The following transmitter characteristics should be
included in the repeater specification:

1. Modulation. The deviation limiter circuit required by the FCC Rules

and Regulations shall have a continuously variable control. This control shall
be set for * 5 KHz after the transmitter has been installed.
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2. Power output. The prosary transmitter shall deliver at least 180 W
intc the duplexer, and the backup transmitter shall deliver at least 15 W.
Both tr~smitters shall be capable of maintaining this power output contin-
wously. Exciter output shall be at least 15 W.*

3., Frequency adjustment. A device shall be included to permit s..ting
the transmitter oscillator to the exact frequency of operation.

4. Audio-frequency response. The audio-frequeancy response shall not
vary more than +1 and -3 dB from a 6-dB-per-octave preemphasis characteristic
from 300 to 3000 Hz, as referenced to the 1000-Hz level in accordance with
EIA Standard RS-152-B, Sect. 7.

5. Audio distortion. Total audio harmonic distortion shall not exceed
5% with a 1000-Hz test tone at a level sufficient to produce two-thirds maximum
deviation, in accordance with EIA Standard RS-152-B, Sect. 6.

6. Frequency modulation noise and residual hum. Frequency modulation
noise and residual hum shall be at least 55 dB below two-thirds maximum devi-
ation at a 1000-Hz test tone, as measured through a standard 6-dB-per-octave
deemphasis network.

7. Amplitude modulation noise and residual hum. Amplitude modulation
noise and residual hum shall be at least -35 dB when measured in accordance
with EIA Standard RS -152-B, Sect. 16.

8. Audio sensitivity. The microphone, audio circuitry, and modulator
shall be designed and adjusted to produce maximum deviation by an operator
using normal conversational tones with the microphone 6 in. from the lips and
to produce two-thirds maximum deviation at 1000 Hz with an input of -20 dBm
at the control line terminals.

9. .uning procedure. Provide built-in meter(s), switches, and circuitry
to enabie tuning adjustments without use of additional patch cords, inter-
cabling, or meters.

10. Spurious emissions. Transmitter spurious and harmonic emissions shall

4.4.1.9 Receiver. The following characteristics are typical of those that
should be included in the specification for the repeater receiver:

1. Selectivity. Selectivity characteristics shall be at least -85 dB at
+ 25 KHz when measured in accordance with EIA Standard RS-204-A, Sect. 11.

2. Sensitivity. Receiver semsitivity shall be 0.35 wV, 12-dB SINAD.

*Power output specifications should be chosen carefully since the FCC re-
quires that no more power than actually necessary be used.
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3. Modulation acceptance. The receiver modulation acceptance shall be
determined by the mobile unit transmitter characteristics in accordance with
EIA 5.andard RS-20L-A, Sect. 10.

4. Audio output characteristics. Line output level available shall be
at least +11 dBm at 600 Q; response shall not vary more than +1 to -3 dB, as
defined in EIA Standard RS-204-A, paragraph 15.2.2; total harmonic distortion
shall not exceed 5% at 1000 H.; hum and noise shall be less than 50 dB below
line output level; available speaker output power shall be at least 0.5 W;
and speaker input impedance shall match the receiver output impedance.

5. Carrier squelch circuit. The ~arrier-actuated squelch circuit shall
be Sf the noise-compensated, adjustable-- nsitivity type. At the threshold
setting, a signal of 0.25 uV shall provide positive squelch opening. The
squelch circuit shall not resoond to noise bursts.

6. Coded squelch circuit. The receiver shall be muted until the incoming
signal 1 modulated with the CTCSS frequency assigued to the users of the radio
equipmen., as specified in EIA Standard RS-220, paragraph L, The secondary
repeater shall be muted until the incoming signal contains the ui y'e group-call
assigned to the secondary group. A switch shall be provided on the control
chassis or on the front of the station to transfer the receiver from coded
squelch operation to carrier-operated squelch operation.

T. Intermodulation rejection. Intermodulation rejection shall be at
least -80 4B.

8. Spurious and image rejection. Spurious and image rejection shall be
at least -90 dB.

4.4,1.10 Antenna coupling system. There are several methods of specifying
the antenna coupling system: it may be detailed completely with elaborate in-
stallation drawings for one repeater site, or it may be defined more generally
for several.

The antenna, transmission line, and isolation system shall be designed and
installed by the contractor on the basis of the characteristics of the trans-
mitter and receiver provided, the characteristics of the site for the station,
and the requirements of the contract documents.

The following should also be considered:

l. The maximum power rating of all components in the transmitter trans-
mission line shall exceed the maximum transmitter power output by 25%.

2. The total transmitter-to-antenna and the total antenna-to-receiver
insertion loss of devices installed to permit duplex operstion shall be less
than 1.5 4B.

3. Transmitter noise isolation at the repeater receiver frequency shall
be sufficient to preclude more than 1 dB of desensitization.
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4. Transmitter-to-receiver isolation at the transmitter frequency shall
prevent receiver desensitization to a level above 0.35 uV, 12-dB SINAD.

S. All cavities and other isolation devices shall be mounted adjacent to
the station they serve.

6. The voltage standing-wave ratio in the transmission line shall not ex-
ceed 1.5 to 1.0 at any point in the line.

7. Circulators, cavity isolators, and/or similar devices shall be provided
as necessary to prevent interference from radiating sources that exist at the
time of bid opening. The insertion loss of devices installed in a transmission
line to meet the requirements of this paragraph shall not exceed 2.5 dB without
approval.

4.4.1.11 Controller. If the repeater has provisions for interconnecting
a mobile or portable unit with the public-switched telephone system upon command
from a mobile or portable unit (otherwise known a: an “autopatch"), it must be
urder the control of an operator who can override ' 2 autopatch. This require-
ment is now in a state of flux and FCC Docket 29846 ;hould be consulted when
designing a radio-telephone interconnect system. Inputs to the controller can
be made by telephone wireline or radio control link.

Typical requirements of a controller are the following:

1. The controller shall enable multiple-tone (tone pad) access to and
control of repeater "off-on" functions via the local public-switched telephone
system and by repeater receiver input. Each function shall be controlled by
a one- to five-digit selection.

2. Dedicated control functions shall include repeater enable/disable,
coded squelch off/on, autopatch enable/disable, output rf power high/low,
autopatch digit count function enable/disable, and six undefined functions
for future use.

3. The controller shall lock out access after any control function is
exercised. A four-sequential-digit unlock code shall unlock the controller
for the next control function.

4. Wire-wrap connections shall be used to alter control characteristics.

S. A tone pad shall be provided on the unit to enable local testing of
control functions.

6. Control-function tones shall not be transmitted on the rf carries,
but telephone dialing tones shall. This retransmission enable and disable
shall be controlled by the autopatch access command.

4.4.1.12 Autopatch assembly. The autopatch assembly shall enable inter-

facing the repeater audio circuitry with the local public-switched telephone
system. The autopatch assembly shall have the following features:
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l. digit count that shall, when enabled, drop (disconnect) the patch if an
eighth digit is received;

2. three- or four-digit coded access command;

3. circuitry and configuration that permit direct connection to the public
switched telephone system by diaiup line; and

4. automatic disconnection (hangup) of the dialup line if no carrier is re-
ceived by the repeater for an adjustable interval of 15 sec to 2 min (in-
ternal screwdriver adjustment).

4.4.1.13 Power supply. An ac power supply shall be provided to switch to
an external, owner-supplied battery if the prime ac input power fails. The re-
peater shall operate satisfactorily on low power with 14 to 18 V dc input from
the battery. Upon resumption of prime ac input power, the ac power supply shall
switch back to ac, fully recharge the battery, and maintain a trickle charge
rate.

4.4,2 Base stations

A base station has almost the same components as a repeater, except that
it Tacks both the duplexer and the interconnections between the receiver and
transmitter that enable the station to receive and transmit simultaneously.
Also, the base station can have more than one channel of operation, while the
isolation needed between the repeater receiver and repeater transmitter limits
its frequency span of operation. I[f the base station has several channels, it
can be programmed to scan these separate frequencies automatically and lock on-
to any channel that has a signal on it, or it can be switched manually from
channel to chaniel. It can be wired so that it is switched manually or if it
automatically scans, it will still revert to a channel designated the "priority
channel" whenever a signal appears on the priority channel. Alternatively,
it can be programmed to switch to the priority channel only when a signal with
a particular squelch control code appears on that channel.

The following is identical to the material presented in paragraph 4.4.1
above except for the changes that make it apply to base stations:

4.4.2.1 Applicable FCC Rules and Requlations. Specifications for any
radio equipment should invoke the requirements of the FCC Rules and Regula-
tions to cover such characteristics as frequency stabiTity, off-frequency
radiation, use of type-accepted equipment, emission limitations, modulation
requirements, and timers. Generally, the requirements for these characteris-

tics may be invoked by simply stating that the equipment must meet the appli-
cable requirements of the FCC Rules and Regulations.

Sometimes, closer tolerances than required by the FCC are desirable or
mandatory. Many factors that affect the design and operation of a radio com-
munication system should be reflected in the base station specification but
yet are not contained in the FCC Rules =4 Regulations. These items are dis-
cussed in the following paragraphs, but as a word of caution, each system
must be engineered for the purpose it must fulfill. The statements given
here represent only the factors that must be considered, are not exhaustive,
and do not provide specification 1imits that should be contained in any one
specification.
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4.4.2.2 Reliability. Although reliability per se is difficult to specify,
particular attention is given to specifying mechanical characteristics. Also,
specifying performance characteristics that appear in only top-of-the-line
equipment manufactured by reputable companies will greatly enhance reliability.
The reliability specifications should include environmental conditions that
affect the use of the repeaters. Unless the intended user dictates otherwise,
the specifications should require that the base stations meet the minimum stan-
dards established in EIA Standards RS-152-B (Minimum Standards for Land Mobile
Communication FM or PM Transmitters) and RS-204-A (Minimum Standards for Land
Mobile Communication FM or PM Receivers).

4.4.2.3 Installation. The options for base station installation are
limited by the coverage the station must afford. Sometimes it must be in-
stalled on an existing communications building and tower, on a new building
and tower located in a vacant field, or on top of a mountain (or building)
with no latitude for site location and only minimal space for a short tower.
Since each location is unique, the installation contractor must be provided
with complete instructions concerning what must be installed and how it is
to be installed. Such instructions must include where each piece of equip-
ment is to be located and how the transmission lines, power lines, input con-
trol lines, and local control and signal lines are to be run, dressed, and
protected from mechanical damage, lightning, and weather. Protection against
lightning must include the type of ground or counterpoise that must be used,
which, in turn, is a function of local soil conductivity. Protection must
also include precautions against inductance or unnecessary resistance between
exposed metallic components of the installation and the single-point ground
connection.

4.4.2.4 Mechanical characteristics. Mechanical characteristics of the
base station should be specified to the extent that reliability and maintain-
ability of the system is ensured. These specifications should include pro-
visions typified by the foliowing:

1. Cabinet. The cabinet that houses the stati-n shall be suitable for
exposed indoor installation on a bench or floor and shall be constructed of
steel finished with baked enamel or an approved equal in quality and durabil
All components of the unit shall be assembled for easy removal from the. unit
for servicing. Each cabinet shall have a door lock.

1Ly

2. Accessibility. All parts that require periodic service or maintenance
and all tuneable circuit adjustments shall be easily accessible.

3. Humidity. The station shall! meet or exceed all specified EIA stan~-
dards when subjected to high~humidity tests, in accordance with EIA Standards
RS-152-B, Sect. 13 (for transmitters), and RS-204-A, Sect. 21 (for receivers).

4. Environment. The station shall meet the specified performance require-
ments when subjected to any combination of the following environmental condi-
tions: temperature, =30 to +60°C; relative humidity, 0 to 90%; power input
voltage, 117 V £ 10%; and power input frequency, 60 Hz t 5%




5. Solid-state circuitry. All active circuit components except the ex-
citer stage, final radio-frequency amplifier, and associated control circuitry,
shall be solid state. Failure of the final frequency amplifier shall cause the
exciter output power to be applied directly to the antenna output terminals
when the transmitter is actuated.

4.4.2.5 Circuitry. Generally, present technology will permit specifying
solid-state circuitry throughout the base station except in high-power radio-
frequency amplifiers, as reflected in the preceding paragraph. However, to en-
hance reliability, the base station specifications should contain provisions

for mounting the radio receiver and transmitter on separate printed-circuit
boards. The reasoning behind this is twofold: larger boards tend to break

more easily than smaller ones and a transceiver with receiver and transmitter
separated is easier to service. Plated-through eyelets should be specified

for all printed-circuit boards to help prevent bad solder joints on the boards.
Systems that use multiple base station sites with interlocking control circuitry
between them should be specified *o ensure that should the control circuitry
fail, the most essential of the base station sites or an alternate means of
control will be used. Overall system reliability can be enhanced through use

of backup or secondary transmission sites that can be switched on if the pri-
mary facilities fail. Often, such schemes fail because the control circuitry
fails. The effects of such a failure can be reduced with alternate modes of
manual control or with provisions that ensure at least one means of communica-
tion after the control circuitry fails.

4.4.2.6 Operational features. The operational features of the base sta-
tion should include the requirements for local and wireline control, if re-
quired. Generally, local control is always required for maintenance, but this
will be included as part of the control chassis. Other local control may be
required for dispatching from a dispatch position with a separate local con-
trol unit or from a control panel contained in a dispatch console. Other lo-
cal control features may include a backup base station, indication of whether
the main or the backup facilities are in use, and the status of the emergency
power facilities.

4.4.2.7 Electrical characteristics. The following should be considered
for inclusion as electrical characteristic requirements for a base station:

l. Control. The base station shall be provided with an extended local
control unit.

2. Time-out timer. An automatic timer shall be provided to turn off the
transmitter after it has been actuated by the push-~to-talk circuit for a pre=-
set period.

3, Metering. Meters and circuits shall be provided to enable trouble-
shooting, alignment, and adjustment of all essential circuits in the station.
All metering points shall be decoupled to minimize both the interaction between
circuits and the effect of the metering action on the circuit being measured.

4. Automatic identification. The transmitter shall periodically trans-
mit its identity automatically in a manner that meets the requirements of the
FCC Rules and Regulations.
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4.4.2.8 Transmitter. The following transmitter characteristics should
be included in the base station speci‘®ication:

1. Modulation. The deviation limiter circuit required by the FCC Rules
and Regulations shall have a continuously variable control. This control shall
be set for * 5 KHz after the transmitter has been installec.

2. Power output. The primary transmitter shall deliver at least 200 W
into the duplexer, and the backup transmitter shall deliver at least 15 W.
Both tranamitters shall be capable of maintaining this power output continu-
ously. Exciter output power shall be at least 15 W.

3. Frequency adjustment. A device shall be included to permit setting
the transmitter oscillator to the exact frequency of operation.

4, Audio-frequency response. The audio-frequency response :hall not vary
more than +1 or -3 dB from a 6-dB-per-octave preemphasis characreristic from
300 to 3000 Hz as referenced to the 1000-Hz level, in accords.ice with EIA Stan-
dard RS-152-B, Sect. 7.

S. Audio distortion. Total audio harmonic distortion shall not exceed
5% with a 1000-Hz test tone at a level sufficient to produce two-thirds maxi-
mum deviation, in accordance with EIA Standard RS-152-B, Sect. 6.

6. Frequency-modulation noise and residual hum. Frequency-modulation
noise and residual hum shall be at least 55 dB below tyv ‘-thirds maximum devi-
ation at 1000-Hz test tone, as measured through a standa ' 6-dB-per-octava
deemphasis network.

7. Amplitude-modulation noise and residual hum. Amplitude-modulation
noise and residual hum shall be at least -35 dB, in accordance with EIA Stan-

dard RS-152-B, Sect. 16.

8. Audio sensitivity. The microphone, audio circuitry, and modulator
shall be designed and adjusted to produce maximum deviation by an operat-.c
using normal conversational tones with the microphone 6 in. from the lips and
to produce two-thirds maximum deviation at 1000 Hz with an input of -20 dBm
at the control line terminals.

9. Tuning procedure. Built-in meter(s), switches, and circuitry shall
be provided fo enable tuning adjustments without use of additional patch cords,
intercabling, or meters.

10. Spurious emissions. Transmitter spurious and harmonic emissions
shall be -70 dB.

4.4.2.9 Receiver. The following items are typical of those that should
be included in the base station receiver specification:

l. Selectivity. Selectivity characteristics shall be at least -85 dB
at £ 25 KHz, in accordance with EIA Standard RS-204-A, Sect. ll.
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2. Sensitivity. Receiver sensiiivity shall bLe 0.35 uVv, 12~dB SINAD.

3. Modulation acceptance. The receiver modulation acceptance shall be
determined by the mobile unit transmitter characterist.cs in accordance with
EIA Standard RS-204-A, Sect. 10.

4. Audio output characteristics. The line output level shall be at least
+11 dBm at 600 Q. Response shall not vary more than +l to -3 dB, as defined
in EJA Standard RS-204-A, paragraph 15.2.2. Total harmonic distortion shall
not exceed 5% at 1000 Hz. Hum and noise shall be less than 50 dB below line
output ievel. Available speaker output power shall be at least 0.5 W, and the
speaker input impedance shall match the receiver output impedance.

5. Carrier squelch circuit. The carrier-actuated squelch circuit shall
be of the noise-compensated, adjustable-sensitivity type. At the threshold
setting, a signal of 0.25 uV shall provide positive squelch opening. The
squelch circuit shall not respond to noise bursts.

6. Coded squelch circuit. The receiver shall be muted until the incoming
signal is modulated with the CTCSS frequency assigned to the users of the radio
equipment, as specified in EIA Standard RS-220, paragraph 4. The secondary
base station shall be muted until the incoming signal contains the unique group
call assigned to the secondary group. A switch shall be provided on the con-
trol chassis or on the front of the station to transfer the receiver from coded
squelch operation to carrier-operated squelch operation.

7. Intermodulation rejection. Intermodulation rejection shall be at least

8. Spurious and image rejection. Spurious and image rejection shall be
at least -920 4B,

4.4.2 10 Antenna coupling system. There are two methods of specifying the
antenna cou>ling system: detail it completely with elaborate installation
drawings or specify several base sites. If only one base station site is to be
constructed, drawings and detailed specifications could be used.

The antenna, transmission line, and isolation system shall be designed ~nd
installed by the contractor on the basis of the characteristics of the trans-
mitter and receiver provided; the characteristics of the station site; and the
requirements of the contract documents. These requirements include the fol-
lowing:

l. The maximum power rating of all components in the transmitter trans-
mission line shall exceed the maximum transmitter power output by 25%.

2. All cavities and other isclation devices shall be mounted adjacent to
the station they serve.

3. The VSWR in the transmission line shall not exce~d 1.5 to 1.0 at any
point in the line.
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4, Circulators, cavity isolators, or similar devices shall be provided,
as necessary, to prevent interference from radiating sources that exist at time
of bid opening. The insertion loss of devices installed in a transmission line
shall not exceed 2.5 dB without approval.

4.4.2.11 Controller. If the base station is equipped to interconnect a
mobile or portabTe unit with the public-switched telephone system upon command
from a mobile or portable unit (otherwise known as an "autopatch"), it must be
controlled by an operator who can override the autopatch. This requirement is
now in a state of flux, and the results of FCC Docket 20846 should be con-
sulted when one designs radic-telephone interconnect systems. Inputs to the
controller can be made by telephone wireline or radio control link.

Typical requirements of a controller are the following:

l. General specification. The controller shall enable multiple-tone
(tone pad) access to and control of base station "off/on" functions by the
local public-switched telephone system and by base station receiver input.
Each function shall be controlled by a one- to five-digit selection.

2. Dedicated contrcl functions. These shall include transmitter "off/om,"
coded squelch "off/on," autopatch enable-~disable, output radio-frequency power
high-low, autopatch digit-count function enable-disable, and six undefined func-
tions for future use.

3. Access lockcut. The controller shall lockout access after any control
function is exercised. A four-sequential-digit unlock code shall unlock the
contrcller for the next control function.

4. Wire-wrap connections. These shall be used to alter control character-
istics.

5. Tone pad. One shall be provided on the unit to enable local testing of
control functions.

4.4,2.12 Autopatch assembly. The autopatch assembly shall permit the base
station audio circuitry to be interfaced with the local public-switched tele-
phone system. The autcpatch assembly shall have the following features:

l. Digit count. When enabled, this will drop (aisconnect) the patch if an
eighth digit is received.

2. Three- or four-digit-coded access command for autopatch.

3. Direct connection to the public-switched telephone system. The circuitry
and configuration of the autopatch shall permit such connection by dialup line.

4., Automatic disconnection (hang up) of the dialup line. This will occur if

no carrier is received by the base station for an adjustable interval of 15 sec
t¢ 2 min., This adjurtment ehall be an internal manual adjustment.
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4.4.2.13 Power supply. An ac power supply shall be provided. In the
event of prime ac input power failure, it will switch to an external, owner-
supplied battery. The base station shall operate satisfactorily in a low-
power mode with 14 to 18 V dc input from the battery. Upon resumption of
prime ac input power, the ac power supply shall switch back to ac, recharge
the battery, and upon full charge of the battery, maintain a trickle charge
rate.

4.4.3 Control stations

A control station is a base station that transmits on the input or receive
frequency of a reneater and receives on the output or transmit frequency of a
repeater. A mult ple-channel base station can have one of its channels con-
figured as a control chan.el in this manner, in which case the station may have
two licenses, one as a base station and another as a control station. Since
a control station operates on the same frequencies as do mobile units that use
the repeater, the FCC has placed limitations on many control station installations
to prevent them from obliterating transmissions from mobile units. These limi-
tations are presented as notes to the list of frequencies available for li-
censing for each service. The limitations pertain to control station trans-
mitter power output and antenna directivity. Typical requirements for control
stations are reflected in the following exemplary specifications.

4.4.3.1 General considerations.

1. Each control station shall be capable of being used with local, extended
local, and remote control.

2. Each control station shall be provided with the power level adjusted
and antenna installed to produce a signal of at least 10 dB above that required
for 20-dB quieting of the associated repeater. This power level or a higher
one shall be employed when the control station is used as a simplex base sta-
tion. The maximum power output of the control station and the antenna selection
and installation shall conform to the requirements of paragraph 91.304(b) (33)
of the FCC Rules and Regulations.

3., Each control station shall be provided with transmitter, receiver, con-
trol chassis, speaker with volume control, wireline interface circuitry, power
supply, antenna, and transmission line.

4. Multiple-frequency control stations shall have multiple receivers and
shall monitor continuously each designated frequency. They shall transmit on
the frequency selected by operator at the local- or remote-control point with
the group-call assigned to the area of the control point.

4.4.3.2 Mechanical characteristics.

1. Cabinet. The cabinet that houses the station shall be conatructsd for
exposed indoor installacion on a desk or table if no larger than 4000 in. 1f
larger than 4000 in.3, it shall be installed on the floor beside a desk or table
with extended-local control on the desk or table. The cabinet shall be con-
structed of steel and finished with baked enamel or an approved equal in quality
and durability.
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2. Accessibilicy. All parts that require periodic service or maintenance
and all tuneable circuit adjustments shall be easily accessible.

3. Humidity. The equipment shall meet or exceed all applicable EIA stan-
dards when subjected to high-humidity tests, in accordance with EIA Standards
RS--152-B, Sect. 13 (for transmitters), and RS-204-A, Sect. 21 (for receivers).

4. Environment. The station shall meet the specified performance require-
ments when subjected to any combination of the following environmental condi-
tions: temperature, -30 to +60°C; relative humidity, 0 to 90%; power-input
voltage, 117 V ac ¢ 10%; and power-input frequency, 60 Hz = 5%.

5. Circuitry. All active circuit components shall be solid state.
4.4.3,3 Electrical characteristics.

l. Time-out timer. An automatic timer shall prevent k=ying the trans-
mitter for extended periods.

2. Metering. Centralized test jacks will permit tuning adjustments with
an external test set. Meter points shall be decoupled to prevent observable
interaction between circuits and to minimize the effect of the metering action
upon the circuit being measured.

3. Concrols and displays. All controls shall be c. figured on the basis
of sound engineering principles to minimize the time required to operate the
station. Each control station shall be operable with lccal control and shall
be able to accommodate twice the number of remote-control units specified. Each
control station shall have all controls necessary for initiating an individual
selective-call, a group-call, or an all-call transmission. The group-call
transmitted by a control station shall be unique to the entity employing the
control point that actuated the control station. A group-call shall be initiated
by each control point when the operator actuates the push-to-talk switch without
first actuating a control to initiate an all-call or an individual selective-
call. Specific control and display comporents and their functions are de-
scribed below.

a. Channel-control switches shall be provided for each channel to disconnect

the local speaker from the channel, to select the channel f~+~ local monitor only,
or to select the channel for monitoring and transmitting. Only one channel shall
be selectable for transmitting at a time.

b. An individual volume control shall be provided to adjust the local audio-
level output for each channel.

¢. Two light-emitting diode (LED) indicators shall be mounted with the channel-
control switches to indicate channel use. A green LED shall indicate that the
channel is receiving a signal, and a red LED snall indicate that the channel is
being used to transmit from the control station.
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4.4.3.4 Transmitter.

1. Modulation. The deviation-limiter circuit required by the FCC Rules
and Regulations ‘'hall have a continuously variable control. This control shall
be set for £ 5 K. : after the transmitter has been installed.

2. Frequency adjustment. A device shall be included to permit setting
the transmitter oscillator to the exact frequency of operation.

3. Audio-frequency response. The audio-frequency response shall not vary
more than +1 or -3 dB from a 6-dB-per-octave preemphasis characteristic from
300 to 3000 Hz as referenced to the 1000-Hz level, in accordance with EIA Stan-

dard RS-152-B, Sect. 7.

4. Audio distortion. Total audio harmonic distortion shall nct exceed
3% with a 1000-Hz test tone at a level sufficient to produce two-thirds maximum

deviation, in accordance with EIA Standard RS-152-B, Sect. 6.

5. Frequency-modulated noise and residual hum. Frequency-modulated noise
and residual hum shall be at least 55 dB below two-thirds maximum deviation at
1000-Hz test tone, as measured through a standard 6-dB-per-octave deemphasis
network.

6. Amplitude-modulated noise and residual hum. Amplitude-modulated noise
and residual hum shall be at least -35 dB, in accordance with EIA Standard RS-

152-B, Sect. 16.

7. Audic sensitivity. The microphone, audio circuitry, and modulator shall
be designed and adjusted to produce maximum deviation by an operator using nor-
mal conversational tones with the microphone 6 in. from the lips and to produce
two~-thirds maximum deviation at 1000 Hz with an input of -20 dBm at the control
line terminals.

4.4.3.5 Receiver.

l. Selectivity: at least -85 dB at % 25 kHz, in accordance with EIA Stan-
dard RS-204-A, Sect. 11

2. Sensitivity: 0.35 wV, 12-dB SINAD

3. Modulation acceptance: determined by the repeater cuaracteristics, in
accordance with EIA standards

4, Audio output characteristics:
a. Line-output level at least +1l1 dBm at 600 Q

b. Response not to vary more than +l1 to -3 dB, as defined in EIA Stan-
dard RS-204-A, paragraph 15.2.2

¢. Total harmonic distcrtion no greater than 5% at 1000 Hz

d. Hum and noise more than 50 dB below line-output level
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e. available speaker-output power of at least 3 W and speaker-input
impedance that matches receiver-output impedance

S. Squelch circuit: two types, carrier squelch circuit and coded squelch’
circuit

a. Carrier squelch circuit:
i. Of the noise-compensated, adjustable-sensitivity type

ii. Positive squelch opening provided by a signal of 0.25 WV at
the threshold setting

i1i, No response to noise bursts by the squelch circuit
b. Coded squelch operation:
i. With receivers of vhf high-band control stations muted until
the incoming signal is modulated with the CTCSS frequency

assigned to the users of the radio equipment, as specified in
EIA Standard RS-220, paragraph &4

ii. With receivers of uhf control stations muted until the incoming
signal has the all call, group call, or individual selective
call assigned to the control station

¢. Switch: on the control chassis or the front of the station to
transfer the receiver from coded squelch operation to carrier-
operated squelch operation

6. Intermodulation rejection: at least -80 dB

7. Spurious and image rejection: at least -100 dB

8. Frequency stability: above # 0.0002%

4.4.3.6 Antenna coupling system. The antenna, transmission line, and iso-
lation system shall be designed and installed by the cor..ractor on the basis of
the requirements of the applicable FCC Rules and Regulations, the characteristics

of the transmitter and receiver supplied, the characteristics of the station site,
and the requirements of the contract documents.

Typical requirements include the following:

l. that the maximum power rating of all components in the transmitter trans-
mission line exceed the maximum power output of the transmitter by at least 25%;

2. that the VSWR in the transmission line not exceed 1.5 to 1.0 at any
point in the line; and

3. that circulators, cavity isolators, and similar devices be provided to
prevent interference from radiating sources existing at time of bid opening.
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The design of each control station installation shall be submitted for
approval at least four months before scheduled installation of the control sta-
tion. Schedule 45 days for response to the submittal.

4.4.4 Mobile transceivers

Mobile transceivers have a wide latitude of configuration. Units producing
20 W of power can be mounted under the instrument panel of the vehicle, while
the units with higher power outputs must be mounted in the trunk, as illustrated
in Fig. 23. The maximum power output available in mcbile units is approximately
150 W. The channel configuration of mobile units can vary from one simplex
channel to 12-channel units with a combination of simplex and half-duplex
channels. Mobilez units may have the ancillary function of vehicular relay,
as shown in Fig. 21. When the mobile unit transmitter transmits to the por-
table unit, its power output must be limited to 2.5 W. Typical mobile unit
specifications that address the requirements for a mobile transceiver are pre-
sented below.

4.4.4.1 Gereial considerations. Mobile units shall be provided with six-

channel transceiver, control head, call-light, antenna, cabling, and other items
necessary for public safety radio services.

1. Standards. Mobile units shall meet the applicable shock, temperature,
vibration, and humidity requirements described in EIA Standards RS-152-B and
RS-204-A.,

2. Installation. The mobile units shall be installed in vehicles in the
trunk, under the dash, or in another location approved by the owner. A lock
on each unit shall lock the drawer intc the mount to prevent unauthorized access
to the unit. All cables and leads shall be routed, dressed, and secured to pre-
vent both damage from vibration and contact with other objects. (Each unit
shall be clearly marked to indicate the frequency, group-call assignment, and
unit identification of each channel, and the device for recording . “is infor-
mation shall be permanently attached to the unit ((not the housing)) and shall
be readable when the unit is locked into the housing. The system shall provide
for changing the individual unit identification and grour-call assignments but
in a manner that will prevent unauthorized pursonnel from making these changes.
All mobile unit installations shall be identical except for differences in plug-
in frequency determining elements, group-call assignments, and unit identifi-
cation.) Note: the portion of this paragraph within the parentheses "( )"
would not be required by mobile units using CTCSS squelch control.

3. Housing. The mobile unit housing shall completely enclose the trans-
ceiver and power supply and shall protect it from dirt, dust, moisture, splash-
ing water, and physical damage from tools and other equipment in the vicinity
of the housing. Maintenance access shall enable troubleshooting and servicing
the unit while it is installed in the vehicle.

4. Cooling. External heat radiators shall be incorporated to keep the

radio-frequency power amplifiers within conservative operating temperatures
without allowing airborne contaminants to enter the unit.
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Cabling.

All cabling required to interconnect the radio unit, control unit,

vehicle battery, and .using facilities shall be insulated, weather-
proof material and sha.l have plugs of quality matching that of the
radio set.

All connectors shall have screw fasteners or other means of securing
the plug to the drawer unit to prevent loosen’ng by vibration or
shock.

Control unit.

A matching control unit including all control functions to operate
the radio set except the coded squelch disable switch shall be part
of the mobile unit. The coded squelch disable switch shall be part
of the microphone hanger bracket.

The control unit shall be mounted in a location convenient to the
driver of the vehicle and shall be connected to the radio set with
a suitable cabling kit. The control unit shall be mounted so as

to minimize injury to the driver and passengers in case of an acci-
dent. The call-light shall be mounted in a position to enable it
to be observed through the windows from the front or the side of
the vehicle. The call light shall be illumi.ated upon receipt of

a selective call and shall remain illuminated until the mobile unit
transmitter is next actuated. A power "on/off'" indicator shall be
provided.

The control unit shall be of minimum physical size to perform the
specified functions and shall be consistent with current human fac-
tors engineering principles.

A palm-type microphone, designed to reduce stray noise pickup, shall

be part of the control unit. Features of the microphone shall be as

follows:

i. The microphone shall have a sturdy, high-impact-resistant plas-
tic housing and shall be ruggedly comnstructed.

ii. The microphone cable shall be a self-retracting coiled cord and

shall be terminated with a convenient plug-and-socket connection.

iii. A push-to-talk switch shall be intergral to the microphone.

iv. The aicrophone hanger shall be mounted for convenient access to

the vehicle operator. The design of the hanger shall facili-
tate easy insertion and removal of the microphone ard shall
preverc it from becoming dislodged from the hanger.

v. The mobile unit receiver coded squelch shall be disabled when

the microphone is removed from the hanger. There shall be no
other switch on the hanger for disabling the coded squelch.

86



e. A tone pad shall be incorporated with the control unit of desig-
nated mobile units to enable the mobile unit operator to initiate
local telephone interconnect cails without operator assistance.

7. Construction. The receiver and the transmitter in the transceiver shall
be of modular construction with a rugged diecast chassis. The chassis shall be
secured to sheet metal support members and the front panel by rivets and/or bolts
to form a mechanically solid unit.

4.4.4.3 Electrical characteristics.

1. Metering. The mobile unit installed in the vehicle shall be equipped
for matering of all essential circuit functions. All metering points shall be
properly decoupled and connected to the designated metering jacks.

2. Power source. The mobile unit shall cperate from a nominal 12 V dc,
negative-ground power source, as defined in the applicable EIA standards and
shall have positive-action, reverse-polarity protection. The input power shall
be adequately fused to ensure fast and positive interruption of the power in
case of an internal short circuit. Provisions shall accommodate positive-
ground power sources when nzcessary.

3. Channel assigmment. The rf and group-call assignments of each channel
of the mobile unit shall be specified in the contract documents.

4. Automatic identification. The transmitter shall identify the vehicle
in which it is mounted each time the microphone switch is actuated. Identifica-
tion coding shall ensure at least a 99% probability of receiving the identifi-
cation number of the vehicle at the dispatch console monitoring the channel c -
which the mobile unit is operating when the signal level at the uhf receiver
used is above 12-dB quieting. (See Note following Sect. 4.4.4.9.)

5. Vehicular repeater. The provisions for interfacing with portable units,
shown in Figs. 21 and 24, should be specified.

4.4.4.4 Transmitter.

l. Modulation. The deviation limiter circuit required by the FCC Rules
and Regulations shall have a continuously variable control. This control shall
be set for * 5 KHz after the transmitter has been installed.

2. Power output. The transmitter shall deliver at least 58 W into the
antenna and shall be rated as intermittent, as defined in EIA Standard RS-152-B.

3. Frequency stability. Transmitter frequency stability shall be =0.0002%
over the temperature range -30°C to +60°C and with a power source variation of
¢ 10X. A variable reactance shall be included for each channcl to permit setting
the transumitter oscillator to the exact frequency of operation.

4. Audio-frequency response. The audio-frequency response shall not vary
more than +1 or -3 dB from a 6-dB-per-octave preemphasis characteristic 300 to
3000 Hz as referenced to the 1000-Hz level, in accordance with EIA Standard
RS-152-B.
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5. Audio dis%ortion. Total audio harmonic distortion shall not exceed
3% with a 1000-Hz tone at a level sufficient to produce two-thirds maximum de-
viation, in accordance with EIA Standard RS-152-B.

6. Frequency-modulation noise and residual hum. Frequency-modulation
noise and residual hum shall be at least 60 dB below two-thirds maximum devi-
ation at a 1000-Hz test tone, as measured through a standard 6-dB-per-octave
deemphasis network.

7. Awmplitude-modulation noise and residual hum. Amplitude-modulation
noise and residual hum shall be at least -35 dB, in accordance with EIA Stan-
dard RS-152-B.

8. Audio sensitivity. The microphone, audio circuitry, and modulator
shall be designed and adjusted to produce maximum deviation by an operater
using normal conversational tones with the microphone 6 in. from the lips.

9. Spurious emissions. Transmitter spurious and harmonic emissions shall
be -80 dB.

10, Time-out timer. An automatic timer in the transceiver shall prevent
keying the transmitter for extended periods. The timer shall turn off the trans-
mitter after it has been keyed on for 60 sec. The time-out timer shall be re-
set automatically by the push-~to-talk ci-cuitry.

l11. Tone generator. (Note: This paragraph is required only if CTCSS squelch
control is used.) A tone generator shall modulate the transmitter with the
CTCSS frequency 123.0 Hz, in accordance with EIA Standard RS-220.

4.4.4,5 Receiver

1. Selectivity: at least -90 dB at * 25 KHz, in accordance with EIA Stan-
dard RS-204-A

2. Sensitivity: at least 0.35 uV, 12-dB SINAD

3. Modulation acceptance: determined by the repeater or base station
transmitter characteristics, in azcordance with EIA Standard RS-204-A

4. Audio-output characteristics:

a. Variation in response no ‘reater than +1 dB to -8 dB, as defined

in EIA Standard RS-204-A

b. Total harmonic distortion no greater than 5% at 1000 Hz
¢. Hum and noise more than 50 dB below line output level
d. Speaker-output power at least 10 W

5. Carrier-actuated squelch circuits:

a. Of the noise-compensated, adjustable-sensitivity type
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b. Positive squelch opening provided by a signal of 0.25 uV at the
threshold setting

¢. Unresponsive to noise bursts

d. Receiver muted when the microphone is in the microphone-hanger
bracket until the incoming signal contains the individual-selec-
tive-call, group-call, or all-call assigned to the unit; pro-
visions for changing the selective-call, group-call, and all-call
assigned to each unit

e. (Note: This paragraph required only if CTCSS squelch control is
used.) Receiver muted when the microphone is in the microphone-
hanger bracket until the incoming signal is modulated with CTCSS
frequency, 123.0 Hz, as specified in EIA Standard RS-220, para-

graph 4

6. Intermodulation rejection: at least 80 dB
7. Spurious and image rejection: at least -100 dB
8. Receiver frequency stability: at least * 0.0002%

4.4.4.6 Loudspeaker.

1. The loudspeaker shall be designed for good sound reproduction in the
voice-frequency range, 300 to 3000 Hz.

2. The loudspeaker shall be mounted on the vehicle firewall, dash, or other
suitable location approved by the owner.

3. The loudspeakei impedance and power-handling capabilities shall match
the characteristics of the mobile unit receiver output.

4.4.4.7 Antenna switching.

1. The antenna-switching device shall be designed to prevent intermodula-
tion and spurious emissions.

2. The antenna-switching device shall be enclosed to eliminate contamina-
tion from dust, dirt, water, and atmospheric corrosion.

4,.4.4.8 Antenna.

l. Mobile units shall be provided with antennas, antenna cables, and all
mounting hardware for a complete installation.

2. Mobile antennas mounted in buses shall be Sinclair Radio Laboratories
model ASP772L or Zommunications Products Company model 1073 or an approved equal.
All other mobile antennas shall be Decibel Products, Inc., type DB-7360Z or an
approved equal.*

*1f preferred, mobile antennas can be specified by the required antenna type,
mounting arrangement, cable and connector types, horizontal gain, and mechanical
characteristics.
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3. Each antenna shall be trimmed after installation to produce minimum
VSWR in the transmission line at a frequency of 491.500 MHz.

4. Antennas for passenger automobiles and pickups shall be mounted near
the center of the roof of the vehicle. On buses, they shall be mounted on the
roof in a position approved by the owner. On other types of vehicles, their
location shall be designated by the owner.

5. All mobile antennas shall be connected to the mobile transceivers with
1/4-in. Decibel Products, Inc., Superflex Heliax cable or an approved equal.

4.4.4.9 Installation. Location and mounting position of mobile units shall
be coordinated with < e owner. Cables and wires shall be protected from physical
damage by bushings, grommets, tape, and other approved methods of padding when
installed through partitions or around hard objects. A metallic raceway shall
be provided where necessary to protect cables and wires from abrasion or other
damage under normal circumstances. All equipment and cables shall be firmly
attached to the vehicle. Antenna coaxial cables shall be concealed between
the headliner and the roof of the vehicle.

Note: If any form of automatic status signaling such as "duress only,"
"duress," "in service," "out of service," "out of vehicle," or "arrived at
designated location" is desired, the requirements for this option should be
included in a paragraph immediately following Sect. 4.4.4.3, item 4 above.
Corresponding requirements must be included in the dispatch console and por-
table units used in the same system (Sect. 4.5.2).

4.4.5 Portable Transceivers

Portable transceivers, popularly known as “"portables,” "handy-talkies,"
and "walky-talkies" and referred to in the FCC Rules and Requlations as "hand-
carried units" and "hand-carried transmitters," are extremely convenient de-
vices but have some definite disadvantages. These units have very sensitive
receivers and low-power transmitters (up to 4 or 5 W in the smaller type that
can be carried in the palm of the hand or on a belt Toop and up to 20 or 30 W
in the larger "lunch-pail"-type units). A competitive effort to minimize the
size of portable units has produced the balance among size, battery life, and
performance characteristics for top-of-the-line units reflected in the follow-
ing exemplary specification.

4.4.5.1 General specification. Portable transceivers shall be provided
for use in the system as specified in the general specification. Each portable
radio unit shall be complete with nickel-cadmium battery, antenna, carrying
case, and desk or vehicular charger, as specified.

4.4.5.2 Mechanical characteristrics. The size, weight, and construction
of the portable radio unit shall permit one-hand operation and operation of the
unit as a fixed radio station when it iz installed in a desk charger. All opera-
ting controls except the push-to-talk switch shall be on top of the unit. The
battery shall be capable of being quickly and easily removed from the unit by
"twist-of f" action without opening the unit case. The radio unit housing shall
be constructed of highly impact-resistant material and shall be sealed to protect
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internallv mounted circuitry against dust, moisture, and splashing water. The
portable radio shall be supplied with a leather carrying case, cover, metal
swivel mount, and belt loop attachment.

4.4.5.3 Desk battery charger. Desk battery chargers shall accept one
portable unit complete with a battery or a portable unit battery. The charger
shall operate from 117 V ac ¢+ 10%Z. Each charger shall be capable of completely
charging within 16 hr., a battery that has been discharged to the end of its
usable capacity. There shall be no damage to the battery if the unit is left
in the charger for an extended period. The portable unit shall operate as spe-
cified (receive and transmit) while inserted in the charger. (Some manufac-
turers offer rapid-charge battery chargers, which could be specified here.
These chargers cost approximately twice as much as a standard charger and may
shorten battery life slightly. They will charge the battery in one-tenth to
one-twentieth of the time a standard charger takes to do so.)

4.4.5.4 Vehicular charger. The vehicular charger shall accept one por-
table unit with a battery and will automatically charge the battery of the
portable unit to enable the vehicle operator to use the portable unit as a
mobile radio unit. Each vehicular charger shall have a microphone, hanger
bracket, and antenna, as specified in the associated mobile radio specifica-
tions; a speaker, an audio amplifier that provides at least 5 W of audio power,
and an automatically operating radio-frequency amplifier that provides at
least 25 W of radio-frequency power to the antenna.

4.4.5.5 Channel assignment. The radio-frequency carrier and group-call
assignment of each channel shall be those specified in the contract documents.

4.4.5.6 Transmitter. Characteristics of the transmitter and criteria
for them are as follows:

1. Frequency stability. The radio-frequency stability shall be better
than * 0.0005% over the temperature range -30°C to +60°C (25°C, reference).

2. Spurious and har wnic emissions. These shall be at least 50 dB below
the output carrier and shLall be tested in accordance with paragraph 5.3 of
EIA Standard RS-152-B.

3. Audio distortion. Audio distortion at 1000 Hz with 3000-Hz deviation
shall be no greater than 8%, as specified in NILECJ-STD 0203.00.

4. Power output. The radio-frequency power output to the antenna on all
channels except the vehicular repeater channel shall be no less than 3.5 W,
and the power output on the vehicular repeater channel shall be more than Z W
and less than 2.5 W.

5. Deviation limiter. The deviation limiter circuit shall act instan-
taneous.y. It shall have a variable control to establish the point of 100%
modulation of the transmitter under normal speech conditions and shall pre-
vent deviation in excess of 100% under extremely loud talking conditions.
The limiter circuit shall have a continuously variable control to permit
transmitter deviation adjustments to any value (factory set at * 5 KHz be-
fore shipment) between zero and the maximum permissible system deviation.
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6. Audio filter. A low-pass audio filter shall be incorporated into the
circuit following the deviation-limiter circuit. (Note: this requirement will
not be necessary if CTCSS techniques are not employed.)

7. Audio response. Audio response shall be within +1 to -3 dB of the 6~
db-per-octave preemphasis characteristic between 300 to 3000 Hz, as defined in

- - .

8. Frequency-modulation noise. The FM noise level, measured at two-thirds
rated deviation with a 1000-Hz modulating signal, shall be at least 50 dB below
the output carrier.

9. Emission. Transmitter emission shall be 16F3, as defined by the FCC

Rules and Regulations.

10. Amplitude-modulation hum. The AM hum shall not exceed -60 dB, as de~-
fined in EIA Standard RS-316-A.

11. Autowatic identification. The transmitter shall identify itself with
a unique identification number each time the press-to-talk switch is actuated.
Identification coding shall ensure at least a 99% probability of receiving the
ID number at the supervisory console when the signal level at the uhf receiver
receiving the signal from the portable is above 12-dB quieting (see Note fol-
lowing Sect. 4.4.4.9).

12. Time-out timer. An automatic timer in the transceiver shall prevent
keying the transmitter for extended periods. The time~ shall turn off the
transmitter after it has been keyed on for 60 sec. The time-out timer shall
be automatically reset by the push-to-talk circuitry.

13. Tone generator. The transmitter shall include a tone generator that
modulates the transmitter, in accordance with EIA Standard RS-220 requirements
with the CTCSS frequency specified in the contract documents.

4.4,5.7 Receiver. Characteristics of the receiver and criteria for them
are as follows:

l. Input impedance. The rf input impedance at the external artenna ter-
minal shall be designed for an optimum match to the antenna.

2. Frequency stability. The frequency stability shall be bhetter than
t 0.0005% over the temperature range -30°C to +60°C (25°C reference).

3. Carrier squelch. The 12-dB-SINAD cz-rier squelch sensitivity, as
defined by EIA Standard RS-204-A, shall be 7* least 0.35 uV. The carrier
squelch shall be of the noise-compensated, .djustable-sensitivity type and
shall not respond to noise bursts.

4. CTCSS squelch. When the CTCSS circuit is actuated, the receiver shall
be muted until the incoming signal is modulated with the CTCSS frequency iden-
tified in the contract documents, as specified in EIA Standard RS-220. (Note:

EIA Standard RS-374 should be cited here if a coded squelch technique other
than CTCSS is employed.)
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5. Selectivity. The 12-dB-SINAD selectivity, as defined by EIA Standard
RS-204~-A, shall be at least -7C JB.

6. Intermodulation interference rejection. The intermodulation interfer-
ence rejection shall be at least =65 dB.

7. Spurious rejection. The spurious rejection shall be at least =55 dB.

8. Audio-output power. The receiver audio output power shall be at least
500 mW to the speaker at less than 5% distortion, with the received carrier
modulated 2t 70% deviation with a 1000-Hz tone.

9. Audio response. The audio response shall not vary more than +2 to ~-10

dB, as defined in EIA Standard RS-316-A.

10. Modulation acceptance. The rec-.ver modulation acceptance shall be de-
termined by the repeater/base station transmitter characteristics, in accordance

with EIA Standard RS-204-A.

11. Squelch blocking. The receiver shall not exceed the minimum require-

ments for squelch blocking, as specified in EIA Standard RS-316-A.

12. Receiver attack time. The receiver attack time shall be less than 150

msec, in accordance with EIA Standard RS-204-A.

13. Receiver closing time. The receiver closing time shall be less than

250 msec, in accordance with EIA Standard RS-204-A.

4.4.5.8 Antenna. Portable units shall be provided with Antenna Specialists
Co. flexible helical antennas, models PG4, PG6, PG8, PGl2, or an approved equal.
(Note: A telescoping one-fourth-wavelength antenna could be specified here to
provide greater operating range with a consequent sacrifice in convenience due
to the antenna's unwieldy telescoping.)

4.4.5.9 Battery. Each portable unit shall be provided with a nickel-cad-
mium battery. Battery capacity shall provide 8 hr. operation with a 5-5-90%
duty cycle.

Note that t.e most unreliable component of a communication system using
portable units is the portable unit battery. Proper charging-discharging
cyclic use of these batteries in accordance with the battery manufacturer's
recommendations will prolong their life significantly and pr3¥ent loss of
communications during emergencies because of battery memory. Percent-duty
cycle (5-5-90) specifies transmit 5% of the time, receive message 5% of the
time, and be quiescent 90% of the time.

4.4.6 Paging Receivers

Requirements for paging receivers must be developed with extreme care since
a wide spectrum of paging receivers is available on the market. The first de-
cision that must be made is whether tone, tone-and-message, or tone-and-voice
units are required. The relative advantages and disadvantages of these three
types are presented in Sect. 4.1.2. The second consideration is quality versus
price. The tone-and-voice pagers that meet the exemplary specifications below
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have Tist prices approaching $400. i.expensive foreign, tone-only pagers are
available in the United States for under $140. The cheaper units have less
sensitivity, less interference rejection, more falsing, are more easily damaged
by shock (dropping), and usually contain less-expensive batteries. If pagers
are to be used as part of a communication system to safeguard a nuclear facil-
ity, they should be the most reliabie available: hence, they should be top-of-
the-line units, as reflected in the exemplery specifications below.

4.4.6.1 General considerations. Each pager shall be provided with a bat-
tery and a battery charger. The pager shall be capable of operation whilie in
the battery charger.

4.4,6.2 Mechanical characieristics. The size, weight, and configuration
of the paging receiver shall permit carrying the unit in a shirt or coat pocket
and manipulating the controls of the pager without having to remove it from the
pocket. The battery shall be capable of being quickly and easily removed from
the unit without disturbing the radio-frequency or audio circuitry of the re-
ceiver. The housing shall be constructed of highly imp ct-resistant material
and shall be sealed to protect internally mounted circuitry against dust,
moisture, and water. Circuitry shall be all solid state. The decoder shall
not contain reed switches. The pager shall have a spring-loaded pocket clip.

4.4.6.3 Battery charger. The battery charger shall be a desk-type charger
that shall accept one pager unit complete with battery or a pager unit battery.
Each charger shall operate from 117 V ac &+ 102. Each charger shall be capable
of completely charging within 16 hours a battery that has been discharged to the
end of its useful capacity. There shall be no damage to the battery if the
unit is left in the charger for an extended time. The pager shall operate as
specified while inserted in the charger.

4.4.6.4 Coding. The paging system shall be a two-tone sequential system
(Note 1) with individual-call and group-call.

4.4.6.5 Sensitivity. Receiver sensitivity shall be 10 uVm, 12-dB SINAD
and 18 wWm, 20-dB quieting for voice messages and 4 uV for tone paging (Note 2).

4.4.6.6 Controls. The receiver shall have an external volume control
(Note 3), an "on/off" switch, and a test switch. The volume for the alert tone
shall be an internal preset adjustment.

4.4.6.7 Receiver selectivity. Receiver selectivity shall be 70 dB at
30 KHz. )

4.4.6.8 Receiver spurious rejection. Receiver spurious rejection shall be
at least -60 dB.

4.4.6.9 Audio output. Maximum audio output shall be at least 75-dB-sound-
pressure level at 12 in. for both voice and tone.

4.4.6.10 Frequency stability. Receiver fregiency stability shall be at
least + 0.0015%.
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4.4.6,11 Falsing. The contractor shall demonstrate that ten paging re-
ceivers, located at sites aroroved by the owner, will have less than five false
pages in a five-day test.

4.4.6.12 Shock stability. The pager shall meet or exceed the shock sta-
bility requirements of EIA Standard RS-316-A.

4.4.6.13 Pattery. The battery capacity shall enable receiving fifteen
45-sec messages per day for five days before the battery needs recharging.

Notes:

1. Refer to paragraph 4.1.2 for the maximum number of pagers that can be
used in a system with two-tone sequential coding and the methods available for
coding with a greater number of pagers. The probiem is .hat with more elaborate
coding schemes, the coding begins to olcupy a significant amount of transmitter
time, leaving an insufficient amount of time for messages.

2. The values shown are for vhf high-band pagers. Sensitivity of uhf
pagers should be 25 uV/m, 12-dB SINAD and 45 uV/m, 20-dB quieting for voice
messages and 15 uV/m for tone paging. If tone-only or tone-and-message paging
is to be used in lieu of tone-and-voice paging, only the tone-paging sensitivity
need be given. Pager sensitivity is given in fieid strength instead of receiver
input voltage because the intenna of the pager is an integral part of the unit
(either a part of the case or a part of the pocket clip), and the design of the
antenna is contained ‘n the specification, since sensitivity requirements are
stated in terms of field strength. The sensitivities of less-expensive pagers
will be from 3 to 10 dB less than the values given here.

3. The requirement for the external volume control should not be con-
tained in a specification for tone-only or tone-and-message pagers. The user
tends to leave the alert-tone volume control turned down if it is available.

4.4,7 Antenna towers

The early concept for vhf mobile radio communication systems was to get
the base station antenna as high as possible and use the maximum allowable
base station power output. Interference among base staticns resulted so that
the mobile unit personne! frequently could hear the base station but those at
the base station could not hear the mobile unit, even without interference.

A well-balanced system is designed to provide good radio reception by the
base station and by the mobile units throughout the area of operation and to
minimize signals outside the area of operation. The usual process is to cal-
culate the height of the base station (or repeater) tower required to receive
the mobile unit transmissions (Appendix I) based upon the mobile unit trans-
mitier power and antenna gains that will be used. This assumes that a loca-
tion for the tower has been selected. If it has not, another variable must
be put into the equation for the tower locations possible. Two disadvantages
result from a base station antenna being too high: greater interference to
other stations operating on the same and adjacent channels and greater inter-
ference from radio noise sources (industrial, scientific, and medical) and
from other stations operating on the same and adjacent channels.



The FCC Rules and Regulations Part 1, paragraphs 1.1301 through 1.1319,
states the conditions and situations under which an environmental impact state-
ment must be submitted to the Environmental Prutection Agency and the informa-
tion that must be contained in the env’ronmental impact statement. Generally,
for mobile radio systems, the construction of an antenna tower taller than 300
ft. will require an environmental impact statement.

Part 17 of the FCC Rules and Regulations states the conditions and situ-
ations under which approval must be obtained from the Federal Aviation Admin-
istration (FAA) before an antenna tower can be constructed and states the
process for requesting such approval. Generally, FAA approval must be ob-
tained for any antenna tower over 200 ft. high except in the vicinity of air-
ports, where approval of shorter antenna towers must be obtained, the height
depending on location in relation to the airport.

In addition to the above considerations, the design of an antenna tower
is an electrical and s*ructural engineering project, as illustrated by the
following specifications for a particular system. Even though these speci-
fications cannot be used for any other system than the one fcr which they
were created, they contain all the elements that should be contained in an
antenna tower specification.

4.4.7.1 General specification. Each antenna tower shall be provided
with all antennas, coaxial cables, fittings, lightning protection, tower
lighting, torque arms, and special antenna-mounting brackets required for a
complete and satisfactorily operating system. Where the paint is chipped or
removed from the surface of existing towers or their associated hardware, the
metal surfaces shall be thoroughly cleaned, primed, and painted, as specified
in paragraph 4.4.7.6. No welding or modifications shall be pe-formed on any
towers.

4.4.7.2 Antenna tower. A 300-ft,, self-supporting Allied tower SS-SR,
a Pi-rod SS-B-380 tower or an approved equal shall be provided. The tower
shall be designed and constructed to accommodate the followin, equipment in
a 60-psf (122.5-mph) wind load, in accordance with EIA Standar. RS-222C. The
tower foundation shall be reinforced concrete, designed and constructed in
strict accordance with the manufacturer's recommendations, and it shall ade-
quately support the tower under the loading conditions specified.

l. A uhf and vhf high-band antenna shall be top mounted ac the 300-ft.
level of tower legs 2 and 3, respectively, at a distance of 54 in. from the
outside of the vertical tower member (Note 1) and directly opposite the center
of the tower. Two uhf antennas shall be mounted at the 275 ft. level with side-
arm brackets supporting each antenna on tower legs 2 and 3 at a distance of 54
in. from the outside vertical tower member and directly opposite the center of
the tower (Note 2). Six air-dielectric cables shall be provided, one from each
antenna to the associated equipment. The transmission cables shall be attached
to a cable ladder. The cable ladder shall consist of 3-ft. intervals, extend-
ing from the 275-ft. level to the 20-ft. level. The cable ladder and trans-
mission cables shall be on the inside of the tower and midway between tower
legs 2 and 3. A lightning protection system shall be provided. A 4-ft., 12~
CHz antenna shall be mounted on tower leg | at the 100-ft. level. The tower
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shall include a climbing ladder which shall conform to OSHA requirements. The
cable ladder shall be in close proximity to the climbing ladder, enabling the
transmission cables to be serviced from the climbing ladder. The tower shall
be designed to support all appurtenances in the specified wind load specified
in the FAA Advisory Circular #70/7460-1. The lighting equipment shall employ
Crouse-Hinds Company Flasher Contro. Unit switched by arc-quenched, metal en-
closed mercury tubes, Type TSS-23 #51603, or approved equal, and Photoelectric
Control Unit, Crouse-Hinds Type PEC-4 #51711, or approved equal. A cable tray
shall be installed between tower and building at a level that provides direct
entrance to the wall eniry plate and shall be in line with the equipment room
cable tray above equipment racks. The cable tray shall be a ladder, flat rung
type, with mininum dimensions of 12 in. wide and 4 in. deep. The tray shall
be attached to the tower and to the building or other support as may be required.

2. The tower shall be a tapered, self-supporting structure with a minimum
center-to-center leg spacing of 54 in. from the 300~ to 240-ft. level. This
leg sp-cing shall taper to a center-to-center leg spacing at the base of 25 to
31 ft. The tower shall be triangular in cross section and shall use solid leg
members (Note 3) sized appropriately for reactions encountered. All tower
members shall be hot dipp>d galvanized after fabrication in accordance with
ASTM Standards Al23 (stru ture members) and Al53 (hardware).

3. A soil test report may be obtained from the owner for use in designing
the tower foundation (Note 4).

4. The tower shall be installed at the southwest corner of the Maintenance
Shop with tower legs 2 and 3 parallel to the south wall of the building. The
reference leg, leg 1, of the tower snall be the south leg of the tower. Tower
legs 2 and 3 shall be spaced approximately 10 ft. from the south wall and the
center of the tower approximately 5 ft. east of the west wall.

Notes:

1. The spacing of the antenna from the tower can be chosen, depending on
the design of the antenna and the tower, to produce the antenna radiation pat-
tern necessary to cover the desired service area.

2. Placing the antennas directly above each other on the tower maximizes
the isolation between them because the type of antennas used in this applica-
tion have a null directly above and below them.

3. Hollow, tubular towers are less expensive than solid-rod towers, but
in areas with a high concentration of corrosive chemicals (industrial and salt
spray) in the air, the solid-rod type is recommended.

4. Providing soil test data to bidders will reduce their bid costs be-

cause the bidder does not have to put as much contingency in the bid if the
soil ccnditions are known.
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1. The uhf antennas shall be Decibel Products, Inc. model DB-410 or an
approved equal.*

2. The vhf high-band antennas shall be Decibel Products, Inc. model
DB-304, or an approved equal.*

3. The 12-GHz microwave antenna shall be Andrew Corporation type LD4-122A
with radome, Andrew Corporation type LR-4, or an approved equal.*

4. All antenna installations shall be designed to withstand a 100-mph
wind lcading.

4.4.7.4 Transmission cables.

l. Air-dielectric rables, unless otherwise noted, shall be of the 1-5/8-~
in. Andrew type HJ7-50A or an approved equal. All new and existing air-di-
electric cables opened to the atmosphere shall be purged with dry air before
being pressurized.

(Note: air-dielectric cable has less transmission loss but is more expensive
than a foam-dielectric cable of the same diameter.)

2. All foam-dielectric cables shall be of the 1/2-in. Andrew type LDF4-50
or an approved equal.

3. The 12-GHz antenna shall be connected to the terminal equipment with
the Andrew Corporation type EW 122 elliptical waveguide or an approved equal.

4. Air-dielectric cables shall be provided for the installation of all
new antennas on the maintenance shop tower and shall be installed from the an-
tenna to within 10 ft. of the equipment cabinet. A foam-dielectric jumper, not
to exceed 10 fr. in length, may be used at the equipment end of each transmis-
sion cable. No jumpers shall be used at the antenna end of a transmission
cable.

’+4.7.5 Transmission cable pressurization equipment. Pressurization
equipment shall be provided for the maintenance shop and shall be an Andrew
Corporation type 1930B automatic dehydrator o: an approved equal. The pres-
surization equipment necessary includes gauges, tubing, check valves, and
distribution manifolds to maintain a 5-psi pressure in all air-dielectric co-
axial cables. Anywhere in the system, a leak exceeding 0.5 1b./in.? per day
shall be located and repaired. The combined leaks of all transmission lines
and associated pressurization equipment shall not cause the dehydrator to run
more than 5% of the time. The pressurization equipment shall be located in
the transmitter room of the maintenance shop.

*1f preferred, these antennas can be specified by stating the required
horizontal and vertical directivity (or gain), mounting type, wire harness type,
connector type, lightning protection provisions, wind survival rating, antenna
type, antenna construction, and phasing of elements.
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4.4.7.6 Paint specifications

l. Surface preparation

a. Cleaning of all surfaces with Napko 216 thinner, Xylol or an
approved equal to remove any oil, grease, or other foreign matter.

b. Application of a 10% solution of phosphoric acid and water to
phosphatize and dull all surfaces.

¢. Rinsing with fresh water to remove residual salts and allowing
to dry before painting.

2. Coating methods
a. Prime coat

i. Airless spray application of one coat of Napko 5616 epoxy
primer or an approved equal to a dry film thickness of 2.0
to 3.0 mils and thinning with Napko 218 thinner, or an approved
equal, as may be required for proper application.

ii. Finish colors having the chromaticity and luminence to satisfy
Federal Standard FED-STD £95: Orange 12197 and White 17875,
painted in alternate bands, in compliance with FAA Obstruction
Marking Advisory Circular AC 70/7460-1E.

4.4.8 Lightning protection

The subject of lightning is still open to much sgscxlation, and excellent
basic research is now being conducted on the subject.3Z, A good lightning
protection system will dissipate static charge buildup to minimize the prob-
ability of a 1ightning strike, and it will conduct the current in a lightning
strike to earth ground with minimum electrical and structural damage. The
following is an exemplary specification that illustrates the essential fea-
tures of a lightning protection system.

4.4.8.1 General specification. Lightning protection shall be provided
Lo protect operating personnel and ensure the probability of uninterrupted com-
munications in a hostile electrical environment.

4.4.8.2 Grounding system. The grounding system shall provide the bonding
necessary to ensure electrical continuity at each station and tower site.
Lightning protection shall include lightning rods, heavy-gauge down conductors,
bonding straps, peripheral ground rings, and ground rods (Fig. 25). The -
ripheral ground rings and the interconnecting bonding conductors between
ground rods, buildings, equipment housing, and fences shall have a minimum » .
radius of 8 in. and shall be buried a minimum of 18 in. below grade level. All
bonding connectors shall be noncorrosive bolt clamps or cadweld splices. All
fences and other equipment within 10 ft. of the grounding rings and radial ex-
tensions shall be bonded to the grounding system. Connections to coaxial cables
and plated towers shall be made with the manufacturer's recommended grounding
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kits and clamps. Dissimilar metals shall be bonded only with approved con-
nectors. Existing equipment such as towers, antenna mast, and coaxial trans-
mission cables shall be modified to meet specified lightning protection require-
ments.*

4.4.8.3 Equipment and installation requirements.

l. Equipment needed includes the following:

a. Air terminal. The air terminal shall be a 5/8-in. diam. by 24~
in.-long highly polished tubular copper point with nickel tip and necessary
hardware for mounting on the tower beacon base plate and connecting to the
down conductcrs,

b. Down conductors. These shall be uninsulated ropelay 28-strand,
l4-gauge, heavy-duty lightning conductors 1/2 in. in diameter and 99.97% pure
copper and shall be installed with a minimum bend radius of 8 in.

¢. Buried conductors. The buried conductors shall be uninsulated,
tinned, copper conductors of the same minimum bend radius and gauge as the
down conductors.,

d. Ground rods. These shall all be 3/4-in.-diam. by 10-ft.~long
copper-clad ground rods.

e. Ground rod clamps. All ground rod clamps shall be of the superior
heavy-duty, two-bolt type. The clamps at the tower ground rods shall be cap-
able of connecting the 1/2-in. down conductor in parallel with the ground rod
and of connecting the 1/2-in,-diam. horizontal and perpendicular conductors.

f. Tower-grounding clamps. All tower-grounding clamps shall be of
the heavy-duty, two-bolt type capable of connecting the vertical tower members
in parallel with the 1/2-in.-diam. down conductors.

2. 1Installation

a. Air terminal. The air terminal, or lightning rod, shall be mounted
above the tower cap and the beacon plate and be as close as possible to the ver-
tical tower member that supports the down conductor.

b. Down conductor. The down conductor shall be connectcd to and in
line with the air terminal. The conductor shall be clamped onto the outside of
the tower and in line with the same vertical tower member to the base of the
tower and ground rod. The clamp spacing shall not exceed 3 ft.

*If - ground grid is installed in the facility, it should, of course, be
used as the grounding element.
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¢. Buried conductors. The conductors shall be buried a minimum of
18 in. below grade level. A conductor shall encircle the tower and interconnect
al! ground rods and equipment grounding rings. All conductors shall be con-
tinuous in length and spliced only at the connectors. All metal objects such
as fences, poles, and buildings within 10 ft. of the buried couductors shall be
bonded to the buried conducter. The bonding conductors between each tower leg
and tower ground rods shall be as direct and as short as possible. The tower
leg bonding clamps shall be located near the base of the tower but sufficiently
high above the tower base plate to allow th2 conductors to be installed with a
minimum bend radius of 8 in.

d. Ground rods. These shall ground the vertical members of each
tower and the building entrance plate. The tower ground rods shall be spaced
1 ft. from the tower foundation on the outside of the tower and directly in line
with the tower leg and the center of the tower structure. The building entrance
plate ground rod shall be located directly below the plate but spaced 2 ft. from
the building.

e. Antennas. All antenna masts installed on buildings shall be con-
nected to the lightning protection system, if such exists, or to the metal frame
of the building. When installed on nonmetal buildings or poles, the antenna
shall be cornected to a down conductor and ground rod. All antenna masts in-
stalled on the tower shall be connected to the air terminal down conductor.

An approved antenna manufacturer's grounding kit consisting of a clamp and a
flat, heavy-gauge, braided copper strap shall be used. The clamp connection

on the antenna mast shall be wrapped with aluminum tape and sealed. The ground-
ing strap shall be clamped in place and connected to the down conductor.

f. Transmission cables. Those installed on the antenna tower shall
be on the inside of the tower and shall remain on the same side of the tower
from the antenna level to the base of the tower. The transmission lines shall
not be bundled and shall be spaced adequately for clamping and bonding to the
down conductor. When there are too many transmission cables to be properly in-
stalled close to the down conductor, a cable ladder shall be used. The face of
the tower used to support the cable ladder shall include one of the vertical
tower nembers that supports the down conductor. The cable ladder shall cen-
sist of cross pieces designed to clamp to the tower near the vertical tower
member supporting the down conductor. The cross pieces shall be spaced at 3-
ft. intervals, and each shall include a cable clamp for each cable. The cable
clamps shall be Microflect B233 or an approved equal. All ladder parts shall
be galvanized. All transmission cables shall be installed in parallel and
bonded to the down conductor at 100-ft. intervals with approved grounding kits
from transmission cable manufacturers. Each transmission cable ground connection
shall be taped and sealed as recommended by the transmission cable manufacturer.
Each transmission line and antenna mast shall be bonded to the down conductor
just below the antenna mast and at a point just before the transmission cable
starts to curve away from the ladder to enter the cable (ray. The curved por-
tion of the transmission cable shall be within the tower structure. The cable
tray shall be in line with the ladder and shall be bonded to the down conductor.
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g. Cable tray. A cable tray shall be provided to support many trans-
mission cables between the tower and the equipment building. The cable tray
shall be bonded to the down conductor cf the tower and to the building entrance
plate.

h. Transmission cable building entrance plate. A copper plate shall
be provided for bonding each transmission cable ar the building entrance. The
plate shall be equipped with approved grounding clamps and ground lug for trans-
mission cables. The plate shall be connected to the down conductor and ground
rod. The down conductor shall be installed directly below the plate, secured
to the building, an' protected by a full-length ground conductor guard.

i. Equipme .t grounding. All equipment, including transmitters, re-
ceivers, consoles, b ackets, and frames, shall be electrically bonded and con-
nected to the commoi. grounding system. The lightning protection common ground
system contained within buildings shall be a 1/2-in.-diam. conductor (same gauge
and type as the down conductor) to facilitate grounding individual pieces of
equipment. All equipment racks, consoles, etc., shall be inte:'connected, and
the common ground shall be extended at floor level to the building ground and/or
external ground system.

4.4,8.4 Land lines and power lines.

1. Land lines. All equipment shall be protected from inductive lightning
surges and switching transients associated with telephone lines, data lines,
and control lines by TII Industries, Inc. arrester model TII-16A, or an approved
equal, and shall be in compliance with the local telephone company and OEM recom-
mendations.

2. Power lines. All branch circuits supplying power to any radio equip-
ment, including base stations, control stations, consoles, etc., shall be pro-
tected from inductive surges, switching transients, and induced lightning by
Transtector Systems protector model ACP-1000-120T or an approved equal.

4.5 Radio System Accessories

The ute of radio has developed considerably since the days when it was used
simply to provide voice communications between two individuals. Radio systems
today enable remote control of lights and mechanical and electronic devices;
transmission of printed messages simultaneously with voice messages; automatic
indication of vehicle (and portable unit) status at the control location; in-
terfacing with computers; interconnection with the public-switched telephone
system; and interfacing with an automatic vehicle location system. These func-
tions are typical of those that can be achieved by adding accessories to stan-
dard base, mobile, and portable radio units. Other ac-essories permit un-
attended operation of remote base and repeater stations, operation on standby
power when prime power sources fail, and automatic activation of standby fa-
cilities in case of component failure of the radio equipment in use. Accessory
equipment for these functions is discussed in the following paragraphs as it
pertains to the design of a communications system for nuclear facility security.
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4.5.1 Emergency power

An emergency power source should be considered vital to any mobile radio
communication system and is required for nuclear facilities.3 The mobile units
operate independently of prime power and, if the fixed-facility portion of the
radio communication system (the base station or repeater and associated con-
trol stations and contrc’ circuitry) has independent emergency power sources,
the system can continue ) provide communication service regardless of the
status of the prime powe, source. Usually, contrcl stations are equipped with
batteries that float across the line and power the control station for 8, 12,
or 24 hr. (depending upon transmitting time and battery size) in the event of
power failure. Repeaters and base stations with rf output power levels up to
about 50 or 60 W can be equipped with batteries that float on line in the same
manner as the control stations discussed above. These can be used to power
the stations for a short time upon failure of prime power, but if the cuty
cycle of these stations requires that the transmitter be activated much of the
time, the 1ife of the battery will be short. Higher power repeaters and base
stations (those with vacuum tubes in the final rf output stage that cannot be
switched off in the event of prime power failure) and base stations that re-
quire a high-duty cycle will usually require that an engine-driven emergency
electric power generator44 be used to supply power in case of prime power
failure. Cther equipment in the control center, such as consoles, recorders,
lights, air conditicners, and public-switched telephone terminal equipment,
must be supplied with emergency power, usually in the form of an engine-driven
electric power generator to enable use of the communication system when the
prime power source fails.

Occasionz1ly, especially for facilities in mountainous areas, repeaters
are located ir isolated areas that cannot be serviced readily in inclement
weather. These same locations tend to suffer power failures more often than
the more heavily populated areas and need to have emergency power sources that
can operate for extended periods. The emergency power source used in such in-
stances is usually a battery bank recharged with an automatically started
engine-driven generator, a wind-driven generator, a solar-powered generator,
or a thermoelec*ric generator.44

4.5.2 Status signaling

Several manufacturers, including Reach, Speedcall, Synthetics, Coded Com-
munications, Motorola, G.E., and Bramco, offer built-in and add-on devices that
enable predetermined messages to be displayed in the control center upon selec-
tion by the operator of a vehicle, an individual carrying a portable unit, or
by some mechanical device in the vehicle.

Typical messages include: "I need heln" (usually initiated by a hidden
button or lanyard), "engine started" (initiated automaticall; by engine sen-
sor), "low oil pressure” (initiated by engine sensor), "arrived at scene"
(initiated by operator depressing switch), "arrived at duty station" (init’'=ced
bv operator), "leaving duty station" (initiated by operator), "message acknowl-
edged" (initiated by operator), "low tire pressure" (initiated by air pressure
sensor on wheel), and "responding to directive“ (initiated by operator).
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The messages that are entered manually by the operator can be initiated by
the operator pushing one of a series of buttons (switches) mounted in line under
or above the control head of the mobile unit, and the messages entered auto-
matically can be initiated by sensors mounted in the vehicle.

4.5.3 Digital messages

More elaborate signaling of status by the mobile can be combined with
printed message transmission by incorporating digital terminals in the mobile
units. These terminals have typewriter keyboards, paper printers (or other
types of visual readcut such as cathode-ray tubes and liquid-crystal displays)
and function keys. The function keys are mounted in a row above the standard
keyboard and sometimes also on either side of the keyboard to enable sending
predetermined messages of the type listed in the preceding paragraph plus
terminal commands such as "transmit message," "print next page," and "print
stored message."

4.5.4 Remote contro!l

A mobile or portabie radio can be equipped with a tone pad similar to the
one illustrated in Fig. 26, and any receiver on one of the channels used by the
mobile unit can be equipped with a decoder that will be activated by any desired
number of code sequences entered on the tone pad. Any particular code entered
in the mobile unit on the tone paw can be used to control any predetermined
action at a remote receiver site. The receiver site can be the associated base
station (or repeater), a separate monitor receiver, or another mobile or por-
table unit. Typical remote actions s0 cortrolled are listed below. This list,
by no means exhaustive, is limited only t, the imagination and ingenuity of the
designer. However, the list does reflec’ the remote responses4S that could be
used in the protection of a nuclear facility: connect receiver to loudspeaker
to enable a public address from the mobile or portable unit; connect base sta-
tion (or repeater) to a telephone line to enable the mobile unit to receive or
originate a telephone call; turn on flood lights; actuate a siren; actuate a
receiver (or intercommunication circuit) that can be monitored by someone who
must be alerted in an emergency; lock a door or a gate.

It should be obvious that this concept can be reversed, and a tone pad can
be used at the base station control location or at a control station to cause
a remote response at another receiver, which could be fixed, mobile, or portable.

4.5.5 Microphones, speakers, and other items

Ancillary items such as switches, lights, microphones, and speakers are
necessary for humans to use radio equipment. These items have become so fa-
miliar to the public that they need not be detailed hei , but types of micro-
phones 1ike carbon and peizoelectric are defined in the Glossary.
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5. HYBRID AND COMBINATION SYSTEMS

5.1 Hybrid Systems

A hybrid system is a combination radio and telepnone system or a radio sys-
tem used in lieu of 2 telephone system.

5.1.1 Point-to-point communications by mezns of control stations

Two control stations in a mobile radio system can communicate with each
other through a repeater, as shown in Fig. 12, in the same way that two mobiles
communicate with each other. T'nteraction of two control stations constitutes
point-to-point communication and it must not exceed the authorization granted
by station licenses and the FCC Rule:s and Regulations. The FCC sanctions this
use of control stations only during emergencies to save lives or property, espe-
cially when telephone facilities are not available.

5.1.2 Interconnection

Point-to-point microwave systems, mobile radio systems, and wireline tele-
phone systems are all voice communicat.on systems and can be in*erconnected.
The interconnection can be permanent, ir. which case it is said to be a "dedi-
cated" interconnection. It can be temporarily connected with switches or patch
cords and disconnected when desired, or it can be automatically cornected and
disconnected by the appropriate codes on a telephone or radio instrument. The
individuals using a hybrid wireline and microwave system seldom realize that
the circuit is hybrid. Most long-distance calls today employ microwave cir-
cuits for part of their paths. Usually, when a mobile radio system is inter-
connec*ed with a telephone system, the operation is simplex, and both parties
must realize that only one of them can talk at a time. This is necessitated
by the "voice-operated transmit" (VOX) switch used in the base transmitter
to key it automatically-when the person on the wireline telephone end is talk-
ing. Tone-signaling devices patterned after the telephone industry's 12- and
16-button tone-pad units have become standard in the U.S. for automatically
interconnecting systems and for remote keying and control.

5.2 Combination Systems

Combination systems are usually large communication networks that in some
manner combine mobile radio, telephone, satellite, or microwave facilities.
They usually are used to link diversified centers that have large geographic
separation and need mobile radio communication coverage along corridors link-
ing the separated facilities. They have some form of point-to-point ccinmuni-
cation linking the separated facilities - usually microwave, but can be common
carrier facilities. Point-to-point communication is usually interfaced with
the public-switched telephone network at major switching centers. Mobile
radio base stations are located along the corridors between the faciiities
and are interconnected with the point-to-point network. [f the point-to-point
network is formed by a microwave system, it will usually follow these same
corridors. If mobile-to-mobile communications are needed in the corridor,
mobile radio reneaters will be used in lieu of the mobile radio base stations
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mentioned above. Such systems are found along major pipelines like the Trans-
Alaska Pipeline from Prudhoe Bay to Valdez, and the Texas Eastern Pipeline from
Texas to New Jersey; along major toll roads like the New Jersey Turnpike, and
the New York State Throughway; and along major inland waterways like the St.
Lawrence Waterway and the Panama Canal.
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6. COMMAND AND CONTROL CENTERS

6.1 Command and Control Center Designs

The nerve center of any communication system is its command and control
center with consoles and status displays. The status displays may be part of
the consoles or mounted separately.

A 8ood console will be designed on the basis of sound human factors prin-
ciples39 to take advantage of the correlative, motor, and cognitive abilities
of the users of the console and to compensate for human frailties such as bore-
dom, fatigue, and inattentiveness. A console must be designed with space and
other provisions (access, power supply capacity, ports, etc.,) for future ex-
pansion. The basic features that should be considered are 1isted as follows:

writing surface,

storage space,

access for maintenance and modification,

keyboard,

illuminated switches,

clock,

telephone instrument,

telephone-radio interconnect controls,

display of identification of calling unit,

10. display of activity on all channels controlle!

11. all-call, group-call, and individual-call selcctor control,

12. recorder control,

13. selected channel speaker and volume control,

14. un:elected channel speaker and volume control,

15. sele:ted-audiu-to-speaker-or-headset control,

16. cham al-select switch for each assigned channel.

17. monitor-select switch for each assigned channel,

18. all-mute switch with timed restore contral,

15. type of receiver and transmitter control (dc or tone),

20. number of operzting positions,

21. physical dimensions,

22. access ports for remote-control units,

23. control provisions extended to remote-control units,

24. recording provisions,

25. method of monitoring control actions taken at secondary control point,

26. override provisions for remote-control units,

27. method of interconnecting remote-control units (dc or tone),

28. channel cross-connect control,

29. call-light for each assigned channel,

30. transmit light for each assigned radio channel,

31. transmit switch for each assigned channel,

32. mode-select switch for each channel with more than one mode of control or
operation,

33. mute switch for each assigned channel,

34. repeater disable switch for each radio channel employing a repeater,
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35. foot-operated transmit switch,

36. volume control for each assigned channel,

37. volume unit (VU) meter,

38. microphone,

39. Jjacks for headset-,

40. alert tone annurciator,

41. intercommunicat on switch,

42. electric utilite strip,

43. control location (for channels with more than one control point).

Status and situation displays must be designed and installed on the basis
of sound human factor principles. These principles, related to status and situ-
ation displays, include the following:

displays located in a position not fatiguing to observe;

displays with adequate space for pertinent information;

information on displays organized logically with respect to time and space;
audible signals, color, or flashing to display information for immediate
attention; and

special-purpose (tactical) presented separately from general-purpose (stra-
tegic) information (See notes following Sect. 4.4.4.9.)

o WM e
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The layout of the command and control center should be based on the require-
ments of the consoles; status and situation displays; and peripheral equipment
such as recorders, data terminals, and printers. Supervision, cperation, expan-
sion, and maintenance provisions must be specified.

The following exemplary specifications illustrate how these factors may be
incorporated into a control console specification and still encourage competitive
bidding.

6.1.1 General specifications

Each control console shall control designated system channels during normal
and emergency operations. Its displays and controls shall permit the following:

l. answering incoming calls from telephones, mobile radio units, or portable
radio units;

2. identifying calling unit number and radio channel used if call comes from
mobile or portable unit;

5. monitoring traffic on any combination of assigned radio channels;
4. exercising control over all assigned radio channels;

5. initiating ali-call, group-call, and individual selective~call transmise<ions
on any assigned radio channel;

6. recording and playing back telephone and radio messages selectable by channel
number and start times (facilities on secondary aud supervisory control consoles).
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6.1.2 Mechanical characteristics

1. Each console shall be a desk with turret and writing surface, associated
tape recorder and repro ar, and two matching swivel chairs mounted on carpet
rollers.

2. Cons.le design and characteristics shall conform to current human engi-
neering standards.

3, Writing surface shall be not less than 15 in. nor more than 19 in. deep.
4. Writing surface shall be 29.5 * 1 in. above the floor.

5. Leg-leveling devices shall be provided at each point where the console
contacts the floor.

6. Writing surface shall be a high-pressure bonded-plastic laminate with
finished edges.

7. Finish of the metal surfaces shall be vinyl polyester baked enamel
applied over primed surface or an approved equal in quality and durability.
Color chips shall be provided to the owner for color selectiom.

8. A multidrawer pedestal shall be provided in each side of the console ex-
cept in consoles containing cathode-ray tube displays, which shall have only one.

9. Electronic equipment mounted inside the console shall be mounted on
equipment mounting racks that can be swung out 90° on plug-in modules or by
another approved method for ease of access.

6.1.3 Electrical characteristics

6.1.3.1 Solid-state circuitry. This shall be used throughout the console.
Plug-in sealed reed relays will be considered solid-state relays.

6.1.3.2 Radio interface controls. Multiple-position consoles shall be de-
signed with one position designated as a supervisory position with positive con-
trol of all channels, including backup mode selection; the other positions shall
be designed as dispatch positions. Multiple- and single-position consoles shall
include all controls and displays for complete control of each assigned radio
channel. These basic features shall include but shall not be limited to the
following:

digital clock (24 hr.) with LED display,
selected channel speaker with volume control,
unselected channel speaker with volume control,
selected-audio-to-speaker-or-headset switch,
channel-select switch for each assigned channel,
monitor-select switch for each assigned channel,
all-channel select switch,

group-channel sziect switch,

all-channel mute with timed restore switch,
phone patch control for each assigned channel (not required on secondary
console),
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l11. channel cross-connect (to interconnect any two radio channels - not required
on secondary console),

12. call-light of approved color for each assigned receive channel,

13. transmit light (red) for each assigned transmitter,

lé. transmit switch for each channel,

1 mode select for each channel with more than one mode of control,

16. mute switch (15 to 20 dB) for each assigned channel,

17. repeater disable switch for each channel,

18. foot-operated transmit switch,

19. volume control for selected channels,

20. volume control for unselected chaunels,

21, Vu meter,

22, remote centrol of channel selection in sevvice vehicles,

23. microphone,

24. jacks for two headsets,

25. alert tone annunciator (momentary actuation),

26. alarm tone annunciator with manual reset switch,

27. intercommunication switch,

28. spring-loaded digital bypass switch,

29. ac utility strip (120 V),

30. annunciator activated by use of pound (#) button on tone pad of mobile unit
to alert operator.

6.1.3.3 Forty-channel recorder. As specified below, this shall be provided
near the supervisory control console in the maintenance shop and connected into
the console to record radio and telephone traffic on circuits assigned to the
console. The specifications include the following:

1. The recorder installation shall be standard Dictaphone Corporation,
Stancil-Hoffman Corporation, or Magnasync/Moviola Corporation equipmen:t. The
recorder shall include automatic gain control on each channel, time-code anno-
tation, automatic scanning, and failure alarm.

2. A forty-channel reproducer shall be provided with the recorder, shall
be of the same manufacture as the recorder, and shall include automatic scanning,
time code rcadout, two headsets, bulk tape eraser, tape splicer, head demagne-
tizer, and cieaning kit.

3. The rep.oducer shall be suitable for mounting on a table or on the floor
for operation. The recorder shall have two identical transports and shall be
contained in an upright locked cabinet suitable for free-scanding floor mounting.

4. The following accessories shall be provided: 3 spare 10.5 in. tape
reels; 1 head cleaning kit; 1 lubricating kit; 1 head demagnetizer; 1 bulk type
degausser; | mo itor headset; 2 sets of maintenance manuals; 2 sets of operator's
instruction manuals; and 30 reels of magnetic audio recording tape, l in. wiage,
l-mil. Mylar, 3600 ft. on 10.5 in. reels.

6.1.3.4 Twenty-channel recorder. As specified below, this shall be near
the secondary console in the alternate facility and connected into the console
to recerd radio and telephone traffic on circuits assigned to the console:
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1. Twenty-channel audio tape recorder, Dictaphone Corporation Series 4000 or an
approved equal with digital time generator, auto-search option, and fail-safe
option and

2. Portable twenty-channel tape reproducer, including digital search, reproducing
amplifiers, and loudspeaker; must be suitable for reproducing recordings made
on recorder specified in 6.1.3.4 item 1.

3. The following accessories shall be provided: 3 spare 10.5-in. tape reels,
1 head cleaning kit, 1 lubricating kit, 1 head demagnetizer, 1 bulk tape de-
gausser, | monitor headset, 2 sets of maintenance manuals, 2 sets of operator's
instruction manuals, 30 reels of magnetic audio recording tape, 1 in. l-mil.
Mylar, 3600 ft. on 10.5-in. reels.

6.1.3.5 Western Electric equipment. This shall be incorporated into each
console to interface with the public-switched telephone system.

6.1.3.6 Switches. All console switches shall be push-on, push-off type
with LED, or long-life incandescent lighting of the switch labeling.

6.1.3.7 Bell Telephone System equipment locations. Dedicated lines and
terminal equipment shall be provided in the system to implement ring-down cir=-
cuits between the supervisory control console and each of the following loca-
tions: secondary console in the alternate facility, police department dispatch
room, fire department dispatch room, airport control consoles (one circuit shall
include both consoles at the airport), and Emergency Operations Center (EOC).

6.1.3.8 Installation. All system channels that have a transmitter speci=-
fied for installation at the transmitting site shall be assigned to the super-
visory control console to be provided in the maintenance shop. All system
channels that have a transmitter specified for ianstallation at the airport shall
be assigned to both control consoles to be provided at the airport. The four
service channels shall be assigned also to the secondary control console to be
provided in the alternate facility.

6.1.3.9 Approval. The contractor's proposed console design shall be sub-
mitted to the owner for aporoval within four months after award of contract.
Thirty days shall be scheduled for receipt of approval.

6.2 Methods of Improving Reliability
The major constraint upon increased reliability is cost, but pouring money
into a system will not ensure a high degree of reliability. Reliability is a
function of overall system engineering. A few of the factors that should be con-
sidered to increase the reliability of a communication system or link are listed
below:

1. competent operations and maintenance personnel trained to perform effectively
on their own initiative during an emergency;

2. quality equipment that has been installed correctly;
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3. backup radio transmitters, receivers, power supplies, and modems that can
be switched into a communication circuit either automatically or manually;

4. physical protection against unauthorized access and pilferage;
. alternate wireline or radio-frequency channels;

consideration of such environmental factors as temperature, dirt, insects,

5
6
lightning, and humidity; and

7. sesgndarv command and control center with redundant equipment and emergency
power,
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7. SYSTEM APPROACH

7.1 System Procurement and Implementation

A facility that requires a security communication system will probably have
established procurement and implementation policies and procedures which en-
compass a variety of methods to obtain the needed system. Five typical methods
are discussed below with basic advantages and disadvantages of each.

7.1.1 Sole source procurement

The most rapid method is for the facility personnel to establish basic com-
munication requirements and then negotiate with an equipment vendor for the
design and implementation of the system. In addition to its rapidity, this
method has two other basic advantages:

1. The vendor will probably have an experienced engineering staff that is
familiar with the most recent pertinent technology and is engaged in the design
of communication systems on a regular basis.

2. The vendor may be made responsible for the design, implementation, and
performance of the system installed. This single source of responsibility
minimizes the coordination and staffing required of the facility to get the
system operational.

Three basic disadvantages of negotiating with a vendor to design and imple-
ment the security communication system are the following:

1. This method involves no competition for the facility's business; conse-
quently, the cost of obtaining a system through this method will probably be
the highest of the various methods discussed.

2. The vendor's business is to produce and sell equipment, and the maintenance
of an engineering staff is a means to that end. The system designs developed
by an equipment vendor will most certainly be compatible with the characteris-
tics of the vendor's stardard line of merchandise. This situation may result
in design compromises to accommodate equipmert characteristics rather than in
an objective design based upon system requirements.

3. Proper evaluation of the vendor's design for the system and of the cost
of the installed equipment requires experienced communication system engineers
who know the current prices of similar systems installed by other vendors and
who represent the facility in the negotiations with the selected vendor.

7.1.2 Design and implementation contractor selec%ed through bidding

A second method that i+ slightly slower than the first discussed is to
solicit technical and price proposals from several vendors for the design and
implementation of the system. This methnd has both the basic advartage of
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price competition and those mentioned for the first method. The staffing re-
quired to prepare the reo:~st for proposals is greater than that of the first
because more detailed requirements must be defined to provide a basis for com-
petitive proposals. The difficulty (mentioned for the first method) in ob-
taining an objective system design increases for the second because of price
competition. The major difficulty in evaluating the proposals is that the
competing vendors will seldom approach the system design in the same way, and
comparing the proposals may be like comparing apples with oranges.

7.1.3 Owner design and build

A third method that can be very rapid is for the engineering staff of the
facility to design the system, the facility to procure the equipment and ma-
terials and implement the system with the facility's personnel. The equipment
may be simply purchased from the vendor or procured through a competitive bidding
process. The advantages and disadvantages of the two processes are the economic
difference between them. Competitively bid prices for communication equipment
may be 20 to 40% below the vendor's published 1ist prices. The staffing re-
quired for this method is obviously greater than that of the methods discussed
above. The facility's engineering staff may or may not be familiar with the
most recent pertinent technology and may or may not have the experience gained
from the design and implementation of communication systems on a regular basis.
The facility's design and implementation must be considered in the use of this
method since it may be either an advantage or a disadvantage. The use of this
method minimizes the involvement of the vendor and reduces the responsibility
from overall system quality and performance to responsibility for the quality
and performance of only the system components purchased from the vendor. The
division of responsibility creates difficulties in the event that the installed
system requires modification or adjustment of the components to satisfy the
system requirements.

7.1.4 Owner desiagn and contractor build

A fourth frequently used method is the same as the third, except that the
system installation is contracted rather than implemented by facility personnel.
This method requires more time than any of the others because additional time is
required to negotiate or solicit, receive, and evaluate bids for the installation
work. This method requires less staffing than that of the third and it further
divides the responsibility for system perfirmance by involving the installation
contractor,

7.1.5 Consultant design and contractor implementation

A fifth method that requires more < i-e than the others is to obtain the
services of a consulting communication engineering firm to design the system,
prepare bidding documents, assist with the solicitation and evaluation of
bids, and safeguard the interests of the facility in its relations with the
implementation contractor. As in the first and second methods, this methed
will have the advantages of minimal staffing required by the facility, the
designer's knowledye of the most recent pertinent technology, and experi-
ence gained from regular involvement in communication system design. This
method affords price competition and more objectivity in the development of
the system design than any of the vendor design methods because the consul-
tant can act as an impartial third party and has only his reputation to pro-
tect. The net result is that the consultant wants to get the best possibie
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system fgr the money for the owner and des’res to see the contractor treated
fairly.46 The evaluation of the bids for implementation of the system will be
simplified by the use of this method since the bidders will all be bidding on
the same system design. The principal disadvantage of this method, compared
to those discussed above, is the additional time required to select and hire
the consultant.

7.2 Legal

The FCC Rules and Regulations (especially Parts 89 and 91) contain the
bulk of the Tegal restrictions that must be observed when designing and imple-
menting a wireline or mobile radio communication system. These rules and regu-
lations, in turn, identify FAA restrictions on tower heights, painting and
lighting, and EPA Environmental Impact Statement requirements as previously
discussed. In addition, many areas have local and state laws which may affect
design requirements, especially those concerning radio-wireline interconnection,
tower design, fencing, fuel storage, building design, wiring, lightning pro-
tection systems, etc. One good example is the use of an entrance plate where
one or more coaxial cables enter a building. Some local codes require that
this plate be metal with all the coaxial cable shields grounded to it and the
plate then grounded to an earth ground. Other codes require that this plate
be an insulator and that all the coaxial cable shields be grounded to a common
point outside of the plate and that the common ground be directly connected
to an earth ground. The accepted communication system codes and standards of
the EIA and the National Bureau of Standards, presented in Appendices VI and
VII, must be augmented by local codification and invocation of Underwriters
Laboratories and National Fire Protection Association specifications.

7.3 Technological

The state of the art in the communication disciplines is advancing at an
ever-increasing pace. Exploitation of 800-MHz frequencies for mobile radio
communications, automatic mobile radio and public-switched telephone system
interconnection, digital control techniques, digital squelch circuits, high-
powered all-solid-state transmitters, receiver voting comparators using digital
logic, and subminiature transceivers are a few of the recent innovations to
affect the design of mobile radio communications systems. Current advertising
through bulk mailings, trade journals, and buyer's guides furnishes ready
access to names of companies that manufacture and sell communication equip-
ment and stand ready to furnish information concerning the capabilities of
the equipment they offer.

7.4 Economics

A careful trade-off analysis must be made of the relative cost vs. opera-
tional advantage of the available practical approaches during the system re-
quirements analysis. This trade-off should be made on the basis of the total
system life cost as discussed in Appendix IV. If the best operational system
that meets the required objectives cannot be funded, a lesser system must be
implemented or a useful part of the ultimate system must be funded and firm
plans made to implemert the remaining parts at a later date.
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7.5 Natural

Natural restrictions to communication system design and implementation
are the most inviolable of all constraints. The following trade-offs, which
must be made during the desian process, establish the basis for the economic
trade-offs mentinned above: (1) propagation characteristics vs. frequency,
(2) frequency vs. antenna gain, (3) antenna gain vs. antenna size, (4) antenna
height vs. antenna gain vs. power output vs. Ssystem range, (5) antenna height
vs. real estate required for tower, (6) antenna size vs. antenna height vs.
tower wind survival rating, (7) mobile and portable power output vs. voting
receiver locations, (8) channel bandwidth vs. channel gain vs. information
flow rates, (9) system complexity vs. system reliability, and (10) manual sys-
tem functions vs. automatic system functions vs. reliahility.

7.6 System Implementation

A complete set of well-written procurement documents embodies the design
of the system and the desired method of implementation as well as ancillary
requirements such as personnel training, maintenance, spares, support, etc.
The procurement documents are legal documents that can be used to select the
implementation contractor and form a legal agreement between *he contractor
and the purchaser. The following items are typical of a complete set of pro-
curement documents:

notice to bidders,

instructions to bidders,

proposal form,

list of abbreviations,

general conditions of agreement,

supplementary conditions of agreement,

special conditions of agreement,

unit price schedule,

. general specification,

10. physical facility construction and modifications,

11. detailed equipment specifications, including control consoles, paging
transmitters, base stations, repeaters, control stations, remote control units,
voting receivers, voting comparators, portable radio units, mobile/portable
convertible radio units, mobile radiotelephone units, pocket paging receivers,
voice recorders, towers and antennas, microwave terminals, inicrowave repeaters,
emergency power units, batteries, multiplex equipment, lightning protection,
guarantee period service, training, and spares.

OWONOO S WM

7.7 System Support

Lack of system support after implementation dooms a system to an early
demise. Every system must be supported by an adequate supply of trained
or2rating personnel, trained maintenance personnel, operating and expendable
spares, maintenance spares, system documentation, system updating, and means
for sysiem retirement and replacement at end of useful life.
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7.7.1 Personnel training

Operation and maintenance personnel can be trained by the owner, a sep-
arate agency, or the implementation contractor. The following exemplary speci-
fication i1lustrates the points that should be included in a personnel training
program and the methods by which they can be specified.

7.7.1.1 General. General considerations include the following.

operating entity who will use the system. Each person shall be provided not
less than 3 hr./day training on two separate days, not less than one week and
not more than two weeks apart for dispatch personnel, supervisory personnel,
and maintenance personnel. The number of trainees in any single training ses-
sion shall not exceed 15.

Mobile and portable radio operators shall each be provided two training
sessions as described above, exc pt the minimum training period for each ses~-
sion may be 1 hr., and the maximum number of trainees in any single session may
not exceed 25.

2. Training sessions shall include system description, equipment descrip-
tion, system operation, and a question-and-answer period.

3. Schadule the training sessions with the owner and allow 2 weeks notice
before each session. Begin the training sessions at each dispatch center with-
in 15 days after the installation is complete and the system operable.

7.7.1.2 System description. The following points should be covered in the
training session.

l. Two training sessions will be provided for the personnel of each
|
|
\

1. The description of the entire system should include system configura-
tion, equipment, and operation; use charts, diagrams, photographs, and audio-
visual aids to convey an understanding of the system; and discuss the capabili-
ties and limitations of the system and the implemented provisions for system growt

2. A description of emergency communication facilities should show their
relationship to the police, fire, and public works communication facilities
and include descriptions of the configuration, equipment, and operation of the
communication facilities of each department, using visual aids to convey the
information.

7.7.1.3 System equipment. To familiarize personnel with the equipment,
take the following measures.

1. Include detailed descriptions of the equipment comprising the system,
using actual items of equipment.

2. Describe all the equipment, including mobile units, portable units,
equipment located at the receiver sites, equipment in the maintenance shop,
and equipment at remote sites. Discuss the capabilities and limications of
the various items of equipment.




7.7.1.4 System operation. Trainees should become thoroughly familiar
with the equipment.

l. 1Include a detailed demonstration of the operation of the particular
department's system with the maximum practical participation by the dispatch
personnel. Demonstrate proper dispatching procedures and common errors made
by dispatchers. Inform all dispatchers of the content of the FCC Rules and
Regulations that govern dispatching operations.

2. Demonstrate the operation of the mobile and portable units, equip~-
ment at repeater sites, and equipment at the dispatch center. Demonstrate
both normal and emergency capabilities of the system to provide communica-
tions for each department in the demonstrations.

7.7.1.5 Question-and-answer period. Include a period for questions by

the participating personnel and answers to the questions presented. Make
every reasonable effort to achieve complete understanding of the system and
its operation by the personnel who will operate the system.

7.7.2 Operating and expendable spares

Operating and expendable spares consist of such items as printer paper,
recorder tape, fuel for emergency power units, ribbons, pens, etc. Attempt -
to save money by skimping on quality or quantity of these items usuilly in-
creases total system 1ife costs (see Appendix IV).

7.7.3 Maintenance spares

[f the implementation contractor provides comprehensive guarantee service
for an initial operating period, usually 6 or 12 months after system accep-
tance, and the owner keeps good records during this period, the owner can
determine the type and quantity of maintenance spares that should be main-
tained. A spare parts inventory guarantee by the implementation contractor,
as reflected in paragraph 7.7.3.6 of the exemplary Guarantee Period Service
Specification below. will ensure that spare parts are available when needed.

7.7.3.1 General. The contractor shall furnish the owner with a written
guarantee on all workmanship, materials, and equipment provided by the con-
tractor. The written guarantee shall be made out to the owner in a form
satisfactory to him, guaranteeing all the work under the contract to be free
from faulty materials in every particular, free from improper workmanship,
and free from damage from usual wear; and agreeing to replace »r L. re-execute
without cost any work that may be found to be improper or immerfect and to
make good all damage caused to other work or materials due to such defective
work or due to its required replacement or re-execution. This guarantee shall
cover a period of one year from the date of final acceptance for all work under
the contract. This guarantee must be approved by the owner prior to accep~-
tance and final payment. The final acceptance, payment, or any provision in
the contract documents shall not relieve the contractor of the responsibility
for neglect, faulty materials, or workmanship during the period covered by
the guarantee.
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7.7.3.2 Scope. The system and its components shall be maintained during
the period of the guarantee at levels of performance equal to or better than
specified.

7.7.3.3 Repairs.

1. Base station and repeater equipment. Within a maximum period of 4 hr.
notice to a designated service station, the contractor's technician shall arrive
at the station location to perform the service required to restore the station
equipment to specified performance levels. This service must be provided at
any time of day or night and as often as required, except on Sundays and desig-
nated holidays. On Sundays and designated holidays, provide the same service
as described above, except the maximum response time may be increased from &4
to 6 hr. after notice.

2. Mobile and portable equipment. Mobile and portable equipment brought
to the designated service station should be repaired on a first-come, first-
served basis. Equipment shall be received at designated service stations for
repair at any time between the hours of 8:00 AM and 5:00 PM of any day othe
than Saturdays, Sundays, and designated holidays.

3. Equipment definition. Equipment shall include all transmitters, re-
ceivers, recording equipment, ccntrol circuitry, interface circuitry, batteries,
emergency power units, antennas, antenna towers, tower lights, transmission
lines and ancillary items furnirhed and installed by the contractor as part of
the system. The only items of equipment excluded from this requirement are
portable radio batteries.

4. Temporary repair. in the event that a permanent repair cannot be
completed within 4 hr. cf arrival at the owner's premises or the arrival of
the mobile or portable equipment at the designated service station, temporary
repairs may be made to place the equipment in operation. Equipment that has
been temporarily repaired shall be permanently repaired within five calendar
days.

5. Inability to repair. In the event that the contractor's personnel
cannot complete permanent or temporary repair within 8 hr. of arrival at the
owner's premises or the arrival of mobile or portable equipment at the service
station, the faulty equipment shall be replaced with equal or better equipment
and the equipment shall be left installed until the owner's equipment has been
permanently repzired and placed back in service. In the event that temporarily
repaired equipment cannot be permanently repaired within five calendar days,
it shall be replaced with equal or better equipment and the equipment shall
remain installed until the owner's equipment has been permanently repaired
and placed back in service. In no event shall any base, mobile, or portable
radio station remain out of service for a period longer than 8 hr. due to con-
tractor's failure to repair or to replace equipment with a satisfactory sub-
stitution.

7.7.3.4 Preventive maintenance and inspection. The contractor shall per-
form a complate inspection of the system beginning 90 days before the expiration

of the one-year guarantee period and report the results of this inspection tc
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the owner in writing no later than 30 calendar days prior to the expiration of
the one-year period. This inspection shall include all equipment and systems
and a determination that the equipment is operating in accordance with the FCC
Rules and Regulations, the original manufacturer's specifications, these speci-
fications, and the needs of the owner. Perform any repairs to the equipment

to nprovide operation in accordance with such rules, regulations, specifications,
and needs.

7.7.3.5 Extra services. Upon written request of the owner and at rates
effective at the time of performance, the contractor shall do the following.

l. Reinstall any communication equipment in vehicles or at locatious different
from where originally installed.

2. Repair and restore to normal operating condition any communication equipment
not forming a part of the system as defined in this document, but forming a part
of the owner's system.

3. Make improvements in the owner's communication system which are possible as
& result of technological improvements.

4. Repair or replace any of the owner's equipment damaged by malicious mischief.
5. Replace portable radio batteries.
6. Replace or repair equipment damaged by causes beyond control of contractor.

The owner shall agree to pay promptly upon rece.pt of invoice for all autho-
rized extra services.

*  7.7.3.6 Spare parts inventory. An inventory and supply of all replace-
ment parts for the system shall be guaranteed to be available from the manufac-
turer of the system for a l0-year period from the date of final acceptance of
the system by the owner.

7.7.3.7 Telephone and office. The contractor shall maintain an office
with a telephone and staff capable of dispatching contractor's service personnel
at any time (24 hr/day, seven days/week).

7.7.3.8 Holidays. Nine holidays in the year may be designated by the con-
trector but must be approved ty the owner.

7.7.3.9 Designated service station. Prior to the final acceptance of tle
system by the owner, the contractor shall designate the name, address, an’ tele-
phone number of the service station or stations and the name, address, rnd tele-
phone number of the individual to represent the contractor with regard to the
contractor's obligations under the provisions of the guarantee.

7.7.4 System documentation

System documentation must contain operation, maintenance, and trouble-
shooting aids to system use and upkeep. The following exemplary specification
paragraphs illustrate how such aids can be specified:
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7.7.4.1 Handbook. Three copies of a handbrok to include all equipment
with complete theory of operation, construction details, intercable aiagrams,
layout drawings, assembly drawings, alignment procedures, wiring diagrams,
schematic diagrams, replacement part numbers, and troubleshooting guide shall
be prepared for each installation.

7.7.4.2 Manufacturer's manual. A copy of each manufacturer's manual per-
taining to equipment located at each of the centers shall be appended to the
handbook for the center.

7.7.4.3 Complete manual. One copy of a complete manual for maintenance
and troubleshooting, complete with wiring diagrams and schematics, for each ten
portable units, mobile units, and paging units that form a part of the system.
The manual shall be placed within a locked cabinet provided at the control
center. No fewer than 15 copies of any particular manual shall be provided.

7.7.5 System updating and replacement

The life expectancy of every system is a function of the original system
design and developments in the field of technolegy. This life axpectancy can
be realized to its fullest extent if the system is expanded and new technology
incorporated during its natural life; however, good system manajement dictates
that plans for system expansion and modernization go hand in hand with plans
for system retirement and replacement to provide continuous service. If good
management practices of this type are not employed, communications will be
found wanting when they are needed the most, usually during an emergency.

Such instances place the greatest strain on communication systems.

7.7.6 System retirement and replacement

Plans should be made to retire and replace the system at the end of its
useful life. These should be made on the basis of total system life cost, as
discussed in Appendix IV.
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9. GLOSSARY

Adjacent channel - The next higher or lower frequency assignment. Very-high
frequency high-band channels are 15 KHz, and ultra-high frequency channels
are 25 KHz apart.

Adjacent channel interference - Interference caused by a signal in the next
higher or the next lower frequency assignment or by a signal on an ad-
jacent cable or pair of wire (usually called cross-talk).

Ampere - A measure of electric current, usually symbolized by the letter "I."
Ohm's Law, which may be proven empirically, states that current, voltage
(E or V), and resistance (R) are interrelated by E = I x R. This may be
expanded in circuits containing reactance (X), which is caused by induc-
tors and capacitors by the conjugate expression E = I x Z, where Z =
R+jX, where j is the square root of (-1), and Z the impedance of the circuit.

Amplitude distortion - Differences between the amplitude vs. fregquency char-
acteristics of the received signal and the originally transmitted signal.

Amplitude modulation - Transmission of information by changing the amplitude
vs. time characteristics of a carrier fregquency.

Antenra - A component which converts radio-frequency electrical energy to
electromagnetic energy and vice versa.

Aperture area - Often called "effective aperture area,” ratio of power re-
ceived by an antenna to the power density (Poynting vector) of the inci-
dent electromagnetic energy. The aperture area of a short (less than
1/2 wavelength) dipole is 0.119 times the square of the wavelength of
the incident energy.

APBX - Automatic private branch exchange, an internally programmed (automatic)
switching device used to switch telephone trunk l1ines with subscriber
irstruments.

APCO - Association of Public Safety Communication Officers.

Arrestor, lightning - The generic class of components used to conduct high-
voltage surges to ground with minimum damage and the class of components
used to neutralize static charges before they attract a lightning strike.

Atmospheric noise - Noise in a receiver contributed by static discharges in
the atmosphere.

Attenuation - The diminution of a signai vetween two points in a communication
channel or between two points in an electrical circuit, usually expressed
in dB.

Audio frequencies - Frequencies to which the human ear is sensitive, usually
considered to be 30 to 20,000 Hz.
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Azimuth - Connotation of angular measurement in a piane tangent to the earth
at the location specified or being described.

Band-pass filter - A filter that will permit signals in a selected freguency
band to pass through and will prohibit the passing of signals of other
frequencies.

Band splitting - The process whereby established bandwidths of frequency assign-
ments are reduced to make room for additional frequency assignments.

Bandwidth - The effective frequency spectrum occupancy of a signal, also used
to designate signal-handling capabilities of a communication circuit or
a componert in a communication circuit.

Base station - A radio station that remains in a fixed location and communi-
cates with other base, mobile, or portable stations.

Biphase - Binary modulation scheme in which the change from one state to another
is represented by a 180° shift in the phase of the carrier frequency.

Bit - Contraction of “"binary digit" which is the smallest unit of information
in a digital binary system. Represents the decision between a one and a
zero condition.

Building loss - The propagation attenuation which an electromagnetic signal
experiences when passing through portions of a building.

Burc* tone - An audio signal of very short duration used for signaling (e.g.,
deactivate the squelch circuit of a receiver).

Call-light - Lamp or other indicator that can be remotely actuated in a mobile
unit by a dispatcher to inform the operator of the mobile unit that he
should call the dispatcher. Such a device obviates repeated calls to a
mobile unit when the operator temporarily leaves the vehicle.

Capacitance microphone - A microphone in which one plate of a capacitor is
moved in correspondence to the input audio waveform, causing a subsequent
change in capacitance of the circuit in which it is connected.

Capture effect - The phenomena exhibited by a FM receiver in the presence of
two on-frequency signals, one of which is 6 to 10 dB greater than the
ot.er; i.e., only the stronger of the two signals wiii appear at the out-
put of the receiver.

Carbon microphone - A microphone in which the input audio waveform impinges
upon a loosely packed volume of fine carbon granules, causing a cor-
responding chance in the electrical resistance across the volume and a
subsequent change in current flow in the circuit to which it is connected.

Carrier frequency - The sinusoidal frequency output of a transmitter in the
absence of any information signal modulation.
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Cavity - A device filled with air or low dielectric material used as a tuned
circuit low-pass, high-pass, band-pass, or band-reject in a radio-frequency
transmission system between an antenna and a receiver or transmitter.

Channel - A continuous link composed of input transducer, interconnecting
electrical (or electronic) medium, and output transducer which may be
used to convey information from one point to another. Also used to de-
note that portion of the radio-frequency spectrum assigned to a par-
ticular frequency setting of an intercommunicating group of radio sta-
tions.

Cellular system - A mobile radio system which covers a large area through use
of a series of cells. Each cell has its own repeater, or repeaters, and
a frequency assignment pattern which permits reuse ,f frequencies in cells
that are not in juxtaposition. Simultaneous calling or paging in the
cells permits locating a mobile or portable unit and computer control to
switch transmitters and receivers to maintain contact with the unit after
it has been located, until the communication with the unit is terminated.

Circulator - A device which will permit electrical energy to pass in one direc-
tion only.

Circuit - A cha-1el ir which the interconnecting medium may be considered to
be composea of wireline. Also used to denote a group of electrical and/or
electronic components (resistors, transistors, capacitors, etc.) inter-
gonnected by conductors and designed to produce a particular transfer
unction.

Co-chanrel interference - Interference caused by a signal on the same frequency
assignment or caused by a signal on the same cable or pair of wires.

Coded squelch - See Continuous Tone Code Squeich System.

Community repeater - A repeater that provides service for several groups of
users anc separates the groups by coded squelch operation. No two groups
of users can employ a community repeater simultaneously, but its use by
members of one group is not a distraction to members of other groups at
times when they do not wish to access the community repeater.

Compandors - Contraction of compressors and expanders. Electronic equipment
which compresses the frequency, amplitude, or frequency and amplitude
characteristics of a signal for radio transmission (to conserve spectrum
usage) and expands a received signal to reconstitute the originally gen-
erated signal.

Continuous Tone Code Squelch System (CTCSS) - The use of subaudible tones to
remotely control a device. The CTCSS is commonly used to activate the
audio circuitry of a radio receiver only when a companion transmitter is
transmitting and to maintain the receiver in a muted condition when any
other transmitter is transmitting. Signals other than subaudible tones
may be used, such as a burst of audible tone, two or more sequential
tones of different frequen jes, or a code sequence. The trade-off is
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the number of discrete addresses that can be given vs. the time to transmit
the coded address. If sufficient codes are available, a different one can
be assigned to each receiver in a net and only the station being called
will hear the trarsmission; this is often called "selective-calling."”

Control point - Location where transmitter can be activated and deactivated.

Control station - A base station that performs as a control point, transmits
on the input frequency of a repeater, and receives on the ouﬁput frequency.

Cross-mc 'slation - The inadvertent transfer of modulation information from one
carrier to another. Usually caused by faulty equipment or system designs.

Cross-talk - The inadvertent transfer of information from one communication cir-
cuit to another. Usually caused by faulty wireline installation or poor
tuning of a multiplexer.

CTCSS - See Continuous Tone Code Squelch System.

d8 - Decibels, or one-tenth of a Bell, which is a measure of relative signal
power. The dB difference between two power levels is equal to 10 times
the logarithm of their quotient. The dB difference between two voltage
or current levels is equal to 20 times the logarithm of their quotient.

Desensitization - Reduction in apparent sensitivity of a receiver caused by
interfering signals.

Dielectric - A substance in which the outer electrons of the individual atoms
are not easily detached, as opposed to a conductor in which the outer elec-
trons migrate easily from atom to atom. The measure of dielectric effect
is "permittivity," usually denoted by the Greek letter epsilon, but de-
noted in this report by "e" and expressed in farads per meter. The ve-
locity of electromagnetic radiation in a dielectric medium, which is not
magnetic, is given by the expression v = 1/ ve.

Diffraction - The nonreflective perturbation from straight-'ine propagation of
electromagnetic waves by an obstacle.

Digital modulation - The amplitude or frequency modulation of a signal by a
binary input as opposed to an analog (e.g., voice, music, etc.) input.

Dipole antenna - Electromagnetic radiator consisting of two equal elements that
are excited with a transmission line at the point where they are closest
together.

Directional antenna - An antenna which provides more gain (i.e., "focuses" the
energy) in one direction than in another.

Distortion - The undesired change in waveform that occurs between two points
in a coomunication channel.

Duobinary - See Biphase.
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Duplex - A communication path in which information can flow in both directions
simultaneously.

Duplexer - A communication channel component which is used to create a duplex
path by separating the energy used to convey information in the two direc-
tions. A duplexer used with a repeater, for example, directs the energy
from the repeater transmitter to the antenna and the energy received by
the antenna to the repeater receiver.

Dynamic microphone - A microphone in which the audio energy causes relative
motion between a magnet and a coil of wire, causing current to flow in
correspondence to the input audio waveform.

Earth curvature 10ss - The increase in propagatior loss over free-space 1oss
caused by the presence of a portion of the surface of the earth in or near
the propagation path.

EIA - Electronic Industries Association; see Appendix VI.

Elevation - The angle between the tangent to the earth's surface and the direc-
tion of maximum radiation of the antenna.

EPA - Environmental Protection Agency.

ERP - Effective radiated power, the radiated power in a particular direction
from an antenna which is the transmitter power out minus the transmission
line and mismatch losses plus the antenna gain in the particular direction.

FAA - Federal Aviation Administration, part of the Department of Transportation.

Fade - The reduction (often to the point of disappearance) of a signal caused
by perturbation in the transmission capabilities of the medium used be-
tween the sender and the receiver.

Fade margin - The safety margin of a communication channel which allows for
fades of a specified amount.

FCC - Federal Communications Commission, a board of commissioners appointed by
the President to regulate interstate electrical communication systems and
foreign electrical communication systems originating in .he United States.

Filter, band pass - A device used to pass frequencies within a particular por-
tion of the frequency spectrum and reject all frequencies outside that
portion.

Filter, band reject - A device used to reject fre?uencies within a particular
portion of the frequency spectrum and pass all frequencies outside that
portion.

Filter, high pass - A device used to pass all frequencies above a particular
frequency and to reject all frequencies below that frequency.
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First Fresnel zone - The first boundary between the region where reflecting
objects near the path between a receiver and a transmitter will cause re-
flections to be out of phase with the direct signal and the region where
reflecting objects near the path will cause reflections to be in-phase.
Each Fresnel zone is an imaginary ellipsoidal surface with the two foci
being the transmitting and receiving anternas.

Foliage loss - The propagation attenuation an electromagnetic signal experi-
ences when passing through vegetation.

Free-space loss - The propagation attentuation an electromagnetic signal experi-
ences when traveling through a vacuum.

Frequency inversion - A simple scrambling technique in which the audio-frequency
values of a modulating signal are divided into a constant (approximately
900,000) at the transmitter and the original audio signal is obtained at
the receiver by dividing the scrambled signal into the same constant.

Frequency modulation - Transmission of information by changing the frequency
vs. time characteristics of a carrier.

Frequency-shift keying (FSK) - Transmission of digital data by suddenly shift-
ing the frequency of the modulation impressed upon a carrier between two
states, one representing zero bits and the other representing one bit.

Front-to-back ratio - Gain of the antenna oriented to produce maximum signal
compared with the gain of the same antenna rotated 1800,

Full-duplex - The descriptor of a communication channel which has separate means
for conveying information in two directions (separate pairs of wires, sep-
arate frequencies, etc.) and communication in both directions can proceed
simultaneously. A good example is the common telephone.

Gain, antenna - Ratio of the power received by an antenna to the power that
would be received by an isotropic antenna in the same location. Note
that gain is a function of antenna orientation, and manufacturer's pub-
lished figures usually refer to the gain with the antenna oriented to
produce the maximum signal.

Gain-bandwidth product - The figure of merit of a communication channel which
determines the maximum amount of information that can be transmitted per
unit of time in the channel. The foundation work in this field is "Mathe-
matical Theory of Communication," by Shannon and Weaver, published by the
University of I1linois in 1949. A more recent monograph of this field is
contained in Chapter 41 of Ref. 29.

GHz - Giga-Hertz, 1,000,000,000 Hz.

Half-duplex - The descriptor of a communication channel which has separate means
for conveying information in two directions (separate pair of wires or sep-
arate frequencies), but only one direction can be used at a time. A good
e?auple is use of a radio channel which employs a repeater. See Full-du-
plex.
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Heaviside layer - The area ot ionized particles above the earth's atmosphere
which reflects radio frequencies, below a variable maximum frequency,
back to the earth. The maximum frequency shifts from day to night, from
season to season, and in 1l-year cycles, all caused by solar radiation.

Hertz - Measurement of frequency; 1 Hertz is an oscillation of one cycle per
second.

Heterodyne - The nonlinear combining of voltages (or currents) of two differ-
ent frequencies. When f1 and f2 are heterodyned, the resultant products
are fl, f2, fl1 +/- 2, 2fF1 +/- f2, 2f2 +/- f1, 3f2 +/- fl, etc. See
Appendix II.

High band - Contraction of VHF high band which is the informal designation of
the portion of the frequency spectrum between 150 and 173.4 MHz.

Horizontal angle - Azimuth angle between an arbitrary direction, usually North,
and direction of maximum radiation of the antenna.

Hop - Designation of portion of a microwave chain of stations between two ad-
jacent stations.

Hop length - Distance between the two adjacent stations of a hop.
Hz - Abbreviation for Hertz, q.v.
i.f. - Intermediate frequency. See Image frequency.

IFF/SIF - ldentification Friend from Friend and Selective Identification Feature,
a system of transponders used in aircraft and ships to identify particular
aircraft and ships, or groups of aircraft and ships, from each other and
to signify limited status changes such as "emergency," "lost," "hijacker
aboard," etc.

Image frequency - The undesired heterodyne product half of the product pair
fl +/- f2. The desired half is the i.f. frequency in a superheterodyne
receiver, as illustrated in Fig. 34.

Impedance - Denoted by the letter "Z." See Ampere.

Insertion loss - The measure of decrease of a signal caused by the introduction
of a particular component in a circuit. Insertion loss is usually mea-
sured in dB. See Attenuation.

IMTS - Improved mobile telephone service, commercial mobile radiotelephone ser-
vice offered by franchised telephone companies and radio common carriers.

Intermodulation interference - Interference signal created by the nonlinear
mixing of two or more signals of other frequencies. See Appendix II.

Intrinsically safe - Ability of electrical or electronic equipment to meet the
National Electrical Code, NFPA 70, which is concerned with the probability
of a particular item of equipment (radio transceiver, telephone, ampli-
fier, etc.) creating an explosion in a specified explosive atmosphere.
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Isotropic antenna - A theoretical electromagnetic radiator, used as a standard
of comparison, which radiates energy uniformly in all directions.

Kennelly-Heaviside layer. See Heaviside layer.
KHz - Kilo-Hertz, 1000 Hertz.

Knife-edge gain - The decrease in propagation loss from earth curvature loss
and obstruction loss caused by the presence of a sharp edge (mountain
ridge, barn roof, etc.) in the path between a transmitter and a receiver
and approximately at right angles between the transmitter and receiver.

LED - Light-emitting diode, a semiconductor device which emits visible light
when excited with an input voltage above the device's threshold voltage.

LORAN - Acronym for Long Range Navigation, which is a hyperbolic navigation
system developed by the U.S. for over-water navigation of ships and air-
craft.

Low band - Contraction of VHF low band which is the informal designation of the
portion of the frequency spectrum between 25 and 50 MHz.

Masking - A scrambling technique in which a pseudo-noise signal overlays an in-
forma*ion signal at the transmitter and the original information signal is
ob*» .ed at the receiver by apriori knowledge of and removal of the masking
signal.

MHz - Mega-Hertz, 1,000,000 Hertz.

Microphone - A transducer that converts sound (acoustic) energy to electrical
energy.

Mobile relay station - Term used by the FCC to denote a radio repeater, that is,
a fixed base station that receives on one frequency and automatically ' .
transmits the received information on a second.

Mobile station - Radio transceiver mounted in a vehicle for use while the ve-
hicle is in motion.

Modem - Equipment for modulation-demodulation that converts an input signal in-
to a form that can be transmitted over a radio or wireline and converts a
received signal into the same format as the original input signal at the
companion modem. Types of modulations commonly used on the transmission
media between modems are frequency-shift keying (FSK), duobinary, biphase,
quadraphase, pulse-width modulation, pulse-position modulation, and non-
return to zero (NRZ).

Monopole antenna - Electromagnetic radiator consisting of an element projecting
above a ground plane that is excited with a transmission line at the point
where it is closest to the ground plane.

Multiplex - Term denoting the process or equipment used to combine several dif-

ferent communication channels onto a single carrier for transmission and
vice versa. The reverse is often referred to as "demultiplex.”
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Multiplexed channel - A radio or wireline communication path (channe'!) used
to convey two or more separate communication signals simultaneously.

NABER - National Association of Business and Educational Padio.

Ninety percent (90%) coverage - The probability that over 90% of a given area
will have the specified type of communication at least 90% of the time.

Noise - Interference energy that reduces the ease of receiving desired infor-
mation.

Nonreturn to zero (NRZ) - A type of digital encoding in which the carrier is
not permitted to return to a quiescent level between binary bits.

Obstruction loss - The reduction in propagated signal energy between a trans-
mitter and a receiver caused by a physical obstruction (building, mountain,
etc.) in the propagation path.

Octave - A measure of frequency, distance, or other continuity in which the
divisions occur every doubling (2, 4, 8, 16, 32, etc.).

Omega system - A worldwide navigation system sponsored by the U.S. Navy which
uses a series of fixed transmitters radiating a very stable signal in the
10-KHz frequency range.

Omnidirectional antenna - An antenna that radiates uniformly in all azimuth
directions.

Onsite telephone facility - Telephone switching equipment located on the sub-
scriber's premise.

Uperational fixed facility - A fixed radio station licensed by the FCC used
to communicate with a similar companion station.

OSHA - Occupational Safety and Health Administration.
PABX - See APBX.

Page - To issue a command or call for someone who does not have the means to
make an immediate reply.

Passband - The frequency spectrum which signals may occupy and pass through
the designated equipment or channel. The edges of the passband are usually
denoted by the frequencies where the channel attenuation is 3 dB less than
the frequency in th>» channel where the attenuation is a minimum.

PBX - Private Branch Exchange is a telephone system component that interfaces
trunk lines with local subscriber lines.

Phase distortion - Distortion caused by the different prcpajation ve'ocities
in different parts of the passband of a channel.
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Piezoelectric effect - The production of an electrical current (or voltage)
when a substance is subjected to mechanical deformation and vice versa.

Piezoelectric microphone - A microphone in which the deformation is produced
by the impinging acoustic energy and the output energy is used to actuate
an amplifier or transmitter.

Portable station - A radio station that can be moved from location to location
while being used.

Poynting vector - Density of power flow of electromagentic propagation, in
accordance with the expression P = 1/2(EXH*), where P = Poynting vector,
E = electric vector component of the electromagnetic propagation, and
H = magnetic vector component of the electromagnetic propagation. The
symbol "X" indicates vector cross product, and the asterisk means that
the complex conjugate is to be used.

Propagation - Transmission of energy between two locations.

Pseudorandom code transposition code - A transposition code in which the code
cycle length is of sufficient magnitude that it cannot be observed and
the transposition appears to be random.

PTT - Push-to-talk, designation of the circuit that responds to an operator
depressing a switch on the microphone of a transmitter and causes the
transmitter to produce a carrier.

Pulse-posit.on modulation - A modulation scheme in which the relative position
of information pulses with reference to marker pulses are used to convey
information.

Pulse-width modulation - A modulation scheme in which the relative widths of
the pulses in a pulse train are used to convey information.

Quadraphase modulation - A digital modulation scheme in wnich the binary digits
are taken two at a time producing the four couplets 00, 01, 10, and 11,
which are used to shift the carrier 0, 90, 180, and 2700 respectively.

Quieting - The reduction in receiver noise output caused by the introduction
of an input signal.

Radio horizon - The point where electromagnetic radiation from the observer's
location would be tangent to the earth's surface.

Radio station - A fixed, mobile, or portable radio transmitter and receiver
combination.

Random-code transposition coding - A transposition code in which the code cycle
never repeats.

Reactance - See Ampere.
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Receiver - A device for receiving electromagnetic energy on a particular fre-
quency and preseniing an analog representation of the modulation impressed
upon the received energy.

Reciprocity, Law of - The law which states that energy sources and energy sinks
in a linear system can be interchanged and the same amount of energy will
flow from source to sink. The appiication to radio systems is that the
attenuation from a base transmitter to a mobile receiver is identical to
that from the same mobile transmitter to the same base receiver.

Refraction - The bending of electromagnetic waves by passing through a medium
which has a gradation in dielectric constant orthogonal to the axis of
the radiation.

Rejection - The ability of a receiver to be unaffected by a potentially inter-
fering signal on a frequencv other than the assigned received frequency
of the receiver.

Remote control - The actuation of a device by othe~ than direct mechanical
transmission of energy.

Repeater - See Mobile relay station.
rf - Radio frequency.

Rolling code transposition - Transposition scheme in which the transposition
code is changed in a cyclical manner known only to the sender and receiver.

Selective-calling - See Continuous Tone Code Squelch System.

Selectivity - The ability of a receiver to reject a signal slightly to either
side of the assigned received frequency of the receiver.

Sensitivity - The measure of the minimum amount of input energy to a device
which will elicit the desired response.

Signal-to-noise level - The ratio of desired to undesired energy in a channel.

Simplex - Use of the same medium (pair of wires, frequency, etc.) for each path
of a two-way communication channel. See Full-duplex and Malf-duplex.

Simulcast - The transmission of the same information by two or more transmitters
simultaneously.

SINAD - Signal plus nofse and distorticn, a method of measuring receiver sen-
sitivity developed by EIA. See Refs. 47 and 48.

Single-sideband modulation (SSB) - A method of amplitude modulating a carrier
in which the carrier itself and one of the two sidebands are suppressed.
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Speaker - A * ~ansducer which converts electrical energy to acoustic energy.

Special raobile radio (SMR) - A system of base and mobile radio stations (first
described in FCC Docket 18262) which is much more elaborate than the com-
mon system of a base station interconnecting mobiles, portables, and con-
trol points. A SMR requires special licensing and is not applicable to
nuclear facility communication systems.

Spurious radiation - Undesired radiation generated as a by-product in an elec-
trical or electronic device.

Spurious response - Undesired reaction to an input signal (i.e., an undesired
transfer function).

Spurious response frequency - A frequency other than the desired to which a
radio receiver is sensitive.

Squelch - Receiver circuit that prevents the inherent noise of a sensitive re-
ceiver in the absence of input signal from being emanated by the speaker.
A squelch circuit can be actuated by an input carrier or by a signal im-
pressed upon the carrier. See Continuous Tone Code Squelch System.

Stored-program PBX - A PBX which employs a computer-type memory device for
storing the functions that are to be provided to each subscriber instru-
ment.

Substitution coding - A coding scheme in which a set of characters are substi-
tuted for the characters in the message in accordance with a prearranged
table (or tables).

System engineering - The logical design, implementation, and operation of a
system within an established set of limitations with an established ob-
jective.

TACAN - Tactical Air Navigation, a set of ground stations and airborne stations
which enable pilots to determine their course and location.

Telemetry - Use of radio techniques to display and record parameters measured
at a2 remo » location.

Terrain roughness loss - Propagation loss due to the deviation of the earth's
surface from a perfectly smooth surface.

Tone pad - Device used for encoding desired telephone numbers into a subscriber's
telephone as opposed to telephone dialing.

Transceiver - A combination of a radio receiver and a radio transmitter inter-
connected to enable use of either device.

Transducer - A device which converts energy from one form to another (micro-
phones, loudspeakers, thermostats, phonograph cartridges, etc.).
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Transfer function - The mathematical expression which defines the relationship
between the input and the output of a circuit, component, or device.

Transmitter - A device for generating racio-frequency energy on a desired fre-
quency with a desired modulation.

Transposition coding - Coding scheme in which craracters in a message are trans-
posed in accordance with preestablished rules.

Trunking - A technique whereby two or more communication media (wireline cir-
cuits, radio channels, etc.) are shared by several users.

Type accepted - Radio equipment approved by the FCC for licensing, sale, and
use.

UHF - Ultra-high frequency, denotes frequencies in the 400- to 1000-MHz spectrum.

VHF - Very-high frequency, denotes frequencies in the 30- to 400-MHz spectrum.
See High band.

Video - Frequency spectrum bandwidths necessary for transmitting television
picture information in real time, usually 4.5 MHz and wider.

Voice operated transmit (VOX) - A push-to-talk circuit operated by input voice
energy from a microphone.

Voltage Standing Wwave Ratio (VSWR) - The ratio of maximum voltage to minimum
voltage in a transmission line conveying radio-frequency energy. VSWR is
a measure of the mismatch in impedance between the source and the sink in
a circuit; the greater this mismatch, the greater the amount of energy
that is wasted by being reflected by the sink (load, antenna, etc.) to
the source.

Vot“ng receiver - Radio receivers used at multiple sites to ensure reception
from mobile and portable transmitters.

VU meter - Volume unit meter, a measuring device, usually installed on a con-
sole, which informs a radio operator of the audio level being sent to the
transmitter modulator.

Watt - Measurement of power; watts = volts X amperes. See Ampere.

Waveguides - Hollow conductors used for transporting microwave (above 1000 MHz)
energy.

Wavelength - The distance electromagnetic energy travels in one oscillation;
wavelength x frequency = velocity of propagation.

Wired-program PBX - A PBX in which the functions provided each subscriber's
instrument is wired into the device. See Stored-program PBX.
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of tables, formulas, and graphs used by microwave system designers. Some
of this material, such as the tables for antenna wind loading calculations,
path profile plotting information, and noise and power calculation nomo-
graphs are useful to mobile radio system designers.

Engineering Information, published by Collins ladio Division cf Rockwell
International (Publication 523-0699718-002A30, Feb. 15, 1974), is a free
publication available from Collins Radio and contains much of the infor-
mation in the GTE Lenkurt book (item 7).

A Methodology for Systems Engineering, by A. D. Hall, published by D. Van
Nostrand co., Inc., 1962, provides a sound foundation of system engineering
principles.

Microwave Mobile Communications, ed. by W. C. Jakes, Jr., and published by
John Wiley & Sons, 1974, is one of the most exhaustive collections of in-
formation related to the engineering design of mobile radio communication
systems available at the present time. This book is well organized,
thorough, easy to use, and is based upon the entire field of mobile radio
communications knowledge available at the time of publication. The ref-
erences at the end of each chapter are excellent guides for further investi-
gations and background information.

Linear Programming, by G. Hadley, Addison-Wesley Publishing Co., Inc.,
1962, 15 a useful text on the analysis of the effects of the variables
involved in determining total system 1ife cost.

Communication Svstem Design, by P. F. Panter, McGraw-Hill Book Company,
1672, is a well-recognized text that provides a more exhaustive mathe-
matical treatment of the subject matter in the GTE Lenkurt handbook

(item 7) and also delves into tropospheric scatter communication sys-
tems. Tropospheric scatter and ionospheric scatter communication systems
use the earth's troposphere and ionosphere, respectively, as implied by
the names, as mirrors to bounce radio waves between communication ter-
minals that are far beyond line of sight of each other.

lonospheric Radio Waves, by Kenneth Davies, Blaisdell Publishing Company,
1969, i1s an exhaustive text on communication systems that depend on iono-
spheric propagation techniques.

Reference Data for Radio Engineers, 6th ed., 1977, prepared by ITT and
published by Howard W. Sams & Co., Inc., is an excellent general hand-
book on all the diverse subjects communication engineers deal with.
This handbook is organized into 48 independent chapters, which run the
gamut from "Frequency Data" through "Filters," "Electron Tubes," "Opto-
electronics," "Navigation Aids,"” "Digital Computers," and “Information
Theory" to "Mathematical Tables." This book has been recognized as a
standard handbook through six editions since its original publication
in 1942,
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Cybernetics; or Control and Communication in the Animal and the Machine
by Norbert Wiener, published by the MIT Press, 1961. This and the publi-
cation listed in the following entry report on the basic work upon which
most of the current feedback control theory and communication theory is
based. They should be studied by anyone wishing a thorough grounding

in communications of any type.

Mathematical Theory of Communication, by C.E. Shannon and Warren Weaver,
Uﬁivers?ty of I11inois, 1949. This work lays the foundations for equating
noise, bandwidth, gain, and maximum possible information transfer of any
communication device or circuit.

The Physics of Microwave Progaeation, by D.C. Livingston, Prentice-Hall,
» provides the physics background for microwave propaga*ion in the

2- to 13-GHz frequency spectrum. This book will serve as a reliable

source for anyone who has a desire to understand the background of the

tables, graphs, and formulas furnished in items 7 and 8.

Fundamei.:-1s of Electric Waves, by H.H. Skilling, John Wiley & Sons, 1948.
s work provides the fundamental background for the subject matter treated
in item 17 above and in the two following items.

Antennas, by J.D. Kraus, McGraw-Hill, 1950, provides the basic theory of
antenna design and performance, especially helical antennas, which were
developed by Dr. Kraus.

Electromagnetics, by J.D. Kraus, McGraw-Hill, 1953, elaborates and expands
on the work by Skilling (Item 18). Skilling's work is more readable, but
Kraus delves more deeply into the subject.

Human Engineering Guide to Eguigment Desigy, by Morgan, et al., McGraw-
HiTT, rev. 1972. s and the book listed immediately below should be
understood by anyone specifying or designing any equipment that must be
used, operated, or manipulated by humans. An uncerstanding of human

factors engineering is vital to the efficient functioning of any system
operated by humans.

Human Factors Engineering, by E.J. McCormick, McGraw-Hill, 1964, tends
to be more involved with the interaction of the human and his environ-

ment, while the Human Engineering Guide to Equipment Design tends to be
more involved with the sensory and man*puiative abilities of humans.
Bureau of Naval Weapons Reliability Engineerin Handbook, published by
Bird Engineering-Research Associates, inc.. s an excellent source book
of charts, tables, and formulas for determining the reliability of elec-
trical and electronic equipment.

Reliability Theory and Practice, by Igor Bazovsky, Prentice-Hall, 1961,
provides better basic theory but less application than the handbook of

item 23.

Applied Microelectronics, by T.P. Kabaservice, West Publishing Co., 1978,
S an excellent source for a layman about the esoteric field of micro-
electronics and the practical applications of micrcelectronics techniques.
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&

Handbook of Data Processing Administration, Operations, and Procedures,

by S.R. Mixon, American Management Associations, 1976, provides "a pro-

fessional and comprehensive approach to solving the problems inherent in
computer software development, operations, and practice." It is listed

here as "must" reading for anyone who may become involved in interfacing
communications systems or equipment with data handling systems or equip-
ment.

Systems Analysis for Data Transmission, by James Martin, Prentice-Hall,
1572, 75 an excellent source of detailed design information concerning

the use of racdio or wireline communication systems for transporting di-
gital data.

Communication System Engineering Handbook, by D.H. Hamsher, McGraw-Hill,
1967, provides general engineering information for designing communica-
tion systems. The book is neither the most modern nor the most detailed,

but it does provide a broad spectrum of information not obtained easily
in any other single source.

The Radio Ameteur's Handbook, published and updated annually by the Ameri-
can Radio Relay League (ARRL), and the Radio Handbook by W.I. Orr, updated
and published aperiodically by Editors and Engineers, Ltd., are interest-
ing and technically correct volumes written for radio amateurs, and they
provide an overall prospectus on radio communication techniques. One ad-
vantage of these two books is that they are readily available since they
can be obtained in mest stores that sell radio amateur equipment. The
ARRL has other publications that are very interesting such as The Radio
Amateur's VHF Manual, which prevides more detailed information concerning
Vhf radio techniques than the pasic Handbook, and the License Manual pro-
vides detiiled instructions concerning how one can become a licensed radio
amateur.

Qi;gtal Signal Processing, by W.D. Stanley, Reston Publishing Co., Inc.,
1975, provides an in-depth study of technigues involved in processing
digital information for transmission on any communication medium and the
subsequent reprocessing of the received digital information for delivery
to the recipient.

Electrical and Electronics Graphic Symbols and Reference Designations,
published by the Institute of Electrical and Electronics Engineers, Inc.
(Ref. 76-ANSI/IEEE V32E), provides an insight into communication system
and equipment diagrams.

Satellite Communications in the Next Decade, ed. by L. Jaffee, 1977, is
a report on the l4th Goddard Memorial Symposium. These symposia are co-
sponsored by the American Institute of Aeronautics and Astronautics and
the Institute of Electrical and Electronics Engineers in conjunction with
the American Association for the Advancement of Science. Anyone inter-
ested in use of satellite communications should use this (or later sym-
posium proceedings) for basic information on satellite communications
procedures, capabilities, plans, and cost information.
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The Lenkurt Demodulator, an extremely well-written monthly publication

stributed free by Lenkurt, provides in-depth, informative articles
on microwave communication system design, testing, implementation, and
use.

An_Introduction to the Theory of Waiting Times, published by APCO, applies
queueing theory to communication channei access waiting time and is an
excellent reference pamphlet for anyone who must make decision about the
number of channels and channel-access mechanisms for a multiple-channel
communication system.

Military Standard Attenuation Measurements for Enclosures, Electromagnetic
Shielding, for Electronic Test Purposes, Mathod of, otherwise known as
ﬂTfTETﬁfggsfand available from the Super® :ndent of Documents, U.S.
Government Printing Office, provides stana. ‘d specification information
and testing procedures for the type of screen room necessary in a well-
equipped radio equipment repair shop.

The Use of Passwords for Controlled Access to Computer Resources, by H.H.
ood (National Bureau of Standards Special Publication 500-9), is avail-
able from the Superintendent of Documents, U.S. Government Printing Office
and presents the NBS password technique, which should be compared with the

MIT security technique described in Ref. 9.

LPI - West Dodd Lightning Protection Installation Code, published by the
[ightning Protection Institute, and Master Labeled Lightning Protection
SEstems. published by Underwriters Laboratories, should be consulted
when specifying lightning protection for a building or external compo-
nerts of a communications system. The best source of information on this

subject, however, is Ref. 49.

Proceedings of the Twentﬁ-Eiahth IEEE Vehicular Technology Conference,
pubiished by t enicular Technology Society, and subsequent pro-
ceedings of this annual event should be noted by anyone seriously inter-
ested in mobile radio communications because this group consists of thc
professionals who have invested their lives in the subject. The Vehicular
Technology Society, a subgroup of the IEEE, publishes quarterly trans-
actions titled JEEE Transactions on Vehicular Technology, which is ex-
tremely useful in keeping readers abreast of recent developments in the
field of vehicular communications.

Synoptic Radio Meteorology, by Bean, dorn, and Riggs (NBS Technical Note
555, and Climatic Charts and Data of the Radio Refractive Index for the
United States and the World (NBS Monograph 22) are two of many publica-
tions of the National Bureau of Standards available from the Superin-
tendent of Documents, U.S. Government Printing Office, that provide de-
tailed information abcut various aspects of communications. These two
are useful in determining the probability of fade of microwave systems
due to atmospheric effects and the probability of interference to mobile
radio systems from distant radio systems operating on the same or adja-

cent channels. A similar publication of equal merit is Refractivit¥ and

Rainfall Data for Radio Systems Engineering, OT Report 76-105, publishe
by the U.S. Department of Commerce, Office of Telecommunications.
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44.

45.

46.

47.

48.

49,

NEMA Enclosures for Industrial Control and Systems, National Electrical
Manufacturers Association Standards 5ubiicat¥on IS 1.1-1977, provides
excellent design standards for components of communication systems that
might need to be located in an environment exposed to the elements.

Motorola Communication Buyers Guide, available through any Motorola Com-
munications, Inc., sales office, provides a representative cross section
of the test equipment, communication system components, and equipment
options that are available in the field of mobile radio communications.

Datafile, available on subscription from General Electric Company, P.0.
Box 4197, Lynchburg, Va. 24502, is one of the best examples of detailed
information from manufacturers of communication equipment and describes
the design, construction, use, and possible modifications of the equip-
ment they produce.

Investigation of Digital Mobile Radio Communications, by T. C. Kelly and
J. E. Ward, pub|1sﬁgd by LEAA, U.S. Dept. of Justice, 1973, and available
from the Superintendent of Documents, U.S. Government Printing Office,
presents the basic factors involved in the transmission of digital data
by mobile radio systems. It should be read by anyone who plans to use
digital status, mobile printers, or automatic vehicle location systems
with digital techniques.

UHF Task Force Report,,Sg%ctrum-Efficient Technology for Voice Communica-
tions, published by the , 1978, presents a collecticn of reports of
investigations into the future exploitation of the frequency spectrum.
This report is valuable to individuals interested in the relationships
amo?g governmental policy, economics, and the physics of radio communi -
cations.

Trunked Dispatch Systems, by S. Thro and W. Horn, published by Motorola,
Tnc., 1978, presents a brief synopsis of various trunking methods.

Radio Channel Capacity Limitations, by R. F. Linfield, published by the
U.5. Department of Commerce, OT Report 77-132, presents an excel!lent dis-

cussion of the factors that influence the amount of information that can
be transferred over any communications link in a unit of time.

"The Elect . onic Telephone," by P.P. Luff, published in Scientific American,

March 1978, presents an excellent description of the inner workings of
the new integrated circuit telephones now coming into use as subscriber
instruments.

Confidence Limits for Di?ital Error Rates from Dependent Transmissions,

y E.L. Crow and M.J. Miles, published by t .S. Department of Commerce,
0T Report 77-118, presents a comprehensive discussion of the confidence
limits for probability of error in digital communication systems.

An Approximate Method for Calculating the Performance of CPSK and NCFSK
Modems in Gaussian Noise and interference, by J. R. Juroshek, published
By the U.S. Department of Commerce, 01 Report 77-109, predicts error
rates of frequency-shift keyed data transmission systems.
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51.

52.

53.

Prococdin!s of the IEEE, November 1974, is one of the many special issues
0 S ouse organ. This issue presents an exhaustive analysis of
electromagnetic propagation.

radation of Mobile Radio Reception at UHF and VHF, Due to the Effects
0 e Ignition Systems and Multipath Propagation, publiished by
and available from the Nationa gecﬁn*cae in?ormation Service

(Document P8-234 216), provides an explanation and methods of correcting
the degradation of mobile reception by man-made noise and multipath prop-
agation.

"Receiver and Transmitter Voting," by H.A. Patterson, paper presented at
the 1973 IEEE VTG Conference, provides an insight into the principles of
voting receivers and transmitter voting.

“An Unusual Lightning Flash at Kennedy Space Center," by Uman, Beasley,
et al; published in Science, July 7, 1978, is one of the latest and most
comprehensive of numerous articles published by researchers on lightning,
its effects, and methods of preventing (or at least reducing) the annual
toll from 1ightning damage.
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Appendix I

PROPAGATION PATH CONSIDERATIONS
General Considerations

Visible light, x-rays, microwaves, infrared radiation and radio waves are
electromagnetic radiations which differ in wavelength and frequency. The rela-
tionship between wavelength and frequency is fixed by the relationship "fre-
quency is equal to wavelength divided by the velocity of propagation”, or
f£=1/c. If L is the wavelength in meters, c is 300 meters per second and
£ is in MHz. The characteristics that are exhibited by different wavelengths
(or frequencies) e.g., light stopped by wo.d which x-rays and radio waves pene-
trate, standard broadcast radio waves follow the curvature of the earth while
light and microwaves will not, etc., are a result of the relationship of the

wavelength 8f the radiation to the size of the objects with which the radiation
interacts.>

These differing characteristics make the various regions of the electromag-
netic spectrum useful for different purposes. If a hypothetical radio receiver
could be tuned continuously from the extreme low end of the electromagnetic spec-
trum to the x-ray region (such a receiver is within the realm of possibility),
it would pick up an interesting assortment of signals as it was tuned from one

end of its band to the other. Some of the signals that could be received are
listed in Table I-1.
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Table 1-1. Frequencies of the electromagnetic spectrum and corresponding signals

Frequency
Hz KHz
10
100

1,000 1
10,000 10
100

KHz Miz
1,000 1
10,000 10
100
1,000
10,000
100,000
1,000,000

MHz GHz
10,000,000 10,000
100,000
,000,000
,000,000
100,000,000

Typical Signals

Radiation from 60-Hz power lines
Radiation from 400-Hz aircraft powe -~ systems

Radiation of voice frequencies from telephone
lines

Global navigation signals from the Omega
system

Long-range Navy communication signals

Long-range navigation signals from the LORAN
system

Marine navigation and communication signals

Standard AM broadcast signals, short-wave
broadcasts, amateur bands, military, Voice
of America - very congested

Standard-frequency broadcast by WWV Citizens'
Band, vhf low band, Aircraft International
short-wave - very congested

TV channels 2 through 6, vhf high band, and
FM broadcast band - very congested

TV channels 7 through 83, military communi-
cations, and long-range radar signals

TACAN navigation, IFF/SIF, and radar signals;
satellite tracking and communication sig-
nals and commercial microwave signals

Radar signals and microwave signals

Radar signals and microwave signals

High-resolution short-range radar and com-
mercial microwave signals

Satellite communications

Experimental radar and satellite communica-
tions

Near infrared

Infrared

Far infrared
Visual light
Ultraviolet
Ultraviolet
X-rays

Gamma radiation
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Only the more common signals are listed in Table I-1. Space precludes list-
ing the uhf band, which is very popular for mobile radio communications in metro-
politan areas and appears, along with many other signals, between TV channels 13
and 14. Reference 51 presents a comprehensive analysis of radio-frequency spec-
trum use. The radio frequenc es to be used for nuclear facility security sys-
tems will be in the vhf low cand (25 to 50 MHz), vhf high band (150 to 200 MHz)
and in the uhf (450 to 512 MHz) and 800 MHz (806 to 821 and 851 to 866 MHz)
regions of the electromagnetic spectrum. Each of these frequency spectrum
regions has its own peculiarities, advantages, and disadvantages. Generally,
as frequency increases, the cost of the equipment and frequency availability
increases, while the propagation range and interference decrease.

Electromagnetic Energy Propagation

Radiation of electromagnetic energy from a source that radiates uniformly
(n all directions (a light bulb) is known as isotropic radiation. There is no
perfect isotropic radiator (the 1ight bulb radiates less energy toward the stem
end than in the opposite direction), but a hypothetical isotropic radiator is
the accepted standard of comparison for judging antenna performance.

If a light bulb is placed against an extremely large, perfectly reflecting
mirror, all the radiation will be in front of the mirror and none behind it.
In fact, a person (receiver) in front of the mirror will receive twice as much
light energy with the mirror in place as he would receive with the mirror absent.
It may be said that the mirror and light bulb arrangement has a two-to-one gain
(or 3-dB gain) over the light bulb alone. If the mirror were concave, as in an
automobile headlamp reflector, a much higher gain would be realized.

From simple geometry, the rate can be determined at which radiation intensity
(radiated power) decreaces with distance from the radiator. If the rectangle at
B is twice as far from the radiator as the rectangle at A, the rectangle at B
has four times the area as the one at A (see Fig. 27). The energy from the
radiator travels in approximately straight lines; therefore, the rectangle at
B intercepts the same amount of energy as the one at A, assuming a lossliess
medium, and air is a lossless medium for all intents and purposes at the fre-
quencies being discussed in this report.

Radiator A B
RADIATION DIWVERGENCE
s 27
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An antenna intercepts energy over an area known as its aperture area, which
is constant for a given antenna and antenna orientation. Since the area at B
is four times the area at A, yet the two intercept equal radiation, a constant-
area antenna moved from A to B will intercept one-fourth the energy at B as it
will at A. Energy decreases to one-fourth (6 dB less energy) of its original
level as the distance doubles. This is commonly called the 6-dB-per-octave
falloff and is experienced in free space (Fig. 28).

Radiator A B

God® PLR OCTAVE FALL- OFF
SR RE TS

Radiation loss from a pase station to a mobile unit is greater than the
loss in free space. The additional loss is the result of absorption and ref]eg-
tion. The absorption was first explained by James C. Maxwell in the mid-1800s22
and is due to the fact that electromagnetic energy propagation near a conductor
is partially absorbed by the conductor. The earth, trees, metal buildings, and
similar topographic and demographic features are conductors at the frequencies
being discussed. Trees, buildings, and other objects near the path between the
mobile and base stations absorb, reflect, and propagate some of the electromag-
netic energy. Some of the reflected energy goes on toward the receiving station.
In fact, the only energy received by a mobile unit behind a hill is reflected
energy because no direct path exists. If the mobile unit is in line of sight
(LOS) to the base station, it will receive energy along the LOS path and in-
evitably receive reflected energy from the earth and other objects near the
LOS path. .ome of the reflected energy will be in-phase and add to the energy
received along the LOS path, and some will be out-of-phase and will cancel some
of the energy received along the LOS path. The distance of the reflecting ob-
ject to the side of the LOS path and the length of the LOS path determine whether
the reflections are in-phase or out-of-phase. As the mobile unit moves, these
reflections will be alternately in-phase and out-of-phase, producing, especially
n::r the maximum range from the base station, a noise known as the “picket fence
effect."

The LOS path is not a direct path because the density of the atmosphere
normally varies from a maximum at the surface of the earth to zero at extremely
high altitudes. This variation in density causes the atmosphere to bend the
path of the electromagnetic waves as a lens bends light waves. This bent or
curved path follows a circle that has a radius of 4/3 the radius of the earth.
For this reason, curved graph paper, called 4/3 earth-profile paper, is used
:n g:velgging the design of vhf high-band, uhf and microwave systems, as shown

n Fig. 4

153



wABe im) s

62 3WN9I4
107d NOILLVOVAOHd 3 N40Hd HiHV3 €/,

g_
- - . TSR YOI ) Ve
, e P IJ. -
- — . — e i
= ~ e - g
s = : el - \\
~ - m - v/j — v 4 — & \\A
/Ii,/l/v‘ i — == e |
T_ T~ ™ = - L‘ e
= /,/Lhr/ ‘4l R C B
. gy b~ L. - 0 A . T 4\\\.
N QN ~ 21 -
Nt e e o e e :
A gt -1
g .y 0 2 e o « _
o= - . /L./ ~F i?tv#-ul:-]h e
SSSESSEoRwsREL : =
~ - ~y - g . 2 S ‘\41 L
r/:l/r /.v[../f[ II:II].IA = . ot g .\\.\_ \\
el e L /..T[ ]L[] Tl T\\A‘\l\;T\r\ .\L 1
+ N M. e ot SU k —d - 1
/ T e i ——] ——p ———y - T\\t\\ ] \
N e e e R o i s o 5 0 90
! Ty oy ,L[[rl T — et —+—1T 1T 1 4+1 1+
] /.[ bk I.!/AYI i !!lTI\lv\11|\ \\ \\
~ T T ~+- L} - +—4— - -
B Z ]/ s T . B W v\\f\. \
gy 0y, ™ L.fl —1+—T1 |+ _+4+
4 P L[ - o=y \1\ \_\\
.[./ /[ []“l[[ | JORS: - LT\\T&\\\\\
S S—— i
AU/,.hl ] [Ifrfvr = LTn\%l\L.\\.Hj\L\\\\
L L ] i 5 3 R TR .\\\%\\\
[ 1 == - . \T\l]\v\\l \.\ L~
4 ——— ! | _ 1 — e
/ﬁ P— - i a— T\ﬂ \F\
—d Ll E

\

\
A

AN
A

R b A )

LA

R

154



Determining Mobile Radio Range

The Law of Reciprocity33 holds for radio propagation, and the loss from
the base station to the mobile is the same as the loss from the mobile to the
base station. Therefore, base-to-mobile range (talk-out range) will be the
same as mobile-to-base range (talk-back range) if the powers of the base sta-
tion and mobile unit transmitter are identical, if the sensitivity of their
receivers is the same, and if the noise environment experienced by the base
station is the same as that experienced by the mobile unit.

The electromagnetic power received at a radio receiver from a radio trans-
mitter on the same frequency is equal to the power out of the transmitter minus
the line loss (line absorption and reflected energy loss) between the trans-
mitter and the antenna, plus the gain of the transmitting antenna over an iso-
tropic radiator, minus the propagation loss, plus the gain of the receiving
antenna over an isotropic radiator, minus the line loss between the receiver
and the antenna:

P(r) = P(t) - L(t),

whe re P(r) = received power (dB)
P(t) = transmitted power (dB)
L(t) = L(1) - L{(g) + L(p)

L(p) = total propagation loss (dB)
L(g) = sum of gains of both antennas (dB)
L(1) = total line loss (dB).

Line loss

[f the transmitter output impei ice, transmission line characteristic im-
pedance, ard antenna input impedance are matched to prcduce a voltage standing
wave ratio (VSWR) in the transmission line below about 1.5:1, the reflected
energy loss can be ignored and the ioss between the trinsmitter and the antenna
will be the loss of the transmi:sicn line as published by the manufacturer of
the line. The same ratio applies to the 10ss between :he receiving antenna
and the radio receiver.

Antenna gain

The gain of base station antennas over isotropic radiators is provided by
the manufacturer as a function of azimuth and elevati-n from the antenna. The
gain of mobile antennas is sometimes stated as gain o er isotropic radiators
and sometimes as gain over a 1/4-wavelength monopole. The gain of a 1/4-wave-
length monopole over an isotropic radiator is 3 dB. /alues of mobile radio
antenna gain should be considered as the published gz ‘n of the antenna when
mounted in the center of the roof of a sedan and they vary from 0 to approxi-
mately 5 dB. The gain will be less in some directions and more in others when
mounted elsewhere on a vehicle. Values of effective portable radio antenna gains
are a function of the design of the antenna and the manner in which the portable
unit is held and varies from -5 to -20 dB.28

155



Propagation loss

The propagation loss between the transmitter and receiver is the sum of
free space loss, earth curvature los., foliage loss, terrain roughness loss,
building loss, and oostruction loss less knife-edge gain (if any). The follow-
ing procedures may be employed to determine the value of these factors.

Free space 10ss

Free space loss (dB) can be calculated by
L =36.6 +20 xlogr + 20 x log D,
where F is the operating frequency (MHz),
p is the path length (miles{, and
L is total free space loss (dB), as illustrated in Fig. 30.
(Only logarithms to base ten are used in this report.)
This will be the only propagation loss between the transmitter and receiver if
the LOS between the two can clear all ground obstacles and atmospheric inversion
layers 4 by more than 0.6 and less than 1.5 first Fresnel zone radius or more
than approximately 10 Fresnel radii.

Fresnel zone

The radius of the first Fresnel zone as drawn in Fig. 29 and defined in
the Glossary, can be found by the formula

R=2280 ((A xB/(f xA+ X a))*,

where A is the distance in mile: from the transmitter to the obstruction in ques-
tion,
B is the distance fror the obstruction to the receiver, and
£ is the frequency (MHz).
Using these dimensions, r is in feet. The radius of the tenth Fresnel
zone is 3.16 times the radius of the first Fresnel zone. An excellent
description of Fresnel zones is given in Ref, 55.

Earth curvature 10sS

Earth curvature loss is particularly difficult to predict in regions beyond
the radio norizon. The transmitted power levels and receiver sensitivities of
modern radio equipment make beyond-the-horizon ranges prggtica1; therefore,
much empirical research has been performed in this area. The distance over
smooth earth to the radio horizon from a transmitter or receiver can be obtained
by plotting on 4,3 earth profile paper (see Fig. 29) or from the formula

p=1.414 h

where distance p is given in miles and antenna height h in feet.
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Bullington57 laid the groundwork in determining earth curvature loss with
empirical investigations. Nomographs based upon Bullington's work are preserted
in Refs. 55 and 56 and are available from equipment vendors and other sources.
Reference 58 presents a me'"od for performing these calculations on a pocket
calculator, inciuding the listing for recording this program on a Texas Instru-
ments SR-52 calculator. The basis for the calculations is breaking the earth
curvature loss into three components, rl, r2, and 3, as illustrated in Fig. 30.
The component L1, the loss between the mobile unit and the horizon, is equal %o
32 dB at vhf high-band frequencies, 27 dB at uhf frequencies, and 24.5 dB at
850 MHz if the antenna is mounted on the roof of a sedan, which produces a range
to the radio horizon (pl) of 3.5 miles. The component r2, the lo0ss between the
base station and the horizon, can be obtained from one of the following formulas:

2 = (1 - 0.001216 x p2)/(0.009118 x p2) at vhf high band,
L2 = (1 - 0.005368 x p2)/(0.023% x p2) at uhf,
L2 = (1 - 0.005 x p2)/(0.015 x p2) at 850 MHz,

where 2 is in decibels and
p2 is the distance from the antenna to the horizon.

These relationships hold only for antenna heights over approximately 50 ft. Com-
ponent 3 is the loss between the radio horizons of the base station and the mo-
bile unit. The disiance p3 is that between these two horizons and is equal to
the total path length minus pl and p2 (p3 can, obviously, be a negative number
and as such is just as useful in the following discussion as if it were a posi-
tive number). L3 can be calculated by one of the following:

L3 = 0.62 x p3 - 0.5 at vhf high-band frequencies,
£3 = 0.8 x p3 - 0.3 (valid only if D3 < 20 miles) at uhf,
L3 = p3 (valid only if p3 < 15 miles) at 850 MHz.

The propagation loss components of foliage, terrain roughness, and buildings are
extremely difficult to calculate. Reference 59 presents the results of original
work that developed a method to measure these losses through use of a test trans-
mitter. It includes a discussion of a method of correlating foliage losses with
infrared satellite photographs of the area in question. Generally, terrain
roughness accounts for a loss of approximately 2 dB; foliage loss will vary as
shown in Table -2, and building loss will vary from 0 to almost infinity, de-
pending on the construction of the building.

Table 1-2. Fonliage loss (dB)

Vhf
high band Unf 850 to 900 MHz
No trees 0 0 0
Some trees 0 2 4
More trees 3 6 9
Dense trees 5 10 15
Denser trees 8 25 40
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Obstruction losses and knife-edge gains should be calculated by use of the
examples and nomographs provided in Ref. 55, 56, or 57 or in the graphs presented
in Fig. 31, all of which are based on Bullington's original work. This work is
reproduced, along with additional pertinent data and information concerning
radio propagation in Ref. 7.

An interesting adjunct to these formulas is the fact that the received power
will increase by approximately 6 dB each time the base station antenna height
is doubled and power received in a mobile unit will be reducer by 16 to 18 dB
each time the range to the base transmitter is doibled.

Received power calculation

After all the losses, minus the gains, have been tallied, the power re-
ceived can be determined by the formula

Power received = power transmitted x antilog (0.1 x dB).

Received signal level

Receiver signal level is usually stated in terms of the input voltage in
microvolts and their input impedance is normally 52 . Receiver input voltage
may be calculated using the formula

Volts received = (power received x 52)]/2-

The minimum useful signal level for most applications, rsually considered
a 90% coverage criterion, is 10 dB above ] uV. In unusually noisy industrial
conditicns, this level will have to be increased by an amount equal to the local
ambient radio-frequency noise level to provide a useful signal-to-noise level,

Figure 32 presents a comparison of measured signal level and calculated
smooth earth signal level. The difference between the two curves is the prop-
agation loss contribution of trees and terrain. The top LOS line is drawn for
comparison of free space propagation, and the next lower line represents smooth
earth propagation. The measured points, shown by the letter X, are the results
of continuous field strength recordings made from a slowly moving vehicle. An
example of such a recording is shown in Fig. 33. At long ranges, where L3 be-
comes significant, the averaged field strength measurements parallel the smooth
earth calculated curve but are below the calcula‘ed curve. The difference be-
tween these two curves is the effect of trees, terrain, and local obstruction.
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Appendix II

INTERFERENCE

Interference is any perturbing influence that lowers the signal-to-noise
ratio at the output of a communication device. Some types of interference only
constitute nuisances, others cause reception of erroneous messages, and still
others cause entire messages to be missent or not received at the intended lo-
cation. The types of interference that usually plague comiunication systems
are illustrated in Fig. 34 and are discussed below with their outstanding mani-
festations and methods of correction.

Co-channel interference exists when one or more users of the same communi-
cation channel interfere with the communications of other users. This seldom
occurs on telephone systems and is caused by faulty switching, which can be
corrected by the owner of the offending equipment. This type of interference
is very common in radio communication systems and will become wore prevalent
as spectrum congestion increases. If the offending radio station is far away
and the interference occurs sgssmodica]ly, it is probably the result of un-
usual propagation conditions. If the station is close by and the inter-
ference is rather constant, the fault is that proper frequency coordination
was not employed in selecting and assigning the frequencies used ~ one or
the other of the two stations.

Adjacent channel interference is very similar to co-channel interference.
In telephone systems, adjacent channel interference is usually called cross-
talk and is manifested by communication signals on one channel being imposed
on those of a physically or electrically adjacent channel. As with co-channel
interference, the correction is the responsibility of the owner of the equip-
ment. Adjacent channel interference in radio communication systems is caused
by users on the next higher or next lower adjacent frequency assignment having
sufficient proximity and transmitted power to be heard.

Interference is much easier to avoid during system design stages than it
12 to correct after a system has been implemented. There are frequency coor-
dinators for most radio services. The concerted motive of the frequency co-
ordinators is to assist in selecting radio frequencies tc provide maximum
spectrum utilization and minimum co-channel and adjacent channel interference.
The local FCC office, 1isted under "United States Government, Federal Communi-
cations Commission" in the telei hone directory, will provide the name and
address of the frequency coordinator of any service desired for any location
in the United States. Use of CTCSS, burst tone, or other coded squelch tech-
niques will reduce the effect of radio interference by silencing all radio
receivers in a system until one of the transmitters in the same system is
actuated. Design and orientation of base station antennas to maximize the
gain in the direction of desired signal arrival and minimize gain in the di-
rection of undesired signal arrival will reduce interference by enhancing
“capture effect." Capture effect is the phenomenon d..played by an FM re-
ceiver when two signals on the same frequency are being received and one sig-
nal is 6 to 10 dB greater than the other. Under these conditions the stronger
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of the two signals can be understood and the interference will be insignificant
or unnoticeable. Cooperation between users of a common channel is another very
effective way of reducing co-channe' interference.

Intermodulation interference, a common nuisance in radio communication sys-
tems, is manifested by having two or more communication signals impressed upon
the desired communication signal. It is caused by the nonlinear combination of
two or more signals to create a new signal which is sufficiently close to the
desired signal's frequency to appear with it.61,62 The combinations of fre-
quencies (designated by the letters A, B, and C) which are the usual culprits
in producing intermodulation interference are listed below:

A-28 A+28-2C
2A-B A-28+2C
3A-28B B+2A-2C
38-2A B-2A+2C
A+8-C C+2A-2C
A-L+C C-2A+2(C

The sulutions to intermodulation interference problems is to either elimi-
nate one of the frequencies involved in the mixture or to eliminate the nonlinear
device performing the mixing operation. Finding either can be most difficult!
Generally, careful monitoring operations can enable a determination of which
transmitters are producing the frequencies involved. Trial and error and some-
times direction finding techniques can reveal the nonlinear mixing device. Mix-
ing devices are usually receiver input and transmitter output stages. Electronic
equipment, such as audio systems, television :eceivers, computer peripheral de-
vices, and such commonplace items as rusty fences, drain spouts, or rusty metal
roofing, may become mixing devices. Use of circulators between transmitter an-
tennas and any other device (duplexers, combiners, filters) in the transm tter
output stage or radiating system, as illustrated in Fig. 35, is effective 'n
raducing the sources of intermodulation mixing. Specifying receivers with rood
intermodulation rejection an¢ using bandpass filters in all antenna feed lines,
as illustrated in Fig. 35, are also other excellent methods of reducing the
probability of intermodulating interference. A1l of these items are explained
in the Glossary.

Spurious interference is when a spurious response frequency of a receiver
coincides with a signal present in tnhe environment of the receiver and is above
the threshold response of the receiver at that particular spurious response fre-
quency. Spurious interference will occur when the frequency of a spurious radi-
ation of an ele tronic device coincides with the operating frequency of a re-
ceiver and is greater than 6 dB below the input signal to the receiver. The
manifestation of spurious interference varies, but usually appears as noise on
a communication signal. The solution is to identify the source and either
eliminate the generation of the spurious signal or provide greater distance
(or shielding) between the generation of the signal and the receiver which is
experiencing the interference. Specifying electronic devices (including radio
transmitters) with low spurious power generation characteristics and receivers
with high spurious frequency rejection characteristics is effective in reducing
the probability of spurious interference.
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Automotive interference is produced by the electrical power generation and
ignition systems in vehicles. Experienced installers of mobile radio equipment
are generally skilled at reducing the sources of this type of interference to
tolerable levels, and the manufacturers of mobile radio equipment incorporate
safeguards against this type of interference into their equipment. The presence
of automotive interference can be determined easily since it will vary with the
engine speed of the offending vehicle.

Atmospheric interference is caused by lightning and is of little concern
to moderr mobile rgdio systems if adequate precautions are taken to prevent
lightning damage.4

Accustical noise interference can be very distracting and interfere with
radio and telephone voice communications. Telephones such as available from
Atkinson Dynamics, Inc., and radio control units, such as available from
Motorola, General Electric, and others, are made for use in noisy locations,
but it is better to locate the terminal units away from high ambient noise
environments if possible.

Environmental interference is a generic appellation given to radiated
electrical noise produced by electrical switching equipment, power line noise,
electric motors, electric welders, diathermy equipment, etc. The FCC attaches
the title "Industrial, Scientific and Medical" and "ISM" to these interfeiing
sources and attempts to regulate them by the rules published in Part 15 of
the FCC Rules and Regulations. Locating radio equipment at sites remote from
these sources is the best way to avoid interference from them. It must be
realized that interference is a two-way street and interi»rence generated by
mob1le and portable radios can raise havoc with the electrical and electronic
instrumentation and control equipment used in nuclear plants. References 63
and 64 present two excellent articles on this subject.
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Appendix III

SYSTEM ENGINEERING

Any communication system should be cdeveloped through systems engineering
to save time and money, to determine the actual requirements of the system,
and to develop the minimum system that meets these requirements. 5 Al too
often a designer will develop a system by selecting components and building
it much as a child will select blocks and cther handy objects to build a struc-
ture that will later be identified with an imaginative name that matches the
resultant structure as it is perceived.

System engineering is not esoteric; it is an orderly practical methad of
advancing from neeas to satisfaction of needs. The basic steps that must be
observed when employing the systems engineering process are listed below with
a brief description of each.

Problem recognition - Identify the proble.. area. Determine who is sup-
posed to design what communication system for the nuclear facility.

Problem definition - Define the problem completely but succinctly. Who
needs to talk to whom via radio, telephone, page, etc. What data communica-
tion paths will be needed. Where should the control facilities be located.

Objectives - State the achievements necessary to solve the problem such
as planners, schedulers, system designers, equipment experts, telephone ex-
perts, radio experts, etc.

System requirements - Establish the operational requirements necessary
to meet the stated objectives. Completely define each communication subsystem
component {radio, telephone, pager, control center, etc.) of the overall com-
munication system,

Constraints - Establish and list the political, financial, chronological,
and technological guidelines that may affect the system design and implementa-
tion.

System requirements analysis - Evaluate and validate the operational re-
quirements and translate them into hardware requirements.

System synthesis - Develop several system design concepts that satisfy
the requirements within the prescribed constraints.

System analysis - Evaluate the system design concepts and select the prac-
tical alternative.

Design optimization - Modify the selected alternative to attain maximum

benefit in terms of time, economy, politics, and technological state of the
art.
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Equipment description - Select equipment that may be used to implement the
system design.

Equipment analysis - Evaluate the selected equipment that may be used and
determine the best configuration for implementing the system design.

Implementation planning and cost estimation - Plan, schedule, and estimate
the cost of the system implementation.

System equipment specification - Specify the system performance and the
equipment that is necessary to implement the solution.

Procurement documents - Combine the specifications with the necessary pro-
curement documentation.

System procurement - Select the vendor best qualified for the implementa-
tion, based upon preestablished vendor selection criteria.

Implementatior. - Ascertain that the system implementation complies with
the specifications and procurement documents.

Operator training - Train personnel to operate the system.
Maintenance training - Train personnel to maintain the system.

System support services - Provide spares, personnel, and expendables as
necessary.

Operation, improvements, and maintenance - Create a plan to keep the ope-
rating system continuously maintained and technologically current.

Funding - Ensure that funds are available to provide the proper solution.

Documentation - Record the system evolution.

The above steps should not be followed in singular procession but in an
fterative manner that ensures that each step wi.l serve as a foundation for fur-

ther progress on the project. The last two steps listed, funding and documen-
tation, permeate the entire process.
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Appendix IV

TOTAL SYSTEM LIFE COST

An ultimate criterion for a system is the economic expense incurred in
attempting to satisfy a set of requirements. This is oftien called total sys-
tem 1ife cost (TSLC) and is the sum of original implementation costs (engi-
neering, equipment, implementation, etc.) and all operational costs (e.g.,
personnel, operational spares, maintenance), minus the salvage gains when
“he system is retired.

It is practical and infgrmative to examine the way in which isolated
variables will affect TSLC. For example, TSLC is a direct function of
initial system cost as 1llustrated in Fig. 36.

INITIAL COST )*'5

Figoes 3o

170



o+

Cre+

fhe reliability of the system influences TSLC to the extent that too much
reliability will make the initial cost too high and too little will make the up-
keep cost too high and will incur 1iability costs arising from the system not
being available when needed (see Fig. 37). Note that the curve in the figure
is asymptotic to the unattainable 100% reliability level and that there is a
particular reliability point that will produce a minimum TSLC.

N
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Excessive and expensive system failures will result from too little main-
tenance. On the other hand, excessive expenditures can be lavished on mainte-
nance and TSLC will be a function of these costs as shown in Fig. 38.
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costs.

Maintenance can be further divided into preventive maintenance and repair
The curve for either one will have the same general shape as graphed

above when plotted against TSLC; these two maintenance costs are interrelated,
as shown in Fig. 39.

N

start to directly affect TSLC (see Fig. 40).
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Personnel training costs vs TSLC will show a definite minimum as inadequate
training produces system inefficiencies, but overindulgence in training will
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RELIABILITY £05T INORRORATED
NTO MNITIAL SYSTEM Co5T

It should be obvious to anyone who seriously considers the interrelation-
ships of these factors that they are not orthogonal to each other but are all
interrelated. For example, the better the reliability of the system, the less
that hac to be spent on maintenance (see Fig. 41).
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There 1s a useful relationship between initial systen cost expenditures for
automatic operation and human factors considerations that will reduce costs neces-
sary for operator truining but will increase the cost of maintaining the system
because of the extra complexities required. These initial cost components will
have an optimum value when plotted vs. TSLC (see Fig. 42.).
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Similarily, expenditures for system backup modes of operation can enhance
system reliability, decrease the need for constant maintenance, and increase
the amount of equipment involved. There is an optimum level for backup pro-
visions in a system, as shown by Fig. 43.

/N

>+ B

EXPENDITURE FOR
BACKUP PROVISIONS

Fhgune 43

The point of this discussion is to create an awareness that good system
engineering includes trade-offs for each system, throughout its useful life, to
determine the amount of rescurces that should be applied to each facet of sys-
tem implementation and operation to minimize the overall total system 1ife cost.
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Appendix V

FUTURE SYSTEMS

Communication system designers are expected to take advantage of emerging
technological advances and create systems in the future with the following fea-
tures:

1. narrower bandwidth operation and hence more channels in a given spectrum,

2. greater use of digital techniques with aiphanumeric readout instead of the
spoken word and hence more information transmitted per unit of time,

3. automatic location of mobile and portable units,

4. more versatile interconnect capabilities with wireline systems,

5. private telerhone systems with built-in memories addressable from each in-
strument and a myriad of additional features.

The use of compandors, as discussed in Sect. 4.1.4, could be the next tech-
nique applied to reducing the spectrum bandwidth employed by each radio communi-
cation channel. On the other hand, digitization of speech permits breaking
speech into basic components, eliminating the inherent redundancy of human
speech, and transmitting cnly the information essential to reconstituting the
speech at the receiver's location. Economics and speed of development will be
the major determinants of which of these two techniques will be used to produce
the next major reduction in radio channel bandwidth.

One of the major deterrents to the use of alphanumeric transmission of in-
formation by digital modulation is the production of inexpensive and reliable mo-
bile printers. Xerox Corporation had an ill-fated sortie into this ‘eld sev-
eral years ago to the dismay of many individuals needing mobile di " printers.
It is expected that an inexpensive and reliable mobile digital prii- . will
evolve from one of the many current efforts to produce such a device and will
enable rapid and unattended reception of printed messages in a mobile unit.

This feature, coupled either with status buttons or complete keyboards in the
mobile unit, will permit use of digital transmission for transmitting messages
in alphanumeric format and greatly reduce spectrum occupancy. Experimental
keyboards have been built, tested, and used with portable radios by several
police departments. No one has yet developed a printer for use with portable
radios, but printer techniques developed and reduced to practice for pocket
calculators will probably t applied to portable radios in the near future.

Automatic location of mobile and portable units has been a desired capa-
bility ever since the report of Ref. 67 appeared. References 68 to 70 are
just a few o/ the publications written to eith:r foster or report developments
in this area.

Today, cerrestrial triangulation and trilateration systems are competing
with dead reckoning, sign post, and satellite navigation systems for emergence
as an acceptable, usable, reliable, and economic location system. Each type
system has advantages and disadvantages, and more than one example of each
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system is now in use on a trial basis. This subject should be studied in a
detail far beyond the scope of this report before any location system is se-
lected for use in a nuclear facility. The IEEE VTG, as discussed previously,
is one of the best sources of information regarding developments in this area.

The FCC is, at the time of this writing, clarifying the Rules and R;ggla-
tions pertaining to interconnection of radio and wireline systems. Manufacturers
will respond quickly to the new and expanded rules with equipment that will per-
form the allowed interconnect functions. The result will be the ability to re-
ceive and originate telephone calls quickly and easily with a portablie or mobile
radio and to remotely control predetermined actions (1ights, gates, delivery

>f precoded emergency messages, etc.) from a mobile or portable radio.

Telephone equipment manufacturers are adopting microcircuit technology
and using it to produce APBX systems with a wide variety of functions that are
quickly and easily invoked. These include all those identified in Sect. 3.1
plus automatic answering and message recording, digitized speech responses,
automatic calling of predetermined numbers in an emergency and delivery of
messages concerning the type of emergency in progress, single-button dialing
of :oecial numbers, automatic routing of calls on the basis of priority and
economics, automatic tallying and auditing of toll calls, etc. The trade
journals that cater to this market (Telephony, Telecommunications, Communica-
tions, etc.) continuously report developments in this area.

The net result of future technology is that it is becoming much easier
to deliver a message to anyone anywhere, but easier still if the message i3
precoded and cnly the code designation of the message is delivered to the de-
sired destination.
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Appendix VI

APPLICABLE EIA SPECIFICATIONS

The EIA specifications below are provided to assist anyone interested in
delving more de2ply into current published standards applicable to radio equip-
ment and radio systems. Copies of these specifications may be obtained from
the Electronic Industries Association, Engineering Department, 2001 Eye Street,
N.W., Washington, D.C. 20006.

EIA Standard RS-374, "Land Mobile Selective Signaling Standard," June 1970.

EIA Standard RS-232-C, "Interface Between Data Termi~al Equipment and Data
Communication Equipment Employing Serial Binary Data Interchange," August
1969.

EIA Standard RS-237, "Minimum Standard for Land-Mobile Communication Systems
Using FM or PM in the 25-470 MC Frequency Spectrum," August 1960,

EIA Standard RS-220, "Continuous Tone-Controlled Squelch Systems (CTCSS),"
April 1959,

EIA Standard RS-375-A, "Electrical Performance Standards for Direct View Mono-
chrome Closed Circuit Television Monitors 525/60 Interlaced 2:1," October
1974,

EIA Standard RS-412-A, "Electrical Performance Standards for Direct View High
Resolution Monochrome Closed Circuit Television Monitors," October 1974.

EIA Standard RS-250-B, "Electrical Performance Standards for Television Relay
Facilities," September 1976.

EIA Standard RS-252-A, "Standard Microwave Transmission Svstems," September
1972.

EIA Standard RS-247, “Analog-to-Digital Conversion Equipment,"” October 1961.

EIA Standard RS-310-B, "Racks, Panels, and Associated Equipment," December 1972.

EIA Standard RS-378, "Measurement of Spurious Radiation from FM and TV Brosu-
cast Receivers in the Frequency Range of 100 to 1000 MHz - Using thz EIA-
Laurel Broad-Band Antenna," August 1970.

EIA Standard RS-388, "Minimum Standard for Test Conditions Common ti, FM or
Land-Mobile Communications Equipment 25-470 MHz," January 1971.

EIA Standard RS-329-A, “Minimum Standards for Land-Mobile Communication Antennas
Part | - Base or Fixed Station Antennas,"” Cecember 1975,

EIA Standard RS-329-1, "Minimum Stan.irds for Land-Mobile Communication Antennas
Pari II - Vehicular Antennas," August 1972.
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EIA Standard RS-316-A, "Minimum Standards for Portable/Personal Land Mobile
Communications FM or PM Equipment 25-1000 MHz," December 1974.

EIA Standard RS-215, "Basic Requirements for Broadcast Microphone Cables,”
November 1958,

EIA Standard RS-158, "Mechanical Considerations for Transmission Lines in
Microwave Relay Applications," June 1956 (reaffirmed October 1962).

EIA Standard RS-200-A, “Circular Waveguides," March 1965.

EIA Standard RS-203, "Microwave Transmission Systems," January 1958.

EIA Standard RS-368, "Frequency Division Multiplex Equipment Standard for
Nominal 4 KHz Channel Bandwidths (Non-Compandored) and Wideband Channels
(Greater than 4 KHz)," September 1969.

EIA Standard RS-219, "Audio Facilities for Radio Broadcasting Systems," April
1959.

EIA Standard RS-224, "Magnetic Recording Tapes," August 1959.

EIA Standard RS-222-C, "Structural Standards for Steel Antenna Towers and
Antenna Supporting Structures,” March 1976.

EIA Standard RS-152-B, "Minimum Standards for Land Mobile Communication FM or
PM Transmitters, 25-470 MHz," February 1970.

EIA Standard RS-204-A, "Minimum Standards for Land Mobile Communication FM or
PM Recaivers, 25-470 MHz," January 1972.

EIA Standard RS-195-B, "Electrical and Mechanical Characteristics for Terres-
trial Microwave Relay System Antennas and Passive Reflectors,” May 1978.

EIA Standard RS-366-A, "Interface Between Data Terminal Equipment and Autcmatic
Calling Equipment for Data Communication," March 1979.

EIA Standard RS-499, “General Purpose 37-Position and 9-Positior Interface for
Data Terminal Equipment and Data Circuit-Terminating Equipment Employing
Serial Binary Data Interchange," November 1977.

EIA Standard RS-422-A, "Electrical Characteristics of Balanced Voltage Digital
Interface Circuits," December 1978.

EIA Standard RS-423-A, "Electrical Characteristics of Unbalanced Voltage Digital
Interface Circuits," December 1978.

RETMA Standard TR-141, "Microwave Relay Systems for Communications,” December
1955,

RETMA Standard RS-173, "Emergency Stand-by Powe- Generators and Accessories
for Microwave Systems," December 1956.




Appendix VII

Applicable NILECJ Standards

The following standards, reports and user guides have been prepared by
the Law Enforcement Standards Laboratory, National Bureau of Standards, under
sponsorship of the Law Enforcement Assistance Adminisiration. Additional pub-
lications of interest to communication system designers are currently being
prepared to expand this series. They should be compared with the EIA stan-
dards when developing specifications for specific items of communication equip-
ment. Copies of these standards may be obtained from the Law Enforcement
Standards Laboratory, National Bureau of Standards; Washington, D.C. 20402.

NILECJ-STD-0212.00, "RF Coaxial Cable Assemblies for Mobile Transceivers,"
September 1975.

NILECJ-STD-0211.00, "Batteries for Personal/Portable Transceivers," June 1975.
NILECJ-STD-0603.00, “X-Ray Systems for Bomb Disarmament," June 1975.

LESP-RPT-0201.00, “Batteries Used with Law Enforcement Communications Equip-
ment," May 1972.

LESP-RPT-0204.00, "Voice Privacy Equipment for Law Enforcement Communication
Systems," May 1974.

LESP-RPT-0205, "Automatic Vehicle Location Techniques for Law Enforcement Use,"
January 1974,

NILECJ-STD-0203.00, "Personal/Portable FM Transmitter," October 1974.

LESP-RPT-(207.00, "Electronic Eavesdropping Techniques and Equipment,"
September 1975,

LESP-RPT-0206.00, "Repeaters for Law Enforcement Communication Systems,"
October 1974.

NILECJ-STD-0202.00, "Mobile FM T ansmitters,"” October 1974.
NILECJ-STD-0207.00, "Mobile FM Receivers," June 1975.
NILECJ-STD-0213.00, "FM Repeater Systems," November 1977.
NILECJ-STD-0205.00, "Mobile Antennas,” May 1974.

NILECJ-STD-0204.00, “Fixed and Base Station Antennas,” November 1977.
NILECJ-STD-0214.00, “"Body-Worn FM Transmitters," August 1978.

NBS Special Publication 480-19, "Digital Data Transmission Tests on Voice Chan-
nels," July 1977,
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NILECJ-STD-0206.00,
NILECJ-STD-0201.00,
NILECJ-STD-0209.20,
NILECJ-STD-0208.00,

“Fixed and Base Station FM Receivers," September 1975.
“Fixed and Base Station FM Transmitters," September 1974.
"Personal FM Transceivers," April 1978.

“personal Portable FM Receivers," October 1975.

LESP-RPT-0203.00, "Technical Terms and Definitions Used with Law Enforcement
Communications Equipment (Radio Antennas, Transmitters and receivers),"

June 1973.

LESP-RPT-0202.00, "Batteries Used with Law Enforcement Communications Equipment:
Chargers and Charging Techniques,"” June 1973.
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