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CONSEQUE..ES OF SABOTAGE AT NONPOWER REACTORS SCEY §0-35-5¢6

FIN NO: A71835 B&R NO: 80180200

Sacxground

In 1979, Los Alamos Scientific Laboratory conducted a STudy on the cone
Sequences of sabotage it norpower reactars. It vd$ concluded that, within
the constraimts of this STudy, unly one nonpower reactor hag dny potential |
for the release of signifizane amounts of fission product meterials in
the event of sabotage. Secause of terrorist activities 1a ather narts of
the worla, concarns by the ACRS about manipulation of reactar contro!
Systems, and concerns dy a public interest FrOUD about the effecss

of 1ncanciary cevices on reactor components, sta’’ telieves that it would
Se Prucent to supplement this STudy with further technical infarmation ta
$SSUrE ThAT the ma 1n of safety pravided S the Pudblic s maintaineg,

NOrk Recuireg
S ——————— s vt

<25 Alamos Nationa! -aboratory shall cetermine ane evaluate e ~isks ang
sotential consequences of Soth a loss of co0lant ‘ncicent and the 4Yrect
fuel zamage wn1:2m would Se zrocuces oyt (2) Slast effecss fram var‘ous
Wantities ang types of explosives, (5) the or20UCTION Of heat from
'ncanciary cevicas, ane (¢) the unauthorizes manigulacion of rpacear
controls ang fuels at Acnpower (NPRs) ceerating at 20 W, 10 MW, § W apmg
W, Soectfically
‘esTgnec mithematicrl modeis o other appropriate methols shall de uses 22
ieTarmine the potetial consequencas of the events 4ssociated with /3,

), 4nd (c) adove, Assessments sha)) ‘nelude the cansequencas associatad
M 23%e maltzown, 2artial zare meltdown, ana g1sintegration and/or

)
-
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1A ¢f the core ang mall se =mpared agai1nst (0 CFR 23res 20 ane
L tancards. wWhere applicadle, the extent of fissionm 2rocuct r~elease
%277 Se ases uponm MRC's "Reevaiuation ¢f sourse term assumotions ine

o

SN 4y &

Fectlities snall ba FMOUDeT Dy ComMMmON Jesign faature ang imalysis of @
‘epresentative from each group snall de performes 1h the sequence
of duscending power.

.igntee Locket Vo,

fowe= Leve! 2eaztar “une
NaTToRaT 3urmau of Standards -.84 U M ank
Piverzity of Missourt £0-186 10 Tank
3e0rgcc Insuitute of Technology §0-160 § v Tank
“assac .etts [nstitute of Technology §0-20 § Mw Tank
Jnion Cardide: f0-5¢ § MW P00l
Rhr i@ l%land Atomie Energy Commission 50-1§3 3 MW P00l
State University of New York §0-57 2 MW Pool
\'nivereity of Michigan 50-2 g W Pool
Jaiversity of Virginia §0-62 3 MW Pool
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A review of exfstfng tnformation in avatlable sources such as the NRC
dacket *Tes sugmented by rite-spectffc informatton provided by NRC staff
and on site fnspection visits shall be conducted to: (a) famiTiarize task
persannel with craractertstics peculiar ta each reactor, ang (b) obtaim
faformation fecassary ta afd im the calculation of the rediclogical
consequences for~ eacr of* the NPRs Tisted ibove, as appropriate.

Tisk Ng. 2 ¥

Mathematical models and/or sther appropriate methods, such as a master-logic
dtagram fauTt-tree approach similar %2 those Jsed 1nm other safety studies
%y LANL, shall de developed and/or used ta:

2. calculate the racdioTogica) release resulting from a total core melte
dowr, partial core meltdown core, aisintegration and/er crushing, or
other means which could severely camige the fuel in the reactar core.
Since the key cansideration ts the fission Procuct reledse associeted
with suchr inctdents, the effects of Jsing Tow enricned uranium versus
N1gh enriched uranium on the fission praduce “elease shall de evaluated,

°. determine, as & functiom of distance from the reactor, the total
Frafation gose (rem) to the whole Sody and the radiation dose [~em) 2
the thy=aia from fodine exposure, and idents fy any facility whnich could
exceed 10 CFR Parts 20 and 100 standards, and

¢. letermine the characteristics af the event that would )imit it o
less than Pares 20 and 100 stancards.

CerTain other parameters and assumotions shculd be considerea when pere
ferming this task. These include, ang are Timited =2 the failowing excers
45 T2y De aporoved dy the NMSS Project Manajer (M) in the futurs:

3. The models or methods used %o calculate e damage and the releases
shall assume that the “eactor has Seen operating at the maximum power
'evel 2ythorized by NRC )icense and that equilidrium of fission
PrOQUCT S was attained pricr to the incicent. Note: If significant
Jamage I3 the core or subsequent release is calculated %5 sczur if%er
4 period of reactor shutdown, this shall also be evaluated,

2. In those cases in which the fission product fnventory of the NPR
s determined %o be fnsufficient o create a risk to the public healsh
and safety, or those n which the fue! configuration or composition,
and/or the reactor conztruction or other factors is such as to limit
the fuel damage and fission product release to 2 level that is fnsyf-
ficient to create a risk to the public health and safety, the study
for that facility snal) de terminated, and the basis for the conclusion
Jocumerted,
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ons are R regarding the sabateurs' capabilities nor
15 there any desfgm basfs threat assoctated with this task,
LY B SR T ‘T e
d. For baselfne consfderatfons, {& shouTd be assumed that all reactor
safety features fall upon tnitfattom of the incident, ang
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e. The mear metecroTogfcal condftfons at the site and the surround! ng
aree should be conyidered whem calculatt ng the atmospheric dfspersion
of & release. .

2.3 Task No. 3

2.4

After Tasks No. L and 2 have dDeer accomplished, mathematical models

OF other appropriate methods shall be ceveloped to calculate the amount of
explosives ang the amount aof incendiary material needed to cause the
maximum and the Timiting events descridbed m Task No. 2 adeve. Calculae
tions shalT be macde for the placement of explosives ana {ncandiary devices
attached to reactor components and outside the structure containing the
reactor, '

Certain parameters and assumptions shoule be considered ' n those calcyla-
tions., These include, and are limited to the fallowing except as may de
3Pproved Dy the \MSS AM im the future:

2. The type of explosives and incendiary devices used to cause an event
are assumed to de easily odtaimbdle. :

5. Two opposing conditions shall be considersd in perfarmi ng Task 3:

fo  The adversary shall have access to all reactar components
th carrying out the sabotage event,

1. Safegquards crecit shall de given for al) physical sarriers
interposec detween the explosives/incendiaries ang the ~eactar
fuel, anag

Task No, &

Joen completion of Task No. 3, for those cases inm which the fission
product release and estimated doses exceed 10 CFR Pares 20 and 100 stane
dards, calculate the amout of explosives and the amount of fncangiary
material needed to cause the release. The calculations shal) be made for
placament of explosives and incendiary devices attached %o reactor compo=-
nents and outside the structure cantaining the reactor.

The parameters and assumptions employed in Task No. 3 shall de utilized
in this task.
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fee and avaTuation of reactor control
‘systens and. fuels shall be made te datgrmine whether am umauthortzed
mamipuTatior of such controls could cause any detrimantal effects that may
be fdentifled fr Thsk No. Z. OnTy credible scenarfos and anelytica)
assumstions snalT be used ang shall be reviewed and approved by the NMSS P
defore the m!ysas; are mde.
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Jpon completism aof Task No. J, caTeulate the mitigating effects of full

ene par<tel operatiom of existing safety features associated with the
operetiomr off the reactor (these features are ignored under Task 3 to
ceterming maximum consequences). [dentify additiomal safety measures and
modtfications as well as administrative procedures and sractices which could
S@ adogted and determine the degree %0 which these additional considera=
tions would mittgate the consequences. Exclude specific safequards

measures from congideration in this task.

Reporting Requirements

Munthlyv Letter Status Repore

A menthly report shall de given which summarizes the srogress of the tasks
ceing performed including:

o The work performed during the previous month.

¢ Personnel time expendituces during the previous month.
Prodblems encountered and the prgposed solutions,
Activities plannad for the ensuing two months.
Costs generated against the work effort during the previous menth
(including direct salaries, matertals and servicas, ADP support,
subcontracts, travel, general or other relaied tems).
Current obligatiom status information
The first monthly report shall provide the fnitial projections or indicate
"ne change in the cost and uncosted obligation projection.” The repore
shall be due by the L5th of each month with distridution as follows:

Oonald M, Carlson, $SG, NMSS - one copy
Office of the Director, NMSS (ATTN: Program Support) - one copy

[nterim Reports

A draft interim report shall be furnished to the NMSS PM upon completion of
each major task (1.e., Tasks Nos., 2, 3, 4 and §). After review Dy appropriate
NRC personnel, the PM will provide comments on the dr.ft report %o LANL
within sixty (80) days of receipt of sach report. A revised intarim report
shall be submitted 1f deemed necessary by the NMSS PM,




s ;. sh-two copfes of 4 draft Fnal repartta the NMSS PM
‘o i June 30, 1986, The. formt of these documents sha!l be as spectfed for
“-4 e | reports. frr NRC Manual Crapgter [I102 ang wiTl provide:

- .,Q‘.. &"b.?“;w. -~ ~y i ~ Cun

2. Thean-sits and off-gite Ffssion product reTeass and dosage ca'cule -

tfons assoctated with a total Toss of coalant,
.- - e #-‘ Ab“.-,... ’ iy

2. The quantitfes of expTostves ang facendtary materfal or description of

H ICTE necassary tx cause @ Timtting case {ncident,
- peer . = s

-y ., ROSLIY N P
€« The placement of explosives and incendiary materials i~ relation
to the reactor,

¢. The descriptiom of unauthorized manipulatiom of reactor controls and
fuel to cause a Timiting case incident,

e. The resultiing cansequences, ang
(

.

Acpropriate alternative measures which cam de implemented o
meigate a stgnificant event (e.3., reacter facility modifications,
administrative procecures, etc.).

After review dy appropriate YRC personnel, the PM will provide corments on
p the araft report to LANL within 60 days of receipt of the repore.

The performing organization shall revise the draft report based on the
PM's comments and submit two camera-ready copies of the final repert 2 the
Jocument ¥anagement 3ranch, Technical Information and Document Control, K22
T de published as NUREG/CR sertes reparts, and 2 duplicate to the NMSS oM,
ATT srafe reports, as well as fimal reporss, shall Be screened for Clase-
s1fied [aformation and appropriztel™ marked 1n aczargance with “NRS
Classification Guice for Information Cealing with the Release 270 Jése
persion of Radiocactive Materia]l (NRC-RORM-1)," datec Septemser 1282 inc

NRC Manual Chapter 1102.

s
-

Program Plan

Within one month after initiation of task orders, LANL shall provice
3 detailed work plan which identifies study milestones and their projected
date of accomplishment. Upen NRC review and approval of this plan, 1t will
then become the operating schedule for the overa!l task.

4.0 Meetings

LANL representative(s) shal) meet with the NMSS Project Manager two to “our
times a year. Upon completion of the draft final report, LANL representa-
tives, upon request of the NMSS PM, shall brief NMSS staff in Washingten, OC.
A1l travel requires approval of the NMSS Project Manager,

$. NRC Furnished Materia)

None, except information in available sources such as NRC docket files.,
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It ts expected that ximately three and one half staff years of tech-
nfcal support will be required ta satisfy the provisions of the Statement
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Parfod of Performance--
Performance for the overalT task shall commence om the effective date of
this agreement anc conttrue through September 30, 1986,

Tity Assu nce

For 211 draf and fimal technica™ reports delivered under this igreement,
the LANL shall assure that an indepencent review and verification of

all numerical computaticns and mathematical equatizng and deviations are
verformed by qualified contractor personnel other thanm the origimel
author(s) of the ~eports. I[f the LANL proposes to vers fy/check less
than 100 percant of all computations ancd mathematica) sguations and
derivations fn the report(s), (such as might de the case when there are a
large mmter of routine, repetitive calculations), the LANL must first
ebtain writtenm aoproval from che 'IMSS PN,

Computer-generated calculations will agt resuire verification wnere the
computer program has already deen verified,

[m adettiom, for al) reports, includfAg "those which do Aot contain aumert-
cal analyses, a management review shall be conducted prior to submission
¢ the MRC. . ®

Technical Direction

Mr, Ocnala M, Carison (FTS 427-4712) fs designated the “MSS Praject Vinager
for- the purpese of assuring that the services required under this Statement
of Work are delivered im accordance herewith, All vtechnica) fnstrucsians
t0 the performing organization shall de 1ssued through the NMSS oM, Ag
usec nherein, technical instructions are those which provide details,
suggest possidble 'ines of inquiry, or othersise comolete the gereral scage
of work set forth herein. Tecnical instructions shall not constitute new
assignments or work or changes of such nature 2s %2 Susti®y an adiustnent
'h cost or peiod of performance. Oirections for changes 1n cost or rerind
of performance will be provided after receipt of an appropriate Standard
Order for Work (SOW) (NRC Form 172) from the Director of the Office of
Nuclear Material Savety and Safeguards (NMSS).



.+ 0.0 Disposal of Propert,

¢ Prior to close out of this project, a reconciled report shall be developed
by DOE to record avaflable equipment anc material purchased with NRC
funds, This report should be developed as soon as possidle after project
completiom or termination decision has been made, dut not later than 80
days after the termination date. The report should de submitted to the
NRC Diviston of Facilities and Operations Support, ADM, and the AMSS
Project Minager.

11.0 DOE Acguired Material

The performing organization must notd fy the \MSS Project Manager prior %o
acquisition of any capital, ADP, or worg processing equipment.,




