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iAttached is i.ANL's revised proposal for the
"Ccnsequences of sabotage of Nonpower Reactors"

study. The proposal reflects the comments made |
during our seeting with T. Bott and W. Gregory |

on October 10, 1984. Please review the contents j
iof the proposal to insure that it is new in
l

accordance with our needs and, if possible. ;

submit any comments to me by C.O.B. on November ,
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Inon-acceptance in a timely canner.
'

!/,

fu
D. Carlson // |

6kgW d4

rJectdr i,

Aq b & 7
.

'

;

'
*

.

-

,

t
6

,

8911140183 891101 ,

'FOIAPDR*

KUPERM AD7-451 PDR
i

.

. . . _ __ _ , - - _ _ . _ . . . . _ . , , _ _ _ _ _ _ _ _ - _ . . . - - _ _ . , _ _ _ . _ . - _ . _ _ _ . _ _ _ _ _ . . . . _ . - . _ _ . . . _ _ _ , . _ _ . _ . _ _ ,



- - -- - - -

.
..

.

evnt e oam we
us wwC66 An atc,u6cione Cve.wp. c.it se. o.a a i.

i10/1/84 _ --

,
8** 3

PROltCT AND BUDGET PROPOSAL FOR NRC WORK C . ,.
-.

.. 9 0 en v.s.c,= e 1

e.* *vveia ;

.e4st f 56

A 7153 4 fConsequences of Sabotage at Nonpower Reactors
*.s. .www.i. :

==C oeeics 50 19 02-00
gg i

* * * ' ' ' " ' ' ' Los Alamos National Laboratory !N'eW'R21 |
' "

oci...*,w.i. !
site

Los Alamos New Mexico |

cocsirA i esasowe6 one Asir avio= e is e o..: *vuoi a >in oooseiasc.v.6cr

''' 79f84
''

%=c Pa04CT uA Aota D. Carlson NMSS 427-4712 9

C 0wei t is0'. L A t t01 44 *RC tlCMNiCAL St A'I '

9/g/85N "* [W
lot Pa0s:Ct WA% AGin |

b !
C0%1R AC104.em0A tt w ANact s

L. H. Sullivan 0-D0 843 9821 | .

e ,

Pei%CieA L misieoAtonm

T. F. Bott 0-6 843 9207 f .I
>

i
,

s i e s v A n s o , s e e o n t . A , ., ., .,..,,, ..... .f . ,..,, ev 1954 't 1985 'e 'v '''
,

o . c si . . .i n ... "' O.1 1.6 ,

p .e so. i 0.0 0.3 '

TOT AL DiatCt $f Af f VI Ans 0.1 1.9
_ }

CostenoPosAL

D"a S* *'" 5.7 106.4

u.......es.... it.o . ,AoN 1.8 15.3

mse 0.0 20.0

s.=.ai. . 0.0 0.0
._-

N* * * ' ' * ' " ' 1.9 4.0

eas...n t c " 5.6 109.3 ,

o.w.rs..w ,

.

e,a...i.aA. . i o

15.0 255.0tot At oet nAviwo cost
CAPit At t QueewIwt
tied C*4 AACID'

tot At taom et cost 15.0 255.0
~

. ... va*c-, , eie
1985... maia o.iw.ia . o u iwei. ..~.. .

'
21 21 21 21 21 21

wo im ,eo.icas,
saes*u n'as *** svi. .'uo Avcesi soiivoo

21 21 21 21 21 24
:

I WG , Q.40 45$

C(10

_ _ _ . . ~ - . - - . _ . _ . . _ _ _ _ _ _ _ _ . - - _ _ _ _ _ ._



- _

.
{

t

m
. PROJECT AND SUDGET PROPotAL FC,R NRC WORK

j6.ve

.
,

,'m , , .; .,
.'t

7

I

>

w . . . .. . a .. . , . !

!
'

6

|U'Mi ifitJN N'd"'N dr,'Ps'.'i'd'S;d. d. M*.? *i.?'" '.#*"'"
'**''

" ;
. 1. .

,, im ,, son :..

f|'''' ir les s. leo ie 1 .; 3. 1. .. - ic Is.e! ..le .- ir 13 I:e'...:i..:.. 3., ; . ..

1. Familiartietton with g , ,,, , - o j
nonpower reactors

|* *8T 15 k to k
6 ,',

2. Calculations of sc.ios6:
'maximum and limiting

Radiological Consequenttscost 75 k '
.

3. Calculation of Explos $ log 6: o
i

or Incendiary devices j
cos, 75 kregu|redformaximuman (stitinn relanta :M

4. Calculations of sC-sps6: !

explosives for Part 20 .

and 100 releases cost 15 k

b '

5. Effect of unauthorize ft"t*>68 '

1

; enntrol manipulation 35 k 1
,

cost ,

h*
6. Effect of mitigating * Cal #v68

,

isystems 35 kcost

I *

""t #v68ram Plan for *

7.Prok6FY 19 icos' 10 k
1.

statov6a

cost
'.

I sculDW68
;,.

| 4 081
, ,

stalDV64
.

,

t CD81 i'

| 10T A6 641 W ailD PAD >tC100sT j$ k g$$ k )
.

| '
e ..pya6 avt at het v.64enaiwS4

-

%s ey
.

.

-

[ ,
-- -~ - - - . . - . _ _ _ _ . _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ . _, _ _



a
- - -

e

!.

1; Objective of Proposed Work ;

!

4. Back ground

in 1979, the Los Alamos Scientific Laboratory conducted a study |
of the consequences of sabotage of nonpower reactors (NPRs). It f
was concluded that, within the Constraints of this study, only

Lone NPR had any potential for the release of significant amounts
of fission product materials in the event of sabotage. Because !

of terrorist actisities in other parts of the world, concerns of f

the ACR$ about manipulation of reactor control systems, e.nd !
concerns of a public interest group about the effects of !

incendiary devices on reactor components, this information
should be supplemented with further technical information, j

i

b. Objective
The objective of this work is to provide the NRC with technical

,

information on the effects of malicious manipulation of reactor :

controls, blast effects from varioLs quantities and types of !
iexplosives, and the use of incendiary devices on NPRs to assure

a margin of public safety.
4

P

2. S mmary of Prior Efforts
,

f

i

Norie

;

3. Work to be Performed and Expected Results -

During the period from FY 1984 to 1986 Los Alamos will perform the
following tasks.

.

a. Work Required
.

Task No. 1
Existing information in available sources, such as the NRC docket
files, augmented by site-specific information provided by NRC staff
and site visits will be conducted as necessary to (a) familiarize

1

__ __ _ . . . . - __ -_
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task personnel cith characteristics peculiar to each reactor a:d-

(b) obtainbinformation necessary to aid in the calculation of the
radiological consequences for three of the NPR$ listed in Table !.

Within 1 month after initiation of tesk orders, Los Alamos shall
provide a detailed work plan that identifies study milestones and
their projected dates of accomplishment. Upon NRC review and
approval of this plan, it will become the operating schedule for the ,

overall task. The work plan is Appendix A to this proposal.

Task No. 2 ,

Mathematical models or other appropriate methods will be developed !

and/or used to perform the following.
!

a. Calculate the radiological release resulting from a total core
meltdown, partial core meltoown, core disintegration and/or
crushing, or other means that could damage severely the fuel in

'

the reactor core. Because the key consideration is the fission
product release associated with such incidents, the effects of
using low-enriched uranium vs high enriched uranium on the ,

fission product release will be' evaluated.

fTABLE I
4

LIST OF REACTORS

Licensee Docket No. Power Level Reactor Type
,

f National Bureau of Standards 60-184 20 MW Tank
,

University of Missouri 50-186 10 MW Tank .

; '

| Georgia Institute of Technology 50-160 5 MW Tank

Massachusetts Institute of Technology 50-20 5 MW Tank

! Union Carbide 50-54 5 MW Pool
.

|
Rhode Island Atomic Energy Comission 50-193 2 MW Pool

State University of New York 50-57 2 MW Pool
,

University of Michigan 50-2 2 MW Pool

University of Virginia 50-62 2 hw Pool (

-2

.
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b. ' Determine, as a function of distance from the reactor, the tGtal j*

radiathn dose (rem) to the whole body and the radiation dose (rem)
to the thyroid from iodine exposure and identify any facility for j

which these could exceed 10 CFR 20 and 10 CFR 100 standards

c. Determine the characteristics of the event that would limit it to
less than Parts 20 and 100 standards.

:Certain other parameters and assursptions should be considered when
)

performing this task. These include and are limited to the following i

except as may be approved by the tNSS Project Manager (PM) in the future. J

a. The models or methods used to calculate the damage and the release j

shall assume that the reactor has been operating at the maximum power !

level authorized by the NRC license and that equilibrium of fission ,

products was attained before the incident. This also will be !

evaluated if significant damage to the core or subsequent release is
calculated to occur after a period of reactor shutdown,

b. The study for facility shall be terminated and the basis for the
conclusion documented in those cases in which the fission product

inventory of the NPR is detcrmined to be insufficient to create a
risk to the public health and safety or those in which the fuel |

configuration or composition and/or the reactor construction or other
factors is such as to limit the fuel damage and fission product

release to a level that is insufficient to create a risk to the |

tpublic health and safety.
No assumptions are made regarding the saboteurs' capabilities nor is |c.
any design. basis threat associated with this task. f

d. For base.line considerations, it should be assumed that all reactor
'

safety features fail upon initiation of the incident. ;

The mean meteorological conditions at the site and the surrounding fe.
area should be considered when calculating the atmospheric dispersion !

l

i
of a release,

*
;

.

Task No. 3 |

After Tasks 1 and 2 have been accomplished, mathematical models or other ,

|

appropriate methods will be developed to calculate the amount of
explosives and the amount of incendiary material needed to cause the

;

| limiting events described in Task 2 above. Calculations will be made for
i
:

3

|

|

| |

_..
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events identified in Task No. 2. Calculations till be made for placement t
,

' '

|
of explosives and incendlary devices at the reactor boundary and attached

,

to reacto/ components. !

.

Certain parameters and assumptions should be considered in those
calculations. These include, and are limited to, the following except as

'

may be approved by the NMSS project monitor (PM) in the future.

a. The type of explosives and incendiary devices used to cause an event
are assumed to be easily obtainable.

b. Two opposing conditions will be considered in performing Task 3. !

1. Safeguards credit will be given for all physical barriers
interposed between the explosives / incendiaries and the reactor !

fuel.
2. The adversary will have access to all reactor components in |

carrying out the sabotage event.

Task No. 4 ,

Upon completion of Task No. 3, for those cases in which the fission ;

product release and estimated doses exceed 10 CFR 20 and 10 CFR 100 ;

stendards, calculations for the minimum amount of explosives and the -

,

minimum amount of incendiary material needed to cause the release will be f
made. The calculations shall be made for placement of explosives and

incendiary devices in the reactor, attached to reactor components, and
,

outside the structure containing the reactor. The parameters and-

assumptions employed in Task No. 3 will be used in this task. ;

!
:

Task No. S 1

Upon completion of Task No. 3, reactor control systems and fuels shall be ]
reviewed and evaluated to determine whether an unauthorized manipulation

of such controls could cause any detrimental effects that may be

identified in Task No. 2. Only credible scenarios and analytical
assumptions'shall be used, and these shall be reviewed and approved by ,

the PNSS PM before the analysts are made, j
;

I
|

1

|

4
|

!
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ITask No. 6
Upon comp 1e' tion of Task No. 3, calculations for mitigating effects of .

full and partial operation of existing safety features associated with !

the operation of the reactor will be made. (These features are ignored f
in Task 3 to determine maximum consequences ) Additionally, safety
measures and modifications as well as administrative procedures and

practices that could be adopted and determine the degree to which these !

additional con:.iderations would mitigate the consequences will be f
identified. Specific safeguards measures are excluded from consideration j

-

in this task.
>

Task 7: Program Plan and Schedule for _the Remaining Reactors
|Because of the developmental nature of this study, Los Alamos will

approach this work in two phases. The first phase, to be completed in
FY 1985, will develop the methodology and apply it to three reactors,
which hereafter are referred to as lead reactors (LRs). Af ter this phase i

of work, a detailed plan for completing the remaining five reactors will ;

be formulated based on the data gained in the LR phase,

in the LR phase (FY 1985), three representative nonpower reactors (NPRs)
will be fully analyzed by October 1,1985. These reactors are the NBS |
reactor, the largest NPR representing tank reactors; the University of
Missouri reactor, the largest enclosed pool reactor; and the Georgia
Institute of Technology reactor because of the limited amount of cooling |

'water for the reactor power level. Based on the results of these three
calculations, a better estimate of the time and cost required to perform |

the remaining calculations can be made for FY 1986.

,

A detailed plan for applying the tools developed in Tasks 2 through 6 to
the remaining five reactors in Table I will be formulated. This plan
will attempt corepletion of the remaining reactors in as short a time as !

'

possible during FY 1986. This plan will be submitted to NRC for approval. ;

,

t

i 5-
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b. Meetin,gs_and Travel
4 |

Site visits for two analysts to the three reactors will be required. {
Three meetings with NRC sponsors in Washington, DC, for two people j
also will be required in FY 1985. Los Alamos representatives shall j
meet with the *SS PM two to four times a year. Upon completion of j
the draft final report, Los Alamos representatives, upon request of i

the *SS PM, will brief the WS$ staff in Washington, DC. f
!

c. NRC Furnished Materials I
!

!

NRC will furnish only reactor documentation that cannot be obtained j

by Los Alamos.

!
4 Description of Follow.On Efforts j

.

i

Upon completion of the analysis in Tasks I through 6 a program plan and j

cost estimate for completion of the remaining five reactors in Table ! {
will be submitted to NRC for the follow.on efforts. |

i

S. Relationship to Other Projects

None

i

6. Reporting Schedule !
:

i

Monthly letter status reports and a final report will be provided. All [

reports will be submitted to the NRC technical monitor. A distribution i

list for the final report should be provided by the NRC technical i

f

monitor. For any reports that will not be submitted according to the
contract schedule, a written reason for the delay will be submitted to
the technical monitor by the original scheduled date. |

:

!

.

6

,
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a. gnthlyletterStatusReport |
'

Los Alamos will submit a letter status report each month that ||
.

summarizes the work performed during the previous month, personnel i

time expenditures during the previous month, and costs generated j
iagainst the work effort. Any changes to cost projections or

schedules will be indicated. The letter report will arrive at the |
NRC by the 20th of each month. In all monthly reports there will be |

Ia breakdown of (1) manpower costs; (2) costs incurred for direct
salaries, material and services. ADP support, subcontracts, travel, j
general, and administrative and other related items; and (3) current ;

iobligation status information for the project,
The report shall be distributed as follows. j

Donald M. Carlson, SG, NMSS - one copy j

Office of the Director *S$ (Attn: Program Support) one copy |

|

b. Interim Reports ;

Three draft interim report shall be furnished to the NMS$ PM for -

Task 2. Task 3, and Tasks 5 and 6. After review by appropriate NRC !

personnel, the PM will provide comments on the draf t report to Los |
Alamos National Laboratory within 60 days of receipt of each report. |
A revised interim report shall be submitted if deemed necessary by i

the f( 35 PM. |
!

c. Final Report !

Los Alamos shall furnish two copies of a draf t final report to the |
WSS PM by June 30, 1986. The format of these documents shall be es
specified for formal technical reports in NRC Manual Chapter 1102 and !
will provide

1. the on-site and off-site fission product release and dosage f
calculations associated with a total loss of coolant, !

2. the quantities of explosives and incendiary material or a !

description of acts necessary to cause a limiting case incident, ;

3. the placement of explosives and incendiary materials in relation i

to the reactor, ,

7

.
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}j
4 a description of unauthorized manipulation of reactor controls

and fuel to cause a limiting case incident,

5. the resulting consequences, and ;

6. appropriate alternative measures that can be implemented to |
Imitigate a significant event (for example, reactor facility

modifications, administrative procedures, and so on). j

Af ter review by appropriate NRC personnel, the PM will provide
coments on the draft report to Los Alamos within 60 days of receipt {
of the report.

.

The performing organization shall revise the draft report based on ,

the PM's comments and submit one camera ready copy of the final c

report to the Document Management Branch Technical Information and
Document Control, NRC, to be published as a NUPEG/CR series report, j

and a duplicate to the NMSS PM. ,

;

. All draf t reports, as well as final reports, shall be screened for
Classified Information and appropriately marked in accordance with [
"NRC Classification Guide for Information Dealing with the Release [

and Dispersion of Radioactive Material (NRC.RDRM-1)," dated
. September 1982, and NRC Manual Chapter 1102.

7. Subcontractor _ Information f

i

,

None
| :

i I

L 8. New Capital Equipment Required

i
*

,

None ,

!9. Special Facilities Required
!

i

| None ,

| .

| '

-8 ,

| .
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?, 10. Conflict of Interest Informattore
i

! None

11. Quality Assurance
All reports, plans, charts, graphs, schedules, and so on furnished under
the terms of this statement of work are to be subject to internal review
and shall reflect acceptance by an authorized management individual

before submittal to NRC.
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. 2 APPENDIX A

WORK PLAN

!. INTRODUCTION

Because of the developmental nature of this study, Los A14mos will
approach this work in two phases. The first phase, to be completed in
FY 1985, will develop the methodology and apply it to three reactors, which
hereafter are referred to as lead reactors (LRs). Af ter this phase of work, a
detailed plan for completing the remaining five reactors will be formulated
based on the data gained in the LR phase.

in the LR phase (FY 1985), three representative nonpower reactors (NPRs)

will be fully analyzed by October 1,1985. These reactors are the NBS
"etctor, the largest NPR representing tank reactors; the University of
Missouri reactor, the largest enclosed pool reactor; and the Georgia Institute
of Technology reactor because of the limited amount of cooling water for the
reactor power level. Based on the results of these three calculations, a
better estimate of the time and cost required to perform the remaining

calculations can be made for FY 1986.

!!. TASK BREAKDOWN FOR LEAD REACTOR PHASE (FY 1985)

Task 1. Collection of Inforpa_ tion and Familiarization With It
This task will be initiated imediately and will continue as required to

gain a familiarity with the three LRs. Information available at Los Alamos
will be supplemented by docket information from NRC and with site visits when
sufficient familiarity is gained to make the visit meaningful.

Task 2. Calculation of Maximum Radiological Release

Develop core, inventory analyses and apply them to the three LRs for! a.

an operating history of the maximum authorized power level long
enough to achieve equilibrium fission product levels. Both high- and

;

| low-enrichment fuels will be considered.

j b. Use a Master Logic Diagram (MLD) to identify potential physical modes
of core disruption or other radionuclide sources for each LR.

i

-10-
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c. The maxipus extent of core damage for each mode identified in the (-

previous step and the fission product release associated with this |

fdamage will be determined using available methods. If no methods

exist for a given requirement, an approximate and conservative j

analytical tool will be developed based on the best current knowledge, j

f. The effects of physical decontamination factors on the radionuclide j

transport will be calculated using cuirently accepted methods and ;

Isite-specific information for each I.R.
e. The whole body radiation dose and thyroid dose from iodine will be |

calculated in rem using currently accepted methods for the potential ,

releases identified far each LR. Mean meteorological conditions at t

each LR will be assumed. [

f. This study will be terminated for those sites with no identified [

sequence leading to at least a 10 CFR Part 20 release, f
g. For those LRs that have sequences exceeding 10 CFR 20 or 10 CFR 100 i

re11ases, the extent of core damage leading to these releases will be
calculated by scaling results from previous calculations in Task 2.d. ;

h. All results from the foregoing calculations will be documented and ,

isubmitted to NRC as an interim technical report.

!

|jTask 3. Determination of Sources of Damage

a. For each damage mode capable of resulting in at least a 10 CFR Part
20 or 100 release, the credible sources of such damage (for example, ,

explosives and/or incendiary devices) will be identified. :
,

b. Using explosive yield, structural response, and other analyses, the
amount and placement of damage sources resulting in the maximum ;

release will be determined assuming no mitigating system functions i

and assuming that the adversary has direct access to all reactor |

components. ;
'

c. The calculations of Task 3 will be repeated allowing safeguards
,

credit for any physical barriers blocking direct access to the ,

reactor fuel. 1

d. The results of this task will be reported in an interim report to the f

NRC.
4

11-

-- . .. . - - . . - . - .-__- . _ . .. . . _ - - . . - - .



i ;
,

!

Tank 4. Scaling of Damage Sources to 10 CFR 20 and 10 CFR 100 !

e. The respits of Task 3 will be scaled to determine the damage sources |.

leading to 10 CFR 20 and 10 CFR 100 releases, i

b. The results of this task will be reported along with Task 3 in an
,

interim report to the NRC. !
|

Task 5. Determination of Misoperation Scenerios

4. Using LR system descriptions, damage modes from Task 2, and damage !

'

sources from Task 3 a system logic model (fault-tree) approach will
be used to determine sabotage scenarios resulting from unauthorized
operation of reactor controls, systems, or fuels,

b. The results of this task will be documented in an interim report for j

the NRC. i

.

Task 6. Mitigating Systems Effects :

'

a. Using the sabotage scenarios developed in Task 5, the effect of
mitigating systems on radionuclide release will be includeri using
system logic models (f ault trees) to determine the effects of both
full and partial operation of mitigating systems, i

b. Using the insights of Task 6.a above additional or modified safety
features or administrative practices that could be adopted will be
identified. :

C. The results of this task will be documented along with Task 5 in an *

interim report for the NRC. j

:

Task 7. Program Plan for FY 1986
'

Upon the conclusion of the LR analyses, a detailed plan for completing
the remaining five nonpower reactors in FY 1986 will be formulated and
submitted to the NRC.

;

'

.

6

,

5
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