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U.S. Department of Energy EDavis, (2 copies)
P.0. Box 5400

Albuquerque, New Mexico 8711§
Dear Mr, Romatowsk!:

The enclosed NRC Form 173, Standard Order for DUE work (SOEW), for 393,000
is submitted in accordance with Section I11.8.2. of the DOE/NRC Memorandum
of Understanding of February 24, 1978,

This work 1s urgently required to support our Safeguards program, and the SOEw
fs forwarded without prior proposal. The work authorization provices for
proposal preparation as part of the work scope, The enclosed statenent of work
details the required work ard should be used as the basis for prtvcrin? o
proposal, NRC Form 189 contains the mintmum information neeced and will be
used for the proposal, Stancard terms and conditions for NRC work, as approved
by Headquarters DOE, apply to this effort, A copy of these terms ana congi-
tions has been furnished your office separately., The proposal snoula be
submitted within 30 days in five copies to:

U.S. Nuclear Regulatory Commission

Office of Nuclear Material Safety eno Safeguaras
ATTN: Program Support

Washington, DC 208586

Work under this task will require access to and/or orfgination of classified
information as indicated on the enclosed NRC Form 187,

Please inoicate DOE acceptance by signing and rtturn1n? the enclosea NRC
Form 173 to the NRC Office of Resource Management, Division of Accounting ang

Finance, with a copy to this office.
If you have any questions please contact Mrs, Eleni Davis (FTS 427-4072).
Thank you for your assistance.

g311140125 891101 Stncerely,

KUPERMAB9-451 PDR

(This letter commits. $93K of FY&d Origs
funds to FIN A7153, B&R 59-19-02-00) nal rigned by
. oh. h. D
¢e . EP/NFSD, oo€ R. S, Brown, Jr., Assistant to the
(Lontiomhe Fro o Poseg’ Director and Chief,

Program Support srancn, NmMsS

Enclosures: 1., SOUEW SU-pd-1lb
2. NKC Form 187
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NAC rom 173 U CLEAR MEOULATORY COMMMBBION | OROER NUWBER -
(104) ¢ 50-84-116

= 1

STANDARD ORDER FOR DOE WORK ‘
i ¢ o

"TASUED 1O (DO OMce) WSUED BY. (WAC Ofce)

Albuquerque Operations Office Office of Nuclear Material

Safety and Safeguards 2110200.$04 d

PERFORMING ORGANIZATION AND L OCATION 50-19-02-00

Los Alamos National Laboratory (LANL) FIN NUMBER

Los Alamos, New Mexico 87545 A 71534

ORK PERIOD - THIS ORDES
ash - '«-d
Y . -

FIN TITLE D 3 .
f Sabotage Non-Power Reactors

Consequences of Sabotage at ower Reactor N ?/30/06
OBLIGATION AVAILABILITY PROVIDED BY:

A THIS OROER B 93,000

b TOTAL OF ORDEAS PLACED PRIOR 10 THIS DATE WITh THE PERFORMING ORAGANZATION UNDEN THE ||
SAME APPROPRIATION SYMBOL AND T™E FIRST FOUR DIGITS OF TvE BAR NUMBER CITED ABOVE 1,220,000

€ TOTAL ORDERS TO DATE Mot ALl (4 1,313,000

D AMOUNT INCLUDED IV 'C" APPLICABLE TO T™E FIN NUMBER' CITED IN THi§ ORDER g 93,000

FINANC AL FLEXIBILTY

X FUNDS WILL NOT BE REPROGAAMMED BETWEEN FINS LINE D CONSTITUTES & LMITATION ON OBLIGATIONS AUTHORZED
"~ PUNDS MAY BE AEPROGRAMMED NOT TO EXCEED 5 0% OF FIN LEVEL UP TO 88w LINE ¢ CONSTITUTES A LIMITATION ON

OBLIGA TIONS

STANDARD TEAMS AND CONDITIONS (see NRC Manue Chapier 1102 Appenos Pan 4 ARE PARYT OF ThiS ORDER UNLESS OTHERWISE NOTED

ATTACHME) T8
THE FOLLOWING ATTACHMENTS ARE EREBY MADE A PART OF Twi§ tgwm
SROER WORK ON THIS ORDER INVOLVES CLASSIFIED
XX STATEMENT OF wORK INFORMATION NRC FORM 87 1§ ATTACHED
= ADDITIONAL TERMS AND CONDITIONS ~ WORK ON THIS ORDER INVOLVES UNCLASSIFIED
© OTHER SAPEGUARDS PROPRIETARY OR OTMER SENSITIVE
o FEE RECU EAABLE WORK © WORK ON THIS ORDER 1§ UNCLASSIFIED AND NOT SENSTIVE

%X NONFEE RECOVERABLE wORK

REMARKS Apterance he pOPosE by numbe and dsle SN NICEIe 1 IhNE ARBCHEC SRIeMent O work modriies the DOE propossl)

This order provides FY84 funding for initiation of this project as delineated in the
attached statement of work. An NRC Form 189 based on the attached statement of work
should be submitted in 5 copies to: Office of Nuclear Material Safety and Safeguarcs
(Attn: Program Support Branch) within 30 days of the date of this order.

_ AUTHORITY ACCEPTING ORGANIZA TION
SIGNA SIGNATURE
R MY Brown, Jr.
e RssTstant to the girector and Chier YTE
|  Program Support Branch, NMSS
NAC FORM 173 (1) DATE




1.0

2.0

CONSEQUENCES OF SABOTAGE AT NONPOWER REACTORS
f!l NO: A7153-4 B4R NO: 50-19-02-00

Sackground

In 1879, Los Alamos Scientific Laboratory conducted & study on the cone
sequences of sabotage at nonpower reactors, It was concluded that, within
the constraints of this study, only one nonpower reactor had any potential
for the release of significant amounts of fission product materials in

the svent of sabotage, Because of terrorist sctivities in other parts of
the world, concerns by the ACRS about manipulation of reactor control
systems, and concerns by & public interest group about the effects

of incendiary devices on reactor components, staff believes that 1t would
be prudent to supplement this study with further technical information to
assure that the margin of safety provided to the public 1s maintained,

Work l!g!1r!g

Los Alamos National Laboratory shall determine and evaluate the risks and
potential consequences of both a 1oss of coolant incident and the direct
fue) carmege whizh would be produced by: (a) dlast effects from various
guantities and types of explosives, (b) the production of heat from
incensiary devices, and (¢) the unsuthorized manipulation of reactor
controls and fuels at nonpower (NPRs) cperating at 20 MW, 10 MW, § MW and
2 MN; and, for (a) and (b), ot NPRs operating below 2 MW, Specifically
designed mrthemptical models or other appropriate methoas shall de used to
geterming the potentia) consequences of the events associated with (a),
(b), and (¢) above, Assessments shal) include the consequences associatec
with core meltdown, dartial core meltdown, and disintegration and’/or
crushing of the core and shal) be compared against 10 CFR Parts 20 ang

100 standards, Where applicable, the extent of fission product release
shall be Sesed upon NRC's re-evaluation of sous.e term assumptions and
fincings.

Fecilities shal) be grouped dy common gesign feature and andlysis ¢f @
representative from each group shall be performed in the sequence
of descending power,

Licersee Docket No. Power Level Reactor Type
Nationa! Bureau of Standards LS L) T Yank
University of Missourd $0-186 10 W Tank
Georgia Institute of Technology 50-160 5 MW Tank
Massachusetts Institute of Technology 50-20 § MW Tank
Unfon Carbide £0-54 5 MW Poo)
Rhode Island Atomic Energy Commission  ©0-193 2 M Pool
State University of New York §0-57 2 MW Pool
University of Michigan 50-2 2 MW Poo)
University of Virginia 50-62 2 MW Poo



Los Alamos Nationa) Ladoratory shall perform the following tasks:

2.1

2.2

Task Yo. 1

A review of existing information in available sources such as the NRC
gocket files augmented by site-specific information provided b{ NRC staff
and on site inspection visits shall be conductec to: (a) familfarize task
personnel with characteristics peculiar Lo each reactor, *nd (b) obtain
fnformation necessary to afd in the calculation of the radiological
consegquences for each of the NPRs isted above, as appropriate,

Tosk No. 2

Mathematical models and/or ather appropriate methods, such as a master-logic
dlagram fault-tree approach sirilar to those used in other safety studies
by LANL, shall be developed and/or used to:

2. calculate the radiologica) release resulting from a total core melt.
down, partial core meltdown core, disintegration and/or crushing, or
other means which could severely damage the fuel in the reactor core,
Since the key consideration is the fission product release associeted
with such incidents, the effects of using low enriched uranfum versus
high enriched uranium on the fission proouct release shall de evaluated,

b, determine, as 2 function of distance from the reactor, the total
redietion dase (rem) to the whole body and the radiation dose (rem) to
the thyroid from 1odine exposure, and identify any facility which could
exceed 10 CFR Parts 20 and 100 standards, and

¢, Determine the characteristics of the event that would 1imit it to
1ess than Parts 20 and 100 standards.

Certain other parameters and assumptions should be considered when per-
forming this task, These include, and are limited to the following except
as may de 2pproved by the NMSS Project Mamager (PM) in the futyre:

2. The models or methods used to calculate whe damage and the relesses
shal) assume that the reactor has been operating at the maximum power
leve) authorized by NRC license and that equilibrium of fission
products was attained prior to the incident, Note: If significant
damage to .he core or subsequent release 1s calculated to occur after
s period of reactor shutdown, this shall also be evaluated,

b. 1n those cases in which the fission product inventory of the NPR
is determined to be insufficient to create a risk to the public health
and safety, or those in which the fuel configuration or composition,
and/or the reactor conttruction or other factors fs such as to 1imit
the fuel damage and fission product release to 2 level that s insuf-
ficient to create & risk to the public health and safety, the study
for that facility shall be terminated, and the basis for the conclusion
documented,



2.3

2.4

€. No assumptions are made regarding the saboteurs' capabilities nor
1s there any design basis threat associated with this task,

d. For biso\!nc considerations, it should be assumed that al) ruactor
safety veatures fail upon initiation of the incident, and

e. The mean meteorological conditions at the site and the surrounding
a;on sh?uld be considered when calculating the atmospheric dispersion
of a release.

Task No, 3

After Tasks No, 1 and 2 have been accomplished, mathematical models

or other appropriate methods shall be developed to calculate the amount of
explosives and the amount of incendfary materia) needed to cause the
raximum and the 1imiting events described in Task No, 2 adove, Calcula-
tions shall be made for the placement of explosives and incendiary devices
attached to reactor components and outside the structure containing the
reactor.

Certain paremeters and assumptions should be considered in those calcula-
tions, These include, and are Yimited to the following except as may bde
approved by the NMSS PM in the future:

a. The type of explosives and incendiary devices used to cause an event
are assumed to be easily obtainadle,

b, Two opposing conditions shall be considered in performing Task 3:

i, The adversary shall have access to all reactor components
in carrying out the sabotage event,

i1, Safeguards credit shall be given for 2al) physical darriers
interposed detween the explosives/incenaiaries and the reactor
fuel, and

Task No, 4

Upon completion of Task No. 3, for those cases in which the fission
product release and estimated doses exceed 10 CFR Parts 20 and 100 stan-
dards, calculate the amount of explosives and the amount of incendiary
materia) needed to cause the re'ease. The calculations shall be made for
placement of explosives and in.endfary devices attached to reactor compo-
nents and outside the structure containing the reactor,

The parameters and assumptions employed in Task No. 3 shall be utilized
in this task,




-4

Upon completion of Task No. 3, a review and evaluation of reactor control
systems and fuels shall be made to determine whether an unauthorized
manipulation of such controls could cause any detrimental effects that may
be identified 1n Task No. 2. Only credidle scenarios and amalytical
sssumptions shall be used and shall be reviewed and approved by the NMSS PM
before the analyses are made,

2.6 Task No, 6

3.2

Upon completion of Task No, 3, calculate the mitigating effects of full

and partial operation of existing safety features associated with the
operation of the reactor (these features are ignored under Task 3 to
determine maximum consequences)., Identify additional safety reasures and
modi fications as well as administrative procedures and practizes which could
be adopted and determine the degree to which these additional considers-
tions would mitigate the consequences, Exclude specific safeguards

measures from consideration in this task,

Reporting Regquirements

Monthly Letter Status Report

A monthly report shall be given which summarizes the progress of the tasks
being performed including:

0 The work performed during the previous month,

0 Personne! Lime expenditures during the previous momh,

o Problems encountered and the proposed solutions,

o Activities planned for the ensuing two months,

o Costs generated against the work effort during the previous month
(including direct salaries, materials and services, ADP support,
subcontracts, travel, general or other relaied items),

o Current obligation status information
The first monthly report shall provide the inftial projections or indicate
"no change in the cost and uncosted obligation projection.” The report
shall be due by the 15th of each month with distribution as follows:

Donald M. Carlson, SG, NMSS « one copy
Office of the Director, NMSS (ATTN: Program Support) - one copy

Interim Reports

A draft interim report shall be furnished to the NMSS PM upon completion of
each major task (1.,e., Tasks Nos, 2, 3, 4 and §), After review by appropriate
NRC personnel, the PM will provide comments on the draft report to LANL
within sixty (60) days of receipt of each report, A revised interim report
shall be submitted 1f deemed necessary by the NMSS PM,
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. 3.3 zlﬂll.alllﬁi

LANL shall furnish two copies of a draft final report to the NMSS PM
by June 30, 1986, The format of these documents shall be as specified for
forma) technical reports in NRC Manual Chapter 1102 and will provide:

8. The on-site and off-site fission product release and dosage calcule-
tions associated with a total loss of coolant,

b, The quantities of explosives and incendiary material or description of
acts necessary to cause a limiting case incident,

¢. The placement of explosives and incendiary matertals in relation
to the reactor,

d. The description of unauthorized manipulation of reactor controls and
fue! to cause & 1imiting case incident,

e. The resulting consequences, and

f. Appropriate alternative measures which can be implemented to
mitigate a significant event (e.9., reactor facility modifications,
administrative procedures, etc.).

After review by appropriate NRC personnel, the PM will provide comments on
the draft report to LANL within 60 days of receipt of the report,

The performing organization shall revise the draft report based on the
PM's comments and submit two camera-ready copies of the final report to the
Document Management Branch, Technical Information and Document Control, IR
to be published as NUREG/CR series reports, and a duplicate to the NMSS PM,

A1) draft reports, as well as final reports, shall be screered for Clas-
sified Information and appropriztely marked in accordance with "NRC
Classification Guicde for Information Dealing with the Pelease 2nd Dise
persion of Radioactive Material (NRC-RDRM.1)," dated Septemder 1982 and
NRC Manual Chapter 1102,

3.4 Program Plan

Within one month after inftiation of task orders, LANL shall provide

2 detailed work plan which fdentifies study milestones and their projected
date of accomplishment, Upon NRC review and approval of this plan, it will
then become the operating schedule for the overall task.

4.0 Meetings

LANL representative(s) shall meet with the NMSS Project Manager two to four
times a year. Upon completion of the draft final report, LANL representa-
tives, upon request of the NMSS PM, shall brief NMSS staff in Washington, 0C.
A1l travel requires approval of the NMSS Project Manager,

§.0 NRC Furnished Materia)

None, except information 1n available sources such as NRC docket files.



7.0

8.0

Leve) of Etfort

It 15 expected that approximately three and one half staff years of tech-
n;cal support will be required to satisfy the provisfons of the Statement
of Work,

Period of Performance

Performance for the overall task shall commence on the effective date of
this agreement and continue through September 30, 1986,

Quality Assurance

For al) draft and fina) technical reports delivered under this agreement,
the LANL shall assure that an independent review and verification of

al) numerica) computations and mathematica) equations and deviaticns are
performed by qualified contractor personnel other than the original
author(s) of the reports, If the LANL proposes to verify/check less
than 100 percent of a)) jomputations and matnematical equations and
derivations in the report(s), (such as might be the case when there are @
large number of routine, repetitive caleulations), the LAML myst first
obtein written approval from the “M85 P,

Computersgenerated calculations will not require verification where the
computer program has already been verified,

In adoition, for a)) reports, including those which 4o not contain numerie
cal analyses, a management review shall be conducted prior to submissien
ts the NRC,

Technica)l Direction

Mr, Donald M, Carlson (FTS 427-4712) 1s designated the NMSS Project Manager
for the purpose of assuring that the services required under this Statement
of Work are delivered in accordance herewith, A1) technical instructions
to the performing organizavion shall be issued through the KMSS PM, As
used herein, technical instructions are those which provide details,
suggest possidle tines of fnquiry, or otherwise complete the generz! scope
of work set forth herein., Technical instructions shall not constitute new
assignments or work or changes of such nature as to Justify an adjustment
in cost or peiod of performance. Directions for changes in cost or period
of performance will be provided after receipt of an appropriate Standard
Order for Work (SOW) (NRC Form 173) from the Uirector of the Office of
Nuclear Materfa) Safety and Safeguards (NMSS),



10.0 Disposa) of Property

Prior to close out of this project, a reconciled report shall be developed
by DOE to record available equipment and material purchased with NRC
funds, This report should be developed as soon as possible after project
completion or termination decisfon has been made, but rot later than 60
days after the termination date. The report should be submitted to the
NRC Division of Facilities and Operations Support, ADM, and the NMSS
Project Manager,

11.0 DOE Acquired Material

The performing org ‘zation must notify the NMSS Project Manager prior to
acquisition of any _apital, ADP, or word processing equipment,
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REQUIREMENT ‘ TIFYING NUMBER  Preme convuct mumber COMPLETION EFFECTIVE
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SUBCONTRACT
a. OTHER Semiy) ¢ OTHER ‘Sosityl

3. FOR FOLLOW-ON CONTRACT ENTER PRECEDING CONTRACT NUMBER AND NATE COMPLETED. FDOII NOT APPLY

CONTRACT NUMBER DATE COMPLETED
4. NAME OF PRIME CONTRACTOR, OFFEROR, OTHER Soaciy/ b NAME OF RESPONSIBLE SECUNITY OFFICE
Los Alamos Natfonal Laboratory
STREET ADDRESS STREET ADORESS
P.0. Box 1663 ,
ciT P"" 2\» COOR cIvyY STATE 2P CODE
Los Alamos ) 87545 l
S0 NAME OF SUBCONTRACTOR  Somity) D NAME OF RESPONSIBLE SECURITY OFFICE
STREET ADDAESS STREET ADDRESS
ciTy [;vnl ] 2P CO0E ciTy Taun Pw coot

. PROJECT TITLE AND OTHER DENTIFY NG INFORMATION (onsequences of Sabotage at NONpOwWer Reactors
LANL shal) determine and evaluate the consequences of both a loss of coolant incident
4 fuel damage produced by: (a) blast effects from explosives, (b) prod. of heat from
incendiary devices, 8 (c) unauthorized manipylation of reactor controls.

7. PERFORMANCE WILL REQUIRE YES | NO | TS $ C [NSI | RD
+ ACCESS TO NAC FACILITIES ONLY X s
‘ |
b ACCESS TO CLASBIFIED MATTER OR OTHER CLASSIF I ED INFORMATION X X | | X i
A
& MECEIPT STORAGE ORMOTHER SAFEGUARDING OF CLASIIFIED 1 1
DOCUMENTS. X X | X |
| 1
0 GENERATIONOF CLABSIFIED DOCUMENTS X X X
4
o ACCESS TO CLASSIFIED COMSEC MATERIAL OR OTHEN ZLASSIFIED |
COMBEC INFORMATION. X |
t ACCESS TO CLASSIFIED MATTER OR CLASSIFIED INFORMATION |
POSSESSED BY ANOTHER AGENCY | X X | X
9 USE OF AN AUTOMATIC DATA PROCESSING SYSTEM R X X
N ACCESS 7O NAC HEADOQUARTERS, POSSESSTONTY R AC PROTD
AOENTS RICAT WONGR §ARD Kby SAOGEE X
OTHER Soecity)

8. INFORMATION PERTAINING TO THESE REQUIREMENTS @R -THIS PROJECT, EVEN THOUGH SUCH INFORMA.
TlON IS CONSIDERED UNCLASSIFIED, SHALL NOT BE REL\E D FO‘)D!SSEMINA JON EXCEPT AS APPROVED

o PUADY, 0 W L w )

NAME Spwerw Project Hanager CONTRACTING OF FICER J_J Desageatiny




DY GLTHOMERS Gy AENG\08 A 473 ACWOE OR a3 V5730 T 3 DECSR
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IREATION GUICANCT

Classification will be according to LANL's findings end classified in
sccordance with "NRC Classification Guide for Information Dealing With the
Release and Dispersion of Radioactive Material (NRC-RDRM-1)," dated September, 1982,

10. CLASSIFICATION REVIEW OF CONTRACTOR/SUBCONTRACTOR REPORT(S) AND OTHER DOCUMENTS wiLL BE CONDUCTED BY

EAME OF AND TITLE OF POSITION OF AUTHORIZED CLASSIFIER

O 0ivISION OF SECURITY

1. AEQUIRED DISTRIBUTION OF NRC PORRA 187 Check apo-0pr e box (#s//

1
SPONSORING NRC OFFICE QA DIVISION /trem 1200 ’ I-muc TONTRACTOR 1rom &/
—
J DIVISION OF SECURITY /em 120/ * ; SUBCON RACTOR rom o
v -
| | RESPONSIOLE SECURITY OFFICE
DIVISION OF CONTRACTS /iom 12¢) 1 J P Al

SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT
WILL BE APPROVED BY THE OFFICIALS NAMED IN ITEMS 120 AND 12¢ BELOW
12. THE SECURITY/CLASSIFICATION REQUIREMENTS AND ATTACHMENTS R RENCED HEREIN HAV

APPROVED BY THE OFFICIALS NAMED IN 120 AND b BELOW. FINAL CONTRACTING APPROVAL BY THE
DIRECTOR, DIVISION OF CONTRACTS OR MIS REPRESENTATIVE IS TO BE INCLUDED IN 12¢ BELOW.

NAMG SIGNATURE | oare

8 DIRECTOR QOFEFICE QR DIVISION
prort F. Burnett, Director

Rivision of Safequards, NMSS
* HaVimona °3 SEME) S BV tor
Division of Security, ADM
¢. DIRECTOR, DIVISION OF CONTRACTS N/A
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