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0“fice o° lespectior and Enfrrcement

SUBJECT: REVISION OF TE MC 2545 AND T-E APPLICABLE (RSPECTION PROCEDURES

In 1977, 1E publisned the 81400 series of insyection procecures (IPs) for physica)
protection 4t nonpowe* resctor faci 1ties. [ue to changing requiremerts, these
procedures were later consigered tc be obsolete, and Lawrenie Livermore Labors-
tories was cortractec to aevelop IPs tc refle:t current rec. rements. The LLL
procedures were printec #~¢ sent tc the Regions ir 1980 for interis use; however,
beceuse .hey ¢id rot S.11) satisfy the needs 4 the Inspection prograe, they

were not formally incerpo-atec intc the It mavwal,

In ¢ relatec mattes, SEC° E2-5004 (Aoril 20, .58¢) specifier certain coeritments
which the staff meoe Lo the (omrissior regarc ng an adjustaent in emptasis from
sabotage to thef: 1n e dhysice! pectection 3rograms 8t notDower redctor
“fecilities. Tc eccommodete this adiustment, the steff agreec to clarify end
revise the safegue=ds 1nsdection prograr reql rements &no guf“ance documentation.

Te accomplish this, tve sta’’ has recently resised IE manue’ chapter 254% and
inspectior procedi=es relatieg tc prysicel pritection &t nowower reactor
focilities. Secticr [E.C: ¢f the crapter distusses veri‘i1catior of the licensee's
exespt inveriory. A BURIZ ‘s beinc developec to assist in tnis verification;
however, after 1t: put icatior, 1€ will _ecios whether 2 secarate inspection
procedure or dccition:! g.icence 15 mecessary. Piease review these docurents
anc provide commerts o [1ck Rosanc (FTS 45-2400¢) by Marcr 15, 1985, !f you
heve supgestiors That ma) incresse o~ cecrease *he time reciired to camplete
an inspection, plezse comeleie the attached e.cluation shee:.

‘—y\

AU
N e

ares C. Partlow, Direciar
fivisior ¢ Inspectior Programs
P4fice of .nspectior anc Enforcemer:

Rhg



MWitiple Addressees «2-

Enclosvres:

1. 1€ Marnwa) Chapter 2545
Inspection Procedures
3. Evalvation Sheet
J

H
cc w/enclosures:
. K. Joyner, Region |
K. P. Barr, Region 11
W. L. Axelson, Region 111
R. J. Everett, Region IV
J. L. Montgomery, Region V
W. B. Brown, NMSS
lo l- CM' l[
D. Matthews, IE
C. 0. Thomas, NRR
R. €. Erickson, Chatirperson, SIRG

ngYRIBUYION:

ORPE Reading

DIP Reading

PMcKee

RPRosano

LBush

LJCunninghar
RRKeimig, Regior |
DRMcGuire, Region 11
JRCreed, Region 111
MOSchuster, Region ¥
RHVO Imer

JePart)ow

SEE PREVIOUS COwCU E:

*IE:0RPB *1E:0RPB 1€:0RPB 1£:0RPE
PRosano LBysh LICunningram PPicKee
2/ /8% 28 /8% 2/ /8% i/ /8%

|
l(:il /01P

JGHertlow
2Ny /8%

February 22, 1985



REVIEW OF INSPECTION PROCEDURES

lestructions

Asditions to and deletions from inspection procedures may Nave an fepact on the
thee necessary to complete the inspection procedures. When the reviewer recos-
mends either of the above, 1t 1s requested the time lost or gained as & resuit
of those comments be estimsted.

The procedure(s) to be reviewsed 1s(are) listed below. The first columm shows
the expected time required to complete the procedure. The reviewer should il
h‘m loss (=) or gatn (¢) of time resuiting from the comments in the second
column,

If the sugoestec changes to each procedure would result in & total expenditure
of more time than that moted in the first column, the reviewer should indicate
1: the D1:cu:nm section what inspection activities may be deleted to make the
time avetlable.

NOTE: Tota! time less than one half hour need not be counted.

Gain/Loss
Estimeted of Time
Inspection Procedures Time Over | Mou-

81401 Physica’' Security and Safeguards l
Contingency Plans

81407 Reports of Safeguards Events 1

Bid402 Receipt of hew Fue' 2t Reactor |
Facrlities

El4]1] Physical Protectior for Nonpower 16
Keactors with FSWM

81421 Physica) Prctectior for Nonpower €
eacio”s with MSw

81431 Physice! Protection for Nonpower 2
keacto=s vith LSW!

TOTAL

Discussion




DQAS 1P
CHAPTER 2545

RESEARCH AND TEST REACTOR INSPECTION PROGRAM - OPERATIONS PHASE

254501  PURPOSE

The purpose of the Research and Test Reactor Imspection Progrem is to es-
tablish ¢ basis for concliding that the facility s operated and activities
therein are conducted safely and consistent with regulatory requirements.
This conclusion 1s developed through direct observation, personnel interviews,
and review of facility records.

2545-L2  PROGRAM APPLICABILITY

The operations phase applies to all critical facilities and to resesrch
end test reactors that have been 1ssued an operating license. In the
speciel case in which o facility has an operatimg license and does not
operate, the inspection effort shall be reducec tc completion of the long-
term shutdown prograx. A facility shall be comsidered to be 1n ar opera-
ting status 1f wort assoclated with the reactor 1s the reason for it being
shut cown, e.9., refueling, modification, and mintenance.

24503 CEFINITIONS®

03.01 Research Reactor. As use¢ in this chapter, research reactor s
8 broal term that includes test resactors, critical facilities,
plus 8l of the other nom-electricity-producing reactors sub-
Ject to NR( regulation.

02.02 Test Reector. Refers Lo reactors that were issued test reactor
Ticenses and includes NBS and GETR.

03.03 Criticel Facilities. Refers to faciiities that were 1ssued
critice’ Ticenses anc includes suct fazilities as BOW (50-13),
Battelle (50-360), anc Rensselaer (5.-225).

*See Sectior 2545-0% for & 1ist of abbreviations wsed in this chapter and
In reiated procedures.



RESEARCH AND TEST REACTOR INSPECTION

BLBN. PROGRAM - OPERATIONS PHASE

03.08

03.06

03.07

03.c8

W. Includes a)) types of irradiations (both fn-core

ond o -core), special tests o managements, class exercises

in some cases such as fuel Toadimg, rod calfbration techniques,

flux meassrements, etc. It 15 nct intended to drav & clear dfs-

tinction between what 1s routine operstion and what 1S new or

wnm ovt 1t which could resvit 1n o potentia) for incressed
zerd.

In some cases the licensee may choose to ctonsider an itewm rou-
tine operstion {f perforwed by licensed operstors, yet on ex-
periment {f performed by college students. This 15 & typice!
‘ntm of increasing sawiristrative controls when extra caution
$ needec.

'rrodutions. "Refers to type of experiment fmwolving radfatior
rom resctor used to credte new fsotopes or raise muclear
energy levels.

Classes of Research and Test Reactors. There are three classes:

8. Class 1. Reactors cf 2 Mw or greater that require at least
an o*nuwa) Inspectior cycle.

b. Class I!. Operatinc reactors of less thar 2 W that rec.ire
Tnspections on a c-yea® cycle.

c. Class l.l. Reactcrs on extended shutdowr or decomrissioned
prics ti cismantiemer: that require inspections on ¢ J-year
cycie.

Materia' Safeguards Coteg:-1es. The amourt, type, #nd enrich-

ment 0f the ruciear meter'al deterwines the sz2feguards categor)
and the requirec leve! ¢ crotection  See Table 6.

Erempt titerial. Refers ¢ the materié! 1n tone licensee's in-

ventory efiC", Oue tc the self-grotecting natare of its redia-
tion leve' 4ro/or fabricetion, 1t erempt fror the physice! pro-
tection requiresents o .{ CFR Par. 73,

Nonexesp: Insentory. Tre accregate of &'l materia’ within

specifiec site or buticir, excest thet which 15 exempt due to
1ts se'f-protecting nature. .

Inspecticr (.cles (See Tet'e 3)

0. Mrnal A
Tne effort shoulc rc wally De performed at least once per
year. Tris cyc'e eoiic apply te Class 1 reactors or
fac*lities possessare  forrule cuartities of strategic
special nucleear setemal.



i SEARCH AND TEST REACTOR INSPECTION
: - OPERAT 2543-03.1%

b. Biemnial

The effort should nows1ly be perfermed ot least once every
two years. This cycle would apply to Class 1] reactors or

facilities possessing materia) of woderate strategic signifi.

cance.
¢c. Iriennial (TA)

The finspection effert should mermally be performed ot
least once every theee years. Tis cycle wou'ld apply to
Class 11! reactors or fecilities possessing material of
Tow strategic signif-camce.

<545 04 RESPONSIBILITIES AND AUTMCRITIES

04.01 Director, Division of In tion Programs. Overall administra-
tior @ mplementation : nspection program outlined in
this chapter for resesarct reactors.

04.02 riate Rec ora’ 0¢f'ce [visior. Overall admin-
\oy emertat cr of th, irspection program outlined
{r tris chapter for research reectors within regional boun-
daries.
04.03 (rig’ rigte Reciora (“‘ice Erarch., Administration and

g lewentatior ¢f the rslection program outlined in  this
chapter for research reactot assigned

2545-0% DISCLSSION

Tris chapter provioes guicence for the schedulinmg of inspections and for
the fmplemertatior o the inspect cr 2rogrem. The prograr establishes

uniform inspection metncociogy for exct reactor class anc safeguards category

anc  leaves su‘ficient flexibi'ity tc the regrons fcr optimizing the
vtilizetion of their inspectior resn~ces. Experience NS showr that the
extent of the inspection prograr 1! based on demands placed cr avaflable
inspection resovrces. For that reescs, this checter defines the minimur
inspection proorar for a detervmiratis ¢ atceptatie operation.

The operations porticr ¢* the 1nsdectior prograe emphasizes the larger
reactor (e.c., 2 M ¢~ greater, . "¢ safeguero: and security portior of
the 1inspectior prograr pleces mOTT epnesis o reactors possessing @
formla quartity of strategi:c spec-a’ muclesr material (FSMM), and least
emOhas1sS Or resltors possessing Quentities of special muclear materie) of
low stretegic sicrificance. (LSW ).




. RESEARCH AND TEST REACTOR INSPECT ION
ROGKAM - OPERATIONS PMASE

2345-06

Currently, se 't{ plans are tailored to the safeguards categories of
materia) fcensee will possess, considering the quantity exempted
wnoer 10 .« 73,60 or 73.67(b).

2545-06  TABLES APPENDED TO THIS CHAPTES

Table 1 classifies o1) research and test reactors according to operable
ro- v level (I, 11, or 111). Table 2 categorizes a1l resctors according
"0 O hnd and authorfzed imventories of SIM (foraula, moderate, low, or n/s).
atie 3 presents the inspection cycle for operations and safeguards. Table ¢
presents the applicable operatiors inspection procedures. Table § presents
the applicedble safeguards inspection procedure.. Table 6 describes the
numericel quantities of SNM which constitute the three safeguards cetegories
according to i0 CFR Part 73.

254507 INSPECTION PHILOSOPHY

Region-based finspectors will conduct fnmspections using those procedures
for research reactors that are directec by their supervisors. Certain
aspects of their inspection activity ca= be conducted in the Regional
Office. 1.e., portifons of procedure review and administrative program
{nspection,

For Category 1 facilities, the inspectior program is designed so that the
entire operatiors progras, including healt® physics and emergency planning,
Can be done by one inspector during one fespection. The sefeguards region-
Dased inspectors should be used o5 necessary to fulfill the progresmetic
requirements tor safeguards inspectiors.

Regions should continue tc combine inspecticns of different discip)ines
«here reasoravle to conserve resources. LCisciplines with moderate inspec-
tion recuirements conductec 2t finfrequer: intervals mey be inspected by
those of another afscipline. For erample. & materials 1nspector may con-
duct security, MIAA, anc radiatior se‘ety inspections of the Part 50 non-
power reactor as well as the Fart 3 materfals licenses at o uriversity.
Separate reports must be prepared for the Part 30 and the Part 50 docket
fiies. Inspectors must be technice!’y capable of conoucting these multi-
gisciplined inspections, particularly 1f jucgenents of adequacy are ex-
pectec.

ine region-based ‘nspector mey also cond.:: independen: irspection Activie
ties. There ¢re no statec coels for recior-besec inspections or baceshift
or for inoependert inspection. However, beckshift inspection will be per-
‘ormec whenever rec.irec tc complete the inspection.

282508 SAFEGUARDS INSPECTIONS

0£.0) Sefeg.eros Catescories. Tme category ©f the safeguarcs protece
tior trat must be affordec by tne licensee should be deterrited
before the inspector deparis fcr the site. It 1s based or the
Lota)l nonexeep: 1nventory, &S showr in Table 6,

Jssue Lete: - & .



i SEARCH AD TEST REXTOR
1 - ORRKTIONS PWASE _2345-08.02

08.0¢ X fors. Material s exespt from iInclesion 1 the total
naven to the extent that it 1s not readily separsble from
other rocioactive material and has a radration dose rate in
excess of 10C rem/hour at 3 feet (see 10 CFR Part 73, 3ection
73.60 anc 73.67(t)(1)). Furthermore, {f the tota! iaventory fis
equal to swavtities of moderate strategic significance, but the
Quantity »n each building 1s egual to or less than gquantities
of low strategic ﬂrmcom. the facility will be considered
to be Category 111 (10 CFR 73.67(0)(2)).

08.03 verificatton of exempt inventory. Regions shall werify the
Ticensee s cntevtion that tﬁ'e: quantity of materis! exempt from
inventory it =2* readily separable and does in fact have & radi-
ation Jose rete in excess of 10C rem/hour ot 3 feet. Verifice-
tion can e actosrlished throuoh evalvation and review of opers-
ting histary, screening throwgt use of nomogrephs, or computs-
tior by campeter pro?rn. In the event thot materfal Mas not beer
maintainet at the self-protecting level so that the tota! nonexespt
inventory rises to the next highest safeguards category, the
Ticensee shovld provide increasec protection, as appropriate. If
the aporoved 21ar Includes sections to dea! with this event, the
1icensee must be inspected ageinst these a0¢ tional requirements.
1f the apcroved plan coes nct have sections to deal with the loss
of the exempiion, the licersee 15 in noncomp'fance witr the rule
for not tavieg ar approved ple=, and 1s alsc 1n noncosc)iance to
the extert trat the aC2'tiona recessary protections ame not providec.

(€.04  Security .-spections.  Inspeitors shall oeie-vine M
Dased or tht liiensee’'s approvec physice) security plan, an
shall deterv-ne adequacy anc eftectiveness of the licensee's
procrer tase: or the appropriate portions ¢f 10 CFE 73.60 and
73.€7 e'c generally accepted prectices. Citations for
noncomplance shOulC de basec or the apr-oved plar. Fing-
ings ©f *naoequaiy shoulc be re‘errec to the appropriate licen-
sing sta‘".

2545-0¢ GEMERA. G [&nCE

Although edch inspe:tior procedure curt2irs many fnspection reowirements,
the 1noivicee) inspestcs 15 expected tc ape'v professiore! judgmest regardirg
the neec “or complezir: ee2ch specific 1ter. For example, s/he may have
ASSuTance that Lhe tas*: re. irement he. beer satisfiec vie some cther source
(1.e., LEF fo'lomr. irdepe dent inspectior effort, temporary irstructions
followmup ). In such zéses tee 1nspector ¢+t not need 12 perfors these specific
fters. Ir summary, the iteers in Sectior vi cf inspection procecures 1ists the
attritutes which sni.'lc De consioercr wher evcluating the are: covered by the
1NSpestior procedurs.

As statec i 10 CFF anc 1T %0 2500, N°7 repectors perfore @ betic missior




: . KISEAROM AWD TEST REACTOR INSPECTION
£545-03.09 =

in verifying that o licensee meets current regulatory requirements ond
commitments. ldentifying specific fmstances where & Vicensee fails to meet
regulatory requirements and/or commitments, although fimportant, Ms
frequently resslted only in correctior of symptoms rether than correction
of the underlying couses of licensee prodlems. Therefore, it 15 {ncumbent
wpon the inspectors to also provide informetion concerning whether certain
1icensee programs are inadequate or fimeffective. Because of the limited
nrber 0f inspectors, the NRC imspection program exasines only a very smsl)
semple of i1cessee activities in any ares. Thes, 1t 15 fmportent than on
inspector evaleate whether 3 noted moncompliance or deficiency represents
on fsolated case or signifies o broader, more serious problem in that ares.
To previde the perspective to perfors this evaluation, the inspector showld:

[ keer currently irformed of deficiencies, sudit findings, and plant
probless {dentified by the licensee's own organization; and

b. ascertain whether additiona! persomal inspectior effort 1s merited
in the ares under consideration.

Where the evidence Indicates that a probles ma)y exist, enforcement action
should be cons'derec tc require the licensee to cemonstrate to the NR(C that
it M not lest contro” of that aree. The iIndividua! inspector showld
consul. Regiond! supervisior whenever the fintings ©f ar inspection suggest
that sc. .t enfoceme:t action eppear™ appropriate.

254510 ABEEVIATIONS USED IN TrlS CMAPTER AND IN RELATED PROCEDURES

AFRF) Armed Forces Radiabiclogy Research Institute

AGh Aerciet Genera! hucleonic

ALS Ame-izan huclear Society

AR Avesican hationa' Standares Irstityte

Bdw Babzock and Wi lcos

ol 4 design-basis ever:

cir Divisior of lespestion Progrars, 1I

(13 eme~gency plarning

FSN’ form 12 Quant ty of strategic specra) nurlear material
GETR Genere! [lectric Yest Reacter, Yal'ecitos, (4

12 hed' th physics

M1 Of“ice of Insdectior ant Enforceme~t, NR(

Lce lirting conc tion for operation

LER licensee ever: report

LLNL Law=ence Livermore Retiore! Ladoretor)

LS\ speiral nucleer materie’ o©f low stratecic significance
RiT Kessachusetts Institute ¢ Tecwnclog,

MSN specie) muclear materis’ of mooerete strategic sionificarce
n'e not epplicable

RES Nationa! Bureau 0 Stencerc:, Geitrersburg, K

KR( huciear Feculatory Coewissiorn

CL operating license or Upe-etor Licemsir:

Sev speciel nuclezr materie’

TRIG Treining Reector, Isotore Froduitior, "ene=e’ Atomic
s tecanica) specification s



., BESENRCH N TEST MACTOR INSPECTION
PROGU - OPEMTIONS PHASE

; TABLE 3, 2945
T - Y 1
Operatioes Sefeguards
Class of
Reactor
Dower Category
Anra i l FSNM
Biennia) 11 LY
Triennta! 1l L Sh
TABLE 4
MC 2545 RESEAPCH REACTOR INSPECTION PROGRAM:
"OPLIATIONS INSPECTIONS
PHASE AND
PROCEDURE
MBI R TITUE
“Oreratiors Llass
t _Applicasiiity
nspections
v, Entrance, Exit Interview 1/71./111
3974 Orge-120ti07, LOQs and Recores 1
40748 Review an¢ Audit !
4075 Class . Operetion: Proceoure 1]
4075. Clase !.! Uperatiors Procedure: 11
4174 ReGed '1*1cation Treining l
a27¢ Proce s, mes !
6074% Refueing |
6174¢ Surveil'er e l
65748 Expescents |
BL74¢ Env .~ormenta) Protectior |
62748 Eme senzy Plar l
give2 Hea =t Prysics )
8C74( Trarsportatior Activities 171::118
$270¢ Inaeoencent Irsnectior [ffor 1715111
Aher 1red
Lnspestions
90712 In (““12¢ Review ¢’ Event Repor:s 17:.: 111
827U Licersee Event Fo' owut 171,/ 111
$270. Foliowy: or Inspecior ldenti‘iec Froblems 17127111
70 Foiiowu: On ltems f Noncomy "1a-ce/Deviation 1/10/111]
e2702 1€ BV letin/Carcu’ ir/Confrrmatory Actior 17137131
Letter Followup
9271 Review ¢¢ Fart 2] tepo-ts AT tH
$271! Part 2] Report Fol omur M !;!

$c717 1E Dircudar/Irformatior hetice 8733 548




RESDARON M TEST REACTOR. IRSPECT 10N
PROGRAN - OPERATIONS PHASE

TABLE §

NONPOWER REACTOR SAFEGUARUS
INSPECTION PROGEAM

POCEDURE RORBER —TILE

A1l Licensees

30703 Entrance/Exi: Meeting

8140) Physical Secarity and Safeguards Contingency
Plons

81402 Reports of Safeguards Events

85108 Material Control and Accovmting

Ir pedition to the above:

1f F
81810
81411}
1t M
61421
PAMS .
€143}
As recuired

8.80:
270¢

Pretection o Safeguards Information
Prrsice! Pretectior for Rompower Reactors
with FoN

Fiaed Site Prysica)l Protection of MSNM

Fieed Si122 Prvsica) Protection of LSNM

Rezeipt ¢ hew Fue) at Reactor Facilities
Independert 'nspection Effort

$2X1) a5 showr (i Table 4, as apclicad’e



SEARCH AND TEST REACTOR INSPECTION
: JABLE 6, 2545
TABLE ¢

riet of Special Muclesr Materis) :
10 CFR 73.2(bb) 10 CFR 73.2(x) 1C CFR 73.2(y)

Formula Quantities SNM of RModerate SN of Low
of SNM Strategic Strategic
Stgnificance Stgnificance
Plutoniyr. x 6 2,000¢ x 67 500¢ x 67 15¢
V-233 x 6f 2,000g x 67T S0 x 67 15¢
U-23%5 (€ GE 203) x 6E 5,0009 x 67 1,000¢ x 671 15¢
U-235 (10% LE € LY 20%) x 67 10,000g 1C,000¢ €7 x GT 1000¢g
U-235 (0% LY E LY 10%) - » 10,000¢
g * U-235(E 6 20%) ¢ v-233
¢ Py x 67 15¢

g * U-235(E GE 20%)
2(0-233 « W) x 67 1,000¢

g * U-235(E GF 203)
2.5(U-233 + Py)  x GE 5,000¢

Key

Enrichaent

Greater than or Equal Tc
Greater Than

Less Than

3
Gt
61
L7

NOTE: FSNM, MSW:, and LSN' are commonly refered to as Categery I, 11, anc I1],
respectively, as developad by the IAEA (see Appengix ( tc 10 CFR 110)



Inspection Procedure 81401

PHYSICAL SECURITY AD
. SAFEGUARDS CONTINGENCY PLAXS

Progras Applicability: 2513, 2645, 268)

814010}
0:.01

01.02

8140102
02.0!

02.02

02.03

02.0&

INSPECTION OBJECTIVES

To assure thet:

8. the licensee has an approved physical security plan (PSP)
and, 1f the licensee possesses & formulas quanitiy of SSWM, o
safeguards contingency plan (SCP);

b. changes to the PSP or SCP have not decreased the overal)
effectiveness of the plans; and

€. that the PSP and SCP are adequate to satisfy the performance
cbjectives of the regulations.

To sssure that the licensee's physice! security program adequately
fmplements the requirements of 10 CFR Part 73,

INSPECTION REQUIREMENTS

Pla* Revisions.

d. Determine whether the PSP ang SCP nave Deer revised since the
las: 1nspectior, ond whether any of the changes have decreased the
overall effectiveress of the plan. (50.5%4(p), 70.32(e)"
. serify that a1’ changes have been:
Li) subritted to the NRC for prior Comrission aporoval, or
‘2) reportec, with sufficient description, within twt months after
the change was made 1f 1t was determined that the change woulg
not cecrease the overall effectiveness of the plan,

Unasoroved Revisions. Determine whether the licensee has 1m0 lemented

any chenges tc the PSP and not yet notifiec the NRC. 14 this {s trve,
ver:fy that (1 the change was impleme~tec not more tha» two months
#9C, and (2) tee Ticensee evaluated the change prior to implementation
to assure that 1t would not reduce plan ef‘rectiveness. (30.5%4(p))

Rec:rads of Revisions. Ver fy that the licensee has retained copies of

%m zs‘noe sithout pricr Comrissior approva’ fo- 2 years. (50.54(p),
R(e))

Procedures. Ve=ify that the licensee has procedures to 1mplement the
an F, a5 aporop-iate.



02.0%

02.07

8140: L3
03.C.

03.0¢

Perify thot tie itcensee proeides fev o periodic meview of o1V pro-
esdures dossloesd 20 implemeat B P3P and $CP.

Verify thet the 1dcensee’s PP and 3CP contoin sufficiemt detedl o
adeguataly accam@lish their Intamdes purpose.

tors. Ie a@eition to the above, ‘v the
8 gmentities of SSIN:

. LS.
PP

B2 POSSISCS VOrEy

wmvg that the 1icensee has & %efepuards
Aich (acluwoes pless for Oealing with threets ong

b, MCﬂgF;. ¥erify thet celaiee procedure éescripiiens (the fifth
category oY in‘ormatien reoviret wader Appendis €, 10 CFR 73) are
evoilable ot tad Ticensee's site, to @eet the requirements of

10 CPR S0.9%4(p. omd 70.32(9).

€. ror Revigs.

(1) Yerify thet the Vicensee Res provided for o revies of the
safeguards contingency plen. (5C.%4(p))

(2) Yerify thot the irgividue's conduci ng the avelt are qualified
te dc s¢.

(3) veri?y thet the recommentat ans are i1mp)emented, anc thet
corrective actions are toten.

INSPECTION SUIANCE

Inspectior Bea.fremerts (2.0. ove €2.02 - Plar Revisions. 1f & change
o the o7 I.F does met eivedse the eYfectiiveness oY the plan,
the icensee @es ROt heoe T2 $u2r ° the change o the BA[ for
prior sppreve). bHowever, the 1 le~iee 15 required to hgee deter-
ainec Defore taplamertation the® tre chenge Gues not dec~ease plan
effectTveness. 14 the change @y <0t decresse plar effectiveness,
the change neees 0 D2 SudF Ittt of 'y within two months afte faple-
mentation, Chenges the° are dewere ned Dy the NR(C tc reduce overal)
effectiveress of the plav ca® 7ese & '\n the licersee D2'ng ¢ . .t@d not
enly for & farlure 0 com®])y w1t e apprepriate rednirements. But
alsc for fatlume 20 @pply fi~ ave weceive approva) 09 sulh change
prics to 1mplemerzation.

Jagpectior Reg.irement (.07 « Procrgr beviem.

0. TRe revies ohich tre “1Cem3@r % required 10 condwct ot the SCP
sho1d:

(1) 1ncluge ¢ review gnd auc * ¢* S(P procegures and prectices, an
&C1t 07 the testing 4n0 ®e11287ance progrew, anc & test of the
safegue™us prograr and Comm ) Zmeets estab l1shed Tor response Dy



81401-04

w.

(2) be conducted by Individuals indepcndent of both the security
progran menapeaent and personnel who have & direct responsibility
for fmplamestation of the security program.

(3) inclede results which, along with the recommendations for
fsprovesents, must be documented, reported to the licensee's
corporate mensgement, and kept available ot the licensee's plant
for two years.

0. Althougt the rule Goes not require the licensee to perfore o
review 0f the physice) security program, such a review would be
necessary to assure the continued efficiency of the program.

REFERENCES
Regulatory Guise 5.59, "Standard Format and Content for a Licensee

Mysica) Security Plan for the Protection of Special Muclear
Raterial of Moosrate or Low Strategic Stgnificance®



81402-01

Inspection Procadure 81402
REPORTS OF SAFEGEARDS EVENTS
Progres Applicability: 2545, 2681

INSPECTION OBJECTIVES

To verify that the licensee has reported &)l safeguards events as required
fn 10 CFR 73.71, and followed wp with a written report.

81402-02
02.01

02.02

02.03

INSPECTION REQUIREMENTS
Trace Investigation of Shipmems

4. Verify that the licensee has notified the NRC within one hour
of 411 cases in which the licessee has conducted a trace
investigation for lost or wnaccounted for shipments, or shipments
which have not arrived at thei- destination by the estimatec time
of arrival. (73.71(a))

b. Verify that the Yicensee has filed a written report of the details
and resuits of any trace investigation within f{fteen cays of the
completion of the investigstion (73.71(a))

I~ idents

4. Verify that the licensee has notified the NRC within one hour of
am incigent 1n which an sttesst has beer made, or is believed to
have been made, to commit 2 the’t or v~lawfy! diversion of SMM
(73.71(p))

(MCTE.  When this procedure was being developed, the rule was being
resisec 1C specify that reports would be mequired within one hour
of the ciscovery of the theft s~ attempted theft.)

L. Verify that the licensee has filed a w=itten report within fiftec
Gays of the incicent detailing the results of any investigation or
actions taken. (73.71(b))

Events

4. Verify that the 'icensee has notified the NRC within one hour of
the disovery of any event whice sigm'ficmtly lessens the effectiveness
of the physica)l security systam (73.71(c))

. Verify that the licensee hai filed o witten report within five
G of the event. (73.71(c))

€. Verify that the licensee has reported any other eventr of lesse
significance in sccorance with the time Vimits specified In the
tatle in 10 CFR 72 71



81402-03

03.01

03.02

81402-04

Quality of Meports

8. Verify that the reports subaitted by the licensee are adequite
and apprepriate for their intended purpose.

b. Verify that the report contains sufficient detai) te allow @
reader to understond the circumstances of the event, the analysis
conducted to detersine the cause of the event, and the short-tere
end long-tere action taken Dy the )icensee.

INSPECTION GUIDANCE

The inspector should check the Regional Office records of reports of
incidents and events before departing for the site. This provides a
11st to compare to the licensee's log of incidents/events, and wil)
show the date of receipt of written reports as opposed to the date
of sailing which censee’'s log may contain.

%nsﬁtim %gir.nt 02.01 - Ync{ !m*sugggn. Notification of
s w n one hour ¢ scovery of the loss of the
saterial followed by a repori of the detafls of the investigation
s the informatior is developed.

Ins%t(on ;_c_guh‘-mt 02.03 - Events. The time period allowed for
reporiing of events begins upon discovery of the event by any sember
of the security organization or any other employee of the licensee.
REFERENCES

Regulatory Guice £ 62, "Reporting of Safeguards Events”



Inspection Procedurs 81403

RECEIPT OF WEW FUEL
. AT REACTOR FACILITIES

Progras Applicebility: 2513, 2545

81403-0]
01.01

81403-07
02.0!

02.0:

INSPECTION OBJECTIVES

To assure that the licensee's physical security program provides
the necessary protection for new fuel upon receipt but prior to
incorporation into the licensee's physical protectior systes.

INSPECTION REQUIREMENTS

Genera)

8. Verify that the licensee checked the integrity of containers and
sealt upon receipt of the shipment. (73.67(e)(2)(1) ana (g)(2)(1))

b. Verify that the licensee notified the shipper of receipt of the
shipment. (73.67(e)(2)(11) ana (g)(2)(11))

c. Verify that the licensee immediately initratec a trace investigation
for any shipment that was cetermined to be lost or uraccounted for
efter 2 repsonstle time after the estimatec arrival time,
(73.67(e)(3!1v" andg 73.67(g)(3)(111))

€. Verify trat the licensee notified the KRl onc the shipper of the
initiatior ¢f o trace ‘nvestigation. (73.67(g (3)(111)) (See Inspection
Procedure BI40C,

e. Yerify that the arrangements made by the Ticensee for the
protection ¢ *he shipmen: me: the requirements of 10 CFR 73.67(e) 2)
or 73.67(g).3), for MSNM or LSV, 2as appropriate.

f. Verify thet the physice! protection providec by the licersee, or
by the Yicersee's agent, was sufficient to adecuately protect the
raterial while in-transit.

Acditiona] Requirements “or MSN¥

. Verify the: the materia) was shipped:

(1) orly ir cedicatec trarsports with nc niermediate stops,
transfers, or terporary storage in-transit, or

(2) unoer arrangements whereby the custod, ¢! the shipment
anc 41! custody transfers were acknowledgec by sigrature.
(75.67(e)(4) (1)



02.03

81403-03
03.01

03.02

8140304

b. Yerify that the meteria) was kept wnder lock or under the con-
tro) of an individus! who acknowledged accepting custody by
signature. (73.67(e)(4)(11)). Also, verify that the materia)
WS transporied, when cppropriate, e o tamper-indicating sesled
container or vehicle.

€. Yerify that the ‘ndividual who accepted custody of the material
ws Capadble of protecting it.

Adoitiona) Requi nts for LSNM

Verify that the material was tronsported in 3 tamper-indicating
sealed container, (73.670(g)(1)(141))

INSPECTION GUIDANCE

The inspection prograsr consists of an examination of & random
selection of 1tems which are required to be inspected. This random
selection method does not, however, relieve the licersee of the
respons 1b111ty to check a1l such items ynder its control. For
example, a1though the NRT Tnspector may only check certain containers,
locts, anc seals, wher inspecting ¢ srioment of new fuel, the

Ticensee must examine a'l such ftems t: ensure compliarce.

Inspection Requirement 02.01¢ - Physica Protection In-"ransit.
requirement for 1nspection of nate-1¢1s n-transit gre covered
in the If Inspection Procedures of tne 2.300 sertes ([ W 268]).
This particular inspection requirement 1s intendec tc supplement that
effort ano tC Oetermine 1 there 15 ar. ‘ustificatior for repro-
gromned effort.

REFERENCES

NURIG/CR-0099, "Evaluation of Road-"rasi1t Physica' Frotectior Cystems®

KUREG/CR-1255, "Tactice' Boaro Gum= “:- Developmert anc Evaluatior of
Boad-"ransat Physica) Protectior 5)stems”

Regelatury Guide .15, “Security Se:'s ‘or the Protectior and Contro!
cf Specia) Nuclear Material”

Reg.latory Guige & 32, "Communicatiz= «*th Transpor: vehicles®

Reg.latory Guide £.63, "Physical Frzteztion for Transiert Shipments®



Inspection Procedure 8141)

PHYSICAL PROTECTION
o FOR NONPOWER REACTORS WITHW
FORMULA QUANTITIES OF
SPECIAL WUCLEAR MATERIAL

Program Mppitcabilfty: 2545

81411-01 IRSPECTION OBJECTIVES

01.01 To verify that the licensee has estab)ished and maintaing physica!
protection system sufficrent to prevent unauthorized access to, or
removal of, formula gquantities ¢f special nuclear material (FSNM).

01.00 To assure that the licensee's prysical protection program adequately
faplement: the app!icadble requirements of 10 CFR Part 72,

81411-02  INSPECTION REQUIREMENTS
02.01 Use and Storage

8. Verify that SNP is stcred or processed "nly within MAAS,
(73.60(a)(1,).

b. Veri‘y trat SN¥ not v process 15 stored in a vault equipped
with ar 1rirysion alarm syster v in & vault-type room controlled
0% & separate material actcess avea. (73.60(a)(3);.

C. Yerify trat the licensee's sa‘equards system assures proper
placement arc trarsfer 0 custogy 0f SAM,

d. Verif, tret separate!: fence: areas countaining enriched uraniue
scrap are ' within a larger B4, ‘11, ocied, an¢ (1:1) no closer
than 25 fee: from the pe-imeter ¢ *he A, (73.60(a)(4))

e. Verify trnat the procedures use: by the licensee to control the
placement anc transfer 0f custoz, cf SNM sre sufficiently cetatled
tc inforr the asers of treir respcnsibilities and that these
procecures a™e revised a3 necessaTy o a timely basis,

. Verify tnet all ingiviouals encse dutres include the use of
rocedures are properly trainec ir their executior,

02.0{ Detectior a=c Surveiiier:e

8. Yer11y trat areas containing ern-iched uraniur scrap, when
unoccuppiec, eve protectec by #* tntrusion alarm system or by @
Quard or watchcersor whe patrols the area’s) at least every four
hours. (T3.€Cle)(&,).

b. Verify tnat all unoCc.D1e0 MALS are protected by an active
intrusfor 2larmm systew. 73.60(:, .



C. Yerify that the ala™ws ore aprropriote fo , hamber, and
application to provide sdequite serveillance ¢f the ares.

0. Yerify that a1 emergency exits are contimvously olarmed, (73.60(c¢c))

e. Yerify that there are methods for observing Individuals within
MAS t0 assure SN {5 mt divertec and thet these methods cre vsed
on ¢ continuing basts. (73.60(a)(7))

02.03  Access Contrel

6. Verify that only the activities requiring access to SN or
eQuipment employed 1n Lhe process, use, or storage of SNM are
permitted 1n MAAs, (73.60(a)(1))

b, Verify that 811 MAAs are located within the PA, (73.69(a)(2)).
€. Verify that access to the PA 1y controlled. (73.60(a)(2))

d. Verify that sccess to the rooe conmn'«! the reactor vesse!
1s controlled and the room 15 designated o *A, MAL, or CAA, s
l“"’bp?“",

€. verif) that the access controls are adequate to detect anc oelay
the unauthorizec entry of InC \vidue!s Or materials,

fooverify that the boundaries of the PA, Wi ang CAL are clearly
desarcated.

?. verify that ¢« ly authorize insividue!s tontro’ eccess to MASs,
73.60(a)(%)).

h. verify that the licensee screess empicyees be‘cre granting
access to CAAS #rg "ssues Da0ses .- authir lec 1ndividuals to fe-
CY Ytete rdentifrcetvor,

1. Verify that access to MAAs s amatec i those InCividwals
resuiring such access to perfore trefr Outies. (72.60(0)(8))

J.o\erify that visitors anc enplo ees nit authorizeg wnescorted
dCCess Dut who recuire access to perfore the'r Outies are esCited
01 27 times whiie within the MAL or (AR D, @ InCividua) whe 1§
Quthorized access,

GE.06  Response

O, verif_ that there 15 2 SECLTIT. OFRAMITEtIOr e Lo assess and
FEIDONG 1O 0Ny VRAUThOTIZEC Denet atIoNs OF activities \n the P&,
MAL, or CAA, ans with COMMURIZatiors Capett 'ty with tre approoriate
response force.



b, Verify that there are response procedures for dealing with threats
of theft and theft of S,

€. Yerdfy that 21) Ingividuals responsible for response to security
emergencies are trained, equipped, ond qulificd to perfore the
response procedures, a3 appropriste.

6. verify that the licensee responds to Indicotions of unauthorized
resova) of SNM ang notifies the appropriste response force.

02.05  Search

8. Verify that packeges are searched prior to entry into tie PA
for firearms, explosives, incendiary devices, and counterfe!t
substitute 1tems which could be used for theft or @iversion of
S, (73.60(a)(6)).

b. Verify that the search equipment and procedures are sdequite
end relrable to accomplish their intended purpose.

€. Verify that each Incividual, package, and vehicle 13 searched

for concesled SN prior to erfit from an WA ynless exit 1s to @
contiguous MAA, (73.60(b))

0. Verify that the search 1s copeble of @' cting amounts of materta)
of the some size, shape, anc racdiation leve: found In the “gctilfty,

02.0% Testing an¢ Matntenance

6. verify that the licensee maintaing 1) glarms, communications
eQuipment , physice barriers, &no other security relatec devices
frn operadble anc effective condition, (73.60(e)(1,.

E. Verify that the licensee tests each intrusion alare for cpera-
Pility anc reguirec performance ot the beginning are end o each
interve! of wse, but ot least once every seven days of continyous
vse. (73.60(0)(c)).

C. Yerify that the licensee periocically tests a1) security relates
oevices and eqQuipment,

E16°1L:  INSPECTION GUIDANCE

The Inspector 15 not espected to test security eou'sment. however,
sometimes & test 15 necessary (0 evaluate the effectiveness of the
security syster and tc ensure compliance with requirerents. In thig
sttuation, the 1nspector may conduct 4 test 4s lon: as 1t will not
reduce facilvty safety or security, result 1n 2 viclatior of
recoirements Or 1AJustry standards, or jeopardize tne safel, of

the inspector or licersee employees. To conduct the test, the
Inspecior must request the test th ough licensee managemert, and
arrenge to have & licensee empioyee COnGuct the test while the
inspector observes



03.02

03.

L.

ok

« The purpese of the

$ 10 prevent unav 260 access terial; therefore,

the consiruction must be sufficient to meet this purpose. The walls,
cetling, and floor must meet the de‘initior of physice) varriers in
10 CFR 73,2, must be of sufficient stremgte to constitute & physica)
barrier, anc there must be no weaknesses ir the overal) envelope of
the room, including doors, windows, or other openings, suth that the
integrity of the barrier 1s lessenec.

Inspection Requirement 02.02 - Detectior amd Survei)lance

a. The alarms must be appropriate v type, number, and applicatior

to detect une thorizec 'ntrusfons irto the aree. If patrols are used,
they must be copable of detecting uraut®or:zec penetrations or
Jresences in the ares, anc of respording t: incications of such
unauthorized penetration o presence.

b. These alarms are intended to alert the security organizeiion to
the vnauthorizec exit of individuals or meterials from MAAs, There-
fore, they must be imreciately activat =g have no desigr delay), ang
MUSt annunciate 1n an ared that s continyius)y staffed.,

Syster Lesigr “cr Prevertior of The’s. Rejuletory Guice §.59 giscusses
the types ¢F the®t thet the T1Censes ¢ erzected to prevert. On the
sublect of SSNM, tre Guroe states tret tne ‘icensee’s systeri must De
Copeble Of cetectir: the theft witr s %wg *oure.  mowever, there 1

O GISCUSSIOr 0F tre oeteltion OF treft of TSN A resding of other
Quidance on the syt ect hes lec the st2%f 1. ‘rterpret the requirement
regercing cetection o theft te red.ire the 1izensee to de adle te
getect trefts of FSNY ymmediately. 25 g resu’t, the systers used by
the 1riersec must Inc).0e eQuIpMErt ar: Or prisedures ddei.ate and
APPTOPTrIatE ‘L acmievIng this Qoo ¥ cime 1ress of detestion,

- Ae .

Inspectior Regyrrement (o .03 « Agcer: firten’

e. It wiule not De dccepteile tO teie ¢ $1° 36 Prysica) terrier serve
¢% DLth the MAL Barrier ang the PR tare@r. “me \ngpect.- must
verif, thet the iicensee Mt separetec the areds ¢ that the intent
Of the rule, the access to MAks “ror 0.t5)2¢ the PA require passage
throvgt ¢t least twr tarriers, ros teer me:,

©. The access cortrol funttion must D¢ cepadle of (1) verifying the
QULAOFIZatIOr 0F 1rEIVI0ueYS reCuEli N] sllest tO the si1te, 4ne
(e, barrIng trise 1NEIN10LETS 0T 0.3NI"1262 R2Cess tO Lhe §ite.

C. Tacr MAL must Peive Ynoedencers S.5te™t ‘Or access control,

Q1LhCutr two MASS rey share & wal . ¥ thete 15 2 00T & ‘owing

QCTESS 0 One Mas Carelt)y fror ariiner, 1U€ COOF MUSt Peve authorized
Ingivicuels cortrellar; a2zess 10 e2l* 2irestisr, OF LOLP MAAS Pist

De consi0erec ¢ be & SIniie MAA,

0. The 1ntert cf provising ¢ Sepera’ 0 @)iterie betweer ¢ P2



03.0%

perimeter anc & separete storage ared containing enriched urantium
scrap 18 to ensure 4 double barrier and aliow the appropriaste
Ticensee employees witt an opportunity to observe any attemgted
fitrustons near the ared contiining the scrap. Therefore, the ared
between the PA barrier anc the scrap must be treated the same s an
1solation zone, anc 1t must be kest clear of trees, brush and other
obstacles which would provide ar \ntruoer an 5pportunity to hige,

Inspection Requirement 02.04 - Response

4. Although no specific requiremerts are presented 'n the rule to
fore o Dasis for detervining the adequacy of response forces, they
should be capable of responding v & redso” ‘e period of time ang
$55058AnG ' the locat or ang recovery of ‘ng or stclen SN,

b. The procedure must de capable of explatning to o reasonably

wellatrained 1nOYvIOu: what stefs myst be teken to achieve the

des red resuit, Theresore, 1f the intent of o particular procedure
15 to notify the LLEA, “t must contain telephone numbers of the

appropriate LLEAS ang cther agencies 45 well a8 instructions for

the vse of equipmert otner thar the te'eprone. The fairest test

0 the ddequecy OF protedures 15 tC have them carried out by one

or more ©f the \ng v10.2)s expectec L0 have to resort to ther oguring
the course of therr oy tes. 1f the Ineivigua'(s) 1siare’ unsuccessty)
LCearryIng out the act or explatned by the proced.re, the 1nspector

must geter=ire whetner the probles 15 relatec to poor procecyres,

poOT trairing, OFr pOOT erelytion,

inssecticr Reguiremer: 07 05 . Sesnct

.

6. Facheses anc rater e s Yrvetver 1 [OMTassION @0 mCvel
Geltvery onC YNSPECIIC ACtIvITIe: spec ¥ice’ ) de sretec b
the 1cersee 10 De car- eC "yt w'irin MAAY WAy, #rc PAg for
PeEs s CF Sa‘el), SeC. "Ity OF CoeratIird’ nectest t, are exeng!
from the neec 10 searc’

D. NI vericies engaze: \r transiiriang SAY, emercer(, vei (e
unoer erergency ConeIt Ing, end cesignatec licensee vericles are
eremst ‘ror searcr anc escort rec.iremert

C. "¢ Searct must De cabetle of setecting unputr. e attertis to
remive réterie’ fror tre MAA, The si2e, formr, anc type 0f retertel
VSRC, DrOCESSeC, OF stivel 1n the NAL rey getermire tng metnis cf
seenc’ .

insoectier Reguirerent 07 06 « Tetting angc Marnterarce

0. "ne Vicersee muit it only heit eng YEpiement @ procrat fre

P CCIC testIng ars merterance St @'sC be awer Y gener
WEL eSS VP Certletrt tape!l 0F et.oomert. Feviure L. compersate
for eg.'prent wedinesses That the "1Cersee COViIC resscradly be
CIpEIteC 0 ariNCIpate cor be corsioeres @ fatlure o comply ettt
this rec.)rement.



b. The weekly testing requirement does mot meen that the icensee
aust test the equipment precisely every seven days. WNinor veriations
in nrzﬂﬂty ore scceptable as long 4s the tests average one every
seven days.

03.08 Training in P . Indivicuals with responsibilities in the
security omoa'zﬂa“on st be trained 1n the vse of the procedures
which they may need 1n the conduct of their duties. The training
st be sufficient)y complete to ensure that the Individus) can
Conduct the activity for whict the procedure wis written either
(1) without the procedure, or (2) with relative esase vsing the proce-
oure. Members of the security organization or the employees with
security responsibilities are not expected to know the content ang
conguct of procedures which they will never Le called wpon to carry
out, but must be familiar witt proceovres 1rvolving the indivioval's
primary Outies 4t well as baci-up responsibilities,

81411-04  REFERENCES

&oxulotory Guide 5.7, "Entry/iatt Cortro! for Protected Areat, Yita)

reds, ond Materia) Access Areas’

Regulotor; Guige 5,12, "Gerere) Use ¢ Locks 1n the Protection ang

ontre) of Facilities ang Siecra’ hoclear Materipls®

icgulotory Guroe .14, "Use of Otservation (visva) Surveillance’
echrigues 1n Materte' Aicess Argas’

Reguletory Guige .15, *Secur'ty See's for the Protectior and Contrp)
of Specre) Nuclear Materia)”’

Regulatory Guioe £.20, "Traarrg, Eou'pping, anc Cua'ifying of Guares
Nt matchmen”

Fesuiotory Gutce $.27, "Specre’ Moclear wateria) Loorway Moritors®

hesulatory Guioe .43, "Plant Sec.rss Force Sutres’

keguletory Guige S 48, “Perimeter Intryg or Alarr systems*



Inspection Procedure 8)42)

FIXED SITE PHYSICAL PROTECTION OF
SPECIAL WMUCLEAR MATERIAL
OF MODTEATE STRATEGIC SIGNTFICANCE

Progran Applicebility: 2645, 268)

81421.0)
01.00

01.0¢

8142102
02.0)

02,0

INSPECTION OBJECYIVES

Yo‘:uun thal the licensee has & physice) pretection system that
will:

0. minimize the potentia) for unauthorized remova’ of SNM, and
b. facilitate the locotior and recovery of missing SHM,

To acsure that the licensee's physica)l protectior program adequately
frplements the applicable provisions of 10 CFF Part 73,

INSPECTION REQUIREMENTS

Use anc fiorage

. Verify thet the SNM 1g ysed only within ¢ contro)'ed access ared
(CAA. ant 15 storec only sithin a CAA such % ¢ ve.lt-type roor or
apprevec secuTity cabinet or the equivelent., "I €7 (¢)(1) and (2))

D. Veri®s thet the physice) structure, equipmest, anc procedures
are eoeq.ate ¢ 210w the Yicensee to contro) azceis to the CAA,

C. Ve 4, thet the ‘icensee s safeguards syster assures proper
placerer: ant trerster of custody of SN, (7. €7 ¢ (&)(111))

€. Veri*, thet the procec.ves employec by the 1ce~see L0 contro!

the plecerent anc transfer of custooy of SN (e s.f%icient)y deteiled
te Arforr the users 0f thetr responsibilities anc thrat these procedures
Are re\sel 45 necessery on & timely basis,

€. verit, thet ¢)) ingtvione)s whose duties 1rc wie the use of
these procec.ret are properly trained 1n thei erei.ti0n,

vetertiet an: S.mverllance

. Ver ¥, that the licensee's sefeguards syste

(1. crovices eerly oetection anc 2ssessmer: ¢° ynauthorized

LTE: Ingiectior Procec.me BIC3E oestribes sari)ing tech "oues that are use‘yl when
¢ 100 serile Vs et feesitle.




€2.03

02. %

sccess or activities within the CAA (73.67(a)(2)(1); ond

(2) ‘mun early detection of remov | of SNM from the CAA
(73.67(0)(2)(11)). (See Sectrons 02.05 and 03,05, below.)

b. Verify that the detection and assessment of unauthorized access
and/or activities, or of wnautiorized removal of SWM, 15 sufficiently
prompt that & response could facilitate the location and recovery

of the missing SN,

¢. Yerify that CAAs are sufficrently 111winated and have intrusion
slarms or other devices or procedures to detect and observe
umm;mc penetrations and/or activities. (73.62(d)(1), (2),

e .

¢. Verify that the alarms, devices, or proc "*ures vsed to monitor the
CAA are adequate to o)low the securfity orgarization to respond to the
threat,

e. Verify that o)) individuals whose duties include the use of pro-
cedures are properly trained 1n their execution,

Access Contrp!

¢, Verify that access to the roor contaliring the resactor vesse) 1s
controiled and the room is designated & CAA,  (73.67(0)(1))

b. Verify that o)) CAAs are clear)y demercated,

¢, Determing 11 the licersee's access cortro! procedures end mechanisms
ere capable of preventint unauthorized ertry of individuals or
meterials,

g. veri1fy that the licensee scrwens employee: before granting access
o CAAS, Timits access to those engloyees rec.iring such access to
perforr their outies, anc 1ssuves badges to avthori ed indivicuals
to facilitete 1oentification. [73.€7(a)(¢', (5), anc (€)).

e. Verify that access to the CAA s controlled using a lock system,
(73.67(@)(5)).

. 0er fy that vaisitors anc erzloyees not authorized unescorted access
but whe require access to perfore their outies are escorted ot oV
times while within the CAA by en incividee) authorized access to the
aree (73.67(0)(€, ane (7)).

response

. Ye*rfy the: there 18 & secLrity orgariZetion consisting of at
ledst (ne watchperson per sh‘t able Lo éssess and respond to any
VAALLhC 120 penesrations or actavities 1 the CAAs, arc with
commur <tions capabiiaty witt the epprogrisce response force,
(73.6/(c)(B) anc (§),
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b. Verify that there are re se procedures for dealing with threets
of theft and theft of SN, (73.67(g)(11)).

¢. Yerify that the licensee responds to indicetions of unauthorized
remove) of SN and notifies the appropriate response force.

d. Verify that al) indfvidua’s responsible for response to security
emergencies are trained, equipped, and Qualified to perform the
response procedures, 48 sppropriate,

search

.« Yerify that there s o CAl exit search of vehicles and packages
for concealed SWM. (73.67(a) 10)).

b. Verify that the CAA exit search is appropriste for the size, shape,
and radiation leve) of meteria' found 1n the facility,

Testing an in nce. Verify that the licensee periodically tests
o1l security rela vices and equipment,

INSPECTION GUIDANCE

The inspector 15 nOt expecte: tc test security equipment, However,
sometimes & test 15 necessar: tc evaluate the effectiveress of the
security syster anc tc ensure corg!fance with requirements. In this
sftuation, the 1nspector mey tonzuct @ test as long &8 1t will mot
reduce facility safety or se:.rity, result in 8 violation of
recuirements or 1ndustry sta*carcs, or jeopardize the safety of

the inspector or Yicensee em "o,ees. TO condutt the test, the
inspector must reovest the tes: through licensee management, ang
arrange to have @ licensee erzlovee corduct the test whi'e the
{nspector observes.

Inspection Requirement 02.0.: - .se anc Stcrage

8. The vault-type roor or co*teier should be cesignec \r 2 way that
will deley the thett of the raterial, or faci)itete the location and
recovery of the materia) 1f 1 15 stolen,

b. The CAA me) be ¢f tempore . 0 permanent corstruction,

Inspection kequirement 07.(C. - Detection and Surveillance

¢. Alarms. Alarms and Other cevices are vsed tc moritor the CAAs when
they are unoccupied and there ome must be approjriete 1n type, num.
ber, anc epplicatior to ensue oviection of unputhorizec presence or
sctivities during times wher tre CAR 18 unoccuried. It procedures

are used 1n place of equipmet, the proceoures rust be written anc
implementec 1n ¢ ménner trat proiides ar equive.ent leve! of protec-
ton.



b. The CAAs must be 11luminated sech that o)) reasoneble paths from
openings in the barrier to the S con be observed by Individuels ot
work 1n the CAAS, This Includes 4!) direct routes, but sust alse
include o)1 Indirect rovtes 1f these paths con now«»\{.u expected
to provide o potentia! thief with uncetected exit from the CAA, The
11lwination levels for normwlly eccuriec CAAs should be sufficient
to a1low survelillance by the unoided human eye. The lighting should
be wnifors, shadowless, and free ‘ror glare. Measurements should not
be utmu&wms the inspector 1s wnable to eastly observe the
ared with unaided eye. Mowewer, 1f 3 measurement 15 necessary,
the 11 lumination shou'd be 2 miniem of 2.5 footcandles (See
NUREG/CR-1327, *Security Lighting Planning Document for Nuclesr

Fieed Site Facilities®). Licensin: criteria fssved by WMSS have
sugoested that an 11 umination leve! of 0.2 footcandles may be suf-
fictent tc maintain survetllance cf the ared. 1f the 1)1 lumination
of the CAA measured 15 between 0.0 and the minimum specified above,
the issue should be sent to IE fcr resolution,

¢. If procedures are vsed in place of detection and survei)lance
equipnent, the procedures must be writter and implemented in @
senner that provides ar eque)l lewvel ¢“ protection,

03,08  Inspection Regquirement 07,05 - Arzess Ceortrp)

¢. The Yicensee's prograr for screering shoulo be able to uniover infor.
FA1I00 dbOout the InCivioue’ that wou ¢ be consigered Inimica) to the
sofe anc secure operatior ¢f the fac " 1ty, Ar acceptable screening
progrer sho. e consist of past eng o et education records, and
re‘erence chechs,

b. The purpese of the escort 18 L2 prevert unauthorized activities

by the visitor, The type ¢f CAR, the fomr and amourt of the materta)
BItAIr AL, the activities conductes *» the CAS, anc the number of
QUthOY 20 1NOVICURTS within 1t a1 4%y chven time will geterwing how
clese’y the escort must be te the v erter . viswe) surverilance 1s
eleost almays mecesser, e ollom Ztoemveatior ©f the visitor'y actions.
The eszort shoulc also otserve bec ' 0r w ich ray suggest an 1nterest
Ir oefeating the security systen. fcr grample the escort shoule
notIce 11 the visitor shoms an vrosuit’' ™urt of interest in-the
systems, equipment, ant protedures wiec ‘or protecting the CAA, o

11 5/he was Interestec v learrirg tre wit 1o cOmprorise the syster.

CI.06 inspectior Reguirecent 00 . (s « Resporse

e, ALnougl ne specfic reguirerests are presenied 'n the rule to
1o ¢ bestis for oceterririrg the acer.c:. of response forces, they
showlc be cepable ©f respircing "+ ¢ repsorable period of time and
eLLIstINg Y the Tocatior eng reisver Y missing or stolen SN,

t. The proceoures must e capable ¢* el eirane to @ reasoncbly
we'letrzines TNOIVICUY wh2® ster: Fo st e leken 10 achieve the
desirec resu't, Therefcre, 1 the rtert of 2 particular procedure s
te notiy ) the LLEA, vt swst conter telednnne numbers or the
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fmstructions for use of equipment other than the telephone. The
folrest test of the adequacy of procedures 1s to have them carried
ovt by one or more of the Indiviow!s expected to have to resort to
ther Guring the course of their duties. If the individua'(s) ts(are)
vasuccessful 1n carrying out the action explained by the procedure,
the Inspector mvst determine whether the problem s related to poor
procedures, poor training, or poor execution,

fgn for venty f Thet

0. There are two Lypes of theft of concern to the licensee, based

on the arount and type of material. The following paragraphs discuss
Low Enriched Urantue (LEU) which should not be confused with LSMM,
See Table 6, IE NC 2545, for detatls,

The measures takdn to prevent or detect the theft, and the time al-
lowed for discovery 15 also related to the amoun® and type of mate-
rial o described belom. (See Repulatory Guice 5.59)

(1) Gress theft of LEU. This includes material 1n amounts large
endugh that, with further enrictwment or other procuﬂng. [
clovoesting fissile device (CFL, could be constructed. The licensee
1S expected to have systems copeble of detecting this type of

theft before the material 1s transported offsite.

(2) Viror Theft of LEL. Th's trzludes materia) 1n amounts less
ther thet required to construct ¢ CFD, but enoug® sO that repeated
thefts ~f srmilar amounts coulc produce sufficient materta) to

00 $0. The Yicensee 15 erpectec tc be able t. Jetect thefts of
SUCh amounts 00 enough a‘ter the foct to permit nationa! efforts
Lo prevent the series of thefis from being carried ovt  For exe
ample, the licersee s not req.irec to fmmeciately oo .ect o theft
of onl, 20% of the amount neceisary for a CFL.  Nowever, the sys-
terms intenged t¢ oetect thefl shoulo be adecuzte to discover that
seterie) 15 wissaing (ano essist n 1ts locetior and recovery) be-
fore the acversary 8% ern 0;poriunity 10 com 't five such thefts,

b. The Ticersee 15 only expectec t. Getect thefts by an externy)
soversery. However, the lice~see s program shoulo not be designed
1r 2 way that would perrit ar insiger 10 remove material fror the
S$1te wIthout being detelted.

Treining ir Procedures. Individue s with responsibilities 1n the
security orvuizoﬁon st De tratned \r the vse 0F the procedures
which they may neec 1 the condutt of their duties. The tratning
mst be sufticiently comiiete to osure that the ingdivioual cen
CONOUC? the activity for whic® the procedure wes written either
(1) withou: the procedue, or (2, with relative ease using the
prececure. Merpers 0f the securis, orgarization or other employees
with security responsitilities are net erpectec tL know the content
and conouct of proceoures which tt4y wil' iever be colled wpon to
carry out, byt must be ferlvar ittt procedures involving the
InCivioue!l's primary duties 4% we ¢! back-yup responsibilities,
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FIKED SITE MHYSICAL PROTECTION OF
- SPECIAL MUCLEAR MATERIN
OF LOW STRATEGIC SIGNIFIIANCE

Program Applicability: 2513, 2545, 2681

8143-01
0n.n

01.02

81431-02
02.01

02.02

INSPECTION OBJECTIVES
::‘rwn that the licensee has & phys'cs) protection systes that

6. sinfefze the potential for unauthorized removal of SNM, and
b, facilitate the location and recovery of missing SMM.

To assure that the licensee's physica) protection progras sdequately
feplements the applicable provisions o 10 CFR Part 73,

INSPECTION REQUIREMENTS
Use and Storege

8. Verify that the licensee stores or ises the materia) only within
o CAA (73.67(1)(1)).

b. Verify that the licensee's safeguarss systee assures proper
placement and transfer of custody cof SW (73 67(a)(2)(111))

tion rveil)
& Verify that the licensee's safeguarts system

(1) provides early detection anc assessmenrt of unauthorized
dccess or activities within the CAA 73 67(a)(2)(1)), ane

(2) provides ea*ly detection of remeva’ of SNM from the CAA
(73.67(a)(2)(11)),

b. Verify that the detection anc assessment o' unauthorized access
and/or activities, and of the unauthor ze: resova)l of SHM, s
sufficiently prompt that a response coi'c *ac'litate the location
and recovery of eissing SMM.

€. Verify that toe licenses monitors tre CAA itk an intrusion
alarm or other device or procedures to 3etect unauthorized pene-
trations or activities. (73.67(f)(:)
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6. Verify thet the alarms, @evices, or procedures vied to moniter the
CM are adeguete to 0110w the security erganization to detect and
respond to Lw threat.

o. Verify that a1 indivicusls vhose duties 1nclude the vse of
these procedures are properly trained in their execution.

Access Contrel
6. Verify that o)1 CAAs are clearly cesarcated. (7).2(2))

b. Verify that access to the rooe containing the reactor wessel s
controllad and the rooe s Gesignated o CAA  (73.67(1)(1))

¢. Determine f the Yicensee's access control procedures and sechanisas
are cn:bu of preventing the unauthorized entry of Iindividuals or
saterials.

Response

& Verify that there s & watchperson o offsite response force
Lo respond to a)) unavthorized penetrations or activities
(73 672(1)(3))

D. Verify that the licensee has estab)ished and maintaing response
procedures for dealing wit® threats of theft and theft of SN
(N.67(1)(4))

€ Verify that the 'izensee responds to ing'cotions of unauthorized
resove) of SN (T3 B7(a)(2)(114))

@ Verify that a7 in¢ividuals with dut'es for responding to security
esergencies are trainec, equippec. and qualified to perfos the
response proceduTes, 4% appropriate

Test)
T

&nc Mairienance  verify that the )icensee periodically
SeCUTIty reTated Gevices anc equipmert

INSPECTION GUIDAMCE

The inspector fs mot expected to test security equipsent  Kowever,
sometimes & test 15 necessary to evaluate the effectiveness of the
SeCurity systes and to ensure comolaince with requiresents. In this
sftuation, the 1»spector may concuct & test as long as it will not
reduce facility safety or security, rescit 'n o viclation of
requiresents or ndustry standeres, or Jeopardize the safety of

Lhe inspector or 1icensee employees. To conduct the tast, the
TNEPECLOr Bust request the test througt licersee managemert, anc
errange to have @ Vicensee employee contuct the test while the
inspector observes
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- . The CAA say be of
r nen '
inspection Requirement 02.02 - Detection ond Syrve!llence

Alares and other devices are used to monitar the CAAs when they are
wnotcupied and therefore must De apprapriate in type, number, and
application to ensure detection of unavthorized presence or activities
during times when the CAA 13 unoccupied. 1f procedures are used in
place of equipmert, the procedures Bust e written and fmplesented

fn o sanner that provides on equivalent leve! of protection.

. There are two types of theft
© ; on the asount and type of saterial.
The seasures taken to prevent or detect the theft, and the time al-
Towed for discovery 15 a1so related to the asount and type of mater
rie] as oescribed below (See Reguletory Guide 5.59)

(1) Gross theft of LEU. This includes materia’ in amounts large
enough ‘hat, with fyrther enrichment or other pmnun’. &
clandestine fissile device (CFD) could be constructed. The licensee
fs expected to have systems capable of detecting this type of
theft before the materia) s transported offsite.

(2) Minor Theft of LEU This includes materia) in amounts less
than that required to construct & CFD, but enough so that repested
thefts of similar amounts cou'0 produce sufficient materia) to
60 s0. The licersee s expected to be able to detect thefts of
Such amounts so0r enougt after the fact to prevent the series of
thefts from being carriec ovt. For example, the Yicensee s not
required to Tmmeciote)y oetect o theft of only 208 of the amount
necessa™y for o (FD.  However, the systees intended to detect
theft shou'd be soeQuate to Ciscover that materia) s missing
(ant assist in 1ts location anc recovery) before the adversary
hes ar opportunity to commit five such thefts.

The 1icensee 15 on)y expected tc oetect thefts by an exterma)
d0versary However, the licensee s progres should not be Oesigned
in 8 way thet would pereit an ingider Lo resove saterial from the
$ite without Deing detected

Inspectior Requirement 02 04 - Response

@ Althoug® no specific reguiresets ave presentecd in the rule to
form o basis for detersining the asequacy of offsite response
forces, they sho.ld de capadle ¢f responding in a reasonable
perioc of Lime and 2ssisting ir the location and recovery of
aissing or stoler SW

b. The procedures mst be capat’e of explaining to 4 reasonadly
well-trainec ing'vioua) what steps sust De taken to achieve the
desired result. Therefore, 1f the intent of & particular procedure
fs 1o not ?y the LLEA, “t must contair telephone numbers of the
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fnstructions for the use of equipment ether than the Lol ephong
foirest tast of the adequacy of precedures is to he

Ot by one or more of the Individe!

thes during the course of their dwt!
unsuccessful ot corrying out the actior explafned
the inspector must determine whether the prodles
precedures, poor training, or poor execvtion.

. Individuals swst be trained in the use of
rocedures 3 B4y need 1n the conduct of their duties.
The training sust be sufficiently lote Lo ensure that the 1ngi-

vidua! con condt the activity for which the procedure was written
either (1) without the procedure, or (2) with relative eass viing
the procedure. Employees with security responsibilities are not
‘Tcm to know the content and conduct of procedures which

will never be called wpon to carry ovt, but sust be fasilfar with
procedures involving the Individus!'s primary dutfes as well as
back-wp responsibilities.
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