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Division of Radiation Safety and Safeguards, begion IV )

kss A. Scarono. Director
Divisior. of Radiation $sfety and Safeguards, begion f |

.

FR(M: James G. Partlow Director
Cis151oe of Inspection Programs '

0'fice e' lespectier, and Enforcement .

SUBJECT: REVISIOk 0F IE MC 2545 AND T-E APPLICABLE |a5PECT10N PROCEDURES !
!

In 1977, IE publiswk! the 81400 series of inssection procecares (IPs) for physical
protection at nonpowe* reacter faci'ities. taw to changing requiremerts, these
procedures were later consietred te be obsolete, and Lawren:e Livernore Labora-
tories was cartracted to sevelop IPs tc refle:t current reo.irements. The LLL

: procedures were printec ead sent te tN Regiots ir.1980 for interie use; however,
because ; hey did ret %11s satisfy the n**ds rf the inspection progree, they
were not formally increpe-atec into the IE matual. :

le a related matte , 5EC$ E3-500A ( Acril 20, 384) specifiec certain caritments i
which the staff eese t: t.9e Coer.1sstor. regarc ng an adjustae it in emptasis f rom

'

sabotage to theft in the physicel p*ctection arograms at notpomer reactor
,

' facilities. Tc ac:osmodate this ad;6stment, the staff agreec to clarify and ;

' revise the safegue-ds inspection. prograr rect rements ano gafFance documentation.
'

Tc accomplist this, tte staf' has recently rensed IE manue' chapter 2545 and
inspectior. cro:edns relating tc prysical pr:tection at nosposer reactor,

| facilities. Secticn IE.C3 cd the etapter dis:usses verificatier of tse licensee's

esteset inver.tcry. A SUREI is being eevelopec to assist in this verification;
however, n'ter its pu:iicatice. IE mill aciae whether e secarate inspection
procedure or accitiorul p.iaance is necessary. Please review these docunents
anc provide comnerts :o [ick Rosanc (FT5 494 LOO 6) by Naret IS, 1985. If you
have suggestior.s inat may in:rease er decrease the time recaired to camplete,

' en inspection, please complea the attached eetluation shee:.
,

'

. $* s, . ,|
# .,,

L "m .:4mes C. Partlow, Directae
ivistor c' Inspectior. P ograms

e t'ffice of .nspectior, anc Enforcesert

- . - - _ _ _ _ _ _ ___. _ _ _
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t. February 22,1985Obittple Addressees- .

teclosures: l
1. IE Manual. Chapter 2545 i
2. Inspection Procedures J

'
3. Evaluatten Sheet

:

cc w/ enclosures: -<

J. H. Joyner, Region 1 J.K. P. Barr,_ Region 11
W. L. Axelson, Region 111

,

R. J. Everett, begion IV J

J. L. Montgomery, Region V- )W. B. Brown, NM55
' L. 3. Cobb,IE

D. Matthews, IE ;
-

'

C. O. Thomas NPA
R. E. Erickson, Chairperson, $1RG
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_

JRCreed, Region 111
W$chuster, Region V
RHVollmer
JGPartlow

1

( *

i
1

;

'

SEEPREVIOUSC0kV E: j
'

'IE:0RPS *1E:0RPS IE:0RPS lE:0RPS lE:S! t/ DIP
IFRosano LSush LJCunninema PFMcKee JGl'artlow
2/ /85 2fj//85 2/ /85 2/ /85 24 /85

.. .. . - - . - . - _ . - . _ - _ . _ _ _ -_ _ _ _ _ _ _ - _ _ _ _ _ _ _ _ _ - _ - _ _ _ _ _ _ _ _ _ _ ..
-



.. .

^

i

: . ., l
.

.

EVIEW Of IllSPECTION PROCEDURES
.

lastrwetions

Additions to and deletions from inspect' ion procedures may have an tapact on the I
ttee necessary to complete the inspection procedures. When the reviewer recem>-
eends either of the above, it is requested the time lost or gained as a resvit ,

of those connents be estiented. l.

The procedure (s) to be hviewed is(are) listed below. . The first colums shows I

the expected time required to complete the procedure. The reviewer should fill
is the loss (-) or gain (*) of time resulting from the comments in the second
column. |

If the suggested changes to'each procedure would result in a total expenditure |
of more tise than that acted in the first colunn, the reviewer should indicate I

ja the Discussion section what inspection activities may be deleted to make the |
time available. 1

NDTE: Total time less than one half hour need not be counted.

Gain / Loss-

Estimated of Time
lespection Procedures Time Over i Hout

81401 Physical Security and Safeguards 1

Contingency Plans

81402 Reports of Safeguards Events 1

81403 Receipt of hew ruel at Reactor 1 l

Facilities ,

1

81411 Physical Protectior for Nonpower 18
Reactom with F5m

5
|

'

'

61421 Physical Prctection for Nonpower 6 l.

| Reacto s with MS*
l

: \

l 81431 Physical. Protection for Nonpower 2
Reacto's with LSE

1

TOTAL

Discussion

...___.___._..__._._.___.___________.____________________._.._._._.-I_
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CHAPTER 2545
,

RESEARCH AND TEST REACTOR INSPECTION PROGRAM - OPERATIONS PHA$E
-

\

|

2545 41 PURPOSE :
l

The purpose of the Research and Test Reactor Inspection Program is to es- |

tablish a basis for concibding that the facility'is operated and activities I

therein are conducted safely and consistent with regulatory requirements. I

This conclusion is developed through direct observation, personnel interviews.. l
land review of facility records.
,

2545 C2 PROGRAM APPLICABILITY

'

The coerations phase applies to all critical facilities and to research
| and test reactors that have been issued an operating license. In the
l special case in which a facility has . an operating license and. does not
E operate, the inspection effort shall be reduce < tc completion of the long-
! term shutdcnn prograr. A facility shall be considered to be in an opera-
| ting status if work associated with the reacto' is the reason for it being
( shut cown, e.g. , refueling, sodification, and maintenance.

,

|
2545 4 3 CEFINITIONS*

03.C1 Research Reactor. As used in this chapter, research reactor is
a broad term that includes test reectors, critical facilities,,

plus all of the other non-electricity-producing reactors sub-
Ject to NRC regulation.

c,

03.02 Test Reactor. Refers to reactors taat were issued test reactor
licenses and includes NBS and GETR.

t

03.03 Critical Facil1:1es. Refers to facilities that were issued
~

critica' licenses and includes suct facilities as BW (50-13),
Battelle (50-360), and Rensselaer (5:-225).

;

*See Sectioe 2545-09 for a list of abbreviations used in this chapter and
in related procedures.

|
:
I

l

--._.-_.,., ._...._.___ _.- _ _ __ _ _ _ ____._. _ _ _ _ _ _ _ _ . _ _ _ _ . . . _ _ _ _ _ _ . _ _ _ . . . . _ _ _ _ _ . .
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.: c' RESEARCH AS TEST M ACTOR INSPECTION :
E945 43.04 PROGRAM - OPERAT!0NS PNA5E ;

*
,

,

03.04 Eamerleemts. lacludes all types of irradiations (both in-com*

ens eut-or-core), special tests et annagements, class exercises
* in some cases such as fuel loading, rod calibretion techniques, '

'

flux seasurements, etc., It is' nct intended to draw a clear dis-
tinction between what is routine operation and what is new or
unknown about it which could result in a potential for increased i

hazard. i
,

In seat cases the licensee may ' choose to consider an item rou. ,

time operation if performed by licensed operators', yet an ex- '

periment if performed by college students. This is a typical <

method of increasing aeriristrative controls Wum extra caution '

is needed.

03.05 .rradiations..' hefers to type of experiment involving radiation |
'" rom the reactor used to create new isotopes or raise nuclear

enery levels. :

03.06 Classes of hesearch and Test teactors. There are three classes: '

a. Class !. Reactors cf 2 % or greater that require at least ,

en e nual inspectior, cycle,

b. Class !!. Operating reactors of less ther 2 N that regaire. t

insgections on a *-yeae cycle. t

c. Class 1*l. Reacters on extended shutdown or decourr.insioned *

price tc dismantlesert that req 6 ire inspections on a 3-year l

cycie. |

03.C7 Material Safeguards Cate;:-ies. The amour.t. type, and enrich-
ment of the rwtiear material deterirines the safeguards category

- and the requiree level ce :rotection. See Table 6. 4

03.08 Exempt f.eterial. Refees te the material in tw licensee's in-.

ventory we.icn, eue to the self-grotecting natste of its radia- |tion level ar.o/or fabrication, is exempt f ror the physical pro- |

( tection requiresents o' X CFE Par, 73. I

l

03.C9 konencept Inventory. T r.< aggregate of all esterial within a
specifiec site or builcir.t. ence::: that which is exempt due to
its self-protecting na. wet. -

03.10 Inspectier Cycles (see Tatie 3)

a. Anrul 'M

ine effort shoult r.c-rally be performed at least once per
yea . Ttis cycTe vecic apply to Class I reactors or
fac*lities possessirg fortula cuartities of strategic
special nuclear saterial.

1

L m _. _ _ _ _ . . _ _ . _ _ _ _ _ _ . - _ _ _ _ - _ - _ _ ~ _ _ _ _ _
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L .'. . ,PleGAAM - OPERAfl0N5 PNASE 2545-03.10b

, -

L b. Biennial (SA)-

L

\ The effort should no am11y be perferued at least once every
!' tuo years. This cycie sould appis to Class !! reactors or

facilities possessing asterial of moderate strategic signif t-t

l
cance.

c. Triennial (TA)

The inspection effcrt should rernally be performed at
least once every th we years. Tsis cycle isould apply to.
Class Ill reactors or facilities possessing enterial of
low strategic signif*cance.

-.

2545-04 RESPON51 Bit.! TIES AND AUTH:R: TIES

04.01 Director, Division of Inuection Progrars. Overall seministra-
tion and laplementation :f the inspection program outlined in
this chapter for researct reactors.

04.02 Director, 4propriate Res ora' Of f$ce Nvision. Overall admin--

1stratior and implemerta;*ce of thi irspection program outlined
' in tris chapter for resear:n reactors within regional boun-

'

daries.

04.03 Chie'. Appropriate Regioral t'fice Erarch. Administration and
impleoentatior, of the :nscection program outlined in this
chapter for research reacte-s assigned.

2545-05 DISCLS$106

This chapter provices guicance for tre schedulin; of inspections and for
the implemer.tation o' the inspect :e p rogram. The prograr establishes,

uniform inspection metnoeclogy fcr eece reactor c'. ass-anc safe 96erds category
ano leaves su'ficient flexit ili ty tc the repons fce optimizing the
utilization of their inspectior reshms. Experience has shown that the
extent of the inspection prograr 11 based on demands placed ce available
inspection reso.rces. For that reesce, this checter defines the minisur
inspection prograr. for a deterr.irati:,r cf acceptatle operation.

,

The operations portice c' the inssectior, prograr, emphasizes the larger
reactor (e.g. , 2 h c greater,. *** safeguaros and' security portior. of
the inspectior. prograr. pieces sot: erphasis ar. reactors possessing a'
formula quartity of strategic spec a1 nucleer seterial (FSM). and least
emphasis ori reactors possessing ouer.tities of special nuclear material of
low strategic sier.ificance. 'LSIF).

- ..... n....

w- . . . . , . . . . . . ~ . , . . , . , . . . . . . . - . . . . . . . . . . . _ . . . . . - . . < _ _ _ . . . , . . - ~ . _ _ _ _ _ _ _ _ _ _ _ _ . _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ . . _ _ _ _ _ _ . _ _ _ _ _ _ . _ _ _ _ _ , . _
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RESEARCH AND TEST REACTOR INSPECTION. .

2545-05 PROGRAM - OPERAtl0NS pMA$E* '

t

| Currently, se- 'ty plans. are tailored to the. safeguards categories of-

i esterial e licensee will possess, considering the quantity eaampted
snoer 10 73.60 or 73.67(b)..6

!

.

2545 06 TABLES APPENDED TO THIS CHAPTEE,

l
Table I classifies all research and test reactors according to operable
rt. . e level (I,11, or !!Is. Table 2 categorires all reactors according
:o os hand and authorized inventories of SM (formula, moderate, Iow, or n/a).
at'e 3 presents the inspection cycle for operations and safeguarts. Table 4

presents the applicable operations inspection procedures. Table 5 presents-,

E the applicable safeguards inspection procedures. Table 6 describes the
numerical quantities of SNM which constitute the three safeguards categories
according to 10 CFR Part 73.

2545-07 INSPECT 10h PHILOSOPHY
'

Region-based inspectors will conduct inspections using those procedures
for research reactors that are dire:ted by their supervisors. Certain
aspects of their inspection activits ca*. be conducted in the Regional
Office. i.e., portions of procedure review and ascintstrative program
inspection.

For Category 1 facilities, the inspectior program is designed so that the-
entire operatior.s program, including Pealt*. physics and emergency planning,
can be done' by one inspector during one ir.spection. The safeguants region-
based inspectors should be used as necessary to fulfill the programmatic
requirements for safeguards inspections.

Regions should continue te combine inspections of dif f erent disciplines
.here reasonaole to conserve resources. C15ciplines with roderate inspec-
tion reccirements conductec at infrequert intervals ray be inspected by
these of another discipline. For example. a materials inspector may con-,

| duct security. M"AA, and radiation sa'ety inspections o' the Part 50 non-
praser reactor as. well as the Part X seterials licenses at a university.
Separate reports must be prepared for the Part 30 and the Part 50 docket
flies. Inspectors sust be technical'y capable of conoucting these multi-
disciplined inspections, particularl) if juagenents of adequacy are ex-
peCtec.

ine region-based 'nspector may also cond.,:t independent ir.spection $ctivi-
ties. There are no statec goals for regicn-besee inspections on bactshift
or for inoependert inspection. However, eackshif t inspection will tw per-
'ormed whenever rea.: ired te complete the inspection.

2425-0E SAJEGUARDS ItSPECT!DNS

OE.01 Sa'en., ares Catecories. Tne category o' the safeguares protec-
tier, tr.at must te affordec by tne licensee should be detenrived
before the inspe: tor departs 'cr the site. It is based or, the
total nonexcept inventory, as satwr in Table 6..

Issue Late: 4- '

- - . - - . - - . . . . . ~ . - - . . . . . . - . . - - . - . - - - - - - - - - - - - - - - - - - - - - - - - -
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$ESEARCH AS TEST REacTm
-

.

IN6PECT10h PR0tMR$ - OPULATIONS PHA$E 2$45-08.02.
.

-
,

1
i

i- 08.02 Emeetions. Material is esempt from incIssion in the total |
; inventory to the extent that it is not readily separable from .

'

other reelea6:tive material and has a radiation dose rate ~ in
| encess of lot ren/ hour at 3 feet (see 10 CFR Part 73, Section

73.60 anc 73.67(t)(1)). Furthermore, if the total inventory is 1
t
'

equal to euettities of moderate strategic significance Det the
quantity sn och building is equal to or less than quantities
of low stretsgic significance, the facility will be considered
to be Category !!! (10 CFR 73.67(b)(2)).

:

08.03 Verificat6on of eneet inventory. Regions shall verify the. :

licensee's canteetion that the eventity of asterial esempt from
inventerv is -P readily separable and does in fact have a radi- ,

ation use rate in excess of 100 rem / hour at 3 feet. Verifica- i

tion can te actoscilished through evaluation and review of opera-
,

ting history, screening througt use of nonographs, or computa-
tion by campster prograr. In the event that material has not been :

asintainst at the self-protecting level so that the total nonexcept
inventory rises to the neat highest safeguards category, the
licensee shodd provide increasee protection, as appropriate. If;

{the approeed alar includes sections to deal with this event, the i

licensee must be inspected against these additional requirements.
If the apemoed plan coes not have sections to deal with the loss
of the examption, the licersee is in noncomp'iance witr the rule
for not tdving er approved plan, and is alsc in nonconcliance to
the enter. trat the a&tional r.e:essary protections are not provicec.

OE.04 Securit) . spections . Inspe: tors shall aeteroine compliance
basec or the 11:ensee's approved physical seu,rity plan, and- i

shall deterr ne adequacy anc effectiveness of the Itcensee's
progree. t4se: or the appropriate portions cf 10 CFR 73.60 and
73.67 ec generally accepted practices. Citations for
noncompi m te s*ould be basec on the ap;mved plar. Find-

. ings of mdoecua y shoulc be re'errec to the appropriate licen-
'

sirig sta".

2545-05 ' GElf RA;. E.'tJNCE
'

Although each inspe: tier p-ocedure coetries many inspection rmirements,
the incivicual inspe::c is expected te appiy professtor.41 judgmeet regardirq '

the need dor comple-in; ee:b specifit iter. For emasele, s/he may have
assurance. that the 1451: reb.irement he; beee satisfiec via some cther source
(i.e. . LEF foilm.r . trdepe> cent inspe: tier effort, temporary irstructions
follows). In suct :ases tee inspector oc-s not neec te perfore these specific
i ters . Ir suumary, the itees in Sectior 02 cf inspection proteowres lists the
attrit'utes which snLic be consioerer whef. ev61uating tne area covered by the
inspectior procedurt.

As statec in 10 CFF anc IE H: 25CK . G~ tr.spectors perforr. a basic missior.

. . . . .

e v -, %.,-.e-A. , - , . ~.wre..r,c.-..,% ..m..-,.-,.e .,m-m. _ . - . . , - . , ~ . , - - -__,.m ,-.,-_.-......---_._,m.. - - - . - , , +
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EISEARDI Ale TEST REACTOR IN$ptCTID. .
'

,' 2545 03.09 pn0 GRAMS - OPERATIONS pHAst

in verifying 'that a licensee seets current regulatory requirements and I
comitments. Identifying specific testances enere a licensee fails to aset

3

regulatory requirements and/or commitments, although important, has
frequently resalted only in correction of spaptam rather than correction*

of the underlying causes of licensee problems. Therefore, it is incumbent
upon the inspectors to also provide inforestion concerning whether certain
licensee progres are inadequate or ineffective. Because of the' ilmitad
number of inspectors, the NRC inspection program exasines only a very sea 11 i

sample -of liceesee activities in any area. Thus, it is important than an I

inspector evalsate whether a noted noncompliance or deficiency represents
an isolated case or signifies a broader, acre serious problem in that area.
To previde the perspective to perfore this evaluation, the inspector should:

a. keer everently irformed of deficiencies, audit findings, and plant
problees. identified by the Itcensee's own organization; and

b. ascertain whether additional personal inspectior. effort is serited
in the area under consideration.

Where the eviernce indicates that a probles may exist, enforcement action ,

should be considerec to require the licensee to demonstrate to the NRC that
it het not Icst contro' of . that area. The individual inspector should

; consul Regional supervision whenever the fineings o' ar inspection suggest -

| that scot enfo-cemer.t action appirars appropriate.

2545-10 A8tJEYl AT!005 USED th TFIS CMAPTER AND IN RELATED PROCEDURES
*

| AFRR1 Armed Forces Ladiabiology Research Institute
! AGN Aertjet General Nucleonic
| Al4S Ame 1:en I,uclear Society
. Al:51 Ame-ican kational 5tandarts Institate
| I4W Bab:ock and Wilco
| OBE design-basis event
I DIP Dinsion of lespe: tion Progrars, IE

EP eme gency pleening
FSNf' formia quant'ty of strstegic special nuclear ma'terial
GETR General Electric Test Reacter, Vallecitos, CA
HF health physics
!E Of'1ce of Inspectior. and En'orcemeat. NRC
LCO lir ting cone tion for operation
LER licensee ever.: report

LLNL Law ence Live more hattor.a1 Laboratory
L5N1' spe:ial nuclter materia: of low steateeic sig9ificance

1 Hli Massachusetts Institute c Tecanelogy
M5ft' spe:ial nuclear materta' ef mooerate strategic sienificance
n/a not applicable .

| hSS hational Bureeu c' Stancaecs, Gaiteersburg, PC
WRC huclear F.egulatory Courisstor.

| CL ope-atirig license or Ope ator Licenstr;
St.t' special nuclear rasteric:
TRIGA Tretning Reactor, IsotoM Frodu:tiot.. W -al Atomic
T5 tecsnical spe:ification;5 -

|

.. - . _ _ _ - _ _ _ _ _ _ _
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PWRAM - WERAT10lts PMW TABLE 3. 545'
,

'

!

TAKE 3 - FREQUDICY OF INSPECT 10lI5 ;

.

'
Operettoes $afeguards
Class of
Reactor

Power Catenory

Annual ! F$m
Biennial 11 H5m
Triennial !!! L5m

;

' '

TABLE 4

MC 2545 RE3 TAP *H REACTOR INSPECT 10R P10 GRAM:
'OPCMTIONS INSPECTIONS ,

'

PHASE AE
PROCEDURE

IRSSER TITLI

Dieratiots Class
Routine 4plicat111ty

*

"nspections
;1070'; Entrance. Emit Interview 1/l:/111 r

'

39745 Orge-izatier. Logs and Recores l '

40745 Review aN Audit !
,

407F Class :: Operations Proceoure !! '

4075i Class 1:1 Operaties Procedure - !!!
l 41745 Req.a'181 cation Training l

42745 Pro:edas !,

i' 60745 Refwlies !
6174! Su rw 11'a r.ce 1

69745 ' Expe-immt s ! :
| 80745 Eny' onmental Protection !

| 62745 'Ener;en y Plar 1,

i 83743 Hea'te Feysics !
| E74C Treespo tatior. Activities 'l/l:/111
'

9270s Inaroeneent Inswction Eff ort !/1:e111

Wer Reesired
:nspe:tions -

90712 In C" ice Review c' Event Reports 1/::,111 >

9270C Lice-see Event Fol:owur 1/l:/I!!
9270; Followv: or. Inspector Identi'iec Problems 1/l:/!!!
$2702 Foiiowu: on Items f honcon4'iance/ Deviation I/1;/111
92703 IE L11etin/Circu%r/Confireston Actior I/I:/!!!

Lettee Fellowup
92715 Revsew cf Fart 214epo ts I/i /l:1
92711 Part 21 Report Fol owur 1/::'!!!

51717 IE Iirc61er/Ir'orsetior .l.ctice I/::> ::

-

. .

L._____._b1___m___ ________________,,,_,._m__.,,,______,%,,,_,,..,,,,,,,,wm ,,,,y ,f , ,,,,,,,%.,,y,_,.7,, . , , , ,, e
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K3DEDI Ale TEST MACTOR INSPECTION2
fBLE5.2545 PerJtAM - OPERATI0ft$ Pet 4SE.

,

,

,

TA8LE 5.

II0llPOWER REACTOR SAftGuMIDS ,

lit $PECTION Pto mipt

rwwnmL puwEn TITtt . :
.

All Licensees *
-

.

30703 Entrance / Emit Meeting
81401 Petrsical Security and Safepards Contingency .

Plans :

81402 Reports of Safeparts Events-

8510 Material Contro ' and Accovettag
,

In medition to the above: )

If F55 i

81810 Prttection od Safeparts Information
g

81411 Physict) Prttectior for llovgower Reactors,

with F5r'

l If MSM i
!

81421 Fised Site Prysical Protection of M$2 l

if L$104;

81431 Fited Si'.e Mysical Protection of LSW
,

As re:uired

!' 81403 Re:eipt c' new Fuel at Reactor Facilities
92701 Ineepeet :nspection Effort'

92Xu as showr. ir Table 4, as apelicable

: .

{^

|

i
t

|

t
!

|
1. . . ,

,
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L SEARCH AM TEST EACTOR INSPECTID s:-
>,

- OPERATIMS PNA5E TABLE 6. 2545 :.

TMLE 6 ,.

; Cataocrieq of Special Nuclear Meterial
.

10CFR73.2(bb) 10 CFR 73.2(a) 1G CFR 73.2(y) i
Fonsula Quantities $NM of Moderate $2 'of Low

L of SNM Strategic Strategic '

i Significance $1gnificance
LFE!ME M* A2tu* ,.

| Plutontur a GE 2,000g a GT 500g a GT 15g
. U-233 a GE 2,000g a GT 500g a GT 15g
E U 235 E GE 201) a GE 5,000g a GT 1,000g a GT 15g

U-235 101LEELT201) x GT 10,000g 10,000g GT a GT 1000g-

,

U-235 OfLTELT101) a 10,000g ;
'

-

'

g=U-235(EGE201)+U-233 !
+ Pu a GT 15g

'

g=U-235(EGE201)+
2(U 233 + Pv) x GT 1,000g ;

1

g = U 235(E GE 20s) + i

2.5(U-233 + Pv) : GE 5,000g |

| !
l I

L 51.E

l E= Enrichment
i GE = Greater than or Equal Tc

GT = Greater Than
LT = Less Than

' NOTE: FSW, MSE, and LSW. are casuonly refered to as Categcry I,11, anc !!!,
resPectively, as developed by the IAEA (see Appendix C to 10 CFR 110)

9

4

|

|

1

I

i
c. t,..., a.., '

.
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Inspection Procedure 81401 ;
'.

PHYSICAL SECURITY AIS -

SAFEEUARDS CONTIIGENCY PLAN $ t
-

Progres Applicability: 2513,2545,2681-

;

41401 01' IILSPECTION 06JECTitts |

01.01 To assure that:
,

s. the licensee has an approved physical security plan (PSP) '

ans. If the Itcensee possesses a forimsla quanitiy of S$ist, a c

safeguards contingency plan (SCP); '

!

b'. changes to the PSP or SCP have not decreased the overall-

effectiveness of the plans; and
'

c. that the' PSP and SCP are adequate to satisfy the performance
objectives of the regulations.

,

01.02 To assure that the licensee's physical security progree adequately
implements the requirements of 10 CFR Part 73.,

'

81401-02 INS 8tCT10N REOL,'IRDIENTS '

02.01 Pier Revisions. f
',

4. Determine whether the PSP and SCP have beer. revised sint.e the
last inspectior, and whether any of the changes have decreased the
ove'all effectiveress of the plan. (50.54(p).70.32(e))

b. krify that al' changes have been:

il) subritted to the hRC for prior Cowission aporoval, or
,

f 2) reportec, with sufficient description, within two months after
'

the chaage was made if it was determineo that the- change woulo
not secrease the overal; effectiveness of the plan.,

.

02.02 Una: proved Revisions. Determid whether the licensee has implemented
! any enanges to the PSF and not yet notified the NRC. I' this is true.
| vertfy that (l' the change was impleme-tec not more thee two months,

age, and (2) tne licensee evaluated the change prior to implementation
to assure that it would not reduce pla*. ef tectiveness. (50.54(p)) ;

02.03 Rec:rds of Revisiris. Ver.fy that the licensee has retained copies of I
Ichat es mace w:thout prier Commissior, approval for 2 years. (50.54(p).i

! 70. (e)) I
l l

|' 02.04 ' Pro:edures. Vedfy that the licensee has procedures to implement the '

P5F and SCF, as approp-iate.

:

|,
L _ _ . . _ _ _ _ . _ _ _- _ _ _----- - - _ _---- _ _ _ a
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b
'

02.05 Verify that the Itcensee prostems for a periodic revlow of 411 pro. !
cedures developed to lepleaset me P5P and SCP.-

i
l,: '
'

02.06 Verify that the licensee's PT,P and SCP contain sufficier.t detail. to '
,

adegnately accoglish their intendet purpose'.
i-

02.07 Fateoory I hovoomer Reac1ers. It aceition to the above, 't the
iconsee possesses formu'a ementities of $$W:

a. Fontineency plan. Verify that the licensee has a safeguards
con ;ingenes If an unich incluees pless for dealing with areats and
thefts.(5G.34;c)) |

b. Procedures. Verify that ceta lee procedure de>criptions (the fifth
category of in*orestion requiree sacer Appendia C,10 CFR 73) are
available at the licensee's site, t: seet the requirements of

|
a

10 CFR 50.54(M and 70.32(g),

c. Prograr Revlem. j

(1) Verify that the licensee has provided for a review of the
safeguares contingency plan. (5C.54(p)) i

(2) Verify that the irdistduals. conduct'ng the aucit are qualif ted
te de sc.

(3) Ver1'y that the mcommentations are implemented, and that '

corrective actions are taten.

81401-03 INSHCTIOh St,1W.CE

03.0; Inspection Reo.irements C2.C1 ave C .02 - Plar. Revisions. If a change i
to the P5P or KF does nct oe:rtese the effectiveness o' the plan. I

the licensee goes not have to 5dr the change to the MC for )
prio apt,reval, weer, the 1 ceasee is , required te have deter-
einec before taplementation that the change coes not de:eease plan,

,

effectiveness, l' the change c:es Sot decrease plan effectiveress, l

the change neecs to be sobr'tter or'y within two months af te imple-
mentation. Changes taet are deterstned by the NRC te reouce overalls

,

effe:tiveness of the plae ca*. resu't in the 11cersee being c.ted not i
only for a failure tc, comply mir tse apprcpriate reewirements. but '

aisc for failu e to appis for a+c receive approval o' 56ch change
prior to implementation.

1

03.02 Inspection Reg.irement 0*.07: Dr:grar Reviey..

a. The review whicts tre 'icee.ser is required to conawct of the SCP
should:

(1) incivoe a review and auc*t c" SCP proteoures and practices, an
ancit o' the testing ano maisterance prograr., anc a test of the
safegue tts progra anc commies' established foe response by

- ----- _.-. - . . . - . - . _ . - - . . - . . _ . . - _ _ _ . _ .. - -.- - _ ._ _ - - ~ - - - . .
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(t) be esaducted by indiviivels independent of both the security !
program senspeeent and personnel who have a direct responsibility j
for implanostation of the . security program.

,

I

- (3) include results which. along with the recommendations for |.

taprovements, must be documented, reported to the licensee's !

corporata managssent, and kept available at the licensee's plant |
. for two years,
t. .

.

L b. Althouge the rule does not twoutre the licensee to perform a
review of me physical security program. Such a review would be I

necessary to assure the continued officiency of the program.

!81401-04 REFutENCES ' -

, .. 1

Regulatory Guise 5.59, ' Standard Format and Content for a Licensee !
'

Physical Security Plan for the Protection of Special huclear-
Material of Moserate or Low Strategic Significance"

'

.

>

,
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Inspection Procedure 41402
*

REPORTS OF SAFEGuMBS EVENT 5
'

Program Applicabi11ty: 2545,2681'
|

,

41402-01 INSPECTION OBJECTIVES.

;

To verify that the licensee has reportad all safeguards events as required
'

in 10 CFR 73.71, and followed up with a written report.
|

81402-02 INSPECTIONkEQUIRDefTS -

02.01 Trace Investination of $hismeer.s - j.

a. Verify that the licensee has notified the NRC within one hour
of all cases in which the licensee has conducted a traceo
investigation for lost or enacrovnted for shipments, or shipments i

,

which have not arrived at thei destination by the estimated time '

of arrival. (73.71(a)) j
,

b. Verify that ttie licensee has filed a written report of the details )
and results of any trace investi
completion of the investigation.gation within fifteen days of the(73.71(a)) >

02.02 Ixidents i
e

; a. Verify that the licensee has notified the NRC within one hour of
| ary incident in which an atteert has beer made, or is believed to

have been made, to commit a thef t or valawful diversion of $191.
(73.71(b))

| (CTE: When this procedure was being developed, the rule was being
'

re,ised tc specify that reports would be required within one hour
of the discovery of the thef t er attempted thef t. )

b. Verify that the licensee has filed a w*itten report within fifteo-

days of the incident detailing the results of any investigation or
actions taken. (73.71(b))

,

02.03 Events

a. Verify that the licensee has notified the NRC within one hour of
the disovery of any event whics si
of the physical security systas. (gnifica9tly lessens the effectiveness )73.71(c)) i

b. Verify that the. licensee has filed a eritten report within five
de of the event. (73. 71(c)) 1

c. Verify that tne licensee has reported any other evente of lesse-
|

significance in accorance with the time limits specified in the
table in 10 CFR 73.71. |

|
|

| \

l
4
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02.04 Guality of ensorts
,

4. Vetify that the reports submitted by the licensee are adequete f
and apotspriate for their intended purpose. '

b. Verify that the report contains sufficient detail to allow a
*

reader to understand the circumstances of the event, the analysis
conducted to detersine the cause of the event, and the short-ters |

|
end long-tere action taken by the licensee. ,

( 81402-03 INSPECT!WI b!0ANCE
I

| The inspector should check the Regional Office records of reports of
| incidents and events before departing for the site. This provides a
l list to coopere, to the licensee's log of incidents / events, and will

show the date of receint of written reports as opposed to the datet

of mailing dich the 1 censee's log may contain.

03.01 Inspection trovirement 02.01 - Trace Investination. Natification of
i the Mtc aust be within one hour of the discovery of the less of the
'

material followed by a report of the details of the investigation
as the information is developed.

03.02 Inspection Requirement 02.03 - Events. The time period allowed for :

reporting of events begins upon discovery of the event by any meeber
of the security organization or any other, employee of the licensee.

[
'

81402-04 REFERENCES .

Regulato y Guide 5.62, " Reporting of Safeguards Events"

.

'

>

t

- - - - - - _ - - - - - - - * - = - = * = - * * - * " ' = - - ''P-8 ' * ' - - ' ' '"'"'"'"*""''#" " ""'_,__ _ _ _ _ _ _ _ _ , _ , _ _ _ _ _ _ _ _ _ _ _



_ . _ _ _ _ _ _.- _ - _ _ _ _ _ __ _ _ . _ _ _
,

. . .
,

'

. . o
- -

o .
,

,

| Inspection Procedure 81403
.

RECE!PT OF NEW FUEL
AT REACTOR FACIL!ilE$

-

Progras Applicability: 2513, 2545
.

41403-01 It5pECT10N OBJECTIVES

01.01 To assure that the licensee's physical security program provides
the necessary protection for new fuel upon receipt but prior to
incorporation into the licensee's physical protectior, system.

81403-02 INSPECT!0h REQUIREMENTS

02.01 General -

a. Verify that the licensee checked the integrity of containers and
seals upon receipt of the shipment. (73.67(e)(2)(1) and (g)(2)(1))

6. Verify that .the licensee notified the shipper of receipt of the
shipment. (73.67(e)(2)(ii) and (g)(2)(ii)) l

c. Verify that the licensee immediately initiated a trace investigation
for any shipment that was determined to be lost or unaccounted for
af ter a reasonatie time af ter the estimatec arrival time.
(73.67(e)(3,'(iv! and 73.67(g)(3)(111))

c. Verify that the licensee notified the NRC anc the shipper of the
L initiatior, cf a trace investigation. (73.67(g;(3)(iii)) (See Inspection |

| Procedure 81402) 1

|- e. Verify that the arrangements made by the licensee for the
protection cf the shipsent met the requirements of 10 CFR 73.67(e)(3)
or 73.67(g)'3)', for MSW or L5W. as appropriate,

' f. Verify that the physical protection provided by the licensee, or
,

| by the 11cer.see's agent, was sufficient to adeoustely protect the
material while in-transit.s

1 .

0 2.02 Aeditional Requirveents for MS*

a. berify that the material was shipped:

(1) only in oedicated transports with nc interi'ediate stops,
transfers, or tecporary storage in-transit. or

(2) unoer arrangements whereby the custody of the shipment
and all custody transfers were acka.owledgec by signature.
(73.67(e)(4)(1))

l

|. .

;
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b', terify that the esterial uns kept unter lock or un6er the con.
trol of an indiviemal who acknowledged accepting custody by :-

signature. (73.67(e)(4)(11)). Also, verify that the meterial
'

es-transported, when eppropriate, to a tager-indicating sealed -
'

container or vehicle. .
,

c. Derify that the individual who accepted. custody of the material
a s capable of protecting it..

02.03 Adottional Requirements for LSIM
<

Verify that the asterial was transported in a tarper indicating
sealed container. (73.67(g)(1)(111))

,

'

81403-03 INSPECTION GU10ANCE

03.01 The inspect. ion prograr consists of an esami_ nation of a random
selection of items which are required to be inspected. This randos
selection method does not, however, relieve the licersee of the
responsibility to check all such itants under its control. For|

| example, although the NRT" Inspector may only check certain containers,
| locas', and seals, when inspecting a shament of new fuel, thc

licensee must examine all such items t: ensure comp 11arce.

I03.02 Inspection Requirement 02.01f - Physica: Protection In 'ransit.
The requirements for inspection of nate-ials in-transit are covered
in tne -![ Inspection Procedures of the 31300 series ('E M~ 2681).
This particular inspection requirement is intended te supplement that
effort and to deterwine 1' there is an,. justificatior for repro-
granned ef fort.

81403-04 REFERENCES
-

1

NURIG/CR-0099 "Esalvation of Road ra sit Physical Frotectior Systems" '

RURIG/CR-1255, " Tactical Boarc Gerw; ':- Development anc .Evaluatior of
load-iransit Physical Protectior Sy stems"

,

Reg.latory Guide 5.15. " Security Set: 5 'or the Protectior and Control i
cf Special Nuclear Material"

Reg.latory Guide 5 32. "Connwnicati:~ .d th Transport behicles" :s

| Reg.latory Guide 5.63 " Physical Fr:te: tion for Transient Shipments *
| ,

|
|

\

*

||

1
|

|,

|

|

!
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Inspection Procatere 81411
.

PHYSICAL PROTECTION
FOR NONPOWER REA: TOR $ W!TH I-

FOMULA QUANTITIES OF
SPECIAL NUCLEAR MATERIAL

J

Program Applicability: 2545 j
l

81411-01 INSPECTION OBJECTIVES
.

01.01 To verify that the licensee has established and maintains a physical
protection system sufficient to prevent unauthorized access to, or
removal of, fonsula quantities cf special nuclear material (FSNM). ]

,

01.02 To assure that the licensee's p6ysical protection program adequately
implements the applicable requi'luments of 10 CFR Part 7::.

>

'

81411-02 !NSPECTIOh REQUIREMENTS
, .

02.01 Use-and Storage
,

s. Verify that SNP is 5tcred or processed only within MAAs. i

(73.60(a)(l').

b. Veri'y inat SNW net ir process is stored in a vault equipped
with an irtrusion alanr systen :r in a vault-type room controlled
as a separate material 4: cess a ea.- (73.60(a)(3)).-

c.-Verify tnat the licensee's 5,4'eguards system assures proper
placement ar.c trarsfer' o' custocy o' SNM.

d. Verify teat separatel fence: areas cc,ntaining enriched urentur.
j- scrap are .5, eithin a larger FA. iii) locked, and (iii) no closer ,

than 25 feet from the pe imeter c' he PA. (73.60(a)(4))
'

| '

l e. Verify tr.at the procedures usec by the licensee to control the
| placement and transfer o' custo:s cf SNP. are suf ficiently detailed
! te inforr the 6sers of their respensibilities and that these ,

, ,

proceoures are revised as necessary or a timely basis.

' . Veri'y that all individuals anose duties include the use of
rocedures are properly trainec ir their executior..

02.02 De tectior a .c Surveiller:e

a. Verify tr.at areas containing en*1ched uranium scrap, when
| unoccuppiec. are protectec by a intrusion alann system or by a

guard or watch erson whc patrols the area (s) at leait every four'

hours. (73.fG!a)(4} }.

b. Verify tnat all unoce pico Ws are protected by an active
intrusior alarm systee. ' 73.60(: ) ) .

1
_ _ . . - . . . _ . - . . . . - _ . . - _ _ _ _ _ _ _ _ _ _ _ - - - _ - - - - - - - - _ - _ _ _ - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - --
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c. Verify thet the ela?os are ap$ttpriate le type Naher and ;
applicotten to provier adeguate serve 111ance of the arte.

|
-

,

,'

W. Verify that all emergency emits are contievously alarmed. (73.60(c))

e. Verify that there are methods for observteg individuals within ;
Ws to assure SM is r,t divertec and that these methods are used j
onacontinuingbasis.(13.60(a)(7))

|
,

02.03 gcess Centrol f.

ia. Verify that only the activities requiring access to SW or ;
egwipment employed in the process, use, or storage of $W are >

permitteJ in MAAs. (73.60(a)(1))-

; b. Verify that all mas are located within the PA. (73.60(a)(2)). j
,

c. Verify that access to the PA is controlled. (73.60(a)(2))

d. Verify that access to the root containig the reactor vessel |
| 15 controlled and the room is designated a st, MA , or CAA, as !

| appropriate. |
:

e. Verify that the access controls are seco. ate to cetect enc seley !

j the unauthort:ec entry of incivic.,415 or materials. !
I

f. Verify that the bour4 aries of the PA. W, and CAA are clearly |
demarcette. j

.

9. Verify that c":ly authori:ec in:1vievels :ontroi eccess to mas. |
(73.60(4)(5)). !

|'

h. Verify that the licensee 5:rtea.s ec@lcites befcre grantin; j
access to CAAs er.c tsswes bee;es O authLrt:ec indiviewall to 14- ;

; Ciitt6te identi'ica,tior. ' '

| -
,

| 1. Verify that access to MAAs is lir.itec 1: those indivievals
recuiring such a: cess to perfore teeir eutita. (73.60(a)(5))

l i s !

|. J. terify that visitors anc enclo,*ees r.;t esthoritec unescorted j
access but wno reewire access to perforr their 69ttes are estvted -

i

at all 11ses while wittin the MAA cr CAA b; en inciviewel who is i,

euthoriled eccess. ;

01.04 Response
*

.
~

4. serif, that tnere is 4 seCi,rit,. organititicr. 4tle to 4ssess and i,

responc to any reuthor12ec penetrations or activities in the PA. !

|
MAA, or CAA. enc with coMNnt:4t);r.s Cepett'Ity with trie oppropetete [

j response force. ;

|

|
.

'

.

>
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6. Verify that there are response precedures for des 11ag with threats
of theft and theft of SNM..

,

t

t. Ver4fy that all individuals responsible for response to security |

energencies are trained, equipped, one ges11fied te perfore the
{response procedures, as appropriate.
1

i

6. Verify that the licensee responds to indications of unauthorised !reseval of SNM and notifies the appropriate responte forte. !

02.05 Search
]

-

.

a. Verify that packages are searched prior to entry into tie PA |
for firveres, emplosives, fr.cendiary devices, and counterfeit |

substitute items which could be vled for theft or diversion of ;
50pl. (73.60(a)(6)).

!
4

j

b. Verify that the search equipment and procedures are adequate I

| and reliable to accomplish their intended purpose.
)

i
;

i c. Verify that each individual, package, and vehicle is searched ;
' for concealed $4M prior to erit from an MA unless salt is to a !contiguous MM. (73.60(b))

|
! e. Verify that the search is capable of ee'- ctIng amounts .of material

of the same size, shape, anc radiation levei found in the facility.
'

!.

02. 06 Testint and Maintenance !
I

i 4. Verify that the licensee e.aintains a11 alares, ccauwnications !
; equipment, physical barriers, and other security related devices ;

in operable anc effective condition. (73.60(d)(1);.
|
1

| t. Verify that the licensee tests each intrusion alors for opera. |
| bility and rt49 tree perforunce at the beginning are end of each |'

| interval of use, but at least once every seven days of continuous ;'

use. (73.60(d)(2)). ;
,

*

L c. Verify that the licensee periodically tests all Security relatee {oevices and equipment.l

614 ' l-C 3 INSPECT 10t; GUIDAME

:
Th( inspector is not espected to test security ecuipsent, however, :
sometimes a test is necessary to evalute the of fertiveness of the j

i security syster and tc ensure compliance with requirerents. In this
'

| situation, the inspector N/ conduct a test as lon; as it will not |
| reduce facility safety or security, result in a victation of ;

i recuirteents or inowstry standeres, or jeopardize tne safet,r of i

the inspector or licensee encloyees. To conduct tre test, the :
inspector must reouest the test thcough licensee management, and i

'

arrange to have a licensee employee conduct the test while the
inspector observes.

.

-

9
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03.01 Inspection Reeutrement 02.01a - Use and Sterase. The purpose of the !
MM 15 to prevent unauthor red access tc pe meterial; therefore, |

the construction wst be sufficient to meet this purpose. The walls, I
ceiling, and floor must meet the definitior of physical barriers in
10 CFR 73.2, must be of sufficient stregt' to constitute a physical'

barrier and there must be no weaknesses it the overall envelope of i

the room including doors, windows, or other openings, such that the |
-

integrity of the barrier is lessenec. i,

03.02 Inspection Reevirement 02.02 - Detectir and Surveillance

Ia. The alares must be appropriate 1r tyoe, nuntier, and applicattor. ->

to detect una thoritec intrusions irto the area. If patrols are used. !
they must be capable of detecting ureutmoritec penetrations or ipresences in the area, and of respordin; t: inc1 cations of such '

unauthorized penetration or presence.

b. These alarus are intended to alert t%e security organtretion to !
I the unauthoritec esit of individuals or materials f rom mms. There- !'

fore, they Nst be irrediately actitat' g have no design delay), and
must annunciate in an area that is continu:vsly staffed. i

,

03.03 Systen Design 'cr Preventier. of Thedt. Re;ulatory Guide 5.59 ciscusses j
tne types c' tne't that tee licenset it en:ected to prevent. On the :
subject o' $5hM. tre Gstee states t'at 16e 'icensee's systers must be |capable of detect 1r; the theft witt'e. !=o ' curt, however, there is ;

| no discussior, o' the otte tton of tre't of r$p;. A reading of 'other !
guidance on the sut.ect has lec tre sta'f 1: 3r.terpret the requirement |regarcing cetection o' thef t te req.irt tbt 11:enset to be able te

!ottect thef ts o' F$W irrediately. As a rtsu't, the systers used by
the 11:ersee rust inclsce eouipmert en: or orc:edures ade: sate and !
appropriate f t + achieging this goal :f tireitr.ess of dete: tion. !

'

| C3.04 Inspectier Retwirement 02.03 At:et s :: .t e!
.

|
'

4. It would not be acceptatle to t.ait t si';le physical terrier serve f
as both the MU terrier ar.c the PA tae 'et. *ne inspect m st !o

verify thet the licenset has separatec tot areas sc that the inten,

of the rule the access te P.AAs fror o.151:e 16e PA reg tre passage '

througt. a t least two tarriers, has :ee' met.
|,

b. The access cortrol fun: tion Nst :>e :ap40le of (l' serifying the !|

authoritatior, o' tricisiduals recuest'n; et:ess to the site, and i(s; t,arring tr.cse indisic.415 not 4.th:-12tc a::ess to the site.
;

! c. [a:r P.AA Nst rage inoepencer.t s ste s 'or access con. trol. !
altneugt twe MA: s r;.aj sha re a w a l '. . I f t he e i s a doo r a * 1 owi ngi

Access to one K! - c1rt:tly f ror er: P, t*t c00r must have asthorized
inciviewals cor.trollin; 4::ess in et:* :1rt:ti r., or t;ott %As rivst

J
be Considerec tc be a $1ni e KSA.l

I d. The Inter.t c' provicir4 a separa*.'o' distar:e betweer. 4 U
;

a

.
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perimeter and a separate storage area containing enriched uranium
scrap is to ensure a enable barrier and allow the appropriate
licensee employees witt. an opportunity to observe any atteatted
17ttrvslens near the area containing the scrap. Therefore, the areei

'

between the. pA barrier anc the scrap must be treatec the same as an
| isolation tone, and it must be ke:t clear of trees, brush and other
| obstacles which would reovide an intrvoer en opportunity to hise.

,

| 03.05 Inssection Reeut rement 02.04 . Response
l' 4. Although fio $Pecific. requiremerts are presented in the rule to ]fort a basis for determining the adequacy of response forces, they j

should be capable of responding ir a reasoa 'e period of time and i
assisting in the locat'on and recovery of G ing or stclen $1e1 g
b. The proceduret aust oe capable of explaining to a reasonably I
well trained individur' what sters must be taken te achieve the !
desired result. Thert' ore if the intent of a particular procedure !,

l is to notify the LLCA it-mst contain telephone numbers of the !
,

appropriate LLCAs and cther agencies as well as instructions for !
the use of equipment ot*>er than we teleptone. The f airest test ;

o' the 46eowacy of pro:eowres is tc have thee carried out by one 1
'

i_ or more c' the inchie.415 expectec to have to resort to ther during !
I tne course of their ow:tes. If the incividual(s) is(are) unsuccessf ul

at carrying out the actior esclairied by the procedsre. the inspector ;
must deter-ir,e enetner the proble is relatec to poor proceewres. :
poor trair.irg, or poor esecution.

|
: 03.0( Ins;tetier Reevi rerer: 02.05 - Searc5

-t
4. f ackages and rateriais irhel.ec in Corrission atteevec

}
| delbery one inspectio' activities specifical's det ;r.ated bs

the 'icersee to be car ec *ut w t'in mas VAs. ecc pas for ;d

rea s:r.$ cf sa f ety , sec.*it,s . or c:eraticr.a1 necest't) a re e teec t |
f ro- the neec to sea rc' . ;

i
I ' b. N* se*1cles engage: 1r. trf ns;;rtin; SW. energe .c; sehicles !

uncer ereegency cencit'cns end cesignatec licenset schicles are I
ete*ct ' rte searce anc escort rec.iremert ),

:

c. **e search rust be :apatle of cetecting unauth:.* iced attercis to ;

renci e ra te ri a l f rcr t* e IRA. The si te , f ort . anc type of r.aterial
usec, processed, or st:eec in the KAA rdy ceterrtre tne netnce cf
s e a *c r .

,

C3.C* Ins;e: tier Requi reren 02.06 . Testing anc M416terance-
t

,

|

a. 'ne licensee must n: only ha st enc tr.plemeat a pregr.a- f c r
pe decic testing arc patrier.ances cut aiso be awa a of generic !,

weairesses ir certain type s o' ec.1pmert. Failurt . compersatt

for eosiprent wenitiesses that the 'icerset coulc reaserably be,

engectec to ar.ticipate car be coesloerec a failure 'o comply atth
thi s rec.1 re:"ent .

)
i

)
1
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. b. The weekly testing retvirement does not mean that the licensee || mst test the oggipment precisely every seven days. Minor variations :
in periodicity are acceptable as long as the tests everage one every !|

seven days.
|

'

,
;

03.08 Trainina in procedures. Indiiiduals with responsibilities in the !
'

securtty organ ration sust be trained in the use of the procedures .|
which they may need in the conduct of their duties. The training L isult be sufficiently casplete to ensure that the individual can 'l
conduct the activity for whict the procedure was written either |
(1) without 'the procedure, or (2) with relative ease using the proce. !
dure. Mesbers of the securit) organization er the esployees with j
security responsibilities are not expected to know the content and I

conduct of procedures which t>ey will never L;e called upon to carry
L out, but sust be familiar witt proceaeres involving the indivisual's
j primary duties 45 well as bec6-up responsibilities.
- |.

j

i 81411-04 REFERENCES |
Regulatory Guide 5.7. *[ntry/Esit Coetrol for Protected Artat. Vital ~{

'

Areas, and Material Access Areas' . !Regulatory Guice 5.12. 'Ger4ral Use cf Lock 5 in the Protection and i
j Control of Facilities ano 5:ecial Nclear Materials' |

Regulatory Guioe 5.14. 'Use o' Otseristion (Visual Surveillancei !
Techniques in Material Access Areas' !

'

i Regulatory ' Guide 5.15. ' Security Sea's for the Protectiot, and Control |
j of Special huclear Mater 141' (
) Regulatory Gutee 5.20. " Train e.g. Eocippin;. anc Qualifying of Guares
i and Ta tchmen''
) Re;ulatory Guide 5.27. "Special Eclear w terial C+orway Monitors'a ;Regulatory Guice 5.43 ' Piant Sec.rit,. F rce Cuties *1

;
I Regulatory Guide 5.44. *Pericuter int %s or Alarr 5fstems*

|
1

-
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'
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Inspection Procedert 81421

F11[D $ lit PNfslCAL PROTECTION OF
SPECI AL NUCLEAR MATERI AL

OF MIPtfATE STRAftGIC $1GNITICANCE

PrograaiApplicability: 2Hl.268)
,

81421 41 INSPECT 198 06 JECT!Vt5
|

01.01 To assure that the licensee has a physical prrtection system that i

will: J

a. miniciae the potential for unauthorized reseval of SW, and
- I

|
|

b. facilitate the locatior and recovery of etssing SW.

01.02 Tci assure that the licensee's physical protection program adequately !
imlements the applicable previsions of 10 CFi Fort 73. j

- ,

81421-02 INSPE;T10N REQUIREMENT 5 :
,

02.01 Use anc 5torene !
i

s. Ve ify that the SM is used only within a controlled access area ij
(CAA) anc is stored only within a CAA such as a 44.It-type rtKr or ,;
apprevec sec6eity cabinet or the equivalent. '3.F(c)(1) and (2)) i

I !
| b. Veri',. that the physical structure, equipart. anc procedures j

art aceci. ate tc allow the licensee to control acct;5 to the CAA. i

| c. Ve i' that the licensee's safeguards syster assures proper i

placerert anc transfer of custody of SNH. (M.67 e)(2)(iii)) j
i

i d. Veri' that the procee.res employed by the 'ict see to control |
| the riececent anc transfer of custocy of SW' .e s.f ficiently detailed !.

te ir.'orr the users of their responsibilities anc that these procedures ,
,

I are revisec as recessary on a timely basis. ]
1

| e. Veri' that all inoiviewals whose duties itc'.w:e the use of
j thest peacee. ret 'are properly trained in thei ete:.rtion. ,

'
i

02.02 Detectio an: 5.-veil la nce

I a. Ve if that the licensee's safeguards syste : .

(''. c,*ovices terly settction and assessment cd unauthorirec |

t.CE: Ins:tetior Pecec.re 6103E oescribes sets 11ng tech" oves that are useful when
I a D01 sen te is net feesicle. )

:

u - _ . ._ __ _ _ _ _ _-_
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; access or activities within the CAA (73.67(e)(2)(1)t and |
!

((t) provides early detection of remov.) of SNM from the CAA
i

?).47(a)(2)(11)). (SeeSectsens02.06and03.05,below.) j
i,

| b. Verify.that the detection and assesssent of unauthortred access ,

and/or activities, or of snautrertred renoval of SW, is sufficiently
g|
:

,

prompt that a response could fac'ilitate the location and recoveryi ;

(- of the missing SW. j
i

c. Verify that CAAs are sufficiently illusinated and have intrusten |' alarms or other devices or procedurts to eetect and observe ;

unauthorized penetrations and/or activities. (73.67(d)(1), (t),
_ j

!
!

and(3)).
:

d. Verify that the alares, devices, or procidures gled to monitor the |-

CAA are adequate to allow the security organization to respond to the t

thrtet. |
!

| e. Verify that all individuals whose duties include the use of pro- 1
I cedures art properly trained in their esecution. j

C2.03 Access Control !
-|i

i 4. herify that access to the roor contatring the rtector vessel is '

| controlled and the room is oestgr>ated a CAA. (73.67(d)(1)) -j
j b. Verif'y that all CAAs are clearly demarcated,

c. Deterrine if the licensee's access cortrol procedures and mechanisms
; are capable of preventine unauthorized er.try of individuals or ;

j ma terial s.

d. Verify that the licensee scatens empleyees before granting access ,j
to CAAs, linits access to those entloyees rec. iring such access to j
perfort their outies, anc issues badges to 46thorired individuals =!
to facilitate toentification. (73.f,7(d)(L'. ($), and (6)).

. 1

! e. Verify that access to the CAA is controlled using a lock system. f
(73.67(d)($)).

,

l

.. herify that visitors anc troloyees not abinoriced unescorted access <

but who requirt access to perform their coties are escorted at all Ii

times while within the CAA by an incividwal authort2ed access to the i

area (73.67(d)(() and (7)). )
02.W kesponse |

4. Ve-ify that there is a secvity orgartetton consisting of at
[ least cne w,$tchperson per shif t able to assess and respond to any

unauthc. ir.c pent trations or activities in the CAAs, ar.c with -

,

cormur' ations capability witr the appropriait response force.2 .

(73.6e(c)(8) acc (g);

i

)

|

_ _ _ _ . . _ . . _ , - _ _ . . . _ _ _ _ _ _ _ _ , , _ _ . , _ _ _ _ . . _ _ _ _ _ _ _ _ _ _ . _ _ .._
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b. Verify that them are msponse procedures for dealing with threats i

oftheftandtheftof$m.(73.67(d)(11)). |
o

.

t

c. Verify that the licensee responds to indications of unauthorized j
removal of $5 and notifies the appropriate msponse forte..

d. Verify that all individuals responsible for response to security
energencies are trained, equipped, and qualified to perform the j
response procedures, as appropriate.

02.05 }earch |
*~

. Verify that there is a CAA exit search of vehicles and packages {
for concealed $W. (73.67(d):10)). j

i

b. Verify that the CM exit search is appropriate for the siae, shape, |
and radiation level of material found in the facility. -

;

02.06 Testine and Maintenance. Verify that the licensee periodically tests j
a'l security related devices and equipment. j,

81421-03 INSPECTION GUIDANCE f
)'

' The inspector is not expecte: to test security equipment. However,
sometimes a test is necessarf to evaluate the effectiver. css of the !
security systen anc to ensure coreliance with requirements. In this !

situation, the inspector N) :on: vet a test as long as it will not '

reduce facility safety or se: rtty, result in a violation of !
requirements or incustry'sta* carts, or jeopardite the safety of |
the inspector or licensee em:Io ees. To conduct the test, the |
inspector must reopest the test through licenset.n.anagement, and '

arrange to have a licensee ercloyee cor. duct the test while the 1

inspector observes. !
'

|

03.01 Inspection Requirement 02.0:e .se one Sterage
,

s. The vault-type roon or co*teirer should be cesigneo tr. a way that
will deley the thef t of the re.terial, or f acilitate the location and ;

recovery of the material if it is stolen. ;
i

b. The CM may be cf temore o* perv.anent corstruction. !.

03.'02 Inspection Requirement 02.C' - Detection and Svereillance

a. Alarms. Alarms and other cetices are used tc nor.itor the cms when |
they are unoccupied and there%ee must be appropriate in type, num- '

4

ber, and applicattor to ensee ostection of untLthori:ec presence or !

activities during times wher tr.g 04 is unoccurted. It procedures
,

art used in place of equipme*t , the proceoures cust be written anc !

1@lementee in a adnner tw. pee. ides ar equivalent level of protec-
tion.

,

.
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b. The Cans sust be illuminated noch that all reasonable paths fren |
'

,

openings in'the barrier to the Sift can be observed by individuals at i.

work in the CAAs. This includes all direct routes, but sust else i
include all indirect routes if these paths can rsesonably be expected I
to provide a potential thief with uneetected epit from tw CAA. The |

illumination levels for nomally occupied.CAAs should be sufficient I

to allow surveillance by the unaided human eye. The lighting should )
be unifors, shadowless, and free fror glare. Measurements should not I

be necessary unless the inspector is unable to easily observe the i
area with the unaided eye. However, if a seasurement is necessary, )
the illumination should be a minisum of 2 5 footcandles (See j
NUREG/CR 1327, ' Security Lighting Planning Document for Nuclear
Fited Site Facilities'). Licensin; criteria issued by NM$$ have i

suggested that an illusination level of 0:2 footcandles may be suf- i

ficient tc maintain surveillance cf the area, if the illumination * |

of the CAA measured is between 0.I and the minimum specified above, I
the issue should be sent to IE fc resol,ution. |

t

c. If procedures are used in place of detection and surveillance |

equipment, the procedures must be written and implemented in a !
menner that. provides an coual level cf protection. j

03.03 Inspection Requirement 02.03 - A::ess Coetrol |
!

a. The licensee's prograru for screening shoulo be able to un:over infor- |
t.atiori about the indivioual that wouid be consicered inimical to the i

safe and secure operation c' the f ac*'ity. Ar, acceptable screening I

prograr shosic consist of past errclo weat, education records, and i
; reference checks. |

,

b. The purpcse of the escort is t: prever.t unauthorized activities !
ty the visitor. The type cf CAA. the fc r and enount of the material ;

| mithtr. It, the activities conductec m the CAA, and the number of .

author 2ec incisiduals wittin it at er.s risen time will oeterv.ine hom {
clcse') the escort rust bt t(- t i.t visitt'. visual surveillance is .

.altost almays necesser,i to ellom :citesatior of the visttor's actions. |

| The escort shoule also otserve be 4. er m*.ich r.ay suggest en interest |
'

in oef eating the securtt) s) s terr.. Fce esemple the escort should j

notice if the visitor s' ions an UNsut i awnt of Interest in-the
syster s, equipment, anc peccecurts usec 'or protecting the CAA, as

I- if 5/he was interestec in learntry tre ma,.t to comprorine the syster.
!

C*.W inspectioe Requirerent 02.0 Reno'se

t. Altnougi, no specific recuirere'ts art presented in the rule to i

forr a basis for oetervir.ir.g the ace: t':j of response forces, they !

; shoulc be capable of rtspeccing ** e reasonable period of time and- -

|
assisting Ir. the locatter eno re: owe,.- c' mssing or stolen $f.". [

' .

t. The proceoures must t'e capable c' ea::ett.irt to a reasoncbly '

we'l-treinec incivicsai what ste:s r.st :s talen to achieve the,

destrec result. Therefen. If the irtert of a particular procedure is
'

'

tc notit," the LLEA. it n;st cont 4*r teleomone nwtners or the ,

,

%
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tastrwetions'for use of equipment other than the telephone. The
fairest test of the adequacy of precedures is to have them corried'

,

; out by one er apre of the indiviemals espected to have to resort to
ithers euring the course of their duties.. If the individual (s) is(are)

'

:

wasuccessful in carrying out the action emplained by the procedure,
the inspector swst determine whether the problem is related to poor )procedures, poor training, or poor esecution.

03.05 System Desian for Prevention of Thef t

a. There are 'two types of theft of concem to the licensee, based
: on the asount and type of material. The following paragraphs discuss

Law Enriched Uranius (Ltu) which should not be confused with L5181.
See Table 6, lt NC 2545, for details.

i The sessures tak4n to prevent or ettect the theft, and the time al-
|Iowed for discovery is also related to the amount and type of mate. I

rial as described below. (See Repletory Guide 5.59) I

(1) Gross thef t of LEU. This includes sterial in amounts large

enough that, with further enrictsnent or other processing'he licensee
,e

clasioestine fissile device (CFC; could be constructed.,

'

is espected to have systees caHble of detecting this type of
thef t befort the sterial is transported of f site.i ,

(2) Finor Thef t of LEU. This ircludes sterial in amounts less-

ther. that required to construct a CFD but enough so that repeated
thef ts e.f similar arounts coule produce suf ficient material to
do so. The licenset is espectec te be able tc detect thef ts of
such amounts soon enough a'tet the fact to pemit national efforts

; to prevent the series of thef ts frort being carried 00+ For en.
arnpit. the 11cer.see is not rec. ired to tereciately 66.ect a theft1

of only 20% of the amount necessary for a CFD. However, the sys-1

! toes intenced te detect thef t showlo be adequete to discover that
s.sterial is eissing (ano assist in its locattor and recovery) be.
fore the adversary as ar. c;porunity to corit five such thefts.

; .

b. The licer.see is only tapectec t; 6etect thef ts by an external
seversa ry. However, the lictasee's prograrr, should not be designed
ir a way that would perrit er. insicer to remove uterial f ree the .\
site without being detected.

03.0( Trainino in Frocedures. Individuals with responsibilities in the4

security orparitation must be trainec tr. :Se use of the procedures |
wrich they m y neec in the coSduct of their duties. The training j'vost be suf ficiently cortiete to ersure that the individual can .

. conduct tht activit) fee whic+ the procecare was written either
' (1) without the procedu t or (2) with relative ease using the

preceourt. Mercers of the securic) orgaeization or other employees
with security responsitii ties are nct espectec tc, know tne contentt , |

and conovet of procecures which t4y wil' i.tver be calleo upon to :

carry out, but must be f ardliar witt. procedures involving the ]inciviowal's primary duties as we" et back-up responsibilities,
j|

l
__ _ _ _ _ _ _ _ _ _ _ _ _ . _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ . . _ _ _ _ _ . _ _ _ _ __ |
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' 814t! 44 REFLttuttl !<

' ;
i NURES/CR 4027, 'Capebility for Intrusten Detection at Nuclear Fuel j

lites *
NUREG-0320. ' Interior Intrusion Alarm Systems' !<

NUREG/CR-0360, ' Physical Protection of huclear Facilities' !NUREG/CR 1327, ' Security Li hting'
Nutt&/CR 24pt, 'Special Nuc ear Material Self Protection Criteria !

Investigation' j
Regulatory Guide 5.7. 'Intry/ tait Centrol for Protected Areas. Vital i

Areas, and Material Access Areas'
|Regulatory Guide 5.12. ' General Use of Locks in the Protection and i

Control of Facilities and Special huclear Material *
Regulatory Guide 5.14 'Use of Observation Techniques in hterial Access2

Areas *
Regulatory Guide *5 ll. ' Security Seals for the Protection and Control '

of Special Nuclear Material' i
Regulatory Guide 5.59. ' Standard Fowt and Content for a Licensee :

Physical Security Plan for the Protection of Special Nuclear '

Material of Moderate or Low Strategic Significance' !
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Program Applicability: 2513, 2545. Mal '
-

i

81431 01 INSPECTim OWECTIVE5
li

01.01 To assure that the licensee has a phys cal protection systaa that
|will:
!

einleite the potential for unauthrized removal of SW, anda.
!

b. facilitate the location and recove y of missing Sm. ij
!

01.02 To assure' that the licensee's physical protection pr$ gree adequately ,!
implements the applicable previsions o' 10 CFR Part 73.

||
4

41431 02 INSPECT!M ttQu!R M NTS .'
.I

02.01 use and Storace ||
t

a. Verify that the licensee stores or sses the material only within i
a CAA (73.67(f)(1)).

b. Verify that the licensee's safeguarts' systee assures proper
placement and transfer of custody of Sep. (73.67(a)(2)(iii))

'

02.02 Detection and Surveillance I

a. Verify that the licensee's safeguarts sy stem:

(1) provides ea*1y detection anc assessment of unauthorized .!access or activities within the CM ;73.67(a)(2)(1)), and
;,

(2) provides ea*1y detection of roerval of SW from the CAA
(73.67(a)(2)(ii)); !

,

s

b. Verify that the detection and assessment of unauthorized access
and/or activities, and of the unauthor :ec removal of SNM, is i
sufficiently prompt that a response cot e f acilitate the location ;l
and recovery of missing Sm. !

c. Verify that the licensee sonitors tte CAA mith an intrusion
alars or other eevice or procedures to setect unauthorized pene-
trations or activities. (73.67(f)(2))..

,

h
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4. Verify that the alares, devices, or precoeures used to monitor the i
-

.

CAA are adegnete to allow the netwrity organisation to detect and jl Mepend to toe throat.
*

;

\
-

e. Verify that all individuals dose evties include the use of
|these precedures are properly trained in their esecution,'

i

! I

| 02.03 Access Control ;

' i

a. Verify that all CAAs are clearly. eienarcated. (73.2(a)) !
|

'

b. Verify thet access to the ress containing the reacter vessel is !
controlled and the ross is destynoted a CAA. (73.67(f)(1)) ;

c. Determine if the licensee's access centes) procedures and sechanisms"

are capable of. preventing the unauthorized entry of individuals or i

materials. j,

t

02.04 Response '

,

1

4. Verify that there is a watchperson e' offsite response force !
to respond tc all unauthorized penetrations or activities.'

'

(73.67(f)(3)).
,

]
i'

b. Verify that the licensee has established and esintains response i

pf9cedures fee oesling with threats of theft and theft of $5.
|

(73.67(f)(4)). (
i

! c. Verify that tre ?i:enste responds to ind' cations of unauthorized
,

removal of $* (73.57(a)(2)(iii)). C

d. Verify that s'1 individL415 with duties for responding to security
energencies are trainec, eowippec ano evalified to perfom the

i response procedums, as appropriate.
j

! 02.05 Testinc anc Maietenance. Verify that tw licensee periodically i
tests all security rtTated oevices ano equipment. !

-

L
!

*

81431 03 INSP[Ci10N GUIDAIC[ !
;

The inspector is not expected to test Security eeuipment. However, I

sometimes a test is necessary to evaluate t%e ef fectiveness of the ,

security systee and to ensure casolainte with requirements. In this '<

situation, the irspector may conosct a test as long as it will not '

reduce facility safety or security, res61t in a violation of '

reevirements or industry stagares, or jeopardige the safety of
the inspector or licensee employees. Tc coMuct the test, the
inspector must request the test inrougt liter.see management, anc
arrange to have a licensee employee concoct the test while the ;
inspector observes.

.

t
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03.01 Inneection toeui; - ",42.01 * Use and storaat. The CAA may be of |.

temporary or pemenenh construction. |, ,

|03.42 {pasettien neevironent St.07 - Detection end heveillgngt ;
i '

Alams and other Eevices are used to monitor the CAA6 when they am !,

' unoccgied and therefort must be apprgriate in type, number, and j
application to ensure detection of whauthorised presence or ectivities I

.

durin0 times when the CAA is unoccupied. If procedures are used in !
place of equipment, the procedures must be written and implemented !,

in a manner that provides en equivalent level of protection. i
1

03.03 Erstes Desian for prevention of Thef t. There are two types of theft {, ,

of concere to the Ucensee, based on the amount and type of material, i

The measures taken to prevont er detect the thef t, and the time al- !
lowed for discovery is also related to the enount and type of mate- i

rial as described below. (See Regulatory Guide 5.59)
' (1) Gross theft of LIV. This includes material in amounts large

,

; enough th6t, with furthee enrichment er other processing, a ,

| claneestine fissile device (CFD) could be constructed. The licensee !

is expected to have systaes capable of detecting this type of -

; thef t before the material is transported offsite. |
:

(2) Minor Thef t of LIU, This includes material in amounts less
than that reevired to constrvet a CfD, but enough so that repeated !

thef ts of steila' amounts could produce sufficient material to |
'

so so. The licersee is expected te be able to detect thefts of
|

-

such amounts soor enough af ter the fact to prevent the series of .

thef ts f rom being ca*riec out. For emasple, the Itcensee is not !
required to inneciately detect a thef t of only 20% of the amount !

'

necessaey for a CFD. However, the systees intended to detect i

thef t should be soeouate to discover that material is missing j
(and assist in its location anc recovery) before the adversary t

j has an opportunity to commit five such thef ts, j
i,

The licensee is on)) expected te ottect thef ts by an external1
-

j seversary. However, the licensee's progree should not be 6esigned |
in a way that would persit an insider to remove material from the .

'' site without being detected.
1

03.04 Inspectice Requirement 02.04 Response

a. Althour no specific reevireme ts are presented in the rule to i

fort a basis for detersining the aseowty of of fsite response ^|
forces, they shos1d be capable cf responding in a reasonable
period of time aw assisting ir. the location and recovery of
missing or stoler. Ste'.. }

:

b. The precedures must be capat:1e of explaining to a reasonably
well trained indivithal what steps aust be taken to achieve the . .

'

desired result. The*efore, if the intent of a particular procedure
is to notify the LLEA. it sust contair telephone numbers of the

,
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j
w tr w ti.no for the m e of equi t e m er then ene toispnen.. rne -

-.
'

feitost test of the stoquecy of procedures is to have then carried,

est by one or som of the indivitiels egested to have to resort to'

thee euring the course of their enties. If the individual (s) is(em)
unsuccessful et carrying out the action enplained by the procedure,
the inspector must determine whether the probles is M1sted to peeri procedures, poor training, or peer emotvtion.
' ,

i 03.05 rainine in procedures. Individuals sust to trained in the use of
'

bne procesures wMch they may need in the conduct of their duties.
4

The training must be sufficiently complete to ensure that the indi-
vieuel can conduct the activity for which the procedere was written )
either (1) without the procedure, or (2) with relative eats using jthe procedure. Employees with security responsibilities are not

-

.i
enpected te know the content and conduct of procedures which they |

,

! will never be called won to carry out, but must be fast 11er witA 1

precedures involving the Individual's primary duties as well as !back g responsibil< ties.
|
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