UNITED STATES
NUCLEAR REGULATORY COMMISSION
ADVISORY COMMITTEE ON REACTOR SAFEGUARDS
WASHINGTON, D. C. 20588
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September 12, 19869

The Honorable Kenneth M, Carr
Chairman

U.S. Nuclear Regulatory Commission
Washington, D.C. 20555

Dear Chairman Carr:

SUBJECT: PROPOSED RESOLUTION OF GENERIC ISSUE A-29, “NUCLEAR PUWER
PLANT DESIGN FOR REDUCTION OF VULNERABILITY TO INDUSTRIAL
SABOTAGE"

During the 353rd meeting of the Advisory Committee on Reactor Safe-
ouards, September 7-9, 1989, we roviewet the NRC staff proposed resolu-
tion of Generic Issue A-29, which deals with the threat to nuclear power
plants from insider sabotage. We alsn haa the benefit of the document
referenced.

The NRC staff has concluded, hased on a study of “safeguards" events
over rearly a decade, that the 'wsider sahotage threat is minimal, that
no backfits are necessary, and i.at personnel controls and procedural
constraints are adequate to control the threat., Of course, the fact
that insider sabotage events are rare o nonexistent does not establish
that that is due to the present , :cautions, nor does it preclude future
growth of the threat, but it $: consistent with the staff conclusion
thot there is no justification for action at this time. We, therefore,
concur in the staff's resolution of this gemeric issue.

For future plants, the staff addresses design and procedura) measures to
reduce the likelihood of insider sabotage, but is nonspecific with
respect te these measures. We would only caution that the obvious
measures to improve security, such as access controls, separation of
vital functions and controls, @ two-man rule, etc., may also degrade the
ability to respond in an emergency. Those opposing features will have
to be balanced in the future, as the specifics take shape.
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Forrest J. hemick - .
Chairman Rg‘nc*‘c
Reference:

Memorandum dated June 26, 1989 from R. Wayne Huuston, Office of Nuclear
Regulatory Research, for Raymond Fraley, ACRS, Sutject: Resolution of
A0 WCabkmntama Pramermatt e HHDE~ aanre BW, s idon® R <=% ads £
Generic Safety Issue A-29, Nuclear Power Plant Design for Reduction of
Vuinerability to Industrial Sabotage" (Predecisional).
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