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SACKGRCUND INFORMATION

\ L .- . - CmAy e s ea
dareh '3, 1375 - SECY TE.132,

Agrdl 23, 1375 - SETY THLT33A. The Coammission «as iafaormed aF an ime
tencing Teseting ar ne -hysical Swatactian Subgraup of the 'luclaar
Suppiier Greup (NSG) of the [AZ3 %o consicer physical sratactis
critart2 for nuclear matarial 2t fxed sitas and in-transis.

June 1373, The NSG aderntad far 2oolicatisn t3 axoere shicments, the
=Nysicai 3retacticon critaria recinmendad Sy s subgreup iné sugcestad
e critara as minimum recuirements fir the shysical securisy far e
tarmal 2ceraticns within nuclaar fagilisies of memter nzsicns 2F <he
NSG.

»

-
S

July 1378, In a Tatzar %3 the Cha‘mmarn, Assissans Secratary iF Sraes
—— e - % - Ea > _ s 2 = ol < ..'. - T
-ing coomended the NSG critaria is 2 tasis far che revisian af NRC

shysical sraetzacticn recyirements.

february 17, 1377 - SECY 77-73. This zacer analyzad <he ‘ssue 37 whether
3N=Q8ing YRC 2ctions 19 Jograge chysical zrotacticn recuirements sheuld
Teet reccrmenced intarmaticnal standarss ind i€ sg, 42 wnat axssns =3
recommencations of the [AZR and/ar <he NSG should 3e adep=az as 2 =asés

far requlatary change. The relavins recommencatisns af SIZ0¥ 7773 =3
for (2] acepticn of the NS@ categerizisicn of matardal; amc '3) 2czntien
ST zenera] cerfirmance recuirements “ir Catagory Il and [ID material cthat
wculd oraevide oretacticn squivalent =3 she teasures recommencad Sy the

- - Fl Sy arn anes
-A;A ln ‘v:: ..‘Pv..\C:'Q;S-

yne :77. INFIIRC/ZIS was medifiad 3 change the chvsisal sretacsis

-a2250rias of nuclear matarials %2 ce in igreement wizh =403 ~2carmendad
Sy the MSG.

€.
b

sune 30, 1577. The Commissicon suslished SEIY 77-728 ¢n wnizn ¢
e jeneril ispreach recommenced Sy the s2aff in SEIY TTeT3 ind
wne staf® 3 zevelso 2 procoses rmile, subiect %3 rasaluticn 3f tee
follewing massars:
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i. An analyst 9 v = -
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anclcsure 3 [santinued) -

c. ZRDA's (CCE) nesiticn and 2lans %2 aratacs Toweanrsched
yranium.

d. Affimaticn of shether NRC recuiramemts 2 razies ISNM 4niTa

inetransi< ire 2cerazicnally squivalant 23 fec=ian 5.1 3¢
INFCIRC/225 in regard %o latagories I-III.

sulv 5, 1877. A precesed rule $2 upgrade the shysical sretacsicn of
farmuia Juantities of strategic special nuclear matarial was fssued

Sy WRC and zudlished in the “ederal Recissar. Among sther shings, shis
orocesed rule includes recui=ements wnicn sasisty [NIFTIRG/225 recammenca-
tions for the pretacsion of Catagory [ masardal a3 ficed 3itas ing ine

sransie.
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TECHNICAL ASSEISSMENT

e etV

Intreducsion

This enclosure dfscusses =i tachnic cal Basis for shysfcal oretection
3f Catacery 2: ind 117 macardal s 3y assassing their utility, relative
%0 Catagory [ matarfals, 2s %he 1uclear comocnenss 3F arude nuclaar
axsicsive :av‘:as.

In mking this assessments, 1% fs usaful %2 sesarz:a the matarials within
Catagorfes I and IIT inzs .hre classes. The first class consists of
small ﬂuantftfe (" ess than the “/- ttlegram fsrmula amount) of stracegic
s.ec‘a. nuclear matardal (uranfum-23 -, :»Jtzni,n and uranfum anriched

£ 202 or more in she U-23S fsotsce). The sscsnd class consists of low
anriched urinium \Jr‘"'.ﬂ anricheq :: Tags than 20% In the U-235 fsatace;.
Finally, the third class zsnsfsss 37 frwacfasad massrdals (scecial nuclaar
matarfal wnich is 20t reacily saparaiia “mom sther racdicacsiva masard:z)
and wnich has 2 =otal axtermal <oga =i3c ir axcaes 2¢ 100 rams ser Rcur

AT 21 3istance of I faet “ram 2nv 3czessiile surica wivkous Tatarvening

shielcing). These c?-S'es I mazardsls will -:-1 the Dasgis of ihe

discussicn of the weacens usilisy of Casagery IT and IID maserdals.

The utility of a sceci®ic type and guantisy oF special nuclear mazarial
in fabrizacting cruces nuclaar devicasdenends uscen 2 1uw:e of facsts
snich zaninet Se precisalv 3ssasses “ar recuiatory Jursesas. These 7acss

incluce the zhysical and cnemical “3rm of =he ssecta’ uciear mataria

the sceci ¥z zazails 3 she :esf'1 2t ::e {ntenced nuclear axclizsive
devize, ang the tachnica’ skills ind ccmpatanca 3¢ =ha Jraus a::aPO’f:;
= snstruct the device. T?ere€-~=, rather than addressing shese c3nsid-
arations in detafl for all jossibla csmbinazicns 37 a.egcrv I{ ang [IZ
matartals, this dfscussion is :r‘eﬂ:eq oward mafntaining the dagree 3¢

safaquards consarvatism axsressad in %he .:e*a“-, «s:.m:::;n Csvering
the Selative Zase of Fadricasing ..iﬁu.S"" Flssion Sxolosives (attache.).

LL CUANTITISS CF STRATISIC SPECIAL NUCLZAR MATIRIALS

o

The Categery [I matarials in cnis class are ;nfrracfa:ec 2lutsntum or

yranful - .:3 3r yranium 235 (:3n%ained in uranfum anriched %3 20 serzent
r more in c U=23S isotsce) ar any cambinazicn af '.e<"e m:s""a s In

3 gquantisy less than 30CQ '-ams shen camputad by '"e farmuia, grams s
(grams ¢ n.a reﬂ U=238) + 2.5 (grams U233 + grams zlutanium), Sut whter
{s {n a cuanzisy of 1300 grams ir Tore snen cimoutad Iy the firmula,

ann -

grams = (Jrams cantained U-238) -+ 2 (srums U-233 - srams piytsnfum). The
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Category IIl materfals {n this class are unirradt a:ad ytonium ar
uranium - 232 or yranfum - 235 (contained ‘n uranium arr*‘“e” to 20
percent or more in the =235 isotcoe) oar any compination of these
materials in a quantity of lass than 10CC grams when comouted By the
formula, grams = (grams sontained U-235) + 2 (grams U- 3:3 + grams
p1u:cn¢um3, but more than 15 grams when corou*ed by tha formula, grams
= grams >lutonium + grams U-233 + grams U-238.

Basad upcn informaticn sugplied by CCE and the weagons laboratories,

a single theft of the juantities of the tyne of stratagic special nuclear
naterial specified in a':ner Category II ar Category [II uou:d not zrovide
sufficient s:ecial nucliear ma er'aT to c*n5°"4c’ 3 crude nuclear devi:e.
Therefore, the safaguards concern with this ¢lass of materials is the
possibi 'f:1 3 undetactzd multipie thaftis

LOW ENRICHED MATIRIALS

The Category II matarfals which are in tnis ciass are 10,00C grams or

more of unirradfated uranium-238 ‘zontained in uranium enriched %0 12
cer<gnt or more Sut 'ess than 20 sercent in the U-235 isatcce). ’*‘
Categaory (Il matarials which are in this class are less than ‘C,JCC srams
but more than 100C grams of uranium-235 ‘contained in uranium =nr"~ed

to 10 sercent or more butless than 20 pgercent in the U-235 isotope) or
nore than 10,200 grams of uranium-235 (contained in Jrani;: anriched aopove
natural but less than 10 percent in the U-235 {sctcpe).

Based upen information supplied by 2CE and .he neagens laborataries, none
of the low 2nrizhed matarials vn -a.e,cr195 I or III 2an be directiy

used in a practical low efﬁro'.g/ ruclear explosive devics. 3efaors those
raterials could gractically be used in such a device, they would either
have t3 Se 2nriched in the isutope uranium-235 or ysed %2 fuel a reacter,
preducing slutonium which ¢cauld then be reprocessed from the irradiated
fuel. GZither of these processes is considered to de teyond the capability
of a sub-naticnal level group 3t this time.

Ahen safaguards are considered far these luw enricned materials, it is
important %3 realize tha: beth covert enrichment of uranium and covert
yse of uranfum in a reactor can Segin with natural uranium. Enrichment
of natural yranium t0 greater than 20 percent in the isotopce uranium-235
requires aimest twice as much secarative wori as dces the further enrich-
ment of ] percent enriched uranium %S¢ the same isosocic percentége in
sranium=-235, However, this diffarence in the required lasvel 7 effort

fs sifght {n compariscn to the tota! affore currentiy required %o design,
CSNSTrucs, And Jcerate an anrichment facilisy. Likewiie, the conversicn
of natural uyranium intg plutonium r~ecuires a specially designred reactor




—_

(for exampla, a CANDU or graphita moderated reactor). VNevertheless,
the desisn and construction 3f such reactors are not inherently more
difficuls than tF: design and construction of reactors using anriched
uranium fuels. 71. arefore, the tachnical ba"' for sstabiis n-A, safz-
guards for natural uranium fs comparatie to that for estadlisning
safaguards far low anriched uranium.

The arimary safegquards requirementzs for low enriched uranium would
oe the timely Zerectisn af the diversion of amounts of naserial wpich
mignt be Jsad gutside the U.S. in a reactor to proguce 2iutsnium or
i an anrichment ficilic/ 0 Jrocucs HEL . ;nc=*’a'n_/ acou* aos-fble
advances in anricnment ‘efnn ,g/ [Tor axampie asar anrichiment, wnich, s
mignt eventually make it possibie 7or 3 sub-national graup ta cavertly >
anrich yranium, may §3§g!§“'F" ’f'nou 4 be prucent to safaguard this
nS’?F7"‘31‘??‘335F35FT§'§"‘?=;.‘ ~ar°°aro zfz-ﬁ'gn_;:&L.Ja,n_;fs:f
fication for_protection or tnese ﬁa“=r*= s 1s 29 *e'ons‘t;;g_iis.

willingness %3 coccerats with =A@ [AZA {n suppert of intarnational
safag uaf"‘::fec:fves--°“nf= e may/ Se some justification far prsiecsiign
af thess materials aﬂa'*s: sossible future domestic threats,

IRRADIATED MATERIALS

8oth Category II and Categery I[II contain irradiated materials. In
order %2 use those materials in a crude nuclear explosive cdevige it

is necessary to separate the special nuclear material frem the fission
product ":oi;ans‘ and radfoactive neat sourcas. Such a separation is

a complex chemical process which is further ccmplicated by the radiation
protection measures required. 2ased upon information grovided Sy D0E
the combination of tachnical skills and physical olant required to
separate scecial nuclear material from irradiated materfals is bSeyend
the :apabflit / af a sub-naticnal jrous. ’hefef:re, the primary safeguards
requirements for irradfated materfals would be the timely detaccion of
diversion of amounts which migznt se 2rocessed cutside the U.S. %2 pro-
duce Category I guantities of a..., fum. Such large quantities of
frradiatad s:'a.eg‘ specfal nuclear matarials are now protec=ad Jnder
current NRC regulations. Safeguards measures do not appear warranted
for small or mcderate quantities of such materials from either demestic
or intarnaticnal standpoints.

CONCLUSIONS ANC RESCOMMENDAT ZONS

The simplest manner in which Ca’afcrv 4 4 or 884 ﬂa:erfa1s can e utiifizaed
fn the canstruction of a crude nuclear explosive, consicering only the
:rcbisms ¢¥ the desfgn and fabricaticn o the ‘ev‘cs is %2 accumylate
olutsnium, ;'=n'dn-2,3 or uranium-235 (enriched =0 3reassr than 20%) by
myltisle the’s unti? a Category [ juantity is **'3'~eﬂ dased ugcn
iafsrmaticn s.:c“cd 3y 0CE and the weagons 1iscrazaries, tnis i3 the

-y

only vy {7 witich 3 sub-national croup could yttifze casegsry oL or [I!
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materiais %o construct a pracsisal auclear 2evéss. his s
line techniczal »-nv‘"-men°- for the safesu a'd‘*; o‘ Citegory
[II materials. Consistency wish zur consarvas: geratin
(attacned) recu*r-s that safaguards ceter and :e;ec: theft
ang moderata cuantitias of SSiM.

Adaitionally, safeguards sheulc ze hased uzon tre necessicy for Simely \(-F%
setection of possicle giversion of LEL.
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CPERATING ASSIMPTION COVERING THE FTaTTUT 2382 OF TAZRICATING
QANDESTINE FT T.0N Z(FLlsrves

3acksreund: Uncer tte Inergy Ragrjanizasisn Acs of 13728, I3CA was
Fiven e restensilility fIr nuclear weizzons dasign and fagricasien.
Therefsre, NRC reides ypen ZR0A f2r sacnnical ‘nfarma=<en relazad
S Uiis area. Sinca detailed %2canical ‘mfarmaczian sceci®ically
acelicable %2 the <esignm ing “iiricatian 37 2 2lancestine Hesicn
exalostve (CFS) might 2ssiss am indivizual 2r a grausd wich intaress
nfmical 2 she subiic nealsh ane safety in either comstricting 2
P or zercetmaTing 2 crecinla Meax, tais infapmasian 13 slass i ®ied
NG 3UBJeCT I3 STTU ST needelIeXnCW sansiiaricians. vensaguentty,

1T s Imoraglical s sissaminasa such daz2 %2 mere sean : faw NRC
cerssnnel Wwho tave safaguards mesgonsisilitias. This ficear -
WA an aosreciaticn for the dime comsacuencas andan cayls
fem e sucsass®ul Zataimasicon 3F 3 07T, srezcas cee nees *Ir 3 22ne
sarvative Jceriting assumesion 7 28is 2rea. The fellswing assumpe-
Si2n has leen fsrmylazic for the use 37 ARG stase neniers with 3afs-
suarss resgensililicias.

Ccarating Assumssicn: It is assumed =hacs 3 smal’ menenasisral sraus
3T FeCCid Tuiq 2esTIm and uild 3 cruce fuc sar explasive savi-
aMich weuld srocuce 3 signifzant nuclaar 7ield, thas 1s, 2 ris

TCT Freatar whan e yiald 27 an aqual mass oF Aigh axzlesive. Ta
accomoiish s, they ~culd need in ircum= o sSecial twelaar masarial]
anich 1s 2T Taass egual 22 zhe ue=<iTogram forwyuls suansisy, ind
Sley weuld "ave T 10s32835 the ancrecriica actnical casabilisies
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#11 the tachnical cammezenca of 1 Agn-nz=zna’ I™ouS. The 3reup
wcule have =3 incluce zersans casaila o sear<iing and underssancisg
e tacanical Ticarasure ‘0 saveral #falis ing oF icsampi fshing <ve
recyired tachniciinecyme asiks. A Ireat lsal lecencs :in tha Iomre-
cance 37 Wie group; (F that fe cafictans, -c- iy is the c=arca ¥
srecucing 3 w3l failure inerezsaa, uT tte smanes taacoa- Tenie~ o7
e grIup Tight sufer sericus ar fazal indury woyuld 2e suise real.

in acditicn, tne sessidility of rapid dssambly afiar matardal acsuisi-
tion decends sTrangly 2n the tachnical csmeetance 37 the groun.

igain, however, iue i3 s disasemus SSnsscuencas of the cetsnacian
of 3 CFE, 'RC 2elicy should zive sasguires =2 sred = ap omg 4P .
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ENCLOSURE 3
NUCLZAR REGULATCRY CCMMISSICH

(70 CFR PART 73]

t/n

PHYSICAL PROTZCTION OF PLANTS AND MATZRIAL
[10 CFR PART 150]

EXEMPTIONS AND CONTINUED REGULATORY AUTHORITY IN
AGREZMENT STATES UNDER SECTION 274

Safaguard Regquirements far Special Nuclear Matarial of

Moderata and Low Stratagic fignificance

AGENCY: U.S. Nuclear Regulazery Ccmmission
ACTICN: Proposed Rwla

SUMMARY: The Nuclear Regulatery Commission is considering ameng-
ments to its regulaticns for shysical preotecticn of plants and
materials, including nonpower reactsrs.® These amendments would
require physical pretaction measures against theft of special nuclaar
terial of moderate and low stratagic significance. The amencments
are progesed in the intarest of common defanse and security. The meas-
ures proposed are designed to provide a level of protaction equivalant
£3 that reccmmenced i~ Information Circular/225 (INFCIRC/225) pudblisnea
3y the Internaticnal Atemic Energy Agency (IAEA). The amencment wouid

specify protacticon requirements for nuclear mnatarials used at #ixed

'7~ns*~e'a°'or 15 aisa seing given = the cdevelscment of acditisnal ang
sucpiemental safaguard reguirements designea scecifically for nonccwer

re3ctors. ’“cse pregcsed requirements will e Jub'‘snec 1% a Tacar 3ace

i
far gublic ent.
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sites, including nonpower reactors, and for nuclear materials in
transit.

Physical protacticn regquirements faor independent spent fue!
storage installations and nuclear power r2aciors are sresently covered
under 10 CFR § 73.40, § 73.30 and § 73.3% and therefore are not included

fn thesa amencments.

QA'ZS: Comments must be received on or before :

—
-te

978. (date 30 cays after pudblication in FR)

ADDRESSES: Comments or suggesticns for consideration in conrection
with the proposed amencments shculd be sent ta the Secretary of the
Commission, U.S. Nuclear Regulatory Commission, wasiington, D.C.
20855, Attention: Occketing and Service 8ranrn. (C:pies of comments
recaived may be examined at the Commissicn's Public Jocument Room at

1717 H Street, N.W., Washington, O.C.

FOR FURTHER INFCRMATICN CONTACT: Mr. R. J. Jcones, Chief, Matarial
Protecticn Standards 3ranch, Office of Stancdards Development, U.S.
Nuclear Regulatory Commissicn, Washington, 0. C. 205335 (301) 443-5973
or Mr. C. K. Nuisen, Reguirements Analysis Sranch, Divisian of Safe-
guards, Cfrice of Nuclear Material Safety and Safac ards, U.5. Nuclaar

Regulatory Commissicn, wasnington, 0.C. 20533 (3C') 427-4043,

SUPOLEMENTARY INFORMATICN: The Nuclear Reguiatary Commission is
¢ansidering amencments ¢ its regulaticns in 10 &

drataction af Plants ang Matarials." These z2mescments ~ould require

"

inciosure 3



shysical protection measures against the’t of scecial nuclear materia’
of moderate and low stratagic significanca.

The proposed amencments are designed to protact against the
theft of special nuclear naterial of a type and juantity that is net
airectly useacle in the manuracture 2F 3 nucl2ar ~eapen but which
nevertnelass could 2e of substantial assistance in such a project.

The proposed amendments would provide a level of protection equivalent
L0 that reccmmenced for Catageries [I and III matarial in Informaticn
Circular 225 bulletin puclished by the [AZA 2s sncwn in Table 1.
Physical pretecticn of unirragiataa SNM in Catagories II and III is
justified on the basis af énhancifg domestic pretaciion of such
materials By providing theft detaction and dete~rence -ipapilities

and cemonscrating U.S. wi'lingness to accept international physical
security standards.

The pubifcation of recommenced physical security measures for
materials of mocerate and low strategic importance b5y the I[AEA, in
information Circular/225 (INFCIRC/225), was acccmpanied Sy assess-
nents of domestic safaguards needs relative &2 tnose matarials. [+
fs the staff's judgment that the propcsed reguirements are techricalily
Justified and are necessary, even without taking ints account the
general cesirability of Unitea States acceptance of internaticrally
reccmmenced standards ceveicced and promulgated with full United
Statas participation. In the absence of protection measures, an
adversary 2oul3 cotain a formyuia gquantity or more of plutcrium,

231 or HMEU <arough nuitisle thefts of guantities 37 mazarials af

i
-

a
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Tapble 1 a
[AEA CATEGORIZATION OF NUCLZAR MATERIAL

category
Matarial Form { I 11l
. -
Plutanium™ Unirradiatadn 2 kg or Less than 2 «g S0 ¢
more tut mere than or less”
800 g
2. Uranium-2125° Unirradiateg®
= uranium enriched S kg or Less than 3 «g 1 kg or
‘ -
to 20% 23‘3 or mere  more Sut more than Tass®
1 kg
= yranium enriched - 10 kg or more -255
(9
to 10% 23'3 sut wnan _
1ess than 20% 10 kg~
= yranium enriched » - i0 kg or
above natural, but nere
lass than 10% ZBSU
3. Uranium-232 Unirradiatad® 2 kg or Less than 2 «g 500 g
more tut more than er less™
500 g

' 18! plutonium excapt that with isctapic cancentratian exceecing 308 in
plutonium=238.

“Material not irradiatad in a reactor or material irradiated in a reactor Sut with a
radiation level equal toc or laess than 100 rads/hour at cne neter unshielded.

“Less than a radiolegically significant quantity should be axempted.
4
“Natural uranium, cepleted uranium and thorium and quantities of uranium enriched

e

0 less than 1CX not falling in Categery III sheculd te protectad in accordance
with prudent me.agement practica.

®Irradiated fuel should ce protacted as Categery I, II or II! nuclear material
depending cn the categery of the fresh fuel. However, fuel whic By virtue of
fts original fissile material content ‘; included as categery I or [I cefars
irradfation should snly Se reduced one Categery level, wnile the raciation lave!
frem the fuel axceeds 100 rags/h at cne netar unsnielzec.

The State's competent autherity sheuld zetarmine if there is a credinla threat
tc disgerse plutonium malevolently. The 5ta%e shouls tnen apciy physical pgro-
tacticn requirements for categary I, Il sr IID 3f auclzar matarial, 3s it ceems
acorcporiate and without regara t3 the 2'utsn’.m guantity speci®ied uncder 2ach
Sategory RMerein, %o the slutenium isctoces ‘9 %ncse zuantitiss and “srms cetar-

-

Rirec Sy the 3tate s fall

within thne scsce 27 %ne sredisle dispersal thrsat.

n
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moderata or low strategic significance. [n addition, gquantities of
uranium enriched %o less than 20% U-235 could te diverted, withcut
timely detaction, to other countries for additicnal! enricament or
for plutenium preduction.

The sropcsed amendments ciffar in substance from the [3ZA
catagorizaticon in that:

; = a lower limit of 15 grams for plutonium, high enriched

Jyranium=238, or uranium=233 s set for special suclaear

-

material of low strategic significance (Categery III),

"

a Tower 1imit of 1000 grams for uranfum=23§ (z2ntained in
Jyranium enriched to 10 percent or uore sut '2ss than

20 percent in the U-235 isotope) is set for special nuclear
materfal of low strategic sign:ificance (Categery [II),

3. physical protection is 2lso explicitly required for %h
cempination of plutenium, nigh enriched uranium, 3r
Jyranium=233 for special nuclear material of mccerate
strategic significance (Category II) and low strategic
signifiance (Category I[lI), and

4, incependent spent fuel storage installations are presentiy
covered uncer 10 CFR § 73.40 and 73.30 ang therefore are
not included in these amencments.

Basically the propcsed pnhysical protaction measures f3r sgecial

nuclear matarial of mederata stratagic significzance reguirs:
using and storing the mataria’ 7 a contrsllag access

irea,

o
m
3
“
o
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2. limiting access to the material only %o autherized ingi-

viduals whose trustworthiness has previcusly bSeen detarmined,

e

centinuously monitoring the area ta cetact unauthorized
activitias, and
4. transporting the material under z3ntralied anc slannec
conditions.
The propesed shysical protecticn measures far special nuclear
matarial of Tow stratagic significance basically require:
1. uysing and storing the material in a3 contrsllad accass

area,

[ )

continucusly monitoring the contrelled access area %3
detact unauthorized activities, and
3. transperting the material under controllad and planned
conditicns.
The propesed amencments woula apply %2 licensees authorized to
possess, use, transfer, import, and exgort cartain quantities of
special nuclear material. Licensees cossessing special nuclaar

-

naterial of Tow strategic significance whnc are licensed under the
agreement states requirements of Part 150 of this chapter will 2e
required to meet the regquirements of these propesed amencments
pursuant to secticn 274m of the Atomic Znergy Act of 1954, as amendec.
Pursuant tc the Atemic Energy Act of 1934, as amended, the
Snergy Recrganization Act of 1374, as amenrced, and secticn 333 af

titie § of the Uniteg Statas Cade, notica is neredy given that

gnclosure 3
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adeption of the following amendments to Title 10, Chacter I, Code

of Feceral Regulaticns, Part 73 is contemplated.

1. Paragraph 70.22(g) of 10 CFR Part 70 is revised as follows:

- X * %L =

(g) Each 5537‘:atfcn for a Ticense whica would authorize the
transport, expert or Zelivery to a carrier for transport of special
nuclear material in an amount speci®fed in § 73.1(5)(2) of this
chapter snail fncluce a seseréptisn-od-eme®™ 312a for the physical
protection of special nuclear material in transit in aczordance

with §§ 73.30 througn 73.36, 73.47(a) and(e), 73.47(3) far 10 {3

ar more of special tuclear material of low strategic significance.

ana 73.70(g) of this chapter including a plan for the salaction,
Jualification and training of armea escorts, or the specificatien

and Zesign of a specially designed truck or trailer 2s iporepriate.

P Paragraph 70.22(h) of 10 CFR Part 70 is revised as follows:

b * x * -

(h) ESach application for a license %0 20ssess or use at any
site or contiguous sites sutject to centrol by the licensee uranium=23S
(contained in uranium enricned ts 20 percant or mere in the uranium-23S
fsctepe), uranium=233, or zlutonium alone or in anv combination in a
Juantity of §,0C0 grams or mere computad by the fcrmula, grams = (grams
-

omoaratise taxt o tne axisting regulations.
ce2tiins are (ineg tarsugh ang acciticns are urcerscared.

o
- ]
o
“r
w
“
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contained in U=235) + 2.5 (grams U-233 + grams plutcnium), other

.

than a Ticense for cossassion or use of such matarial in the operatis
of a nuclear reactor licensed pursuant to 2art 30 of this chapter,
shall include a physical security plan, corsisting of two parts.

Part [ snall address vital aquipment, vital areas, iand isolation
Zones, ind shall demonstrata how the applicant 2lans to meet the

-

requirements of 3§ 73.40, 73.50, 73.50, 73.70. and 73.7) [Pare-7

h

of this chaptar in the concuct of the activity %o be licensed.
ry .

Part [I shall list tests, inspections, and cther means o demonstraza

compliance with such reguirements.

O

3. A new paragraph 70.22(j) is added to 10 CFR far

'Sd
~4
«
ro
o

(J) Each applicatiocn for a license tc 20$323ss or use at any

site or contigucus sites subject to contra!l By the )izensas

special nuclear material of mcderate strategic significanca or

10 Xg or more of special suclear material of low strategic

ignificance as defined under 3§ 72.2(2) and (a2a) af %his ¢hapter,

other than a license “or cossession or use of <ue= masarial in the

cceration of a nuclear cower reactor liceased sursuant 52 Part 50 of

this chapter, shall incluce 3 shvsical security a2lan which shall

cemcnstrats how the accl‘zant 27ans to meet the ~equirements of Para-

gracns 73.47(z) and (3} 3f P23rt 73 of this chactar.

w
o
»

O
O
w
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4. Paragraph 73.1(b) of 10 CFR Part 73 is revised %0 read as “3!lows:

- !

§ 73.1 Purpose and Scape

(b) Scope

(1) This part prescribes requirements for (i) the physica! pro-

tection of production and utilization facilities licensed sursuant to

Part 50 of this chapter; (ii) the physical protaction of plants in
which activities 'icensed sursuant %o Par:
conducted, and (171) the physical orotecticn of special nuciear material,
Sy any person who pursuant %o the regulaticns in Part 70 af 4his

chaptar possessas or uses at any site or contiguous sitas subjest %9

the control by the license, formula cuantities of strategic scecial

nuclear matarial® or special nuclear natarial of mocerate strategic

significance cr special nuclear mataria’ of low strategic significance

aranicm-23S(contained-ia-aranicm-enriched-ts-29-sercent-2r-mere-ia-2e
d=235-7s0tcpeis-arenium=233s-ar-pizesnizm-aisne-ar-dn-any-combinasian
tn-g-gquanticy-of-3E8E-grams-cr-nore-compated-2y-tre-foraniss-grans-=
t3rams-contained-in-go238)-v-2:5-{gramg-g-233-~—~grams-piztoniams ¥

(2) This part prescribes requirements for the physical pre-
tection of special nuclear material in transporzaticn by any zersen
who {s Ticensed pursuant to the regulatisns in Part 70 of this
chapter who ‘mperts, axports, transsorts, celivers %9 a car~ier

far traasport in & single shipment, or taces deifvery of a sing’e

shicment free on 2cara «nere it is lelfverec %3 3 carrier, f2rmu’la
3 Enclosure 3



gquantitias of strategic spacia’ nuclear nater 31® or special Auciaar

1 ] S et
yuciedr matarial

ia

oy

o8

0

matar<a' of moderate stratagic signifizance ar

of Tow stratagic sfInificancs sitmer-sremciam-23S-ccansainpaciacnnaninn

ericned-to-13-persent-ar-nere-in-the-g-23i5-43ccsped-ranium-233;
ar-siutentams-ar-any-somEemat i an-tf-tresa-nateriadsomynden-- - 3226
grems-or-nere-compotes-cy-the-forngias-grams-s-{grams-containes

$=238)-+@r3-{grame-g=233-+-grams-piutondzmis

5. Section 73.2 of 10 CFR Part 73 is amenced by acding new para-

grapns (z) ana (aa) %o read as follows:

§ 73.2 Definitisns

x * * x x

(2) "special nuclear material of mocerata strategic significance”
neans:
(1) less than formula guantities of stratagic special nuclear
material, but in 3 quantity of more than 1000 grams of uranium=233
contained in uranium enriched %o 20 percent or nere in the U-23%
isotope) or mere than 300 grams of uranium=233 or plutonium or in a
comoined Juantity of mcre than 1000 3rams when comguted By thne aguation.

grams = (grams contained U=238) + 2 (grams U=233 ~ grams plutonium), or

As cefined in Section 73. i
- a7

7 (4) of the orcposed rule pubiisned
in 42 FR 34310 cated July

-~

3¢
al
S

40
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(2) 10,000 grams or more of uranium=23% (contained in uranium
enriched %9 10 percent cr more Sut less than 20 percent in the U=235
fsotope).

(3a) "special nuclear matarial of low stratagic significance”
neans:

(1) Tless than an amou~*t >f stratagic special nuclear material of
mecerate strategic sfgnificance, as defined in Paragraph 73.2(2)(1) of
this Part, but more than 15 grams of uranium=235 (contained in urani.m
enricned tc 20 percent or mcre in the U=23%5 isctspe) 2r 15 grams of
Jrenfum=233 or 13 grams of glutonium cr the combinaticn of 15 grams
when computad Sy the aguation, grams = grams containeg U-235 + grams
slutonium + grams U-233, or

(2) Tless than 10,000 grams 5ut more than 1000 grams of
Jranium=235 (containead in uranium enriched %o 10 percent ar more But
Tess than 20 percent in tne U-238 isotspe), or

(3) 10,000 grams or more of uranium=235 cantained in uraniua

enriched above natural but Tess than 10 percent in the U-23% isctoce

5. A new saection 73.47 is aaced to 10 CFR 2art 73 %0 read 3s fallcws:

§ 73.47  LICENSE

FIXED SITE AND IN TRANSIT REQUIREMENTS FOR THE
PHYSICAL PROTECTION OF SPECIAL NUCLEAR MATZRIAL OF MCOERATE AND LOW
STRATEGIC SIGNIFICANCE,

(a) General Perfsrmance Cbiectives

(1) Zach licensae who oossasses, usas or transgcorss stratagic

welear naterial of Tow or mecerata st-atagic significance snall

4 Saciosura 3



estaclish and maintain 2 chysical protectian systam that will achieve
the follcowing cojectives:

(i) Minimize the scssib Iities for unauthorized removal of
special nuclear matarial consistent with the peotantial conseguencas 3f
such actions; anc

(11) Facilitate tne location and recsvery 3f missing special
nuclear matarial,

(2) To achieve these ocjectives, the physical srotection systes
shall: ?“w’g‘/;t'}

(1) A-‘.‘o:ec'. ind assess unauthorized acsess anc materials introduce
tizn ints, or unauthorized activities within the vicinity of special
auclear mater‘ }e

(fi)}:g:tec: and issess unauthor zed ramoval of special nuclear
naterial;

(111) Assure proper 5'icement and transfer of custagy of special
nuclear material; and

(iv) Respond to indicaticns of unauthorized removal of special
nuciaar material and communicata to aperspriata respense forces in
orcer %2 facilitata its recavery.

(8) A licensee is sxempt from the requirements of this sectiecn
%0 the axtent that nNe possesses, uses, or transperts special nuclaear
natarial which is net readily separable from cther radicactive mataerial
and wnich nas a total extarnal ~adiaticn dose rate in axcess of 13¢
"em$ Der Ncur at 3 dfstance of 3 faet from any accessisle surfaca «fchcut

intarvening shialzing.



-

(¢) Each licensee ~ho fossessas, usas, or transserss specia]
nuciear material of mecerate strategic significance or 10 4g or more
of ipecial nuclear material of low strataegic significance snall
submit Dy ([date S0 days from cublication in effactive farm in 53] 2
security plan or an amended security plan sescricing now the licensee
will comply with al! the recuirements of Sections 73.47(c), (4), (o),
and (f), including schedules cf implementation.

(@) FIXED SITE REQUIREMENTS FCOR SPECIAL NUCLEAR MATERIAL CF

MCCERATZ STRATEGIC SIGNIFICANCE -

m

ach lic2nsee w~no 20s

L2

@s3es, stores,
or uses quantities and types of special nuciear material of mocerate
stratagic significance at fixed sites, exceot tncse wno are licensed
Lo operate a nuclear power reactor pursuant to Part 37, shall:

(1) store or yse such material only within a contre)led access
area which s illuminatee sufficient to allow detectian and surveil-
lance of unauthorized penetration or activities,

(2) store such material within a vault, vault-tyce rzom, or
GSA appreved sacurity cabinet,

(3) continucusly monitar with an intrusicn alarm or other
devicas or procedures the controllad access area %2 Zetect unautho-
riZed penetration or activities,

(3) conduct preempicyment screening %o detarmine the trust-
wrthiness of empioyees naving access to the mata~ial,

(3) develop and maintain a controlled dadging and Tock system
T3 faentify and Timit access %0 the controlled 3ccess arsa %o autho-

ri2¢8 ingivicduals,



L

(

who require such access in order

; 1imit accass to the controlled area t3 authorized individuals

v

S perform their dutias,

(7) assure that all visiters t5 the cantrolled access area are
ynder tha Ionstant escort of an iadivicdua’ ~ho has seen authorized
unescortac accass Lo the area,

(8) westablish a security organization consisting of at least
one ~atchman per shift able to assass and respond to any security
incidents in the controlled accass area,

(23) preovide a communication capanility Setween tne security
organizaticn and approoriate respense Torce,

(13) search on a random Sas‘s venicles and packages entering or
Teaving the contrelleg access area, and

(11) establish and maintain centingency slans for dealing wish
threats of thefts or thefts of such material.

(@) IN TRANSIT REQUIREMENTS =QR SPECIAL NUCLZAR MATSIRIAL CF
MCOERATZ STRA ZGIC SIGNIFICANCE -

(1) Each Ticensee who transscr:s, exports or who celivers to a
carrier far transport specfal nuclear naterial of mocerate stratagic
significance shall:

(i) provide advance nctifization t3 the receiver of any glanned
shipments specifying the mode cf transport, estimataed time of arrival,
Tecaticn ¢f the nuclear material transfer, name of carrier and
flignt sumber, 7 spplicadle,

(11)  receiva zanfirmatiion from tie receiver srisr 23 the zom

nencament 3f the 2 anred 3n zment that the recaiver o1 ze reagy %2




accept the shipment 1t the planned time and locaticn and acknowledges
the specifiad mcde of transpors,

(iif) transport the material in a locked or sealed csntainer, and

(iv) check the integrity of the containers, Tocks, and seals
prior to shipment.

(2) Each licensee who ~ecaives special nuclear material of
noderate strategic significance shall:

(1) check the integrity of the containers, locks, and seals upen
receipt of the shipment, and

(i) notify the shicper of racaiot of the material as required in
Section 70,34 of Part 70 of this chaptar.

(3) Each licensee w~no arranges for the physical arstecticn of
special nuclear matarial of moderate strategic significance while in
transit or who takes celive-~y of such materia’ free on Scard (%.0.5.)
the point at which it is de ivered %o a carrier fsr trarsport snall

(i) arrange for a talephene or ~adio communicaticns capability
Cetween the carrier of the material and the shipper ar receiver,

(1) minimize the time that the material is in transit 3y reducing
the numter anc duration of nuclear natarial transfars and 5y reuting
the material in the most safe ang ¢irect manner,

(111) conduct preemplcyment screening, of all licensee amplcyvess
invelvad in the transportation of the matarial %2 zetarmine the “russ-
worthiness =7 the individual antrustad with transpersation cutias,

(iv) establish ang mainta‘n cantisgency olaas for dealing «ith

tareats of thefis or thefts 2° suen masarial,

o

8. gacicsure



(v) make arrangements %0 2e notified immediataly of %he arrival
of the shipment at i%: destination, or of any such shipment thas is
lost or unaccsuntad far afiar the estimatad time of arrival at its
destinaticn, and

(v1) conduct immeciately a trace investigatisn of any shicment
that is Tost or unaccounted “or after the estimated arriva’ time and
report %o the Nuclear Regulatory Commission as specified in § 72.71
and %0 the shiscer or receiver as agprepriata. The licensee whe
mace the onysical protecticn arrangements shail alsoc immeciataly notify
the Director of the apprepriate Nuclear Regulatary Commissicn Inspecs

-

ticn anc Znforcement Regicnal J¢fica Tisted in Appendix A 3f tne action
being taken to trace the shipment.

(3) £Ezch licensee who exiirts sgecial nuclear material of
mocderate stratagic significance shall comply with the reguirements
specifiea in paragragns 73.47(c) and (@)(1) and (3) up %2 the first
point where the shipment is offlocaced cutsice the United States,

(3) £acn Ticensee wno imperts special nuclear material of
mocerate strategic significance shall,

(i) comply with the requirements specified in paragrapns 73.47(c)
and (e)(2) ahc (3) from the first point where the shipment is pickea up
inside the United 3tates, and

(1) rnotify the exporter who delivered the material %o a carrier

for transport of the arrival of such naterial.

Wf) FINED SITE REQUIREMENTS FCR SPECIAL NUCLSAR MATERIAL CF LW
STRATZZIC SIGNITICANCE - Zach licansee wne 20ssassas. 2 uses spec’a’

] -
n
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»
O
o
-
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nuclear matarial of 1: <tratagic significance at fixed sites axcept
those wno are licensad to cperate 3 nuclaar fower =eactor pursuant
to Part 50, shall:

(1) store or use such matarial oniy «ithin a controlled accass
irea,

(2) continucusly monitar with an intrusicn alirm or ather
devices or procecures the controlled access area %o detect unauthorized
penetraticns or activities,

(3) assure that a guard, watcnman, or offsite resjerse ferce will
respond to all unauthorized penetrations or activities, and

(4) establisn and maintain contingency slans for dealing wit
threats of thefts or thefts of such material.

(g) IN TRANSIT REQUIREMENTS FOR SPECIAL NUCLEAR MATEZRIAL OF LOW
STRATEGIC SIGNIFICANCE -

(1) Eagn Ticeansee ~nNc Lransporss or who ce'ivers %5 3 carriar
for transport special nuciear material of low strategic significance
shall:
(i) pravide 2dvance rotification t2 the receiver of iy planned

shipments specifying the mcde of transpcrt, estimated time o
arrival, Tocation of the nuclear material transfar, name of carriar
ana flignt numter, i applicadle,

(i1) receive zenfirmaticn from the receiver pricr to ccmmencamens
of the planned shisment that tne receiver #7171 Se ready ts icces:
the shipment at the slannec time and 'ccation and acknow!edges

e scecified noce of transgore,



(if1) transport the material in 'ocked or sealed containers, and
(iv) check the intagrity of the containers, locks, and seals
prior to shicment.
(2) Each Ticansee wnc ~2cafves juantities anc types of specia’
uclear material of ‘ow strategic significance shall:
(i) check the intagrity of tne containers, locks, and seals upon
receipt of the shipment and
(1) notify the shigcer of recaipt of the material as reguired in
section 70.54 of Part 70 2f this chapter.
(3) £ach licensee who arranges for the physical pretection of

special nuclear materia’ :f low strategic significanca wnile in

~

transit or who takes celivery of such mataerial free on board (f.o.D.
the peint at which it is celiversd to a carrier for transpors shall:

(1) establisn and maintain contingency plans for dealing with
threats of thefts or thefts of such material,

‘11) make ar-angements to e notifing immediately of the arrival
of the shipment at its cestination, or of any such shipment that is
lost or unacccunted for after the estimated time of arrival at its
csestination, and

(111) conduct immediately a trace investigation of any shipment
that is lost or uraccounted for after the estimated arrival time and
report to the Nuclear Regulatory Commission as specified in § 73.771 ane
%0 the shipper or recaiver a: appropriate. The licansee whe mace tin
shys‘cal arotection arrangements shai! :':a Immegiataly notify the

cirectsr of tne acorcoriate Nuclaar Regulatary Commission [aspecticn



and Enforcement egicnal Office 1istad in Appenaix A 3f the actien seing
taken %o trace the shipment.

(4) Each licensee ~no axports special nuclear material of low
strategic sfgnificance snall comply with the apprepriate reguirements

specified in paragragns 73.47(

0

~

and (3)(1) and (3) i to the fi~st saint
where the shipment is afflcaded ocutside =he Lnitad States.

(3) Each licensee ~ho imports special nuclear material of low
strategiz significance shall:

(i) comply with the requirements speci“‘ad in paragraph 73.47/
and (3)(2) ang (3) from the first point where the shicment is pickad up
insice the United States, and

(1) notify the person who delivered the natarial to a carrier “3r

transport of the arrival of such matarial.

7. Section 73.71(a) af 10 CFR Part 73 is changed as follows:

§ 73.77 Reports of unaccounted for snhipments, suspected thefs,
unlawfyl diversion, or industrial sabotage.
(a) Each licensee who conducts a trace investigation of a les:

or unaccsuntad for shizment pursuant to § 73.36(f), § 73.37(e)(3)(vi),

or § 73.47(g)(3)(iii) shall immediately repcrt %o the appropriate NRC

Regional Qffice 1istea in Appendix A of this part the cetails and
results of his trace investigaticon and shal! file within a periocd of
fifteen (13) days a writien report to the appreoraite NRC Regicnal

Cffice setting forth the Jetails and r~esuits of the trace investigatisn.

>

Sooy of such written reper: stall De seant %3 the Jirectar of

]
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Inspecticn and Enfarcament, U.3. Nuclaar Regulatory Commission,
2 P,

o

washingten, 0.C. 2088

3. Section 73,72 af 10 CFR Pars 73 is amenced as *21lcws:

§ 73.72 Reguirement for advance nctice of shipment of special
nuclear material.
Zacn licensee who plans ta imgors, export, transgers, deliver ta

3 carriar for transport in a single shicment, or take delivery at the

soint wnere it is delivered %3 3 carrier, formula guantities of

-

strategic sgecial nuclear matari:l [amantésies-sd-sracisi-ancienr

materiai-es-specified-in-4-73-3¢23€23] snall notify the Director

of the apgropriate Nuclear Ragulatory Commission Inspection and
Enforcement Regional Qffica listad in Appendix A 5y U.3. Mail, peste
marked at Teast seven days in advance of the shipping cate. The
following information shall ce furnished in the advance notice:
shipper, recaiver, carrier(s), estimatad date and time of departure

and arrival, transfer point(s), and mode(s) of shipment. The Jirector
of the acpropriate Nuclear Regulatery ::mmissfcn Inspecticn and Enforce-
ment degicnal Office shall alsc be notified by telephonre saven davs in
agvance of the shipping cate that an acvance shipping netice has teen
sent Sy mail, ang of any changes %3 the shipment itiserary pricr %o %na
shizment cate. Road shigments or transfers witn cne way transit times
of cne heur or less in quration cetween iastal’aticns 3f a lizcensee

1re axemot from the requirements of tNis sactian.



3. A new Section 150.13 of 10 CFR Part 150 is acdceg %2 read as

fa)llows:

§ 150.74 Commissicn Regulatary Authority far Physical 2rataction

Persons in Agreement Statas scssessing. using or transcorsing

special nuclear material of low strategic significance, =hat is, in

guantities greater than 15 grams of olutenium cor uranium=233 or uranium=223

(enriched t3 20% or more in tne U=235 isctaope) ~r anv comoination

greater than 15 grams when ccmpoutad bv the eguation grams = grams

plutenium « crams uranium=232 « s=2ms uranium=235 ‘enricmed %o 20%

or greatar in the U-235 isotcce), shall meet the chvsical srotectisn

requirements of § 73.47 of 10 CFR Part 73.

Dated at wasnington, 0.C. this day of
1978.

For the Nuclear Regulatsry Commission.

Chsix
f the Ccmmission
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VALUE/IMPACT ASSESSMENT CONTAINING A REPORT JUSTIFICATION

ANALYSIS



4 | ~
PHYSTCAL SRCTE_TION CF STLANTS ANU WATZRIALS

SXEPTIONS ANG CONTINUED REZULATORY AUTHCRITY
IN AGREZMENT STATIS UNDIR SECTION 272

Proposed Amendments o §70.22(3), (h) ang (j);
§73.(8)(Y) and (2); §73.2(2) 2na {(1a);
313 4{a)(b),(c), (2), (e) ana (*)-
§73.71(a); §72.72 arq §130.4
The »rgpgsed Actian

Jescriptinn

Propcsed amencments o CPR Pars 72 woulc reguire tnat varisus
Part 5u sart 70 and ':a.-.,::e”saes frcluding mest non=gcwer
reactars, varfous fuel cycle facitities and many research ard

teacnfng institutions possessing, using, or :ra.s.c'°'rg mon &1 f

protecting SNM of: less than 5000 gm feraula juantiifas of 2y,
J=233 ang U=233 enriched ta 20X or more; or more than ' g of
U=23% a5 urinium enriched %0 10X =yt less than 20%; sr more Shan
10 Kg of U=-235 as ’Cw--ﬁ-"'e drivium, implement new :sravisicns
fsr shysical sacurity. “ese provisicns are equivalant 3 thesae
standards sat oqut in the [nternaticnal Atemic Znergy Agency (IAZA
circular INFIRC/22S.

Need for the Prcposed Action

The publicaticn of recommenced zhysical sacurity requirsments for
naterials of mecderata and low stratagic importance 5y %h
INFCIRC/228, and the participation by the United Statas in tneir
cdevelccment, ~as accampaniag ./ ang ¢antinues .o se acsemganiacg
2y assessments of demesctic sa feguards neecs relatad to thnse
naterials, I¢ fis the st vaf? jucgment thas the sricosad recuire-
nents are .ac}”'ca ly ,-s::':»c a5 3 necassary safeguards uograc-
ing actio ensurite ~"- ’-'a--a"~~a"v ef-'-"eﬂ regulre=
ments, cave *'ec ane gremuigated with *yil United States

-l aimaed .
T 9 - - - -l

a: Y w mam - -
- - -
- e w3 o 2 ¢



(e

/alue/Impact of the 2rocosed Actio

NRC Operatisns

The praposad 'ecu"emee.a would cdetar theft 3f naterials af
noderate and Tcow stratagic significance and weould assure timely

tinel;
- - nafe o - - .. 4 - & - -
cetaction of thefss cr atoamptad & §. For sach of the 270~

posed requirements, tnhe Jffica of Nuclear Material Safety and
Safeguards, the Cffice of Nuclear Reactar Tagulatien, and &n

Cffice of Stancarcs Cevalopment would oracare aczestance criteria
in sufficient detai! ts enable an evaluator %3 detarmine whether

a given device or procedure would satis®y %“he reguirements. 5:5
work would recuire ¢ accitional staffing for these offices. The
effort required %3 concduct reviews of the security plans submisted

oy about 34 Tigensees wng tossess INM of mecarzte s..-.eﬁ"
s - s

=3 -~

{ficance i3 estimatad %o 2e 44 man mensns. c¢citios
staffing in toe 4"' ion of Safag. uarss #Cuid Je@ necassary 2
ccmplate tnese reviaws or “or r:u: 1e maintananca. The Jffica of
Inspection and Enforcement weuld make inizial aceguacy determina-
tions at aach of the affected facilities ang taerearsar weuld
inspect facilities scssassing material 3f nocerita stratagic
significance a. appripriate intarvals. The Cffice of .ns.ect‘s:
and Enfercement would require acditicnal sersaonnel to carry cut

this pregran.

Jther Government Acencias

‘::t* '04e*~ﬁen: agancias sna’l ninimally, i‘ at all, be invalved in
develcoment cf the seeded ::::.ngeﬂc1 plan “‘:r*a*:* frem a
"'ansee The F8I, “CE ane OCC may e involved in other contingancy

glans ﬂevelcaec by the NRC.

shoiesale dispasal ¢f Py-3e@ scurces, .hfbﬁ nay Se stimulated “y
:rc:csad amencments for mnatarials of low s:ra.ef" 5';n:7'* esuid
«0rs logistical preolems upon tne 2CE2's Mound Lagoratcries - ::
rescensidle return cepct for the leased 2399,
2agustry
derefits o industry weuid Se improved --a.ec°<cn of valyable matarials
and facilities. Much ¢f the incustry is already ia su:s:ax;fa :::r:*’

ance with ne orspoted recuirements, ‘lv'"g ressenced %o intarin

guidanca on such matsars in tre ’!5! of ﬂQC < ‘cwe- noN DCower realtlirs,

-

. T s
angd a!scvnere L0 the generi! prudent cedicyvent of acsestad industeial

- ol -
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¢2ai’; wicely axistant practice. ’ce"“~ﬂ amcngst the commercially
sriantad licersess wcula se ernancas Sy subjecting averyone %5 unifarm
sacurity 2osts.

The impact upen the licensaes «'1' 2e costs asscciatad «7th campliance
with the proposed regulations. C:osts and Denefits, of “6'27:_' r
safaguards items are cetailec in Arnnex ! %3 this Znclosure 3. The
arffectac industry and the cevelcgment of industry wide cost impacts
are zescrised in further Zeta’)] in Annex 2 %3 %A°s sacliosure 3.

Protecticn requirements for material of moderats strategic signifi-
cance would asply at about 54 f3cilities. The maximum capita! cost
cer affectac ‘acility wou'd te 517,000, and weulad 2021y only if the
facility nad ts install 2 complete new security systam iacluding an
intrusicon alarm system, Tocks, 1Ygnts, bacdge systems and an grounde
the=2iock sac;r-z, force. Annual Costs subsequent 3 the first year
woula Se abeut $43,000, almest antirely f3r guard farce salaries an
cverneac expenses. 3Since all affacted facilities a'reacy have -a"‘-
man c3verage and ire atlanced Sy responsidle coerating staff curing
working hours, it is estimated that none will actually recuire addi-
ticnal security forces. Ceployment of uggracdac snysical sacurity
systams are exsactad %o e sucn that the $4 impacteg facilities wi
incyr fixed site incremental capital costs of atcut $330,000 and
incremental annual cperacing sosts of about $33,0C3. 1In :,.ue"’a

costs fo~ transportation are eastimated to total abcut $145,000 capisal
and §73,00C annual cperating. Cetails are given in Tasles III :***-gh
VI of l.réx 2 %o this Enclosurs S.

Protecticn requirements for material of low str .eg" si,“‘?icance
¢ of

wouid 2ooly at aimest 200 Yizerseas--.ue vl"hf‘ Iming majority ¢
wnich are universities sach possessing ¢ i6 %9 &0 ~rams of piu-
tonium as 1 %3 5 curie Py-2¢ neutran scurcas. The maximum capital
Cost cer sacured 10ca:': is estimated %o te about $§3,330, wnich
iacluces S8E0 for an alarm system. Annual c3sts are 25t matad s
about S8CC. It is estimatad that the affacted incustry #ill incur
incremental fixad site capital costs of bout $300,C00 ang incremental
annual gssts of §280,200 and incremantal 'a:'ta‘ anc annual costs fer
transcorcaticn of accut $127,000 ana $§12,000, rescec..zeTy. Jatails
are given in Tagles VII thrcugh X of Anmex 2 t3 snis Zaclosure 3.

ived thefr small {aventories of
ytron Svu?:3$ from indus-

- -

Many =f whe affactad univarsities rece
plutenium as gifts of 1 t3 3 cur‘e 2y-

e
trial usars wnen the Tattar switcred o Amly-3e and 3338,0,-3e neutran
slacad #iLn AmCqe-3e or 2332.0,-2e
ssurcas at srices comparadls 0 thcse estimated for 2%faciing on

-~ -

- -

$SU™C25. Those Pu-Se sourcss 3o 22 e
2



sropesad physical sacurity requiraments for material: of law stratagic
significance, i.e., 81,400 to $1,5CC far } ta 3 Ci 2389y0,-30 or

1,600 to 82,200 for 1 %0 5§ Ci AmQ,-8e scurces. Scme usars may elecs
that alternative. Others may simply dispose ¢f their sourcas and
amend or terminate their licanses.

4. Publie
No impact an the public can ce foreseen. The 3us’ic will cenmefis in
that a more rigorcus approach to physical security nas taken place
ieading to a higher Tevel of assurance that extensive thefts cor
attempted trefis of nuclear materials of stratagic signifizance are
unlicaly and are 1icely %o 2e detacted n 3 timely manner. Furstier,
the proposec amencments suppert intarnaticnal safaguards anc =cn
proliferation coiectives,

:I. Tecnnizal Agarzach

A, Technical Altarrasivas

1. Qther technical means of accemplisning the recuired saysica!
security Jpgrading.

2. Replacament ¢f strategically significan
in Pu=3e scurcas with AmQ, or 238340

0 N
i
o
ct
= |
m
ot
w
3
»
"W

- Exzmption of small gquantities of Py ar U=235
scurcas fram regquirement for alarmed Jsa and

3. Value/Imgact of Technical Alternatives

1. A great many tachnical alternatives are zcssibls for upgrade

ing shysical sacurity to achieve pretecticn ecuivalent =3

the IAZA stancaras in INFCIRC/22% ano %o thesa 27 the presosaed
requirements. However, those that are cecidedly di“farent snan
those c¢f INFCIRC/22S, altheugh they would accemplisn on
necessary upgrading for dcmestic safaguards, would not

further internaticnal safeguards %2 i tant that Seing in
literal conformanca with INFCIRC/228 ~euld threugh zangidie
demonstration of U.S. willingnes: %3 encorse the IAZA
standards. ATl such technical alternatives are tneresy
rejectad for further consicerazicn.

e A tecnnical altarnative which nay asgly %o scme exsars 35 an
<navoidasle scinemic consaguencea 3 tne sraacsed reguiatiae

‘s e regiacement of tne antire MM favaatsries of some 57
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'
"
2
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licensees possessing material of 1~w strategic significance,
consisting almest exclusively of | %3 5 curie Pu=2q neutren
sourcas, with sources csntaining ro materials :? strategic
s‘gni’ic:nce. Pu=3e neutren scurces have alreacy seen

argeiy replaced in the commercia' sactor Sy AmC,-2e or
2383, :Co-3e sources. ?e~?acereﬂ‘ with such scurcas woulsd, in
some cases, e Tess 2wxcensive than acguisiticn of ne :rvs fcal
security requ'sf:e 2 ..Pt“u!d sossessicon 2f Pu-Ze neutren
sources. Ccmmersially supg!l fed "Stancare IAZA .a,:.?e
neutron sources of ! 3 S curies cost frem §1,300 <o $1,%00
for 238p,-8¢ anc from $1,600 to $2,900 for Awoz 2e. This
altarnative may Se 2’ e::ec By many affectad ' =-sa°s
Cthers nay simply elect dispesal of the scurces and license
terainations. Either altarnative will invelse grocessing of

licanse amencments 5y NRC ang/or varfous state 'icensing
authorities and re:cssess‘** of the Taased 23%%, oy cne oCE
at {ts Mcund Laberatories.

--

The IAEA reccgnized in INFCIRC/225 the possinilisy thas
“researcn type facilities cutside tne nuciear fuel cycle and
»OP“QSpCPC:’g shizments may 7ot Se 20le %3 meet :tnhe reccm=
mencation In such cases the statas' physical srataction
system may make scecific exceptions on a case~-v-casa Hasis.”
The overwrelming majority of Ticensees affectad oy tn
preposed regulations ar: "research type facilisies cutside
the 1uc‘eAr fuel cycle" and are, in fact, mestiy universi-
ties. The narger university facilities *cssess research
reactors and relatad facilizies and the smaller cres Scsséss
gne or more Pu-Se reutrsn sources. The ecsnemic impacss of
the progosed reguiaticns could Se substantially recuced by
exempting scme or all research type facili'ies. However,

ncn power reactar facilities are, for the mcst gare, already
cretacted to levels commensurate wx.h the sropesac regula-
tions ancd such prolaction is largely regarded as 2nly —r.Cen:
ang necessary for x:cus.r 4] securily and for pratactis

frem saocctage and theft of viluable equismens, e%c., *t.a'
than SNM,

Small inventories of 3NM consisting only of cne or 2 few
saa’ed Pu-3e scurcas inc, perhaps, an even sama’laer guantity
0f Py or U=238 in sealed fissicn foils or ~eusran cet “ectsrs
chraractarile 3lness 300 licenseas. Those are tyzically
utfversities which nay 26 11) ecuipged ts 2ear ine 2accense
3f ac3uiring alarzed ‘atrusion culecticn syssams syt wio
se7er1l’y aiready santra! 3C3ess 53 those 13%e1Ts wfon

138%4Q si3rencems ane or lockad seutran {r-acfatars.
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exceoticn <2 the regquirement for alirmed storage ing/or usa
areas 7or those matarials would -e"avo ingivigual ‘icersaes
of at least S730 new cacital experciture and $37% ser year
~cc-a‘€-g tosts 2ach arc the affect aﬁ education incustry v
asout $2° ...uc capital costs and apout $7132,000 annua)
Costs. Thefis or other Tcssas of such natarials are 3lreacy
*equired 3 Ce regcerieg arc any attampt %3 gather jreatar
:nan formula quantitias Sy a series 2f Saefis src»‘: e

tactac cefore T coulae De succasstll Sueh an ex*:p"**
‘s Judgec %5 20t :ras:t:afty cemeromise efther the furtner-
ance of cuyr n;a**a.,yﬂa safeguards objectives ar affective
cmestic safeguaras.

sracecural igeorsach
A Frocacurai Alsearnatives

o

Upgraced paysica’ security for yse and Sr-nscersaticn of
natariais 0T noCerate or iow strategic significance cauice te
gffectad saveral w~ays. Scme of thosa are:

Issue guides with Jetailag criteria and implement 2n a
fasa~by-cise tasis. This has teen the praciica w~ith many
medium cwer scn POwer reactiors axiept that tra guides sere
not formally promulgated.

ssue gufces with de*ailed criterfa and revise regulaticns
to incorgerate physical security zerfsrmanca criteria.

ey

[ssue juices with detailed criteria ang revise regulatisns
%o include physical sacurity criteria equivalent %o those of
INFCIRC/225.

i, Revise reguiaticns to inciuce all rmecessary information arg
cetailecg c*f'erfa t3 meet 2hysical security requirements.

VYalue/lncact of 2=scsdural Alternatives

ATl of the prececural altarnatives could effect the refu"e; -
gradin Hewever, 2nly a”e"a:f:e (3) srovices a 11,n vigibii*ty
ancorsament of LAEA and woulc Ze the mest effsctive in furtnerisg
intarnational safsguaras. 5 ter~ative (1) suffers froa having
1288 than tne accearanc? 3f Tiw 27¢ wc.l2 reguire axtansive
negotiations with affectac 1izersees. Altarmative (2) weulc
"eCuice concomiiast leveTlcment 3F foln terfirmance criteria o

*egulatary guices 1r¢ weu's -a'ay B 253e8%1T upgrading and



furttering sur intartaticma!

BUt an unseemiy amcunt of Zeta

4 - st s : 7 AN 1
sjectives. Altarnative (4) weu'd
i dae

]

to the regulatiens.

-2 cecision on Procecural Approach

Alternative (3) is jucged %2 ze the most cesiriple of the altar-a-
tive precedurs! approaches ang sheulc de pursuad.

Rescrs ustificazion Analvsis

The orcocsed amendments are in the intarest of national security to
assure protecticon of public health and safety and are for the surpose
of sroctacticn against thefs of scecial nuclear matarial ¢f mederate
and low strategic significance.

A, Security Plans

. - -

. 10 CFR Part 70, §73.22(g) will reguire each aspiication for
a lfcense wnich would autheriza the transcert. axsere or
selivery %0 3 'a*"=~ for transpart of mccCerate strategic
significant 10 g or more 3f material of Tow strategic
s*qn"t-ancn (Z.w enriched uranium) %0 provicde a »lan for
physical preotacticn of in transit material incliuding as
agpropriata, the selacticn, qualificatian ana training of
armec escarts, or the sue::ftcat an anc design of scecially
desfgned truck or trafler.

O

-3

2. 10 CFR Part 70 §70.22(J) will require sach ap piicatien for a
licensee t3 possass or usa at any site ¢r '~nt*;;o .§ sitas
subject t3 cantrol ; 1icansae cuantities and types of
nccerate str tegic significant SNM or 10 «g or rcre of low
strategic significance (lcw enriched uranium) other than a
Tigense for possessicn or use of such material in the
cperation of a nucledr pewer reacter, to inciuce a chysical
security glan which will cemonstrate Row tte agpiicant pians

%¢ meet general performance oo ec../es to minimize the

,oss‘bfli"cs for unautncrized removal of SNM consiscant with

ctential consequencas of such action; and facilitate the

!ccat‘cn and reccvery of aissing SNM.

b

20 CFR Part 73, §73.47(a) will regquire a3 licensas who
Scssesses, usas, or transgerts mederate stratagic signif-
icance SNM or I1C «g or acre of material of '~w stratagic
significanca (low enricred uranifum) te submits 30 Zdays

(w0 mcNTnS) aftar ;..T"a:i*r in effestive f;rm a securicy
2'an 3r an amenced security 3! 'an, ingluging screcuies far
sciementatisn. Toe ss..r‘:y alan or the imeniac sa‘ rity
3'an ‘s 23 ‘as"'°e "o e (iCansas will Comgly @it

2 &
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Fixeg $i%2 lequirements of:

(1) wusing SNM cnly within a contrelled 2ccess area
wniza i3 illuminated sufficient ¢5 allow cetection
ang s jrvefllance of unautherizad senetraticn ar

sctivities,

(2) stiring SNM witnfn 2 contrallec 2cless zres in 2
‘auls, vault=tyce roem, or GSA aporoved security

cipinet,
(3) continucusly meniter with an fntrusicn alarm or
a:.a* devices ar gracecures e contrslied acsess
aret .3 cetect unauthorizec penetriticn er
acsivitias,
(4) congucting preemolsyment screenisg %o Zeternine
.uc :'US:aor"TP‘Sa of empicyees having access %S

the materiz

on

(3) deveiccing and maintaining a tacging systam <o
identify and limit a-cess %o ine cantrelled access

area tc authorized inifvicuals,

(8) limising access to the controlle
fzed individuals who reg T
their duties,

(7) assuring that all visitors %3 7e controlled
4Csass are3 are uynder the canstant escort af an
ingiv dual whe has been authorized accass -c the

area,

(8) estaclisning an cnsite securisty crzanization of as
least sne (1) guard or watchman ger shifs 2
assess and respond to any security incidentss in
the controlled acsass area,

(3) providing a communication cascaaility .0’~0!ﬂ “he
onsite security organization and an affsi
resacnse firce,

(10) searching on a randem 2asis, Jenicles ang saskages
entaring the contrslied acs ess irea for {tens
wnigs :f.‘: e usec for tee’: purtosas, and
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stabiishing and maintaining centingency

2
tealing #itn threats of tmefis or t-eft e
the use cr storage of such materia!

Netifications ang Trace Investigations

TR
R

(2)

3)

f 1\
\4/

A licensee whe Lranssorss, axports or calisers %2
3 carrier for transccrt nedarate stratagic signife
icance SNM shall:

(a) provide acvarce netificaticn to the receiver
ef any planned shigments s;ec" ing the mcce
of transport, eastinatad time of arrival,
location 3f the nuclear mataria’ transfar,
name of carrier and, 17 agplicad’e, fiizns

number, 3nd

~~
“©
S~

§ 1\ & . - - : :
receive Sonlirmaticon Trem the recaiver Seigr
- ~ -
+

.
:

ment ¢f the 3lanred shigsmert
"

%3 the commencs
that the recafver «i11 be ready 2 2cces:t the
snx*menc at the 2lanned time and locatisn and

acknowledges sne sceci fied mede sf sramssor:.

Receiving licansee of mcderate str2tagic signif-

icance SNM shall notify the shipper of recaipt 3f
tne matarial,

A Ticensee whg arranges for the ~nys'~ 1 arotece
tion of mccerate s‘*a. gic significance SNM whi'e
in transit or whe .3<as delivery of material

f.0. b point of cdelfvery %3 2 carrier for transe
port shail conduct immediately a trace investiga-
tion of any shigment 195t or unacscuntad ‘:r arse-
the estimated arrival time and receort %3 the
“uclear Resgu! atcry Lemmission (NRC) ang s cre
shipper or receiver as appropriate.

A Ticensee wi¢ exports nccarate strategic signif-
fcance SNM shall:

(a) comply with 2.a. an¢ ¢. abeve, ug %3 2h
firgt pOint wrere t4e s*‘:nc*: fs <acen off
the vehicle cutside e Lnitag 3a%as,

“©

~

naKe arrangaments it the sarsigree 2 B
netified ‘mmedista’iy o the arrtug! 27 e

.
e
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shipment at its destiration, sr 2f any such
shipment that is 108t or unacssunted “or
after the estimated %ine of armival 2% i3
destinatisn, and

~~
0
~

cenguct ‘mmediataly a trace ‘-vcs°f'a°'~n af
any shigment that s .:s: er unacsauntad for
aftar thne estinatec arrival tine anc ~epers
%3 the NRC.

(S) Each licansee whc imports mocerate strategic
significance SNM sha'l:

(a) comply with 2.5. are ¢. above, frem the first
P0iNt whers he shipment 15 sickae uo frem
the venizla iasice ine Lnftes States, and

(3) neotify the axzorier whe celivered the materia’
to 2 carrier for transport :‘ the ar~iva! of

e material. In the avent 32 shicment fails
to arrive at its ‘as::fat on at the estimatad
time, the consigree, snall rescrt %2 the NRC

and the shipper of the ?f:ansae "o made the
physical protaction arrangements anc immedfasaly
notify the Jirector of the agcreopriate NRC
Inspection ang Enforcement Regicna! Office of
the acticn Ceing taken t3 trace the shipment,

L8]

Trsce Investication Regers

10 CFR 73.71, §73.71(a) will require a writtan resaors
fifteen (13) cays after the trace favestigaticn tc tae

appropriate NRC Regicnal Cffice setting ‘ar:n We

details and results of the investigasicn. A csoy of

the report fs T3 De sent tc tne Cirector, Offiza of
Inspecticn anc Eafsrcamerc.

- -~ : s
Satutery Lonsigderaticns

Al NRC Austherity

'

Secticn ’4 (3)(1) of ‘“C Energy Recrganilaticn ¢t 37 1873
-

allet She NRC the Atcamic Znergy Act authority for the
‘:Pcv's :ﬁ ind na‘n:e:a.c: 3’ safeguards aga‘nst toreats, the’ss,
arg sasctage of ... lfcensac factiisies, and naterials.' “he
ATemic Energy ACt of 1384 as amencad provices amnte autherisy ‘i

- 2 g2 3sure 3



ne Commissicn <5 regquire licansaes %2 whataver measures for
~r/s ca. security for matarfals of nederate ang low stratagic
significance ceemed recassary %o srotact the sublis mealth and
safety anc the cammen zefansa 2nc sacurity.

5. N@aad “ar NEPA lsgsassment

The proccsad amencments "ave an fasignificant envirenmental
impact and pursuant %3 10 CF2 "'1)(3) recuire neitner an
envircnmental impact statament qor 2 negative ceclaracic

VI. Relazfcnsnic to Other Sxisting or Preccsed Reculasiors or 2alicias

There are ¢ accarent 3otantial csnflictls or cveriags with ctner

2 crc‘as Ccerdination with atner Zegeral agencias «'7 2 dcne dy
g v &

the NRC.

L 2 4

/21, Summarv and Conclusisns

The proceses 'egﬂ'a"‘-s will sezh further our intarnaticral safe-
guarcs ocjectives and affect necessary wogracing of comestic safe-
guards without werking undue "a"‘°“~s cn either the 'icansees or the
VRC staff. However, scme small nonfuel-cycle research facilities may

lect o aiscantinue or 1a-<ec y amend thefr operaticns rather than
fnc:r the costs for upgracding.

LAl
|
“©



material of mederata or low stratagic significance, several conservative

assumptions w~ers mada,

ANNEX 1

rAg - 3.'1E-’- :;‘;\’..’:.S .'F

v\l.‘

S was assumed <h

the Ticenses would de using 4he matarial in 2 rocm 8C 3 W

x 100 f¢ L » 20 fS 5., This room would nhave 3 24oors entaring
iz, Two of these dcors weuld ce “ire/exit tyse accrs wnile
the third dcor would e used for ncrma’l cerscnne’ entrance,
tne licensee ~culd want %0 have 2 min‘mum of 3 30 foos-candle
iight Tave! a: the work ared. This was basad on Sggulatory
Guice $.13, "Visual Surveillance of Individuals in Mataria!
ACCess Areas.' dcwever, tne sroocsaed amencments recuir: ~¢

in %his arsa and therefore #Culd 70% nave

- i ' | ' -~ -
the Ticensee weuld not alrsady nave onsita 2 nfzat waltchman

Sr suard wntcn c2u'lé resgend %2 securisy ircidents.

. - -
anrax 2f SesissuTy

¢ estimaste the cost =3 tne Ticensee using or stiring special nuclear

by



4. Tt would take the Tizensee tetween 2 weeks ang sre menth
(depending cn the Teve! of securis, required) %2 srepare
security plan and cne ~ee< £ Jrecare tne centingency slan.

tn Goth cases, this time csu'd probably te subssansially
reduced.

Tabies 1, 3, §, and 7 snow the cacisal ¢ast for implamenting the

sreposed amendment. Tadles 2, 4, 5, and 3 jive tne astimated recurring

annyal <258 cnce the sacurity systam nas Seen implementes. Tislas 3, 13,

11, and 12 give She tenefits far 2acs af the sceci®ic recyirements 2f the

proposed amencmens.

o
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Cacital Costs for Security 2

daving Special Yuclear Material of '

<equiremens

$-

wn

s

Coor Locks

.mproved Lignting

a, 30 ¢+, Cardla Lave!
GSA Secyrisy Cacinet

-

Interior Intrusicn Alarm
3. Menitored Cnsice
Preempicyment Screening
a. NAC

3adging Sysstem

Card Xay Systanm

Security ?lan Freparaticn

Contingency Plan *reparation

“wr

wr s wr
“wi

wr

w

& Tarts - -4
by -
b Al 20 -



s..olanation of Table
tam
1. Logks = 1t was assumesd thas che sansrallad
T s - di=- e T L - -
- obcrs 3- _ .3 -‘- nn-! ae- . NC -v‘-:rs

type cocrs requiring amergency Sreag

ioproximately $2%50 each., The third
entrance and wou'd be equisces with
gleceric tyve lock. The coss f2r 2
type 1ock s $17C0. Instaliazicn oim
be agproximately 3 “eurs costing abe
therefore will Se approximataly 2 x

:
i

Improved Lighting - Although tners are no

requirements in § 73.47, for costing ;

fllumination level ¢f 30 foot-candls

3CCess area will nave
w0uld Se amerzency

gr strikes

scor weuld Se the main

i cambination or
s=sosition compinaticon ‘
e far the 3 Tocks would

ut $270.00. Teotal cost
$250C + S170 + 8,70 = §34¢.
ninimum lighting lave!

Surscse we assumec an

§ througnout the irea sased

'a! T

on Regulatory Guide 5.14, "Visual Surveillance of Indivicduals In
Matarial Accass Arsas." The size of zhe controlled aczess ires
~as assumed =3 De 3C' x 100' x 20'., The walls and cailing were
assumed %3 e cainted fn 3 lignt colar with she floor a lark
calor. Pepcs 2astimatad 3 minimum of 30 0-wats flucrescant
1ames weyulsd 52 neeced 3 cdtain a 30 #i0%-candle Tevel,

s Arvex 1 of Eagicsiry £



Fluorescent lamps cost acoraximately §1.50 eacn. A 2' x &

fixtuire wnich containg < Tamps ~as assumed %2 Ce used. These
fixtures cost apgproximataly S7%5 each. Installation 2osts, including
the wiring for 22 fixtures needed %2 sbt2in 31 30 faot-candle

Tigne leve!, w~culd be about $71232. (NOTE: FSlucrescant 'a

-1
o

c
werg chosen since {t was assured most facilities were alreacdy
equipped with them, However, High Pressure Scdium Vasor limps

-

might 3rove more cost effective fn 2he long run.)

-‘ - -‘ '.“.... - - -~ - - - - (-3 Rl ad - -
otal Cost » (30;(51.50; = (22, .378) + §1482 » $3237.56

3. GSA Securisy Cabinet - [% was ass.mec that some facilisias weu'le

have cniy small gquantities 3¥ mcderass or low strizesic sate-

rial wnich could then Se sisred in 3SA security cadiress. The

(T8

-

chedsest class and the cne usas 5y NRC for arotecsing classified
soc.ments is a G3SA class #6 security cabinet. The zrize of

3 2edrawer 1azal size varsicn fs atout 5410 and a 4-drawer

legal size version s acous 3430, (Note: GSA approved seiurity
cadinets ire chezcer than ncn-agordved cadbinets Secause of tne
large number purchased oy tne j;overnment shus reduciag shedr unit

cost. )

4, terior Intrusisn Alam - [¢ was assumed that 3 talances nagresic
switsnas 202 3 volumesric yitrascnic detactor with < slave
Units woyis 20 reeded 5= srovide protactisn o the 53 x 180
£ 20" gomsre. et 283085 8798, THE SRSYe teCurity IMaaniste
3N W8S 143.7@C 35 "ave A Judrs staticn wrere thw 4TArT Ssscam

3 Anprgx 1 3% Srslssure 8



e

would Se menisorad.

sugerv

of purcnasing, and inssalling the esgquicmen

-
‘

2

1

isory sys

Tews:

. Ultrasenic ¢

tem weyl

ST Was 3730 as

22 rnesdec

-
- -

-
actecor

sumed 3 simpie 0.0. iins
ta monitor the area, (Casts

3 . -
2. 4 slave units 120
| 2 2atlancan Harna=is 2 iesmaes P AS
$s 9 S2:30C2Q fagnesis witches 9183
1 s B ‘ & T " =
4. 0.C, line supervisory $4zC

= s
NS’

this weuld cost

amian
- - -

-

wn

%t for 2ne ye3ir :ire 33

s -

a Naticnal Agency Check (NAC) wnic
€ people will require sush a check,

ce 2
tive s
=ersgn
check

gheck,

rrarie ~lA ~
;..alg‘emFI“JmEJ

arvica we cnsc

-

going Back Z ye

icansee

o

-
-

icansse 380,

% check., Tne

<@d with charges

neck, plus §7.
ars. Assuming
cu'2 pay 78 +

2782k was ass

A memsp af wgam
- - - ----

.
Sng s8~;338
-2 -2733¢

T el clo ey
!.e 5&-.Pu ) -
-o wedal
hv’n“xeu - -

-er vear
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s §2.25/
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e - ey S IS
- - - - -~ - - -
and mace oy 31 cormercial firm, ne 2esign and printing of 220

Dadges cists aaproximately S57C.00. The cost of taking 2 snheso-

graph of each perscn and placing it in the badge costs agprexi-
mately 53 each. Thersfcre, the first year the licensee should

(S 1)

“
o

expect T2 pay aocroximataiy 370 -

Card Kay Systam - 2 simple magnesic card <ay syssam, in wnich th

T - I e e - .
3-...‘.?'...2.. GGV \.-‘a- - ;-:S

[
]
[
TR
1
v
ot
“
(8]
N
m
-
o
N
i
.

3
“w
w

the door t3 unlock the door, s assumed as prooasly the moss -

efficient way of limiting accass 2 authorized empicyees.

=
- .- - e
~
3671.30 = $&7%

recaraticn - It is assumed approximately (1) man-month

% T - - o - 1 ]
will be required tO prepare %he sacurity plan., 32ased ¢n zre
=
ropragpra & 1A Aa - v - .- -“pr i, ey e
man-year c3sting $40,0CC, one manemonsh will ¢ast 40,2C0 + 12 = §33%0.
- - - ? a8 Tantap s =
it X er e .wiwlE S
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ein

reparas

gency Plan

week #i11 Se requirec

en a man-year cesting

$40,000 + 32 = 3770.

is

%0 prepare the contingency

§40,2¢C0,

assumed agoroximasa’ly

ne TaEn-weeg 4°

hi
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Annual Recurring Costs for Physical Security
at Facilities “aving Special Nuclear Matarial of
Mcderate Stratsgic Significancas

Annuai Cost
Requirement to Facility

O o $s

(e8]

“w

L3cks g 34
-13n%ing $§ 178.%5
Security Catbinass 3 4!
interior intrusicn Alarms § 240
3adging Systen 3 10

wh
n
~$
o
(&)

Card Key System

[
3
O
wr
o
(&)

Security Plan Revisicns § 338
lantingency Plan Revisicns s 77

s
1)
3
3
[
»
“
L
.
3
»
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3. To grovide a Zi-nour commercial armed juard sarvice 2t the facilisy
Costs acproximately 33.30/hcur wnicn includes the uniform and sarvice

revelver, To previde a 24-hcur watchman, or unarmed juard, sarvice at 2

3.20/hcur. Therefcre, a year's guard sarvice

o

facility costs approximasely

x 35.80 = 543,720 or 3 sear's watchman

o
o

will cost aporoximastely 24 x 2
service will cost approximately 24 x 365 x 5 = §43,300. Since only a

watchman is requirel, the lower figure was chosen.

d. It was assudned %that 10% of cne initia

“n

ecurity anc Contingency 2'an would De spent sach year in revisic

crezaracsion.

A. Security Plan Revisien 10% x §3380 = 3333
3. Contingency #12n Revisien 10% x §77Q = §77
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3. Gard ey System - [t was assumec tnat the 3ame tyze aF 1ccs8ss cancra’

T "4 5 & oy 2 1 - -
@ | wouid Je usag for M of low strate-

systam as used in
gic significanca. See Zxplanaticn of
2. A security plan is required for facilities naving mere tsan 1C g of
special nuclear matarial of low strategic significance. It is

-

estimated that 1 man-menth will Se recuirsd 23 srepare th

i@y =1 Yoo imi 1 i AAPA -
security plan, Assuming 1 man-year z2s<s 320,200, 3ne man-men=-
w1l saes 24m Aan8 2 12 = sanmm
wiii COS8% =Lyl * 14 = 3333V,

- - y 51 - - 1 ! - 3
S. wSnTingency -.an -regdraticn - [t was assumed Tan-weex weu.d e

- - 2 - -~ - = - -
year costs 330,00C, 1 man-week will cost 320,000 » 52 = $770.
29 -rngx | 3f Inclosyre &
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1. Per Mitre repert number MTR-3541 entitled "An Zvalua

Estimatas of Shysical Security Systems “ar 2ecycled Muc!

- - - -

Tocks, sacurity casinets, and card ey systems are e
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Timacss
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10 percent of inisial cost as recurring maintanance and service

2. A commerzial central 2

line.

yard resscnse, (¥ tisd into a

m

3 1 ~n priz’ Aafledian
. A Commercial gvvysice

“w)

zentral alarm service, <¢osts asout 3240/ sear.

P waaik - 1Y Af g ‘nisiag?t - 3 -
d. It was assumed that 1C% of the initial greparation ¢

5. Approximataly 1/2 man-day annually would Se required
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Taple 17

denetits ¢f Increased 3ecurity at Facilities
ng Special Nuclear Material of Low

¢-13 e"’" "'""""‘C“

Requirements
ana Cosss 3enefiz

. . H A .
1. Qeor Locks Allcws for positive ccneral of
{3240 cersonrel 2ccsss inty the ares
wnile 551171 permmitsing smersency
&xit from the area. Al30 allcws
. . 1 ~
‘or nigh lock genetration sacurity
during inactive time zericds in the
ire

2. Interior [ntrusion Alarm Syssem Allows “or immediate cetactien of
(3680) an intrucer entering or moving within
the controlled area during inactive
time pericd so that assistance
can e summcnred in time far idequate
resoense,
3. Cffsite Guard Response Alicws for Z4-hour guard monitoring
($240) and response %0 alarms.
1. .afﬂ'<av Sssten Magretic card keys wouid e issued
($875) t0 authorized emplovees. Zach sime
they cesired access %0 %he cantrolied
area they weulid nave 22 insert tne
sard key, thus giving sesitive con-
srol over perscnne! ensering th
ires,

13

srecarasicn nis allows NRC lic
(S338Q) . nine the adequacy ¢
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$3 any security ingigens.

- - . - s - - -
.- Lol o - ol s a ~ -
ée snnex el SNCi1JSLre 3



Senefits of [ncreassd Sacurity for Transporsation of
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ANNEX 2

The Affecsted !
LncuUSt™/wice LoSts

~ > -~
ndustry an

The affactec fndustry nandling nat e" als of mocderata stratagic significance
(Catagery 1) consists of abceut 54 Ticensaes, 3l excent 12 af wnich are
Dr'nar"v ACN SCwer resctir cperators. These 34 facilitias are cascriced

rener in Table I. The industry hancling matarials 3f low stratagic
s.gn1f1.anca (Cagegery III) is mucn mcre extensive. [t consists of a few
fabricators of Tow enricned uranium fuels, a faw lcwer scwered ncn pcower
resactor facilities, a few researcs facilities using a “aw hundreds of grims
of plytanium or U Z:S in varicus enrichments and cver 4CC licansees using
piutanium 1n quantities rang’ng fr2m acout 100 grams dewn o '8 grams as
encapsulated Pu-Se neutran scurces. Further description is given in
Tabie II. A survey of rcn sCwar reactiar licensees r~svealed that, of %0
respencees, only '3 414 not already have iatrusion a'afms n visw of
fntarna’ intarim guicance far security glans fzr zedium power n2a 2Cwer
reacicrs «nhich has been usag sy JRX sinca 1974 anc wnigh cal’s fsr intru-
sion alarms for such faciiities it fs feit that aisost all non-gower
reacter facilities alreacdy have intrusicn alarms anc mest of the cther
provisicns for physical security which woulg Se reguired 3y :the grspcsed
regulation Al censees possessing matarial of mocerate strategic
s‘gnf‘t.ance already have onsite gnysica! security faorces

Assessments of varicus e’2ments of costs %o the z2ffectad fncustiny nandling

natarial ¢f nocerate S“" 22 significance are cetail ec in Tagles [II
through VI. Cverali 2sts impacis of the orop csac regulaticns are astinatad
at acout 54/:..Gu faoi arc accut 345,000 annual cssts.
Costs elements for facilities pessessing matarfals of Tow stratagic signifi-
cance are assessed in Tables VII thrcugh (. Cvarall industry wice c3sts
fmapacts of the proposed regulaticns for pnysical security of mater a s of
Tew stratagic significance are eastimatad at about 31,080,000 capital cests
ang aceous SZ 0,000 annually.

LN ki e M- ek
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Category 11 Facilities

Possession Limit/
Possession Related
to Operation of a
Licensee Name . Reactor

State Mnjversity 360K RO32. 1K
ol New York al
Buttalo

National Bureau 17.0K
of Standards

Bobcock & Wilcox 2526.0K R ¢466.0K

Naval Surface 1.2K
Weapons Center

Undversity of
Puerto Rico

lowa State 1.2 Ky, 1.0 Kqg
Unitversity of

Sclence &

Ledchino logy

ool Washington 8.1 Kg, 8.1 Ky
College of
I ngineering

Licenses in Eifecl

SNM-273, SNM-/23,

R-77,105)

SNM-362, SMBE-40% ,

O8-00566-0%

R-47, SNM-178,

CX-10

SNM-1147, SNM- 1250,

SNM- 1489

SHM- 71, R-49,
SUD %91

SNM- 108, R /3
WH-CO01- 500

Material in Possession

as of June 1977 (1K =

lotal Fquivalent Kilo-
qrams - c.f. 10 CIR .")-4(2.))

1O kg P 0012 Kg U-234 as
200K, 27.9 kg 0-235 as <10%

0.9% kg Pu, 0.608 Kg U-235
as 200%, 1.033 U215 as

10X < 20X, 0.005 kg U-233
EK = 1.569 Kg

0.69 Kq Pu, 0.009 Kg U-234
as 2004, 0.70 Kg 11K

0.09 ¥g Pu, 4.63 g U-235
as 204, 4.4) Kg 11K

0.104 Kg Pu, 4.3 Kg U-23%
as 200%, 4. 10 Kg (LK
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Licensee Name

towell lech-
noiogical
Institute

Massachusells
Institute of
les hino logy

Intelcom
Industries, Inc.
Worcester Poly-
techntc Institute
Ohio Stale
University
Manhattan College,

Hech, Eng. Dept.

University of
Fansas

lable ' (Continued)

Possession Limit/

Possession Related

Lo Operation of a
__Reactor

1. 6K

159.49K 17.5K

8.5 R 81K

3.6 R O3.3K

1.2 R 41K

Licenses in Lifect

SNM- 714, SNHM 1220

SNM-B81, SNM 81,
SNM-171, R-37,
SNM-986, SUD-687

2468-80

R-61

Sl bIb, SNE 732,
SHM-917, R-7%,
SUD- 146, 34-00293

SNM-027, R-94,
lbL-1

R-79, SHM- 364

Material in Possession

as of June 1977 (1IK =

lotal tquivalent Kilo-
grams - . f. 10 CIR 70.4(1))

0.19 Kg Pu, 4.2 Kg U-213%
as 200%, 4.1 Kg K

0.732 Kg Pu, 4.10 Kg U-23%
as 200k, 296.3 Kg U-234 as
<%, B.63 Kg 1K

0.043 Kg Pu, 3.94 Kg U-272%
as 200%, 0.058 Kg U234 as
<10k, 3.72 Kg 11K

0.016 Kg Pu, 376 Kq U1-23%
as 20¢%, 3.55 Kg 1K

0.291 Ky Pu, 3.58 Kg U-23% as
2000, 1 57 Kg LK

0.238 Kg Pa, 3,105 Kg 02134
as 20v%, 314 Kg LK

0.032 Kg Pu, 2.77 Kg U-235
as 200%, 2.6 Kg 1K
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Licensce Nawe

Purdae University

David Wilherspoon,
Inc.

Columbia
Universily

Fastman Kodak

leledyne Isotopes,
lnc.

fable | (Continued)

Possession Limit/
Possession Relatled
Lo Operation of a
__ Reactor

2.0K

1.6K

1.0k

Licenses In Lftect

SNM- 952, SUB- 58/

SNM-870, R-128

SNM- 1513, 7990253

SHH- 107

Material in Possession

as of June 1927 (LK -

lotal tgquivalent Kilo
grams - . b M0 CIR J0.4(L))

0.296 Kg Pu, 2.45% Kg U235
as 200K, 225 Kg U234 as
<HOA, 10.04 Kg MK

1760 Kg U-23% as 20%,
.64 Kg UHK

Contaminated ferrous scrap,
excupl from /340

0.22 Kg Pu, 149 Kg U-23% as
2000, D073 Kg 2.3, 1.5 Ky
K

.58 kg U-235 as 200%, 1. 48
Kg 1K, A neutron malliplier

0.001 kg Pa, 1501 Kg U-21%
as 200K, 1006 U-235 as 10
to < 200, -0.05%% Kg U-23% as
0L, 0000 Kg U-233, 1.50 Ky
K
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XAl

VAZ

LR
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Licensee Name

Regents of U of

Table | (Continued)

Possession | imit/

Possession Related
to Operation of a

__Reactor

1. 3K

Licenses in Effect

SNM- 1417 Retirved,

Calttornia -
Sanbta Navbara

USNRC-Region L1

Nuc lear Fuel
Services -
West Valley

Hulversity of BIK R 5.6K
i inods, Dept.
of Physics

Peonsylvania State 17.26 R 12.6K
Universily

133642, R L50-413

SHM-23%, SNM-B66,
SUB-520, SUB-571,
R-115, R-117

SHM-9%, SN-121,
SHM-231, R-2, S -428

Material in Possession

as of June 1977 (1HK =

lotal Lguivalent Kilo-
grams - ¢ f. 10 CER 70.4(0))

D012 Kg Pu, 1.21 Kg U-23%
as 2004, 1.09 Kyg 11K

0.964 Kg U-235 as 200X,
0.007 Ky U-235 as < 10%,
.91 Kg HK

0.154 Kg Pu, 6.197 Kg 0-235
as 10 to <20%, 1.37 Kg 1K

0.334 Ky Pu, 4.49 Kg U-21%
as 200K, 4.52 U-235 as 10 to
<20%, 134 Kg U-23% as <)0%,
0.004 Kg 1-233 15 13 kg 11K



Repor U ing
ket tircat ion
_ yshol

e}

YA

Ml

M

/Ny

/Kl

YAl

L lcensee Name

University of
Calitornia,
Bevkeley

0.5 Geological

Suvvey

nitversity of
Calttornia,
Ivivine

tiiversity of Utah

Michigan State
Universily

Kansas State

Avmed Tovces
Radiobiology Res.
Inst.

labh lo:- I (Conlinued)

Possession Limit/

Possession Related

to Operation of a
_ Reactor

J.8K R 7.4K

4.2k R 4.0K

4.3k R 0./

33K R 30K

156 R 34K

“H.26 ROS.0K

Licenses in Effect
SNM-973, R-101,
1333-59, SHM- 1471

SNM-11), R-113

SNM-1143, K-116,
1338-4%9

SHM 663, SNM- 1263,
R-2%

SNM-390, SNM 468,
SNH-658, SNM- 1014,
k=114, SUD-403

R-88, 38-€C 01i-0)

SNM- 706, SMI-6/0 670,

R-84

Matervial in Possession

as of June 1977 (1K -

lotal Fquivalent Kilo-
grams - c.f. 10 CIR /0.4(1))

0.25%6 Kg Pu, 0.003 Kq 1-23%
as 2000, 4.29 Kg U 235 as 10
to <26X, 1.07 Kg 11K

0.175 Kg Pu, 0.00) Kq 0-23%
as 200X, 386 Kg U-215 as
10 to <20%, 0.89/7 Kg 1K

3.9% Kg U-234% as 10 1o
<206, 0.76 Kg 1K

0.103 Kg Pu, 3.79 Kq U-21%
as 10 Lo <20%, 0.85 Kg 11K

0.279 Kg Pu, 3.38 Kg U-21% as
0 to <20%, 0.89 Kg 1K

0.08 Kg Pu, 0001 Kg 0-213%
as 2%, 3.24% Kg U-215 as
10 Lo <20%, 0.673 Kg 1K

0. 186 Kg Pu, 3.50 Kg U-235
as 10 to <208, 0.88 Kg 1K
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Picensee Naine
Unlversity of
lexas, Nuclear
Reac Loy Laboratory

Universily of
Avizona

University of
Marvy land
Acrotest

Dperations

Diw Chembcal
Company

Reed College

Ldaho State
Universily

fabhle | (Continued)

Possession Limit/

Possession Related
Lo Operation of a

__Reactor

5. 8K R 5 8K

1. /K

2504 9K R 4.6K

506 R 5.0K

2.3K R 2.3K

2.6K

2.3K R 07K

Licenses in Effect

R-92

SHM-432, R-52, 10-24

SNM-64, R-70, SUD-630
MD-33-001-02,
MD-33-004-04,

R-98, CPRR-27,
2010-07

R-106, STB-527,
SIB-433, 21-00265-07

ORE-0010-3, R-112

SHM-13/3, R-110

Material in Possession

as of June 1977 (1EK =

lotal Lquivalent Kilo-
grams - . f. 10 CIR 70.4(t))

3.29 Kg U-235 as 10 to
<208, 0.64 Kg 1K

0.€9 Kg Pu, 3.04 Kg U234
as 10 to <206, 0.64 Kg 1K

0.143 Kg Pu, 0,002 Kg U-215
as 200X, 3.25 Kg U-23% as
10 to <20%, 0./79 Kg 11K

0.016 Kg Pu, 2.77 Ky U235
as 10 to <208, 0.5 Kg 1K

2.80 Kg U-23% as 10 1o ~20%,
0.54%4% Kg 1K

0.080 Kg Pu, 2.27 Kg 10 Lo
<200, 0.5 Kg 1K

0.0200 Kg Pu, 2187 Kg U234
as 10 Lo <20%, 0.45 Kg 1K
51 ¢t PoBe sowrces

1510 g U235 tuel plates

b g U235 tission counter
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Licensee Name

Veleran's Admin-

1stration Hospital

Atomics Inler-
national Nuclear
Development Field
Laboratory

Battelle Columbis
Labovatorvy

lable | (Continued)

Possession Limit/

Possession Related

to Operation of a
__Reactor

2.3k R 23K

5613.3K R 193.3K

195 6K R 393

SNM-21, R-40, CX-17,
CALLE-0015-59, R-118

SHM-7, R4,
1-6854-04

Material in Possession

as of June )77 (1K =

fotal Fgqusvalent Kilo-
grams - c.f. 10 CIR 70.4(1))

2.02 Kg 1-235 as 10 o
<208, 0.40 Kg 1Lk

0.008 Kg Pu, 2.248 Kg 1)-21%

as 200%, 0.651 Kqg 1EK
Curvently ba.ed upon less than
SH5000 grams foimula quantily at
Pu site. U Plant stil)
Category 1.

3709 Kg Pu, 5953 Kg U235 as
2000, 1. 79 Kg 1tk

Corvently on under 5000 gram
formula quantity basis.
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Catagerv III Pacilisies

Eariched Uranium

Most are fuel facrizaters.
westinghouse Slectric C3. = COlumpia
General Electric
Exxon Nuclear
dabcsck & wilgex = Lyneheurg

3abcock & wilzcax - 2Apolle

Compus<icn Engineering - Windsor

Cembustion Sngineering - +4ematita

chem - Nuclear Sys:emsz inc. = waste Cisgesa
3atccck & Wilesx = Ressareh 4 Cevelocment
‘NFS = Srmein

NECO - Wasta Dispesal

ﬁEC; = waste Dispesal

NECC = Wasta DJiscesal

Scuthern Spaca - wWasta Jisposal

-
1

IQsgire

w
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Catagory 111

?lytenium -

20C=-200 gm, nuch as encapsulatad °u-2e -eutran

sourcss zrc fission f2ils and zhamcers.
EG &G
Aestarn Michigan Unfversity

westinghncusa lectric Co., Slecs. Tute Jfvisi

“
3

University of Pittsbur
University of Florid
Califarnia State at San Oiege

Nor<h Carciina State - Probaply irradiated only
dceing

Wright - Pittarson AF3

20-200 gm, mest as 2ncapsulated 2u-3e seutren scurcas
ang fissien f3ils and champers.

40 facilitias - mestly universisies

b ]

1320 zm, assentially 2717 as ancacsulatad Pu-3e

18 facilities -~ almoss a'l universicias

Uranium Enrichec 2C% 2r More

ABeut 40 Ticansaes not alreacy cs:zuntad 2 sawners “ir
other -ossessf 3ns. About § are ~es@arch reactors

dranium Saric=es 19 ta 2%

= 377 exCant ihe ire resaiarsy re3cesrs
18 Sther ‘s N8S enicSh nas a7 -eacy Seen S3untas .rtcer
-
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lable VI

rTweT

Estimated tstimated Number IEstimated
Annual Costs of Shippers Tncurring Incremental Industry
Requivement per_Shipper _ Incremental Costs . Aual Costs
locks tor Sealed Contalners $ 200 10 $ 2000
Secur ity Plan Upkeep 154 91 7950
Contingency Plan Upkeep 10 53 1590
Pre taployment Screening 11 30 2310
$ 46) $ 13850
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o

Materials of low Strategic Significance Fixed Site Annual Costs

Requivement
Door locks

Interior Intrusion Alarm
Monitored:

a. n Site

b O1F Site
01 Site Guard Response
Card Key System

Securily Plan Upkeep
(Lavge LEU Facilities)

Contingency Plan
'veparation

Table VIII

st imated Annual
Costs b Facility

1

94

499 oy 615
(3834 for large
LEU tacilities)

Estimated Incrvemental
Humber of lacilities
__Requiring

200

30
100
100

100

10

500

Estimated
Industry
Incremental

Amnual Costs

$ 18800

4665
112500
12000

6800

3350

38500

¥ 259750




lable IX

Estimaled
Number of Estimated
Estimated Capical Shippers Incurring tncremental lTadustry
Requirement Costs Per Shipper _Incremental Costs . Lapital Costs
locks Tor Sealed Containers - 20 $ 2000 10 $ 20000
locks tor Seaied Containers - | 100 100 10000
Securily Plan Preparation 1540 10 1,400
(Large LED Shippers)
Contingency Plan Preparation 170 100 17000
$ 2770 or 870 $122,400

($2310 for large
LEU shippers)
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