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casagery: This cager csvers 31 major 2¢7°cy suestisn.
e e — A
Issues: 3. Are physical pretaction measures recsommenced in

the [AEA suclicatien (INFTIRC/22S) far Catagories
- - -

si and II1 material justifieg?

8. Shou'd NRC fssue fsr o
rolas for protection o
matarial?

ublic ccmmens :~2c0sed new
f 3

i o
Catagerias [I ancd III

Jiscussicn: on February 11, 1377, the 0ffice of Nuclaar Materfal
3afety and Safeguarcs submistag SECY T7-73. That
caper analyled the fssue of whether on-geing NRC
acticns 3 upgrice srysical orefactica reguirements
shculd meet reccmmenced intarnatiang’ stancards ind f
§S, $0 what axtant shculd the recimmer<:iigns of tre
[BA anc/cr tne Nuc'aar Sucs'ier Group (NSG) Se 2cepts
83 3 Dasfs fir ~egulatery cnange. The ~slevant recom-

-

rendaticns ¢f SEI% 77+73 were:

oH

8. Adopticn ¢f the NSG categerizaticn 3f zaterial
which subseguentiy was accepted 3lmest ia it
entirety oy the IAEA* ang psuolisheq in INPCIRC/ZTS,
June 1577. The publisned tadle is Zaclssure T.

W
The o'y exzagsisn for Lairradingsad naceria’ s Shat NFOIRC/228 2iz st

set Icwer 'faiss f3r Cateagery 11D naczarial. The NSG Tower 1inits wers Jsac

in hQ SrIscses Amercmercs 53 10 CPR Pars 73 3%cachec s tnis sacar 3s

$a¢ssure 2.

.
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8. Adecoticn of general serformance requirements for
categories [l and III material that would provide
protaction acquivalent o the neasures reccmmended
fn INFCIRC/22S.

Gn June 30, 1977, the Commission fssued its response
to SECY 77-79 (Zaciosure 2) in wnich it approved the
general igproach recommended Sy the staff and directed
the staff to cevelop a proposed rule, subject to
resolution of the following gquesticns:

1. what is EQ:A s (COE) position and plans with
respect %0 requiring protectisn of LEU?
5 Are current NRC requirements for srotaction of

SNM in transit operaticnally squivalent t2 those
recommenced in INFCIRC/22%?

Cther background informaticn s provicded in Enclosure 3.

Question 1: what is J0E's position and plans with
respact %0 requiring protecticn of LEU?

00E plans ta issue an Intarim Management Directive
(IMD 8103, the CCE equi valen: of NRC regu! at 'cns/ =2
require pretec fon measures for ’a.egory IT ard !II
(which includes LEU) materaals that clcsely follow
reccmmendations in INFCIRC/225. The directive is cut
for field review.

Cuestion 2: Are current NRC recquirements %5 orotect
SNM whiie in transit operationally egquivalent %o these
recommendec in INFCIRC/22%?

For the :rﬂaact1on of fa:aﬂor/ i matarial *n-‘*ans1.,
the NRC provisions equal or axceed the INFCIRC/225
reccmmencaticns, with the follewing excoptfons.‘

" INFCIRC/228 recommencaticns call for 3 detar-
ninaticn of trustworthiness far those sersons
fnvelved in the transportaticn of Category !
naterial. Currentiy, the natter af ;rus:wort:f-
jess ‘s accressed in the !icensee’'s transperta-
tion security slan., These c'ans are avaluates by
the NRC sta’f in accordance #7ith writtan crizeria
28 f217cws: "The (lizensa) azplicant must "ave a

™ -y 3¢ 4 . : -- - - -
NES@ AXCRADTICNS were J 32 QAT 1A LY /e/N.
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program for screening and seleaction of individuals
who will orotect SNM shicments. A candidate must
have a satisfactory previous amplicyment history.

A background check cf each candicdate should be
sonducted.”

The current practice for trustworthiness detarmi-
nations would De strengthened and claarly meet
the INFCIRC/225 recommendations if the Commission
approves and publishes the proposed rule on
sacurity clearances that w~as fssued for pudblic
comment on March 17, 1977.

. INFZIRC/228 recommencaticns call for rcad ship-

ments Sy exciusive use venicles and for a3 cetailes
search of all shipping venicles (truck, aircraft,
or ship) prior to Tcading. Current NRC require-
ments only cal! fer road shipments %o Se made
without intermediate stcps, dut in practice all
shicments are mace in an exclusive use truck.
Jetailed vehicle searches are not currently
required, ocut would e required for trucks and
aircraft uncer the uggrade reguirements issued by
tn:7Cammiss‘cn for public comment on July §,

1§77.

For Soth Category Il and III material, the INFCIRC/225
recommendaticns call for minimizing the time the
shipment is in-transit, minimizing the number and
duration of transfers, avoicding regular movement
scheculas, predetermination of trustworthiness of all
indiviauals invelved in the transportation of ship-
ments, advance notificatien to the receiver, provision
of locks and seals, search 2f the locad venicle, and
certain measures o be carried out 3y the recaiver
upon receist of a shicment or upon non-arrival of the
shipment. [n addition, the INFCIRC/22S recommendations
for Category II material call for special attanticn %o
Je given %0 seiecticn of transgortaticn ana rauting,
issuance of written instructions %9 transportaticn
autheritias and frecuent telepncre sommunicaticn
Setween the shicment vericle and a cansral goint.
Currentiyv, the NRC has nc -~egquirsments for the orotece
tion of Catagory [I and II[ snicments but does reguice
that iicensaes report any act.a’l 3~ 3%tamptad thefl or
sabctage. The recuir~ements 2rigcsed in this papger
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would Be egquivalent %3 the INFCIRC/225 recommencatisns
’O.

for Category II ana III material.

[ssue a: Justification far 3rotacticn of Category [!
iat

ana ... matarials.

Protection of plutonium, U-233 and high eariched
Jyranfum can be justifiad on the grounds that a formula
gquantity* Ould be ocbtained through muitiple thefts of
Category II and III materials.

Protaction of uran‘;m enriched %o Tess than 20% (LEU)
nay have tachn ffa' justificaticn Sased on the chance
that without saf eg.afﬂs it night Se possibie %2
divert such materials out of the U.S5. for acditicona’
enrichment or for preducticn of pluteonium without
detecticon. Regardless cf the technical justification,
the ~esylts of a Timitac survey of affected facilitias
ingicatas that aimest all of them alreacy have security|
measures ‘n place whizn uouad satisfy the requirements
of INFCIRC/225. Therefcre, the cost of these reguire-
ments s not a major csncerﬂ.

Altnough nuclear matarials night 2e inveived in a

threat to the public through a dispersicn scanaria,

such as saootage, SECY 77-7% states the risk from
dispersicn of small or meccderate guantities of nuclear
naterials (including irradiatec naterials) deces not
acpear %0 pose 3 risk to the public sufficient %o
justify specific protaction neasures for these materials
at this time.

Enclosure 4 ;rovides 2 dfs:uss‘*n of the possidle use
of Catagory II and IIl materials in the construction
of a nuclaar weapon.

[n conclusion, the staff zeliaves :hat physical preotace
tion of unirradiated SNM in Catagories II and III is
justified on the bacis of ennancing dcmestic protacticn
af such natarfals by prcvidfng Zetection and ceterrance
capapilities and demonstrating U.S. willingness %2
ccccerite «ith the Internaticnal Atemic Snergy Agency
CIABA).  Issuance of specific aroteciian ~equi~ements
f3r srotecticn of small or mecerate Quantities of

‘,
‘TorauTa Juantisy” nears stratagic special auclaar nazeria in any

scmBination fn a3 cuantisy 37 §,000 grams or mcre scmoused =y e ‘sray’a,
anmy

i saia 7 & -+ ?
STMRS & (Srams ontained J=033) = 1.8 (grams (=233 - grams 2'y%nt.m).
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frragdiated nuclear materials s not consicdered
necessary at this time.

[nsofar as the staff ze'faves that the timely detac-
tion af tne theft or 2fversicn of SNM in Catagories [
and [II is in the pubiic interest and the additiona!l
Costs are not excessive, the cost of this protecticn

should be borne by the Ticensees. Accerdingly, alterna-
tive arrangements for abscr2ing costs were not analyzea.

issua b: Qescription of the progcsed rule for protece
.

tion of Catagories [l and III material,

The propesed rule (Enclosure 3) would 3pply to Category !I
and [II matarial at nen-power reactors licensed uncer

'3 CFR Part 30 ant at facilities and in shipments
1icensed uncer 10 (72 Part 70. Power reactors having
category [I and [Il materials are covered by 73.35.

In acaition, 10 CFR Pars 150 would be modified to
require the appliication of 10 CFR Part 73 protection
requirements to those Agreement State licensees
(avproximately 300) who possass Catagery III material.
Licansees who possess Catagory [I matarial and mere
than 10 kg of LEU would Se required t: submit for
licensing review a physical security plan descriding
the measures to Se amployed %2 comply with the new
requirements. 'We believe that the new reguirements

for Category [II materials stner than 10 kg or more 3f
LEU can ce implamented affectively by licensees witncut
NRC reviaw of a physical saecurity olan for each
fnstallation.

The 2rcoosed regulations iatrsduce the tarm 'material
of mcderate strategic significance” %o correspend %2
the INFCIRC/228 tera "Category II material" and the
tern "material of low stratagic significance" %o
correspond to the INFCIRC/225 term "Categery [II

terial.” The new tarms are neeced since categorias
as cefined Dy INFCIRC/225 are nct used in present NRC
regulaticns. The rollowing is a summary of the sro-
20sec reguirements.

Licensaes who possess material of nocerata stratagic
significance at fixea sitas wou'd e requirec %2:

-

§Tare or use the natarial only {a a Tignte<

consralied 3csess irea;

#Qui0 SNe ared #'%0 an ‘intrusicn alarm;
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determine the trustworthiness of persons w~ho have

accass %o the material;

" develop and use a 2acdging system and 1imit 3ccess
to the contrallad accass 2rea %¢ sersons whe
require such access in their duties;

provide at Teast one arcund-the-clock unarmed
watchman to ~espond to security incidents cor
amergencies;

provide a communication capapility (ta'echecne
dcceptaple) cetween tne wats-man and a resconsa
force (police acceptanle); and

search on a random dasis vehicies ana sackiges
entaring or leaving the contro’lied accass area.

Licensees who ship material 3f moderate stratagic
significance wou': be required %o:

plan anc rouza the shipment so as t2 minimize
seportunities for theft while enroute;

coordinate s ipment plans with the recaiver;

arrange for transpert of the material in a locked
or sealed container;

arrange for carrier emplicyees who have custaody of
the snipment %0 make screcduled t2lephone reports
of shipment status to the snipper (or receiver).

establish a contingency nlan for dealing with
thefts and threats;

determine the trustwerihiness of all licensee
emcloyees involved in the transpertaticon of the
material; znd

carmy out vacfous notificatieon and tracing require-
nents in the event that 3 snhicment Decomes lost
2r unaciounted for.

Licensees <0 Sossess material of Tow strategic signifi-
sance at 2 7ixed sita wouid Se ~equired %o
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store or use materfal only «ithin an area %o
which accass is controlled;

continucusiy moniter (such as «ith an intrusion
alarm) the 3rea %0 detect unauthorized activities:

arrange for a response %o al! unauthorized activie
ties with watinmen or of’site response force
(police accestapie).

Licensees who snip material of low strategic signifi-
cance weuld be recuired to follow reguirements similar
%0 those for snipments cf material of nederate strategic
significance axceot %that:

oreplanning reguirements are lass intanse;

communication cipapility zetween Zarrier ancg
shipper is not reguired,

Jifferences netween INFCIRC/225 recommendaticns and
the orsposad rule.

For matarial at fixed sites, the reccmmencaticns of
INFCIRC/225 would be met by the proposed rule. For
materfal in-transit, the significant aifferences
Setween tne INFCIRC/225 recommendaticns and the pro-
pesad rule are icentified and evaluated as follows:

INFCIRC/22% calls for the search of the load
vehicle for sabotage devices. Cn the basis of
the reasconing set forth in SECY 77-7%, the NRC
staff believes that protactiion neasures directad
sclely agai=nst the dispersicn (sabotage) of

*r

Categeries [I and [II materiais are not required.

INFCIRC/225 calls for restraint in the transmis~
sfen ana nanaling of messages concerning ship=
ments. The staff zeliaves that srocacdures similar
to those used for "Conficential" information in
the U.5. wou'ld need 0 e implementad to meet

this recommendation. 3Such 2 program dces nct
apcear %o Se justified for these kinds and guan-

ities of material.

INPCIRC/22% 2alls far 2

trusssoriniscess of a
transgors 3f natar‘a

areceternination of the
pearssns inveived in the

'he preoocsad rule restricts
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this predetermination to licensae amplcyees. We
do not 2elieve such 2 requirement ‘s necassary or
can be practically implamentac for ai! gerscns

ry L 4

invoived in the transport of Category Il ana [II
matarials,

INFCIRC/22S calls for the protaction of shipments
of irradiated fuel. Uncer the :sroposed rule,
Whese shipments would continue Lo o exempt from
pretection reguirements. The massive container
used in transpert s Celfeved %3 provide suffi-
cient protecticon egquivalent %5 INFCIRC/22% recom-
mencations.

Internaticnal Iwoacss

Unfted States acceptance of the INFCIRC/22% recom-
mendations tnrough fssuance of tre 2riposed ~u'le weuld
1ikaly be viewed faverably oy sther naticns and scssibly
be an incentive for them %o folleow. [t would demonszrate
continuing United Statas support for intarnational
physical security reccmmer<ations wnizch the Unitad

States nas neipged to deve. op.

Value Imoac:

Protection requirements for material of mocerate
strategic significance would apply 2% 34 facilities.
The maximum capital cost per affacted facility would
be $11,000, wnich would apply cnly if the facility had
to install an intrusion alarm systam, locks, lignts,
Sadge systams and an around-the-clock security force.
Maximum annual costs would 2e $45,000, a'most antirely
for guarze force salaries ana overread exgenses. Since
all affected facilities alreacy have watchmen coverage
at night ana staff coverage during working hours, anc
many have the required security systems; it is estimatec
that the industry-wide capital ang annual costs will
be lcwer than these given abeve. [+ is estimated that
actual capital costs would Se aucut $330,0CC and
actyal annual zosts would Se adout 533,00C for the 24
facilities.

Protacticn ~equirements for materia’ of 'ow strategic
significanca woulc apply %2 2imc 2 300 !izansees--%n
overwneiaisag majority of wncn 3 2 .nversisias aach

.

pessessing ‘rom 13 %0 30 Zrams 3f diLterium as 1 %3 8
k)
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Recommercaticn:

curie Pu-Se neutron sources. The max‘mum initial
yearly cost ger secured 'ccaticn is estimatad %o de
apout 53,300, which incluces SEEQ far an alarm systam
Annual costs aftar the first year are astimated as
3850 which inciuces a $220 fee for 3 commerica)
respense a;cncy. ndustry wide incremenzal initial
yearly costs of about $2CC,000 and arnual incremental
costs of 32 u...c are estimated. The 2ases for these
estimates and other supcerting data is given in
Enclosurs 5.

Impacts cn NRC szaff.

-~

For each :f the proposad requirements, =ne Jffica of
Nuclear Mazarial Safaty a.c Saf QFuards the Jffice of
Standards Develccment and th “"‘e sf Nuclear Reacisr
Regulaticsn would pregare acseptance critaria in suffi-
cfent Zeta’l %2 2nable NRC reviewers <2 .e:e'mine
whether 3 jiven device or procadure would satisfy the
requirement. This work weuld require no acci:fcnal
staffing for these offices. The affart reguired %o
conduct joint reviews of the security slans submittad
by the 34 mecerate stratagic material licensees is
estimated to ce &4 man nonths for AMSS, IZ, & NRR. No
agditiconal staffing wouid te necessary %o complete
these reviews or for routine maintanance. Following
plan approval by NMSS or NRR, tne Office of Inspectisn
and Enforcament ~ould make initial icequacy determina-
tions at 2acn of the affected faci'ities and thereafter
would inspect facilities at acorcor‘ace intarvals.

The Offica of Inspection and “afircement would reguire
additicnal persannel 3 carry cut tnis srogram. This
increase will De reflectec in the uccoming budget
submittal.

That the Commissicn:
s Apgreove the propcsad amendments sat forth in

ncicsure 5 far publication for comment in the
Fadera] Registar.

2. NGta:

4. that the aporcoriate cangressisral commite
tées «i1 De notified of 2nfs acticn, ang
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b. that neither an environmenta' impact statament
nor a negative declaraticn need be prepared
since the prepesed amencments are not signifi-
cant from the standpoint of envircnmenta!l
impact.

€. Approval by the Genera! Accounting Jffice of
the reporting requir~ements in the propesed
rule will be cbtained prior to publication
of the effective rule {Enclosure 6).

coordinaticn: The Offices of Standards Development, Internaticna
Programs, State Programs and [nspcection and Enforce-
ment, concur in the recommendazisn 2f this paper. The
2ffice of the Zxecutive Legal Ji~ector has no legal
objection. The Cffice of Nuclear Reactor Reguiaticn
concurs in the recommendaticn of this paper sut notas
that they curvently are drafting reguirsments that
they ceiieve should ce incorporited into 3 separats
section of Part 73 to provide acceotable lavels of
protecticn against theft of SNM and incdustriai sabe-
tage at non-power reactors. These requirements would
Ce equivalent %o or would exceed thesa in the proposed
§73.47 ana INFCIRC/225. These craft requirements will
be provided for staff review during the comment pericd
for the sutject regulation.

. Sns Tnis paper is tentatively scheduled “cr :ansfderatfcn 3% an
schedul ng: 3 : g 4 5 3 -
ben meetina Auring the weex of ori] 3. 187 Pleasa refar
to the a:cr*o;;(*:- e-k y Comuii ".:n Schedy! e, / ren sutlisnes
aze

for a specifig Ind, %jme. 4‘”7{

4
<m1;\, u'., Oirec or

Officé of Nuclear Material )§A‘Etg
and Safeguards

inclesures: See next page
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Enclosures:
1. Table: Catagorization of
Nuclear Matarial

2. Ccmmission Response to
JECY 77-798

3. Backgraund

4. Technical Assessment

5. Proposed Wwle

§. Value/Impact Assessment

Containing a Report
Justification Apaiysis

NOTZ: Commissioner comments or consent snculd e given directly %o the
Office of the Secresary Dy close of business Hecnesday, Marcn 22, 1978

Commission staff office ccmments, if anv, snoyld te submit-ed o the
Commissioners NLT March 15, 1378, with an infocrmaticn copy %2 the Cffice
3¢ the Secretary. [ the paper is of such a nature that it requires
ade‘ticnal time for analytica! review and comment, the Ccrmissicners
and %he Secretariat shou'd Se ipporised of when comments may e axtectad.

QISTRIBUTILY
cSmissicners

Commissfon Staff Offices
txec Dir for Operations
Secretariat
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ENCLOSURE 2

COMMISSION RESPONSE TO SECY-77-798



