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FOREWORD

This report was prepared by J. M. Heineke and Associates of Los Gatos,
Caiifornia under purchase order number 4910809 for Lawrence Livermore
Laboratory (LLL).

We are indebted to: Jesse Snyder, chief of the intelligence section at the
Federal Deposit Insurance Corporation (FDIC), and his staff for the bank fraud
and embezzlement (BF&E) data; Donn Parker of Stanford Research Institute (SRI)
International for the use of his computer-related crime files; personnel of
the federal Drug Enforcement Agency (DEA) for the insider drug theft data;
Richard Schechter of Lawrence Livermore Laboratory, who served as technical
contact and assisted in collecting the bank fraud and embezzlement data;
Cheryl Rose for her attention to detail and accuracy in computing table
entries; and Sallie A. Mullen of the Nuclear Regulatory Commission (NRC) for
her valuable technical guidance.
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ABBREVIATIONS AND DEFINITIONS

BANK FRAUD AND EMBEZZLEMENT (BF&E) TABLES

Perpetrator Position

Executive: President, Chairman of the Board, Director
Top Management: Cashier, Senior Vice President, Operation Officer
Trust Officer, Treasurer
Low-Middle Management: Assistant Cashier, Vice President, Branch Manager,
Head Teller, etc.
Staff: Teller, Clerk, Bookkeeping department employees, etc.

Met>~d of Detection

Bank examination--represents a state or federa! examination.

Audit--usually represents an internal audit, but occasionally indicates audit
by outside firm.

Insider information--indicates perpetrator was detected via information
furnished by fellow employee.

Outsider information--indicates perpetrator was detected via information
supplied by individuals not employed by bank, usually a custamer and often a
custamer complaint concerning same aspect of his dealings with the bank or

perpetrator.
Confession--indicates both out and out confessions and errors on the part of

the perpetrator which led to confession.
Absence--indicates perpetrator was detected while absent, usually on vacation

or after death.

COMFUTER CRIME TABLES

Perpet-ator Position

Executive:
Cemp: Computer employee
Ncemp: Noncamputer employee
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Unemp: Rmployee, position unknown
Corp: Corporation

Outsider: Nonemployee

Exemp: Ex-employee

Unknown: Unknown perpetrator
Student:

Crime Category

Phydest: Physical destruction; facility, service, or hardware damage
Tinfo: Theft of information

Tinv: Theft of inventory

Datadest: Data destruction

Thw/sw: Theft of hardware and/or software

Nuse: Unauthorized use of data and/or service

Fraud: Fraud and/or embezzlement

Error: Keypunch or camputer error

Victim Institution

Fin: Finance; banking, insurance, securities

Govt: Federal, foreign, state, local govermnment

Med: Med! zal

Educ: Educational

Salmfc: Sales and manufacturing; chemical and pharmaceutical, petroleum

Campub: Communications and publications

Tranutil: Transportation and utilities

Compserv: Camputer service bureau, consulting, credit bureau

Proforg: Professional organizations, labor unions, fraternal and political
organizations

Ind: Individuals

xii



Three data sets were used to estimate joint ard conditional probability
distributions between various variables of intrest ir bank fraud and
embezzlement (BF&E) cases of $10,000 dollars or more, computer-related crime
cases of various types, and cas:s of insider theft fram drug manufacturers and

distributors.

INTRODUCTION

This report describes ip tabular form the information contained in three
rather extensive data sets ft\d;ﬁ andustries facing insider threats which, in
one cr more dimensions, are analogous to insider threats potentially
confronting managers in the nuclear industry. The three data sets were
obtained fram banking, from a number of industries directly dependent upon
electronic data processing for accounting and inventory conttol,. ana fram
drug manufacturers and distributors.

The data in Tables 1 through 29 were computed fram the 313 cases of bank
fraud and embezzlement (BF&E) representing losses of $10,000 or more reported
to the Federal Deposit Insurance Corporation (FDIC) for the period 1977-78.
(See the appendix.)

The data in Tables 30 through 64 were computed fram the 461 cases of
camputer-related crime obtained from SRI International for the period
1958-78. These incidents include inventory manipulations designeu co hide
errors, phony entries used to cover embezzlements, schemes used to penetrate a
system and surreptitiously bring about a system crash, and sabotage.

.One industry in our sample, academic institutions, is an exceptica to
this use pattern. Here the primary ure of computers tends to be for problem
solving. It is largely this difference in system task that is respcnsible for
the fact that intellectual game playing is the dominant form of camputer abuse

in universities.



L

Y data in Tables 65 through 67 were camputed fram data reported by the
Drug Enforcement Agency (DEA) for the period 1973-78. These data, though
limited, provided several interesting insights into the insider-threat
problem. Becavse the drug data were available only as argregates, we were not
able to provide the same detail as with the bank fraud and embezzlement and
the computer-related crime data.

Analysis of these and other data sets*, conversations with investigators
in a number of federal agencies, and discussions with individuals
knowledgeable in the area of security breaches in both the private and public
sector, have convinced us that insiders pose a substantial threat to the
operation of nuclear facilities.

-
These same data a. e subjected to further statistical analysis in J. M,
Heineke and Associaies, The Insider Threat to Secure Facilities: Data

Analysis, Lawrence Livermore Laboratory, Livermore, Calif., NUREG/CR-1234,
OCRL~52744 (1979).
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TABLE 1. Joint distribution of perpetrator position and method of detection:
BF&4E cases, 1976-77.°

Method of detection®

Perpetrator Bank Outsider 1nsider

posi tionb examination Audit information information Confession Absence
Executive 0.121 0.058 0.018 0.033 0.058 0.003
Top management 0.033 0.025 0.011 0.014 0.025 0.003
Low/middle

management 0.044 0.121 0.018 0.066 0.125 0.003
Staff 0.022 0.062 0 0.040 0.084 0.003
Branch

manager 0.007 0.029 0.007 0.007 0.018 0

8rotal number of cases with data on each variable is 292. Rounding error
may cause totals to deviate fram one.

bpirst four positions are mutually exclusive and exhaustive; in conspiracy
cases the position of the highest ranking perpetrator is listed. The category
branch manager stands alone and is reported whether or not a branch manager
was the highest ranking perpetrator.

Csee Abbreviations and Definitions.

TABLE 2. Distribution of perpetrator position, conditional on method of
detection: BF&E cases, 1976-77.2

Given that Distribution of perpetrator position is®:

method of Top Low/middle Branch
detection ub: Executive management management Staff manager
Bank examination 0.55 0.15 0.20 0.10 0.03
Audit 0.22 0.10 0.45 0.23 0.11
Insider information 0.38 0.23 0.38 0 0.15
Outsider information 0.21 0.10 0.43 0.26 0.05
Confession 0.20 0.09 0.43 0.29 0.06
Absence 0.25 0.25 0.25 0.25 0

8rotal number of cases with data on ¢ ch variable is 272. Rounding error
may cause totals to deviate fram one.

Dgee Abbreviatione and Definitions.

CFiret four positions are mutually exclusive and exhaustive; in conspiracy
cases the position of the highest ranking perpetrator is listed. The category
branch manager stands alone and is reported whether or not a branch manager
was the highest ranking perpetrator.



TABLE 3. Distribution of method of detection, conditional on perpetrator
position: BF&E cases, 1976-77.°2

c
Given that Distribution of method of detection is:

perpetrator Bank Insider Outsider
position isbx examination Audit information information Confession Absence

Executive 0.41 0.20 0.06 0.11 0.20 0.01
Top management 0.29 0.23 0.10 0.13 0.23 0.03
Low/middle

management 0.12 0.32 0.05 0.17 0.33 0.01
Staff 0.10 0.29 0 0.19 0,40 0.02
Branch

manager 0.11 0.42° 0.11 0.11 0.26 0

arotal number of cases with data on each variable is 272. Rounding error
may cause totals to deviate fram one.

PFirst four positions are mutually exclusive and exhaustive; in conspiracy
cases the position of the highest ranking perpetrator is listed. The category
branch manager stands alone and is reported whether or not a branch manager
was the highest ranking perpetrator.

Csee Abbreviations and Definitions.

TABLE 4. Distribution of bank fraud and
embezzlement cases by perpetrator position:

1976-77.2

Perpetrator posit:ionb Distribution
Executive 0.30

Top management 0.12
Low/middle management 0.29

Staff 0.21
Branch manager 0.08

arotal number of cases with data on each
variable is 286. Rounding error may cause
totals to deviate from one.

Ppirst four positions are mutually exclu-

sive and exhaustive; in conspiracy cases

the position of the highest ranking perpetrator
is listed. The category branch manager

stands alone and is reported whether or

not a branch manager was the highest ranking
perpetrator.



TABLE 5. Distribution of collusive attacks on banks,
conditional on perpetrator position: BF&E cases,

1976-77.°
Proportion of

Given that perpetrator cases with collusion
position isb: among perpetrators is:
Executive 0.71

Top management 0.18
Low/middle management 0.30

Staff 0.14

Branch manager 0.28

arotal number of cases with data on each variable
is 286.

brirst four positions are mutually exclusive and
exhaustive; in conspiracy cases the position of the
higheet ranking perpetrator is listed. The category
branch manager stands alone and is reported whether
or not a branch manager was the highest ranking
perpetrator.

TABLE 6. Joint distribution of perpetrator position and number of
perpetrators: BF&E cases, 1976-77.°2

Perpetrator poeitionb
Number cf Top Low middle Branch
perpetrators Executive management management Staff Manager
1 0.083 0.094 0.276 0.175 0.048
2 0.108 0.007 0.063 0.018 0.003
3 0.042 0.9011 0.035 0.004 0.010
4 0.021 0 0.018 0 0.006
5 or greater 0.032 0.004 0.004 0.007 0

3rotal number of cases with data on each variable is 286. Rounding error
may cause totals to deviate from one.

bpirst four positions are mutually exclusive and exhaustive; in
conspiracy cases the position of the highest ranking perpetrator is
listed. The category branch manager stands alone and is reported whether
or not a branch manager was the highest ranking perpetrator.
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TABLE 7. Distribution of perpetrator position, conditional on conspiracy
size: BF&E cases, 1976-77.7

Distribution of perpetrator position is:b

Given that
conspiracy Top Low/middle Branch
size is: Executive management management Staff manager
1 0.13 0.15 0.44 0.28 0.08
2 0.55 0.04 0.32 0.09 0.02
3 0.46 0.12 0.38 0.04 0.12
) 0.55 0 0.45 0 0.18
5 or greater 0.69 0.07 0.08 0.15 0

arotal number of cases with data on each variable is 286. Rounding
errors may cause totals to deviate fram one.

Prpirst four positions are mutually exclusive and exhaustive; in
conspiracy cases the position of the highest ranking perpetrator is
listed. The category branch manager stands alone and is reported whether
or not a branch manager was the highest ranking perpetrator.

TABLE 8. Distribution of conspiracy size, conditional on perpetrator
position: BF&E cases, 1976-77.2

Given that

perpetrator Distribution of conspiracy size is:

position isb: 1 2 3 4 5 or greater
Executive 0.29 0.38 0.15 0.07 0.11
Top management  0.82 0.06 0.09 0 0.03
Low/middle

management 0.70 0.16 0.09 0.04 0.01
Staff 0.86 0.09 0.02 0 0.03
Branch manager 0.7 0.05 0.15 0.1 0

arotal number of cases with data on each variable is 286. Rounding
errors may cause totals to deviate fram one.

Ppirst four positions are mutually exclusive and exhaustive; ip
conspiracy cases the position of the highest ranking perpetrator is
listed. The category branch manager stands alone and is reported
whether or not a branch manager was the highest ranking perpetrator.




TABLE 9. Distribution of number of perpetrators, conditional on bank ~ize:
BFSE cases, 1976-77.2

Distribution of number of perpetrators is:

Given that

bank size isbz 1 2 3 4 5 or greater
Small 0.57 0.27 0.11 0.05 0
Medium 0.65 0.2 0.07 0.03 0.04
Large 0.65 0.12 0.11 0.03 0.09

8rotal number of cases with data on each variable is 284. Rounding
errors may cause totals to deviate fram one.

PBank size: amall = up to $10,000,000 in deposits.
medium = $10,000,000-$100,000,000 in deposits.
large = over $100,000,000 in deposits.

TP3LE 10. Joint distribution of bank size and number of
pervetrators: BF&E cases, 1976-77.2

Nonher of Bank si:eb

perpetrators Small Medium Large
1 0.13 0.34 0.17
2 0.06 0.1 0.03
3 0.02 0.04 0.03
4 0.01 0.02 0.01

5 or greater 0 0.02 0.02

3Total number of cases with data on each variable
is 284. Rounding errors may cause totals to deviate
from one.

PBank size: small = up to $10,000,000 in deposits.

medium = $10,000,000-$100,000,000 in
deposits.

large = over $100,000,000 in deposits.



TABLE 12.

TABLE 11. [Cistribution of bank size, conditional on
number of perpetrators: BF&E cases, 1976-77.2

Given that b
smbar oF Distribution of bank size is :
perpetrators is: Small Medium Large
1 0.2 0.53 0.27
2 0.31 0.53 0.16
3 0.27 0.42 0.31
4 0.3 0.5 0.2
5 or greater 0 0.46 0.54

8rotal number of cases with data on each variable is
284, Rounding errors may cause totals to deviate
fram one.

PBank size: small = up co $10,700,000 in deposits.

medium = $10.000,000-$100,000,000 in
deposits.

large = over $100,000,000 in depositc.

Joint distribution of method of detection and number of

perpetrators: BF&E cases, 1976-77.2

Method of detection®

Number of Bank Insider Outsider

perpetrators examination Audit information information Confes.ion Absence
1 0.1 0.18 0.03 0.11 0.18 2.01
2 0.05 0.06 0.01 0.02 0.06 0.01
3 0.04 0.02 0.01 0.01 0.02 0
B 0.02 0 0 0 0.01 0

5 or greater 0.01 0.01 0 0 0.02 C

8rotal number of cases with data on each variable is 274.

may cause totals to deviate fram one.
bgee Abbreviations and Definitions.

Rounding errors



TABLE 13. Distribution of method of detection, conditional on number of
perpetrators: BF&E cases, 1976-77.2

Given that ; i b

mher of Distribution of method cf detection is™:

perpetrators Bank Insider Outsider

is: examination Audit information information Confession Absence
| 0.17 0.30 0.05 0.18 0.29 0.7
2 0.24 0.28 0.05 0.1 0.29 0.03
3 0.37 0.19 0.07 0.15 0.22 0
B 0.45 0.09 0.09 0.09 0.27 0

5 or greater 0.15 0.31 0 0.08 0.46 0

3rotal number of cases with data on each variable is 274. Rounding eirors may
cause totals toc deviate fram one.

bgee Abbreviations and Definitions.

TABLE 14. Distribution of number of perpetrators, conditional on method of
detection: BFS&E cases, 1976-—77.a

Given that

acking. of Distribution of number of perpetrators is:
detection 1sb: 1 2 3 4 5 or greater
Bank examination 0.47 0.24 0.17 0.08 0.03
Audit 0.65 0.21 0.07 0.01 0.05
Insider

information 0.57 0.21 0.14 0.07 J
Outsider

information 0.71 0.14 0.1 0.02 0.02
Confession 0.60 0.21 0.08 0.04 0.08
Absence 0.5 0.5 0 0 0

8rotal number of cases with data on each variable is 274. Rounding
errors may cause totals to deviate fram one.

bsee Abbreviations and Definitions.

10



TABLE, 15. Joint distribution of loss size and perpetrator position:
BF&E cases, 1976-77.°%

Loss si zec

Perpetrator

positionb 0-49 £0-99 100-199 200-499 500-999 1000 and over
Executive 0.1? 0.06 0.06 0.03 0.02 0.02

Top management  0.06 0.02 0.02 0.01 0.01 0
Low/middle

management 0.22 0.06 0.03 0.03 0.02 0

Staff 0.17 0.01 0.01 0.01 0 0
Branch manager 0.05 0.01 0.01 0.01 0 0

3rotal number of cases with data on each variable is 286. Rounding
errors may cause totals to deviate fram one.

Prirst four positions are mutually exclusive and exhaustive; in conspiracy
cases the position of the highest ranking perpetrator is listed. The category
branch manager stands alone and is reported whether or not a branch manager
was the highest ranking perpetrator.

CLoss size--total loss to bank exclusive of any recovery in thousands of
dollars.

TABLE 16. Distribution of perpetrator position, conditional on loss size:
BF& % cases, 1976-77.°

Distribution of perpetrator position is®:

Given that
po’ 2ntial Top Low/middle
loss iab: Executive management management Staff Branch manager
0-49 0.20 0.1 0.39 0.31 0.08
50-99 0.37 0.12 0.42 0.09 0.05
100~-199 0.5 0.15 0.29 0.06 0.09
200-499 0.39 0.17 0.35 0.09 0.09
500-999 0.36 0.14 0.5 0 0
1000 ind over 0.56 0 0.44 0 0.11

Arotal number of cases with data on each variable is 286. Rounding
errors may cause tctals to deviate fram one.

Ppotential loss--total loss to bank exclusive of any recovery in
thousands of dollarse,

Crirst four positions are mutually exclusive and exhaustive; in
conspiracy cases the position of the highest ranking perpetrator is
listed. The category hranch manager stands alone and is reported
whether or not a branch manager was the highest perpetrator.

11



TABLE 17. Distribution of loss size, conditional on perpetrator position:
BP&E cases, 1976-77.2

Given that

perpetrator
position 1lb: 0-49 50-99 100-199 200-499 500-1000 1000 and over

Distribution of potential loss is®:

Executive 0.39 0.19 0.2 0.11 0.06 0.06
Top management 0.5 0.16 0.16 0.13 0.06 0
Low/middle

management 0.58 0.16 0.09 0.07 0.06 0.04
Staff 0.86 0.07 0.03 0.03 0 0
Branch manager 0.62 0.1 0.14 0.1 0 0.05

8rotal number of cases with data on each variable is 286. Rounding
errors may cause totals to deviate fram one.

Ppirst four positions are mutually exclusive and exhaustive; in
conspiracy cases the position of the highest ranking perpetrator is
listed. The category branch manager stands alone and is reported whether
or not a branch manager was the highest ranking perpetrator.

Cpotential loss--total loss to bank exclusive of any recovery in
thousands of dollars.
\

TABLE 18. Joint distribution of bond and loss size:
BF&E cases, 1976-77.2

Bond®
Loss sizeb Small Medium Large
C-49 0.23 0.27 0.07
50-99 0.06 0.07 0.02
100-199 0.05 0.06 0.01
200-499 0.04 0.04 0.01
500-999 0.02 0.03 0
1000 and over 0.01 0.01 0.01

arotal number of cases with data on each variable
is 285. Rounding errors may cause totals to deviate
fram one.

PLoss size--total loss to bank exclusive of any
recovery in thousands of dollars.

CBond--the fidelity coverage per incident in
thousands of dollars. Bond size:

small = $0-$499.

medium = $500-$4999.

large = $5000 and over.
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TABLE 19. Distribution of loss size, conditional on bond: BF&E cases,
1976-77.2

Distribution of loss size is®:

Given that

bond “b‘ 0-49 50-99 100-199 10-499 500-999 1000 and over
Small 0.57 0.14 0.12 0.09 0.04 0.03
Medium 0.56 0.16 0.12 0.08 0.06 0.02
Large 0.57 0.17 0.11 0.06 0.03 0.06

8rotal number of cases with data on each variable is 285. Rounding errors
may cause totals to deviate fram one.
Ppond--the fidelity coverage per incident in thousands of dollars. Bond
size: small = $0-$499.
medium = $500-$4999.
large = $5000 and over.

CLoss size--total loss to bank exclusive of any recovery in thousands of
dollars.

TABLE 20. Joint distribution of loss size and bank size: BF&E cases,
1976-77.2

Loss si zec

Bank lizeb 0-49 50-99 100-199 200-499 500-999 1000 and over
Small 0.12 0.04 0.04 0.02 0.01 0
Medium 0.29 0.07 0.05 0.05 0.02 0.02
Large 0.16 0.04 0.03 0.01 0.01 0.01

8rotal number of cases with data on each variable is 285, Rounding errors
may cause totals to deviate fram one.
“Bank size: small = up to $10,000,000 in deposits.

medium = $10,000,000-$100,000,000 in deposits.

large = over $100,000,000 in deposits.

CLoss size--total loes to bank exclusive of any recovery in thousands of
dollars.
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TABLE 21.

Distribution of loss, conditional on bank size:

BF&E cases,

1976-77.%

Given that .

T Distribution of potential loss is™:

1sb: 0-49 50-99 100-199 200-499 500-999 1000 and over
Small 0.515 0.151 0.166 0.106 0.045 0.015
Medium 0.569 0.145 0.104 0.090 0.048 0.041
Large 0.600 0.160 0.106 0.053 0.053 0.026

arotal number of cases with data on each variable is 285.
may cause totals to deviate from one.

small = up to $10,00C,000 in deposits.

bBank size:

of dollars.

medium = $10,000,000-$100,000,000 in deposits.

large = over $100,000,000 in deposits.
Cpoter :ial loss--total loss to bank exclusive of any recovery in thousands

TABLE 22. Distribution of bank size, condi-

tional on collusion among perpetrators:

Rounding errors

BFSE cases, 1976-77.%

Distribution Probability
of bank size of collusion
iab:

Small 0.28
Medium 0.47
Large 0.25

rotal number of cases with data on each

variable is 108.

totals to devi
bBank size:

ate from
small =

medium =

large =

Rounding errors may cause

one.

up to $10,000,000 in
deposits.
$10,000,000-$100,000,000
in derosits.

over $100,000,000 in
deposits,
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TABLE 23. Joint distribution of time concealed and
perpetrator position: BF&E cases, 1976-77.2

Time conceal ed®

Perpetrator

positionb Short Medi um Long
Executive 0.08 0.23 0.07
Top management 0.04 0.03 0.03
Low/middle

management 0.1 0.11 0.09
Staff 0.14 0.05 0.02
Branch manager 0.04 0.02 0.01

3rotal number of ceses with data on each variable is 136.
Rounding errors may cause totals to deviate fram one.

brirst four positions are mutually exclusive and exhaustive;
in conspiracy cases the position of the highest ranking
perpetrator is listed. The category branch manager stands
alone and is reported whether or not a branch manager was
the highest perpetrator.

Crime concealed is the total length of time activity is
concealed:

short = 0-6 months.

medium = 7-24 morths.

long = over 25 months.

TABLE 24. Distribution of perpetrator posit.un, conditional on time
concealed: BF&E cases, 1976-77.2

(::::nthe Distribution of perpetrator position is®:

concealed 1sb: Top Low/miadle

Manager Executive management management Staff Branch
Short 0.22 0.12 0.28 0.38 0.1
Medium 0.54 0.07 0.26 0.12 0.05
Long 0.34 0.14 0.41 0.1 0.07

8rotal number of cases with data on each variable is 136. Rounding errors
may cause totals to deviate fram one.

brime concealed is the total length of time activity is concealed:
short = 0-6 months.
medium = 7-24 months.
long = over 25 months.

Cpirst four positions are mutually exclusive and exhaustive; in conspiracy
cases the position of the highest ranking perpetrator is listed. The category
branch manager stands alone and is reported whether or not a branch manager
was the highest ranking perpetrator.
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TABLE 25. Distribution of time concealed, conditional on perpetrator

position: BF&E cases, 1976-77.2

Given that

perpetrator Distribution of time concealed
L

. , D
position is : 3 Medium Long

Executive 2 0.60 0.19

Top management 3 4 0.29

Low/middle
management s 37 0.29

0.1

Branch manager 0.2

8rotal number of cases with data on each variable is 136.
errors may cause totals to deviate fram one.

Rounding
Prirst four positions are mutually exciusive and exhaustive; in
conspiracy cases the position of the highest ranking perpetrator
listed. The category branch manager stands alone and is reported
whether or not a branch manager was the highest ranking perpetrator.

LS

Orime concealed is the total length of time activity is concealed:
short = 0-6 months.
medium 7~24 months.
long over 25 months.




TABLE 26. Frequency of detection by
method: BF&E cases, 1976-77.°

Mzthod of detection Probability
Bank examination 0.25
Audit 0.26
Insider information 0.05
Outsider information 0.14
Confession 0.28
Absence 0.01

arotal number of cases with data
on method of detection is 295.

TABLE 27. Distribution of perpetrators by type
of group: BF&E cases, 1976-77.2

Type of group Probability
Single perpetra.or 0.61
Insider with other insider (s) 0.18
Insider with outsider (s) 0.21

arotal number of cases is 296.

TABLE 28. Distribution of group size:
BF&E cases, 1976-77.2

Number of perpetrators Probability
1 0.61
2 ' 0.21
3 0.10
4 0.03
5 or greater 0.04

4rotal number of cases used in
table is 274.
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TABLE 29. Summary of Hobbs Act violations and extortion threats against banks
as reported to FDIC: 1975-78.°

Total number of cases reported: 59
Proportion of cases in which loss was incurred: 0.14
Average loss: $18,244
Proportion of cases in which an arrest was made (includes hoaxes): 0.20
Proportion of cases which were hoaxes: 0.25b
Average amount demanded (including hoaxes): $2,%37,450°
Proportion of bomb threats: 0.24b
Proportion of bamb threat hoaxes: 0.10b
Proportion of kidnappings: 0.24
Proportion of kidnap attempt or threats: 0.08b
Proportion of kidnap threat hoaxes: 0.‘.2b
Proportion of death threats: 0.02b
Proportion of death threat hoaxes: 0.02b
Proportion of cases in which origin of extraction threat was:
1. note or letter: 0.03
2. phone call: 0.20
3. unknown: 0.77
(Of the 59 cases reported, in only 8 cases did money pass from the victim to
the adversary. No arrest was made in any of these cases.)

8panks are not required to report Hobbs Act cases to the FDIC. Hence thuse
cases are a subset of all Hobbs Act cases that occurred in this time period--
cases which were (mistakenly) reported to FDIC.

brhreats and threat hoaxes are differentiated according to the credibility
of the threat as detailed in the FDIC reports.

€In one case $50,000,000 was demanded. If this case is omitted, the average
demand is $39,420.
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COMPUTER-RELATED CRIME, 1958-78
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TABLE 30. Joint distribution of crime category and perpetrator

computer crimes, 1958-78.°%

position:

Crime categor yb

Perpetrator

poaitlonb Phydest Tinfo Tinv Datadest Thw/sw Nuse Fraud Errox
Executive 0.002 0.020 0.006 0 0 0.005 0.094 O
Cemp 0.022 0.022 0.006 0.013 0.020 0.015 0.094 0.004
Ncemp 0 0.013 0.002 0.004 0.002 0.022 0.105 O
Unemp 0.006 0.022 0.004 0.017 0.009 0.017 0.116 0
Corp 0.002 0.006 0 0.004 0.004 v.011 0.007
Outsider 0.011 0.006 0.002 C.006 0.004 0.057 0.002
Stadent 0.020 0.013 0.004 0 0.002 0.031 0.007 0.002
Exemp 0 0.004 0.002 0.009 0.002 0.013 0
Unknown 0.024 0.011 0.002 0.006 0.013 0.041 O

&rotal number of cases with data on each variable is 458.
cause totals to deviate fram one.

bgee Abbreviations and Definitions.

Rounding errors may

TABLE 31. Distribution of crime category, conditional on perpetrator position:

computer crimes, 1958-78.2

Given that

perpetrator Distribution of crime category isb:

position llbx Phydest Tinfo Tinv Datadest Thw/sw Nuse Fraud Error
Execut ve 0.016 0.150 0.050 0 0 0.066 0.716 0
Cemp 0.111 0.111 0.033 0.066 0.100 0.077 0.477 0.022
Ncemp 0 0.088 0.014 0.029 0.014 0.147 0.705 0O
Unemp 0.034 0.113 0.022 0.090 0.045 0.090 0.602 0
Corp 0.062 0.187 0 0 0.125 0.125 0.312 0.187
Outsider 0.121 0.073 0 0.024 0.073 0.048 0.634 0.024
Student 0.250 0.166 0.055 0 0.027 0.388 0.083 0.027
Exemp 0 0.142 0 0.071 0.285 0.071 0.428 O
Unknown 0.244 0.111 0 0.022 0.066 0.133 0.422 0

&rotal number of cases with data on each variable is 458,

may cause totals to deviate fram one.
bgee Abbreviations and Definitions.

R e
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TABLE 32. Distribution of perpetrator position, conditional on crime category:

computer crimes, 1958-78. o

Given that

crime cate-~

Distribution of perpetrator position isbx

gory ilb: Executive Cemp Ncemp Unemp Corp Outsider Student Exemp Unknown
Phydest 0.025 0.250 0 0.075 0.025 0.125 0.225 0 0.275
Tinfo C.166 0.185 0.111 0.185 0.055 0.055 0.111 0.037 0.092
Tinv 0.272 0.276 0.090 0.181 0O 0 0.181 0 0
Datadest G 0.315 0.111 0.421 0 0.052 0 0.052 0.052
Thw/sw 0 0.333 0.037 0.148 0.074 0.111 0.037 0.148 0.111
Nuse 0.074 0.129 0.185 0.148 0.037 0.037 0.259 0.018 0.111
Fraud 0.174 0.174 0.195 0.215 0.026 0.105 0.012 0.024 0.077
Error 0 0.285 0 0 0.428 0.142 0.142 0 0

arotal number of cases with data on each
cause totals to deviate fram one.

bgee Abbreviations and Definitions.

variable is 458. Rounding errors may

TABLE 33. Joint distribution of loss size and perpetrator location: computer

crimes, 1958-78. -

Loss size ($1000)

Perpetrator

location 0-9 10-49 50-99 100~-199 200-499 500-99Y 1000 and over
Insider (s8) 0.21 0.14 0.06 0.09 0.05 0.02 0.09
Qutsider(s) 0.04 0.01 0.02 0.02 0 0.02 0.02
Insider (s)/

outsider (s) 0.03 0.06 0.05 0.02 0.03 0.01 0.02

Arotal number of

cases with data on each variable is 232. Rounding errors
may cause totals to deviate fram one.
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TABLE 34. Distribution of loss size, conditional on perpetrator location:
computer crimes, 1958-78.2

Given that
perpetrator
location is: 0-9 10-49 50-99 100~199 200-499 500-999 1000 and over

Distribution of loss size ($1000) is:

Insider (s8) 0.31 0.22 0.08 0.14 0.07 0.03 0.14
Outsider (s) 0.32 0.06 0.16 0.16 0 0.13 0.16
Insider (s)/

outsider (s) 0.13 0.29 0.25 0.08 0.13 0.04 0.08

&rotal number of cases with data on each variable is 232. Rounding errors
may cause totals to deviate fram one.

TABLE 35, Distribution of perpetrator location, conditional on loss size:
computer crimes, 1958-78.°

olven that Distribution of perpetrator location is:
loss size ($1000) is: Insider OQutsider Insider/outsider
0-9 0.75 0.16 0.09
10-49 0.67 0.04 0.29
5¢ 9 0.43 0.17 0.4
100-199 0.7 0.17 0.13
200-499 0.65 0 0.35
500-999 0.45 0.36 0.18
1000 and over 0.71 0.16 0.13

8potal number of cases with data on each variable is 232. Rounding errors
may cause totals to deviate fram one.
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TABLE 36,

o a
computer crimes, 1958-78.

Number of

perpetrators

1

)
<

3

-

ey

may cause

TABLE 37.

I - A a
computer crimes, 1958-78.

Given that

LOSS S5l1ze

18:

0-9
10-49
50-99

100-199
200-499
500-999

1000 and over

may cause

> Or greater

10-49

0.139
0.042
0.009
0.009
0.019

0.

.44
49

Joint distribution of

tal number of cases with data
deviate fram

Distribution of number

0.

arotal number of cases with data on each
totals to deviate fram one.

58

Loss size ($1000)

100-199

0.083

0.019

0.005
0

0.019

each variable

perpetrators,

Distribution of

number

0.

o O O

0.

variable is

23

07

.04
.06
.04
.06
0.

11
04

200-499 500-999 1000

size and number of perpetrators:

019 0.051
009 0.014
005 0.005
005 0.014
0.005 0.032

Rounding errors

conditional on loss size:

of perpetrators is:

5 or greater

0.07
0.09
0.16
0.1%
0.19
0.11
0.28

Rounding errors

and over



TABLE 38. Distribution of loss size, conditional on number of perpetrators:
computer crimes, 1958-78.°%

Given that
number of
perpetrators Distribution of loss size ($1000) is:
is: 0-9 10-49 50-99 100-199 200-499 500-999 1000 and over
1 0.34 0.23 0.12 0.14 0.07 0.03 0.08
2 0.25 0.28 0.16 0.13 0.03 0.06 0.09
3 0.33 0.17 0.17 0.08 0.08 0.08 0.08
B 0 0.18 0.27 0 0.18 0.09 0.27
5 or greater 0.14 0.14 0.18 0.14 0.11 0.04 0.25

arotal number of cases with data on each variable is 216.
may cause totals to deviate fram one.

TABLE 39,

Joint distribution of
crimes, 1958-78.2

Rounding errors

perpetrator position and loss: computer

Loss
slse Perpetrator positionb
($1000) Executive Cemp Ncemp Unemp Corp Outsider Student Exemp Unknown
0-9 0.037 0.057 0.053 0.049 0 0.024 0.021 0.004 0.041
10-49 0.028 0.037 0.053 0.049 0.008 0.008 0 0.016 0.008
50-99 0.021 0.032 0.021 0.028 0 0.021 0 0.004 2
100-199 0.037 0.008 0.016 0.024 0.004 0.021 0 0.C08 0.004
200-499 0.021 0.012 0.008 0.012 0 0.004 0 0.004 0.008
500-999 0.012 0.004 0.008 0.008 0 0.012 0 0 0.004
1000 and
over c.028 0.028 0.021 0.021 0.021 0.021 0.008 0.004 0.004

arotal number of cases with data
cause totals to deviate fram one.

bgee Abbreviations and Definitions.

on each variable is 243.

24

Rounding errors may



TABLE 40. Distribution of perpetrator position, conditional on loss size:
computer crimes, 1958-78. 2

Given that
loss size b
($1000) Distribution of perpetrator position is™:
is: Executive Cemp Ncemp Unemp Corp Outsider Student Exemp Unknown
0-9 0.13 0.2 0.19 0.17 0 0.09 0.07 0.01 0.14
10-49 0.14 0.18 0.25 0.24 0.04 0.04 0 0.08 0.04
50-99 0.16 0.26 0.16 0.23 0 0.16 0 0.03 0
100-199 0.3 0.07 0.13 0.2 P03 0.17 0 0.07 0.03
200-499 0.29 0.18 0.12 0.18 0 0.06 0 0.06 0.12
500-999 0.25 0.08 0.17 0.17 0 0.25 0 0 0.08
1000 and
over 0.22 n.22 0.03 0.16 0.09 0.16 0.06 0.03 0.03

8Total number of cases with data on each variable is 243. Rounding errors
may cause totals to deviate from one.

bsee Abbreviations and Definitions.

TABLE 41. Distribution of loss size, conditional on pe.petrator position:

computer crimes, 1958-78.°2

Given that

perpetrator Distribution of loss size ($1000) is:

position tsb: 0-9 10-49 50-99 100-199 200-499% 500-999 1000 and over
Executive 0.2 0.16 0.11 0.2 0.11 0.07 0.16
Cemp 0.32 0.20 0.18 0.05 0.07 0.02 0.16
Necemp 0.33 0.32 0.13 0.1 0.05 0.05 0.03
Unemp 0.26 0.26 0.15 0.13 0.06 0.04 0.11
Corp 0 0.33 0 0.17 0 0 0.5
Outsider 0.22 0.07 0.19 0.19 0.04 0.11 0.19
Student 0.71 0 0 0 0 0 0.29°
Exemp 0.1 0.4 0.1 0.2 0.1 0 0.1
Unknown 0.59 0.12 0 0.06 0.12 0.06 0.06

8rotal number of cases with data on each variable is 243. Rounding errors
may cause totals to deviate fram one.

bgee Abbreviations and Definitions.

CThere were only seven cases in which a student was the perpetrator, two of
which involved very large losses.
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TABLE 42. Joint distribution of number of perpetrators and perpetrator
position: computer crimes, 1958-78.2

b
Number of Perpetrator position

perpetirators Exec Cemp Ncemp Unemp Corp Outsider Student Exemp Unknown

1 0.09 0.14 0.1 0.14 0 0.06 0.04 0.03 0.04
2 0.02 0.03 0.04 0.03 0 0.01 0.02 0.01 0
3 0.01 0.02 0.01 O 0 0.01 0.01 0 0
4 0.01 0.01 o0.01 0O 0 0 0 0 0
5
or greater 0.02 0.01 0.02 0.03 0.01 0.01 0.01 0 0

ATotal number of cases with data on each variable is 380. Rounding errors
may cause totals to deviate from one.

bgee Abbreviations and Definitions.

TABLE 43. Distribution of perpetrator position, conditional on number of
perpetrators: computer crimee, 1958-78.%

Given that

number c*€ b

perpetrators Distribution of perpetrator position is : 5

is: Exec Cemp Nceap Unemp Corp Outsider Student Exemp Unknown
1 0.15 0.22 0.16 02.21 0 0.09 0.07 0.05 0.06
2 0.15 0.22 0.25 0.17 0.02 0.07 0.1 0.03 0
3 0.18 0.32 0.14 0.05 0.05 0.09 0.18 0 0
4 0.38 0.23 0.23 0 0 0.08 0.08 0 0

5 or greater 0.16 0.08 0.19 0.35 0.05 0.05 0.11 0 0

Arotal number of cases with data on each variable is 380. Rounding errors
may cause cotals to deviate from one.

bsec Abbreviations and Definitions.
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TABLE 44. Distribution of n* - of perpetrators, conditional on
perpetrator posi..i~n: compu..r crimes, 1958-78.2

Given that

perpetrator stribution of number of perpetrators is:
position ub: 1 2 3 o 5 or greater
Executive 0.6 0.15 0.07 0.08 0.1
Cemp 0.68 0.16 0.09 0.04 0.04
Ncemp 0.58 0.22 0.05 0.05 0.1
Unemp 0.69 0.13 0.01 0 0.17
Corp 0 0.25 0.25 0 0.5
Outsider 0.7i 6.13 0.06 0.03 0.06
Student 0.53 0.19 0.13 0.03 0.13
Exemp 0.86 0.14 0 0 0
Unknown 1.0 0 0 0 0

arotal number of cases with data on each variable is 380. Rounding
errors may cause totals to deviate fram one.

bgee Abbreviations and Definitions.

TABLE 45. Joint distribution of crime category and number of perpetrators:
computer crimes, 1958-78.°2

Crime cat r p
Number of egory

perpetrators Phydest Tinfo Tinv Datadest THw/sw Nuse Fraud Error

| 0.c44 0,065 G.005 0.044 0.041 0.073 0.356 0.007
2 0.005 0.026 0 0 0.005 0.028 0.094 0
3 0.005 0,005 0.002 0.002 ",002 0.013 0.026 0.002
4 0.005 0.005 0,007 0 0 0 0.018 0

5 or greater 0,007 0.010 0.005 0.002 0.00% 0.005 0.06 0

arotal number of cases with data on each variable is 38l. Rounding errors
may cause totals to deviate fram one,

bsee Abbreviations and Definitions.
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TABLE 46. Distribution of crime category, conditional on number of
perpetrators: computer crimes, 1958-78

Given that

number of >

perpetrators Distr’bution of crime category is :

is: Phydest Tinfo Tinv Datadest Thw/sw Nuse Fraud Error
1 0.07 0.1 0.01 0.07 0.07 0.11 0.56 0.01
2 0.03 0.16 0 0 0.03 0.18 0.59 0
3 0.09 0.09 0.04 0.04 0.04 0.22 0.43 0.04
4 0.14 0.14 0.21 0 0 0 0.5 0

5 or greater 0.08 0.1 0.06 0.03 0.05 0.05 0.64 0

arotal number of cases with data on each variable is 381. Rounding errors
may cause totals to deviate from one.

bSee Abbreviations and Definitions.

T+BLE 47. Distribution of number of perpetrators, conditional on crime
category: computer crimes, 1958-78.2

Given that

chliia Distribution of number of perpetrators is:
category 1sbz 1 2 3 4 5 or greater
Phydest 0.65 0.08 0.08 0.08 0.12
Tinfo 0.58 0.23 0.05 0.05 0.09
Tinv 0.25 0 0.13 0.38 0.25
Datadest 0.89 0 0.05 0 0.05
Thw/sw 0.76 0.1 0.05 0 0.1
Nuse 0.61 0.24 0.11 0 0.04
Fraud 0.64 0.17 0.05 0.03 0.12
Error 0.75 0 0.25 0 0

8rotal number of cases with data on each variable is 381. Rounding
errors may cause totals to deviate fram one.

bs.. Abbreviations and Definitions.
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TABLE 48. Joint distribution of crime category and perpetrator location:
computer crimes, 1958-78.°2

b
Perpe.rator Crime category

locationb Phydest Tinfo Tinv Datadest Thw/sw Nuse Fraud Error

Insider 0.06 0.1 0.01 0.05 0.05 0.09 0.36 0.01
Outsider 0.01 0.01 0 0 0.01 0.01 0.07 0
Insider/

outsider 0 0.01 0.01 0 0 0.01 0.12 0

8rotal number of cases with data on each variable is 416, Rounding errors
may cause totals to deviate from one.

bgee Abbreviations and Definitions.

TABLE 49. Distribution of perpetrator location, conditional on crime
category: computer crimes, 1958-78.2

Given that b
o fhs Distribution of perpetrator location is":
category 1lb: Insider Outsider Insider/outsider
Phydest 0.79 0.17 0.03
Tinfo 0.84 0.1 0.06
Tinv 0 56 0 0.44
Datadest 0.95 0.05 0
Thw/sw 0.83 0.17 0
Nuse 0.81 0.13 0.06
Fraud 0.66 0.12 0.22
Error 0.86 0.14 0

3rotal number of cases with data on each variable is 416. Rounding errors
may cause totals to deviate fram one.

bsee Abbreviations and Definitiors.




TABLE 50. Distribution of crime category, conditional on perpetrator location:

compater crimes, 1958-78.°2

Given that

perpetrator

Distribution of crime category isb:

location lsb: Phydest Tinfo Tinv Datadest Thw/sw Nuse Fraud ZError

Insider 0.08 0.13 0.02 0.06 0.07 0.13 0.5 0.02
Outsider 0.1 0.1 0 0.02 0.08 0.12 0.56 0.02
Insider/

outsider 0.02 0.05 0.06 0 0 0.05 0.82 0

arotal number of cases with data on each variable is 416. Rounding errors
may cause totals to deviate fram one.

bgee Abbreviations and Definitions.

TABLE 51. Joint distribution of perpetrator location and victim
institution: computer crimes, 1958-78.2

Victim Perpetrator locationb
institution” Insider Outsider Insider/Outsider
Fin 0.194 0.060 0.065
Govt 0.131 0.020 0.045
Med 0.005 0 0
Educ 0.100 0.008 0.002
Salmfc 0.125 0.008 0.017
Compub 0.008 0.002 0
Tranutil 0.017 0 0.008
Compserv 0.077 0.017 0.022
Proforg 0.008 0 0.005
Ind 0.040 0.002 0.008

&rotal number of cases with data on each variable is 350.
Rounding errors may cause totals to deviate fram one.

bgee Abbreviations ard Definitions.
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TABLE 52. Distribution of victim institution, conditional on perpetrato.

location: cowputer crimes, 1958-78.2

Given that
perpetrator g
Soostion Distribution of victim institution is™:
ub; Fin Govt Med Educ Salmc Campub Tranutil Compserv Proforg Ind
Insider 0.27 0.19 0.01 0.14 0.18 0.01 0.02 0.11 0.01 0,06
Outsider 0.51 0.17 0 0.07 0.07 0.02 0 0.14 0 0.02
Insider/
outsider 0.38 0.27 0 0.02 0.1 0 0.05 e.13 0.03 0.02
8rotal number of cases with data on each variable is 350. Rounding errors
may cause totals to deviate fram one.
Pgee Abbreviations and Definitions.
TABLE 53. Distribution of perpetrator location, conditional on victim
institution: computer crimes, 1958-78.%
Given that
vidtin Distribution of perpetrator location isb:
institution is®: Insider Outsider Insider/Outsider
Fin 0.61 0.19 0.21
Govt 0.67 0.1 0.23
Med 1.0 0 0
Educ 0.9 0.08 0.03
Salmfc 0.83 0.06 0.11
Compub 0.75 e.25 0
Tranutil 0.67 0 0.33
Campserv 0.66 0.15 0.2
Proforg 0.6 0 0.4
Ind 0.88 0.06 0.06

8rotal number of cases with data on each variable is 350. Rounding errors
may cause totals to deviate fram one.

bgee Abbreviations and Definitions.
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TABLE 54. Joint distribution of crime category and victim institution:
computer crimes, 1958-78.%

Victim Crime catoqoryb

inltitutionb Phydest Tinfo Tinv Datadest Thw/sw Nuse Fraud Error
Fin 0.013 0.003 0 0.006 0.003 0 0.296 0
Govt 0.006 0.036 0.007 0.006 0.006 0.020 0.113 0.003
Med 0.003 0 0 0 0 0 0.006 0
Educ 0.041 0.015 0 0.003 0.010 0.036 0.013 0.003
Salmfc 0.006 0.010 0.010 0.018 0.023 0.013 0.0e1 0
Campub 0 0.006 e 0 0.003 0 0.006 0.003
Tranutil 0.006 0 0.006 0 0 0 0.020 0
Compserv 0.006 v.028 0 0 0.015 0.025 0.033 0
Proforg 0.003 0.003 0 0.003 0 0 0.006 0
Ind 0 0.006 0 0 0 0.013 0.020 0.007

8Total number of cases with data on each variable is 388. Rounding errors
may cause totals to deviate fram one.

b8ee Abbreviations and Definitions.

TABLE 55. Distribution of crime category, conditional on victim institution:
computer crimes, 1958-78.%

Given that

victim

institution Distribution of crime category 1sb:

inb: Phydest Tinfo Tinv Datadest Thw/sw Nuse Fraud Error
Fin 0.04 0.01 0 0.02 0.01 0 0.93 0
Govt 0.03 0.18 0.04 0.03 0.03 0.11 0.58 0.01
Med 0.33 0 0 n 0 0 0.67 0
Educ 0.34 0.13 0 0.02 0.09 0.3 0.11 0.02
Salmfc 0.04 0.07 0.07 0,13 0.16 0.09 0.44 0
Campub 0 0.33 0 0 0.17 0 0.33 0.17
Tranutil 0.17 0 0.17 0 0 0 0.67
Compserv 0.05 0.26 0 0 0.14 0.24 0.31

Proforg 0.2 0.2 0 0.2 0 C 0.4

Ind 0 0.11 0 0 0 0.28 0.44 0.17

8rotal number of cases with data on each variable is 388. Rounding errors
may cause totals to deviate from one.

bgee Abbreviations and Definitions.
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TABLE 56. Distribution victim institution, conditional on crime category: computer crimes, 1958-78.

Given that _
: Distribution of victim institution is :
cr ime L ) = o~ st A : =

"
categoyy is : ! 7 Educ Salafc Compub Tranutil Proforg

Phydest 0.06 0.51 0.064 0 ). 06 0.032

Tinfo . 341 ) . .097 0.0 ( 0.268 0.024
Tinv { 333 0 ). 444
Datadest - .153 0.076 0.538

Thw/sw .04 0.096 0.173 .391 ).043 0.260

Nuse ).190 ( . 0.118 0 ( 0.238

Fraud . 0.197 0.02 . 0.00 0.035 D.058
Error 0.166 0 0.1 ) 0. { 0 0

arotal number of cases with data on each variahle is 388. Rounding errors may cause totals to deviate from

Dgee Abbreviations and Definitions.

TABLE 57. Joint distribution of perpetrator position and case

disposition: computer crim

be |
Perpetrator positicn’

Disposition L e N

of case Exec. Cenp Ncemp Unemp Corp Outsider Student

Suspect not
apprehended 0.003 . ! 0.012 0.01 0.003 0.015 .012 G.003 0.041

Suspect
apprehended 0.164

Suspect

apprehended

and

incarcerated 0.031 0.018 0.025 0.006 0 0.012 0.012

arotal number of cases with data on each variable is 317. Rounding errors may cause totals to deviate from one.

bSee Abbreviations and Definitions.




TABLE 58. Distribution of case disposition, conditional on perpetrator

ca._va &
position: ocomputer crimes, 1958-78.

. Distribution of disposition of case
Given that .

perpetrator Suspect not Suspect Suspect apprehended

b -
position 1s : Appr ehended apprehended and incarcerated

Executi ve 0.02 0.98
Cemp 0.88
Ncemp

Unemp

Outsider

Student

Exemp

STotal number of cases with data on *h variable

may cause totals to deviate fram one.
!

18 ¥ Rounding errors

'See Abbreviations and Definitions.
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TABLE 59. Distribution of | i C d>sition, conditional on cas ; L : computer crimes, 1958-78.

Given that
Distribution of position is"
disposition

of case is: C Ncemp Unes Cot Outsid Student Exemp Unknown

Suspect not
apprehended

Suspect

apprehended

Suspect

apprehended

and

incarcerated .32 0.19 0.26 0.06 0 0.13 0.03 0 0

9Total number of cases with data on each variable is 317. Rounding errors may cause totals to deviate from one.
J 4

r‘See Abbreviations and Definitions.




TABLE 60. The distribution of suspect dispositions:

computer crimes, 1958-77.2

Disposition of suspect Probabilié;
Suspect not apprehended 0.138
Suspect apprehended 0.860
Suspect incarceratedb G.099

Suspect incarcerated géven
suspect is apprehended 0.115

2312 incidents were available for .nese calculations.

brhe probability that a suspect is incarcerated is
unconditional and represents the chance before
apprehension that any given suspect will end up in
prison. The last row presents the probability of
incarceration after the suspect has been apprehended.
Dividing the former by the latter obviously yields
the chance of apprehension, the entry in row 2.

TABLE 61. Distribution of perpetrator
position: computer crimes, 19586-77.2

Perpetrator position Probability
Executive 0.130
Computer employee 0.195
Noncomputer employee 0.149
Unknown employee 0.193
Corporation 0.035
Student 0.078
Ex~employee 0.030
Outsider 0.089
Unkncwn 0.101

3461 sample points were available for
these calculations.
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TABLE 62. Jist ution of f per pe-

trators: computer crimes,

Number of

perpetrators

4

greater

ATotal number of cases with data on each
variable is 380. Rounding errors may cause
totals to deviate from one

TABLE 63. Distr

computer crimes,

Crime ategory

Physical destruct
Theft of
inventory
destruction
Theft of hdw or stw
Unauthorized use
Fraud

Frror

9461 incidents wer e available
calculations.




TABLE 64. Distribution of victim institutions:
computer crimes, 1958-77.%

Victim institution Probability
Financial 0.320
Government 0.200
Medical 0.008
Educational 0.121
Sales/manufacturing 0.142
Comrunications and publishing 0.016
Transportation and utilities 0.031
Camputer services 0.108
Profession organizations 0.013
Individual victim 0.041

2388 sample points were available for these
calculations,

38



INSIDER THEFT FROM DRUG MANUFACTURERS AND DISTRIBUTORS, 1973-77:
THE DISTRIBUTION OF INCIDENT CHARACTERISTICS
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TABLE 65. Relative importance of drug thefts from manufacturers and
distributors by type of incident, 1973-77.2

Type of incident

Units of Night Armed Employee Customer Lost in Other
measurement break-in robbery pilferage theft transit thefts

Number of

incidents #

total of 0.023 0.006 0.020 0.021 0.657 C.264
incidents

Dosage units

stolen +

total dosage 0.062 0.015 0.195 0.012 0.542 0.171
units stolen

8rotal number of incidents with data on both variables is 247.

TABLE 66. Relative importance of empl~vee drug thefts
from M/D and drugs lost in transit from M/D each as a
proportion of total drugs stolen from M/D by type of
drug, 1973-77.°

Type of Employee Lost in
drug thefts transit
Cocaine 0.172 0.360
Amphetami nes 0.120 1.54
Barbituates 0.213 0.518
Narcotics 0.116 0.146

3L0sses are measured in dosage units. Total drugs stolen
from M/D (manufacturers and distributors) is the sum of
drug specific losses from night break-ins, armed robberies,
employee pilferage, custamer theft, and other thefts, but
does not include drugs lost in transit which may or may not
be sto'en.
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TABLE 67. Relative importance of employee drug thefts

from M/D and drugs lost in transit from M

/D each as a
proportion of total dosage units stolen by employees

¥

a

tram M/D by type of drug, 1973-77.

Type of drug Employee thefts

Cocaine 0.005
Amphetami nes
Barbituates

Narcotics

3Losses are measured in dosage units. Total dosage
Inits stolen by employees from M/D (manufacturers and
distributors) is the sum of drug thefts

4

(in dosage
units) by employees of all drug ty

r
P




APPENDIX
A CATALOG OF ILLEGAL INCIDENTS IN SECURE INDUSTRIES:
BANK FRAUD AND EMBEZZLEMENT AND COMPUTER-RELATED
CRIME CASES

INTRODUCT ION

This appendix contains a fairly detailed catalog of 313 cases of bank
fraud and embezzlement (BF&E) of $10,000 or more reported by FDIC regulated
banks for the period 1976-77 and 461 cases of computer-related crime obtained
from the files of Donn Parker at SRI International for the period 1958-78.
The two summaries provide an overview of a large number of insider thefts in
terms of a group of variables deemed to be significant attributes of the
incidents.

The characteristics of many of the cases are analogous to the
characteristics of threats potentially confronting managers in the nuclear
industry.

The catalog begins with the bank fraud and embezzlement cases and
concludes with the computer-related crime cases. Note that all large bank
fraud and embezzlement cases involve insiders or insiders in collusion with
outsiders; the same holds for computer-related crime cases with the exception
of a small number of cases in which an outsider was able to penetrate a
computing system without inside assistance.
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BANK FRAUD AND EMBEZZLEMENT (BF&E)

CASE CHARACTERISTICS, 1976-77

This data set contains information on bank defalcations of $10,000 or more
from January 1, 1976, to December 31, 1977, as reported in FDIC internal
memor andum, Bank Defalcations of $10,000 or More and FDIC bank examination
reports.

The BF&F data set catalog lists the characteristics of the perpetrator(s),
describes the nature of the event and its method of detection, and contains
remarks as to the probable cause(s) of the accounting system's defeat.

Each variable is self-explanatory except for bank size which is ranked by
the ABA deposit group number as shown in the following table.

Bank Size by ABA Deposit Group Number®
Bank size by Total
ABA deposit Deposits
—..group number — « e —(91000)
1 if deposits <750
2 if deposits 750~1,500
3 if deposits 1,500-2,000

1f deposits 2,000-3,000

if deposits 3,000-5.,000

if deposits 5,000~7,500

if deposits 7,500-10,000

if deposits 10,000-15,000

if deposits 15,000-20,000
10 if deposits 20,000-25,000
11 if deposits 25,000-35,000
12 if deposits 35,000-50,00(

13 deposits 50,000~75,000C

14 if deposits 75,000-100,000

15 if deposits 100,000~-150,000

16 if deposits 150,000-250,000

17 if deposits 250,000~-500,000

18 if deposits 500,000-1,000,000

19 if deposits 1,000,000-2,000,000

20 if deposits

>2,000,000

85ize of entire bank; not size of victimized branch in a branch banking
state.
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ABBREVIATIONS AND DEFINITIONS

Y = yes; N = no; ? = unknown

Lapping: The theft of cash received from a customer and covered at a later

date by an illegal entry--e.g., using another custamer's deposit to cover the
theft.

Kiting: Any scheme that involves illicit use of a monetary float. A

monetary float is the total value, at any one time, of checks in the process

of payment and cancellation. In general, kiting schemes take advantage oi the

fact that there is a lag between the time a check is issued and the time the
bank receives it for payment.

LT
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Bank fraud and embezzlement (BF&E) cases: a catalog of case characteristics, 1976-77.

ABA bank
size Loss Group Period
Collusion ider . 1000 size concealed

Y Y 8 15.2 2 ?
Y N 6 500.0 ? ?
N N 7 10.0 4 2y
Y b 4 11 243.5 3 2y
Y N 8 32.0 2 ?
N N 3 645.0 1 ?
N N 7 78.36 1 ?
N N 7 22.6 b| 3.5y
Y N 15 43.1 5 18 m
N N 5 20-30 1 6m

Highest
ranking

insider

Nature

Detection

_Remarks

Pres.

Officer

Pres.

Cashier

Branch
mgr.

keeper

Dir.

Pres.

Fictitious contracts;
forgeries

Issuance of drafts not
entered on books; con-
cealed overdraft by not
posting foregoing checks

Issued trust agreement
without board authority;
issued certificate with-
out book entry

Withholding of entries;
false land appraisal

Payment of an unsigned
savings withdrawal;
records destroyed and/
or falsified

Fictitious loans taken
to pay off previous
fictitious loans

Withholding of customer
deposits

False debits xade to
customer accounts and
credited to perpetrator

Concealed property to
avoid writ of attach-
ment; ledger entries
used to transfer funds
to affiliated co.

Kickback scheme; mis-

application by improper
loan approval

Annual audit by CPA

Officials became aware of
unusual return of checks
by Ped

Review of flles after
resignation of suspect

Unknown

Withdrawal slip returned
unpaid by computer center

Examiner was suspicious
of ¢ignatures and col-
lateral on loans

Employee observed per-
petrator placing deposit
tickets in personal safe

deposit box

Suspicious deposit slips
found that had not
through proof machine
account

State examination

Allegation by loan
customer

Failure to confirm contract
directly with customer

One-man operation; weak
internal controls

Ambiguity in policies con-
cerning dealings between
customers and officials

No clear reponsibility for
safequarding records, fail-
ure to balance accounts
daily; casual handling of
transactions

One-man operation; iual con-
trols circumvented

Branch operated in nearly
autonomous manner

NOo segregation and rotation
of duties

No board approval for a
transaction involving in-
siders
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i

19

ABA bank
size

17

19

10

12

18

11

10

13

13

Highest
Loss Group Period ranking
00 size concealed insider Nature Detection Remarks
250.0 1 i = Pres. Fraudulent lease pur- Examinations by FDIC Poor lending policies; inm
chases; kickbacks; ap- and state authority adequate board supervision
proval of substandard
lease contracts
152.67 2 S5a Clerk Unaut“orized withdrawals Customer complaint Failure of personnel to check
from customer accounts records against new account
number listing
15.6 1 T Asst. Eambezzlement of custom— Customer reported Customer trusted suspect, oc-
ngr. er accounis shor tage casionally did not receive
deposit receipts
416.6 1 ? Cashier Embezzlement of funds Internal audit None
and possible record
falsification
40.0 2 ? Employee Made and concealed un- Confessed to president None
authorized loan; falsi- befor2 FDIC exami.ation
fied records
10.0 1 in Book~- oiverted funds from Bookkeeper discovered None
keeper cashier check account uncancelled checks when
to personal account suspect was absent
35.0 1 Im Asst, Embezzlement through Customer complaint None
V.P. forged unauthorized
withdrawais irom dore
deposit accounts
35.45 1 l1m Employee Theft of cash Shortage in coin bag Coin shipments no* veri-
during transfer from fied
one office to another
100.00 1 ? Loan Fictitious loans U iknown Inadequate separation of
officer duties and internal audit
15.0 1 14 Teller Cash shortage Teller reported None
shortage
50.65 2 ? Dir. Properties overappraised President looked at some Incomplete documentation
on mortgages to cus- of properties when mort- of mortgage files
tomers who bought in- gages overdue
surance from suspect;
parcel of land given to
suspect as a gift
20.0 1 ? Pres. Loan granted was an ac- Borrower revealed the None

commodation to officer
making tlfp loan.

truth
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ABA bank
size

16

17

11

i1

13

11

Loss
00

252.0

60.0

4.0

32.96

50.0

18.16

12.2

51.0

Group Period

size concealed

1

?

20

2y

Highest
ranking
insider

Nature

tion

Manager

V.P.

Pres.

Asst,
cashier

Auditor

Pres.

Unauthor ized charge to
customer account

Outsider pretended tu
own equipment he did
not have to obtain
lease financing

Emoluments received by
vice president for
granting loans; falsi-
fication of records

Unsecured loans granted

Improper advances on
construction loans

Fraudulent loans un-

authorized withdrawals
from customer accounts
bogus loan applications

Credit cards granted to
questionable individuals
and corporations

Loan fraud involving
forgery

Forged withdrawals from
dormant savings and check-
ing accounts

Overcharged purchases of
securities for customers
and bank

Unsecured loans

Remarks

Borrower noticed dis-
crepancy

Employees became sus-
picious and spoke to ex-
aminer during examination

Outside tips to senior

management led to in-
vestigation

Regular examination

President checked on
collateral

Customer complaints

Discovered by auditors
during investigation of
unusually large cesh
advances

Borrower filed suit
against bank claiming
forgery

Customer complaint led
to polygraph test of
suspect

Customer complaint

Persistent ccllection
effort by officials
caused horrowers to
prov. .« information

One-man operation; suspect's
activities unquestioned by
senior management

No supervision of leasing
dept; no verification of
equipment ownership

Loan officer activities did
not receive appropriate
review

Inadequate supervision of
chief executive by directors;
poor loan files and records

Failure to review advances by
board or loan committee

Loose procedures for re-
viewing and approving loans

Credit cards sent to suspect
instead of mailed directly to
customer

None

Tellers blindly followed
auditer's instructions
and cashed his withdrawals
without question

Ill-defined procedures and
inadequate audit supervision
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ABA bank

size Loss
s 1000
5 29.85
5 84.4
12 1157.52
17 40.0
s 25.39
S 16.06
3 55.0
9 10.39

Group Period

led

Sev. y

By

54

Highest
ranking
insider

Nature

Detection

Asst.

V.P.

Pres.

V.P.

Super.

Teller

Asst.
cashier

Pres.

Asst.
cashier

Entered previously paid
out notes back on bank
books; forged signatures
on notes and received
proceeds for self.

Paid overdraft checks
without proper author-
ization; routed returned
checks to a correspondent
bank

Funds embezzled through
fraudulent entries to
correspondent bank ac-
count via unauthorized
memo deposits to per-
sonal account

Embezzlement and con-
cealment by withholding
subsidiary records
first in savinge dept.
and then in time ac-
counts after conversion

to computer

Altered deposits and con-
verted to cash for per-
sonal use; sent false
statement to customer

Embezzlement by falsifi-
cation of records; in-
creased the amount of
interest due on time
deposits and diverted
the difference to per-
sonal use

Received kickbacks on
loan

Shortage of vault cash

Regular audit by CPA firm

Reported by banks who
received checks

Examination

Upon retirement suspect
replaced ledger sheets;
when proofed to general
totals, deficit was found

Customer complaint

President noticed dif-
ference in total interest
paid on computer print-
out and general ledger

President became aware of
irregularity when trying
to collect balance of
debt from outsider

Vault teller discovered
shoi tage during cash
count

None

Lack of daily review of over-
drafts

Official checking accounts now
reconciled by persons who do
not have authority to issue
checks on these accounts

Failure to separate and ro-
tate duties

Failure to have periodic
audit with direct verifica-
tion of deposit accounts;
inadequate review by di-
rectorate, allowing employees
to process their own deposits

One-person control of in-
terest paid accounts

Vault cash verified daily

many employees had access
to vault




ABA bank
size

16

17

11

16

19

19

12

Loss

400-%00

20.0

95.6

16.08

10.0

26.604

10.46

10.53

26.9

31.23

Group Period

2

14

14

1

13 a4

Detection

. Remarks

A suspicious loan
prompted an audit

Branch manager found safe

Bookkeeper became sus-
picious of activity in

Inability to balance
books during examina-

Customer complaint

Alert security guard
noticed a customer avoid
the ready teller line
and go to a particular

ranking
insider __Nature
Asst. Gave loans for personal
V.P. benefit
Mort. Diverted mortgage pay- Unk nown
officer ments to private use
Employee All cash except bait
money removed from open in morning
safe while bank was
closed; alarms de-
activated
Head Cashing of fraudulent
teller coupons; insider was
deemed negligent but account
not suspect
Head Mysterious disappearance Cash count
teller of currency from Brink's
shipment; no suspects
V.P. Embezzlement of funds by
manipulation and/or re-
moval of notes, ledgers, tion
and credit files
Clerk Misappropriation of funds Routine audit
through fraudulent book-
keeping entries
Clerk Substituted customer sig-
nature cards with fic-
titious ones and made
withdrawals from these
accounts
Teller Cashed stolen government
checks; forgery scheme
teller
Teller Missing checks from daily

work of teller

Regular exam.nation

Loan matters not reported to
board of directors

None

Setting of time lock not wit-
nessed by manager; Inside
suspect had access to all
keys and cambinations

None

No known deficiency; seal
maintained until discovery

Weak operational procedures
and controls

Access to teller window by
nonoperational personnel

Teller was able to accept
treasury checks bearing a
second endorsement without
approval by branch manager

Failure of operating super-
visor to "prove-out® all
tellers prior to daily de-
parture
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ABA bank
size

19

13

19

19

19

19

Loss
1000 size
11.41 2
284.40 1
31.51 1
600.0 1
8-10 1
27.5 1
52.2 1
30.34 3
178.0 2
325.0 2

Group Period

im

4y

led

Highest
ranking
insider

Nature

Detection

Asst.
V.P.

Mgr.

keeper

Asst.
cashier

Proof
mach.
oper.

Exec.
V.P.

Sr.
V.P.

Pres.

Pres.

Fraudulent withdrawal of

certificate of deposit by

substituting false sig-
nature card for authen-
tic one

Unauthor‘zed loans made

to borrowers in excess of

lending authority

False entries to personal

account; destroying off

setting debit, and amount

as a missing item in
daily reconcilement

Misapplication and false
entries through conceal-~
ment of bank money
orders; customer checks
held to prevent over-
drafts

Teller would cash sus-
pect's perscnal checks;
suspect would later de—
stroy the check

A loan was granted by
the vice president to
two state examiners

Misapplication of funds
by issuing bogus notes
and money order

Forged Loans

Misapplication; gra-
tuity for loan; false
entries; forgery of
notes; loan fraud

Issuance of certl(fi-
cates of deposits with
no deposites having
been made; omission of
entries

Bank officer discovered
substitution of signature
cards

Examination began while
suspect was on vacation

Internal audit

Regular audit discovered
ledger accounts ocut of
balance and money orders
not entered on books

Officer reviewing the
missing item account dis-
covered a pattern of
missing checks

Regular examinations

Regular independent audit

Anonymous tip received
by loan officer

Tracing of loan proceeds

Simul tanecus examination
of all banks owned by

suspect

Inadequate supervison by
senior m-nagement; restrain-
ing of loan personnel

Lack of separation of duties

Too much reliance on suspect;
branch manager lacked knowl-
edge of detail operation

Warning signs were not re-
sponded to

Lack of understanding of
criminal statutes

Lack of control in the dis-
bursement of loa.. proceeds

None

One-man operation; ineffec-
tive board; unsatisfactory
vacation program

Poor records; inept and dis-
honest staff; absence of con
trols
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ABA bank
size Loss Group Period
o,  ($1009) size concealed
12 121.35 ? 3.5y
9 610.0 2 ?
11 371.0 4 8 »
12 30.0 i 3a
] 1094.28 2 *
9 10.82 1 6n
11 902.4 4 ?
? 22.0 ? 7
? 40.18 ? ?
9 36.62 1 ?
11 12.0 2 2.5 =

Highest
ranking
insider

Detection

Remarks

Pres.

Dir.

Pres.

Pres.

Secre-
tacy

Pres.

Unknown

Unknown

Exec.

V.P.

Teller

Nature

Loan to company in dire
financial stress

Suspect profited from
loan to customer

Loan issued as a favor

Disappearance of cash
placed in vault

Forgery of customer
signatures to notes;
lack of documentation
of personal expense
account financed by
bank

Diverted funds by inter-
mixing personal bills
with reguiar bank ex-
penses, using unauth-
orized cashier checks
for personal bills

False entries

False entries

Diversion of loan funds
for personal use

Embezzled from bank
securities account

Disappearance of cash
and bank records

After sustained loan
losses, investigation
revealed collusion

Tracing proceeds of
large credits during
examiner visitations

Disclosed by president
during exasination after
default of loan

Suspect had liberal
spending habits; dis-
covery of $307) in his
trunk led toc confession

Forged notes discovered
by internal audit through
direct verification of
loans purchased by bank

Investigation after dis-
covery of fictitious note

Regular examination

Confidential tip; inves-
tigated while employee
on vacation

Internal check

Cashier notified exam-
iners of unusual trans-
actions

Shortage during recon—
ciliation of teller
transactions

Frilure of insider suspect to
reveal conflict of interest

One-san operation

Inadequate supervision by
board of directors

Unsupervised accessibility of
suspect to cash

Failure of management o ex-
ercise executive supervision

One-man bank (president)

Loose internal operation

Lax internal controls on
loans to managers

Excessive personal spending,
marital problems; unlimited
control over account by one
individual

None
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Collusion Outsider no.  ($1000) led  insider Nature Detection Remarks
R N 18 178.0 ? V.P. Forged security agreement Original turned up during Afr-aid of consequences so
after losing original course of business covered up error; some evi-
dence of outside interest in
fire to which loan was made
N N 17 38.8 0w Sr. Created fictitious loans Subordinates became sus- None
V.P. and used proceeds picious of delays in
processing notes
N N 18 1000.0 ly V.P. Issued phony CD payable Customer Jrestioned NO supervision; inadequate
to bearer; debits to lavish life style of audit program
reserve funds vice presideut which
triggered an audit after
the death of the suspect
N N 8 5-20 2.5y Invest- Diverted securities and Internal audit which Too much autonomy in
ment miscellaneous fees via lanted 3 years several areas
officer phony debit/credit memos
N % 10 71.53 ? Asst, Cashed checks without Checks bounced Far exceeded check cashing
cashier verifying sufficient authority; lack of adequate
balances~insufficient controls on junior level
funds staff
N N 11 10.09 = Teller Received deposits out Depositer reported Haphazard and loose pro-
did not record them credit had not been cedures on bag deposits
received for deposits
N N 10 27.8 ly Admin. Falsc entries; sales of Cashier check presented Too much autonomy; performed
Assist, bonds and cashier checks for payment; payment not numerous account functions
enter»d into ledger and had access to numerous
accounts, permitting juggling
N N 10 455.59 ? V.P. Fraudulent loan for own Regular audit by Haskins Lack of segregation of du:ies
use; false entries to & Sells
cover
N N 15 10.01 ? Asst, Issued loan to customer Bank suspicious when sus- Got into financial Aiffi-
cashier for personal use pect over-extended him- culties
self
N N 7 50.0 2.5y Pres. Used unissued bank stocks Examination Extravagant lifestyle; could
as collateral for loan; not make interest payments
alsified books to re- with salary
flect this
Y Y 8 72.0 ? Pres. Altered face amourt on Officers checked on CD President in collusion with

co

in question

female outsider




Fake msoney

Embezz lement

fraud

Misapplication




6S

ABA bank Bighest
size Loss Group Period ranking
Collusion Outsider no. (§1000) size conceaied insider Nature Detection Remarks
Y N 0 30.72 2 ? Exec. Misapplication Customer complaint None
officer
Y Y 19 119.87 3 ian Branch Misapplication; kiting Routine review of over- Lack of supervision by bank
»gr. draft report manager
N ] 17 74.14 1 ? Asst. Delayed posting of Customer complaint Improved monitoring of con-
br. credits trol procedures needed
mgr.
Y ¥ 15 12.53 3 84 Bmployee Palsification of records Return of check for non- None
sufficient funds
N N 14 20.0 1 ? Asst. Forgery State examination Lack of separation of duties
V.P.
N N 7 100.0 1 ? Cashier Fictitious note Admitted crime to bank Lack of good audit program;
officers cashier in financial Aiffi-
culties
N N 12 35.0 1 1.5 y v.P. Pictitious loans Detection by employee None
N N S 10.41 1 16 4 V.P. Cashier check fraud Approached by president Lack of dual control over
and confessed cashier checks
N N 1] 12.5 1 ? Special Theft of cashier checks Discovered by FBI No dual control over unissued
service cashier checks
teller
Y N 11 21.4 2 ? Teller Mysterious disappearance Internal audit None
of cash
Y L 12 29.0 3 ? V.P. Embezzlement of cash Customer complaints Lax procedure for teller
machines
N N 3 84.0 1 an Exec. Overdrafts Discovered by president Insufficient supervision
V.P. while suspect on by board of directors
vacation
N N 12 17.16 1 ? Auditor Cashier checks issued Bankers became suspicious Unauthorized person allowed
to cover personal debts due to missing checks to sign official checks
N N 16 58.05 1 ? Loan Fictitious notes Review of records by vice None
officer president
N N 15 32.0 1 34 Branch Cash stclen from vault Note left by thief One man had full access to
mgr. cash
Y Y 13 25.0 3 ? Branch Conflict of interest; Accidental discovery of Better auditing needea
ogr. receipt of commissions conflict

for procuring loans
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size

Collusion Outside. no. ($1000)

N N 13
] N 9
Y Y 8
N N 9
L N 10
¥ Y 8
Y Y 8
N N 3
Y Y 7
Y 8
N N 12
N N 8
Y Y ?
Y Y 12

Detection

IRS inquiry while suspect
absent with illness

Rumors reached president

Customer complaint

Investigation of agency
going out of business

Informant told examiners

Confessed after being
fired for other unex-
plained differences

Special examination

Routine procedures

Review of ledger sheets

Anonymous tip-off

Highest
Loss Group Period ranking
size concealed insider Nature
16.5 1 ? Teller Lapping federal tax de-
posits of depositors
18.4 1 LI ) Asst. Pictitious notes
V.P.
35.24 2 4n Pres. Purchased bonds in excess Examination
of value; kickback
184.0 | ? Pre=. Forgery
78.55 1 ? Exec. Falsification of records;
V.P. financial link between
officer and outside agency
10.0 2 ile V.P. Misapplication; receipt Unknown
of commissions for pro-
curing loans
2472.05 2 ? V.P. Misapplication; kiting
921.0 1 ? V.P. Loan fraud
5151.785 2 ? Pres. Misapplication; trading Confessicn
U.S. securities for own
benefit
10.0 2 12 4 Pres. Unauthor ized cashiers
check for payment
to outsider
23.25 1 ? Clerk Improper computer input
and erroneous loans
10.0 1 ? Employee Misapplication; demand
deposit account snortage
52.9 3 ? Unknown  Fake collateral
104.0 2 ? Asst. Forgery

cashier

Customer complaint

None

Failure to review employee
accounts

Failure to supervise bond
transactions by board of
directors

Ineffective review of activ-
ities of bank officers

Better defined lines of auth-
ority required

None

One-man operation; financial
distress

One-man operstion

Cne man handled all secur-
ities transactions

None

None
None
Failure to verify

vollateral

None






ABA bank Highest

entries

irregularity to president

size Loss Group Perlod ranking
Colliusion Outsider £ 1 insi Nature Dete:tion Remarks
Y N 12 2200.0 3 Iy Pres. Back-d:ting notices of Regular examination None
the right to rescission
13 11.568 Book - Misapplication of service Audit by outside CPA firm None
keeper charges
12 17.21 Settle- Missing bond coupoas in Unk nown i one
ment registered mail shipment
clerk
14 1500.0 V.P. Loan fraud Discovery of concealed Loose loan procedures;
records collateral not checked for
authenticity
10 90.0 Head Forgery Suspect found in company One-man operation
book - of a known felon; inves-
keeper tigation begun
16 81.0 Asst. Issued and cashed reg- Examination None
head istered checks through
teller cash drawer
S 17 11.48 Money Disappearance of cash Discovered by manager None
room from money room of money room
employee
4 109.0 Pres. Loan fraud Regular examination Negligence in granting loan
14 250.0 v.P. Receipt of commissions Regular examination Proper procedures ignored
for procuring loans
8 23.15 Head Shortage in coin bags Customer complaint None
teller and lapping of deposits
10 100.0 Pres. President asked loan Loan officer reported None
officer to falsify incident to board
appraisal
? 50.0 Pres. Kite involving many Regular examination Suspect held above suspicion
banks due to his insider relation-
ships in each institution
12 24.25 Teller Cash removed and re- Internal audit None
placed by debit entries
14 17.24 Note Misappropriation through Normal audit None
teller false entries
15 1%0.3 Cashier Checking abuse; false Bookkeeper reported No internal audit of book-

keeping department




Dutsider

at

statement:s




Aepar tment
lepar tme

9

audit




size Loss 3IOu Period
Outsider no $1000) size oncealed

Nature Detectior Remarks

‘ ? ? 788.0 Branch Accepted poor quality ir Examination V.P. and senior loan officer
portedly ~overed up problems

oG stallment loans as cx

lateral for business and continued with same frac
loans tices
: il 0 Branct Loans made without Examinu.tion N ontrol ver fficers
31 proper ateral
Y N 8 '4.22 6 ® Pres Fraudulent entries Routine review of trans i on B president
actions auditor
g a
N N i 19.9 i Head Forged withdrawa ¥ ame t JE N egula hecking of dormant
teller * withdraw from dor interest and « ints
mant ace t thdrawa
Y Y 17 163 - 1y Bran redit given with t Internal audit 8 give t
ngr proper authorizatior eaded by
N N 13 23.43 Asst. Diverted funds int Rout ine nternal audit No periodic review of fun r
i deposit for - e
N V.F i de i » F Dy ispect
(8, )
N 1 € Teller Withheld cash depos Internal audit id A bEats, withiasa
small amo tE W a
tinuing basis
N N 19 1 m aCC t sapp-ared Depositer ame in to see Deposit t peak
V.§ fiverted t R Vat wt interest was not Engli » took mone
branct 18€ being aid ad no a
ount number as jned t
him
o N N 20 18.0 m 3erv e Processed false AN S Depositer received loar Poor terna ~ont
rep. against time certifi verification form as part
cates f ';,.;.‘.. iter f r itine audit and
f
AlL.e the ANK
N N 19 12.2 im Telle Made it a ashlier rterna 3 t None
heck ¢t ——_—r.
o N N B 43.64 Asst L8t money or tome Internal audit west, but pox jgmen t
bank foreign ex ange account
£ficer bv mistake wit
false entries
N N 8 ). 8 Branct Embezzlement thr gk )8 tomer mplaint f N
ng manif at r f de wed y terna A L
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ABA bank

size

:ollusion tsider no.
N L} 17
N N 17
N | 15
N N 20
N N 12
N N 19
N N 19
Y Y 19
N N 13
b 4 N 19
Y N 19

Highest
Loss Group Period ranking
1000) size ¢ led  insider Nature Detection Remarks
12.52 1 14 Teller All cash missing from box Unknown None
of teller who did not
report to work
11.29 1 7 Branch Forged withdrawals from Customer complaint No verification of all
ngr. customer account savings accounts
16.64 1 ? Pres. Misapplication of mort- Bank ordered special None
gage payments to personal audit of mortgage firm
account by president
of mortgage company (out-
sider)
19.2% 1 l14d Teller Suspect left for lunch Cash missing None
with cash and did not
return
11.8 1 ? Head Cash shortage Unknown None
teller
81.0 1 ] Asst, Granted unauthorized Annual intern: . audit None
V.P. loans to relatives;
indirect benefits to
suspect
10.37 1 ? Branch Four fictitious loans woans verified after Loans repaid by third party
mgr. arrest for nonbank possibly in collusion with
related theft suspect
95.3 4 M4n Branch Conspiracy to make Insider contessed None
mgr. loans for the benefit
nf other than the named
borrower
124.75% 1 Zm Branch False entries to show Internal investigation None
mgr. loan payments from a of bad account revealed
firm in which the man- forgeries
ager had an interest;
forgery
0.95 8 2y Pres. Bank funds used to pay Internal scrutiny of un- One-man operation by chair-
per*onal letter of credit wusual activity in acrount man of the board
? 8 2y Pres. Use of compensating Scrutiny of an account One-man operation by chair-

balances to obtain per-
sonal loans; use of bank
funds to pay interest on
personal debts

because of unusual
activity

of the board



L9

Coll

ABA bank
size

19

19

12

13

Loss
00

12000.0

84.0

10.0

14.49

21.92

25.0

23.9

220.0

500.0

Group Period

size

ealed

Highest
ranking
insider

Nature

Detection

Remarks

2y

Pres.

Pres.

Teller
super.

Teller

Pres.

Exec.
officer

Chair~
man of

board

Loans made in excess of

authorized lending limits

by various officers

Utilization of loan pro~
ceeds by president

Misapplication of in-
active customer savings
account funds

Outsider fraudulently
instructed a teller to
transfer funds to him-
self from another cus-
tomer account

Securities sold to bank
in excess of going rate

Forged endorsements on
cashier checks made out
to customers; based on
fraudulent notes

Sale of nonbooked loan
and concealment of

from board of directors
and regulating agencies

Took money in excess of
amount authorized and
falsified bookkeeping
entries

Deposited rubber checks
from another bank and
received immediate
credit

Switched loans from one
name to another; falsi-
fied collateral reports;
intercepted overdraft
report

Routine analysis of the
branch loan portfolio

Investigation instituted
after disclosures by
comptroller

Routine check of em-
ployee's accounts during
regular vacation

Wire transfer did not

clear the bank inter-
office system

Examination

Custcmer complaint

Examination

Unknown

Checks were returned

Unk nown

Senior management accepted
end condoned this practice

Faulty lending policies

No test code was required for
money wire transfers

Lack of investment policy and
board participation in pur-
chase of securities

Failure to control computer
work prior to opening hour,
allowing suspect to remove
late notices from computer.
Tellers cashing checks for
other than endorsors, taking
the word of bank officers

Weak internal controls; no
independent audit

No internal auditor; one-man
operation; board of directors
was a rubber stamp

Deficiency: paying checks on
uncollected funds; liguidated
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ABA bank
eize

Collusion Outsider no. ($1000) size concealed Insider

18

11

io

10

13

Natore

_Detecticn

Remarks

Highest
Loss Group Period ranking
13.3 i ? Sr.
V.P.
572.9 3 ? Cash
vault
super-
visor
603.0 3 Em Chief
exec.
officer
40C.0 1 ? V.P.
128 .4 2 iy Asst.
cashier
5-10.0 1 ? Exec
V.P.
“.aa 2 ? ?
135.0 4 2y Chair-
man of
the
board
150.0 2 3y Pres.
350.0 2 ? Chief
exec.
officer
88.25 1 ? Pres.

Esbezzled funds; falsi-
fied records

Embezzled cash froa
soney shipments re-
ceived by vault teller;
defalcation concealed
by holding out other
deposits until sub~
sequent days

Submitted false finan-
cial statesents to
obtain loan

Fictitious entries

Missing cashier checks,
not purchased but books
in balance

Kiting

Check fraud

Loan guarantee granted
under false pretenses

Receipt of comaissions
for processing loane;
sisapplication

Falsified loan informa-
tion

President made unauth-
orized loan to oil
company in which he had
an interest

Audit of loans sade after
suspect's suicide

Extravagant life style
and effort to prepay
lease for a girlfriend
caused suspicion and
investigation

Review of affairs by
outside auditors

State exasination

Examsination

State examination

Review of nonsufficient
funds checks which were
paid into overdraft
status. The volume and
nature of checks prompted
a review

Examination

Unk nown

Review of loan file
and verification of
collateral loans

Informed bY minority
shareholder

Bank practice to audit an
officer's loans if he resigns
or leaves abruptly

No sandatory vacation policy

Inadequate supervision by
board of directors

Pailure to verify all en-
tries relating to the cor-
respondent bank t

No vacation * ilcy

None

Paying checks on uncollected
balances

One-man control

Lax servicing of loans

Small bank run by one san



L

11

16

16

12

15

10.0

1100.0

14.3

63.0

100.0

12.5

14

insider

__Nature

Detection

Exec.
V.P.

Pres.

Stock~

Super-
visor

Branch
officer

Branch
mgr.

Invest-
ment
dir.

Pres.

Pres.

Exec.

V.P.

Pres.

Illegal transfer of
loan proceeds

Use of uncollected
funds; kiting

Cash missing fram night
depository bag

Activated dormant credit
card numbers to convert
funds to personal ac-
count

Shipment of currency
fund short

Converted funds from

loan payments to pri-
vate use

Purchased securities at
inflated prices; kick-
backs

Letter of credit issued
without board or loan
committee approval

Intent to deceive board
of directors by issuing
five unsecured notes

Mysterious disappearance
of savings ledgers and
abstraction of an equiv-
alent amount of cash
through collusion

$10,000 commission de-
manded for recommending
loan approval

Review of debit and
credit activity of er-
rant account

Regular examination
Teller noticed cash box
missing

Internal audit

Count of money

Internal audit

Int» nal audit of class-
ified securities

Pocuments relating to
incident were found in
suspect's desk while on
vacation

Examination

Customers presented pass-
books for which bank had
no records

Loan applicant reported
to FDIC

No follow-up on kite suspects
Stock boy had access to area
where cash boxes kept

Inadequate controls on dor-
mant accounts

None

Regular audits to be con-
ducted

None

No control over the issuance
of letters of credit

Loose loan procedures f-
amounts less than $5000

Surprise counts of teller
cash and more frequent
audits required

None



COME"'TER-RELATED CRIME CASE CHARACTERISTICS, 1958-78

ABBREVIATIONS AND DEFINITIONS

?: Indicates that only sketchy background information was available.

ID: year of crime and sequence number

Loss: in dollars

Type of organization:

Finance: banking, insurance, securities

Govt: federal, foreign, state, local government

Medical

Educational

Sales/mfc: chemical/pharmaceutical, petroleum, manufacturing

Comm/publ: communications, pubiications

Trans/util: transportation, utilities

Comp serv: service bureau, consulting, credit bureau

Prof ory: professional organizations, labor unions, fraternal and
political organizations

Ind: individuals

Conspiracy: Y = yes; N = no

No. of perp: number of perpetrators involved in the conspiracy

In/out: I = insider; O = outside; I/0 = both
A question mark indicates uncertainty. For .xample, if there was a
conspiracy, and one perpetrator was known to be an insider, but the status
of the other was »t known, 1/? was used.

Position (of perpetrator): The title of the highest ranking insider is listed.
If the exact position was unknown, employee was used. If the incident
involved outsiders only, outsider was used unless his position in outside
employment was known.

Description: A brief explanation of the nature of the crime, method of dis-
covery, motive, and personal information, if known.

Trap door: A specifically designed clandestine program inserted into the
original software or inserted later by a system penetrator. The program
cuts off a legitimate user of a time sharing system and transfers his

72



access and data to the perpetrator. Upon falling through the trap door the

legitimate user is usually ied to believe the system has malfunctioned.

Trojan horse: As with the trap door, a trojan horse is a specifically designed
clandestinely inserted proyram. The program is written such that a user
with certain specified characteristics will trigger a sequence of events
(unbeknownst to the legitimate user) which allows the perpetrator complete
control over the system.

The following abbreviations are used:

ATM: Automatic teller machine

EDP: Electronic data processing

DP: Data processing

A: age(s) of perpetrator(s), if known

73



Camputer nlf_tod crimes: a catalog of case characteristics, 1958-78

Type of
D Ioss () Organization Conspiracy WNo. of Perp. In/out Position __Description
581 20 Sales/mfc N 1 I Emp loyee Overran sick leave; raised computer punch card check;

employed 20 years

591 277,607 Finance E 1 1 v.P. Fictitious entries for cash receipts; punched cards
on weekends, 1951-59; employed 10 years; $18,000
annual salary; motive: gambling money

621 ? Prof org N 1 1 Emp loyee Erased tape by running magnet over reeled tape through
flange openings

622 ? Finance N 1 1 Employee Destroyed tapes of all dividend accounts with sharp
instrument

631 2,000,000 ? N 1 I Comp Overworked operator took unentered billings home and

operator destroyed them

632 81,120 Finance N 1 I ELP mgr. Added phony names to punched cards for check produc-
tion; cashed checks; employed 16 years; $16,000
plu> bonuses annual salary

~ 641 ? Educ ? ? ? ? Trojan horse program kept appearing; when used, cut
- user off
642 2,500,000 Sales/mfc N 1 b4 Programmer Attempted to sell programs he worked with to Texaco
for $5 million
643 ? ? Y 2 1 Bmployee Sold employee address list
644 ? Finance ? ? ? ? Opened account; put own depnsit slips on counter; got

others' deposits

645 ? Finance N 1 0 Deposi ter Depositor replaced blank deposit slips with his own
micro-coded forms

651 ? ? N 1 1 Erpl vee Program run each month to add one cent to each item
(saies and ~ost of sales) until columns balanced;
justification was, "You should hear those accountants
scream if these don't balance.”

£52 ? Trans/util n 1 T DP mgr Credited employee tax withholdings to own payroll ac-
count by using a punch card and staying witrin control
total ranges; caught when company changed to 1401
system which changed controls

653 1,000 Bduc N 1 I Super~ Did not remove employees who Lad quit from payroll
visor lists; continued to send in time reports; caught when
his employer questioned his W-2 furm

654 ? Sales/mfc ¥ ? I Xeypunch Keypunch operators destroyed charge slips for own
operator purchases







9L

Type of

Loss ($) Organization __ Conspiracy No. of Perp.
685 2,750,000 Govt b 4 30
686 ? Trans/util Y 3
687 ? Sales/mfc N 1
688 ? Bduc Y 2
689 ? Bduc Y 2
651 ? Educ ? ?
692 ? Educ Y ?
693 ? Trans/util N 1
694 ? Ind N  §
695 ? Comp serv ? ?
636 100 Sales/mfc N 1
697 ? ? N 1
698 4,000 Govt Y 2

In/out Position

Description

1

10

7

Employee

Claims
clerk

DP conm
sul tant
Student

Student

Student
Terminal
oper ator

Progr ammer

Progr ammer

Progr ammer

Bmployee

Operator

Using computer, generated time sheet with fake names
and addresses; turned them in so that computer
printed vouth corps paychecks; $2,750,000 over nine
months; “iscovered checks in car

Railroad claims clerk processed duplicate photocopied
claims; undetected until input error caused a dupli-
cate claim to be placed in surplus file where
duplication was noticed

Changed holes in punched card to credit his oil
company account

Reprogrammed student records tapes to provide them-
selves higher grades

Found passwords in tiash; ran up program charges;
compr ised all passwords

IBM 360/40 central processor damaged by wire cutting
and acid

Students took control of computer center to force
demands on administration

Broke CRT te:minal; wrecked luggage control system

Frogrammed computer to weed out blacks fram employee
selection process

Two time-sharing firms wore supposed to share tech-
nology, cut when they did not to the extent agreed
upon, they decided to penetrate each other's system
to check on data; penetration started with discovery
of priveleged commands by trial and error; error
messages helped inform user that a command was
lugitimate but did not have high enough privilege
status to use it

Altered program to print fictitious credit notes for
cigarette coupons for self; collected credit notes
and exchanged for goods; motive: to demonstrate
company weakness; discovered by ocutside information;
A:38.

Camputer accessed proprietary salary infc on
executives disseminated; no financial gain

Payroll checks produced by computer for fictiticus
employee
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Type of

Description

Bank clerk withheld checks deposited and forwarded
for processing; gave checks to accomplice, who
duplicated signatures and machine encoding; made out
forged checks in same amount payable to account of
accomplice and inserted in next day's processing so
control total would balance. As checks cleared,

Transferred money fram infrequently used accounts to

Used computer-generated terminated state welfare
numbers, changed names to issue checks; discovered
through questioning of payees and former payees

Entered checks as cash deposits, then drew on checks

Through data prepared for a computer, transferred
unclaimed tax credits from one taxpayer's account to
another. Each time a credit was recorded,
transferred it to another account until it ended up
in a relative's account; detected when real claimant
of tax credits turned up for his money

Night-shift supervisor of DP Input/Output Control
function withdrew from savings account and destroyed
withdrawal slips before keypunching; caught when
missing withdrawals equaled deposits in his checking

Sold fuel, reduced inventory records without billing,

Executive who was both a director on the board and a
sales manager, made credits to ficititiocus companies
with simulitaneous debits for same amounts; put into
computer payment authorizations for goods which he
pretended had been supplied by fake ~ompanies;
collected processed checks; A: 33

Electronically transferred funds to account under

Rate changes made on postal bank payment card

During a two year computer change over, V.P. and
other entered credits in new computer system that
were not in old one; caught erasing

) Loss (3) Organization _ Conspiracy WNo. of Perp. Infout Position
7013 30,000 Finance Y 2 /7 Bank clerk
accomplice withdrew funds
7014 128,000 Finance Y S 1/0 V.P. comp
system new accounts
7015 50, 000 Govt Y 11 1/0 Bmployee
7016 900,00C Finance b 4 5 1/0 Bank V.P.
not covered
7617 1,500 Govt N 1 I Adjustment
clerk
7918 1,600 Finance N 1 1 DP super-
visor
account
7019 ? Govt Y 2 1/? op
operator made dummy vendor invoices.
7020 200,000 ? N 1 1 Execut ive
7021 29,000 Finance N 1 1 Programmer
alias
7022 ? Govt ? ? ? ?
7023 6,800,000 Finance Y 2 1/0 V.P.
7024 ? Comp serv N 1 ? ?

Seized a long line leased to TS service; used account
numbers and passwords of TS employees to gain access
and extract private data



Type of
Jrganizatior

dent used

omp serv
i Ledged ‘Cess

Attempted t










-} Loss (§) 1 iz - Of
7143 720 ? N 1
Ti44 ? Sales/mfc Y ?

T2 500,000 Prof/org L] 1
722 ? Sales/mfc N 1
723 8,000 Educ 4 2
724 10,000,600 Finance N 1
725 50,000 ? L 1
726 ? ? N 1
27 ? ? ? ?
728 ? Bduc N 1
7% 569,500 Finance ? ?
7210 ? Medical N 1
7211 ? ? N 1
7212 ? ? N 1
7213 ? Trans/util ? ?

out

/7

Position

Description

clerk

Employee

operator

operator

Tape
librarian

Exployee

Student

Student

operator

Former
employee

Committed fraud using computer because it was a
horrible impersonal machine”; falsified computer
accounts

Employees studied internal computer sSystem;
information to be used for private gain

Inserted metal cbject to cause short circuit in disk
file drive 56 times in two years; $500,000 spent on
racking down problem; closed circuit TV system was
installed to monitor activity and catch perpetrator;
motive: overpowering urge to shut down computer

Messenger carried computer tapes between two
companies; erased data using magnet

Malicious mischief case of crashing ‘e system;
through unauthorized inquiries into the system,
obtained safeguarded systems info which allowed crash
program to be developed and stop operation of systes

Tape librarian to be fired replaced all tapes in
vault with blank tapes

Shut down computer three times in week to emba~ass
supervisor; investigation of breakdown led to
culprit's identity; motive: disliked new boss

Student destroyed course files, left messages uniil
caught

Acid dumped on longline phone wires into computer
caus.ng downtimes, etc

Student allegedly had inserted trap door into system
Damage to memory sStacks by pointed inst:ument
Unauthorized order entered for patient of doctor
opposed to computer syster; breech of security made
possible by an innocent physician who failed to press
sign-off key

Computer operator sabotaged computer system; detected
by closed circuit T.V.

Destroyed sinor amount of documentation and data
identification

Gained access to control room, shut off power to
airport computer center
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Type of

Description

Data vulnerable to imhouse access. Personnel

Pormer employee stole a program and sold it;
discovered when perpetrator returned to campany to
ask for an updated copy of the program

Phony professor visited and raided U.S. computer
centers; obtained info and programs; started a
software mail-ordvr house; discovered when one
company found that he was selling copies of their top

Extra hole punched ir phone bill to ge* 1000 kr

Punched extra hole in phone bill to get 1000 kr

A magnetic ink character recognition (micr) imprinter
was used to imprint correct micr code on 14 phony
checks; in manual handling, clerk noticed different

Put own address on pay records for former employees
for four months; received checks; discovered when
camputer rejected misspelled name of a former employee

Accounts receivable insurance checks diverted and
marked uncollectable; administrator and manager
depos’ ted payments fram i{nsurance company in dummy

Keypunch error set property tax rate base $7,000,950
too high, revenue lost; discovered when an erroneous

When reader failed to read a check, the center
punched a substitute document and got into system
through a card entry run to keep system running
smoothly, a custamer had issued a payroll check from
his payroll account; sameone photoc~pied it. put in
different namos and cashed checks, which we.. “*nt to
bank; since micr strip did not photocopy, camputex
rejected it and put substitute in; detected when
custamer became curious about checks charged to him

Loss () Organization Conspiracy No. of Perp. In/out Position
? ? N 1 1 Employee
salaries were printed out
2,485 ? N 1 I Ex-
employee
seeel EBduc N b o Outsider
secret camputer programs
215 Comm/ publ N 1 ? ?
benefit
215 Comm/publ N 1 ? ?
benefit
3,500 Trans/util ? ? ? ?
color of phony checks
40,000 Govt N 1 1 Employee
61,600 Medical Y 2 1 A .n
accounts
290,000 Govt N 1 1 Keypunch
oper ator
tax bill was received
? Finance N 1 0o Outsider
? ? N 1 1 Controller

Contioller embezzled by setting up dummy vendor in
accounts payable; uncovered in process of
camputerization of manual systev=



S8

Type of

e senstos Loss ($)
723 8,300 FPinance
7238 ? Govt
7239 1,150,000 Finance
7240 2,500 Finance
7241 1,000,000 Govt
7242 600,000 Finance
7243 ? Sales/mfc
7244 28,000 Govt
7245 28,800 Trans/util
7246 164,000 ?
7247 2,800 Govt
7248 840 Educ

Descriytion

Defaced micr codes on own checks after crediting

Welfare employee input extra cards to produce

Assistant office manager sold firm's stock holdings;
kept receipts; erased computer tapes; suspicions
aroused with the appearance of inconsistencies in

Withheld items fram data bank he prepared for
submission to data processing; made false entries to

False medical prescription claims for deceased
persons processed; discovered when sameone wondered
why claims were being filed for two dead people

Used bank codes to send telex or cable to get money
from Korean bank; bank executive gave out secret code
to gangsters but was never brought to trial; rumors

Drug company EDP employees asked pay raise or would
mishandle invoices; employees got raise were later

In course of legal work, consultant took care of keys
to various offices and had access tu systems, forms,
info, etc.; filled out and cashed phony grant IOUs

Entered cards for phony damage claims against ships;
sent sums to dummy acounts; discovered by chance when

Falsified invoice info and then transferred funds

Employees sold 250 hours computer time to loan
industry without detection for two months; industry
was unaware of illegality of actions

Director of computer center at a college obtained
outside DP job and ran programs associated with it on
coilege's sigma 5 without paying school

Infout  Position
1/0 Secretary
payee, destroyed checks
X Employee
unauthorized grants
1 Mgr
firm's records
1 Employer
reconcile
[+ Pharmacist
o Gangster
that he was with CIA
1 Operator
replaced
1 Consultant
from data in computer file
1 Bmployee
coded a shipping rate incorrect
I Accounts
receivable into his own account
clerk
I DP mgr
1 Camputer
center
director
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Type of

Conspiracy

No. of Perp. In/out

Loss () Organization

7249 ? Comp serv
7250 ? usduc

7251 100,000 Govt

7252 ? Educ

7255 ? ?
7254 ? Comp serv
7255 70 ?
7256 ? ?
7257 ? Govt

731 ? Educ

732 ? Sales/mfc

1

Position

__ Description

o

1/0

1/0

Student

Student

Employee

Student

Operator

Salesmar

Student

Outsider

Politiclan

Stucent

BEmployee

Higa school student found password in waste basket,
used time and got data; discovered when a computer
operator noticed a requested file that was unusual
for the particular account number; further monitoring
revealed a practice of calling and reading (fishing
expeditions); Purpose: to play gases

Students replaced business outpu: data with anti-
government slogans

Defrauded telephone system; rewired an exchange for
own use; modified equipment to allow free access to
outgoing trunk lines; discovered by post office
investigation division; perpetrators were mostly P.O.
employees in their 20s with university degress; 5
year scheme

By assigning console to reader, student took uver the
rest of the system from remote job entry

Operator performed computer services for others while
working

Sold free computer time cheap to customer for
kickback: uncovered by a financial executive
analyzing computer use

Students from nearby university misused control
conscle and got in main CPU for loss to company,
stole time by getting their remote terminal
identified as the cwntrol console of the TS service

Unknown person used _ssword to get on Univac 1108;

rlayed games; computer center later changed password
procedurc, adopting a voice validation procedure

Requisitioned mailing list printout for use in
political re-election campaign

Semi-privileged user put a tiojan horse program in
library for file maintenance waited until operator
executed program in privileged mode, got into soft
catalog and found top executive; altered top
executive to start another priviledged job; erased
trail; discoveved by system programmers when a crash
occurred

Bmployees returned from strike and sabotaged on-line
inveitory and order system



Type of

1D Loss ($) ion ir No. of Perp. In/out Position Description
723 » Sales/mfc N 1 I Employee Disgruntled employee threw disk packs from 5th floor
window; data lost
734 3,000 4 N 1 0 Software Software program designed to fail at certain times
vendor and need revis.ons; problem revealed after extensive

manufacturer tests and threats of legal action to be
taken against supplier

735 ? Educ Y 3 I Student Students found their account had gained privileged
status tc run restricted programs; bug was fixed
after several pranks were played

736 ? Bduc N 1 ? ? Someone entered a projram which copied itself and
filled space

37 500 ? N 1 b4 Employee Interconnect cables cut

738 ? Sales/mfc N 1 I Programmer Out of revenge, write routine into sophisticated

program and screwed up program for months

739 70,000 Govt Y 2 [¢] Outsider Br 'be offered for theft of driver address tape

ussally sold by bureau; operator did not take bribe
but contacted officials, who notified police

L8

7310 1,000,000 Ind Y o Thieves Burglary suspects had output listing of affluent
supermarket owners; unknown how they got list or who
compiled it; A:26,29,37,63

7311 ? Govt ? . ? ? Hidden transmitters in CPU at a security agency,
capable of transmitting to outside truck with
electronic receiving equipment

7312 ? Comm/publ N 1 1 Operator Deciphered telephone company codes and gave
management unlisted phone numbers from protected
files to show how poor data security was

7313 ? Educ b § 2 - Operator Student employee took files, cards, tapes; used
computer without authorization:; had operator
accomplice

7314 8,000 Educ Y ? 0 Thieves Thieves cut wires and removed 3 computer

communications adapter in on-line system

7315 70,000 Comp serv Y 1 [¢] Operator Girlfriend switched programs on innocent boyfriend
computer operator when he was not looking and tried
to sell to service bureau customer; A:19

7316 ? Govt | ? 1/0 Employee Government forms stolen; falsified requisition forms
processed by computer and submitted; shipments made
and diverted before arriving at delivery place over a
several year span




_— .
1817

7318

315

72320

7321

7322

7323

7324

7325

7326

3

7328

7329

Loss ($) Organization ___ Cons' .cacy WNo. of Perp. Infout

100,000

5,000

24,500

1,500,000

200,000,000

4,000

33,000

300,000

Sales/mfc

Prof/ocrg

Govt

Sales/mfc

Govt

Finance

Finance

Finance

Finance

Sales/mfc

Description

Micro file of plans of PGI controller and IBM and GE
Broke in and took 22 reels of custamer and marketing
data; held for ransom; ransom paid

FPalse physical counts of inventory entered into
computer reccrds; internal security firm was called
in to investigate shortage; one department head was
responsible for test counting inventory items,

feeding data into oomputer, and running spot counts
during day; failed to record counts for later

Sale of computer program to general partner firm
without disclosing; violation uncovered in routine

Sold list of discharaed seivicemen to insurance men

Took fee for sale of 'wunty camputer program to
+ program was from a
computerized prope: ppraisal system; A:55

Code for nuclear reaction sisulation transmitted to

Manipulated hundreds of accounts through teller

Bquity funding created 64,000 fake policies and sold

Programmed transfer of $100 fram 41 sequential
accounts to wife's account; officials became
suspicious when patrons complained about unauthorized

Made checks to former shareholders but sent to a

With help of camputer, issued forged corporation

Position
? ? ?
disk drives missing
1 Ex-comp
oper ator
1 I Manager
processing into camputer
? I Company
SBC audit
3 1/0 DP mgr
for possible clients
1 1 County
assessor other government ar
1 ? ? Stole computer circuit diagram
? ? ?
USSR via Sweden
1 3 Teller
terminal; caught by “ookie bet
22 10 Campany
them to reinsurers
2 1/0 Programmer
withdrawals from their accounts
2 1/0 Clerk
friend; erased records
1 1 Operations
ngr

drafts and cashed; programmed computer to advise
master computer that so much money should be credited
to a particular account; caught when perpetrator went
on vacation before one forged check had returned and
was seen defore perpetrator could destroy original
A:d6






Type of

Description

Bank branch manager juggled accounts using computer

Outside person went to Con Ed customers and entered
into agreement with with thom in which, instead of
paying monthly bills to Con Ed, customers gave
representative half the face amount of the pill in
cash each month; insider, by forging punch cards,
affected credit on those acounts so it would appear

Tapped wires, broke code, and diverted interbank

Tampered with punched card to lcwer record debt to

Updated automobile registration with false information
Theft of accourt password and use of computer services

Student was given an account number and limited
camputer time; wrote a bandit program that
masqueraded as the computer system to get others'
secret account numbers; program would simulate 2
system malfunction and would sign off; victim would
think he had been subjected to a system crash and
would start over; his account number would be known
Ly perpetrator, and his account would be rapidly

Student was given a demonstration user name when in a
schiool computer program; later installed hame
terminal; called in by phone to activate school
camputer with proper codes; extracted info to play

Third party sold computer services which were
Analyst sold computer time at low rate when supposed
to be testing; uncovered by accident when president
asked manager how he could sell time so cheaply;
manager knew noth.ng about it and investigated
Damage to memory stalks by pointed instrument

Students disrupted computer services by crashing
system; methods of crashing unknown

Loss (§) _Organization _ Conspiracy WNo. of Perp. Infout  Position
7341 ‘6,000 FPinance N 1 I Branch
mgr input
7342 25,000 Trans/util Y 2 1/0 Customer
rep
the bill had been paid
7343 800,000 Pinance Y ? v] Thieves
transfer to Bahaman
7384 5,800 ? N 1 1 Employee
employer
7345 ? Govt N 1 ? ?
7346 ? Bduc N 1 ? ?
7347 ? Bdv: N 1 1 Student
depleted
7348 1,850 Comp serv N 1 I Student
7345 2,000 ? Y 3 o Outsider
unauthorized
7350 500 ? N 1 1 Comp
analyst
741 ? ? ? 4 ? ?
742 ? Educ - 3 I Student
743 2,000,000 Comy secv Y - 1/0 President

Gasoline poured on equipment and ignited, destroying
IBM 360/40






Z6

Type of

Description

Salesman, helped by computer operator, changed input
data to make che uncalified gualified; sold
insurance to unqualified for kickback

Received stolen cars fram other countries; made new
records using government computer; caught when no

When a driver came in with a collection slip for
inventory pick-up, computer clerk would give him a
document to return before exiting. System was
breached when clerk entered a driver's false
collection slip in the computer, thereby allowing

Secretary saw executive call up on display and read
safeguarded information stored in firm's computer;

suspected of using inside info to guide speculations
in comodity markets and causing financial injury to
employer; since it was secretary's word against his,

Monthly pay increase entered in eriror as hourly
increase; discovered when an accountant noticed
perpetrator was doing exceptionally well for a
janitor, bettter than the boss; investigation began;

Collusion in an order entry system; fraudulent
clothing orders and nonshipments of clothing

Unwarranted refund computed and sent to customer
repeatcaly; due to error computer was not programmed
to clear an account when a refund was made; customer
finally cashed refund check and sent in a personal
check; next month he received a check for double the
amount of the refund; this continued until the amount
became so large that the insurance company finally

Kidnap ranson was deposited on-line and withdrawn by

1D _Loss ($) Organization Conspiracy No. of Perp. In/out Position
7416 ? Pinance N 2 1/0 Comp
operator
7417 ? Govt N 1 o Ex-convict
paper for cars were found
7418 85,000 Trans/util Y B 1/0 Computer
clerk
release of driver
7419 ? ? N 1 I Executive
no action was taken
7420 8,578 ? N 1 1 Janitor
worker refused to repay; A:36
7421 125,000 Sales/mfc Y ? I Employee
products; caught by auditors
7422 ? Ind N 1 I Programmer
noticed the error
7423 ? Finance N 1 o Kidnapper
cashcard
7424 22,000 Finance N 1 I Supervisor

Put false vouchers through collection company
computer, which then issued perpetrator’'s false
insurance refund checks; discovered by a clerk who
noticed a very large refund check being mailed






v6

Loss (§)

7435

7436

7437

7438

7439

7440

7442

7443

7444

160,000

2,569

73,525

600,000

1,0006.000

Finance

Comp serv

Sales/mfc

Finance

1/0

1/0

1/0

ition

_Description

Computer
liaison
officer

Keypunch

operator

Employee

Terminal
operator

Exployee

Engineer

EBmployee

Employee

Computer liaison officer entered bogus t.ansactions
into record bank and sanipulated accounts through
innocent computer staff; drew checks for amounts less
than ceiling requiring authorizatioy, v-.vg facsimile
signature of ranking machine. At enu of mnth, he
reconciled computer-generated accounts

Hired to keypunch and verify; punched own account n. %~
ber into five others' deposits; when attempted to
withdraw money, teller called security personnel, who
called FBI

Payroil office employees altered files and fed phony
data into computer for unearned cvertime and vacation
pay; method of capture not disclosed for fear of
tipping off potential imitators

Caseworker completed forms authorizing transactions
for emergency assistance; transactions were fed into
terminal and 173 unauthorized checks were printed and
mailed to phony recipients in six months; discovered
by auditor when a new guality control system was
implemented

Official at agency changed input data to give wife
unampioyment benefits; discovered when checks were
produced at wrong pay cycle

Set up fictitious companies and used them to obtain
loans and to pump false info into data banks; 1970-74

Phony credit school specializing in credit procedures
planted gang members in businesses: fed false info
into data banks to which employers subscribed; using
and selling credit, ring's operations drained up to
$1 million from banks and finance companies; caught
wten an undercover agent arranged for the purchase of
credit credentials

Deducted $0.02 extra weekly from each employee's
withholding tax and credited self; caught when an
employee noticed that deductions d4id not add uwp

Account short by ATM activities, card stolen; PIN in
misaddress file; by blocking the account one of the
AT™s captured the card |

Attempted to cash spurious check but failed when
insider 4id not alter controls as planned















66

Type of

Loss () i
7530 15,062 Finance
7531 910 Finance
7532 1,800 Finance
7533 200,000 Finance
7534 4,000 Finance
7535 21,000 Finance
7536 7,257 Finance

No, of Perp.

™

In/out

Position

Descripticn

1/0

1/0

Operator

Progr ammer

Systems

officer

DP staff

Control
clerk

Altered DP system to credit totals of customer
service charges to his own account instead of income
account; no auditing procedure for checking service
uccount or incame account; unknown caller phoned bank
about theft; auditors traced back deposit slips to
find offset

Perpetrator's job was to resubmit mutilated checks by
placing them in an envelope encoded with the account
number of the check; she had two checking accounts
and would write a check on one and deposit it in the
other; then mutilate the check so computer would
reject it and return it to be placed in an envelope;
she would then resubmit it with regular checks. By
causing her checks to be rojected several times, she
was able to keep her checks from clearing

Cashed checks on own account; entered delete card in
camputer to remove check before it was charged to
account. Discovered by observant teller

Fixed DP system to debit general ledger account and
credit accamplice's accounts at other branches;
discovered during routine audit when an unsupported
debit was found in the general ledger; eight deposit
slips totaling the same amount were found; $14,000-
§17,999 annual salary; motive: gambling debts

Entered dummy deposit into own savings account through
a testing terminal; fixed computer to divert with-
drawals against savings to another account; made
withdrawals and deposited into checking; next morning
returned computer program to original state; $14,000-
$17,999 annual salary; motive: living beyond means

Designed way to inflate an account by s computer
entry; opened a chec»ing account at bank under
different name and wrote checks against account;
during routine audit, bank found checking account and
deposits made into it by means of a computer entry
without documentatior

Deposited checks into own accuunt from another ac-
count crossed out ABA numbers sc camputer would
reject checks; when checks returned for balancing,
substituted stolen checks for own check; first
account was then never debited yet other account was
credited for amount of deposit; discovered in normal
audit of examining proof differences




001

Type of

e - Loss (3)

537 27,967 Finance
7538 65,000 Finance
7539 ? Finance
7540 90,000 Finance
7541 1,000 Finance
7542 75,000 Govt

7543 ? Finance
7544 ? Comp serv
7545 ? Comp serv

ion

of

1n/out

Position

Description

1/0

1/0

Accounts
receivable
clerk

v.P.

supervisor

operator

Teller

Keypunch

operator

Outsider

Clerk

Terminal
operator

Clevck made up new punch cards and sent to
printer; created and used tigus checks in
those of customer with same name; caught whea forged
authorization would not verify

Channeled funds from various interral and customer
accounts .rto own account; routine sudit found
unexplained credits in personal checking account;
concealed for six years; A:40; employed 14 years

Introduced a minus at beginning of tr il balance to
conceal withdrawals without putting books out of
balance; minuses did not appear on printouts; rallow
employee noticed suspicious actions which led to
discovery

Took account balance card to keypunch and raised
balance; wher statements came out, changed balance of
«tatements by changing card; unaware that a computer
printed out all numbered passbook transactions;
caught when routine audit found nothing corresponding
with a $1000 deposit to account

Made fraudulent deposit to own account from another
account; entered transactions into machine; then got
key from lax supervisor to remove total from machine
but not computer; tore off tape and threw away
brought in passbook next day to update

Produced 86 false payroll vouchers payable through
Swedish postal system; wrote false punch tape,
disengaged computer memory, sent listings of vouchers
to be expected to post office; post office needed
more than four months to uncover; A:25

Con men made off with proceeds of numerous loans on
pasis of bogus TRW reports; only checking JIomne by
bank was by calling numbers given by applicants for
place of work; all numbers located in one fictitious
location

Six men paid a clerk to alter computerized credit
records of poor-risk clients by deleting bad info
and/or adding good; normal duty was to verify that
necessary changes in a given credit record were made;
tip-off to FBI came fram one who Lad been approached
and offered a clean credit slate for $600

Operator falsified data for gang, doctoring credit
reports for poor risks







01

7557

7558

7559

7560

7561

7562

7563

7564

33,123

99,304

9,600

24,000

1,600

15,000

Type of

Pinance N 1

Finance Y N
Govt Y 2
Sales/mfc Y 2

? N 1
Finance N X
Educ N 1
Govt N 1
Comp/serv N 1

__Organization Conspiracy No. of Perp. Injout Position

1

1/0

1/0

1/0

Description

Treasurer

Claim
supervisor

Operator

Supervisor

Employee

Employee

Student

Police
chief

Ex~-en-
gineer

Stole deposits by manipulating computer for two
months; output showed rebate to customer for
overpayment on a loan but it was not reflected in the
general ledger nor was customer issued a check.
Resulting discrepancy was used to cover stolen
deposits; suspect did not realize output copies went
to auditor; A:50

For eight years, inserted fabricated account in
memory banks of computer, directing union benefit
checks to be mailed to a relative; spot audit
unearthed account that had no file, but matte: was
dropped. A second audit again revealed account so
computer memory was dumped; it was found that all
checks were made to one person instead of a hospital
A:38,37,37,.39

Consultant bribed an operator to manipulate computet
so normal safeguards were overridden; issued 447
duplicate medical billingt doctors were apparently
unaware that they were being paid more than once ior
services performed; profit for consultant came when
e collected fees which were based on a percentage of
gtate payments to doctors

Supervisor inserted improper vendor code, diverting
checks to sister

Input own name in employer's computer as receiver of
payments

Made counterfeit postal account payment cards;
applied a false stamp for debiting in bookkeeping
department; sums from a fictitious sender and
fictitious account number were then credited to own

Computer time stolen by use of passwords found on
discarded cards; opeiators noticed stranger
submitting weekend runs; caught; confessed; repaid
stolen time

Police chief may have altered own driving record
through network terminal; discovered during routine
inspection of printouts which included changes made,
date and time

Firm rented computer time to customers connected
through a phone hookup:; perpetrator used others'
passwords, charged time to their accounts, produced
tapes for tool machine * discovered when customers
complained about high bills; A:42



€01

Type of
ID Loss ($) Organization Conspiracy =0, Of Perp. In/out Position

761

762

763

764

765

766

767

768

769

7610

7611

7612

7613

100,000

1,500

40,000,000

Bduc

Govt

Govt

Govt

Ind

Camp serv

1

12

17

I

1/0

Description

Programm. -

Elec-
tronics
specialist

Mgr

Supply
clerk

Progr ammer

Soviet
diplamat

Camp
oper ator

Camp wny

Company

Student

President

Clerk

Programmer pulled computer wires; disgruntled over
being laid off; A:34

Printout of safeguar 1 info on soundness of national
banks stolen; employe..) suspected because only a few
people had knowledge of info stored in a locked file
cabinet

Alleged conspiracy to compromise bank's on-line
system for TV news show; electronics specialist
charged CBS with asking him to break the accounting
system of a bank electronicaily

Manager of camputer center sold personal info to
outsiders not authorized to use it

Used terminal to locate items to steal; programmed
system to prepare fraudulent requisitioning
documents; obtained and sold items

Fired employee went to clean out desk and wrote
program that destroyed accounts receivable six months
later; campany published ads pleading with customers
to pay debts, but company went bankrupt

Diplamat tried to recruit employees of a camputer
manufacturing firm with access to Pentagon computers

Made own tape of tax assessment info and sold it;
director discovered unauthorized computer time and
called in investigators; A:33; employed five years

Illegally tapped camputer banks of credit bureaus;
telephoned credit bureaus, claiming a subscription to
their service; obtained codes; used info to harass
debtors

Fifty-six insurance companies employed informants to
gain access to FBI and IRS computerized criminal
history files and get info on policy holders; posed
as doctors -~ nurses; made simple phone calls

Employees upgraded their own and friends' transcripts
through computer

Used computer to inflate inventories and revenue to
mislead stock buyers

Through an inside clerk, salesman improved persons’
credit ratings in bureau files for a fee



o1

Type of

ID Loss ($) nization
7614 10,000 Sales/mfc
7615 5,800 Educ
7616 ? ?
7617 ? Finance
7618 8,200 Finance
7619 400 Pinance
7620 1,000 Finance
7621 30,000 Firance
7622 9,585 Finance
7623 90,000 Finance
7624 ? Govt
7625 1,176 Sales/mfc

Conspir No. of Perp.
Y 2
N 1
N 1
N 1
? ?
? ?
? ?
4 6
N 1
Y 33
: 4 ?
N 1

Description

A former store programmer returned and ran sales
slips with computer codes filled in through the
register and then cancelled; took slips to customer
service department to get refund and had refunds sent
to cohort; discovered when an employee overheard a
refund request and mentioned it to the salesman who
supposedly sold the merchandise; A:26,25

Fifteen computer parts taken singly, possibly to
build system to tap main computer

From 1/73 to 12/75, altered data so that overdrafts
of friends would not appear; for compensation
received a new roof, two necklaces, and beer; A:45;

Unauthorized withdrawals by daily ATM use; account

Unauthorized withdrawal following removal of hold on

Unauthorized withdrawal; ATM cards and PIN still at
institution; card use stopped on the same day
machines were instructed to capture so fraudulent

Clerk had access to computer which showed dormant
accounts, enabling withdrawal of $30,000; five
accomplices made withdrawals under surveillance by

Opecator put deposits in own account instead of cor-
rect account through computer; a spot check

Two employees processed bogus claims through computer
terminal; 31 others charged with receiving and
negotiating bogus claim checks; A:31,34

Rigged computers to approve fraudulent duplicate
medicaid bills and kick out vouchers for payment of

For two months, entered wrong info in computer to

In/out _ Position
/0 Ex-pro-
“rarmer
1 Student
1 Employee Illegally copied computer tape
1 Teller
employed 30 years
? ?
holder never received card
? ?
ATM account
? ¥
card was never recovered
1/0 Bank clerk
bank security cameras
1 Comp
operator
discovered the missing funds
Rl Employee
1/0 Comp
operator
bills
I Payroll
clerk steal from employer; A:24






90T

Type of

Descr iption

Prom 1971-76 falsified punch cards, got unjustified

Used falsified punch cards to transfer funds from

Withdrew from false accounts, falsified automatic

Prison inmate used prison computer shop to penetrate
the IRS system through the commercial TS network
employed by the prison and the tax agency; filed
eight fraudulent W-2 forms and returns for tax refunds

Used minicomputer from father to get passwords and

BEmployees shut off air conditioning and power in
labor dispute over rotation assignments

Man fed up with computers; smashed window of bank;
fed nonsense into terminal; police came when he

Terminated employee destroyed key file that cost

Keypunchers disgruntlied over pay raise deleted arrest
records of 75 people; discovered when terminals were

During blackout, looters destroyed Wang mini-computer

Altered computer and bookkeeping systems to conceal
brokerage firm's failure to obtain p ysical
possession of stocks for customers

When fired, stole 500 financial tapes and disks which
contained all the future financial plans of ICC in
Europe; security guards, accustomed to strange
working hours helped load the tapes in car; held for
ransom; called ex-boss and demanded $400,000; A:25

_Loss (§) Organization Conspiracy No. of Perp. In/out Position
7636 13,430 ? N 1 I BEmployee
loans and compensation
7637 5,100 ? N 1 1 Employee FPalsified punch cards
7638 1,347 Pinance N | I Employee
bank's account to own
7639 218,000 Finance N 1 ? ?
banking cards and used
7640 70,000 Govt N 1 0 Prisoner
7641 ? Comp serv Y ? L] Student
access unilink service
771 ? Educ b 4 8 I Computer
operator
772 ? Finance N 1 0 Outsider
tripped alarm; A:35
773 15,000 Sales/mfc N 1 1 Employee
$15,000 to generate
774 ? Govt Y 3 I Keypuncher
wired to detect tampering
775 100,000 Sales/mfc Y ? 0 Looters
and financial data
776 2,100,000 Finance Y 5 1 Employee
" ? Sales/mfc Y 2 1 Supervisor
778 17,000,000 Govt Y ? 1 ?

Gang used army logistics system to order, move and
store computerized inventory items at convenient
locations
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1944

Type of

tion

Entered invoices for payment to fictitious vendors;
deposited checks and withdrew; discovered when
officials in county auditor's office found false

From late 1976 to mid 1977, processed fraudulent Blue
Cross claims; mailed checks to fictional names;

Customer inserted plastic bank card and code to
activate ATM; stranger asserted it was broken so
customer walksd away, leaving machine hot for several
seconds; stranger pushed in withdrawal amounts

For three months, maid intercepted ATM and code in
mail and used before owner realized

Withdrew §1,200 from A™; card owner denies card was
Two Blue Cross employees processed 18-20 phony claims
frr selves and others; three nonemployees received

part of insurance money in exchange for use of their
names and card numbers; later destroyed checks;

Used program to freeze liabilities, raise value of
Entered phony deposit record by phone; withdrew by
check; employed two months; A:29

Used employer's computers without authorization to
Operate private business of arranging sheet music for
publishers; A:41,44; employed from 1972 to 1977

Inserted trapdoors in developing UNIX for PDP-11 for
Bell labs; motive: prank and challenge

For two to three weeks, wiped out programs and
For two months, subcontractor employees used time for
own business; also stole equipment; A:28,30

Disclosed safeguarded beer price info on software

ey Loss _(§) M_Mm No. of Perp. In/out Position
740 55,000 Govt Y 2 1/0 County
buyer
invoices; A:38,27
1748 60,000 Finance Y 5 1/0 Employee
A:35,27,42,49,28
7749 1,000 Finance N 1 o] Outsider
7750 3,000 Finance N 1 v} Maid
7751 1,200 Finance ? ? ? ?
used
7752 32,900 Finance Y 5 1/0 Keypunch
supervisor
A:26,30
7753 39,000,000 Ind 6 I Official
auto insurance stock
7754 78,000 Firance N 1 1 Ex~DP
Operator
7755 144,000 Sales/mfc Y 2 1 Mgr
7756 ? Sales/mfc N 1 I Programmer
7757 ? Govt N 1 I Student
inserted obscene ones
7758 10,000 Govt Y 2 X Maintenance
eng ineer
7759 ? Sales/mfc Y ? 1 Company
dem.: to compatitor
7760 ? Educ Y 3 1 Student

Gave themselves unauthorized privileged access via
phone lines and reserved memory in campus computer



boards

w bank's error in giving

subject vanished; A:26

~hecks

lse
rmal ithorization wedu.es;




urned up

Detween March and

were written

line user with a phony story and
jive a password a direct /

ange passwords, order
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