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ABSTRACT

This report describes the development and documentation af a

partial physical protection plan for a ' 7pothetical facility. This

work, per formed by Allied-Gene ral Nuclear Services under contr act
.

to Sandig Laboratories, provides limited testing of the NRC Fixed-

Site Physical Protection Upgrade Rule Design Guidance Compendium and
.

of a methodology for evaluating physical protection system performance

relative to the Upgrade Rule, 10 CFR Part 73.45.

,
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l.O EXECUTIVE SUMMARY

This study has exercised a pcrtion of the Design Guidance Compen-
dium to determine its completeness, validity,_and utility,
respective of its capacity to aid the licensee in designing a
Physical Protection System. Unequivocally, the Design Guidance
Compendium possesses invaluable attributes which facilitate and,

enhance the development of a Physical Protection System complying
with the requirements of the Physical Protection Upgrade Rule
(10 CFR 73.45). Significant attributes include:-

(1) The paramount attribute of the Design Guicance Compendium is
an inherent characteristic to continuously subject the

* licensee to an evaluation of the total Physical Protection
System. As each new component or system is added to the
total system, the licensee becomes initially exposed to both
the beneficial and detrimental characteristics of the compo-
nent. Subsequently, this exposure broadens and necessitates
the licensee to evaluate both the impact of the component on
the Physical Protection System and the impact of the
Physical Protection System on the component. The principal
benefit of this exercise is the continuous self-test
capability af forded by the Design Guidance Compendium which
identifies component inadequacies and system incongru-
encies.

(2) A second attribute of the Design Guidance Compendium is a
responsiveness to the needs of the licensee to evaluate the
effectiveness of the Physical Protection System in complying
with the requirements of the Physical Protection Upgrade
Rule. As components are added to the total system, the
licensee evaluates the performance levels of the component.
The licensee is, therefore, afforded the opportunity to
compensate for minimal performance levels by one component
by elevating the performance levels of components which
interact within the same physical protection subsystem.
This attribute is extremely valuable to currently operating
facilities which are, by design, restricted to certain types
of physical protection system designs.

(3) The third major attribute of the Design Guidance Compendium
is the establishment of conformity in the licensing process.
By responding to the information solicited in the Design
Guidance Compendium, the licensees are committed to the
submission of security plans which are more cohesive and
coordinated. These Physical Protection Plans will contain,
and be limited to, only the information necessary to perform*

,

a tt. rough evaluation of the physical protection systems'i

performance capabilities. Additionally, the licensees are
relieved of the responsibility of determining the types of,

,

I
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.-information1 required, since the Design Guidance Compendium
identities the criteria from which the Physical Protection
System and the associated Physical. Protection Plan are
evaluated.

The only-notable deficient area of the Design Guidance Compendium
focuses upon consistency between the information-requested by the
Information Request Sheet and the information evaluated by the
associated Effectiveness Test-Questionnaire. Generically, infor-
mation concerning a specific' component-or system is requested and

[then not evaluated or information is evaluated,-but never
' requested. Additionally, identical information for similar
components or systems is not always requested-or evaluated.
However, these negative aspects are minimal when compared to the ,

positive attributes of the Design Guidance Compendium.

In conclusion, the benefits which can be derived from the
implementation of the Design Guidance Compendium are invaluable.
Maximization of Design Guidance Compendium utility occurs when
the compendium is implemented during the design phase of the
facility; e.g., concurrently with health and safety, operations,
and maintenance design considerations. However, the reliability
of all fixed nuclear facility physical protection systems,
whether planned, being constructed, or operating, is sufficiently
enhanced by operationalizing the requirements of the Design
Guidance Compendium into '.he facility's Physical Protection
System to warrant its implementation.

.

O
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2.0 INTRODUCTION

A l l i e d -G v:n e r a l Nuclear Services (AGNS), under Contract
No. 13-7145 with Sandia Laboratories, has prepared this report to
assist Sandia and NRC in implementing and testing a portion of
the Physical Protection System Design Guidance and Performance
Evaluation Methodology. These exercises are pursuant to deter-
mining the completeness, validity, and utility of the Design
Guidance Compendium with respect to aiding the fixed nuclear
f acility licensee to design a Physical Protection System which*

satisfies the requirements of the Physical Protection Upgrade
Rule (10 CFR 73). The following objectives were addressed:

*
(1) Utilizing the Design Guidance Compendium, a " good" partial

Physical Protection Plan which complies with the performance
capability specified in 10 CFR 73.45 (b) has been developed
and documented. The facility bsing protected encompasses an
MAA, containing a single vault, which is totally enclosed
within the confines of a Vital A' ea (VA). The plan isr

comprised of-two parts. First, the AGNS Sample Plan, a
generic description of the Physical Protection System,
contains information dealing with specific parts of the
total Physical Protection System, including identification *

of components incorporated into the system and responses to
specific regulatory requirements. The sucond part is
composed of Information Request Sheets (IRS) which support
the generic Physical Protection System description. These
IRS forms provide specific, technically oriented information
pertinent to the rationale for selection and utilization of
the components in the Physical Protection System.

]' (2) Effectiveness Test Questionnaires (ETQ) associated with each
component identified within the context of the generic
description of the Physical Protection System have been
completed. These answers will be utilized by Sandia to
quantitatively evaluate the degree of compliance exhibited
by the " good" partial Physical Protection Plan in complying
with the requirements of 10 CFR 73.45(b).

(3) Based upon the experience and expertise gained during the
co.tpletion of the above, a documented critique of the Design
Guidance Compendium was provided. The critique is intended
to illustrate both the weak and strong points of the compen-
dium with respect to its ability to aid the licensee in

; designing a Physical Protection System and in preparing the
associated license document which satisfy the performance

*
requirements of the NRC.

,

4
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3.0 PARTIAL PHYSICAL PROTECTION PLAN

"AGNS' SAMPLE PLAN"

The Standard Format and Content Guide of the Design Guidance
Compendium is segregated into 23 chapters. Chapters 1 through 17
provide an overview of the Physical Protection System and address
topics relevant to the entire Physical Protection Plan. Chapters
18 through 23 parallel the performance capabilities of the Phys-

' ' ical Protection Upgrade Rule by generically describing how the
capabilities are achieved and by identifying the procedures,
components, and systems implementing the capability. The "AGNS
Sample-Plan" illustrates the development of a " good" partial.

Physical Protection Plan corresponding to the performance capa-
bility requirements specified in Chapter 18 of the Standard
Format and Content Guide.

Throughout "AGNS' Sample Plan" procedures, components, and
systems utilized to implement the performance capability are
associated with a unique reference number (Reference XX-XX).
These reference numbers identify Information Request Sheets (see
Section 4.0) which provide detailed, technical in f o r:a a t io n
supporting the use of the component, system, or procedure in the
sample plan. The first set of numbers identifies the category of
information with respect to the " List of Information Request
Sheet Titles" contained in the Design Guidance Compendium. The
second set of numbers identifies the sequential number of the
Information Request Sheet with respect to its appearance in the
Physical Protection Plan. For example, in Reference 6 .. the "6"
indicates the Information Request Sheet contains information
about a balanced magnetic switch. The "1" indicates that this is
the first type of balanced magnetic switch to be discussed in the
plan.

.

e
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,

"AGNS' SAMPLE PLAN"
,

1

18.0 PREVENT UNAUTHORIZED ACCESS OF PERSONS,
MATERIALS, AND VEHICLES

This section describea the components, systems, and procedures
utilized to ensure attempts by personnel to gain unauthorized
access and/or to introduce unauthorized materials are detected,

"
. assessed, and communicated. All attempts, oither by stealth,'

force, oc deceit, result in a timely response initiated to deter,
delay, or deny the unauthorized access or penetration. These
entry controls satisfy the performance capability requirements of .

10 CFR-73.45 (b). .

18.1 Portal Entry Control'

'
Pigure 18-1 identifies the MAA, the vault, and the associated
portals. One entry / exit point, designated MAA-1.1 (Refer-4

ence 21-1), penetrates the east wall and one emergency exit,
designated MEE-1.1 (Reference 28-1), penetrates the north wall of
the MAA. One entry / exit point, designated VAU-l.1 (Refer-1

: ence 21-1), penetrates the south wall of the vault (Refer-
* ence 86-1).

,

18.1.1 Entry Authorization Procedures

Entry authorization verification procedures (Reference 2-1) limit
controlled access area admittance to only those personnel

*

authorized to perform specifically assigned tasks and at only
those times when the performance of these activities is autho-

; rized. Authorization Schedules (Reference 1-1), derived from
Shift and Production Schedules, determine what activities are

y

authorized and when, .and by whom, these activities are conducted.
Entry authorization verification procedures progressively become
more restrictive as the sensitivity of the controlled area
increases.

18.1.1.1 Entry Authorization

Entry authorization consists of a computerized criteria screening
process. This process compares area access criteria, contained
in the Area Authorization File (AAF), against personnel accessr

qualifications, contained in the Personnel Authorization File *

(PAP). Area access criteria includes administrative and security,

requirements, the category of activities requested (Work Designa-'

,

tion Codes, Table 18-1), and the periods these activities are
authorized (Production Schedule) . Personnel access qualifica-

' tions-include the category of activities an individual is
, authorized to perform (Work Designation Codes), the periods the -

! individual is authorized to perform these activities (Shift
Schedule), and-the administrative and security requirements

J possessed by the individual.

:

1

<

!
,

3

\

3-2

. - . _ . _ _ . _ , . . ,_ _ ., __ _ ,



18.1.1.2'~ Personnel Entry Authorization

Personnel-entry authorization is automatically initiated and
verified each time an individual requests admittance to a con-
trolled access area.

18.1.1.3 Maintenance and Distribution of Entry Authorization

Personnel entry authorization is maintained current by continu-
ously updating the Personnel Authoriza". ion File (PAF) and the-

Area Authorization File (AAF). No two individuals are capable of
programmina C - PAF with sufficient data to authorize an indi-
vidual adm % .ce to a controlled access area. Similarly,

*
personnel authorized to program the AAF with area access criteria
do not have access to the PAF.

Personnel entry authorization information is displayed on com-
puter communication terminals located in manned entry control
points and at the Central Alarm Station (CAG) and the Secondary
Alarm Station (SAS).

'

The CAS and the SAS have the capability of displaying a list of
all personnel currently occupying a controlled access area and a
record of all entry and exit events which have occurred within
the last 24 hours.

18.1.2 Entry Procedures and Controls

The incorporation of security officers and entry control systems
and' procedures serves to maximize the probability of detecting
unauthorized persons, contraband, and unauthorized vehicles
attempting to enter a coritrolled access area. These measures are
applied during both routine (Table 18-2) and nonroutine condi-t

tions.
,

18.1.2.1 Routine Conditions

Table 18-3 identifies generic criteria which govern access func-,

tions during routine working and nonworking conditions; excita.ng
nonroutine conditions which are identified in Section 18.1.2.2.

18.1.2.1.1 Procedurek and Controls for Personnel Entry

Personnel entry controls and procedures are designed and operated
in a manner which verifies admittance authorizatior. and positive
personnel identification prior to authorizing admittance into the

* MAA Secured Access Portal (SAP) (Reference 68-1) and the MAA,
respectively. These controls guarantee that access to an MAA *

shall include at least two individuals. All admittance search
f unctions are conducted within the MAA SAP which is isolated from,

both the MAA and the PA. This admittance concept maximizes the
integrity of-the MAA until access authorization and personnel
identification are verified and provides containment of personnel
until all admittance search functions have.been satisfactorily

3-3
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completed. It also facilitates co'ntainment of personnel by
security officers should suspicious activities be observed within
the MAA SAP.

Vault entries require additional authorization, but do not
require additional search or identification measuret.

18.1.2.1.1.a Secured Access Portal Operations
,

MAA SAP and MAA Entry -

The following steps are performed by the individual desiring
access unless otherwise specified:

.

Step 1 - Note the condition of the red light located next to*

the MAA SAP proximity reader. If the light is "off," pass the
Coded Credential Badge (RefeLence 14-1) in front of the prox-
imity reader. If the red light is "on," indicating admittance
fur.ctions are in progress, wait until the light is
de-energized.3

Passing the Coded Credential Badge in front of the proximity
reader signals the control processor to initiate a search of
the PAP and the AAF to determine if MAA SAP access is autho-
rized. Authorization'de-energizes an electronic door strike
opening one of two MAA SAP door locks and keys the Voice
Verification System (VVS) (Reference 65-1). The second door
lock is normally open. This door lock, operated by the
security officer inside the MAA SAP, prevents MAA SAP entry
while admittance operations are in progress.

Step 2 - Enter the MAA SAP and close the entrance door.*

This action enrolls the individual on the Personnel Inventory
System as being within the MAA.

Step 3 - The security officer, after ensuring the MAA SAP*

entrance door is closed and that only one person entered the
MAA SAP (two for an initial entry during any worx period or if
one requires an escort), actuates the sect,nd MAA SAP entrance
door lock.

This action prevents MAA SAP entry while admittance functions
are in progress and energizes the red light next to the
proximity reader.

S_t ep_4 - Incide the MAA SAP, establish positive personnel -*

identification by responding to the requests of the VVS mini-
computer.

*

Step 5 - The security officer, after positive personnel-

identification has been verified, performs a sequence of
contraband search functi is on the individual requesting
admittance.

3-4
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Step 6 The security officer, having completed the contraband O-

search, inputs the control processor indicating successful
completion of the contraband search and requests the CAS or
the SAS to actuate the **"-1.1 door lock.

Step 7 - The CAS or F 1, verifying that only one percon*

passes through MAA-1.. ay CCTV (Reference 11-1), de-energizes
an electronic door' strike opening one of two MAA-l.1 door
locks.

.

Step 8 - While the door strike is de-energized, pass the Coded-

Credential Badge in front of the MAA proximity reader. The
control processor, after verifying positive personnel identi-
fication, successful-completion of the contraband search, and*

t

M% access authorization, de-energizes the second of two door
locks permitting MAA admittance.

Step 9'- The security otficer, after the individual has*

entered the MAA, clos (>E MAA-1.1.

Step 10 - The security officer de-energizes the second MAA SAP-

door lock allowing MAA SAP admittance and de-energizing the
red light.

Vault Entry -

The following steps are performed by the individual desiring
access unless otherwise specified:

,

Step 1 - Pass the Coded Credential Badge (Reference 14-1) in*

front of the vault proximity reader.

This action signals the control processor to initiate a search
of the PAP.and the AAF to determine if vault access is autho-
rized, and alerts the CAS, the SAS, and the security efficer
in the MAA SAP that a vault entry has been requested. Autho-
rization de-energizes an electronic door strike opening one of
two VAU-1.1 door locks.

Step 2 - The CAS or the SAS, verifying that only one person-

passes through VAU-1.1.by CCTV (Reference 11-1), de-energizes
an electronic door strike opening the second of two door locks
permitting vault entry. Verification is'also provided by a
CCTV monitor (Reference 11-1) located in the MAA S/P.

Step 3 - Enter the vault and close VAU-1.1.*

.

This action enrolls the individual on the Personnel Inventory
_ System as being within.the vault and removes the individual.

from the MAA inventory listing.
,

Step'4 - The CAS and the SAS ensure VAU-1.1 is closed.*

.

3-5 ;-
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This step is accomplished by observing that the alarm,
generated by the balanced magnetic switch ( Re,.! e r e n ce 6-1)
monitoring VAU-1.1, de-energizes.

18.1.2.1.1.b I.D. Verification and Authorization

Entry authorization utilizes a Coded Credential Badge system
(Reference 14-1). When an individual requests access to a con-
trolled access area, the credential system's control processor

~

automatically _ scans the PAP and the AAF and verifies that the
individual.to whom the Coded Credential Dadge was issued is
authorized entry. The employee's name, employee number, and Work
Desig!tation Codes (Tables 18-1 and 18-7) are also displayed on .

the MAA SAP computer communications terminal.

Positive personnel identification utilizes a Voice Verification
System (Vvs) (Reference 65-1). When an individual enters the MAA

,

SAP, the VVS minicomputer requests the individual to repeat a
randomly selected sequence of four prerecorded words. Positive
personnel identification is verified by an acceptable response
from the individual requesting admittance.

18.1.2.1.1.c Personnel Escort

Reference 31-1 describes the procedures and policies for escort-
ing visitors within a MAA and a vault.

18.1.2.1.1.d Contraband Detection

Tre purpose of cont sband detection is to identify the intro-
duction of unauthorized materials into a MAA or vault. These
detectors possess a moderate to high degree of sensitivity and
medium throughput. Because tne vault is located within the MAA,
a search for contraband is only required for access to the MAA.

Metal Detection (Table 18-4)

Metal detectors are capable of detecting weapons and hand tools
and the presence of metal utilized for shielding SNM. Because
higher frequency range metal detectors poseess the highest sensi-
tivity to small amounts of metal, an active metal detection sys-
tem was selected. Both walkthrough (Reference 72-1 and 95-1) and
hand- held (Reference 92-1) metal detectors are used.

Explosive Detection (Table 18-5)

'

Specificity is a critical factor when selecting an explosives
detector. The SAP is manned by security officers trained to
differentiate between different types of explosives initiating an
alarm. Resultantly, hand-held explosive detectors, with moderate .

to low specificity and moderate to high sensitivity, are employed
(Reference 33-1).
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Nuclear Material Detection (Table Id-6)

Because it is possible to defeat a SNM detector by shielding the
material, the above referenced metal detectors (Reference 72-1
and 92-1) are utilized in conjunction with the SNM monitor.
Hand-held monitors were selected because of their greater sensi-
tivity for detecting nuclear material than doorway type monitor 3
(Reference 74-1).

.

As an entry control component, the SNM detector functions to pre-
vent the introduction of substitute nuclear materials. As an
exit control component, the SNM detector functions to prevent the,

unauthorized removal of SNM.

18.1.2.1.1.e Response to Suspected Unauthorized Fersonnel

MAA

Requesting admittance to a MAA's SAP with a Coded Credential
Badge which has been issued to an individual not possessing MAA
admittance authorization automatically alerts the CAS, the SAS,
and the security officer inside the MAA SAP of the attempted
entry. The response is in accordance with Chapter 23 of this
plan.

During admittance operations, should positive identification of
an individual be questioned, contraband detected, or the activi-
ties of the individual warrant suspicion, the security officer
does not indicate his concern to the individual. Instead, the
security of ficer continues and prolongs the admittance operation
until response personnel arrive at the MAA SAP. The security
officer reports this situation to the CAS and the SAS in accor-
dance with Chapter 23 of this plan.

Vault

Requesting admittance to the vault with a Coded Credential Badge
which nas been issued to an individual not possessing vault
admittance authorization automatically alerts the CAS, the SAS,
and tha security officer inside the MAA SAP of the attempted
entry. The response is in accordance with Chapter 23 ot this
plan.

18.1.2.1.2 Procedures and Controls for Introduced Materials

SNM entering or exiting the MAA and the vault is always confined~

tc the various piping systems appropriate to the type of transfer
operation. Resultantly, only maintenance- and operations-related
materials, subject to periods when such activities are autho-,

rized, are authorized admittance to the MAA or the vault. Addi-
tionally, a predetermined inventory of frequently required tools,
emergency first aid equipment, and materials which are required,
Su* could also be utilized for sabotage, are maintained within
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the MAA to minimize the introduction of materials through the-MAA
SAP.

Materials are always searched after the individual requesting
admittance has successfully completed all admittance search
functions.

18.1.2.1.2.a Verification and Material Identification

Individuals desiring to introduce materials into a MAA or vault
are required to submit a Security Work Order (SWO) (Reference
98-1) to the Security Supervisor prior to MAA SAP entry. The SWO ,

specifically identifies each component to be introduced. The-
Security Supervisor authorizes the material by checking the Pro-
dus: tion Schedule, assigns the SWO an identification number, files
the original, and gives the individual a copy. The SWO is then
entered into the computer communications central storage file.
When the materials are presented for introduction, the security
officer, retrieves the inventory listing by inputting the computer
Jommunications terminal with the SWO identification number. The
security officer then checks the inventory listing against the
materials being introduced to ensure only authorized materials
are admitted.

18.1.2.1.2.b Material Inspection and Monitoring

Materials are searched for contraband utilizing those measures
identified in Tables 18-4 through 18-6. All boxes, parcels, and<

packages are opened and inspected for concealed, unauthorized
materials while within the MAA SAP. Instrumentation and other

*

similar components are checked -to verify that tamper seals are
authentic and that they have not been violated (Reference 83-1).

18.1.2.1.2.c Response to Unauthorized Materials'

;

In the event mater ial is presented for admittance to the MAA, or
the vault which is not listed on the SWO's inventory listing, or
if contraband is detected, the security officer does not indicate
his concern to the individual. Instead, the security officer
continues and prolongs the admittance operation until response
personnel ' arrive at the SAP. The security officer reports the
situation to the CAS or the SAS in accordance with Chapter 23 of
this tilan.

'

18.1.2.1.3 Procedures and Controls for Vehicle Entry
,

' Facility configuration makes vehicle entry to the MAA or the
vault impossible under all credible conditions.e

.
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18.1.2.2 Nonroutine Conditions

Nonroutine conditions are comprised of one or more categories of
postulated incidents or various nonroutine production and/or

' environmental conditions. Postulated incidents are identified in
the Site Emergency Plan. During the initial stages of a non-
routine condition, the exact status within the controlled area
may not be known. .However, to cope with the nonroutine condition
in a manner which satisfies both the physical protection and.

. emergency planning performance objectives, a mutually beneficial
blending of both planning concepts is required. Table 18-7
identifies nonroutine conditions and associated Work Designation
Codes.*

! 18.1.2.2.1 Verification of Nonroutine Conditions

.The authenticity of a nonroutine condition is verified in accor-,-

dance with the Contingency Plan and Procedures (Reference 16-1) .
Verification of the condition is commmunicated to all Security<

personnel in accordance with Chapter 23 of this plan.

18.1.2.2.2 Nonroutine Entry Authorization

! The need for nonroutine admittance to a controlled area cannot be
anticipated during the preparation of a Production Schedule.
Consequently, .the AAF is updated continuously and as necessitated
by the occurrence of such activities.

Emergency Conditions

. Individuals assigned to the various emergency response teams have
Emergency Work Designation Codes (Table 18-7) added to their per-
sonal access qualifications. When an emergency occurs and its
authenticity verified, the AAF is immediately updated with the
Emergency Work Designation Codes of required emergency response
teams so as to autharize appropriate response personnel access to
the controlled area. Programming the AAF with Emergency Work
Designation Codes also cancels all routine work access authoriza-
tion for the affected area until the en3 erg ency cond ition
terminates.

Production and Environmental Conditions

When these nonroutine conditions occur and their authenticity is
verified, the AAF is updated with Production or Environmental
Work Designation Codes to authorize access to those individuals*

required to mitigate or correct the situation. Normally, access
; would be authorized to vperations personnel for production

perturbations and extended to maintenance personnel for environ-
mental. problems. Programming the AAF with Production or*

Environmental Work Designation Codes does not automatically
cancel routine work access authorization. However, routine work

:

!

9
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cancellation may be an appropriate response alternative until the
nonroutine condition terminates.

18.1.2.2.3 Procedures and Controls {ot Personnel Entry

Entry procedures and controls specified in 18.1.2.1.1 are applied
to all personnel desiring access to the MAA or the vault, except
personnel pc:<sessing an Al (tire) and A2 (personnel injury)
Emergency Work Designation Code (Table 18-7). .

18.1.2.2.3.a _ Secured Access Portal Operations -

Personnel Injury *

A2 designated personnel responding to a personnel injury indi-
vidually request admittance to the MAA SAP by passing their Coded
Credential Badge (Reference 14-1) in front of the proximity
reader. The A2 Emergency Work Designation Code permits MAA SAP
entry, as specified in 18.1. 2.1.1. a . The security officer
ensures only one individual enters the MAA SAP at a time, but
does net enforce the one-man occupancy rule during admitt ance
functions or conduct the contraband search. Positive personnel
identification is established in accordance with 18.1.2.1.1.b.
Entry to the vault is as specified in 18.1.2.1.1.a of this plan.

Fire

The nature of a fire, coupled with the potential malfunction of
entry control components and the necessity for a personnel evac-
uation, places an extreme burden on personnel entry controls and
MAA SAP operations. Whenever possible, the MAA SAP is utilized
to assemble personnel responding to an Al emergency. Should the
fire m ke MAA SAP occupancy impossible or degrade the performance
capabilities of entry control components or procedures, the Vital
Area (VA) SAP is utilized as a focal paint for consolidating fire
response activities.

Al designated personnel responding to the fire individually
request aumittance to the MAA SAP by passing their Coded Creden-
tial Badge (Raference 14-1) in front of the proximity reader.
The Al Emergency Work Designation Code permits MAA SAP entry, as
specified in 18.1.2.1.1.a. The security officer ensures only one
individual enters the SAP at a time, but does not entorce the
one-man occupancy rule during admittance functions or conduct the
contraband search. Positive personnel identification is estab-
lished in accordance with 18.1.2.1.1.b. Entry controls for -

MAA-1.1 and VAU-1.1 are designed to ac ammodate firemen entering
the area of a fire. When the Fire Brigade is ready to enter the
MAA or the vault, only the first person to enter the controlled
area passes his/her Coded Credential Badge (Reference 14-1) in ~
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front of the proximity reader as the CAS or the SAS de-energizes
the electronic door strike. Access to the MAA, through MAA-1.1,
or the vault, through VAU-1.1, is now unencumbered for the
remainder of the Fire Brigade entering the controlled area. Each
new entry by the Fire Brigade to the controlled access area
occurs in the same manner. In the event entry controls for
MAA-1.1 or VAU-1.1 fail, all door locks fail open providing
unencumbered access to the controlled area for personnel inside
the MAA SAP (MAA for access to the vault).-

18.1.2.2.3.b I.D. Verification and Authorization
*,

*
Entry authorization is verified as specified in 18.1. 2.1.1. b for
personnel and 18.1.2.1.2.a for material.

Positive personnel identification is verified as specified in
18.1.2.1.1.b.

18.1.2.2.3.c Personnel Escorts

Reference 31-1 describes the procedures and controls for escort-
ing visitors within the MAA and the vault.

18.1.2.2.3.d Contraband Detection

All personnel and materials, except as specified in 18.1.2.2.3.a,
are subject to the contraband detecting measures specified in
18.1.2.1.1.d and 18.1.2.1.2.b of this plan.

18.1.2.2.3.e Response to Suspected Unauthorized Personnel

The response to suspected unauthorized personnel is in accordance
with 16.1.2.1.1.e and 18.1.2.1.2.c of this plan.

18.1.3 Bypass of Admittance Procedures and Controls

This subsection describes those measuteo employed to deter,
delay, or deny attempts by an adversary, utilizing stealth or
force, to bypass admittance procedures and controls. Routine and
con-routine admittance measures, identified in 18.1.2.1 and
18.1.2.2, respectively, provide a minimal degree of protection
and assurance that attempts to violate entry controls are
detected, assessed, and communicated. The following additional
measures provide entry control points with the perforrance
capability requirements specified in 10 CFR 73.45 (b).

.

9
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'18.1.3.1 Isolation capabilities

The MAA SAP is confined within the Vital Area (VA) and is
isolated from the MAA by the entry / exit point designated MAA-1.1
and,from the Protected Acea (PA) by the VA physical barrier
(Figure 18- 1) . The structure is totally enclosed, permitting the
passage of personnel and materials through only tbc MAA SAP and
MAA~ entrance doors. Reference 68-1 describec the MAA SAP i n
detail.- .

Personnel desiring access to the MAA are individually admitted to
the MAA SAP. and contained until the entire admittance operation
is satisfactorily completed. -

18.1.3.2 Surveillance Capability

During open portal conditions, the MAA SAP is continuously roni-
tored from-the CAS and the SAS by CCTV (Reference 11-1). A
Microwave Detection ' System (keference 57-1) provides continuous
surv0111ance during closed portal operations. In the event a
micrewave detector annunciates, the MAA SAP is automatically
monitored by CCTV from.the CAS'and the SAS for the purpose of
verifying and assessing the alarm.

18.1.3.3 Doors

All doors providing access to the MAA SAP are interlocked to
permit only one entry / exit door to be open at a time. Balanced
' Magnetic Switches (Reference 6-1) alert the CAS and the SAS of
each entry and exit event. The security officer inside the MAA
SAP also possesses the capability of locking each entry / exit
point door while admittance or exiting functions are conducted.
This capability ensures the security officer of a one-on-one
confrontation with a potential adversary during routine
conditions.

Door s , MAA-1.1, - M E E -1.1, and VAU-1.1 are bullet resistant and
afford a penetration resistance equivalent, as a minimum, to the
weakest . component of the physical barrier -(Ref erences 21-1 and
28-1).

18_.l.3.4 Entri Control Personnel

Security.officets performing entry control functions do not carry
a weapon and are monitored by a duress sensor (Reference 22-1)
which annunciates in'the'CAS and the SAS. Only one security .

officer is present i r. the MAA SAP at a time performing entry
control functions. The second member of the entry control team
. monitors the'MAA SAP remotely by CCTV (Reference 11-1) and can
both detect and respond to a bypass attempt. -

!

>

'
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18.1.3.5 Penetration Resistance

i Because the MAA SAP is totally within the confines of the VA
l .(Figure 18-1), it does not possess the physical attributes of the

MAA physical barriers. However, the MAA SAP is constructed of
materials presenting suf ficient penetration resistance to allow!

' ~the security officer time to ensure MAA-1.1 is closed, should an
; individual be passing through MAA-1.1 when the bypass attempt is
| initiated. Ref erence 68-1 describes the construction of the MAA*

SAP.

18.1.3.6 Response to a Bypass Attempt
,

! The MAA SAP security officer always attempts to delay and contain
the adversary until response personnel arrive at the MAA SAP.
The reporting of and the response-to an attempt to bypass admit-
tance procedures and controlr, at an exit / entry control point is-
in accordance with Chapter 23 of this plan,

;

j 18.2 Entry Through Remainder of the MAA/ Vault Boundary

| This subsection describes those measures employed to deter,
! delay, or deny attempts by an adversary to penetrate the physical

barriers of the MAA or the vault. Physical barriers include
walls, floors, ceilings, ventilation ducts (Reference 3-1), and
emer gency exits (Reference 28-1). Reference 38-1 describes the

i
flocc, ceiling, and walls. These protective functions provide

! assurance that such attempts, utilizing stealth or force, are
detected, assessed, and communicated and satisfy the performance
capability requirements of 10 CFR 73.45(b).

18.2.1 Detect Boundary Penetration Attempts

The physical barriers of both the MAA and the vault are monitored I
'

by components capable of sensing and alerting the CAS and the SAS
of an attempted or actual penetration and facilitating assessment

I
of such an occurrence. Table 18-8 identifies each of these com- J

ronents by function and specifies, when appropriate, whether the
associated detection capability is primary (P), redundant (R), or
diverse (D).

18.2.2 Deter Boundary Penetration Attempts

The physical barriers of the MAA and the vault are fabricated
i from materials and erected in a manner which provides assurance
|* that' penetration attempts by an adversary are deterred. The
'

incorporation of frequent Security Force patrols, warning signs
indicating boundary surveillance, adequate lighting, audible
alarms, and unobstructed vision provides the perimeter of the,

physical barriers with an additional deterrence to penetration
attempts. Table 18-9 identifies the various measures utilized to
provide the MAA and the vault with positive deterrent capabili-

| ties.

|

|
|

|
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18.2.3 Response to Penetration Attempts

Security personnel respond to an actual or attempted penetration
of a physical barrier in accordance with Chapter 23 of this plan.
During the response phase of an actual or suspected penetration
attempt, admittance to and all activities within the MAA and the
vault are terminated. Normal operations are resumed only after
the response force has established control of the penetration
attempt or a surveillance component malfunction has been -

verified.

.

t

'!

.

.
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-TABLE 18-1
i
j

WORK DESIGNATION CODES IDENTIFYING
CATEGORIES OF~ ACTIVITIES INDIVIDUALS MAY BE'

AUTHORIZED TO PERFORM WITHIN A MAA OR VAULT

J

' Work Designation Codes Categories of Work
.

A. 'AGNS Employees
;

i

LP Licensee Personnel.

LP-1 Operations'

LP-2 Maintenance
-LP-3 Security
LP-4 Escort

i LP-5 Management
LP-6 Administration
LP-7 Janitorial
LP-8 Health Physics
LP-9 Safety
LP-10 QA/QC<

LP-ll Nuclear Technology

} B. Visitors
i

SLP State and Local Personnel

l- SLP-1 LLEA
SLP-2 Fire
SLP-3 Governmental

[O Federal Officials

FO-1 NRC Inspectors
! FO-2 Other NRC Personnel

FO-3 IAEA
FO-4 Other Governmental

V-1 All Others
'

.

D

%

9

4

4
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TABLE 18-2

SCHEDULE FOR IDENTIFYING ROUTINE
WORKING AND NONWORKING TIME PERIODS

WORKING PERIODS SCHEDULE DESIGNATION

0001 - 0800 Swing Shift (SS) *

0745 0815 Shift Change One (SC-1)
~0801 - 1600 Day Shift (DS)

1545 - 1615 Shift Change Two (SC-2)

1601. - 2400- Night Shift (NS)

2345' - 0015 shift Change Three (SC-3)

NONWORKING PERIODS SCHCDULE DESIGNATION

000) - u800 . Nonworking Period 1 (NWP-1)

0801 - 1600 Nonworking Period 2 (NhP-2)

1601 - 2400 Nonworking Period 3 (NWP-3)

.

O
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TABLE 18-3

GENERIC CRITERIA GOVERfi1NG ACCESS AUTHORIZATION
DURING ROUTINE WORKING AND NONWORKING PERIODS

. m
o
.b|m m

c c u
. - - ?

o oa o
m mm a

mN Nm
c c u

M MU o
x xu 3
4 4W c
o o4 o
3 3m a

1. Vaults will be locked. + +

2. General maintenance may be performed
(excluding access authorization com-
ponents). +

3. Access authorization components .iay
be repaired, adjusted, calibrated or
replaced. +

4. Entry / exit portals will be locked. + +

5. Materials may be allowed entry. + +*

6. SNM receipt and transfer operations-
may be performed. +

7. Maintenance may not be performed. +

8. Access control ~ personnel may not
by changed. +

9. Emergency exits will be locked to
prevent external entrance. + + +,.

10. No individual may_be authorized entry
unless escorted by Security Personnel. +

.

*Only for access authorization components

3-17
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T[@LE 18-4

METAL DETECTION

OBJECT LOCATION
TO BC -

SEARCHED Material Access Vault Portal
Area Portal Desig- Designation
nation MAA-1.1 VAU-1.1

'

Method Ref Method Ref__

l. Personnel Walk Thru 95-1 N/A
72-1

2. Unsealed Materials

Clothing Hand Held 92-1 N/A

Tools / Metallic Parts Visual N/A

Instrumentation Scaled * 83-1 N/A

Cleaning Materials Hand Held 92-1 N/A

Boxes / Parcels / Packages Hand Held 92-1 N/A

3. Sealed Package..**

* Tamper indicating seals.

*

**All sealed packages, except packages sealed with authorized
tamper indication seals, are opened prior to entry into the
MAA.

.
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TABLE 18-5

EXPLOSIVE DETECTION

OBJECT LOCATION
TO BE

* ~ Mateclal Access Vault PortalSEARCHED
Area Portal Desig- Designation
nation MAA-1.1 VAU-1.1
Method Ref Method Ref,

1. Personnel Hand Held 33-1 N/A

2. Unsealed Materials

Clothing Hand Held 32-1 N/A

Tools / Metallic Parts Hand Held 32-1 N/A

Instrumentation Hand Held 32-1 N/A

Cleaning Materials Hand Held 32-1 N/A

Boxes / Parcels / Packages Hand Held 32-1 N/A

3. Sealed Packages * N/A

*All sealed packages are opened prior to entry into the MAA.

>
.

9
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TABLE 18-6

NUCLEAR MATERIAL DETECTION

OBJECT LOCATION
TO BE

*

SEARCllED Material Access Vault Portal
Area Portal Desig- Designation
nation MAA-1.1 VAU-1.1
Method Ref Method Ref .

1. Personnel lland !! eld 74-1 N/A

2. Unsealed Materials

Clothing Iland field 74-1 N/A

Tools / Metallic Parts lland field 74-1 N/A

Instrumentation lland field 74-1 N/A

Cleaning Materials lland lleld 74-1 N/A

Boyes/ Parcels / Packages lland IIeld 74-1 N/A

3. Sealed Packages * | N/A ,74-1 N/A ___j

*All scaled packages are opened prior to entry into the MAA.

.

.
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TABLE 18-7

WORK DESIGNATION CODES IDENTIFYING NONROUTINE
RESPONSE ACTIVITIES INDIVIDUALS HAY BE

AUTilORIZED TO PERFORM WITilIN A MAA OR VAULT

Work Designation Codes Response Activities

A. Emargencies*

Al Fire
A2 Personnel Injury

*
A3 Explosion
A4 Radiological
A5 Chemical
A6 Bomb Threat
A7 Material Loss

etc.

B. Production

B1 Equipment Failure
B2 Equipment Malfunction
B3 Leaks
B4 Stoppages and Blocking

etc.

C. Environmental

Cl Lighting
C2 lleating
C3 Air Conditioning
C4 Plumbing

etc.

.

O
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TABLE 18-8

COMPONENTS UTILIZED POR SENSING, TRANSMITTING, AND
ASSESSING PIIYSICAL BARRIER PENETRATION A"JEMPTS_

SENSING

Area Typ_e, Reference

MAA (P) Microwave Systems 57-1
(D) Video Motion Systems 11-1

.

Vault (P) Microwave Systems 57-1
(D) Video Motion Systems 11-1

TRANSMITTING

Systems Type Reference

Microwave (P) Individual liardwire 47-1
(D) Multiplex liardwire 47-2

Video Motion (P) Individual liardwire Video 47-3

ASSESSING

Area Type Refet.nce

MAA (P) CCTV Surveillance 10-1
(D) Patrols 43-1

Vault (P) CCTV Surveillance 10-1
16) Patrols 43-1

*
i

e
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TABLE 18-9

MEASURES UTILIZED..N3 DETER ADVERSARY PENETRATIOM_)TTEMPTS

Area Type of Measure Reference

MAA Barriers (Walls) 38-1
Patrols 43-1.

Signs *

Lighting 17-1
Alarms (Microwave) 51-1

(Video Motion) 11-1*

Vault Barriers (Walls) 38-1
Signs *

Lighting 17-1
Alarms (Microwave) 51-1

(Video Motion) 11-1

*No Information Request Sheet identified

.

S

3-23



_. . _ . .

,

'

PIGURE 18-1

M A AND VAULT BLOCK DIAGRAMl
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4.0 INFORMATION REQUEST SilEETS

Information Request Sheets (IRS) provide detailed technical
information supporting the rationale for selection and utiliza-
tion of a procedure, component, or system in the Physical
Protection System. This information is necessary in evaluat.ng
the plan's ability to comply with the performance capability
requirements of the Physical Protection Upgrade Rule.

Additionally, each IRS is evaluated by an Effectiveness Test*

Questionnaire (ETO). The ETQ's utilize the same referencing
system as the IRS forms, therefore, associated IRS and ETQ forms
possess the same reference numbers. Section 5.0 discusses the.

purpose of and contains the ETQ answer sheets.

i

e

n

9
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REFERENCE l-1
PAGE 1 OF 6

.

ADMITTANCE AUTilORIZATION CRITERI A AND SCllEDULES

I. FUNCTION

Admittance authorization criteria and schedules are
developed for the purpose of determining WilAT activities .

are author! zed, WilO is authorized to perform these activi-
ties, and WilEN
performed.

~
these activities are authorized to be

.

*

II. SYSTEM DESCRIPTIJ3{

Admittance authorization criteria and schedules are incor-
porated into a computerized admittance criteria screening
process. This screening process, initlated by the Access
Control System (Reference 14-1), integrates data storod in
two authorization files: the Personnel Authorization File
(PAF) and the Area Authorization Fi1e (AAF). The PAP
contains the admittance authorization criteria possessed by
each employee and preprocessed vis itor. The AAF contains
the admittance authorizatson criteria tequirements for
admittance into each controlled access area within the
Industrial Security Area (ISA).

The integration of data contained in the PAF and the AAF
results in admittance authorization verification
(Reference 2-1).

III. PERFORMANCE CRITERIA

A. Performance Conditions for Personnel

1. Personnel Authorization File (PAP)
a. Personal Authorization Criteria

The following record of admittance authoriza-
tion criteria is maintained in the PAP for all
employees and preprocessed visitors:

(1) Qualification Criteria

(a) Employee or visitor -

(b) Basic radiation safety training (YES
or NO)

,

(c) Advanced radiation safety training
(YES or NO)

4-2



REFERENCE l-1
PAGE 2 OF 6

(d) Security clearance (AGNS, DOE Q or L,
N RC Q or L )

(e) Work Designation Codes (Table 18-1)

(f) Emergency Work Designation Codes
'(Table 18-7).*

(2) Work Period Criteria
.

Work period criteria identifies those
shifts for which the individual is
authorised to be on-site (Table 18-2).
Work period criteria is determined by the
Shift Schedule which is derived from a
detailed analysis of the facility's
operational and support requirements,

b. Entering Personal Authorization Criteria

To prevent collusion by individuals authorized
to enter personal admittance authorization
criterie into the PAF, no two individuals are
capable of programming the PAF with sufficient
information to authorize an individual admit-
tance into a controlled access area. The fol-
lowing indicates responsibilities for entering
personal authorization criteria into the PAF:

(1) Employee / Visitor - Personnel Manager

(2) Basic Radiation Safety Training - Training
Manager

~

(3) Advanced Radiation Satety Training -
Health Physics Supervisor

(4) Security Clearance - Security Manager

(5) Work Designation Codes - Personnel Manager

(6) Emergency Work Designation Codes - Site
Emergency Director

,

(7) Work Period Criteria - Physical Security
Supervisor.

.
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2. Area Authorization File (AAF)
a. Area Authorization Criteria

The following record of admittance authoriza-
tion criteria requirements is maintained for

*
all controlled access areas within the ISA:

(1) Baseline Criteria
.

(a) Employee or Visitor

(b) Completed Basic Radiation Safety
Training

(c) Completed Advanced Radiation Safety
Training

(d) Security Clearance.

(2) Variable Authorization Criteria

Variable authorization criteria determines
what activities are authorized and on
which shif ts these activities are autho-
rized to be performed. Variable authori-
zation criteria are determined by the
Production Schedule which is derived from '

a detailed analysis of the controlled
access area's operational and support
requirements.

(a) Work Designation Codes (Table 18-1) -
Idtntifies those activities which are
authorized for each area.

(b) Work Period Criteria (Table 18-2) -
Identifies those periods when the
activities are authorized to be
performed.

b. Entering Area Authorization Criteria

*

To prevent collusion by individuals authorized
to enter area authorization criteria require-
ments into the AAF, no two individuals are
capable of programming the AAF with sufficient .

information to allow an individual access to a
controlled oececs area. The following indi- -

cates responsibilities for entering area
authorization criteria requirements into the
AAF:

|
,

:
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i (1) L Er .syee/ Visitor - Physical Security
SL rvisor.

(2) Completed Basic and/or Advanced Radiation
9afety Training - Safety and Environmental
,ontrol Department Manager

,

I (3) Security Clearance - Security Manager

(4) Work Designation Codes - Plant Manager.

(5) Work Period Criteria - Production Super-
intendent

* * (6) Emergency Work De'signation Codes - Secu-
rity Shift Supervisor.

NOTE: Emergency Work Designation Codes4

are only entered into the AAF upon-

verification.of the authenticity of
the emergency in accordance with
the Contingency Plan and Procedures
(Reference 16-1).'

,

B. Performance Conditions for Vehicles

Vehicles are not authorized inside the MAA.

C. Performance Conditions for Materials

Authorization cciteria for materials is based upon
detailed analysis of the controlled access area's
operational and support requirements. A predetermined
inventory of-frequent'y required tools, emergency first
aid equipment, and ~aterials which are required, but
could also be ut il ?,z ed for sabotage, are maintained
within the MAA to m.nimize the introduction of. mate-
rials through an MAA SAP.

; Admittance. authorization criteria for materials is in
d accordance with the Security Work Order (Refer-

once 98-1).,

*
IV. PREPARATION OF SCHEDULES

A. , Shift Schedule,

The Shift Schedule, prepared on a monthly basis, is a
,

composite of all departmental shift schedules; e.g.,
operations, security, maintenance, etc. The Physical
Security Supervisor is responsible for the preparation
of the Shift Schedule. The Security Manager approves
the Shift Schedule.

l

.
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Shif t Schedules may be updated by each Security Shif t
Supervisor, on a daily basis, depending upon opera-
tional and support requiren ents. Any. changes to the
Shif t Schedule are automatis 11y recorded by the con-
trol. processor. This reco ', maintained for three
years, identifies who made -he change and who was

*

affected by the chr.nge. Changes to the Shift Schedule
are brought to the attention of the Security Manager on
the next regularly scheduled working day.

.

B. Production Schedule

The Production Schedule, prepared on a weekly basis, is
a composite of all departmental production schedules.
The Production Superintendent is responsible for the
preparation of the Production Schedule. The Plant
Manager approves the Production Schedule.

The Production Schedule, for routine conditions, may be
updated-by'the Facility Shift Supervisor. During non-
routine conditions (Table 18-7), the Production Sched-
ule may only be updated by the Security Shift Super-
visor after verification of the condition in accordance
with the Contingency Plan and Procedures (Refer-
ence 16-1). Any changes t.o the Production Schedule are
automatically recorded by the control processor. This
record, maintained-for three years, identifies who mado
the change. Routine and nonroutine production or
environmental changes to the Production Schedule are
brought to the attention of the Plant Manager on the
next regularly scheduled working day. Emergency (Table
18-7) changes to the Production Schedule are brought to ;

the attention of the Plant Manager in accordance with
the Facility Site Emergency Plan.

V. MAINTENANCE OF Tile PAF AND Ti!E AAF

The baseline criteria of the AAF and the qualification
criteria of the PAF are maintained current by continuous
updating by those personnel responsible for entering the
data. The variable authorization. criteria of the AAF and
the work period criteria of the PAF are updated in
accordance with IV.A and IV.0, above.

,

VI. AUDITING

The control processor automatically records any changes to .

the PAF and-the AAF. At least once each month, the QA/QC
Department reviews the record of chenges to ensure these,

changes were valid and properly supported by authentic
,

' documentation. Documentation includes training records,'

health physics records, personnel records, and approved
shift-and production schedules.

.

1
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'

VII. VULNERABILITY

;- Defeating the admittance authorization criteria and sched- t

.ules requires collusion by at least three individuals.
i' Additionally, these individuals must be extremely knowl- >

'. edgeable about the computer, screening process and the data.
*

stored in both the PAF and the AAF.

t,
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ADMITTANCE AUT!!ORIZATION VERIFICATION PROCEDURES

I. FUNCTION

Admittance authorization procedures limit controlled access
area admittance to only those personnel authorized to -

perform specifically assigned taska and at only those times
then the performance of these tasks are authorized.

*

II. SYSTEM DESCRIPTION

The integration of information contained in the Personnel
Authorization File (PAF) and the Area Authorization File
(AAF), utilizing a computerized admittance criteria screen-
ing process, results in admittance authorization verifica-
tion. See Reference 1-1 for a detailed analysis of the
information contained in and the purpose of the PAF and the
AAF.

III. PERFORMANCE CRITERIA

A. Performance Conditions for Personnel

1. Employee Admittance

Employee admittance authorization and verification
is achieved through the utilization of the Access
Control System (heference 14-1) and, when positive
personnel identification is required, the Voice
Verification System (Reference 65-1). When posi-
tive personnel identification is not a requirement,
identification is established utilizing Photo ID
Badges (Reference 62-1). This admittance verifi-
cation and authorization process ensures employees
are only admitted to a controlled access area if
they have met alt. of the following criteria:

'
a. Completed the radiation safety training

required for access to the controlled access
area.

b. Possess the security clearance required for
access to the controlled accese area. *

c. Possess the Work Designation Code or Emergency
Work Designation Code corresponding to the type ,

of activities which are presently authorized to
be performed within the controlled access
area,

d. Authorized to be on-sit.e during this shif t.

4-8
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e. The control processor recognizes the individual
as in a controlled access area which borders on
the controlled access area for which admittance
is desired.

2. Visitor Admittance
.

a. Visitors - Escort Not Required

Visitors not requiring an escort are identified
*

by a Photo ID Badge (Reference 62-1) with a
light-blue .hackground color. These individ-
uals, upon initially reporting to the facility,
are processed in a manner identical to facility
employees. The Safety and Environmental Con-
trol Department Manager may exempt visitors,
based upon their professional training, from
the radiation safety training admittance
authorization criteria. Consequently, admit-
tance authorization and verification is basi-
cally the same as that described in III.A.l.

b. Visitors - Escort Required

Visitors requiring an escort are identified by
a Photo ID Badge (Reference 62-1) with a red
background color. These individuals, upon
initiilly reporting to the facility, are pro-
cessed in a manner identical to facility
employees. This category of visitors is exempt
from the radiation training admittance criteria
because the safety feature is provided by the
escort. Reference 31-1 provides a detailed
description of the selection methodologies and
functions of an escort. Admittance authoriza-
tion and verification is essentiallV the same
as that described in III.A.l.

B. Pprformance Conditions for Vehicles

Vehicles are not permitted inside the MAA,

C. Performance Conditions for Materials
.

Authorization verification for materials is in acccr-
dance with the Security Work Order (SWO) (Refer-
ence 98 -1) .,

4-9
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! 'IV. MAINTENANCE AND TESTING
|

| A. Maintenance

Corrective and preventative maintenance of the i +0m po-
nents used in the verification process are described in ,

| detail in the applicable Information Request Sheet.

! B. Testing
.

At least once per week, admittance to each controlled
access area is attempted utilizing an unauthorized
individual. This test, performed by Physical Security

! Officers, verifies the proper operation of the follow-
ing authorization verification functions:

1. Admittance of an individual not possessing the pro-
| per radiation safety training prevented,

2. Admittance of an individual not possessing the pro-
per security clearance prevented,

3. Admittance of an individual not possessing the pro-
per Work Designation Code or Emergency Work
Designation Code prevented,

4. Admittance of an individual not authorized to be
on-site prevented,

5. Admittance of an individual not ide n t !.f ied in a|

bordering controlled access area prevented,
l

! V. LEVELS OF AUTHORIZATION hEQUIRED

Protected Vital
Area Area MAA Vault

|

| A. Basic Radiation Training X X X X

B. Advanced Radiation
Training X X X

C. Security Clearance .

1. DOE Q X X

2. NRC Q X X

[ 3. AGNS (Various) X X X X *

i D. Work Designation Code X X X X
:

E. Emergency Work Designation
Code X X X X

j F. Work Period Criteria X X X X

|

i.
i

!^
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VI. VULNERABILITY

A. The Security Manager verifies the a;ithenticity of all
security clearances prior to entering admittance autho-
rization criteria into the Personnel Authorization File
(PAF).

* B. Defeating the admittance authorization verification
system requires collusion by at least three individ-
uals. Additionally, these individuals must be
extremely knowledgeable about the Access Control System,

(Reference 14-1) and the Voice Verification System
(Reference 65-1).

.

o

I
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AIR AND UTILITY INLET BARRIERS

I. FUNCTION

Air and utility - inlet barriers provide a capability for
detecting,. deterring, and delaying a forced entry into a .

controlled access area. The delay function fa.ilitates
assessment-and response activities by Security Officers.

II. SYSTEM DESCRIPTION *

The MAA and the vault are provided with numerous ty3es of '

utility services. The majority.of utility services possess
inherent characteristics which deter an adversary action,
such as steam, electrical, and acid lines. All utility
services penetrate the physical barrier of the MAA and

a vault by passing through sleeves or cable trays. Design
1 criteria limits the size of utility sleeves or trays,

excluding ventilation ducting, to a maximum dimension of
12 inches. Any opening which exceeds the design criteria
is provided with enhanced security measures.

,

III. PERFORMANCE CRITERIA '

A. Site Conditions

| All ventilation ducting enters and exits the MAA and
1 the vault at a minimum distance of 10 feet above the

ground or floor level. The minimum distance between
openings is limited to twenty-four inches.

B. Performance Conditions

I 1. Installation
j
i Unused areas of a sleeve or tray are packed with

fire-resistance silicon foam.

2. Ventilation Duct Construction
.

a. Inlet Ducting

Inlet ventilation ducting measures 12" x 26" .,

and is constructed of 20 gauge galvanized
steel.

; b. Outlet Ducting -

Outlet ventilation ducting measures 12" in
diameter and is constructed of schedule 10 304L

U stainless steel.

,

i

!

!
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-

,
3. Ventilation Duct Closure Grid Construction

i The closure grid enhances the security of the inlet
and outlet ventilation-ducts. The closure grid is
constructed of 1/2-inch steel rods positioned at
6+ inch centers.

'' 4. Pentration Times-

| Avg. Time
Barrier- Penetration Equipment (Minutes).-

Grid Explosives, linear shaped 1.0
charge (0.3 lbs.), sledge,
chisel, ropej

Grid Cutting torch, oxy-lance, 3.3
self contained breathing

; apparatus
1

! Vent Duct Sledge, axe, tin snips, 1.5*
I chisel, rope

*This time is approximate. The elevated position
of the ventilation ducting and the required spac-
ing between sleeves or trays reduces the desira-
bility of such attempts and slightly increases the
penotration time.

.

IV. DETECTION AND ASSESSMENT.,

A. Detection

1. Security' officers observe the VA side of all MAA
physical barriers penetrated by the ventilation:

'

ducting at least once every 30 minutes. Reference
43-1 discusses patrolling by guard force. ,

2. During closed portal conditions, a-microwave motion
detectica system (Reference 57-1) monitors the area

j through which the ventilation ducting penetrates
the MAA and vault side of the physical barrier.

! Sensors annunciate locally and remotely with audi-
', -ble and visual indications. The remote alarm is-

communicated to the CAS and the SAS.

3. During open portal conditions, CCTV (Reference
10-1) monitors the area through which the ventila-.

tion ducting penetrates the physical barrier of
I both the MAA and vault. During closed portal

conditions, the CCTV monitors only the VA side of
the MAA's physical barrier.

1

'
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B. Assessment

An alarra condition is assessed by the security officers
patrolling the VA and remotely by CCTV (Reference 10-1)
from the CAS and the SAS.

V. ALARM TESTING-
.

A. Microwave Petection System

See Reference 57-1 for testing modes and frequencies. .

B. FCTV

See Raference 11-1 for testing modes and frequencies.

VI. VULNERABILITY

A. Ventilation ducts do not contain any features which
degrade the penetration times identified in III.B.3
above.

B. The utill: cation of thermal equipment within the Vita'
Area is strictly controlled by Security Work Orders
(Reference 98-1). Resultantly, this type of penetra-
tion equipment is not consioered in the determination
of penetration delay times. An outside adversary's
penetration time is substantially increased when the
equipment is transported to the MAA from outside the
VA.

.

.
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BALANCED MAGNETIC SWITCHES

I. FUNCTION

Balanced magnetic switches detect the opening of doors com-
prising part of the MAA and the vault physical barrier.
They also provide remote indication of the return of these*

doors to a secure status upon completion of the entry or'

exit operation.

II. SYSTEM DESCRIPTION

The Kiddle, Model DR-850, Balanced Magnetic Switch utilizes
a magnetic assembly containing an adjustable permanent mag-
net and a switch assembly. The switch assembly contains
two magnetic reed switches for break and cross actuation.

III. PERFORMANCE CRITERIA

A. Site Conditions

1. MAA-1.1, MEE-1.1, and VAU-1.1 are each equipped
with one balanced magnetic switch.

2. The switch assembly is housed within the frame of
the door. The adjustable permanent magnet is
mounted on the door adjacent to the switch assam-
bly. When the door is closed, neitter the switch
assembly nor the permanent magnet is exposed.

B. Environmental Conditions

The balanced magnetic switch is designed for both
exterior and interior use. Additionally, the MAA and
the vault do not contain ary normally occurring
environmental conditions which adversely affect the
performance of the magnetic switch.

C. Performance Conditions

1. System Operation

A magnetic field, generated by the door being in
'

the "secura" position, maintains the switch assem-
bly in a neutral position. Any change in the
strength of the magnetic field, caused by the move-
ment of the permanent magnet or the introduction of.

a foreign magnetic field, results in a loss of
balance and the annunciation of the alarm.

4-13
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2. Installation

Wire-runs are placed in conduit. The conduit is
located within the confines of the physical 5arrier
and is not expased to personnel. Extra wires are
included to accommodate the insta.1'ation of addi-
tional sensors and to minimize future maintenance ,

problers.

3. Door Construct!on
.

Doors are constructed from nonferrous materials.
Each door has a maximum of two millimeters of free
play.

Specific Construction Criteria

Door Reference

MAA-1.1 21-1
MEE-1.1 28-1
VAU-1.1 21-1

4. Reliability

Balanced magnetic switches rarely false alarm and
are considered an extremely dependable intrusion
detector.

5. Protective Featttres

a. Tamper protection is an inherent quality of the
balanced magnetic switch. Any increase or
decrease in the strength of the magnetic field
initiates an alarm.

b. Line supervision is not provided. However, to
open the door, the locking mechanisms must be
de-ene rg i z ed . This action also initiates an
alarm.

IV. MAINTENANCE AND TESTING

A. Maintenance .

All maintenance is performed bi technical security
officers.

.

1. Corrective Maintenance

Corrective maint.enance is performed on an as-needed
basis.

.
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2. Preventative Mainte_ nance

Preventative maintenance is performed at least once
every six months.

B. Testing
,

*'
All testing is performed by physical security officers.

1. Emergency Exits
.

Emergency exits are tested once per shift by open-
ing the door and verifying the proper operation of
the magnetic switch and associated alarms.

2. Entry / Exit Doors

Entry / exit doors are tested once per shift by open-
ing the door and verifying the proper operction of
the magnetic switch and associated alarms.

V. DFTECTION AND ASSESSMENT

A. Detection

The maximum distance the door can be opened without
initiating an alarm is one-half inch. This action
initiates a local and remote alarm with both audible
and visual indication. Reference 51-1 describes in
detail the local alarms associated with balanced mag-
netic switches. Reference 21-1 (Doors and Associated
Hardware) and Reference 28-1 (Emergency Exits) identify
the location-of remote alarms.

B. Assessment

1. Local

Local alarm assessment is' conducted by security
officers patr' ling the area of the alarm. See
Reference 43-1.

2. Remote.

Remote assessment, via CCTV (Reference 10-1), is
conducted from the CAS and the SAS by security
officers.*

I
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VI VULNERABILITY

A. Balanced magnetic switches only detect opening and
closing events. Door penetrations are not detected.

B. Additional detection capabilities are provided by the
microwave (Reference 57-1) and video (Reference 11-1) *

motion detection systems for door opening and closing
events and door penetrations.

.

e

e
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CCTV MONITORING / SURVEILLANCE

I. FUNCTION

CCTV monitoring / surveillance provides the capability for
monitoring activities and conditions inside a controlled-

access area and for detecting and assessing adversary
activities.

~'*
II. SYSTEM DESCRIPTION

See Reference 11-1 for a complete description of the CCTV
1 system.

'

,

III. PERFORMANCE CRITERIA

A. Performance Conditions

1. Types of Monitors

Operators observe a maximum of two surveillance
monitors. For each surveillance monitor, there is
an associated spot monitor. All monitors provide a
9-inch diagonal visual display.

,

a. Surveillance Monitors
i

Surveillance monitors receive a visual input
signal from a maximum of six CCTV cameras. The

.I monitors.can be operated in three modes:
automatic, manual, and automatic alarm. In the

1 automatic mode, the monitor is connected to the
sequencing network which switches the visual'

display between the input cameras at intervals
,

; ranging from 1 to 30 seconds. In t.he manual.
mode,-the monitor receives an input signal from'

only one CCTV camera. In the automatic alarm
mode, the monitor is sequenced and electroni-
cally connected to the Video Motion Detection
System (VMD) (Reference 11-1) and/or the Micro-
wave Motion Detection System (MMD) (Refer-

i ence 57-1). When an alarm is initiated, the
' * sequence is interrupted and the monitor pro-

duces a visual display of the area generating
the alarm. Additionally, if more than one

p. alarm is received, the sequencing network
switches between only the VMD cameras and/or
the MMD units transmitting the alarm signal.

,

b. Spot Monitors

Spot monitors allow the operator to continu-
ously. view an area of concern or one in which.

4-19
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an alarm has been initiated. Spot monitors can
also be operated in three modes which are iden-
tical to surveillance monitors.

2. Monitor Placement

Monitors are positioned on the vertical portion of *

the display console at eye level.

3. Observation Periods
,

a. Observing Periods

The maximum observing period does not exceed
two hours,

b. Recovery Periode

For every two hours of observing, the operator
receives one hour of recovery time. This ratio
of 2:1 is maintained for any length of observ-
ing period.

4. Controls

Operator controls are located horizontally on the
console within reach of the operator and directly
below the monitors such that control manipulation
does not obstruct the visual path of the operator.
Controls and switches, including those for the
sequencing network, the video recorder, the VMD
system, and the MMD system, are grouped together
and arranged in direct relationship to the monitors
they control.

5. Diversity and Redundancy

a. When a surveillance monitor becomes inopera-
tive, the spot monitor becomes the surveillance
monitor. Spare monitors are immediately avail-
able to minimize the downtime of CCTV monitor-
ing capabilities.

b. In the event environmental conditions prevent *

visual surveillance by CCTV monitors, the con-
trolled access area is continuously patrolled
by security officers (Reference 43-1) and .

manned by security response personnel.

4-20
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6. Operator Training

Security officers receive classroom and on-the-job.

training prior to oeing authori-cd to cperate CCTV*

monitors and to perform surveillance and assessment
1

functions. This training, utilizing written proce-
;

;.*- dures where applicable, includes instructions for
properly operating the CCTV monitors, proper

i- assessment techniques, and proper response proce-
dures., ,

IV. MAINTENANCE AND TESTING

A. Maintenance

See Reference 11~-1.

B. Testing

"

Operators are randomly tested on a weekly basis to
determine their surveillance and assessment capa-

i bilities and to motivate operators to maintain
vigilance while observing CCTV monitors.;

| V. PETECTION AND ASSEi;dMENT
;
; See Reference 11-1.

.

'

! VI. ' VULNERABILITIES

See Reference 11-1.

i
!

{

:

*
i

1
1

1

i

)

!

-

4-21

. ., _.. - . _, _ . - _ _ _-



. - .. ._ -. - -. _ -.

.

REFERENCE 13-1
PAGE 1 OF 6

i

CCTV SYSTEMS

I. FUNCTION

CCTV systems provide the remote capability for continuous '

*monitoring, sensing, detecting, and assessing adversary
activities within a controlled access area.

II. SYSTEM DESCRIPTION .

The Venus Scientific, Model DV-1, Low Light CCTV system is

,
employed. The system incorporates an all solid state,
intensified Vidicon TV camera which utilizes a'

25-millimeter image intensifier with a 1-inch Vidicon tube.
The system is capable of operating within a light range
varying from bright sun light to 5.0 E-05 foot candles,
face plate illumination.

,

j III. PERFORMANCE CRITERIA

A. Site Conditions

1. CCTV cameras are positioned within the area of
coverage such that blind spots are eliminated.

2, For spaces having a height of 20 feet or less, CCTV
cameras are normally positicned at a height varying

; from 12 to 14 feet. A minimum height of 9 feet is
always maintained, unless lower levels are cpecif-
Ically required. For spaces having a height of ,

21 feet or greater, CCTV cameras are positioned to '

provide multiple viewing levels.

| B. Environmental Conditions
;

1. Man-made
:
i a. Man-made environmental conditions are all con-

trolled such that they do not adversely affect
the proper operation of the CCTV system.

'

b. Cameras and transmission lines, by design, are
*

immune to EMI under normal conditions. Addi-1

i' tional EMI protection is provided by restrict-
' ing RF radiating equipment to only the security
j officers' duress alarm systems (Refer- .
' ence 22-1).

r

|

|
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2. Natural'

The Vital Area (VA), MAA SAP, MAA, and vault are
each located.inside the facility. Resultantly,
natural phenomenon is not expected to adversely

4 affect the proper operation of the CCTV systems.
Lightning protection is provided by facility design*

considerations and power line filtering. i

!=

C. Performance Conditions, ;

1. Operation '

a. Closed Portal Conditions

! Each CCTV camera is associated with a Microwave
i Motion Detection unit. When the microwave unit

)L
(Reference 57-1) detects motion within its area
of coverage, the CCTV camera is automatically

i activated,

b. Open Portal Conditions

During open portal conditions, all cameras are
operative. An automated switching network
presents the area of coverage to the monitor in
a -timely and useful manner. The monitor has'
the capability to selecting any of the cameras,
should he be interested- in viewing a specific
area for a period of time longer than presented
by the switching network. Additionally, CCTV,

systems are provided with a video Motion Detec-
tion system. This system allows the monitor to
segregate-the total area of coverage into a
free access area and a restricted access area
by masking the free access areas.

2. Lighting System
r .

To. encore adequate lighting for the CCTV systems,
. controlled security lighting maintain t a minimum
I

illumination level of 5.0 - E-03 Coot candles, face
i plate 112umination, during all conditions. Planned

* lighting ensures even illumination over the area of
' coverage and minimizes glare and bright spots. See

i Reference 17-1 for a complete description of the
j controlled security lighting system,.

i

$

i

I
,
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'

.3 . Switching Network

Switching is acccmplished by the Panasonic Auto
Alarming Sequential Switch (J, Model WJ-510 A. Roll

.

free video switching for the cameras utilizes an
external, master synchronization system. The
security officer monitoring the cameras has the -

i capability of interrupting the video switching
sequence at any time.

,

*

4. Video Recording

Alarm video is routed to a Panasonic Time Lapse
Video Recorder, Model NV-8030. Upon receipt of an
alarm condition from the microwave detection unit
(Reference 57-1) or the Video Motion Detection
system, the switcher routes the signal to the'

recorder. The recorder then changes from one of
,

i four available slow speeds (9, 18, 72, and
108 hours) to high speed tc recard activities
within the area of coverag' W cording time speeds
can be controlled from the and SAS or by pro-
gramming'the recorder.

5. Elimination of Nuisance Alarms

-Because the controlled access areas are inside the,

facility, nuisance alarms from external factors are
not expected to be significant. Also, the Video
Motion Detection system is provided with the
capability of masking areas not subject to coverage'

to prevent false alarms.

6. Target Visibility"

Target visibility is accomplished by thorough
illumination planning and fixture plc rent in the
controlled access area. Reference 17-1 describes
the controlled security lighting system design'

criteria.

7. System Resolution

CCTV systems are capable of distinguishing a man's -

face at any point within the area of coverage under
-both normal and emergency. lighting conditions.

.

!
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8. Power Supplies

CCTV-systems are provided with both UPS (Refer-
ence 85-1) and Emergency Generating Systems (EGS)

t (Reference 29-1) as backup power supplies. Upon a
loss of normal electrical power, CCTV systems
automatically switch to the UPS.within 1/60 of a.-
second. Once the EGS is prepared to assume the
full load, approximately 15 seconds, CCTV systems
automatically. switch to the EGS, 'also within 1/60
of a second. UPS can carry all critical loads for*

. a period of one hour. The EGS can carry all criti-
i cal loads for a period of 30 days.

9. Video Motion' Detection System (VMD).

i
! The VMD system is capable of detecting motion by

dividing the restricted access area (unmasked) ofy

1 the video display into seqments. Each segment is
i divided into 10 shades of the RETMA gray scale and

assigned digital numbers from one to ten which
; ' correspond to specific shades of gray. If any of

the values change due to motion within the area, by'

more than a value of two, an alarm is registered.
:

[. 10. Diversity and Redundancy
!

|- a. Closed Portal Conditions

$ During closed portal conditions, the Video
Motion Detection system is backed up by the.

Microwave Motion Detection System (Refer-,

ence 57-1).
I

b. Open Portal Conditions
.

'

}
Cameras are mounted in pairs such that the area
of coverage is overlapped. Additionally, all

a camera positions are monitored by other CCTV
cameras.

j- IV. DETECTION AND ASSESSMENT

|. A. Detection

i 1. The Microwave Detection System (Reference 57-1)
~annunciates audibly and visually, both remotely and* -
locally. Ifemo te alarm annunciation is in the CAS
and the SAS.

,

3
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2. The Video Motion Detection System annunciates, both
visually and audibly in the CAS and the SAS.

3. Detection of adversary actions is also accomplished
by the monitor viewing the visual display, either in
the remote monitoring station (CAS and SAS) or the
MAA SAP. *

B. Assessment
.

1. Remote Assessment,

An alarm condition or potential adversary action is
assessed by CCTV from the CAS and the SAS.

2. local Assessment

Local assessment is performed by security officers
patrolling the VA and response force personnel.
Additionally, the security officer inside the MAA
SAP has the capability to assess potential adversary
action oatside the MAA SAP via CCTV.

V. MAINTENANCE AND TESTING

A. Maintenance

1. Corrective Maintenance

Corrective maintenance is performed on an as-needed
basis. Spare parts and components are maintained in
supply to minimize the downtime of a CCTV system.

2. Preventative Maintenance

Preventative maintenance is performed in accordance
with a mean-time-between failure schedule. For all
equipment, except the video recorder, maintenance is
semiannual. For the video recorder, inspections,
and adjustments are performed at specific hours of
operation, such as every 250, 500, and 1,000 hours.

B. Testing
.

All video systems are tested 30 minutes prior to the day
shift (DS) (see Table 18-2). These tests include ensur-
ing adequate monitoring capabilities from the CAS and .

SAS and the presence of proper lighting and power
requirements.
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VI. VULNERABILITIES

A. All critical components are located within controlled
access areas.

B. Tamper protection is accomplished by physical placement
of the cameras and a signal supervising system.

,

1. Physical Tamper Protection

Each TV camera is monitored by another TV camera.

during open portal conditions. During closed portal
conditions, a microwave unit protects the integrity
of each TV camera.

2. Signal Supervising

A signal supervising system monitors the output of
each camera. If the signal is interrupted for more
than 0.1 millisecond, 3 tamper warning is initi-
ated.

1

e

O

|
1

|
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CODED CREDENTIAL SYSTEMS

'I . ' FUNCTION

The coded credential system is utilized to verify
admittance authorization to controlled access areas. .

II. SYSTEM DESCRIPTION

The Schlage, Model 414, Access Control System employs a *

standard credit card size passive-electronic-coded
credential badge and a proximity reader. The credential,

badge contains a laminated, electronically tuned circuit
which responds to three specific RF frequencies in the
range of 4 to 30 MHz. The Schlage Access Control System'

has a maximum capacity of 1,500 credential badges and can
control up to eight (custom systems can accommodate more)"

proximity readers located a maximum distance of 305 meters
from the system's control processor.

;

III. PERFORMANCE CRITERIA

) A. Performance Conditions

f 1. Operation
I
j a. Issuing

An individual desiring access to the Industrial
Security Area enters a personnel portal located

; at the~ Main Gate and is issued a coded creden-
tial badge. Within the personnel portal, the
individual positions the coded credential badgei

on the Schlage proximity reader and enters his'

employee number on the control processor's
communications terminal. This action inputs>

the Voice Verification System (VVS) (Reference

! 65-1) which requests the individual to repeat a

| randomly selected sequence of four prerecorded
! words. A satisfactory response inputs the VVS

to signal the control processor to identify the
coded credential badge identification number
with the employee-identification number for all .

| subsequent admittance requests.
1

i b. . Obtaining Access to Controlled Areas
,

'' .To obtain access to a controlled access area,
-the person positions the coded credential badge
within 10 centimeters of the proximity reader'

1
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located next to the entrance door. The creden-
tial's identification number is read and trans-
ferred to the control processor which, after
associating the credential's identification
number with the individual's employee number,
scans the PAF and the AAF to determine if
access is authorized. Access authorization

*
inputs the control processor to initiate
admittance operations to the area for which
admittance has been requested.

.

c. Badge Retention

All personnel exiting the Industrial Security
Area return their coded credential badges to*

the Main Gate security officer. Credential
badge identification numbers are removed from
the control processor's memory at the end of
each shift.

2. Protective Features

a. Anti-Pass-Back

Once a coded credential badge is utilized to
gain access to an area, the control processor
only allows the coded credential badge to be
used to exit the area or to enter the next
elevated security 'ea within the controlled
access area. Any attempt to use the coded
credential badge in another manner, such as to
request admittance to the same controlled
access area, is rejected by the control
processor.

b. Lost or Stolen Badges

Each coded credential badge contains a unique
identification number. In the event a creden-
tial badge is lost or stolen, the control
processor is programmed to reject any future
use of the badge for controlled area admit-
tance.

'

3. System Interfaces

a. Positive Personnel Identification
.

Admittance to a MAA requires positive personnel
identification. When a coded credential badge
is utilized to gain admittance to a MAA's SAP,
the control processor automatically inputs the

|

|
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VVS with the employee number of the individual.
Once inside the MAA SAP, the VVS requests the
individual-to repeat a randomly selected-

sequence of four prerecorded. words. A satis-
factory response inputs the VVS to signal the
control processor that positive personnel
identification has been established.

,

b. Personnel Inventory System

Each entry and exi* operation using a coded .

credential badge inputs the control processor
to upgrade the occupancy listing for each
controlled access area within the Industrial
Security Area. Security officers have the
capability of displaying'a listing of all
peraonnel occupying a specific controlled
access area and to tract personnel throughout
the facility and determine their present
location.

4. Accountability

The Security Department is responsible for order-
ing, receiving, auditing, conducting inventories,
issuing, decoding, and destroying all credential
badges.

IV. SYSTEM VULNERABILITY

a. The passive-electronic-coded credential badge system-

ranks as one of the two most difficult of all coded
credential systems to duplicate or decode. Addi-
tionally, badges are randomly issued each time an
individual enters the Industrial Security Area. This
procedure eliminates the threat of duplication because
one never knows which coded credential badge he will be
issued.

b. The Schlage Access Control System does not possess the
capability to detect equipment tampering. However, the
proximity readers may be installed inside a wall, thus
eliminating exposed parts. Additionally, the coded
credential badge does not contain access authorization ,

information, it is only the instrument by which the
control processor identifies the individual requesting
admittance. All access information is contained in the
PAF and the AAF. *

,
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.

CONTROLLED SECURITY LIGHTING

,

I. TUNCTION

Controlled security lighting for the MAA, the MAA Secured
i, Access Portal (SAP), and the vault provides illuminiation

for monitoring,' surveillance, and alarm assessment.

II. SYSTEM DESCRIPTION

I Controlled security lighting for the MAA and the vault is
provided by incandescent lighting. All of the lighting in
the MAA SAP, including controlled security lighting, is

; provided by incandescent. lights.

7
III. PERFORMANCE CRITERIA

A. Environmental Conditions

I The MAA, vault, and MAA SAP are each located inside the
*

facility. Environmental conditions are not expected to
adversely affect the proper operation of the controlled"

: security lighting system. Lightning protection is pro-
! vided by the facility housing the controlled access
i areas.
I

B. Performance Conditions
.

'

; 1. Illumination Design Criteria
i

i Monitoring, surveillance, and alarm assessment
'

inside the MAA, KAA SAP, and the vault is primarily
conducted otilizing CCTV (Reference 10-1) . Resul-
tantly, the following criteria defines the illumi-,

' nation standards to which the' controlled security
~

lighting system is designed:

a. Minimum illumination is a function of the sen-
sitivity and spectral response of the video

Li image tube, the aperature and light transmis-
sion of the lens, and the area reflectivity.
See Reference 11-1 for the specific charac-

!, teristics of the CCTV system employed. Minimum
| illumination is set at 5.0 E-03 foot candles.

b. Maximum illumination within the controlled
access area minimizes CCTV picture washout.*

The max / min illumination ratio is less than 10.

I
.

,

4
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c. Light sources and CCTV cameras are positioned
to minimize glare and bright spots.

d. Illumination over the entire viewing area pro-
vides well-defi.ted imsges on the CCTV monitor.

2. Reliability

The integrity of the con * roll e d security lighting
system is maintained by the integration of the
following systems to ensure sufficient lighting is .

maintained with the MAA, MAA SAP, and the vault at
all times,

a. Multiple Lighting Circuits

The controlled security lighting system is com-
posed of two lighting subsystems which are sup-
plied with electrical power through separate
distribution circuits. A loss of power to or a
failure of one circuit does not prevent the
controlled security lighting system from satis-
fying the illumination standards described in
III.B.1 above.

b. UPS (Security L_ighting)i

Both controlled security lighting subsystems
are protected by a Security UPS (Refer-
ence 8 5-1) . The transfer of electrical power
is automatic and instantaneous. The security
UPS can sustain the controlled security light-
ing system for a period of one hour,

c. Emergency Generating System (EGS)

Both controlled security lighting subsystems
are also connected to the EGS (Reference 29-1).
In the event of a loss of normal electrical
pover, the EGS assumes the full electrical load
of all UPS systems and other designated loads
within 12 to 15 seconds of the loss of power
and can sustain these loads for a period of 30
days. ,

.

4
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,

i
t IV. MAINTENANCE AND TESTING
]
=

A. Maintenance
,

.All controlled security lighting maintenance is per-'

. formed by authorized maintenance personnel and wit-
nessed by Technical Security Officers.-

1. Corrective Maintenance

Corrective ~ maintenance is performed on an as-needed*

basis. Spare lighting and circuitry corponents are
maintained in supply to minimize the down-time ot a
controlled security lighting subsystem.

2. Preventative Maintenance

preventative maintenance is performed in accordance
with a Mean-Time-Between-Failure (MTBF) schedule.
For the majority of controlled security lighting
components, preventative maintenance is performed
on a semiannual basis.

B. Testing
,

'

The controlled security lighting system is continuously
checked by security officers patrolling the controlled
access areas (see Reference 43-1). Illumination levels
are verified on a bi-weekly basis in all controlled L

access areas by Physical Security Officers.

V. VULNERABILITIES

A. All of the controlled security lighting components
(lamps, control panels, etc.) are located inside the
MAA. Junction boxes, cable runs, and the UPS and EGS ,

systams are located within a Vital Area (VA).
]

j B. Controlled security lighting is monitored continuously

{, by tamper indicating circuitry.

i -

!
:
'

o
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ENTRY / EXIT DOORS

I. FUNCTION

~ Entry / exit doors provide access control and a capability
for detecting, deterring, and delaying a forced entry into ,

a controlled access area. The delay function facilitates
assessment and response activities by Security Officers.

II. SYSTEM DESCRIPTION *

MAA-1.1 and VAU-1.1 are personnel doors comprising part of
the physical barrier for the MAA and the vault, recpec-
tively (see' Figure 18.1). MAA-1.1 is located on an inside
wall. Both doors are custom manufactured and provide a
high degree os security.

III. PERFORMANCE CRITERIA

A. Performance Conditions

1. Door and Frame Construction

a. Door

Doors are constructed of 3/4-inch (outside)
steel-plate, a 3-inch block of cedwood. and a
1/2-inch (inside) steel plate. The redwood is
anchored to both steel plates with stud nails
placed at 6-inch intervals.

b. Frame

Frames are constructed of steel and possess
_

penetration resistance times equivalent to that
of the entry / exit doors. A 1/2-inch steel lip,
welded to the outside of the door, conceals the
opening between the door and the frame.

2. Door and Frama Alignment

-Emergency exits have a maximum of 2 millimeters of
free play between the door and the frame. .

t

3. Door flinges

{ Each door utilizes five hinges located on the *

1 inside of the door. The body of the hinge is made
' of 3/4-inch steel and -is welded to both the frame.
j- and the door. The hinge pin is made of 3/4-inch

[ steel and is not exposed. !!iage= pins are welded to

i

4
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the hinge body attached to the frame. Door hinges
allow opening the door only in the outward direc- '

tion.

4. Door Locking Mechanisms

a. Description.

Two active dead bolt tystems per door are
employed. The active dead bolts, each a

* 'l-1/2-inch diameter stainless steel rod, and
the actuators are positioned inside the wall.
The length of the dead bolts is randomly
selected allowing the actuating mechanisms to
be positioned at varying distances from the
door. Additionally, the locking mechanisms are
randomly placed around the perimeter of the
door such that the dead bolts may travel either
vertically or horizontally. Dead bolts are
spring loaded to return to the "unsecure"
position.

b. Operatton

In the " secure" position, the actustors are
electronically energized and the dead tolts are
positioned inside the door. Entry authoriza-
tion de-energizes the actuator causing the
spring to return the dead bolt to the
"unsecure" position. Entry / exit doors fail in
the "unsecure" position upon a loss.of
electrical power.

5. Penetration Times

Avg. Time
Barrier Penetration Equipment (Minutes)

Door Explosives (9 pounds) 1.5*
tamped charge

Dead Bolt Air / arc welding, high 6.0**
pressure air

.

*l.5 minutes represents the penetration time with a 3-inch void,

space. An evaluation for redwood has not been conducted.

**Two dead bolts require cutting. Additionally, the 1/2-inch
steel lip mont be cut and the placement of the dead bolts is
varied increasing the penetration time. A more realistic
penetration time is approximately 14 minutes.
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I

IV. DETECTION AND ASSESSMENT

A. Detection
|
| 1. MAA

The MAA-1.1 opening and closing events are moni- *

| tored by balanced magnetic switches (Reference
6-1). The alarm annunciates with audible and
visual indications both remotely and locally. The

,

remote alarm occurs in the CAS, SAS, and the appro-
priate MAA SAP.

A line supervising device monitors electrical power
supplied to the actuator. The sensor annunciates
locally and reitotely with audible and visual indi-
cations when the actuator is de-energized. The
remote alarm is communicated to the CAS, SAS, and

, the appropriate MAA SAP.
!

During open portal conditions, the adversary is
detected by the Security Officer conducting entry
control functions.

During closed portal conditions, the adversary is
detected by the microwave motion detection system
(Reference 57-1) as he enters the MAA SAP. The
sensor annunciates audibly in the MAA SAP and
audibly'and visually in the CAS and the SAS.

2. Vault

VAU-1.1 opening and closing events are monitored by
balanced magne tic switches (Reference 6-1). The
alarm annunciates with audible and visual indica-

I' tions both remotely and locally. The remote alarm
occurs in the CAS, SAS, and the appropriate MAA
SAP.

,

A line supervising device monitors electrical powert

! cupplied to the actuator. The sensor annunciates
| locally and remotely with audible and visual indi-

cations when the actuator is de-energized. The
remote alarm is communicated to the CAS, SAS, and *

the appropriate MAA SAP.

During open portal conditions, the adversary is
,

detected by CCTV (Reference 10-1). The vault
entrance is located such that only personnel desir-r

( ing access to the vault need approach the door.
| Any such' action, when a vault entry is not
|
t

!-

!~
|

! !

! I
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scheduled, alerts the Security Officer to a
potential adversary action.

During closed portal conditions, the MAA is con-
tinuously monitored by a vibration (Reference 87.1)
and microwave motion (Reference 57-1) detection

*. system. The sensor annunciates audibly in the MAA
j and audibly and visually in the CAS and the SAS.

J, B. Assessment

An alarm condition in the MAA SAP, MAA, or in the vault
is assessed by CCTV (Referencu 10-1) from the CAS and
the SAS.

V. ALARM TESTING

A. Balanced Magnetic Switches

See Reference 6-1 for testing frequencies.

B. 'Line Supervising Sensor

The sensor is tested once per day by de-energizing the
actuator from the CAS or the SAS.

C. Microwave Sensor

See Reference 57-1 for testing frequencies.

VI. VULNERABILITY

A. Entry exit doors do not contain features which degrade
the penetration times identified III.A.5, above.

B. The utilization of thermal equipment within the Vital
Area is strictly controlled by Security Work Orders
(Reference 98-1). Resultantly, this type of penetra-'

tion equipment is.not considered in the determination<

of penetration delay times. An outside adversary's
penetration time is substantially increased when this

1 type of equipment is transported to the MAA.

..

! .

a

|
; i

1

'
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DURESS ALARMS __

I. FUNCTION

Duress alarms detect and communicate those conditions which
result in the presence of abnormal physiological responses -

from a security officer during the performance of his
assigned duties.

'
II. SYSTEM DESCRIPTION

A duress alarm consists of a miniaturized transmitter, a
sensor, electrodes, and a battery pack. The sensor moni-
tors changes in the physiological condition, heart beat and
galvanic skin conditions, of the security officer via elec-
trodes attached to his chest. These bodily functions
increase when an individual is subjected to a threatening
situation or decrease in the event of death. Such occur-
rences, above or below preset limits, trip the sensor and
cause the duress alarm to initiate a remote annunciation.

III. PERFORMANCE CRITERIA

A. Siting Conottions

All security of f icern manning MAA SAP's are monitored
by duress alarms. These sensors are concealed under
the clothing of the security officer.

B. Environmental Conditions

The environmental conditions of each MAA SAP are con-
trolled such that they do not adversely affect the per-
formance of the duress alarms. Additionally, due to
the resistance of the physical barriers of the facility

. to RF transmissions, RP receivers are installed inside,

each MAA. The RF receivers are hardwired to the CAS
and the SAS to ensure the transmission of alarm signals
out of the facility.

C. Performance Conditions

1. Issuing Duress Alarms *

Security officers are issued duress alarms prior to
assuming respons2bility for entry control func- .

tions. Once the electrodes are attached, the sen-
sor's alarm limits are adjusted relative to the
security officer's present physiolcgical condi-
tions. The sensor is then tested to ensure proper
operation.
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2. Operation

Each' sensor has a preset upper and lower alarm'

limit. The lower alarm limit provides the capabil-
ity for detecting the death of the security
officer. The upper alarm limit detects elevated
heart rate and galvanic skin responses resulting.

.

from the occurrence of a stress situation. When
either of these limits are reached, the sensor
trips and initiates a signal transmission to the

,

CAS and the SAS via the RF receiver..

.

3. Redundant Fea_tures

'

Security officers are continuously required to,

interact with the computer processor, via the com-
munications terminal, prior to the individual gain-
ing access to the MAA. When the security officer
perceives a threat, he alerts the CAS and the SAS

i by entering an alert code on the communication
; terminal.

IV. . DETECTION AND ASSESSMENT

I
A. Detection

Duress alarms annunciate with both audible and visual
j indications at the CAS and the SAS. A common audible
! alarm alerts the monitor to the occurrence of a duress

alarm. Individual visual displays alert the monitor to
the specific location of the duress alarm.

B. Assessment

An alarm condition is assessed by security officers
j patrolling the area (Reference 43-1) and remotely by

CCTV (Reference 10-1) from the CAS'and the SAS.

V. MAINTENANCE AND TESTING
.

A. Maintenance

All. maintenance is performed by Technical Security
Officers.

-

1. Corrective Maintenance;
-.

Corrective maintenance is performed on an as-needed
*

bases.
J

.

k

1
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2. Preventative Maintenance

Preventative maintenance is performed at least
every three months or more frequently when indi-
cated by the manufacterer's maintenance
instructions.

.

B. Testing

Duress alarms are tested, inside the MAA SAP, at the
*

beginning of each shift. The test is conducted by
having the security officer run-in-plac? for one minute
and observing the proper operation of the sensor and
associated alarm components.

VI. VULNERABILITY

A. The manner in which the security officer perceives the
threat, his physical condition, and the training he has
received for responding to a stress situation affects
the reliability of the duress alarm.

B. Duress alarms are extremely reliable in detecting the
death of a security officer.

.

.

,

I
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EMERGENCY EXITS

I. FUNCTION
1

} Emergency exito provide unimpeded egress from a controlled
~

area during an emergency condition. Additionally, emer--

t gency exits provide a capability for detecting, deterring,
and delaying a forced entry into a controlled access area.

*
II. SYSTEM DESCRIPTION

.MEE-1.1 is an emergency exit (see Figure 18.1) comprising,

part of the physical barrier for the.MAA. The door is
f located on an inside wall and is equipped with a panic bar

mechanism. Emergency exits are custom manufactured and
'

provide a high degree of security. Personnel evacuating;

from the vault and/or the MAA are channeled into the Vit al
Area.

VAU-1.1 also serves as an emergency exit and is equipped
with a panic bac mechanism ' for unimpeded egress from the
vault. The frequency of vault entries prohibits the instal-
lation'of a separate vault' emergency exit.

III. PERFORMANCE CRITERIA

A. Performance Conditions

1. Door and Frame Construction

a. Door

Doors are constructed of a 3/4-inch (outside)
steel plate, a 3-inch block 'of redwood, and a
1/2-inch (inside) steel plate. The redwood is

; anchored to both steel plates with stud nails
placed at 6-inch intervals.

i

b. Frame-
1

Frames are constructed of steel and possess
penetration resistance times equivalent to that

-
of the emergency exit doors. A 1/2-inch steel
lip, welded.to the outside of the door,
conceals the opening between the door and the
frame,,,

f

-2. Door and Frame Alignment

Emergency exits have a maximum of 2 millimeters of
free play between the door and the frame,

i

!
r

i
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3... Door Hinges

Each door utilizes five hinges located on the
inside of the door. The body.of the hinge is made
of 3/4-inch steel and is welded to both the frame
and the ocor. The hinge pin is made of 3/4-inch
steel and is not exposed. Hinge pins are welded to -

thejhinge body attached to the frame. Door hinges
allew opening the door only in the outward direc-
tion.

,

4. Door Locking Mechanisms

a. Description

Two active dead bolt eystems per door are
employed. The active dead bolts, each a
1-1/2-inch diameter stainless steel rod, and
the actuating devices are positioned inside the
wall. The length of the dead bolts is randomly
selected allowing the actuator to be poaitioned
at varying distances from the door. Addition-
ally, the locking mechanisms are randomly
placed around the perimeter of the door such
that the dead bolts may travel either verri-
cally or horizontally. Dead bolts are spring
loaded to return to the "unsecure" position.

b. Operation
.

In the " secure" position, the actuatc s are
electronically energized and the dead bolts are
positioned inside the door. Operating the
panic bar de-energizes the actuator. This
action causes the spring to return the dead
bolt to the "unsecure" position cllowing unim-
peded egress from the door. Emergency exits
fail in the "unsecure" position upon a loss of
electrical power.

.

.

t.
|
i

!

i

F
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5. Penetration Times

Avg. Time
Barrier Penetration Equipment (Minutes)

Door Explosives (9 pounds) 1.5*-

tamped charge,.
,

'

Dead Bolt Air / arc welding, high 6.0**
pressure air

) IV. DETECTION AND ASSESSMENT

i A. Detection

. 1. Emergency exit opening and closing ivents are moni-
! tored by balanced magnetic switches (Reference
i- 6-1). The alarm annunciates with audible and

visual indications both remotely and locally. The
remote alarm occurs in the CAS, SAS, and the appro-
priate MAA SAP.

2. A line supervising device monitors electrical power
supplied to the actuator. The sensor annunciates
locally and remotely with audible and visual indi-
cations when the actuator le de-energized.- The
remote alarm is communicated to the CAS, SAS, and
the appropriate MAA SAP.

3. 'The outside area of each emergency exit is moni-
tored by CCTV (Reference 10-1) continuously.
During open portal conditions, the emergency exit
arm inside the MAA is continuously monitored.

4. I microwave motion detection system (Reference
57-1) monitors the emergency exit area inside the
MAA during closed portal conditions. The sensor
annunciates locally and remotely with audible and
visual indications. The remote alarm is communi-
cated to the CAS and the SAS.

*l.5 minutes re,) resent the per 2tration time with a 3-inch void.

space. Evaluat ions using redwood have not been conducted.

**Two dead bolts require cutting. Additionally, the 1/2-inch
steel lip must be cut and the exact placement of the dead bolts*-

is varied . increasing the penetration time. A more realistic
penetration time-is approximately 14 minutes.

'
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5. Security Officers routinely, but in a randomly
selected order, patrol emergency exits leading into
the Vital Area. Security Officers observe each
emergency exit at least once every 30 minutes.
Reference 43-1 discusses patrolling by the guard
force.

.

B. Assessment

An alarm condition is assessed by Security Officers
patrolling the area and remotely by CCTV (Reference *

10-1) from the CAS and the SAS.

V. ALARM TESTING

The balanced magnetic switches and the line supervising
sensor are tested once per shift by Security Officers.
This test is conducted by operating the panic bar and open-
ing the emergency exit. The microwave detection system is
tested once per week by opening MAA-1.1 while the system is
in operation.

VI. VULNERABILITY

A. Emergency exits contain no features which degrade the
penetration times identificd in III.A.5., above.

B. The utilization of thermal equipment within the Vital
Area is strictly controlled by Security Work Orders
(Reference 98-1). Resultantly, this type of penetra-
tion equipment is not considered in the determination
of penetration delay times. An outside adversary's
penetration time is substantially increased when this
type ot equipment is transported to the MAA.

.

9
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I

| EQUIPMENT CHECKS / MAINTENANCE-
1-
i
'

I. FUNCTION

The equipment checks and maintenance procedure provide a
means of ensuring the operational condition of and docu--,

menting the maintenance history of all physical protection
components.'

II. SYSTEM DESCRIPTION' =-

L A maintenance history record is mair*ained for each physi-.

cal protection component. The rec 3 is maintained for the
life of the component or.five yea whichever is greater.

? These records contain the followi. , data for each mainte-
nance-action performed on the component:

A. Date of the equipment check / maintenance,'

l
'

B. Symptoms initiating the maintenance action. If the
maintenance was performed in accordance with a Mean-
Time-Between-Failure (MTBF) schedule, identify the MTBF
preventative maintenance identification number.,

1

C. Maintenance performed, adjustments made, modifications
completed, parts replaced, etc.

D. Signatures of the personnel conducting the maintenance,
, the close-out inspection, and the operational tests.
4

) E. Documentation of parameters measured, when appropriate.

;I F. Any supporting information.
1
'

III. PERFORMANCE CRITERIA
!
" A. Performance Conditions

l' . Scheduling Equipment Checks / Maintenance
i

a. -Corrective Maintenance |

Corrective maintenance is performed during non-,,

routine conditions. Consequently, scheduling
of corrective maintenance cannot be scheduled !

'

; in advance.
...

J

|*

I
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b. Preventative Maintenance

All preventative maintenance on physical pro-
tection systems and systems which interface the
physical protection components is performed in
accordance with work schedules approved by the
Plant Manager and the Production Superintendent *

(Reference 1-1, III.2.b). A weekly production
schedule is distributed to all departments
identifying those activities which are

,

authorized and when these activities are
authorized _to be performed.

2. Performing Equipment;0 hecks / Maintenance

a. Physical Protection Components

All maintenance is performed by two equally
knowledgeable Technical Security Officers.
Upon completion of the work, a knowledgeable
third person, also a Technical Security
Officer, performs a close-out inspection. All
personnel ~are then required to complete the
maintenance history record.

b. Interfacing Components

Maintenance performed on nonsecurity components
which interface with physical protection
components, such as the Emergency Generating
System, is conducted by facility maintenance
personnel. All such maintenance is witnessed
by a competent Technical Security Officer.
Upon completion of the work, a third person
from the maintenance group and the Technical
Security Officer witnessing the maintenance
performs a close-out inspection. All personnel
are then required to complete the maintenance
history record.

3. Operational Testing of components

a. Physical Protection Components
.

Upon completion of.the close-out inspection, i

two' equally knowledgeable Physical Security
Officers operationally test the components in .

accordance with written instructions to' ensure
the proper operation of the component and to
verify that the performance capabilities of the
component have not been reduced. All personnel
are then required to complete the maintenance
history record.
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b. Interfacing Coaponents

Upon completior. of the close-out inspection, a
knowladgeable third person from the maintenance
group and a Physical Security Officer opera-
tionally test the components in accorde.nce with
written instructions to ensure proper operation

.

and to verify that the performance capabilities
have not been reduced. All personnel are then
required to co.nplete the maintenance history
record.-

4. Training

All security officers receivt training in the
proper techniquen f or conductir.g close-out inspec-
tions, detecting collusion by individuals perform-
ing maintenance, and for conducting verification
and operational cheeks on components. Addi-
tionally, securit/ officers are instructed to
immediately brinq to the attention of the Security
Shift Supervisor any suspicious activities.

IV. A_UDITING

The QA/QC Department annually audits the Equipment Checks /
Maintenance Program to ensura compliance with applicable
procedures. Th is aud i t. includes an inspection of each
maintenance history record to ensure proper docomontation
and adherence with approvec. procedures.

V. VU LN E_RAli1LITI ES

As a minimum, maintenance on physical protection and inter-
facing components requires a total ot five individuals to
complete the maintenance, close-out the maintenance activ-
ity, and operationally test the component. Collusion
between all five individuals is extremely unlikely.

.

O
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ES_CORTS

I. FUNCTION

Escorts provide continuous surveillance of individuals
whose access authorization to a MAA requires the presence .

of an escort.

II. SYSTEM DESCRIPTION
.

The organization maintains a predetermined inventory of
personnel authorized to escort personnel into a MAA. These
escorts possess a DOE Q clearance and are assigned an LP-4
Work Designation Code (see Table 18-1). Only personnel
possessing an NRC Q or DOE Q clearance are authorized
inside a MAA. NRC inspectors possessing a Q clearance
(FO-4 Work Designation Code, Table 18-1) do not require an
escort.

III. PERFORMANCE CRITERIA

A. Performance Conditions

1. Verifying Clearances

The Security Manager verifies the authenticity of
all clearances prior to entering access authori-
zation data into the Personnel Authorization File
(PAF) (Reference 1-1).

2. Identitication of Personnel Requiring _ Escorts

All personnel entering the Industrial Security Area
(ISA) are required to exhibit a photo ID badge
(Reference 6 2-1) . Personnel requiring an escort
are issued photo ID badges on a red background.

3. Selection of Escorts

When an escort is required, a Security Of ficer
inputs the control processor to randomly scan the
Personnel Authorization File (PAF) and select an
LP-4 designated person. Normally, escorts are .

notified no earlier than 24 hours prior to their
assignment.

4. Determining the Number of Escorts *

A ratio of one cacort to one individual requiring
an escort is maintained for MAA admittance. Addi-
tior, ally, when more than two individuals requiring
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an escort will be inside the MAA at the same time,
a Physical Security Officer will accompany the
individuals. A ratio of one Security Officer to
two individuals requiring an escort is maintained
tor admittance into an MAA.

5. Utilizing a Coded Credential Badge
,

Personnel requiring an escort are issued a coded
credential badg? (Reference 14-1) in the same
manner as tne escort. However, during the issuing+

process, the control processor is programmed to
require both coded credential badges to be read by
the proximity reader and transferred to the control
processor prior to initiating admittance opera-
tions. This association process prevents the
individual requiring an escort from gaining access
to the MAA SAP without the escort being present and
the escort from transferring escort responsibili-
ties to another individual. Once inside the MAA
SAP, noth individuals are required to establish
positive personnel identification (see Reference
65-1). Additionally, because the individual
requiring an escoct utilizes a coded credential
budge, the personnel inventory system is contin-
uously updated wtih information relative to the
location of the visitor.

6. Escort Training

Prior to being authorized to escort personnel into
a MAA, personnel are required to uttend an Escort
Training Course conducted by the Security Depart-
.h e n t . This course instructs escorts in proper sur-
veillance techniques and methods of alerting the
security torce of potential adversary actions,

IV. DETECTION AND ASSESSMENT

A. Detection

1. dscorts are provided with duress alarms (Reference
22-1). These alarms annunciate remotely in the CAS
and the SAS.,

2. Tne MAA and the ilAA SAP are continously monitored
by CCTV (Reference 10-1) from the CAS and the SAS.

.

3. Facility personnel are instructed, upon contacting
an individual with a red background photo ID badge
who is not escorted, to immediately inform the CAS

4-49

L.



REFERENCE 31-1
PAGE 3 OF 3

or the SAS and to observe the movements of the
individual until a response force arrives.

B. Assessment

A duress alarm is assessed by security of f icer patrol-
ling the area (Reference 43-1) and by CCTV (Reference -

1.0-1 remotely from the CAS and the SAS.

V. '7ULNERABI LITY

A. Escorts are randomly selected 24 hours prior to being
assignt'd escort responsibilities. Thus, collusion
between an insider and one or more outsiders is vir-
tually impossible.

B. Becausa both individuals must satisfactorily respond to
positive personnel identificaticn procedures prior to
being admitted to the MAA, the overpowering of an
escort prior to MAA SAP admittance serves no purpose.
Such activities within the MAA SAP are immediately
detected. Resultantly, escorts are not provided with
weapons.

.

O

4-50



. _

REFERENCE 32-1
PAGE 1 OF 4

i

EXPLOSIVE DETECTOR HAND-HELD, PACKAGE SEARCH

I. FUNCTION

Packages are searched for the purpose of detecting incen-
diary and_ explosive devices being introduced into the MAA..

.

'II . SYSTEM DESCRIPTION
i

'' The Ion Track Instruments, Model 70, explosives detector is
,

employed. This unit continuously draws an air sample onto4

an elastomeric membrane. An argon, carrier gas flows
behind the membrane and mixes with the vapors which selec-
tively permeate the membrane. The vapor-argon mixture is
then split into two parallel streams. One stream passes
through an unobstructed column.to an electron capture
detector. The other stream passes through a parallel
column packed with a substance which selectively retards,

the flow of the vapor. The amount of retardation depends'

on the constituents of the vapor. This second column also
terrainates with an electron capture detector. When the
unobstructed column detects the presence of a vapor
mixture, the system is programmed to examine the response
of the explosive detector's packed column for a fixed
period of time. If a detector response from the packed
column occurs within this time period, an alarm is sounded.
The unit possesses moderate to low specificity and moderate
to high sensitivity.

III. PERFORMANCE CRITERIA

A. Site Conditions
4

All packages are searched inside the MAA SAP (Reference
66-1).

B. Environmental Conditions

1. NO smoking is permitted inside the MAA SAP.

2. Prior to placing the MAA SAP in "open portal" con-
ditions, the MAA SAP is searched for sources of
contaminating air or objects which may generate.

f alse explosives detector alarms. When possible,
such sources are minimized or removed from the
area.,

4-51
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C. Performance Conditions

1. Search Procedure

All packages, except those sealed with approved
tamper seals (Reference 83-1), are opened and
thoroughly inspected using the explosives detector -

to aid the visual incpection (Reference 88-1).
Packages are searched for explosive vapors at each
seam and opening. Additionally, the package is

,

compressed slightly with the detector positioned at
the most prominent opening to assure sampling of
internal vapors. The search procedure requires one
to two minutes to complete. Security officers,
based on the expected throughput of packages, are
not rushed to complete their inspection of packages
entering the MAA SAP.

2. Calibration

Explosives detectors are calibrated to detect 200
grams or less of dynamite, TNT, or similar nitrogen
compounds with a 90% confidence rate a.c a falue
alarm rate not exceeding 1%. Calibration is per-
formed by Technical Security Of ficers 30 minutes
prior to the day shift (DS) (See Table 18-2).

3. Operational Checks

The explosives detector is operationally checked
once per hour, utilizing the manufacturer's
Nitrogen Test Sample, to ensure proper operation.
Security officers performing the operational test
exercise care to prevent self-contamination or
contamination of the area.

4. Training

Security Officers receive classroom and on-the-job
training prior to being authorized to conouct pack-
age searches for explosive materials, This train-
ing, utilizing written procedures when applicable,
includes instructions for properly operating the
. equipment, proper search techniques, and proper *

response procedures.

IV. MAINTENANCE AND TESTING
,

A. Maintenance

All maintenance is performed by Technical Security
Officers.

4-52-
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1. Corrective Maintenance

Corrective maintenance is performed on an as-needed
basis. Normally, spare explosives detectors are
maintained so as to not impede admittance opera-
tions while maintenance is being performed.

.

2. Preventative Maintenance

Preventative maintenance is performed in accordance
with the manufacturer's instruction manual.*'

a. Batteries

The ITI, Model 70, explosives detector utilizes
two 13-volt, sealed nickel cadmium batteries
and two 6-volt, lead acid batteries. Batteries
are inspected on a monthly basis,

b. M_e.nbr a n e

Explosives detector membranes require replace-
ment every two to four weeks.

B. Testing

All tests are pertormed by Physical Security OfLicers.

1. Operational tests are conducted hourly (See III.C.
3).

2. Weekly tests, utilizing explosive test samples, are
conducted to motivate security of ficers to perform
thorough package searches.

V. DETECTION AND ASSESSMENT

A. Detection

The ITI, Model 70, explosives detector alarms within
three to five seconds of the admission of a detectable
concentration of nitrogen vapor. The time to clear the
detector, after saturation, varies from five seconds to
one-and-a-half minutes, depending upon the type of-

vapors detected.

B. Assessment
,

When an alarm occurs, the security officer reports the
alarm to the CAS and the SAS. The security officer
then attempte- to locate the object causing the alarm.
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If an explosive device, or potential device, is
located, the cecurity officer notifies the CAS and the
SAS in accordance with Chapter 23 of this plan. If the
object causing the alarm cannot be located, the package
is removed from the MAA SAP and inspected independently
by another security officer and explosives detector.
If the alarm is determined to be false, the package is .

readmitted to the MAA SAP.

The individual desiring access to the MAA is not
*

admitted until the package has been cleared.

VI. VULNERABILITY+

The level of detection varies with the type of explosive.
In general, electron capture detectors function very well
fer detecting dynamite, but do not perform well when used
to detect other types of explosives. Additionally,
countermeasures are available to reduce the amount of vapor
available for detection.

.

-

|
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EXPLOSIVE DETECTOR HAND-HELD, PERSONNEL SEARCH

I. FUNCTION

Personnel are searched for the purpose of detecting incen-
diaty and explosive devices being introduced into the MAA..

II. SYSTEM DESCRIPTION

The Ion Track Instruments, Model 70, explosives detector is-

employed. This unit continuously draws an air sample onto
an elastomeric membrane. An argon, carrier gas flows
behind the membrane and mixes with the vapors which selec-
tively permeate the membrane. The vapor-argon mixture is
then split into two parallel streams. 2ne stream passes
through an unobstructed column to .. electron capture
detector. The other stream passes through a parallel
column packed with a substance which selectively retards
the flow of the vapor. The amount of retardation depends
on the constituents of the vapor. ThiJ second column also
terminates with an electron capture detector. When the
unobstructed column detects the presence of a vapor mix-
ture, the system is programmed to examine the response of
the explosive detector's packed column for a fixed period
of time. If a detector response from the packed column
occurs within this time period, an alarm is sounded. The
unit possesses moderate to low specific'iv and moderate to
high sensitivity.

III. PERFORMANCE CRITERIA

A. Site Conditions

All personnel are searched insida the MAA SAP
(Reference 68-1).

B. Environmental Conditions

1. NO smoking is permitted inside the MAA SAP.

2. Prior to placing the MAA SAP in "open portal" con-
ditions, the MAA SAP is searched for sources of
contaminating air or objects which may generate.

false explosives detector alarms. When possible,
such sources are minimized or removed from the
area.

,
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C. Performance Conditions

1. Search Procedure

a. All packages and containers carried by the
individual are subject to the requirements of
Reference 32-1, " Explosive Detector fland-lield, -

Package Search."

b. All personnel are thoroughly searched utilizing
'

the explosives detector to aid the visual
inspection of the individual. The search
includes the areas under the individual's arms,
along the inseam and leg portion of the pants,
the waist, and the back. Particular attention
is given to unusual bulges or bumps under an
individual's clothing. Additionally, coats,
hats, rubber boots, etc., are removed and
inspected separately, after the individual has
been inspected. The search procedure requires
one to two minutes to complete. Security
officers, based on the expected throughput of
personnel in on MAA, are not rushed to complete
their inspection of personnel entering the
MAA.

2. Calibration

Explosives detectors are calibrated to detect 200
grams or less of dynamite, TNT, or similar nitrogen.
compounds with a 90% confidence rate and a false
alarm rate not exceeding 1%. Calibration is per-
formed by Technical Security Of ficers 30 minutet
prior to the day shitt (DS) (See Table 18-2).

3. Operational Checks

The explosives detector is oparationally checked
once per hour, utilizing the manufacturer's
Nitrogen Test Sample, to ensure proper operation.
Security officers performing the operational test
exercise care to prevent self-contamination or
contamination of the area.

.

4. Training

Security Officers receive classroom and on-the-job ,

training prior to being authorized to conduct per-
sonnel searches for explosive materials. This
training, utilizing written procedures when appli-
cable, includes instructions for properly operating

!

|

|
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the equipment, proper search techniques, and proper
response procedures.

IV. MAINTE, NANCE AND TESTING

A. Maintenance
.

/.11 maintenance is performed by Technical Security
Officers.

''

l. Corrective Maintenance,

Corrective maintenance is performed on an as-needed
basis. Normally, spare explosives detectors are
maintained so as to not impede admittance opera-
tions while maintenance is being performed.

2. Preventative Maintenance

Preventative maintenance is performed in accordance
with the manufacturer's instruction manual.

a. Batteries

The ITI, Model 70, explosives detector utilizes
two 13-volt , sealed nickel cadmium batteries
and two 6-volt, lead acid batteries. Batteries
are inspected on a morthly banis.

b. Membrane

Explosives detector membranes require replace-
ment every two to four weeks.

B. Testing

All tests are performed by Physical Security Officers.

1. Operational checks are conducted hourly (See III.C.
3).

2. Biweekly tests, utilizing explosive test samples,
are conducted to motivate security officers to

*
perform thorough package searches.

V. pETECTION AND ASSESSMENT
.

A. Detection

The ITI, Model 70, explosives detector alarms within
three to rive seconds of the admission of a detectable
concentration of nitrogen vapor. The time to clear the
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detector, after saturation, varies from five seconds to
one-and-a-half minutes, depending upon the type of
vapors detected.

B. Assessment

When an alarm occurs, the security officer reports the -

alarm to the CAS and the SAS. L'h e individual is then
required to empty his pockets. The security officer
then searches the individual again to locate the object
causing the alarm. If an explosive device, or poten- *

tial device, is located, the security officer notifies
the CAS and the SAS in accordance with Chapter 23 of
this plan. If the object causing the alarm cannot be

- loccled, the individual is removed from the MAA SAP and
escorted to a search room. An independent search,
performed by another security officer and explosives
detector is then performed. If necessary, individuals
are subject to a pat-down search to locate the obj( rt
causing the explosives detector alarm.

VI. VULNERABILITY

The level of detection varies with the type of explosive.
In ge.neral, electron capture detectors function well for
detecting dynamite, but do not perform well when used to
detect other types of explosivos. Additionally, counter-
measures are available to reduce the amount of vapor
available for detection.

.

O
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FLOORS, CEILINGS, AND WALLS

I. FUNCTION

Floors, ceilings, and walls provide a capability for
detecting, o terring, and delaying a forced entry into a.

controlled access area. The delay function facilitates
arsessment and response activities by Security Officers.

II. SYSTEM DESCRIPTION*

The MAA and the vault are equipped with emergency exits
offering unimpeded egress from the controlled area. Resul-
tantly, physical barriers are employed onl:, for forced
entry control.

A. MAA

The floor is below ground level and comprises a portion
of the foundation. The walls are inside and the ceil-
ing serves as the floor for the controlled area above
the MAA and the vault.

B. Vault

The floor and ceiling of the vault are common with that
of the MAA. The walls are Anside the MAA.

III. PERFORMANCE CRITERIA

A. Performance Conditions

1. Construction,

a. Floor

The floors of the MAA and the vault are con-
structed of 48-inch thick standard reinforced
concrete. The concrete strength ia rated at
5,000 psi and is reinforced witn eight layers
of No. 6 rebar at 6-inch centers.

b. Ceiling.

The ceilings of the MAA and the vault are con-
structed of 24-inch thick standard reinforced

* concrete. The concrete strength is rated at
5,000 psi and is reinforced with four layers of
No. 6 rebar at 6-inch centers.

|

|
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1

| c. Walls r

MAA.

The walls of the MAA are constructed of
36-inch thick standard reinforced concrete.
The concrete strength is rated at 5,000 psi -

and is reinforced with six layers of No. 6
rebar at 6-inch centers,

r

Vault *
.

! The walls of the vault are constructed of
24-inch thick standard reinforced concrete.

| The concrete strength is rated at 5,000 psi
| and is reinforced with four layers of No. 6

| rebar at 6-inch centers.

| 2. Penetration Times

| Avg. Time
I Barrier Penetration Equipment (Minutes)

Floor Explosives (80 pounds) 26.5
tamper plate, hydraulic
bolt cutters ,

Ceiling Explosives (20 pounds) 8.8
tamper plate, hydraulic
bolt cutters

, Walls Explosives (40 pounds) 13.6
j (MMA) tamper plate, hydraulic
i bolt cutters
!

| Walls Explosive's (20 pounds) 8.8
| (Vault) tamper plate, hydraulic

bolt cutters
'

IV. DETECTION AND ASSESSMENT

The outside perimeter of the MAA is continuously observed
by patrolling Security Cfficers.

|

.Open Conditions
=

A.

When the MAA and the vault are occupied, Security
,

Otficers continuously observe the activities of person-
nel and the status of the physical barriers via CCTV
(Reference 10-1).

!

I

|
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B. Closed Conditions

The physical barriers of the MAA and the vault are con-
tinuously monitored by a microwave (Reference 57-1)
detection system. Should the detection system alarm,
Security Of ficers will assess the situation utilizing
the CCTV (Reference 10-1) monitoring systei.

,

V. VULNERABILITY

The penetration delay times of the floor, ceiling, and, walls are compromised by the presence of entry / exit doors
(Reference 21-1), emergency exits (Reference 28-1), and air
and utility passages (Reference 3-1).

.

4
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LOCAL AUDIBLE / VISIBLE ALARMS

I. FUNCTION

Local audible and/or visible alarms provide the capability
for indicating the occurrence of an unauthorized activity -

within a controlled access area or the presence of a
hazardous condition to personnel occupying the area.

II. SYSTEM DESCRIPTION ~

The specific characteristics of each local audible and
visible alarm are identified in the detection section of
the applicable information response form for a particular
component or system. General characteristien, pertinent to
all local alarm systems, are contained in this information
response form.

III. PERFORMANCE CRITERIA

A. Site Conditions

Local alaras are located such th; t they satisfy their
stated function in the most ef fective manner. Siting
characteristics take into consideration physical
barriers, the nearness of bright lights which could
dampen thr effect of a visible alarm, and elevatede

backgrourd noises which could dampen the effect of
audible alarms.

B. Environmental Conditions

1. Natural

The Vital Area (VA), MAA SAP, MAA, and vault are
each located inside the facility. Resultantly,
natural phenomenon is not expected to adversely
affect the proper operation of local audible and/or
visible alarms.

2. Man-made

Prior to the selection of a local alarm, the effect *

of all man-made environmental conditions on the
proper opetation of the local alarm is identified
and evaluated. Consequently, adverse environmental

,

conditions affecting the proper operation of a
local alarm are negated during the selection pro-
Cess.
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C. Performance Conditions

1. Design Requirements
j

a. Audible Alarms
]
1

Audible alarms have an intensity of at least.

15 dB above ambient noise levels ac a distance
of 10 feet.

i b. Visible Alarms*

I
Security visible alarms are bright, flashing
strobe lights. Visible alarms indicating
personnel hazards are comprised of normal-
intensity flashing and nonflashing lights. The
color of the light varies depending upon the
type of hazard to personnel.

2. Alarm Monitoring

All security alarms are monitored in the CAS and
the SAS. The criticality and fire alarms are also
monitored remotely in the CAS and the SAS.

3. Power Supplies

Local audible and/or visible alarms are provided
with both UPS (Reference 85-1) and Emergency
Generating Systems (Reference 29-1) es backup power
supplies. Upon a loss of normal power, local
alarms switch to the UPS within 1/60 of a second.
Once the EGS is prepared to assume the full load,
approximately 15 seconds, local alarms automati-
cally switch to the EGS, also within 1/60 of a
second. UPS can carry all critical loads for a
period of one hour. The EGS can carry all critical
ioads for a period of 30 days.

4. Resetting Alarms

Security local alarms are only reset by Physical
Security Officers vith the concurrence of the CAS
and Sts. Local alarms associated with hazards to.

I
the health and safety of personnel are only reset
by individuals responsible for the equipment, such
as Health Physics personnel. In all cases, the

*
Facility Shift Supervisor and the CAS/SAS are
appraised of the situation surrounding the annun-
ciation of the alarm.

i
i

l
i
!

I
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IV. -MAINTENANCE AND TESTING

A. Maintenance

Maintenance on security local alarms, both corrective
and preventative, is performed by Techtsical Security
Officers. See each specific informatior. response form

*
for the maintenance requirements for a particular com-
ponent or system. In all cases, maintenance on
security-related local alarms is performed in
accordance with the manufacturer's instructions and a .

Mean-Time-Between-Failure (MTBF) schcc. :;1e .

B. Testing

Testing of security local alarms is performed by Phys-
ical Security Officers. See each specific information
response form for the testing requirements for a
particular component or system. In all cases, compo-
nents or systems are tested, as a minimum, at least
once a week and normally daily.

V. R_ESPONSE

A. Facility Personnel

All personnel issued a yellow (Company employea) or
light blue (Visitor, escort not required) Photo ID
Badge (Reference 62-1) receive instructions concerning
the proper response to both security and health and
safety-related local audible and/or visible alarms.
Instructions are conveniently posted throughout the
facility.

B. Security Personnel

1. Remote

Security personnel in the CAS/SAS assess the alarm
condition via CCTV (Reference 10-1).

2. Local

Local response and assessment is performed by ,

security officers patrolling the area of the alarm
(Reference 43-1) and the security response force.

VI. VULNERABILITIES *

All security local audible and/or visible alarms are pro-
,

| vided.with tamper indicating circuitry (Reference 82-1).
,
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,

MOTION DETECTORS - INTERIOR MICROWAVE SYSTEMS

I. FUNCTION

The microwave detection system provides the capability for
detecting adversary activities within a controlled access,,
area during closed portal conditions.

II. SYSTEM DESCRIPTION
1

e
The Advanced Device Laboratories (ADL), Model 3300, Micro-
wave Motion Detection System is employed. The motinn
detection system utilizes a doppler, microwave unit.d

Movemer t is detected by a shift in the transmitted fre-
quency. The extent of frequency shift is a function of the

~~

size of the target and the speed at which the target is
moving through the microwave beam.

I III. PERFORMANCE CRITERIA

A. Site Conditions
,

1. Microwave motica detection units are positioned
within the area of coverage such that blind spots
on the floor, ceiling, and walls are eliminated.
See Reference 38-1 for a physical description of

; the physical barriers.

2. For controlled access areas having a heign't of
20 feet or less, microwa.e units are normally
positioned at a heigb' r.y*ng from 12 to 14 feet.

4 A minimum of nine fe e always maintained, unless
lower levels are L. cifically required. For

; controlled access areas having i height of 21 feet i

i or greater, microwave units ure positioned to
provide multiple detection levels.

B. Environmental Conditions !

1. Man-made

- a. Man-made env ronmental conditions, includingi

{, temperatures, are all controlled such that they
a do not adversely affect the proper operation of

the microwave detection units. The ADL micro-
wave detection unit functions between -20 and

i e +120 degress Fahrenheit with almost zero false
alarm rate.

!

I
a

,

a
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b. EMI protection is provided by restricting RF
radiating equipment inside the controlled
access area during cloqed portal conditions.
Fluorescent lighting fixtures are not posi-
tioned within five feet of a microwave motion
detection unit.

.

2. Natural

The Vital Area (VA), MAA SAP, MAA, and vault are
each located inside the facility. Resultantly, *

natural phenomenor ~ not expected to adversely
affect the proper oi .ation of the ADL Microwave
Detection System. Lightning protection is provided
by the facility design considerations and power
line filtering.

C. Performance Conditions

1. Power Supplies

Eech microwave detection unit contains a 12 "rol t
rechargeable battery that is capable of operating
the unit for four hours upon a loss of normal
power. Additionally, microwave detection units are
connected to the Emergency Generating System which
is capable of providing electrical power within
15 seconds of a loss of normal power and for a
period of 30 days.

2. Installation

All microwave detection units are mounted on stable
surfaces, such as the wall or ceiling (Refer-
ence 38-1).

3. Operations

Microwave detection units are only operated during
closed portal conditions. Units are positioned and
adjusted such that the area of coverage is over-
lapped.

4. Interfecynce .

Microwava beams are adjusted such that one beam
does not anteract with another microwave detection

*
unit.
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5. Reliability

The ADL Microwave Detection System has a greater
than 99% probability of detection and less than
0.5% probability of initiating a false alarm.

6. Diversity and Redondancy*

The CCTV Video Motion Detection System (Refer-
ence 11-1), during both opened and closed portal,

conditions, provides redundant and diverse motion
detection in controlled access areas. Addition- ,

ally, security force officers continuously patrol
the peripheral areas of the controlled access area
(Reference 43-1).

IV. DETECTION AND ASSESSMENT

A. Detection

The ADL Microwavc Detection System is capable of
detecting a three-square foot object moving within the
controlled access 5rea at a rate varying from 3 inches
per second to 10 miles per hour. When motion is
detected, the microwave unit annunciates audibly and
visually, both remotely and locally. Remote annunci-
ation is in 'he CAS/SAS.

B. Assessment

1. Remote Assessment

Each microwave unit is connected to a CCTV camera
(Reference 11-1), when motion is detected, the CCTV
camera is automatically activated to produce a
visual display of the area in which motion was
detected. Remote alarm assessment of an alarm
condition or potential adversary action is per-
formed by the CAS/SAS.

2. Local Assessment

Local assessment is performed by security of ficers
patrolling the VA and by response personnel (Ref-a

erence 43-1).
V. MAINPENANCE AND TESTING,

A. Maintenance

All maintenance is performed by Technical Security
Officers.
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1. Corrective Maintenance
,

I

Corrective maintenance is performed on an as-needed
basis. Spare parts and components are maintained
in supply to minimize the downtime of a microwave

1

3 detection unit.
*

t

2. Preventative Maintenance

Preventative maintenance is performed in accordance .

.. with a Mean-Time-Between-Failure (MTBF) schedule
and the manufacturer's instruction manual. Nor-'

,

i mally, maintenance is performed every six months.

B. Testing

I 1. The Microwave Detection System is tested each time
the controlled access area is placed in a closed
portal condition. In the event the closed portal
conditions is for a period exceeding one week, the.:

Microwave Detection System is tested on a weekly
basis. Tests are conducted by a walk-through pro-

| cedure.
!

| 2. Each Microwave Detection System is self-supervised.
| In the event of a system failure or a loss of

powar, the microwave detection unit initiates an.

alarm in the CAS/SAS.
!

|' .VI. VULNERABILITIES

A. All critical components are located within the con-
trolled access area.

! B. Tamper protection is accomplished in the following man-
ners:

|
j l. Each microwave detection unit is monitored by the
| Video Motion Detection System.

2. Microwave detection units are self-supervised.
|

| 3. Access to a microwave detection unit is through the
beam of another mit t 7 wave de6 ection unit.

*

*
-

,

l'
t

|

|
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PHOTO IDENTIFICATION BADGE

I. FUNCTION

The photo I.D. badge is utilized for personnel identifica-
tion in areas where positive pecsonnel identification is*

not required. These areas include the Industrial Security
Area (ISA), the Protected Area (PA), and the Vital Area
(VA).,

II. PHOTO I.D. BADGE DESCRIPTION

Each photo I.D. badge is made of Polaroid film. Badges are-
of standard credit card size and slotted to accommodate
clasps and necklaces. Photographs are of sufficient size
and quality to allow ease in identifying personnel. The
employee's name and employee number is readily visible on
the lower half of the Polaroid film. Each badge is
laminated.

Background Colors

Personnel Classification Color

a. Company employee, escort not required Yellow
b. Visitor, escort not required Light Blue
c. Visitor, escort required Red

III. PERFORMANCE CRITERIA

All personnel are issued photo I.D. badges.

A. Performance Conditions

1. Initial Issue

To be issued a photo I.D. badge, a Photo I.D. Badge
Request Sheet must be ermpleted. The request sheet
requires the signature ot the following personnel
or their designee:

a. Personnel Administrator - Assigns the individ-
* ual an employee number or declares the

individual a " Visitor."

b. Industrial Safety Supervisor - In-house safety,

precaution indoctrination.

c. Health Physics Supervisor - Radiation safety
precaution indoctrination. The individual is
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also scheduled or exempted from the next
in-house radiation safety training class.

d.- Emergency Coordinator - Emergency preparedness
indoctrination.

e. Security Super visor - Security indoctrination. -

If the. individual is declared a " Visitor," the
Security Supervisor determines if the person
requires an escort.

,

Upon completion of the request sheet, the individ-
ual is issued a photo I.D. badge. The Security

i Officer issuing the photo I.D. Badge is rer.pusible
for entering the request sheet in the photo,

i I.D. badge inventory file.

2. Daily Issue
,

Personnel receive their photo I.D. badge when they
report to work each day. Upon entering the main

i gate, the individual requests his badge by giving
the Security Officer his employee number. The
Security Officer, after obtaining the photo

,
I.D. badge, makes a facial comparison between the

' facial characteristics displayed on the photo
I.D. badge and that of the individual. The

j Security Officer, situated within an arms reach of
the individual while conducting the identity veri-,

| fication, may take as much time as required to make
a facial comparison.

Personnel wearing articles not displayed on the
photo I.D. badge, such as hats or sunglasses, must
remove these articles prior to the Security Officer
confirming facial characteristics.

,

.i 3. Identity Verification at Entry Control Points
i

! a. Security Officers performing identity verifi-
cation are not assigned concurrent

4

responsibilities.

b. Obtaining admittance to a controlled acce ss -

| area regttires the use of the coded credential
! badge'(Reference 14-1). This action initiates '

a scan of the PAP and the AAF by the control ,

processor. Access. authorization results in the
! name and employee number of the individual to

whom the coded credential badge was issued
being displayed on the communications terminal

(' at the entry control point. The Security
|
:

|
,

4-70
|

|

.m , , . _ _ ._ . _ . _ . _ . - _ . __ _.



REFERENCE 62-1
PAGE 3 OF 3

Officer compares this information with the name
and employee number displayed on the photo
I.D. badge. Next, a comparison is made of
facial characteristics. The facial comparison
is made as identified in 2 above.

4. Badge Retention.

All personnel exiting the main gate are required to
return their photo I.D. badge to the main gate

*
Security Ofticer. Photo I.D. badges are stored in
holders according to numerical employee numbers.

5. Accountability

The Security Department is responsible for all
photo I.D. badge iystem equipment, issuing phnto
I.D. badges, and maintaining a record of all badges
issued.

;

IV. EFFECTIVENESS OF ENTRY CONTROL PERSONNEL

A. Frequent tests are conducted to motivate Security
Of ficers to detect deviations between an individual's
facial characteristics and those displayed on the photo
I.D. badge.

B. Security Of ficers assigned entry control f unctions not
requiring positive personnel identification are not
normally rotated. This practice increases the Security
Officer's ability to associate the names and facial
features of personnel entering the controlled access
area.

C. Security Officers receive training in recognizing dis-
tinct facial features. This training is conducted
on-site and in accordance with NUREG-0464, " Site
Security Personnel Training Manual."

V. SYSTEM VULNERABILITY

Photo I.D. badges are fairly easy to duplicate or counter-
feit. Resultantly, photo I.D. badges are not utilized as

+ an instrument for gaining access to a controlled area.
They are only used as a mechanism for identifying personnel
when positive personnel identification is not a require-
ment.,

Vulnerability to duplication or counterfeiting is reduced
by retaining photo I.D. badges on the plant site,
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POSITIVE PERSONNEL IDENTIFICATION
|

I. FUNCTION

The system verifies the identification of personnel being t

issued coded credential badges and reverifies the identifi- *
i

cation of personnel desiring admittance to designated con-
j trolled access areas.
t .

| II. SYSTEM DESCRIPTION

! A Texas Instruments, Model TI-990, Voice verification
System (VVS) is utilized to establish positive personnel

| identification. The system is composed of a centrally
| located " host" computer and several peripheral mini-

computers. The " host" computer maintains a 16 word voice
print on all AGNS employees and selected visitors. It has
a capacity of 1,000 people. The peripheral mini-computers,
when activated, make the actual voice print comparisons.
The rejection rate for valid personnel identification is
1.0% error. The acceptance rate for invalid personnel
identification is 2.0% error. The processing time averages
15 to 20 seconds per person.

III. PERFORMANCE CRITERIA

A. fite Conditions
.he " host" computer is located within the CAS. A
redundant " host" computer is located within the SAS.
Mini-computers are located at the main gate to the
Industrial Security Area (ISA) and at each MAA Secured
Access Portal (SAP).

B. Environmental Conditions

Components of the VVS are located within atmospheri-
cally controlled enclosures. Environmental conditions
are not expected to adversely af f ect the operation of
the VVS.

i
i C. Performance Conditions

,

1. Operation

a. Main Gate ID Verification .

When an individual enrolls a coded credential
badge into the Schlage Access Control System
(Reference 14-1), he enters his employee number
on the control processors communications

4-72-
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.

'
terminal. This action inputs the VVS which

' requests the individual to repeat, from the
inventory of 16 prerecorded words, a randomly
se'ected sequence of four words. A satisfac-

,

tory response inputs the VVS to signal the
control processor that positive personnel

= . identification has been established. The
individual is given 4 opportunities to match
the vcice print before a rejection alarm is
initiated.

,

b. MAA SAP ID Reverification

When an individual utilizes the coded creden-
tial badge to gain admittance into a MAA SAP,
the control processor inputs the VVS with the
employee number of the individual to whom the
coded credential badge was issued at the main
gate. The VVS then requests the individual to
repeat a randomly selected sequence of four
words. A satisfactory response inputs the VVS
to signal the control processor that positive
personnel identification has been established.
The individual is given four opportunities to
match the voice print before a rejection alarm'

is initiated.

2. System Interfaces

The VVS interf aces with the Access Control System
(Reference 14-1) to establich positive personnel
identification when such identification is a
criteria for access authorization.

3. Protective Features

a. Voice Print Matching Program

Access to the voice verification matching pro-
gram requires access codes. These codes are
retained by Texas Instruments,

b. Enrollment of Voice Prints
.

Voice prints are enrolled into the VVS within.

the CAS. Only mast..r computer operators.

possess the codes required to input the " host".

computer with individual voice prints.

4. Redundant Equipment

a. Mini-computers

In the event a mini-computer fails, replacement
computers are available. Additionally,

i 4-73
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individuals may be escorted by physical secur-
'

ity officers to the main gate where a positive
personnel identification is established. The
individual is then escorted back to the MAA SAP
by a physical necurity officer.

b. " Host" Computer .

When the " host" computer fails, a backup " host"
computer is placed "on-1ine."

,

IV. MAINTENANCE AND TESTING

A. Maintenance

All maintenance is performed by technical security
officers

1. Corrective Maintenance

Corrective maintenance is performed as necessary.

2. Preventative Maintenance

Preventative maintenance is performed once every
six months.

B. Testing

All testing is performed by physical security officers.
Each mini-computer is tested once per week by present-
ing invalid personnel identification and verif ying the
proper operation of the VVS and associated rejection
alarms.

V. DETECTION AND ASSESSMENT

A. Detection

Four unsatisfactory responses or a failure to respond
to the VVS within 15 seconds actuates a local and
remote alarm with both audible and visual indications.
The remote alarm occurs in the CAS and the SAS.

.

B. Assessment

1. Local
,

Local alarm assessment is conducted by security
officers patrolling the area of the alarm. See
Reference 43-1.
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2. Remote

Remote assessment, via CCTV (Reference 10-1), is
conducted from the CAS and the SAS by security
officers.

VI. RESPONSE,
,

A. Active Advercary Action

When assessment of the rejection alarm detects an.

adversary action, the response is in accordance with
the contingency plan (Reference 16-1).

B. No Adversary Action

The individual is requested to exit the MAA SAP and
report to the main gate where positive identification
attempts are instituted under the guidance of security
personnel.

VII. VULNERABILITIES

The VVS is one of the most difficult positive personnel
identification systems to compromise.

.

e
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^

SECURED ACCESS PORTAL
,

| I. FUNCTION

!
1 The Secured Access Portal (SAP) provides the capability of

isolating personnel traveling between two controlled access'
,

} areas for the purpose of conducting ingress or egress func-

.

tions,.such as verifying personal authorization and identi-
1 fication, verifying material authorizations, and conducting

cJntraband searches.* -

II. SYSTEM-DESCRIPTION
,

Each SAP is custom made based upon the restraints of thet

; placement location within the facility. The MAA SAP mea-
sures 10 feet wide, 15 feet long, and 10 feet high. The
following equipment, pursuant to both egress and admittance,

functions, is located within the MAA SAP:

A. A communications terminal,'

i

i B. Contraband detection equipment: a hand-held explosives
detector (References 32-1 and 33-1), a hand-held wea-'

! pons detector (Reference 92-1), a walk-through shield-
ing detector (Reference 72-1), and a hand-held SNM'

detector (References 74-1 and 75-1).

C. A Voice Verification System (VVS) (Reference 65-1).

D. An Access Control System proximity reader (Refer-
j ence 14-1).

E. CCTV (Reference 11-1).

! F. A Microwave Motion Detection unit (Reference 57-1).

III. PERFORMANCE CRITERI A

A. Site Conditions

The MAA SAP is located in accordance with Figure 18-1.
I

| B. Environmental Conditions .

1. No smoking is permitted inside the KAA SAP.
:

! 2. Only incandescent lighting is utilized.
*

3.- The environmental conditions are controlled such
! that the proper operation of equipment located

inside-the portal is not adversely affected.
;

!
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C. Performance Conditions

1. Physical Protection Capabilities

The MAA SAP is totally within the confines of the
Vital Area (VA) and does not comprise any facet of
the MAA physical barrier. Additionally, the only
purpose of the MAA SAP is to isolate personnel*

during admittance functions. Resultantly, the MAA
SAP dues not satisfy any physical protection
requirements tor the MAA. The only physical pro-.

tection requirement is that the portal offers
sufficient resistance to intrusion so as to allow
the security officer inside the MAA SAP to shut
MAA-1.1, should an intrusion occur at the same time
the door is open.

2. Portal Construction

The MAA SAP is constructed of two 20-guage sheet-
metal layers suppocted by 2 1/2-inch steel framing
and provided with 6 inches of fiberglass insulation
between the layers. The portal does not contain
any windows. Doors are standard industrial, 1 1/2
inch hollow metal core fire doors rated at 1-1/2
hours. Door hinges are located inside the MAA SAP.

3. Door Locking Mechanism

Two active dead bolt systems per door are employed.
The active dead bolts, each a 1/2-inch steel rod,
and the actuators are positioned inside the frame.
One dead bolt is controlled by the Access Control
System (Reference 14-1) and the other by the
security officer inside the MAA SAP.

4. Penetration Times

Average Time
Barrier Penetration Equipment (Seconds)

Portal, Door, Hand Tools 10
and Deal Bolt

*
IV. DETECTION AND ASSESSMENT

A. Detection
.

1. Closed Portal Conditions

During closed portal conditions, an adversary is
detected upon entering the MAA SAP by a microwave
detection system (Reference 57-1). The sensor

4-77

|

.



REFERENCE 68-1
PAGE 3 OF 4

annunciates audibly in the MAA SAP and audibly and
visually in the CAS and the SAS.

2. Open Portal Conditions

! a. Inside the MAA SAP
.

| During open portal conditions, an adversary
'

action inside the MAA SAP is detected by one or
more of the following:

.

(1) Direct reporting of the security officer
via the communications terminal

(2) Involuntary reporting by the security
officer's duress alarm (Reference 22-1)

(3) CCTV monitoring (Reference 11-1) from a
remote location, either the CAS or the
SAS

(4) Recognition of an invalid voice print by
the Voice Verification System (Refer-
ence 65-1)

(5) Recognition of an unauthorized person
attempting to gain MAA admittance by the
Access Control System (Reference 14-1).

Information concerning the annunciation of
alarms for each component or system is con-
tained in the specified reference.

b. Outside the MAA SAP
1

| During open portal conditions, an adversary
action outside the MAA SAP is detected by one
or more of the following:,

|

| (1) Guard Force Patrols (Reference 43-1).

(2) CCTV monitoring (Reference 11-1). Both
the security officer inside the MAA SAP
and the CAS and the SAS possess the -

capability of monitoring the exterior
areas of the MAA SAP.

*

(3) Recognition of an unauthorized person
attempting to gain MAA SAP admittance by
the Access Control System (Refer-

| ence 14-1).
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Information concerning the annunciation of
alarms for each component or systec is con-
tained in the specified reference.

B. Assessment

1. Re_ mote Assessenent,

An alarm condition or potential adversary action
inside or outside the MAA SAP is assessed by CCTV
(Reference 11-1) from the CAS and the SAS.*

2. Local Assessment

Local assessment is performed by security officers
patrolling the Vital Area (VA), including the
exterior areas of the MAA SAP. Additionally, the
security officer has the capability to assess
potential advergary action outside the MAA SAP via
CCTV (Reference 11-1).

V. VULNERABILITIES

The MAA SAP is exttumely vulnerable to intrusion. Pene-
tration times take only a few seconds. However, CCTV
allows the security officer to observe the outside of the
MAA SAP continuously. Prior to requesting the CAS or the
SAS de-energize the first MAA-1.1 door lock, the security
officer ensures no adversary action is occurring exterior
to the MAA SAP. Additionally, the CAS and the SAS can view
the entire exterior of the MAA SAP prior to de-energizing
the first door strike an allowing MAA-1.1 to be opened.
Resultantly, penetration times are sufficiently increased
to satisfy the stated physical protection performance
capabilities of the MAA SAP.

.

9
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SHIELDING DETECTOR - WALK THROUGH

I. FUNCTION

Personnel are searched for the purpose of detecting wea-
pons, hand tools, and other types of metals which could be

*

utilized for shielding SNM.

II. SYCTEM DESCRIPTION
.

The Solco, Model IX, shielding detector is employed because
of its capacity to function as both a shielding and weapons
detector. The unit operates at 24 kII z , producing a mag-
netic field oriented in the direction of personnel travel
through the detector. This field is produced by a trans-
mitter coil positioned at the center of the structure and
checks for carried metallic objects. A receiver coil is
mounted on each side of the transmitter coil and parallel
to it. The unit has a self-balancing network that compen-
sates for metallic objects placed in the vicinity of the
detector. Additionally, a movable mechanism mounted within
the detector side panel can be used to adjust for
imbalances too large to be compensated for with the self-
balancing network. Sensitivity of the detector is adjust-
able via a front panel control. Phase detection techniques
permit optimization of detection for either ferrous or
nonferrous metals.

III. PrRFORMANCE CRITERIA

A. Site Conditions

1. The Solco detector is located inside the MAA SAP
(Reference 68-1).

2. The Solco detector is not positioned in a manner
which prevents bypassing the detector and it does
not confine personnel being screened, floweve r , the

MAA SAP is continuously manned by a security
officer to ensure personnel pass through and that
objects are not passed around the detector.

B. Environmental Conditions
,

1. X-ray detectors are not utilized at the MAA SAP for
the inspection of packages or containers. All
packages and containers entering the Protected Area -

(PA) are inspected by X-ray detectors.

|
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2. The only metal object of significance, inside the
MAA SAP (Reference 68-1), is the MAA entrance door
(MAA-1.1). The Solco detector is positioned in
excess of three meters from the entrance door. All
metal objects and structural material are rigidly
pcsitioned. During contraband searches , the doors
are locked.

,

3. Air conditioning compressors and similar types of
electrical equipment which periodically switch "on"
and "off" are not loc ,ed within the MAA SAP or in+

the immediate area.

4. Only incandescent lig h t fixtures are utilized
inside the MAA SAP.

5. The MAA SAP environment, including temperature, is
controlled such that the environment does not
adversely affect the proper operation of the Solco
detector.

6. The other devices utilized to detect contraband
inside the MAA SAP do not generate electronic
fields which interfere with the detection capa-
bilities of the Solco detector.

C. Performance Condit ions

1. Search Procedure

Except when an individual requires an escort, only
one person is allowed inside the MAA SAP at a time.
To ensure this capability, the security officer has
the capability of locking MAA-1.1 and the entrance
to the MAA SAP during admittance functions.

a. All packages and containers carried by the
individual are subject to the requirements of
Reference 92-1, " Weapons Detector - Hand Held ,
Package Search."

b. The security officer inside the MAA SAP ensures
that all pesonnel desiring access to the MAA
adhere to written admittance procedures. Per-

.

sonnel are required to remove their shoes (only
if steel-toed) and empty their pockets prior to
passing through the detector. Fiberglass
lockers are provided for the storage of per-*

sonal articles while the individual is inside
the MAA. Additionally, the company provides
personnel entering the MAA with work clothes
which are free of metal objects. As the
individual passes througn the Solco detector ,
he is required to stand motionless in the
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middle of the detector for three secondu.
During the admittance procedure, the security
officer is not distracted from observing the
actions of the individual and has the capa-
bility of face-to-face communications. The
expected throughput of personnel, normally one
individual at a time, does not require multiple .

detection units incide the MAA SAP.

2. Calibration
.

The Solco detector is calibrated to-detect
100 grams or less of nonferrous metal located
anywhere on the individual with a 90% confidence
rate and a false alarm rate not exceeding 1%.
Calibration is performed by Technical Security
Officers 30 minutes prior to the day shift (DS)
(See Table 18-2).

3. Performance Testing

-Performance testing is conducted during the cali-
bration.

a. As a Weapons Detector

A " clean" tester carries a 200 gram, nonfa rous
! test sample, either brass, copper, or alt inum,
I through the center of the detector.ac one
;- meter /second. Four passes, each initiating an

alarm, are required. Similarly, the " clean"
tester carries a forbidden detection item.

5 through the detector four times without causing
'

an alarm. Passing these two tests indicates
adequate performance.

b. As a Shielding Detector

A " clean" tester carries a 100 gram, right
circular, lead cylinder through the center of
the detector at one meter /second. Four test
passes, each initiating an alarm, indicate
adequate performance.

.

4. Operation Checks,

'The Solco detector is operationally checked once
per hour, utilizing a 100 gram', right circular, "

lead cylinder. The cylinder is passed through any
: portion of the detector to ensure its sensitivity.
! This minimum shielding test exceeds and satisfies

the minimum weapons test for sensitivity.

J

.

I

4-82

, . _



REFERENCE 72-1
PAGE 4 0F 5

5. Training

Security of ficers receive classroom and on-the-job
training prior to being authorized to conduct per-
sonnel searches for weapons and shielding mate-
rials. This training, using written procedures
when applicable, includes instructions for properly-

operating the equipment, proper search techniques,
proper response procedures, and proper methods of
observing personnel attempting to exploit detector

*
vulnerabilities.

6. Prohibite6 Atticles

Personnel are instructed to not carry items which
routinely cause the Solco detector to alarm. Lists
of such items, such as keys, coins, pocket knives,
belt buckles, watches, etc., are posted at the
entrance to all MAA SAP's.

7. Interference

a. RF Transmissions

With the exception of the duress alarms
(Reference 22-1), all communications. utilize
the communications terminal located inside the
MAA SAP. The duress alarm only transmits
during a stress condition.

b. Line Voltage Variations and Transients

Tests indicate that the Solco, Model IX,
detector is not sensitive to line voltage
variations between 110 and 130 volts. To
prevent false alarms resulting from voltage
transients, the Solco detector is connected to
an independent, protected line.

IV. MAINTENANCE AND TESTING

A. Maintenance

1. Corrective Maintenance-

Corrective maintenance is performed on an as-needed ;

basis. A spare Solco, Model IX, detector is,

available when the installed detector requires
maintenance. When electrical power is lost to the
detector and admittance is required, hand-held
weapons detectors (Reference 92-1), utilized for
package searches, are used for personnel searches.
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2. Preventative Maintenance

Preventative maintenance is performed in accordance
with the manufacturer's instruction manual.

B. Testing
.

|
All tests are performed by Physical Security Of ficers
(see III.C.3 and III.C.4 above).

.

V. DETECTION AND ASSESSMENT

A. Detection
2

The Solco, Model IX, detector alarms almost instan-
< taneously upon the admission of a detectable quantity

of metal passing through the magnetic field.
1

B. Assessment

When an alarm occurs, the security officer reports the
'

alarm to the CAS and the SAS. The individual is then
reinstructed to empty his pockets or remove any metal*

objects from his person and, after the alarm condition
has reset, to pass through the detector again. If the
detector continues to alarm, the individual is removed
from the MAA SAP and escorted to a search room. The
individual is then searched again using another Solco,

. Model IX, detector. If necessary, the individual is
I subjected to a pat-down search to locate the object
j causing the alarm.

If a weapon or shielding container is detected, the - ,

security officer notifies the CAS and the SAS in
3

accordance with Chapter 23 of this plan.'

VI. VULNERABILITY
'

All weaponc and shielding detectors can be defeated by
rapidly passing an object through the detection field.
However, security officers manning the MAA SAP ensure4

personnel remain in the magnetic field . for three seconds.
Additionally, the detector is not desensitized at the floor

~

to allow the passage of steel-toed safety shoes.
J

%

$

4
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t

TAMPER-INDICATING CIRCUITRY

I. FUNCTIONj

Tamper-indicating circuitry provides the capability for
detecting malfunctioning components'or transmission lines+-

,

and attempts to compromise the validity of security data.
-

II. SYSTEM DESCRIPTION
,

| Tamper indications are provided by-two kinds of tamper-
|- indicating systems: tanper-indicating switches and
I supervisory current systems. Tamper-indicating switches

prevent an adversary from gaining access to the internals
of a component without initiating an alarm. Supervisory*

current systems detect an adversary action which adds or
deletes impedance (AC systeK) or resistance (DC systems)s

from a system, such as bypassing a component which could
initiate an alarm.

III. PERFORMANCE CRITERIA
e

A. Site Conditions

Tamper-indicating circuitry systems utilize signal
'

lines which are located within the' Protected Area (PA),
as a minimum. Normally, the majority of tamper-
indicating circuits are located in the same controlled
access area as the-component protected by the cir-
.cuitry, such as the MAA or the' vault.'

B. Environmental Conditions

i

Environmental conditions are . controlled such that they
do not adversely affect the proper operation of the
tamper-indicating circuitry.

,

I C. Performance Conditions

1. -Installation

i All signal lines are enclosed in conduit and buried
|* in-concrete.

I 2. Operation

Both the supervisory current systems and the;
t' tamper-indicating switches provide continuous

tamper-indicating capabilities.
i

'

b-

1
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3. Alarms

Tamper-indicating alarms are maintained separate
from the alarms generated by the component being
protected. Alarms are initiated in both the secure
and access modes.

.

4. Power Supplies'

The' power supply to the tamper-indicating circuitry
is the same power as supplied to the component *

being protected. See Reference 85-1 for components
connected to the UPS system and Reference 29-1 for
components connected to the EGS system. Upon a
loss of power, components protected by supervisory
current systems indicate a tamper alarm.

IV. DETECTION AND ASSESSMEM

A. Detection

1 Tamper-Indicating Switches

Tamper-indicating switches alarm when an attempt is
made to open the component's enclosure. The alarm
annunciates both audibly and visually in the
CAS/SAS.

2. Supervisory Current

Supervisory current systems can be adjusted to
alarm whenever the system's current changes by a
specified percentage. Percentages range from 5% to
20%. The alarm annunciates both audibly and
visually in the CAS/SAS.

B. Assessment

1. Remote Assessment

An alarm condition or potential adversary action is
acsessed remotely by CCTV (Feference 11-1) from the
CAS/SAS.

.

2. Local Assessment

Local assessment is performed by security officers
,

patrolling the VA (Reference 43-1) and response
personnel.

I~
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V. MAINTENANCE AND TESTING

A. Maintenance

1. Corrective Maintenance

*
Corrective maintenance is performed on an as-needed
basis. Spare parts and components are maintained
in supply to minimize downtimes.

.

2. Preventative Maintenance

Preventative maintenance is performed semiannually
or when varranted by Mean-Time-Between-Failure
(MTBF) schedules, at more_ frequent intervals.

B. Testing

Tamper-indicating circuits are tested whenever main-
tenance is performed on the component. As a minimum,
tests are conducted at least once per month.

VI. VULNERABILITY

A. Tamper-indicating st'.tches are spring loaded to the
alarm position. The component cannot be opened without
generating the tamper alarm.

B. Supervisory current systems detect either the addition
or deletion of impedance to the component. Conse-
quently, detection devices cannot be bypassed or
removed from the system without initiating the alarm.
Adjusting the current change form 5% to 20% affects the
sensitivity of the system to current changes in the
component.

VII. EQUIPMENT PROTECTED

A. CCTV (Reference 11-1)

B. Controlled security lighting (Reference 17-1)

C. Local audible and visual alarms (Reference 51-1),

D. Microwave Motion Detection System (Reference 57-1)
.
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TAMPER SEALS AND INSPECTIONS

I. FUNCTION

Tamper seals and inspections prevent utilizing the internal
*

areas of instruments and similar components to introduce
contraband into or to remove SNM from a MAA and/or vault.

II. SYSTEM DESCRIPTION .

The tamper seals utilized are similar to seals used to
ensure the integrity of SNM containers. Tamper seals are
constructed of sheet vinyl or paper with a pressure-
sensitive backing. Seals are procured with consecutive
serial numbers which take the form of either printed or
perforated dots.

III. PERFORMANCE CRITERIA

A. Site Ccnditions

Tamper saals are positioned upon the instrument or
component so triat at least one inch overlaps either
side of the container's parting line. A sufficient
number of seals are strategically positioned to prevent
opening the component without violating the integrity
of at least one of the tamper seals.

B. Environmental Conditions

Environmental conditions do not adversely affect the
performance of the tamper seal.

C. Performance Conditicas

1. Issuing and Installation

a. Issuing

Personnel desiring to inoroduce instrumentation
or similt4r components into the MAA or the vault

,

are required to submit a Security Work Order
~

'

(SWO) (Reference 98-1) to the security super-
visor. The SWO identifies components which are
impractical to diaassemble for inspection
within the MAA SLv. Upon approving the SWO, -

the security supervisor informs the tamper seal
custodian of any instrumentation requiring a
tamper seal and the shift for which the entry
is scheduled. The tamper seal custodian
initiates the installation process on the day
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shift (DS) preceding.the shift in which the
instrument has been authorized MAA or vault
admittance.

b. Installation'

Prior-to installing the seal, the component is-

disassembled, inspected, and reassembled by a
technical security of ficer in the presence of
the tamper-seal custodian. Upon satisfactory.

completion of the inspection, the tamper seal
custodian, in. compliance with the Site Condi-
tions-(III.A), positions the required number of
tamper seals upon the component.

2. Tamper Seal Inventory
,

; - a. Recording Issued and Installed Seals

Upon installing a tamper seal (s), the tamper
seal custodian records the seal's serial number
and the component's name and serial (identifi-
cation) number-in the Tamper Seal Inventory
Log. This information is then entered into the
computor communications central storage file,

( along with the SWO (Reference 98-1).

b. Recording Destroyed Seals

Upon receipt of a destroyed seal, the tamper
seal custodian records the date returned in the
Tamper Se 1 Inventory Log and retains the seal
in a' Destroyed Seals File.

I c. Accountability Inventory

On a monthly basis, a physical security officer
1 in the presence of the tamper seal custodian,
{ conducts an inventory of all destroyed and
4 unused tamper seals. This inventory includes

all tamper' seals presently installed on
components inside a MAA or vault.

'

3. MAA SAP Inspection

a. Entering Inspection
.-

4
When a component is presented for introduction
into the MAA and/or the' vault, the security
officer retrieves the SWO from the communica-

i tions terminal in the MAA SAP. The security -

officer's inspection includes:
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(1) Ensuring the component is being introduced
only during the shift authorized on the
SWO.

t

(2) _ Matching the tamper seal's serial number
; to that indicated on the communications

*
' terminal.

. (3) ' Matching.the component's serial number to
that indicated on the communications .

- terminal.

(4) Ensuring the integrity of the seal is not
violated.

b. Exiting Inspection

When a component exits the MAA, the security
officer retrieves the SWO from the communica-
tions terminal in the MAA SAP. The security

!.

officer's inspection includes4

(1) Matching the tamper seal's serial number
to that indicated on the communications
terminal.

(2) Matching the component's serial number to.

that indicated on the communications
terminal.

(3) Ensuring the integrity of the tamper seal
; is not violated.
1

The security officer then removes the seal (s),
attempting to leave the' seal's serial number
intact, and places it in an envelope.
Destroyed seals are returned to the tamper seal
custodian.

IV. DETECTION AND ASSESSMENT
~

A. Detection

*
'he seal material tears extremely easily if attempts
are made to remove the seal. Utilizing setvents to-

; emove the seal causes the background ink to run or
-destroys the seal material. -

B. Assessment

Assessment of a violated seal or a seal serial number
i descrepancy includes:

,

p
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1. Maintaining the component within the MAA SAP until
the cause of the violation is determined.

2. Inspection of the internals of the component.

3. Filing a Security Inc'ident Report.

V. ACCOUNTABILITY.

The tamper seal custodian is solely responsible for procur-
ing, storing, inventorying, and issuing tamper seals.

,

VI. VULNERABILITY

A. Tamper seals of the nature described are the most dif-
ficult of all tamper seals to compromise.

B. The tamper seal custodian only has access to the tamper
seals. The security supervisor is the only individual
authorized to enter SWO information into the communica-
tions central storage file. This configuration pre-
cludes the authorization and installation of a tamper
seal by only one individual.

.

S
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VAULTS

!-

| I. FUNCTION.

The vault provides the capability for-protecting SNM during
periods when the SNM is not being processed, prepared for

,

processing, or. transferred to _the packaging and loading
area. Additionally, the vault provides a capability for

|

j aiding in the detection and assessment.of an adversary
action and in delaying the adversary action to facilitate a -

response by security personnel.

II. SYSTEM DESCRIPTION

The Plutonium Storage Area-(PSA) receives plutonium nitrate
( 250 grams / liter Pu-3M_ HNO . ) from the process system and

| stores the plutonium nitrate in two geometrically favorable
L atorage tanks, Each tank is capable of storing 4,000 kilo-

grams plutonium. See the Final Safety Analysis Report
|

(FSAR) for a complete description of the storage tanks and
'

the materials contained therein. Materials are always
stored in the vault unless undergoing processing or being
transferred for shipment. j

III. PERFORMANCE CRITERIA

A. Site Conditions

1. Refer to Figure 18-1 for a-block diagram of the
vault.

2. The vault floor rests below grade (Reference 38-1).

B. Environmental Conditions
.

!

Environmental conditions within the vault are con-
trolled such that the proper operation of all compo-
'nents within the vault is not adversely affected.

C. Performance Conditions,

!

1. Access Frequency
.

Frequent admittance to the vault is not expected.
Access is only anticipated for radiological surveys
and maintenance inspections on a quarterly basis.
The transfer of SNM in 'and out of the vault is via *

piping systems.
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,

2. Construction of Components

a. Floors,: walls, and ceilings ' (Reference 38-1)
~

b. Air and utility barriers (Reference 3-1)
+ c. Door and associated hardware (Reference 21-1)
i d. Emergency exits (Reference 28-1)

3. Weakest Element of the Vault"'

i
| The weakest. element of the vault is VAU-1.1 (Ref-
i erenco 21-1). The door is 4 and 1/4 inches thick -
|. 3/4-inch steel plate, 3-inch redwood, and 1/2-inch

steel plate. The penetration delay time, utilizing
; explosives with a tamped charge, is 1.5 minutes,

4. Safeguards Featuresj.

1 a. Authorization Schedules (Reference 1-1)
i b. ~ Authorization Procedures (Reference 2-1)
i c. CCTV Monitoring / Surveillance (Reference 10-1)
i d. CCTV Systems (Reference 11-1)

e. ' Coded Credential System (Reference 14-1)-

i f. Controlled Security Lighting (Reference 17-1)
g. Duress Alarms (Reference 22-1)

4

h. Escorts (Reference 31-1)
i 1. Local Audible / Visual. Alarms (Reference 51-1)
i j. Positive Personnel Identification (Reference

| 65-1).
.

! 5. Accessibility of Exterior Surfaces
1

i A three-foot boundary is maintained between the
exterior surface of the vault's physical barrier4

- 'and any components or systems within the MAA to
; facilitate visual' inspection, surveillance, and

assessment.

6.- Response
i

The number of personnel respond ing to an alarm,

) condition and the expected response times'are
identified in Chapter 23 of the plan.

i

}, IV. DETECTION AND ASSESSMENT

A. . Detection-

-1. Closed Portal Condition..

.

I a. The Microwave Detection System (Reference 57-1)
) . provides a . detection capability during closed
4

!

!

c
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portal conditions. Annunciation is both
audible and visual, both. remotely and locally.
Remote annunciation is in the CAS/SAS.

'b. The Video Motion . Detection System (Reference
11-1) provides a detection capability during
closed portal conditions. Annunciation is both
visual.and audible in the CAS,3AS. *

2. OPEN PORTAL CONDITIONS
.

a. The Video Motion Detection System (Reference
11-1) 'provides a detection capability during
open. portal conditions for all or parts of the
vault. Annunciation is both visual-and audible
in the CAS/SAS.

b. Detection of adversary action is also accom-
plished by the monitor viewing the CCTV (Ref-
erence 11-1) and 10-1) visual display in the
CAS/SAS.

B. Assessment

1. Remote Assessment

An alarm condition or potential adversary action is
assessed by CCTV (Reference 10-1) from the CAS/SAS.

2. Local Assessment,

'
Local assessment is performed by security of ficers

! patrolling the-VA (Reference 43-1) and response
personnel (See Chapter 23).

V. VULNERABILITIES
,

f' The vulnerabilities of each component or system are
addressed in each of the specific information request
sheets.,

.

.O

h

i

l''

1
|

.

I
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PACKAGE SEARCH - VISUAL INSPECTION

I. FUNCTIOt]

Packages are visually searched for the purpose of prevent'-
ing the introduction of contcaband into or the removal of

*
SNM from a controlled access area.

II. SYSTEM DESCRIPTION
.

are searched with thePackages entering and exiting a MAA
aid of an explosives detector (Reference 32-1) and a metal
detector (Re ference 9 2-1) . Packages exiting the MAA are
additionally searched with the aid of an SNM detector
(Reference 74-1).

III. PERFORMANCE CRITERIA

A. Site Conditions

All packages destined for the MAA are searched.
Normally, this search occurs inside the MAA SAP
(Reference 68-1); however, special packages may be
searched at a remote location when a Se curity Wor k
Order (SWO) (Reference 98-1) har been approved.

B. Performance Conditions

1. Package Inspection

a. Packages Searched in Accordance with an SWO

Package searches conducted in a remote location
are identical to those searches performed
inside the MAA SAP.

b. Packages Sey ched Inside the MAA SAP

All packages, except those sealed with approved
tamper seals (Reference 83-1), are opened and
thoroughly searched. The search includes
removal of all contents, unwrapping the con-
tents, and inspection of the packing materials.

,

The length of the search depends on the size of
the package; however, the size of the package
is not a deterrent to thoroughly conducting a
search. Security officers, based on the-

expected throughput of packages, are not rushed
to complete their search, nor are they
distracted by concurrent responsibilities.
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2. Training

Security officers receive classroom and on-the-job
' training prior to being authorized to conduct
visual package searches. This training, utilizing
written procedures when applicable, includes
instructions for properly operating detection
equipment, properly conducting searches, properly

*

responding to contraband, and recognizing explo-
sives, weapons, nuclear materials, and SNM chield-
ing containers and n.atals. .

3. Reliability

a. Remote Location Contraband Searches

To prevent collusion between the individual
desiring to introduce a package into the MAA
and the individual performing the search, a
third security officer is always present at the
inspection. See Reference 83-1, Section
III.C.1, for a detailed description of the
inspection procedures,

b. MAA SAP Searches

To prevent collusion between an individual
desiring to introduce a package into the MAA
and the individual performing the search, the
following precautions are taken:

1. Security officers are randomly assigned
entry control responsibilities on a daily
basis.

2. Security officers assigned entry control
functions work in pairs; one is physically
inside the MAA SAD, the other monitors
entry control functions remotely by CCTV
(Reference 10-1).

4. Admittance Authorization for Materials

During the package inspection, the security officer
,

compares the items submitted for inspection against
the items listed on the SWO (Reference 98-1) . Any
item not identified on the SWO is considered
contraband. *

IV. TESTING

Weekly tests, utilizing weapons and explosives test
samples, shielding containers and metals, and other types

'
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of contraband. test samples,.are conducted to motivate
security officers to conduct thorough package searches.

V. DETECTION AND ASSESSMENT

A. Detection-
.

Detection may be the result of visually identifying
contraband or the annunciation of a detector alarm.

.

B. Assessment

When contraband is suspected or detected, the security
officer reports the condition to the CAS and the SAS in
accordance with Chapter 23 of this plan. The package
in then removed from.the MAA SAP and searched at a
remote inspection station. If contraband is not
detected, the package is returned to the MAA SAP.

The individ ual desiring access to the MAA is not
admitted until the package has been cleared.

VI. VULNERABILITY

Vulnerability is a function of the sensitivity of the
detectors utilized, the type of contraband being
introduced, and the thoroughness of the inspection.

.

9
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WEAPONS DETECTOR !!AND-HELD, PACKAGE SEARCH

I. FUNCTION

Packages are searched for the purpose of detecting weapons,
hand tools, and other types of metals which could be

,

utilized for shielding SNM entering the MAA.

II. SYSTEM DESCRIPTION
.

Federal Laboratories Inc., Transfrisker Model 6030, weapons
detector is employed. The unit operates by producir.g a
magnetic field which detects distortion caused by metal
objects. The unit is capable of detecting both nonferrous
and ferrous metal objects.

III. PERFORMANCE CRITERIA

A. Site Conditions

All packages are searched inside the MAA SAP
(Reference 68-1).

B. Environmental Conditions

1. The MAA SAP is primarily constructed of wood. The
only significant metal object inside the MAA SAP is
the MAA entrarice door (MAA-1.1).

2. The environment of tne MAA SAP is controlled such
that it does not adversely affect the proper opera-
tion of the weapons detector.

C. Performance Conditions

1. Search Procedure

All packages, except those sealed with approved
tamper seals (Reference 83-1), are opened and
thoroughly inspected using the weapoas detector to
aid the visual inspection (Reference 88-1).
Additionally, all packaging ra a t e r i a l s are
inspected. The search procedure normally requires

.

one to two minutes to complete per package.
Security officers, based on the exoected throughput
of packages, are not rushed to complete their
inspection of packages entering the MAA SAP. *

2. Calibration

The weapons detector is calibrated to detect
200 grams or less of nonferrous metal located
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i.
within 18 inches of the detector probe with a 90%
confidence - rate and a false alarm rate not exceed-'

ing 1%. Calibration is performed by Technical
Security Officers 30 minutes prior to the day shift
(DS) (See Table 18-2).

3. Performance Testing''

Performance testing is conducted during the cali-
bration. A " clean" test package, containing a.

200 gram, nonferrous test sample, either copper,
brass, or aluminum, is submitted for search. Four
test passes, each causing an alarm, are made to
indicate proper operation of the detector. Simi-
larly, the. test package, containing a forbidden
detection item, is passed through the search
procedure four timen without initiating an alarm.
-Passing these tests indicates adequate performance.

4. Operational Checks

The weapons detector is operationally checked and
balanced once per hour, utilizing a 200 gram, round
piece of brass, copper, or aluminum. The test
sample is' passed within 18 inches of the detector
probe.

5. Training

I Security of ficers receive classroom and on-the-job
training prior to being authorized to conduct
package searches for weapons. - This training, using

J written procedures, includes instructions for
properly operating the equipment, proper search
techniques, and proper response procedures.

IV. MAINTENANCE AND TESTING

1 A. Maintenance
4.
' All maintenance is performed by Technical Security

Officers.

*
1. Corrective Maintenance-

Corrective maintenance is performed on an as-neededt-

1' basis. Normally, spare weapons detectors are main--
1 tained so as . to not impede admittance operations

while maintenance is being performed.

!

4

t
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2. Preventative Maintenance

Preventative maintenance is performed in accordance
with the manufacturer's instruction manual. The
model 6030 contains two, 9-volt batteries which are
inspected during the calibration procedure. A

f voltage output of 6.5 VDC requires the batteries to *

| be replaced prior'to operations.

j B.- Testing
,

; -All tests are performed by Physical Security Officers.

1. . Operation and performance tests are conducted in
| accordance with III.C.3 and III.C.4.

2. Weekly tests, utilizing weapon test samples, are
conducted to motivate security officers to perform
' thorough package searches.

V. DETECTION AND ASSESSMENT

A. Detection

The Transfrisker Model 6030 audibly annunciates almost
instantaneously upon the detection of a metal object.

B. Assessment

When an alarm occurs, the security officer reports the
alarm to the CAS and the SAS. The security officer
then attempts to locate the object initiating the

| alarm. If a weapon, or potential weapons or shielding
[ object is located, the security officer notifies the
i CAS and the SAS in accordance with Chapter 23 of the
| plan. If the object causing the alarm cannot be
L located, the package is removed from the MAA SAP and

inspected independently by another security officer and
weapons detector. If the alarm is determined to be
false, the package is readmitted to the MAA SAP.

The individual desiring access to the MAA is not
admitted until the package has been cleared.

.

! VI. VULNERABILITY

All weapons detectors can be defeated if the detector is .

passed over a metal object too rapidly. Consequently,
security of ficers are instructed to conscientiously search
packages without regard for the length of time necessary
for completing the search.

|

|

|
t

|

i
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REFERENCE 95-1
PAGE 1 OP 1

WEAPONS DETECTOR - WALK THROUGH

The Solco, Model IX, shielding detector is employed for the
purpose of detecting weapons and metals utilized for shielding
SNM. See Reference 72-1 for information concerning the attri-
butes of this detector for detecting weapons entering the MAA.*

.

G

O

4-101



-

REFERENCE 98-1
PAGE 1 0F 3

SECURITY WORK ORDER

I. FUNCTION

The Security Work Order (SWO) relieves entry control per-
sonnel of the responsibility I'or determining what equipment *

and materials are authorized for admittance into an MAA and
vault.

.

II.' SYSTEM DESCRIPTION

The Security Work Order. identifies the job to be performed,
the time the job. is authorized, each component to be intro-
duced, and any components for which tamper seals are
requested.

III. PERFORMANCE CRITERIA

A. Performance Conditions

1. Submitting an SWO

Except during emergency conditions, SWO's are
required to be submitted to the Security Supervisor
at least two days prior to the anticipated date of
admittance.

2. Authorizing Materials

When an SWO is submitted, the Security Supervisor
checks the Production Schedule to ensure the job is
authorized and that the job is authorized at the
times indicated on_the SWO. The Security Super-
. visor then verifies the need for the materials
based upon his intuition and by checking with a
supervisor of the individual desiring to introduce
the materials. The Security Supervisor does not
authorize any materials until completely satisifed
that the materials are required to perform the
authorized' activity. When conflicts arise which
cannot be resolved, the Security Manager and the
Plant Manager make the final determinatior as to
the need for the materials.

*

3. Entering the Inventory Listing
.

After authorizing the materials, the Security
Supervisor assigns- the SWO an identification number
and enters the inventory listing of authorized
materials into the computer communications central
storage file. Additionally, the inventory listing

-
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REFERENCE 98-1
PAGE 2 OF 3

identifies all components which the Security Super-
visor has authorized to be sealed with tamper
seals.

4. MAA SAP Operations

*
Individuals desiring to introduce materials into
the MAA and vault must carry a copy of the SWO into
the MAA SAP. The security officer inside the MAA
SAP enters the SWO identification number into the.

communications terminal. The inventory listing
associated with the SWO identification number is
then displayed on the communications terminal. The
security officer checks the materials presented
against the inventory listing. Any materials found
which are not listed on the inventory listing are
considered to be contraband and report in accor-
dance with procedures for unauthorized materials.

Upon exiting the MAA, the security officer again
checks the inventory listing to ensure that only

; authorized materials are removed from the MAA or
vault.

5. Provisions for Utilizing Tamper Seals

Some materials and/or components, such as electri-
cal test instrumentation, are impractical to dis-
assemble and inspect within the MAA SAP. Conse-
quently, the Security Supervisor may authorize
tamper seals to be placed on the components. When

I
tamper seals are required, the Security Supervisor
sends a copy of the SWO to the Tamper Seal Custo-
dian. In accordance with Reference 83-1, the
Tamper Seal Custodian inspects the component and
places the required number of tamper seals on the
casing.

When the SWO inventory listing identifies compo-
nents authorized to be sealed with tamper seals,
the security officer ensures that the tamper seal
identification numbers are valid and that the
integrity of the seals has not been violated.,

IV. VULNERABILITIES

Only the Security Supervisor is authorized to enter data*

into the computer communications central storage file. To
prevent collusion between the Security Supervisor and the
individual desiring access, the following precautions are
taken:

4

,
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PAGE 3 OF 3

A. The control processor prints out a record of all com-
ponents which have been authorized to be admitted to an
MAA and vault. On a daily basis, the Security Shift
Supervisors review all component authorizations for
their shift. Consequently, the Security Shift Super-
visor has the opportunity to question the need for any
suspicious components prior to the actual introduction *

of the component into the MAA and vault.

B. Entry control personnel have the authority to refuse ,

admittance to any components they feel are not required
to perform those activities which are authorized inside
the MAA and vault.

.

e
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5.0 EFFECTIVENESS TEST QUESTIONNAIRE ANSWERS

Effectiveness Test Questionnaires (ETQ) assist the NRC in
evaluating the Physical Protection Plan's ability to satisfy the
performance capability requirements of the Physical Protection
Upgrade Rule. This evaluation is performed by answering specific
questions, pertinent to the plan's performance capabilities,
utilizing graded performance level answers contained in each ETQ. "

Onlj the performance level answers are contained.in this section..

The ETQ forms are contained in the Design Guidance Compendium.

.-

9

9
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AUTHORIZATION SCilEDULES

ANSWERS

*

1. A

2. A
.

3. NO VEllICLES AUTilORIZED

4. NO VEHICLES AUTIIORIZED

5. A

.

.
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REFERENCE 2-1
PAGE 1 OF 1

AUTHORIZATION PROCEDURES

{gJSWERS

1. A
'

2. A
3. AUTHORIZATION PAPERS NOT UTILIZED, AUTHORIZATION DATA STORED

IN PERSONNEL AUTHORIZATION FILE (COMPUTERIZED ACCESS
PROGRAM)..

4. SEE 3 ABOVE
5. A
6. A (WE WILL UTILIZE MORE DATA)
7. BOTH A & B
8. A
9. A (VISITORS WITt!OUT DOE Q OIt NRC Q CLEARANCE ARE NOT ADMIT-

TED TO MAA).
10. A (WE WILL UTILIZE MORE DATA)
11. A (SEE CRITICUE SilEET)
12. NO VEHICLES AUTilORIZED
13. NO VEllICLES AUTHORIZED
14. NO VEllICLES AUTif 0RIZED
15. B (SEE CRITIQUE SilEET)
16. A
17. A

.

#
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REFERENCE 3-1
PAGE 1 0F 1

AIR AND UTILITY INLET BARRIERS

ANSWERS

1. C
2. A -

3. B
43
5. A, B

,

,

4

4

l

i

t
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REFERENCE 6-1
'

PAGE 1 OF 1

BALANCED MAGNETIC SWITCilES

ANdWERS

1. A
2. B

* 3. A
4. A
S. A

*

6. A.

7 A
J. A
9. Opening the door

10. A
11. A
12. D
13. A
14. A
15. A

|

.

9

0
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REFERENCE 10-1
PAGE 1 OF 1

CCTV

ANI.WERS

1. A
* '2. A

3. A
4. A
5. A .

6. A
7. B
8. A
9. A

10 A
11. A
12. A
13. A
14. A
15. A
16. A

,

.

S
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REFERENCE 11-1
PAGE 1 OF 1

CCTV SYSTEMS

ANSWERS

1. A
*

1 2. A
! 3. A
' 4. B

5. A' ,

6. A
7. B
8. A
9. A

10. A
11. A
12. A
13. A

'| 14. A
15. A
16. A

4

!
I

!
f

.

9
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REFERENCE 14-1
PAGE 1 OP 1

CODED CREDENTIAL BADGE

ANSVERS

f,,.
1. A
2. A

*3. A
4. A
5. A
6. A .

7. A
8. Criteria for answering not available
9. A

10. Criteria for answering not available

.

.

.

.

!

t
t
*
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REFERENCE 17-1
PAGE 1 OP 1

CONTROLLED SECURITY LIGIITING

ANSWERS

1. A
* 2. A

3. D - See Critique Shect
4. A
5. A.

6. A
7. A
8. A
9. A

10. A
11. A

.

.
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REFERENCE 21-1
PAGE 1 OP 1

DOORS & ASSOCIATED liARDWARE

ANSWERS

1. A& B
2. A
3. None of the answers are applicable *

4

5.
6. A .

7. A
8. A
9. A& B

.

.

5-10



_ . _ _ . _ _ _ _ _ _ - - _ _ _ - _ _

REFERENCE 22-1
PAGE 1 OP 1

I DURESS ALARMS

! A_NSWERS

I
i 1. c
I* 2. A

3. A
4. B
5. A,

6. A
7. C
8. B
9. B

10. Not Employed
11. B
12. A

h

.

9
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EMERGENCY EVACUATION PROCEDURES

ANSWERS

1. A -

2. A
3. A
4. A ,

5. A
6. A
7. A
8. A
9. A

10. A
11. A
12. A
13. B
14. A
15. A
16. A
17. C
18. A
19. A

.

9
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REFERENCE 28-1
PAGE 1 OF 1

EMERGENCY EXITS

ANSWERS

1. A
2. A*

3. A
4. A
5. A.

6. A
7.
8. B

9. A
10. A
11. Answer does not correlate to the question
12. A&B
13. B
14. A
15. Criteria for answering not available

I

.

9
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REFERENCE 30-1
PAGE 1 OF 1

EQUIPMENT CHECKS / MAINTENANCE

ANSWERS

1. A
2. A .

3. A
4. A
5. A *

6. A
7. A
8. A
9. A

10. A

.

.
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REFERENCE 31-1
PAGE 1 OF 1

ESCORTS

ANSWERS

1. A.

2. A
3. A
4. Answer not provided - See Critique Sheet

*
5. A
6. A
7. A
8. B

,

/

G

9

e
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REFERENCE 32-1
PAGE 1 OF 1

EXPLOSIVES - PACKAGE SEARCH

ANSWERS

1. A *

2. A
3. A
4. A ,

5. A
6. A
7. A
8 A
9. A

10. A
11. A
12. A
13. A
14. A

.

.

>
'
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REFERENCE 33-1
PAGE 1 OF 1

EXPLOSIVES - PERSONNEL SEARCH

J.tiSWE RS

1. A+

2. B
3. A
4. A

*
5. A
6. A
7. A
8. A
9. A

10. A
11. A
12. A
13. A

.

O

a

n
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REFERENCE 38-1
PAGE 1 OF 1

&OORS, CEILING, AND WALLS

ANSWERS

Floors
.

1. Below grade (answer not provided)
2. A
3. A

,

4.
5. A
6. A
7. A

Roof

1. A
2. B
3.
4. B
5. A
6. A

Walls

1. A
2. B
3.
4. B
5. A

.

.
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. REFERENCE 51-1
; PAGE 1 OF 1

: :
i

LOCAL AUDIBLE / VISIBLE ALARMS

ANSWERS

1. A
* 2. A4

3. A, B, C
| 4. B

5. A.

6. A, B
. 7. B
! 8. A
i 9. A

10. A
i 11. A

12. A.

! 13. A

i

i

l

I
i

i

A h

.

i e

i
.

9
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REFERENCE 57-1
PAGE 1 OF 1

MOTION DETECTORS

ANSWEMS

1. A .

2. A
3. A
4. A
5. A *

6. A
7. A
8. NOT USED
9. A

10. A
11. A
12. A
13. C
14. D
15. A
16. A
17. A
18. A
19. A
20. A

.

.
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REFERENCE 62-1
PAGE 1 OF 1

PilOTO I.D. !!ADGES

ANSWERS

1. C
2. C,

3. A
4. Il
5. A
6. A*

7. A
8. A
9. A

10. A
11. A
12. A
13. A
14. A
15. A
16. C
17. A (Not performed remotely)
18 A (Not performed remotely)

|

|
1

I

.

O
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REFERENCE 65-1
PAGE 1 OF 1

i

POSIT 1VE_ PERSONNEL IDENTIFICATION _

ANSWERS,

.

1. .A
.

2. A
3. A
4. A
5. A *

6. A
7. A
8. A
9. N/A See Critique Sheet

10. N/A See Critique Sheet
11. A
12. A
13. A
14. N/A See Critique Sheet

.

.

.
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REFERENCE 68-1
PAGE 1 0F 1

, SECURED ACCESS PORTAL

ANSWERS

1. C
* 2. 10 seconds

3. C
4. A
5. B.

6. Not a secured structure because it is outside MAA
7. C
8. C
9. C

NOTE: See plan for description of MAA SAP.

.

e
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REFERENCE 72-1
PAGE 1 OF 1

SilIELDING DETECTOR - WALK TilROUGII

ANSWERS

1. B ,

2. A
3. A
4. B
5. B *

6. A
7. Answer not. provided - See Critique Sheet
8. A
9. A

10. Answer not provided - See Critique Sheet
11. A
12. A
13. A
14. A
15. A (Multiple booths not utilized)
16. B
17. Answer not provided - See Critique Sheet
18. A
19.
20. A
21. B
22. A
23. A
24. Detector does not have doors,,

1 25. A (Only one booth)
26. A
27. A

.

.
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REFERENCE 82-1
PAGE 1 OF 1

TAMPER INDICATING CIRCUITS

ANSWERS

1. A.

2. D
3. A or B
4. A

' 5. A
6. A
7. D

NOTE: These are generic answers. Obviously, the ETQ is answered
specifically for each component utilizing tamper circuitry
protection.

.

9
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REFERENCE 83-1
PAGE 1 OF 1

TAMPER SEAL AND INSPECTION

ANSWERS

1. A *

2. A
3. A
4. B
5. Not applicable '

6. Not applicable
7. C
8. A
9. C

.

.
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REFERENCE 86-1
PAGE 1 OF 1

VAUL_TS

ANSWERS

1. A.

2. D& E
3. F
4. 1.5 minutes

* 5. Below grade
6. A
7. B
8 A
9. A

4

!

,
.i

e

i.

J
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REFERENCE 88-1
PAGE 1 OF 1

PACKAGE SEARCH - VISUAL INSPECTION

ANSWERS

1. Answer not provided; some will have tamper seals, all others *

are opened.
2. A
3. A ,

4. A
5. A
6. A
7. A
8. A
9. Answer not provided; some will have tamper seals, all others

are opened.
10. A
11. A
12. B (See Critique Sheet)
13. D
14. A

.

.
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REFERENCE 92-1
PAGE 1 OP 1

WEAPONS DETECTOR llAND-IIELD, PACKAGE SEARCl!

ANSWERS

1. A*

2. A
3. A
4. A

*
5. A
6. A
7. B - See Critique Sheet
8. A
9. A

10. B
11. A
12. A
13. A

I

e

%
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REFERENCE 95-1
PAGE 1 OP 1

WEAPONS DETECTOR - WALK TilROUGil

ANSWERS

1. A -

2. A
3. A
4. A ,

5. A
6. A
7. C
8. A
9. A

10. B
11. B
12. A
13. A ,

14. A
15. A
16. B
17. A
18. B
19. A
20. A
21. B
22. A
23. B
24 A,

25. A
26. A
27. A
28. A
29. A

.

.
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6.0 DESIGN GUIDANCE COMPENDIUM CRITIQUE

The critique of the Design Guidance Compendium in segregated into
two parts. Part I encompasses an overview of the completeness,
validity, and utility of the Design Guidance Compendium with
respect to itse ability to aid the licensee in designing a Physi-
cal Protectio?. System and in preparing the associated license
document; the Physical Protection Plan. Part II of the critique
focuses on individual components of the Design Guidance=

Compendium.

.

*

9
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6.1 Overview Critique of the Design Guidance Compendium

The Design Guidance Compendium encompasses an extensive and
inclusive' collection of guidance, regulatory requirement inter-
pretations, and design methodology documents. This information
is invaluable to the fixed nuclear facility licensee in designing
a Physical Protection System and in preparing and documenting a
Physical Protection Plan which complies with the Physical
Protection Upgrade Rule. The principal body of information

-

*

contained within the Design Guidance Compendi um is the Standard
~

Format and Content Guide. This section solicits, in a precist
and accurate manner, the types and levels of information which
are required by the NRC's licensing process. - The methodology .

utilized to solicit the information is easily comprehended,
results in a well-structured license document, and minimizes the
probability of an incomplete plan being submitted or of informa-
tion being submitted which is not relevant to evaluating the
degree of compliance exhibited by the Physical Protection Plan.
Consequently, the licensing process becomes more standardized and
less burdensome. In addition to aiding the preparation and i

documentation of an acceptable plan, the Standard Format and
Content Guide facilitates and enhances the licensee's ef forts to
design the total Physical Protection System. These attributes
result from the inherent capability of the Standard Format and
Content Guide to expose the licensee to a continuous evaluation
of the Physical Protection System's performance capabilities.
Resultantly, component inadequacies and system incongruencies are
continuously identified during the course of preparing the
license document end designing the Physical Protection System.

The Intent and Scope of the Regulations is another body of infor-
mation contained within the Design Guidance Compendium. This
section is helpful in assisting the licensee to accurately inter-
pret the regulatory requirements specified in the Physical Pro-
tection Upgrade Rule. The utilization of questiens and answers
is a positive approach to both clarifying the meaning of the

'

requirement and in justifying its presence as a regulatory
requirement. For those organizations which are entering the
nuclear field or who have not been exposed to the licensing
process, this body of regulatory interpretations and information
is essential. Additionally, the benefits derived from the tables
which identify and cross-reference information and requirements

! contained in 10 CFR 73.45 and 10 CFR 73.46 are invaluable.

The third body of information, the Design Methodology Document
section, is comprised of three parts. The first, the Logic ,

Trees, depicts the integration of the various regulatory require-
ments into the total performance capability. This section is
useful in defining the broad picture of the performance capabil-

*
ity. Part II, the Component Matrices, identifies those safeguard
measures,-components, and systems which are available to the
licensee ~ pursuant to designing a Physical Protection System.

|
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This section is beneficial to new licensees, who do not have
ready access to current safeguards technology, in the cocponent
selection process. Part III, the Effectiveness Teat Question-
naires (ETQ), provides the licensee with a range of graded per-
formance levels which can be achieved by each component. This
section is extremely helpful and is responsive to the needs of
the licensee to evaluate the ef fectiveness of the Physical Pro-
tection System in complying with the performance capabilities.
Consequently, as components are added to the Physical Protection
System, the licensee is afforded the opportunity to compensate*

;
for minimal performance in one area by elevating the performance
levels of another component or system within the same physical
protection subsystem. This attribute is most beneficial to those

*

facilities which, by design, are limited to specific physical
protection applications.

The Bibliography and Microfiche L._rary is the last body of
information contained in the Design Guidance Comperi ium. Thisd
section, which consists of an exhaustive and reliable source of
technical information, is useful to the licensee by referencing a
wealth of information which can be utilized in designing the
Physical Protection System.

6.2 Specific Componen_t_ Critique
_

.

This section critiques the Design Guiiance Compendium by focusing
upon particular compendium componente, specifically, the perfor-
-mance capability developmental guidance of Chapter 18, the
compendium's Sample Plan, and each Information Request Sheet
(IRS) and its associated Ef fectiveness Test Questionnair (ETO).
6.2.1 Performance Capability Developmental Guidance (Chapter 18)

Chapter 18's content is inclusive and the guidance facilitates
the development of a well-structured physical protection plan.
Information is solicited in a clear and, usually, conci se manner
and the guidance is easily comprehended. In short, the develop-
mental guidance provides the licensee with sufficient direction
to prepare and submit an acceptable physical protection plan.

6.2.2 Sample Plan

The sample plan was not critiqued with the same intensity as the
remainder of the Design Guidance Compendium. Instead, the sauple

'

plan was viewed solely as an instrument to aid the licensee in
understanding the level of'information required by the NRC anc in
formulating the plan's organization. In these respects, the*

sample plan is adequate.

.

|

|
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6.2.3 Information Request Sheets / Effectiveness Test Question-
naires

Tne critique of the IRS and ETQ forms is conducted in two parts.
The=first presents an overview of the "value" of the forms,
respective of their current condition. "Value" is defined as the
ability to support the licensee's efforts to provide the NRC with
an acceptable level of detailed technical information. The sec-
ond part of the critique is comprised of critique sheets for each
ETQ and IRS completed. The critique sheets identify weak areas ,

in each form and provide ideas for increasing their "value."

6.2.3.1 overview of the IRS and ETQ Forms
.

The NRC's evaluation of the plan's effectiveness and accept-
ability focuses on the plan's ability to satisfy generic develop-
mental criteria and the performance capability requirements
established by the Safeguards Upgrade Rule. The maximum "value,"
associated' with the IRS and ETQ forms, exists only when the
information solicited by an IRS form is evaluated by an associa-
ted ETQ and when only information worthy of evaluation is solici-
ted. At present, a direct correlation-between the IRS and ETQ
forms does not exist. Figure 6.1 graphically depicts the follow-
ing variations in IRS and ETQ correlations:

Example "A" indicates a situation whete not all of the infor-*

mation solicited is evaluated and where information is eval-
uated, but not requested.

Example "B" indicates a situation where more information is*

solicited than evaluated.

Example "C" indicates a situation where more informstion is*

evaluated than solicited.

The problems associated with and contributed by the lack of
correlation between the information requested and the information
evaluated appears to be the most notable deficiency with the IRS /
ETQ Forms. A correlation equating one, between the information
requested and evaluated, is not possible or practical. For
example, the function of a component and a generic system
description cannot be evaluated. However, this information is
worthy of solicitation. Tha -remainder of pertinent information;
e.g., performance criteria, maintenance and testing, detection
and assessment, and vulnerabilities, is capable of being
evaluated. Two solutions are available. First, the IRS and ETQ
Forms could be incorporated into one questionnaire. A second ,

colution, which allows the IRS and ETQ Forms to remain separate,
. involves a reexamination of both the information requested and
the'information evaluated. The principal concern being the

,

development of consistency between the requested and evaluated
information. Both of these altercatives allow the NRC to propose

6-4
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definitive questions applicable to evaluating the performance
capability of each' system, component, and procedure. Addi-
tionally, the licensee is af f orded the opportunity to evaluate
each specific response and the composite effectiveness of'his
Physical Protection Plan based on the graded performance level
answers. Figure 6.2 illustrates a standard organizational format
which could be' utilized by either solution to provide the neces-
sary information. Whichever solution is adopted, the' effort'
undertaken to achieve this correlation, to develop consistency
between the information requested and that evaluated, will*

significa' ly enhance.the. completeness, validity, and utility of
the Desig Guidance Compendium.
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FIGURE 6.1

i

CORRELATION BETWEEN INFORMATION REQUEST SHEETS
AND EFFECTIVENESS TEST QUESTIONNAIRES

.

.

A. IRS ETQ

IRS
,

B. I ETQ

ETQ

C. IRS

.

.
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FIGURE 6.2

STANDARD ORGANIZATIONAL FORMAT
-

.I. FUNCTION

II. SYSTEM DESCRIPTION
..

III. PERPORMANCE CRITERIA

A. Site Conditions
.

B. Environmental Conditions

1. Natural
2. Man-made

C. Performance Conditions

1. Installation / Placement
2. Construction
3. Operation

a. Closed Portal-
b. Open Portal

4 Penetration Times
5. Reliability
6. Protective Features
7. Diversity and Redundancy
8. ' Operator Training
9. System Interfaces

10. Power Supplies
11. Accountability
12. Design Criteria
13. Calibration
14. Performance Testing
15. Response

a. Active Adversary' Action i

b. Passive Adversary Action

IV. MAINTENANCE AND TESTING .

A. Maintenance-

1. Corrective Maintenance
!-2. Preventative Maintenance

.

|

I

l
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1
FIGURE 6.2 (CONTINUED)

STNNDARD ORGANIZATIONAL FORMAT

,

B. Testing
~

.l. Operational Checks-
;2. Testing-Frequencies -

1- 3. Who Performs the Test
4. How is the Test Performed-

*
V. DETECTION AND ASSESSMENT

A.. Detection
;

l 1. Type of Detectors *

*
2. Local / Remote Alarms

B. Assessment,

1. Methods of Assessment

- a. Local Assessment
b. Remote Assessment,

l' 2. Who Performs Assessment

VI. VULNERABILITIES

-

1

1

!

)
;

i
1

8

;
i

i
i

1
T .

|

1

$

|
*

i
4

.

;
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6.2.3.2 Critique Sheets

The following critique sheets are arranged according to IRS and
ETQ reference numbers.

.

O

e
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REFERENCE l-1
; CRITIQUE SHEET

ADMITTANCE AUTHORIZATION CRITERIA AND SCHEDULES

I. INFORMATION' REQUEST SHEETS (Revised 10/5/79)

A. The IRS Form does not utilize definitive questions.
*

B. Question No.-3 - Identity verification should be part of
" Admittance Authorization / Verification. Procedures."

C. Request. information concerning systems which utilize -*

criteria other than authorization papers,

b. Request information on how schedules are maintained.

E. Reorganize to obtain a more structured format.

F. The IRS Form is a good indicator of the types of infor-
mation which-should be requested.

,

II. EFFECTIVENESS TEST QUESTIONNAIRE

A. Correlation is lacking between the information requested
by the IRS Form and the information evaluated by the ETQ
Form. This constitutes a major and unresolved problem. !

B. The ETQ does not evaluate how the schedules are main-
tained.

I

! C. The ETQ does not evaluate auditing measures.

D. The ETQ does not evaluate vulnerabilities.

E. ETO should evaluate the admittance authorization
criteria against a standard.

.

.

.

t
i
.
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REFERENCE 2-1
CRITIQUE SHEET

,

ADMITTANCE AUTHORIZATION VERIFICATION PROCEDURES

.

I. INFORMATION REQUEST SHEET (Revised 9/5/79)

A. Correlation is lacking between information requested by
the IRS Forms and the information evaluated by the ETQ*

Foras. This constitutes a major and unresolved
problem.

.
B. Information requests are not presented in definitive

form.

C. The IRS Form adequately requests information concerning
a paper-oriented authorization verification system.
However, because the example system is computerized,
most of the requested information is contained in the
" Admittance Authorization Criteria and Schedules" IRS
Form. Provisions chould be made for an advanced
verification system.

II. EFFECTIVENESS TEST QUESTIONNAIRES

A. Generally, the ETQ Form does not evaluate an automated
verification process. Questions No. 2, 3, 4, 6, 9, 10,

12, and 13 are not applicable to the computerized
system.

B. If the ETQ is intended to evaluate a paper-oriented
verification system, the following should be evaluated:

1. Training of personnel utilizing written procedures
- 2. Auditing records

3. Maintenan:e of - records
4. Elevated levels of admittance authorization.
There is considerable ince sistency between the IRS Form
and the ETQ Form.

C. Question No.11 - What if the visitor's employer does
not have'a security organization? What if the visitor
is a U. S. Senator? Flexibility should be built into
this question. For some visitors, calling the employer
for a physical description is warranted. Using*

schedules for visitors is also a good idea.

,

a

6-11
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REFERENCE 3-1
, CRITIQUE SHEET
|-

I
i

| AIR AND UTILITY INLET BARRIERS
I
,

I. INFORMATION REQUEST SHEETS

! 1. The licensee should be provided with an' IRS which
.

I requests information concerning air and utility penetra- *

| tions in the physical barrier which are not protected by
an inlet barrier. In some cases, the' design and place-
ment of the inlets may enhance the security of the MAA .

and vault to a_ greater extent that the inlet barrier.

2. Reorganize to obtain a more structured format.
(

3. The IRS Form should utilize definitive questions.

4.' Request information concerning detection and assessment
of an. adversary action.

j 5. If the detection system possesses alarmc, the IRS should
; request where and how they annunciate.

II. EFFECTIVENESS TEST QUESTIONNAIRES

.

1. Evaluate detection and assessment measures.
!

{ 2. Evaluate alarm annuciations, if utilized.

3. See I.1 above.

1

!'
t

I
!

i

| .

.
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. REFERENCE 6-1*

CRITIQUE SHEET

BALANCED MAGNETIC ~ SWITCHES

i

I. -INFORMATION REQUEST SHEETS

A. Reorganize to obtain a more' structured format.
'

..

B. Utilize'only. definitive questions. Paragraph No. 4 is a
good example of a definitive question.

* .C. Vulnerability information is not requested.

D. Environmental conditions, which are pertinent to the
operation of the magnetic switch, are not requested.

; . II . EFFECTIVENESS TEST QUESTIONNAIRE

A. ETQ does not evaluate local / remote alarm annunciation.

B. LQuestions No. 1 and No. 2 are more pertinent to-the con-
struction of the. door.

.

C. The ETQ does not evaluate information concerning who
'

performs the tests and maintenance.

1

'

i.

1

1

]-
I

i

1-
i

I

.

!

i

!
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| REFERENCE 10-1
! CAITIQUE SHEET

CCTV MONITORING / SURVEILLANCE
i

|

! I. INFORMATION REQUEST SHEETS

A. Questions No. 2, 3, 4, and-5 are a repetition of the
information requested in IRS Form 11-1. Much of the *

| information requested in Question No. 1 is also repeti-
| tious.
>

'

| B. Information requested 'is not consistent with the infor-
'

mation evaluated by the ETQ Form.

C. Only the third sentence of Question No. 1 and Question
No. 6 are applicable to surveillance and assecsment.

II. _ EFFECTIVENESS TEST QUESTIONNAIRE

A. Questions No. 13, 14, and 15 are a repetition of the
information evaluated in ETQ Form 11-1.

B. The operations section of the ETQ Form is a good repre-
sentation of the types of information which should bei

i requested and eve.uated.

C. Answer No. 6 should have an answer pertaining to con-
tinuous coverage as part of answer "A."

|

|

t

.

$

6-14

. , - -.



REFERENCE 11-1
CRITIQUE SHEET

CCTV SYSTEMS

I. INFORMATION REQUEST SHEETS

A. The IRS tcrm was very well structured.
.

B. A good rept tsentation of the types of information which
should be requested.

.

II. EFFECTIVENESS TEST QUESTIONNAIRE
9

A. ETO should include detection and assessment evaluations.

B. Question No. 7 -- Rephrase so that it is applicable to
interior areas.

C. ETQ does not evaluate video recording devices.

.

9
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REFERENCE 14-1
CRITIQUE SHEET

CODED CREDENTIAL SYSTEM

I. INFORMATION REQUEST SHEETS

A. Reorganize to obtain a more structured format.
.

B. The IRS Form should utilize definitive questions.

C. Request information concerning how of ten the system is ,

tested and who performs the test.

D. Request information-concerning detection and assessment
of false credentials.

II. EFFECTIVENESS TEST QUESTIONNAIRES

A. Does not evaluate tests utilizing false credentials:
e.g., who conducts the tests and at'what frequency.

.

.

A
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REFERENCE 17-1
CRITIQUE SHEET

CONTROLLED SECURITY LIGHTING

I. INFORMATION REQUEST SHEETS (Revised 9/5/79)

A. :The exact location of the lighting system components is
* not as important as the illumination provided by the

controlled security lighting system over the area of
coverage. It may be-unnecessary to solicit a map
identifying the location of the lamps..

B. The IRS Form is a representative sample of the types of
information which should be requested to adequately
describe the controlled security lighting system.

II. EFFECTIVENESS TEST QUESTIONNAIRE

A. Questions No. 1 and No. 3 deal with exterior lighting.
The questions should be worded in a manner which
excludes them from the questionnaire if the lighting
system is interior. Answer No. 3 - for exterior
lighting, answer 3.d should be part of answer 3.a.

B. Question No. 10 - Instead of a YES or NO, answers could
be graded on the basis of whether all of the lighting
components are located inside a PA, a VA, or an MAP..

C. The ETQ Form is a representative sample of the types of
information which should be evaluated to adequately
describe the controlled lighting system.

.

9
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REFERENCE 21-1
CRITIQUE SilEET

DOORS AND ASSOCIATED HARDWARE

I. INFORMATION REQUEST SilEETS

A. Reorganize to abtain a more structured format.
.

B. The IRS Form should utilize definitive questions.

C. Request information concerning who tests alarms, the .

testing frequency, where the alarms annunciate, type of
annunciation, and the maintenance schedules for alarms.

D. Request information concerning who assesses an alarm and
from where.

E. The most important characteristic of a door is itD pene-
tration time. Information concerning construction,
materials used, etc., should only be requested as neces-
sary to support the penetration delay times.

F. Vulnerabilities are not requested.

II. EFFECTIVENESS TEST QUESTIONNAIRE

A. No maintenance or testing questions are evaluated.

B. The ETQ does not evaluate information concerning fea-
tures which could compromise penetration delay times.

C. The ETQ does not evaluate. inf ormat ion pertinent to
detection, assessment, or response activities.

D. Question No. 1 does not ev;tluate the situation where one
type of door is used as both a MAA and vault door. The
door does not becoine more secure because it is a barrier
to the vault.

E. Question No. 3 should have as its best answer. "No
Vehicle Door Installed."

F. Question No. 9 - Adversary tools may include tools from
more than one performance level. Example, the door may

,

be explosives while the locking mechanism may be thermal
devices.

.
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REFERENCE 22-14

CRITIQUE SHEET

DURESS ALARMS

I. INFORMATION REQUEST SHEETS (Revised 10/5/79),

~

A. Correlation is lacking between information requested by
'

the . IRS Forms and the information evaluated by the ETQi ''

Forms. This constitutes a major and unresolved
. problem.

.- .
B. .The IRS questions are not presented'in a definitive

manner.

II. EFFECTIVENESS TEST QU2STIONNAIRES

A. Question No. 3 - Answer A and B should read to the
effect: . activated microphones and/or CCTV cameras'

. .

providing audio and/or visual coverage of vital'

points / areas.4

B. The ETQ Form evaluates only voluntary types of duress'

alarms. Nonvoluntary types of duress alarms, such as,

those which monitor physiological conditions, should
i also be evaluated.
:

1-
<

.

f

i

*
; .

i

: . -
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REFERENCE 28-1
CRITIQUE SHEET

|
l EMERGENCY EXITS

I

L I. INFORMATION REQUEST SHEETS
!

A. Reorganize to obtain a more structured format.
.

| B. The IRS should utilize definitive questions,

l

| C. No maintenance-related questions are requested. .

D. Vulnerabilities are not requested.

L E. Request information concerning who tests the alarms.

| F. The most impottant characteristic of a door is its pene-
tration time. Information concerning construction,'

material used, etc. , should only be requested as neces-
sary to support the penetration delay times.

II. EFFECTIVENESS TEST QUESTIONNAIRE

| A. Depending upon the penetration times of the emergency
| exit, redundant barriers and/or diverse materials may

not be required. The performance level answers (YES or
NO) do not evaluate this option.

B. No maintenance-related questions evaluated.

C. Answer No. 11 does not correspond to question No. 11.

D. Answer No. 13 - Door may not require tamper seals. The
doors described for the hypothetical facility would not
require seals.

|

.

!

.

.

.

I
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REFERENCE 30-1
CRITIQUE SHEET

EQUIPMENT CHECKS / MAINTENANCE

I. INFORMATION REQUEST SHEETS (Revised 9/5/79)

A. The information requested by the IRS is inconsistent
with the information evaluated by the ETQ Form. The IRS,

Form should request, generically, all of the information
evaluated by the ETQ Form.

B. Questions in this IRS Form are definitive.*

II. EFFECTIVENESS TESTS QUESTIONNAIRE

A. Include an evaluation of personnel training to perform
the equipment checks / maintenance procedure.

B. Overall, the ETQ Form is a good representation of the
type of information which should be evaluated.

.

O
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| REFERENCE'31-1
!~ CRITIQUE SHEET
I
.

ESCORTS

I. INFORMATION REQUEST SHEETS

A. Reorganize to obtain a more structured format.
.

: B. The IRS Form should utilize definitive questions.
I

l- C. Request information about how the initial identification
'

| of the individual is obtained. He is potentially the
most threatening, not the escort or another individual'

inside the facility.

, II. EFFECTIVENESS TEST QUESTIONNAIRES
i

. A. Question No. 4 - Does not evaluate the situation where
I an escort cannot transfer responsibilities.

B. Question No. 7 - Answer A.1, having a visitor being
escorted by his internal contact is a very likely exam-

| ple of collusion. The answers should be reevaluated.

C. Question NO. 8 - The " Sample Plan" indicate s that entry
control personnel are not armed. The questionnaire

,

indicates that arming escorts is preferred. Consistency
| is needed. .

;

e

G

|

!

;
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REFERENCE 32-1
1 CRITIQUE SHEET

'

EXPLOSIVE DETECTOR' HAND-HELD, PACKAGE SEARCH

I. INFORMATION REQUEST ' SHEETS (Revised 10/5/79)
A. Correlation is -lacking between information requested by

the IRS Forms and the information evaluated by the ETQ!

Forms. This constitutes a major and unresolved
* problem.

B.-. Operator training information is not requested.
.

C. .The revised edition of IRS Forms is less effective in
requesting information relative to evaluating'a
component or procedure than the prior IRS edition.
Questions are not presented in a definitive manner.

II. EFFECTIVENESS TEST QUESTIONNAIRE

A. The ETQ is an effective evaluation of the methodology
;
- for utilizing an explosive detector while conducting a

package search.

.

i
i

!
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REFERENCE 33-1
CRITIQUE SHEET

EXPLOSIVE DETECTOR HAND-HELD, PERSONNEL SEARCH

I. .INFORMATION REQUEST SHEETS (Revised 10/5/79)

| A. Correlation is lacking .between information requested by
! the IRS Forms and the information evaluated by the ETO

.

| Forms. This constitutes a major and unresolved
problem.

B. -Operator training information is not requested. *

C. The revised edition of IRS Forms is less effective in
requesting'information relative to. evaluating a
component or procedure than the prior IRS edition.
Questions are not presented in a definitive manner.

II. EFFECTIVENESS TEST QUESTIONNA!'IE
!
'

A. Question'No. 2 - Indicates that long lines which will
result in expediting the search are preferred. Answer A
should be "NO" and Answer B should be "YES."

B. Does not evaluate any information concerning the cali-
bration of the explosives detector. See Question No. 8
for " Explosive Detector Hand-Held, Package Search."

| C. Questions No. 8 and No. 9 should be deleted as they are
applicable to ETQ No. 32.

!-
!

,

I

l-

.

.
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REFERENCE 38-1
CRITIQUE SHEET

FLOORS, ROOFS, WALLS

.

I. INFORMATION REQUEST GHEETS

A. Reorganize to obtain a more structured format.

.

B. Utilize only definitive questions. Paragraph No. 3 is a
good example'of a definitive question. ,

C. The most important characteristic of a physical barrier-

is its penetration time. Information concerning con-
struction, materials utilized, etc., should only be
requested as necessary to support the penetration delay
times.

D. There is only one IRS form for the three types of physi-
cal barr#<rs. Three separate ETQ forms are used for
each type of physical barrier. Initially, this is a
little confusing. ,

II. EFFECTIVENESS TEST QUESTIONNAIRES

A. Wall, Floor, and Roof ETQ's.

1. These ETQ's do not evaluate any questions pertinent
to detection, assessment, or response activities.

2. Depending upon the penetration times of the physical
barriers, redundant barriers and/or diverse mate-
rials may not be required. The performance level
answers (YES or NO) do not evaluate this option.

B. Wall ETQ l

1. This ETO does not evaluate information concerning
features which could compromise penetration delay
times.

C. Floor ETQ

1. Floors can also be below grade. The performance
' level answers do not evaluate this option.

',

e

!

i
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REFERENCE iA-1
CRITIQUE SHEET

LOCAL AUDIBLE / VISIBLE ALARMS

I. INFORMATIOI. REQUEST SHEETS

A. Question No. 1 - The sensitivity, reliability, proba-
bility of detection, and false alarm rate of the sensor

,

should be part of the sensor's IRS Form.

B. The IRS Form is a good representation of the types of
information which should be requested. -

II. EFFECTIVENESS TEST QUESTIONNAIRES

A. Questions No. 9 and No. 10 should be evaluated as part
of the component or system ETQ Form.

.

.
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REFERENCE 57-1
CRITIQUE SHEET

MOTION DETECTORS - INTERIOR MICROWAVE SYSTEMS

I. INFORMATION COUEST SHEETS (Revised 9/5/79)

A. The IRS ?orm was fairly well structured.

.
B. The IRS Form is a good representation of the types of

information which should be requested.

II. EFFECTIVENESS TEST QUESTIONNAIRES*

A. ETQ Form should include a detection and assessment eval-
uation.

B. Answer No. 6 - This answer should be modified for sys-
tems or components housed in a facility which is
environmentally immune to lightning.

C. ETO Form should include a redundant and diversity evalu-
ation.

.

O
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REFERENCE 62-1,

| CRITIQUE SHEET

PHOTO IDENTIFICATION BADGE
|

f

| I. INFORMATION REQUEST SHEETS

. A. Reorganize to obtain a more structured format.
.

B. The IRS Form should utilize definitive questions.
|

| C. ' Request information concerning tests utilizing false.
'

photo ID badges, how often the tests are conducted, and "

who conducts the tests.

II. EFFECTIVONESS TEST QUESTIONNAIRES

A. - Question No.12 should have 'a' graded performance level
rather than a YES or NO answer.

B.- Questions No. 17 and 18 do_not provide an answer for the
situation when a comparison is not performed remotely.

i

!

|

!

|

|

!
|
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' REFERENCE 65-1
CRITIQUE SHEET

-POSITIVE PERSONNEL IDENTIFICATION

I. INFORMATION REQUEST SHEET

A. Reorganize to obtain a more structured format.
.e

B. 'The IRS Form'should utilize definitive questions.

'
C. The'information requested sufficiently addresses the.

sys'.em's performance capabilities.

*

II. EFFECTIVENESS TEST QUESTIONNAIRE

I A. Question No. '9 - Does not evaluate the situation where a
reference. file is not stored on the coded credential.

1

C. Question No. 10 - Does not evaluate the situation where
the identifier system does not perform personnel 1

,' accountability.
~

l-

C. Question No. 14 - The Voice Verification System (VVS).
tamper protection features are not evaluated by the

*
questionnaire.

!
'

!

*
2

D

i

.
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REFERENCE 68-1
CRITIQUE SHEET

SECURED ACCESS PORTAL

I. INFORMATION REQUEST SHEETS

A. The secured access portal is really not a pedestrian
,

sally port; however, the concepts were similar enough to
allow use of the sally port IRS Form. In this respect,
the sally port is a good representation of the informa-
tion which should be requested. *

II. EFFECTIV6 NESS TEST QUESTIONNAIRE

A. See I.A above. The ETQ Form is a good representation of
the information which should be evaluated.

B. Answer 1.0 - Wood may not be allowed inside a facility
because it is a fire hazard.

.

4
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REFERiNCE 72-1,

CRITIQUE SHEET

SHIELDING DETECTOR - WALK THROUGH

I. INFORMATION REQUEST SHEET (Revised 10/5/79)

A. Correlation is lacking between information requested by
the IRS' Forms and the information evaluated by the ETO*

Forms. This constitutes a major and unresolved
problem.

*

B. Operator training information is not requested.

C. Reorganize to obtain a 'nore structured format.
1 .

D. The revised edition of the IRS Forms is less effective
in requesting information relative to evaluating a
component or procedure than the prior IRS edition.
Questions are not presented in a definitive manner.

II. EFFECTIVENESS TEST QUESTIONNAIRE

A. Operator training, utilizing written procedures, is not
evaluated.

B. Questions No. 1 and No. 4 indicate a confinement booth
is required. Some detectors do not utilize a booth and
audio communications are not required if the portal is
manned and a nonbooth-type detector is employed.

C. Answer No. 7 should provide for the situation where an
X-ray detector is not utilized in the MAA SAP for
package searches.'

D. Answer No. 10 should reflect the situation where a
weight scale is not used.

I

| E. Answer No. 15 should reflect the situation where multi-
j ple booths are not i stalled.

F. Question No. 16 - One percent, rather than 0.1%, appears'

to be sufficient for a false alarm rate. If not, the
confidence rate should also be increased.

G. Question No. 24 - Answer should reflect the situation*

where the detector does not incorporate doors.

* H. Question No. 25 - Answer should reflect situation where*

the MA' SAP does not have multiple booths.

I. ETQ should evaluate removing the individual to a remote
search room if the cause of the alarm cannot be
determined.

J. Since the weapond detector and the shielding detector
are so similar, each of the respective ETQ Forms should
be reviewed to ensure consistency of information
evaluated by both forms.

6-31
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REFERENCE 82-1
CRITIQUE SHEET

TAMPER-INDICATING CIRCUITRY

I. INFORMATION REQUEST SHEETS

A. A very good representation of the type of information
which should be requested. *

B. IRS Form is well structured.
.

C. Questions are definitive.

II. EFFECTIVENESS TEST QUESTIONNAIRE

A. A very good representation of the type of information
which should be evaluated.

B. The organizational structure of the ETQ Form should be
revised.

.

.
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REFERENCE 83-1
CRITIQUE SHEET

TAMPER SEALS At{D INSPECTIONS

I. INFORMATION REQUEST SHEET

A. Reorganize to obtain a more structured format.
.

B. Utilize only definitive questions.

C. Content inclusive.

II. EFFECTIVENESS TEST QUESTIONNAIRE

A. Tamper seals are not always used just to ensure the
integrity of SNM or waste containers. The questionnaire
should be flexible enough to evaluate other tamper seal
uses.

Two questionnaires, one soley for SNM and the other for
variations in usage, may be more advantageous.

.

e

|

(
,
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REFERENCE 86-1
CRITIQUE SHEET

VAULTS

1. INFORMATION REQUEST SHEET

A. Some of the information requested requires completion
*

of one or more of the other performance capabilities
and Chapter 23 of the plan. Additionally, the majority
of information, except as noted below, can be responded
to by referencing other Information Request Sheets: -

1. The purpose of the vault
2. Type and quantity of material stored
3. How the material is stored
4. Type of container
5. Frequency of access
6. Accessibility to exterior surfaces for inspection,

assessment, and surveillance.

If the intent of the IRS Form is to provide an index of
IRS Forms to facilitate an evaluation of the perform-
ance capabilities of the vault, it has achieved its
purpose. If not, then only the above noted information
should be requested.

B. Paragraphs No. 1 and 3 are very cumbersome. Reorgani-
zation is warranted.

|
II. EFFECTIVENESS TEST QUESTIONNAIRES

A. The ETQ Form is a fair representation of the types of
information which should be evaluated.

|

.

.

i
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REFERENCE 88-1
CRITIQUE SHEET

f
'

PACKAGE SEARCH - VISUAL INSPECTION
,

i

I. INFORMATION REQUEST SHEET

A. The IRS Form is a good indicator of the types of infor-
' mation which should be requested.

~

B. The use of more definitive questions is applicable.

C. Information relative to testing is not requested.
<

j: D. Question No. 4 - Audit Methods. 'It is not necessary to
j have an audit for every search.
!

II. EFFECTIVENESS TEST QUESTIONNAIRE
1

i A. Question No. 12 - The weapons and explosives ETQ's,
'

identify a preference to remove the package to a remote
area for inspection. In this ETQ, the package is not

,

; touched. Inconsistency exists.
i

B. The ETQ effectively evaluates information relative to a
; visual package search.
;

i ~

.

,

1

,

d

$
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REFERENCE 92-1
CRITIQUE SHEET

WEAPONS DETECTOR HAND-HELD, PACKAGE SEARCH

I. INFORMATION REQUEST SilEET (Revised 10/5/79)

A. A revised IRS Form covering this component was not
included in the package. Resultantly, the IRS Form *

could not be evaluated.

II. EFFECTIVENESS TEST C'IESTIONNAIRE ,

A. Operator training, utilizing written procedures is not
evaluated.

B. Question No. 6 - llow often is the calibration performed?

C. Answer No. 7 - Answer (A) should include, "All packages
are opened."

D. Operator testing is not evaluated.

E. Answer No. 5 - should evaluate the r moval of the pack-
age to a remote search area.

F. The time spent implementing a search should be evalu-
ated.

.

.

i
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REFERENCE 95-1
CRITIQUE SHEET

WEAPONS DETECTOR - WALK THROUGil

I. INFORMATION. REQUEST.SilEET (Revised 10/5/79)

A. Correlation is lacking between information requested by
the IRS Forms and the information evaluated by the ETQe

Forms. This constitutes a major and unresolved
problem.

*
B. Operator training information is not requested.

C. Assessment information is not requested.

D. Questions are not presented in a definitive manner.

E. Reorganize to obtain a more structured format.

II. EFFECTT.VENESS-TEST QUESTIONNAIRE

A. Operatur training, utilizing written procedures, is not
evaluated.

B. Question No. 3 does not evaluate the situation where an
X-ray conveyor is not in the area.

C. Question No. 7 is not applica>,le to manned portals when
the entry control personnel ensure the individual passes
through the detector.

D. Answer No. 9 should provide for using a hand-held wea-
pons detector for carried articles.

E. Answer No. 10 should provide for the removal of the per-
~

son to e remote search room if the cause of the alarm
can not be located.

i
F. Answe'r No. 11 - Signal. lights are rated higher than the

security officer instructing the individual when to pass
through the detector.

G. Question No.18 - The throughput may not require multi-
ple detectors. For an MAA, Answer B appears to be
sufficient.- +

.-

!
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7.0 ADDITIONAL SUPPORT BEYOND Tf!E SCOPE OF WORK

The contractual scope of work limited the development of the
Physical Protection Plan to a MAA containing a single vault. The
integration of those physical protection systems, which are
axterior to the physical barriers of the MAA, with those inside
the MAA or those portions of physical protection systems which
extended beyond the physical barriers of the MAA was not
addressed by the scope of this contract. Consequently, the eval-

,
uation process conducted by Sandia Laboratories and Woodward-
Clyde Consultants was severely restricted. In a cooperative
attempt to minimize this limitation and to facilitate and enhance
the evaluation process, AGNS provided the following additional-

information:

(1) Answers to Ef fectiveness Test Questionnaires not addressed
by the current scope of work.

(2) Matrices ids .tifying the equipment and/or design features
and procedures utilized to satisfy the performance
capabilities.

.

9
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REFERENCE 4-1
PAGE 1 OF 1

ANNUNCIATION SYSTEMS

ANSWERS

1. A,
2. B
3. A
4. A
5. A-

6. B
7. B
8. A
9. A

10. B
11. A
12. A
13. A
14. B
15. A
16. B
17. B

.

9

4
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REFERENCE 12-1
PAGE 1 OF 1

CENTRAL AND SECONDARY ALARM STATION

ANSWERS

1. A
.

2. B
3. A
4. A
5. A *

6. A& B
7. A& B
8. A
9. A

10. A
11. A
12. B
13. B
14. B

15. A
16. A
17. A
18. A
19. A
20. A
21. A
22. A
23. A
24. A
25. B
26 A
27. A
28. A
29. A
30. A
31. A
32. A
33. A

.

e
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REFERENCE 16-1
PAGE 1 OF 1

CONTINGENCY PLAN

ANSWERS

* 1. A
2. A
3. A
4. A

,

a

O
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REFERENCE 29-1
PAGE 1 OF 1

EMERGENCY GENERATOR SYSTEMS

ANSWERS

1. A *

2. A
3. A
4. A

.5. Not Applicable
6. B
7. A
8. A
9. A

10 A
11. A
12. A

.

4
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REFERENCE 43-1
PAGE 1 OF 1

GUARD FORCE PATROLS / INTERVENTION

ANSWERS

* 1. A
2. A
3. A
4. A.

5. A
6. A
7. A
8. A
9. A

10. A
11. A
12. N/A
13. A
14. A
15. A

O
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REFERENCE 47-1
PAGE 1 OF 1

INTERFACES (SENSOR - STATION)

ANSWERS

1. A *

2. A
3. A
4. A .

5. B
6. A
7. A
8. B
9. A

10. A

.-

9

1
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REFERENCE 52-1
PAGE 1 OF 1

LOCKS

ANSWERS

1. A*

2. D
3. A
4.,

5.
6.
7.
8.
9.

10.
11.
12.
13.
14.
15.
16.
17
18.
19.
20.
21.
22.
23.
24. B

25. A
26. A
27. A
28. A

O

h

i
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REFERENCE 64-1
PAGE 1 OF 1

PIIYSICAL CONTROLS FOR KEYS, LOCKS,
_ COMBINATIONS, AND CIPilER SYSTEMS

ANSWERS

.

1. A
2. A
3. A- .

4. A
5. A
6. A
7. A
8. A
9. A

10. A
11. B

|

e

e
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REFERENCE 73-1
PAGE 1 OF 1

HAND-HELD SNM DETECTOR - PACKAGE S.EARCH

ANSWERS

$ 1. A
2. A
3. A
4. A,

5. A
6. A
7. All packages are opene3
8. B - Tamper seals used
9. A

10. Answer not provided - prior to each open portal operation
11. A
12. A
13. A
14. A

4

e
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REFERENCE 74-1
PAGE 1 OF 1

HAND-HELD SNM DETECTOR - PERSONNEL SEARCH

ANSWERS

'1. A
2. A
3. A
4. A .

5. A
6. A
7. A
C. A
9. A

10. A
11. A
12. A
13. A
14. A
15. A
16. A
17. A

.

O
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REFERENCE 85-1
PAGE 1 OP 1

UNINTERRUPTIBLE POWER SYSTEM

ANcWERS_

$ 1. A
2. A
3. A
4. A'

5. A
6. A
7. A
8. A
9. A

10. A
11. A
12. A
13. A
14. Question does not relate to answer.

4

6

7-13
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