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FOREWORD

At the request of the Office of Nuclear Regulatory Research of the U.S.
Nuclear Regulatory Commission (NRC), the Lawrence Livermore National
Laboratory (LLL) has initiated the Inspection Methods for Physical Protection
(IMPP) project for the NRC Office of Inspection and Enforcement (IE). The
IMPP project team is studying the physical protection systems used by NRC
licensees and the methods presently used by IE physical protection inspectors
to inspect such systems.

The intended result of this effort is production of improved NRC
inspection methods and improved inspector training. The benefit to the
licensees will be more uniform inspections, more knowledgeable inspectors,
and--we anticipate--more cost-effective physical protection systems.

The work of the IMPP project is supported by the NRC under a Memorandum of
Understanding with the U.S. Department of Energy (DOE). The NRC work order is
FIN A-0143,

LLL was established by ths U.S. Atomic Energy Commission (AEC) and is
operated by the University of California as one of the two national
laboratories charged with the design and testing of nuclear weapons. With the
advent of the energy shortage, DOE has broadened our mission at LLL to cover
research and cevelopment in all aspects of energy, including solar, wind,
geothermal, and fossil fuel, as well as commercial nuclear energy. As part of
this broadened energy mission, we provide research, development, and technical
guidance to the NRC in areas such as waste management, operating safety,
seismic safety, and safeguards.
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® To provide ready reference materials, such as pertinent extracts from
regulations, staff position documents, and industrial/commercial
standards.

e To provide inspector training in the application of the upgraded
inspection guidance and methods developed by LLL.

To fulfill these needs, RES instituted the Inspection Methods for Physical
Protection (IMPP) project at LLL. This project logically evolves into two
phases: a data acquisition phase and the production of deliverables phase.
The data acquisition phase consists of reviewing government and commercial
physical protection equipment and literature, participating in IE inspections,
and interacting closely and frequently with NRC headquarters and Region
offices. We continually study the Code of Federal Regulations, Regulatory
Guides, and other NRC staff position documents to assure that the guidance
developed for the deliverables can be used to inspect for compliance.

The production of deliverables phase, which is still ongoing, consists of
applying systems engineering concepts to the guidance, methodologies,
per. 1ent information, and criteria provided to the inspector. The original
IMPP project tasks of upgrading and updating existing NRC physical protection
equipment catalogs and equipment evaluation guides were redirected midway in
the first project year to amended tasks of developing new IE physical
protection inspection modules to replace the IE modules presently used. We
delivered field test drafts of a new inspection module for power reactor
physical protection to NRC at the end of the first project year. During the
next year we will develop IE physical inspection modules for non-power
reactors, fuel cycle facilities, and transportation of nuclear material, as
well as procedures for evaluating licensee implementation of guard training
and qualification plans and contingency plans.

The ultimate goal of both LLL and RES is to improve the inspection process
and lighten tho inspector burden, while leaving inspector flexibility and
initiative intact.

xii



The worldwide upswelling of terrorist act

socio-political goals and the likelihood of anti

terrorist tactics to achieve their goal of impeding nucle
required ‘19'}"8‘1”"} of the protective :)J.—’?'V,m') 1S ed f;.! nu( "g‘,r

The Federal Government has mandated an upgrading of the

L JLA L

protection systems at all nuclear facilities in the United
charged the U.S. Nuclear Regulatory Commission (NRC) with enfor

jpgrade. The MNRC Office of Inspection and Enforcement (IE) is respon

i >

evaluating compliance with new physical protection upgrade rules and

>

1ssessing the adequacy of physical protection systems, inclu jing

procedures, and equipment, that are implemented to meet the new

The explosive growth in physical protection technology, the
number of nuclear facilities, the expanding transportation of
materials, and the physical protection upgrade rules have had a major

on the inspection and enforcement activities of If The new physic

protection upgrade rules in the Code of Feder:
facilities are performance oriented, and therefore each inspection
site-specific. The demancs on the time of the inspector and the demands of
keeping current with the sophisticated new physical protection systems called
for a review and upgrading of current inspection methods and for upgrading th
inspector's technical knowledge.

The Lawrence Livermore National Laboratory (LLL) has initiated the
Inspection Methods for Physical Protection ( IMPP) project under contraci to

|
i

the NRC Office of Nuclear Regulatory Research (RES) to provide IF inspectors

A

with technical guidance, improved inspection methods, and technical training

i

in the application of the guidance and methods.




IMPP PROJECT TASK CHANGES

ORIG(NAL TASKS

Several of the original tasks of the IMPP project (see Appendix A) were to
study and assimilate the vast body of information on physical protection
systems already existing within governmental organizations and at nuclear
facilities. The IMPP project was to repackage that information in a form that
would be readily usable in the field by an IE inspector.

Other tasks were to use this repackaged information as a basis for
providing improved methods for evaluating physical protection system equipment
tor compliance with regulatory requirements and for assessirg the adequacy of
the equipment installation.

It soon became apparent to both the IMPP project team and to IE that the
physical protection upgrade rules for nuclear facilities influenced more than
changes to equipment. IE needed improved methods for inspecting personnel and
procedures as well as the eg. ipment used to implement the new rules.

While many of the original tasks and deliverables would remain relatively
unchanged, IE, RES, and the IMPP project team agreed to redirect the major
part of the project effort toward revising of the inspection procedures in the
existing IE physical protection inspection modules.

AMENDED TASKS

After several management meetings between the IMPP team, RES, and IE, the
amended tasks (see Appendix B) were instituted. The relationship between the
original tasks and the amended tasks is shown in Figures 1 through 4. Since
the information input for the first six of the original tasks was nearly
complete and was directly usable for the amended tasks, those original tasks
were left relatively unchanged.

The major new item in the amended tasks for the IMPP project was to
deve’op new inspection methods and guidance containing pertinent, usable
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riginal tasks Amended tasks

Task 7: upgrade
equipment catalog -

Task B: upgrade J

evaluyation guide

Task 9: upgrade
glossary and index 1

Deleted: effort to date
incorporated in [MPP
data base

IMPP data base

Task 10: develop testing |
and verification methods -
on a generis base

Task 11: determine
equipment to be tested ’T

Task 12: examine .
specifications

FIG. 2. Deleted tasks: relationship between original and amended tasks.



FIG. Changed tasks and new tasks: relationship between original and
amended tasks.
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protection inspection modules.
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procedures)

Non-power/research reactors (¢
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IMPP PROJECT ACTIVITIES,
MARCH 1379 THROUGH FEBRUARY 1980

Although we discuss IMPP project tasks separately, the
tasks impact several other tasks

Tasks 1 through 5 constitute the data acquisition phase of the IMPP
project. While our data base is relatively complete at s time, we will
continue to acquire new data throughout the life of the project. All
information will be incorporated into our deliverables as appropriate.

Tasks € through 14 deal with the production of deliverables.
inevitable that, in the effort to produce the deliverables, we wi
holes in our data base that will require additional data acquisition.

TASK 1 OBTAIN NRC FIELD OFFICE AND INSPECTOR INPUT

i

This task obtained inputs from NRC Region offices and from physical

protection inspectors. In regions other than Region 5, most of our inputs

were obtained during trips made by IMPP team members to observe IE

protection inspections (see Table 1)

Facility

MRC RES Office, Washington, D.C iMPP project calibration

S&n Onofre Statfon, Reglon § Observe inspection
Dresden Station, Region 3 Observe inspection
Morris Spent Fuel Facility, Region 3 General familiarization

Zion Station, Reglon 3 Equipment survey fiesld-test

AGNS-Earnwell Facility, Region 2 Equipment survey field-test
Wood River Junction/Dulles Afrport, Region 1 Observe transportation of SSNM

Millstone Station, Region | Observe inspection

Region 3 Office Data acquisition on A & 0 procedures

North Anna Station, Region 2 Observe {inspection

Region 1, 2, and 3 Offices Discu<fons on inspector training

St. Lucie Station, Region 2 Observe inspection
Apollo Fuel Facility, Region 1 Observe inspection
Ft. St. Vrain Station, Region 4 Field-test first inspection procedures

Humboldt Bay Station, Region § Field-test first inspection procedures
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Many of the power reactor tes visited had not
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FIG. 7. Postinspection process.

Research Reactor Inspections

L

Only one observation of a research reactor nspection was scheduled for
the IMPP team. Events within the nuclear Industry caused IE to reschedule
cther planned observation trips, which prevented our observation of the
research reactor inspection. Consequently, the IMPP team has not observed any

research reactor inspections to date

, and we need the information that could

-12-

be obtained from such observations.




Fuel Cycle Facility Inspections

The IMPP team has observed only

this was at a facility be
process used for fuel cycle facili
inspections. so learned that
documents.,

The IMPP team needs to

inspections.

:Spect‘uns

Thae IMDD - S ues 1 - aah . > e a
'he IMPP team has observed only one inspection of a transportat

ativity, and this was the transportation of SSNM between Woc

RT and Dulles International Airpo though this ction repres

only one, possibly atypical

Transportation of SSNM is 100 . ‘om beginning to end, wi
the SSNM transpo & cle der obser an by the inspectors

111 times,

The inspectors were poorly equipped for this particular inspection

1

Their vehicle was inadequate and they had nc enroute communication

A

either the transport vehicle or the escor

we have had no opportunity to observe transportation of other
nuclear material such as special nuclear material of moderate or

significance, fresh fuel, spent fuel, waste, or isotopes.

TASK 2 OBTAIN PLANT/FACILITY INPUT

This task obtained plant and facility input. Most of the information that

we acquired is covered in the previous discussion of the physical protection
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This task entailed a search for new physical protection equipment

onto the market by rev
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coming

iewing vendor advertising and catal search 1is ¥
effort during the IMPP project to ur
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‘ASK 5 REVIEW GOVERNMENT EFFORTS

This task was a review of the efforts yther governmental agencies in
the field of physical protection. By usi [E's microfiche library, the
Government-Industry Data Exchange Program (GIDEP), the Department of Energy
(DOE) Technical Information Center, and LLL'S own extensive security library,

1

we feel that we are current with the published activities of both governmenta
in-house and contracted physical protection efforts. As with the MITRE
documents mentioned earlier, most of the documents resulting from governmental

LJh"/Sl‘f‘d] prot ction efforts t in 3 form or format us able in the

during an in

of the physical
equipment used by each generic f NRC licensed nucl
acquire the data for these physical protection profiles
3 physical protection equipment

1T NRC Ticensed f

RES and IE arranged for trial
AGNS Barnwell facility and at Zion Staticn. Members of the IMPP team visited
each facility to explain both the purpose of the survey and its use. We then
modified the questionnaire based upon the comments received at these two
trials.

RES and IE chose to distribute the questionnaire only to power and
non-power/research reactors until several questions about the jpgrade rules
were resolved.

In September 1979, a letter from Jay Durst, Assistant Director for

Safeguards and Systems Performance Research, Division of Safeguards, Fue

Cycle, and Environmental Research, RES, requesting licensee response to the

physical protection equipment survey was mailed with the survey questionnaire
to each power and non-power/research reactor facility., The completed

questionnaires were to be mailed to LLL by the licensees.










procedure,

information

The source material fe







Module Format

1

The physical

protecti

v

} procedures shown ‘n Tat

follows:

/|v(“"i‘v"() the

the inspecti

tasks that

the INSP e tor must v 9 cis G a She

pro .)'1[“',‘.._3'-1 d ¢ s the ons pertinent
ion 3.0 contains g

inspection of the phy

V‘(J

\'],; ;7h_‘/\ o | 5] | 10 10 38 \ # 10C r vh—,Tt;' mir
4

1SS0 | m 178 1 3 3 v - ~l -
ensee { .Vl.'.p ce | R > ) : s m 5! lelve

Ao - ddwvocecard - 5 e d dhn s o & 4 "
areas not aaddaressed ¢ ) S 3 C e Jidance and methods

oroad enough to cover all ¢ it an inspector might reasonably be

expected to encounter.
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our module procedures will be more pertinent to adequacy assessment
than to compliance evaluation. IE Headquarters has asked us to provide
juidance and methods for adequacy assessment, so we have included such
juidance and methods where appropriate. Our new postinspection
procedure in each module will ultimately provide methodologies for
combining the adequacy assessments from the various module procedures

into an overall adequacy assessment of the facility.

Section 4.0 contains guidance and methods “or initial acceptance
inspection of new physical protection systems or changes to existing

systems. The rationale mentioned previously about Section 3.0
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TASK 12 GUARD T&Q PLAN MODULES

This task will provide a procedure in each of the four physical protection
inspection moduies that will include guidance and methods for evaluating the
implementation of licensees' quard training and qualification (T&Q) plans.

As mentionud in the discussion of Task 8, we will defer writing the
inspection procedure on guard T&Q plan implementation for the power reactor
module and all other modules until the MRC Office of Nuclear Materiasl Safety
and Safeguards (NMSS) develops licensing review criteria to be applied to the
licensee's submitted guard T&Q plans.

A training program for NRR license reviewers and IE evaluators of the
licensee's submitted T&Q plans was delivered to NRC by the IMPP project under
NRC FIN AO141-9, This program deals with a task analysis approach to the T&Q
plans submitted. The training program is ready for use if the task analysis
approach is accepted for the review criteria, and it coul

] d provide the basis

for the inspection gquidance and methods.
TASK 13 CONTINGENCY PLAN MODULES

This task will provide a procedure in each of the four physical protection
inspection modules that will include guidance and methods for evaluating the
implementation of licensees' contingency plans.

We have delivered to IE a rough prototype draft of an inspection procedure
for evaluating contingency plans. This drafi procedure is based upon existing
fuel cycle/fixed site contingency plans previously approved by NMSS.

when we receive critique of the contingency plan inspection procedure
draft and the contingency plan review criteria used by NMSS, we will write
procedures for inspecting contingency plan implementation for the power

reactor inspection module and all other modules.
TASK 14 INSPECTOR TRAINING

This task provides an inspector training program that will instruct the IE
physical protection inspectors how to use the guidance and methods in the new
inspection modules developed by the IMPP project.
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Additional training needs were also suggested bv one or more
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participants. These include subjects such as lighting and CCTV, psychological

testing, communications, security during outages or construction, and issues
such as security force turnover, fatigue, and vigilance (particularly for

those working two jobs).
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COMPUTER EVALUATION HANDBOOK

At the management review meeting held at Bethesda, MD ' January 1980

| PN

between IMPP, IE, RES, NMSS, NRR d S0, the IMPP management suggested

e | ’ J

we D"Odllft‘ a hd”k’bﬂl)’\ tﬂif wOoOu ‘,‘, provi 3 t"vy"l D"‘lu/s ]: j‘, py otection ‘."SDF.‘*:‘ W

with guidance and methods for evaluatin omputers as physical protection

system elements. The proposed outline of this handbook is attached
Appendix C.

IE's response was a tentative appr | provide L work on the
evaluation handbook would not delay ion of the inspection mod
Because the preparation and writing c handbook woul
man-months of effort and would serio y impact the
modules, the IMPP team will relegate production of

handbook to I]qu]n[} ngf)ft :)f‘y:":: the present contr
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ICKOFF MEETING, JANUARY 1979

A kickoff meeting to initiate e IMPP project s neld in Atlanta, GA,
January 1979 with representatives from IMPP, RES, IE, and Regions 1 through
4. At this meeting, we gained valuable insight into the problems and needs

the IE physical protection inspection process as viewed both by the inspectors
and by .E headquarters staff,

RES/IE MEETINGS, FEBRUARY

During a trip to the Washington, D.C., area in February 1979, the

team met with representatives of RES at their headguarters in Silver Sp
MD, and with representatives of IFE : Ltheir headquarters in Bethesda, MD.
At these meetings, we were given an overview of the development of

physical protection inspection methods to that time and the views of both

and IE headquarters on the technical documentation needs of the inspector.
- F

RES/IE

The IMPP management met with RES and IE representatives
in Bethesda, MD, in May 1979 to discuss our findings
requirements for the types of information to be included
from our original tasks.

We presented a proposed model for the deliverable of
Appendix A) that would be based on the IE physi
modules for power reactors. This was the semina)

in a redirection of the IMPP project and a revisio

deliverables to the amended | deliverables (see Figures 1 through 4)

of the present IMPP project




SEMINAR AND FORUM, JULY 1979

The redirection of the IMPP project required several managem: it meetings
between IMPP management, RES, and I[ headquarters to define the necessary
changes. A result of this effort was a seminar and forum held at Livermore,
CA, in July 1979 to present the IMPP team's latest f ndings to RES
representatives, IE headquarter's representatives., and our Region contac
and to receive their suggestions and comments on the project.

The comments received during the forum resulted in the inspection module
procedure format and content guidelines presented in the discussion of amended
Task 8.

RES/IE MEETING, SEPTEMBER 1979

The IMPP management met with representatives from RES and IE headquarters
in Torrey Pines, CA, in September 1979 to discuss progress, additional tasks
proposed by RES and , and a schedule for deliverables.

The major results of this meeting were an aiended Schedule 189 w th

amended delivery schedule, and an agreement between IE and IMPP to field test

drafts of the power reactor physical protection inspection modules.

RES/IE MEETING, JANUARY 1980

Representatives from RES, IE, NRR, NMSS, and SD met with IMPP management

in Bethesda, MD, in January 1980 to hear an overview on IMPP project
progress. We firmed the dates for IMPP project deliv ) and for power
reactor module field tests, as well as due dates for e Regions to return
their comments on the draft power reactor module. We also discussed adequacy
assessment criteria.




APPENDIX A
TASK DESCRIPTIONS FROM ORIGINAL SCHEDULE 189

19.0 SCOPE

The objective of this program is to provide NRC and new or present
licensees with an improved and manageable technology baseline for
physical protection. This will assist licensees in developing
appropriate physical protection safeguards systems that comply with NRC
regulations and IE in their field compliance evaluations. Methodologies
must be developed to evaluate equipment/components and administrative

and operational procedures used in the safeguarding of fixed sites.

These methodologies will guide IE in their assessment evaluation program.

The NRC requires improved physical protection documentation on equip-
ment /components and evaluation/inspection guides and techniques for
evaluating all aspects of proposed and installed physical protection
equipment. This is required to support the newly initiated general
safeguards upgrade program. In addition, there is a need for a
feasibility study addressing the developmental criteria, cataloging, and
an evaluation guide for administrative and operational safeguard
procedures. Preliminary criteria, procedures, and techniques will be
identified in this feasibility study and future work will provide
details for IE safeguard inspection and assessment to determine licensee
compliance with NRC regulations.

Additional tasks include the development of an IF Tnspector Training
Program. An interim program will be a general introduction to physical
protection equipment, its use, and general testing techniques. A final
Inspector Training Program will have benefit of the .fort expended
developing the physical protectici technology baseline discus-ed above.
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This would allow for a program that is more germane to existing and
future NRC approved sites. Such a program would be focused

installation, operation, and tes ing of p'i,ycical protection e

with emphasis on the newer, more complex systems coming into

These training programs would help carry the present high quality
work over into the upcoming generation of physical pro
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Obtain Pliant/Facility input.

This task will assist us in developing our program so that

the documentation output can be most beneficial to the

licensee for safeguard upgrade considerations.
ctivities scheduled aro:

Develop interface plan with NRC.

Review NRC documentation on safeguard
.4 Produce a report on findings.
Review Mitre Equipment Catalog and Guide.

- IS required to ascertain appropriateness,

usefulness, and current status of data presented,

Activiti scheduled are:
Technically review existing data
Verify data with vendors as to availability, upgraded
specifications, replacement items, etc.
(Mail/telephone activity.)

Conduct New Vendor Items Search.

This task is required to determine if new vendors exist that

make equipment/components normally used in physical

protection and what new equipment/components should be
considered.




Activities scheduled are:

Review Thomas Register, EEM, securit

journals/periodicals for new vendors and items.
Contact known vendors for new item input.
Review input for appropriateness.

Review Government Efforts

Various government agencies have done data collection and

evaluations in many areas of physical protection., The

task will be to survey as much of this work

Activities scheduled are:

Draw on NRC's knowledge of such activities in various

branches of the government.

Conduct library/literature search on government
efforts.

Review input for appropriateness.
]

Develop NRC Physical Protection Profile

This task is a data sort exercise.

Determine if there is a continuity of approach used by
plants/facilities.

Determine defacto standardization of

equipment/components.
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Assess new physical protection devices to determine

appropriateness for consideration.
Determine components/equipment, system configurations
and therefore, inspection methods which appear

feasible.

TASK 7.0  Upgrade Equipment Catalog.

7.1 Cull unnecessary and add new information as appropriate.

Edit/format material.
Upgrade Evaluation Guide
Cull unnecessary and add new information.

dit/format material.

Upgrade Glossary/Index

Cull unnecessary and add new

Edit/format material.

Develop Testing and Verification Methods on

From the profile, establish criteri

verification of components/equipment on a generic
function) basis.

TASK 11.0 Determine Equipment to be Tested

11.1 Develop list of equipment in plants/facilities.




Develop list of equipment to be tested

pment tested i1n past.
. - .
test techniques
Specify testing equipment.

Recommend test

xra'r“‘.r\“‘ \‘v(/:

~
snaie
Lonauct

yiel

FAOK

"N YO0y am
)N program,

evelop safeguards pr Le( to determine

safequard adequac)




TASK 15.0 Develop an Interim Inspector Training Program

15.1

15.2

TASK 16.0

16.1

16.2

This Program will serve as a general introductory course to
physical protection equipment and use. It wiil not have

specific details about existing systems in NRC apprcovd
rlants/facilities.
Activities scheduled are:

15.2.1 Develop course content.

15.2.2 Determine what the appropriate methods of presentation
should be.

15.2.3 Develop the training program package.
Develop a Final Inspector Training Program

This Program would be focused on the installation, operation,
and testing of physical protection equipment, with emphasis
on the newer, more complex systems coming into use. Upcn
completion of the above tasks, an Inspector Training Program
can be developed that would be most beneficial and meaningful

to the inspectors.
Activities scheduled are:
16 .2.1 Develop course content.

16.2.2 Determine what the appropriate methods of presentation
should be.

16.2.3 Develop the training program package.
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APPENDIX B

TASK DESCRIPTIONS FROM AMENDED SCHEDULE 189

19.0 SCOPE_(NEW)

19.1 General

This is an amendment to the Inspection Methods for Physical

Protection (IMPP) project Schedule 189, dated September 20

, 1978,
This amendment reflects changes in the scope of work, the tasks
and the deliverables requested by IE after redefining their

needs. The results of the work in the IMPP project to date will

be fully applied in the redirected effort.

The data acquisition work of Tasks 1 through 6 is nearly complete,
and the tasks will remain relatively unchanged. The deliverables
from the old Tasks 7 through 12, as well as the tasks themselves,
are celeted, and the effort expended in these tasks to date will
be used in the new Tasks 8 through 14. 01d Task 13 is renumbered
as new Task 7, and remains as a deliverable. 01d Task 16 is
modified and renumbered as Task 14, and also remains as a

deliverable.

The new tasks, as directed by RES/IE, are the development of a new
series of expanded inspection modules to replace the existing
81000 Series procedures (81100 - Power Reactors, 81200 - Fuel
Cycle Facilities, 81300 - Transportation, an¢ 81400 - Research
Reactors), and inspection modules for evaluating the
implementation of contingency plans, and guard training and
qualification plans.




19.2 Tasks

19.2.1 TAX 1.0:

Obtain NRC field office and inspector input.

(No Changes)

19.2.1.1

19.2.1.2

19.2.2 TAX 2.0:

19.2.2.1

19.2.2.2

This task will assist us in determining the
appropriate emphasis required to make the
inspector more effective in his IE function.
Activities scheduled are:

19.2.1.2.1 Develop interface plan with NRC.

19.2.1.2.2 Contact JE regional offices and
inspectors.

19.2.1.2.3 Produce a report on findings.
Obtain Plant/Facility input. (No Changes)

This task will assist us in developing our
program so that the documentation output can be

most beneficial to the licensee for safeguard

upgrade considerations.

Activities scheduled are:

19.2.2.2.1 Develop interface plan with NRC.

19.2.2.2.2 Conauct site visits.

19.2.2.2.3 Review NRC documentation on
safeguards.
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19.2.2.2.4 Produce a report on findings.

19.2.3 TASK 3.0: Review Mitre Equipment Catalog and Guide.

19.2.4

19.2.5

(Modified)

19.2.3.1 A technical review if required to ascertain
appropriateness, usefulness, and current status

of data presented.
19.2.3.2 Activities scheduled are:

19.2.3.2.1 Technically review existing data.
19.2.3.2.2 (Deleted)

TASK 4.0: Acquire Data on New Physical Protection
Equipment. (Modified)

19.2.4.1 This task is required to acquire data about new

equipment /components used in physical
protection. New equipment will be identified
from the survey of Task 6.

TASK 5.0: Review Government Efforts. (No Changes)

19.2.5.1 Various government agencies have done data
collection and evaluations in many areas of
physical protection. The purpose of this task
will be to survey as much of this work as

possible.

19.2.5.2 Activities scheduled are:

19.2.5.2.1 Draw on NRC's knowledge of such
activities in various branches of

the government.
-B3-



19.2.5.2.2 Conduct library/literature search
on government efforts.

19.2.5.2.3 Review input for appropriateness.

19.2.6 TAK 6.0: Develop NRC Physical Protection Profile.
(Modified)

19.2.6.1 To gather data for this profile, a site-specific
physical protection equipment survey of

licensees will be made by LLL and by IE
Inspectors.

19.2.6.2 Activities scheduled are:

19.2.6.2.1 Determine if there is a continuity
of approach used by
plants/facilities.

19.2.6.2.2 Determine defacto standardization
of equipment/components.

19.2.6.2.3 Assess new physical protection
devices.

19.2.6.2.4 Determine components/equipment,
system configurations and

therefore, inspection methods which
appear feasible.

19.2.7 TASK 7.0: Study Safeguard Administrative and Operational
Procedures. (07d Task 13, No Changes)

19.2.7.1 Conduct feasibility study to determine if
further work will yield significant payoff.
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19.2.8

19.2.9

19.2.10

19.2.7.2 Contingent on the results of the feasibility
study, develop a catalog and evaluation guide.

TASK 8.: Develop Inspection Methods for Physical
Protection of Power Reactors. (New)

19.2.8.1 Develop a set of new inspection modules for
power reactors.

19.2.8.2 Activities scheduled are:
19.2.8.2.1 Field test module drafts.

19.2.8.2.2 Modify drafts to reflect changes
necessary from field tests.

TASK 9.0: Develop Inspection Methods for Physical
Protection of Transportation Activities. (New)

19.2.9.1 Develop a set of new inspection modules for
transportation activities.

19.2.9.2 Activities scheduled are:
19.2.9.2.1 Field test module drafts.

1..2.9.2.2 Modify drafts to reflect changes
necessary from field tests.

TASK 10.0: Develop Inspection Methods for Physical
Protection of Research reactors. (New)

12.2.10.1 Develop a set of new inspection modules for
research reactors.
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19.2.10.2 Activities scheduled are:
19.2.10.2.1 Field test module drafts.

19.2.10.2.2 Modify drafts to reflect changes
necessary from field tests.

19.2.11 TASK 11.0: Develop Inspection Methods for Physical
Protection of Fuel Cycle Facilities. (New)

19.2.11.1 Develop a set of new inspection modules for fuel
cycle facilities.

19.2.11.2 Activities scheduled are:
19.2.11.2.1 Field test module drafts.

19.2.11.2.2 Modify drafts to reflect changes
necessary from field tests.

19.2.12 TASK 12.0: Develop Inspection Methods for Evaluating
Guard Training and Qualification Plans. (New)

19.2.12.1 Develup a new inspection module for evaluating
guard training and qualification plans.

19.2.12.2 Activities scheduled are:
19.2.12.2.1 Field test module draft.

19.2.12.2.2 Modify draft to reflect changes
necessary from field tests.
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19.2.13.1

Develop a new inspection module for evaluating
contingency plans.

19.2.13.2 Activities scheduled are:

19.2.14 TASK 14.0:

19.2.13.2.1 Field test module draft.

19.2.13.2.2 Modify draft tc reflect changes
necessary from field tests.

Develop Inspector Training Program. (01d Task

16.0, Modified)

19.2.14.1

19.2.14.2

Develop orientation program for field testing
new modules.

Develop a multi-media training program for
inspectors which will provide training in the
use of all of the deliverables provided by the
IMPP program.

19.2.14.3 Activities scheduled are:

19.2.14.3.1 Develop course content.

19.2.14.3.2 Determine what the appropriate
methods of presentation should be.

19.2.14.3.3 Develop the training program
package.
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APFENDIX C
HOW TO EVALUATE COMPUTER SYSTEMS
IN NUCLEAR FACILITY PHYSICAL PROTECTION

PROPOSED OUTLINE

1.0 INTRODUCTION

1.1 Elements of a Computerized Physical Protection System

1.1.1 Hardware
1.1.1.1 Intrusion Detection System and Interfaces
1.1.1.2 Access Control/Key Card System and Interfaces
1.1.1.5 Tamper Alarm/Line Supervision System and Interfaces
1.1.1.4 Mass Storage Systems
1.1.1.4.1 Disc
1.1.1.4.2 Diskette
1.1.1.4.3 Magnetic Tape
1.1.1.5 CRT/Teletype Terminals
1.1.1.6 Printers
1.1.2 Software

1.1.2.1 Intrusion Detection Software

1.1.2.2 Access Control/Key Card Software

£l



1.1.2.3 Tamper Alarm/Line Supervision Software
1.1.2.4 Alarm Annunciation Software
1.1.2.5 Recordkeeping/Data Base Management Software
2.0 COMPUTER SYSTEM VULNERABILITIES
2.1 Vulnerabilities to Personnel Actions
2.1.1 Computer System Programmers
2.1.2 Computer Operators
2.1.3 CAS/SAS Operators
2.1.4 Computer Maintenance Staff
2.2 Vulnerabilities of Hardware Elements
2.2.1 Substitution of Software Mass Storage Media
2.2.2 Substitution of Data Base Mass Stcrage Media
2.2.3 Interface Removal/Spoofing
2.2.4 Power Interruption
2.2.5 System Sabotage
3.0 COMPUTER SYSTEM HARDEN ING
2.1 Hardening Software and Data Base
3.1.1 Restrict Access to Computer System Software and Data Base
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3.1.2 Stringent Investigation of all Personnel having Access to
Computer Software and Data Base

3.1.3 Two Independent Software Keys for Changing Software or Data
Base

3.1.4 Back-up Mass Storage Copies of all Software and Data Base
3.2 Hardening of Computer Hardware
3.2.1 Locate Computer Hardware in Vital Area
3.2.2 Restrict Access to Computer Hardware Area
3.2.3 Wire Computer Area Intrusion Alarms Direct to CAS/SAS
3.2.4 Computer Hardware Tamper Alarms
3.2.4.1 Interface Tamper Alarm/Supervision Methods
3.2.4.2 Computer HMass Storage System Tamper Alarms

3.2.4.3 Wire Computer Hardware Tamper Alarms Direct to
CAS/SAS

3.2.5 Uninterruptible Power Supply
4.0 COMPUTER SYSTEM PERFORMANCE
4.1 Data Content of Alarm Annunciations
4.1.1 CRT Terminals
4.1.2 Alarm Printouts

4.1.3 Lighted Annunciators
L3



4.4

5.0 OTHER

5.1
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Multiple Alarm Handling
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iple Alarm Annunciation

larm/Access Records

4,.3.1 Event Records
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Intrusion Detection System Response

Access Control/Kev Card Systems
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APPENDIX A - COMPUTER NUMBER SYSTEMS

Binary

Octal

Decimal

Hexidecimal

APPENDIX B - GLOSSARY OF COMPUTER TERMS
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