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Subiect: PROPOSED AMENCMENT TO 10 CFR PART 7; 55 TO EXTEND THE IMPLEMEN-
TATION DATE FOR CERTAIN COMPLEMENTARY AND ALTERNATIVE MEASURES
FOR PROTECTION AGAINST THE INSIDER THREAT

PURPOQSE: To obtain Commission approval to extend the final implementation
date for physical "pat-down" searches of regular employees of
licensees and for certain other complementary and alternative
measuares for protection against insider sabotage at nuclear
power pliants.

Category: A matter requiring Commission action.

Issues: whether to extend the time for implementing regquirements for
pat-down searches of regular emnloyees and certain other comple-
mentary or alternative measures to protect against an insider
until the Commission has had time to consider the Hearing Board
recommendations on the material access authorization program and
its implications on these measures. The specific measures to be
deferred are "pat-down" searches, compartmentalization and the
two-man rule.

Qecision

Criteria: 1. Extent to which delay of pat-down searches, ccmpartmentaliza-

tion and the two-man rule would cause an unwarranted sareguaras
risk from an insider.

2. Extent to which security systems to protect against the
insider would become more cost-effactive if implementation
of pat-down searches, the two-man rule and compartmentalizaticr
were collectively delayed so that they can De assassed in
context with a material access authorizaticn progra

Discussion: Implementaton of pat-down searches of regular employees of nuclezr
power plants before they are allowed into a protected area was
first modified on September 29, 1377 (42 FR 31607) (Enclosure "3")
to exclude searching of all regular employees at the site exceot
for a well grounded suspicion that they may be carrying firearms,
explosives, or incendiary devices. The data to compiete this

Contact:

T. 5. Michaels
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The Commissioners

1978. A detailed procedure for conducting this interim search
(Enclosure "D") was developed by staff and is presently being
followed.

|
implementation was also changed from May 25, 1977 to August 24,
The time for implementing pat-down searches was further extended
to February 23, 1979 on August 7, 1978 (43 FR 34765) because the
Commission had under consideration a material access authorizaticn
program and wanted to evaluate the need for pat-down searches in
light of this program. Enclosure "E" provides further background
on this subject.

The material access authorization program was proposed for

comment on March 17, 1977 (42 FR 14880). Because of many com-
ments from industry and the public and because of the complex
issues involved, the Commission held a public hearing on July 10,
11, and 12, 1978. The Hearing Board which presided at the
meetings is expected to present their findings to the Commission
on January 29, 1979. The material access authorization program

or an equivalent program which provides assurance that individuals
are trustworthy when coupled with other complementary or alter-
native measures of a licensee physical security system will
provide high assurance of protection against sabotage by an
insider. Other complementary or alternative measures that have
been considered by the staff are pat-down searches, two-man rule
procedures, compartmentalization and others. Two-man rule
procedures and compartmentalization while not specifically
identified in the regulations have been developed during the
implementation of Section 73.55 in order to satisfy the perform=
ance requirement: of that regulation. The staff believes that
additional time is needed to evaluate these complementary cr
alternative measures in context with a decision on the material
access authorization program.

The staff believes that delay of pat-down searches, compartmen=
talization and the two-man rule will not cause an unwarranted
safeguards risk because most licensees will have met all the
other requirements of Section 73.55 and these combined with
search procedures presently being followed (see Enclosure "0")
provide adequate protection against sabotage at nuclear power
plants by an insider for the short additional period of time
involved.

Furthermore, the staff believes that the material access authori-
zation program or an eguivalent program which provides assurance
that individuals are trustworthy will add in large measure to

the protection against the insider. To implement pat-down searches,
two man-rule procedures and compartmentalizaticn before a Commission
consideration of the material access authorization program would
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Recommendation:

Coordination:

Scheduling:

be a "decision by default" and would force an interim solution to
the insider threat which may not be cost-effective in light of
the final decision on the material access authorization program.

That the Commission:

1. Approve for publication in final form the amendments to
IS CFR Part 73 set forth in Enclosure "A" which would
extend the time for implementation of pat-down searches
until May 23, 1979. Also, the Statement of Considerations
would reflect that implementation of the two-man rule
procedures and compartmentalization would also be delayed
until May 23, 1979.

& Note that staff considers the material access authorization
program to be an important factor in safeguard program
effectiveness.

3. Note that this action effectively permits further delay of
action on the petiton for rulemaking addressed in SECY
78-210 of April 14, 1978 so that Commission action on the
recommendations in that paper are still not necessary. The
petitioner will be notified of this additional delay action.

4. Note that the appropriate Congressional Committees will be
notified of this action prior to publication of the effective
amendment.

S. Note that a public announcement of this action will not be
1ssued.

6. Note that this action will not require additional NRC or
[Tcensee resources to implement.

The Offices of Nuclear Reactor Regulation, Nuclear Material
Safety and Safeguards, and Inspection and Enforcement concur in
the recommendations of this paper. The Office of the Executive
Legal Director has no legal objection to the recommendations of
this paper. The Office of Public Affairs indicates that a
public announcement is not warranted.

For affirmation at an early policy session.
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Sunshine Act

Recommendation: It is recommended that this paper be considered in an open
meeting. The Executive Director for Operations concurs in this
recommendation.

5\
i

o ! -
’

Robert B. Minogue, Director
Office of Standards Development

Enclosures:

"A" - Proposed FEDERAL REGISTER
Notice

"B8" - 42 FR 51607

“C" - 43 FR 34765

"D" - Interim Search Procedures for
Impiementation of § 73.55(d)(1)
“g" - Background on Pat-down Searches

Commissioners' comments or consent should be provided directly to the Office of
the Secretary by c.o.b. Tuesday, February 6, 1973.

Commission Staff Office comments, if any, should be submitted to the Commissioners
NLT January 31, 1979, with an information copy to the Office of the Secretary.
If the paper is of such a nature that it requires additional time for analytical
review and comment, the Commissioners and the Secretariat should be apprised of
when comments may be expected.

This paper is tentatively scheduled for affirmation at an Open Meeting during
the Week of February 12, 1979. Please refer to the appropriate Weekly Commissicn
Schedule, when published, for a specific date and time.

DISTRIBUTION:
Commissioners

Commission Staff 0ffices
Exec. Dir. for QOpers.
Regional Qffices

ACRS

Secretariat




[7590-01]

Title 10 - Zneray

CHAPTER I ~ NUCLEAR REGULATORY COMMISSION

PART 73 - PHYSICAL PROTECTION OF PLANTS AND MATERIALS

Requirements for the Physical Protection of Nuclear Power Plants

AGENCY: U.S Nuclear Regulatory Commission.

ACTION: Effective rule.

SUMMARY: The date when pat-down searches, the two-man rule and com-
partmentalization have to be implemented for protection against insider
sabotage is being changed from February 23, 1979 to May 23, 1979. The
delay is being granted because the pat-down searches and these other
compleme:.tary or alternative measures are part of an overall physical
security system in which material access authorization plays a major
role. Since the Nuclear Regulatory Commission is presently evaluating
the Material Access Authorization Program it has decided to postpone

the need for pat-down searches and these other complementary or alter=-
native measures for protection against sabotage by an insider until such

time as a decision on the Material Access Authorization Program is made.

EFFECTIVE DATE: (Date of publication in Federal Register)

FOR FURTHER INFORMATION CONTACT:

Mr. Robert A. Clark, Chief

Reactor Safeguards Licensing Branch

Office of Nuclear Reactor Reguiations

U.S. Nuclear Regulatory Commission
Washington, D0.C. 20555, phone 301-492-7230

Enclosure "A"
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SUPPLEMEN  JRY INFORMATION: Implementation of pat-down searches of
regular employees of nuclear power plants before they are allowed
into a protected area was first modified on September 29, 1977

(42 FR 51607) to exclude searching of all regular employees at the
site except for a well grounded suspicion that they may be carrying
firearms, explosives, or incendiary devices. The date to complete
this implementation was also changed from May 25, 1978 to August 24,
1978. A detailed procedure for conducting a search was developed by
the Commission, however, and is presently being followed. The time
for implementing pat-down searches was further extended to February 23,
1979 on August 7, 1978 (43 FR 34765) because the Commission had under
consideration a material access authorization program and wanted to

evaluate the need for pat-dowr. searches in light ¢f this program.

The material access authorization program was proposed for com-
ment on March 17, 1977, (42 FR 14880). Because of many comments from
industry and the public and because of the complex issues involved
the Commission held a public hearing on July 10, 11, and 12, 1978. The
Hearing Board which presided at these meetings is expected to present

their findings to the Commission on January 29, 1979.

The material access authorization program, or an equivalent
program which provides assurance that individuals are trustworthy,
when coupled with the licensee's physical security system will provide
high assurance of protection against sabotage by an insider. Other com-

plementary or alternative measures that have been considered by the

2 Enclosure "A"
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Commission in lieu of the material access authorizatior program are
pat-down searches, two-man rule procedures, and compartmentalization.

The latter two measures while not specifically identified in the regula-
tions have been developed during the implementation of Section 73.55 in
order to comply with the performance requirements of that regulation. Tre
Commission needs more time to evaluate these complementary or alternative
measures in context with a decision on the material access autherization

program.

In consideration of: (1) the recognized value of the material
access authorization program or an equivalent program to the final
determination of protecting against the insider; and (2) the rela-
tively short time before a decision will be reached on that program;
and {3) the need to avoid an interim solution to the "insider threat"
which may not be cost-effective; and (4) the fact that most licensees
will have met all the other requirements of section 73.55, the Commissicn
is satisfied that these other measures combined with search procedures
presently being followed will in total, for the interim, provide adeguate
protection against sabotage by an insider at nuclear power plants. The
Commission, therefore, has decided to delay the date when pat-down searches
and these other complementary or alternative measures

have to be implemented from February 23, 1979 tc May 23, 1979.

The Commission has determined that this action is consistent
with the ccmmon defense and security and the protection of public

health and safety. The Commission has, for good cause, found that

3 Enclosure "A"
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notice and public procedure on this amendment are unnecessary because
of the earlier public participation in the rulemaking proceeding
leading to 10 CFR 73.55. The amendment is also made effective immed-
iately on publication in the FEDERAL REGISTER (date of publication)
because it serves to relieve a restriction that would otherwise be

imposed on affected licensees of the Commission on February 23, 1979,

Pursuant to the Atomic Energy Act of 1954, as amended, the
Energy Reorganization Act of 1974, as amended, and sections 552 and
553 of title 5 of the United States Code, the following amendment to
Title 10 Chapter I, Code of Federal Regulations, Part 72 is published

as a document subject to codification.

§ 73.55 [Amended]
1. Section 73.55 of 10 CFR Part 73 is amended to change the
date of February 23, 1979 to May 23, 1979 in the second to last

sentence of the unnumbered prefatory paragraph of this section.

Effective date: (date of publication)

(Sec. 1611, Pub. L. 83-703, 68 Stat. 948, Pub. L. 93-377, 88 Stat. 475;
Sec. 201, Pub. L. 93-438, 88 Stat. 1242-1243, Pub. L. 94-79, 89 Stat.
413 (u.S.C. 2201, s841).)

Dated at Washington, D.C., this day of

For the Nuclear Regulatory Coemmission.

Samuel J. Chilk
Secretary of the Commission

4 Enclosure "A"
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Tile Lo==Energy

CHAPTIR |==NUCLEAR REGQULATORY
COMMIS3ICN

PART T3~-2%YSICAL PRCTICTICN COF
PLAMTS AND MATEIRIALS

Requiremaents for tne Physical Protection
of Nuciear Power Plants

AGENCY: TS Nuclesar Regulatory
Comm=ission.

ACTION: ESeciive Mis.

SUMMARY  As 8 result of a number of
objections ralssd ¥1tn respect primanly
W0 DAt-CORT fearches of lcensee em-
plovees pricr 0 adm.iiance o the pro-
tectec area of a nuclear power reacior,
and e Commission’s further consicera-
tion of tne matter. the Nuclear Regula-
wry Cormumission is amencing its reglla-
slors % deiay Lmpiementation of the
physical sesrch requirement [or regular
employees 5/ & [lcensee At nuclear power
reacior sites

EFTICTT S CATE Sepaamber 29, 1977

POR FURTHER INFORMATION CON-
TACE! B
Mr. R J. Jones Chiel, Materials Pro-
tection Stancards Branch. Ofce of
Stancarc: Sevelopment, UTS. Nuclear
Regulate~ Commussion. Wastingion,
D.C. 20533 (30.—443-6872).
STPPLILENTARY INFCRMATION:
Or. Pepruar 24, 1977 e Nucles* Regu-
latory Comurussion nuliiahec (T 'he Fro-
TRAL RIsisTEr 42 FR 10826) effective
amencmenis Lo 115 regulations \n 10 CTR
Pare 73, “Physical Pretestion of Plan
ané Maicrals " One reguirement inzjud.
ed 'n these amencmen's was to search
indisicuals for ArearTs, explosives, and
insend.ary devices. The segulation speci-
Aed that ne search funciion wouwd be
conducted oy 2 7oysital search or by use
o! eqiupment capasie 3f cetecting such
devices. ThA TLrAmING NVOIVING pro-
cadural meisLres wers scheduled Or im-
plementation by May 23, 1377, and those
invoiving use of equpment Fere scled-
uled Zor implemertation o¥ August 24,
1573, or eacler J ithe squipmern: were
installed Sinces squipment now avaladle
s mot capabie of ietecung all types of
explosives and incenciary Jevices, the
searsh requuirement calds for add:iuonal
=easures, such as random physical
searches. ‘o provide nigh assurance of
protecting against indusirial sabotage.
The Commussion 5 reassessing toe
implications of zhrrizal “pat-dowm”
searches of licensee smpcTees and nelr
value a8 a ~ar ¢f 3 1ol shrsical gystem
considernsg heir relalion 0 ctber lea-
tures of “he security systems ~equired oy
the new amendments. The ssue 3 quite
compiex and nvoives ramuificactions f
employee morale and e efectiveness of
e searsh per se ind o the context 3!
e ' ol secumsy systexm. The Commus-
sicn .elieves ‘ha: ‘he Juesian Of Dat-
down searcnss warmasis wmcre dallbemle
ADRd Borougs review, I sITEmaTe SO~
Uctation of public review and comments,

MOSAL TIGITTEE VOL 42 MO, | P THURSIDAY. FTIMAE 29 977

ULIS AND 2EGULATIONS

hefors ‘he utlity licensees are required
1o use such seartihes for Luelr empioyees.
Twe Commuission, *hersfore, s amending
{18 regulations o delay e implexenta-
ton of phrsical searches of utility l-
censee emplovees untll August 24 1978,
shs date Then implementation of al of
the requirements of | 72.55 s requirec,
to provide iime for reexamination of ine
imoact and value of such searches.
Public comment 20 he lssue nas been
solicited in connection with a petition for
rue masing noticed ot the FIoLAL Prs-
rsTra of September 13, (877 42 TFR 46431,
NRC docket PRM-73-2) The Commus-
sion has determined that ‘nis action S
consistent with the common defense and
sesurity and protection of public health
and safety. The Commission has further
found that in view of the opporiunity
‘50 comment alresdy aforded prmor 0
publication of whe rules on Fepruary 4.
1977, and the fact that the amendmen
set {orth below serves o relieve g restric.
tion, notice and public procedurs on tne
amendmernt are unnecessary and that
the amendment may dDe mace eZective
upot publicauon in he FIDIRAL Prcis-
TER
Pursuant 1o the Atomic Tnergy Act of
1954, 85 amended, the Tnergy Reorgani-
sation Act of 1574, as amended. and sec-
tions 552 and 533 of Title 5 of the United
States Code, the {ollowing amendment 0
Title 10, Chapter I, Code of Federa] Reg-
wations, Part 72 is published as a docu-
ment subject W codification
1, Section 7335 of I0CTR Part T2 Us
amended v adding the folowing sen-
temces %o the unnumbered prefatory
paragraph
§ 73.53 Requirements for physical pro.
teection of licensed activities in nu-
clesr power reactors sgsinst indus-
trial sabotage.
¢ » o Except Jor individuals for ¥hom
she lcessee Nas 3 wel-gmounded sus-
Dicion Whal such mdlviduals are cATTIAd
Arsarms, explosives or incendlary de-
vices. 8 Ucenses need not Umplement 102
physical search requlement Oof DAm-
graph d4) (1) of s secmom lor Z=i-
viIdUALS who are regular empicrees of ‘he
licensee at e sita Al walch e Ucensee
S authormsed O cperale 3 DuUciear Dower
reacIor PUSSUASS W0 Part 30 of s Chap-
ter untd August 24, 1973, unless e Com-
mission Alrec's otherwise »ror W Liald
date. TUntl that date and pending it8
{uriher review of this subjec:. the Com-
mussion has determuned thal the search
sequirement of paragraph (d) (1) of s
section, mplemented using only equid-
ment capasie of detecting Zrearms ex-
plosives and ‘ncendiary devices, satisles
tha performance requiremenis of s
secticn as ey apply o searcias of Tequ-
lar empioyees of he Ucensee it tne site
entemizg he protectec area of the nu-
Clear pOwer Meaclor.

- - - - .
ZZective date: September 29, 1377
(Ses. 1611 Pub L. 53-708, 23 at 44 -Pub.
L. 95-37T. 38 3tat. 478 ssc. 301, Pud. L. 33
438, 33 WMac 1343-1043. Pub. L M-T7 36 Stal

413 43 TAC 201, 58e1)).

)

Dated at Washiingwor DC., &uls 27
day of Septeber 1577,
Por the Nuclear Reguiatory Commussicn
SaxTe. J. Ca=k.
Secratery of the Commussion
(FR Doc TT-28501 ™isd 3-18-TT.5 10 am

———

enclosure "8"
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RULES AND REGULATIONS

[7590-01]

PART 73--PHYSICAL PROTECTION CF
PLANTS AND MATINIALS
AGENCY: U.S. Nuclear Regulatory

Commission.

ACTION: -Extending date for full im-
plementation of rule.

S'...'\..-;ARY Because of delavs in re- .

ving, installin2 and texiing compo-
rrn'.s of pheysical security systems at
the ur'cus licensee !:_c.'..::cs to fully
implement 10 CFR 73.53 and because
of the need for time in the decision
process icr the Commission’'s proposed
material access authorizaticn I
gram. i part.cular with respect to ils
effect on tne use of physical searches,
the Juclear Femuintory Commission is
amending 1°s 'zz....a'.zo':s granting &
one-time extension 10 ceiay full imple.
mentation of tie ghysical protecticn
requoemenis o: 10 CZR 255 from
August 24, 1373 to Fabruary 23, 1273,
Licensees wil be expacted to expedil
full {mpilemzntation of tae rezulation,
ineluding purclhizses and instaliazion of
toth expicsve and merai datectors by
February 23, 1879,

FYECTIVE DATZ: August 7, 1978,

FOR FTURTEZER INTORMATION
CONTACT:

Nr. Rotert A. C'.ar‘:. Chicf, Peactor
Safegzuards Licensing Branch, Olfice
of Nuzle P.e'v::c. Fegulaticn, TS
Nuclear Rer.l..w—y Commission,
Yrashington, D C. 2C353, phone 301-
492-7220.

BUPPLEMENTARY !
February 24, 1277, the Nuglear
Regllstery Convnissicnn puslizned o
the FESTRAL RZICISTER (22 TR 1023
eilactive :u'.'.er'._.,,e::'.s to 118 rezuia-
tisns in 10 CTR zart 73 “Physical P'o
tection of PFlanis and ialsrials”
These arscncments icentifled reas-
ures o te *axen for '.:': ~rotection of
puclear o™ er reactors soiinst indus.
trial sacctoge in the nterest of
comron defense and sosurity and the
puklic heaitn and safety. The 1.:emees
are roquired to .z:;ueac..t their securi-
ty glan and naly with these in-
c:eued pro: e:::m requirements Ly
August S4, 1572, lles: dcensees have
worsed toward expecitizus and tul
implementation of thesa-reguiremiients.
However cdue t0: (1) Deilys 1o receiv.
ing lang lead-time esuizment and ob-
taining spacific euyuicment waith is
not readily availatie, 12) S2iays in Sone
struction Caused by saverse wiliner
conditions. ana 13) delays & anstalla
tion and resiing o1 cQuUIDTISNL, SOmMEe il
censees N e indicai=~3 they WU 'oz te
in full compiianes &t these amended
'c"'..lux ans By Aucuss 24, 1975
Cn be:'.e'“"-' 20, 1577 the Noclear
Regulatory Coummission puliizh™d n
the Foooaal ResioTia (42 FR O 3iclW)

NFPORMATION:

VAT 4T NN YEs

34765

an amendment to one of the require.
ments of the effective rule relieving
until August 24, 1978, or untl the
Commission directs otherwise prior to
that date, the phy sxc:n “smat down"”
search requirement for individuals
who are regular emp.oyeas of the li-
censee at the site at which the licensee
is authorized to oncrate a nuclear
power reac.or. Eowever, the impact of
t..xe proposed matar:il acsess authori-
2ation program, Now ‘Lnaor considera-
tion by :he Cozumission, ¢n the read
for phiysic 1 “wst down” searches of li-
censce empiorees Wil not be kKhown
until the Commission has roade a {inal
decision on shather to require such a
pmm'n. Fubiic hearings on the oro-
gram have just Seen completed so that
the Commission delision on the pro-
gram (s not exprcted untid afiler
Aupist 24, 1¢‘3 The staff considers
thae material access autherzatica 2ro-
gr3m to be an imdorsiant {acter in
safesuards prograrm efjestiveness. Tre
Commission is aiso satisfied that the
use of clecironic meiil ana explcive
search devices {or licensee empluyess
is fully satisfzctory a5 an &iterim
mesasure [or deiestinz "-'"ces wnich
could be usaed for indu ".‘:‘.! 5a00°%1ce.
In ccnsideration ¢f: 71) The need for
extension of ‘mplsmentation tima (2)
the recognizes value of the Commis-
s.or 's material ccoress authemnstion
grosTam: and (33 the lask of vrysney
..o rer:-.u:- “23t ¢ewm’” searches fuf em-
plovees, thie Nuslear Repuatery Com-
=izsion has decided to dm" cranling
4 one-time exionsion ta the tull imple.
mentation requiramen: of 10 CFR

.T73.55 from AuTast 24, 19278 to Febru.’

ary 23. 1§73. The Fedbruary 23, 187
date .o establish full imsi2mentation
5 f.::t.l L' ensees are axpac.ed 1o ex-
pedite full implemantation ¢f e rag.
wlation. inclucing the purchase 224 {n.
stailation of toth expicsive and edal
detectors by that date.

The Cox=rmission has determired
that this zoticn is cousistent with the
commen defense ang securi*y -.d th
proteciion of public heaith and safely,
The Commission has, {or g004 cause,
found that notics and pubtlic srece-
dure on this amendment are unneces-
sary because all affacted parscas il

e

receive the bt‘:‘.!.’:t of having more
ture to mest ihe requirements of 1
Cra 73.85. T.'.e amencément is also

made effective ummegiately en sudli-
cation in th Foooau RisisTI
tAugust 7, 1678) because it serves 1o
relieve 3 restriction currently imposed
on alfect=d licensees of the Commus-
sicn.

>ursuant to the -uorr..- Erergy At

of 1854, a5 amencsd, tie Energy Rear-
ganuzation Aot o ’.:-Ti. a3 ametided,

and 533 of titie § of
the Uritod Siates Code, the {oilowing
amendmer: %o itis 10 chapter {, Cuae
of Foderal Regulations, part 73 is pud-

ang sections £32

mGs Ay RIIRIT Y Yore
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lished as a document subject to codifl-
cation.

§7355 [Amended)

1. Secticn 1255 ¢/ 10 CFR part N Is
tmended to cnange the date of August
24, 1978 w0 February 23, 1879 in the
three piaces it eppears in the unnwa-
bered prefatory poragraph, including
the sentences whnich were acded pur-
suant to the Froimal RECISTIR notice
of September 25, 1977 (42 FR 516307).

Effective date: August 7, 1878,
(See. 1614 Pub. L. £3-703. 68 Stat. 948, Pub,
L 93-377, 88 Stat. 475, See. 201, Pud. L. 93-
438, 83 Stat. 1242-1243, Pud. L. $4-79, 89
Swat. 413 (42 U.S.C, 2201, 5841))

Dated at Washington, D.C,, this 1st
day of August, 1878.

For the Nuclear Regulatory Cem-
mission.

EaxvrrJ. CHIIR,
Secretary of the Commssion.
[FR Doc. 78-21793 Filed 5-4-78; 8:45 am]

RULES AND REGULATICNS




ENCLOSURE "D"

INTERIM SEARCH PROCECURES FOR IMPLEMENTATICN

OF § 73.55(d)(1)

- The prefatory paragraph of 10 CFR 73.55 as amended September 23, 1377
states that the performance requirements of paragraph (d)(1) as they apply
to searches of regular employees of the licensee at the site may be satis-
fied using only equipment capable of detecting firearms, explosives and
incendiary devices. Acceptable metal detactors and e;pIosive searching
devices of the type currently available are deemed capable of detecting
firearms, explosives and incendiary devices for regular employees of the
licensee at the.site. Such equipmen;. if not currently in cperation must
bo'purchésed and made cperational as scon as possible if the licensce
using this option is to be in compliance with the performance requirements
of 10 CFR 73.55. A regular employee of a licensee is one who i; a full
time permanent employee whose permanent work station is at the site or
those employees of the licensee who report regularly to the site (at least
oéce per week5 and includes employees of licensee contractors who are

regularly employed at the site. All other personnel* are required by

x ’
A1l NRC employees are subject to the search requirements of 73.55(d)(1).
NRC resident inspectors will be searched in the same manper as regular
employees of the licensee at the site. Other NRC perscnnel that have a
government granted security clearance will be searched in the same manner
as licens2e emplovees who are not reguiarly emplcved at the site as leng
as (1) they can properly identify themselves; ana (2) they have been pre-
viously identified by the Director of the Regional Office.

1 - Enclosure "p'
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20 CFR 73.535(d)(1) to be searched at p;ints of personnel access to the
protected area. The following are acceptahle metheds for satisfying these
requirements:

(2a) A search program consisting or:

| (1) processing all individuals through an acceptable metal

detector, (2) processing all individuals through an explosives search
" device of the types currently available, (3) conducting a "hands-on":
search of at least 5X (selected randemly) of all licensee's employees who
are not regularly employed at the site, (4) searching a regular employee
at the site with a "hands-on" search, when the licensee has a well-grounded
suspicion that the individual may be carrying %irearﬁs. explosives or
incendiary devices, (5) ccaducting a "hands-on" search of all other indi-
viduals, and (6) subjecting all outer garments such as the coats or heavy
~ sweaters of each individual who is not a regular employee at the site to
the search requirements at the entry to the prozected area. The process
and procedures which select th; fndiyiéda)s to be subject;é t$ a "hands-on" *
search on a randem basis must: (1) require the search to be conducted
when the randcm selecticn process indicates, regardless of who the persen
to be searched is, and (2) ensure that an individual entering the search
process area cannot know in advance if he or she will be selected for the
“hébds-on" search.

(b) Fér_those facilities which have only metal detectors installed
and operable, the personnel search program for neon-regular employees

described in (2a)(3) above is acceptable provided that the percentage of
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frdividuals randomly selected for "hancs-on" search is increased to at
_least 10%. For those facilities which have on]} an explosives searching
system in cperation, the "hands-on" search requirement of (¢) below applies.
(c) For those facilities which have neither metal detectors ner
explosives searching devices installed and cperable, the perscnnel search
program for non-regular employees described 1n (a)(3) above is acceptable
provided that the percentage of individuals randemly selected for "hands-on"

search is increased to at least 20%.
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ENCLOSURE "E"
BACKGROUND ON PAT-COWN SEARCHES

The Commissicn published the physical security requirements for
nuclear power plants (10 CFR 73.55) on February 24, 1977 (42 FR 10836).
One of the requirements, 73.55(d)(1). published at that time stipulated
that “search of all individuals shall be made" at all points of personnel
and vehicle access into a protected area, and that this search "shall be
conducted either by a physical search or by use of equipment capable of
detecting such devices." Explosives was one of the devices that had to
be detected; equipment to reliably detect all types of explosives or
under shielded conditions is not available.

Th. initiation of physical searches (pat-down) at plants prompted
objections by unions, individual employees, utility management and members
of Congress. One union local attempted to forestall implementation of
physical pat-down searches by a court injuncticn and a petition by
Wisconsin Electric Power Company, et.al., was received and noted by the
Commission which requested, in effect, removal of the search reguirement
and dependence on instrument sgarches unless the licensee determined that
physical searches were appropriate. As a result of this public comment
the Commission amended the prefaratory paragraph c¢f section 73.55 by
adding additional sentences to qualify who should be searched and uncer
what condition the search should occur. Also, the implementation aate was
changed from May 25, 1977 to August 24, 1978 and permitted instrument
searches to satisfy the search of regular employees of the licensee at the

site. SECY 77-499 presentad these facts to the Commission aiong with the



Federal Register Notice which appeared on September 29, 1377 (42 FR 51607),
Enclosure "B".

SECY 77-578 further addressed the issue of pat-down searches,
responded to the petition by Wisconsin Electric Power Company to the
effect that the Commission was not taking acticn on the petition pending a
more thorough analysis of the effectiveness of pat-down searches and the
value of alternatives to such searches, and discussed alternatives to the
pat-down searches. These alternatives listed in Enclosure "F" of SECY 77-578
are as follows:

a. search at vital areas (entry prevention)

b. personnel change rooms (entry prevention)

¢. animals (entry prevention)

d. uniform use of two-man rule (use prevention)

e. compartmentalization (use prevention)

f. prevention of detonation (use prevention)

g. personnel reliability (entry and use prevention).

In the recommendations of the paper it was hoted to the Commission
that "one alternative that would provide a significant measure of increased
protection is an NRC access clearance program such as currently under
consideration by the Commission.”

A follow-on staff paper, SE.Y 78-210, presented alternatives for
Commission act on with regard to the Petition by Wisconsin Electric Power
Company. The aiternative accepted by the Commission was to delay action
on the pecition and continued "implementation of search requirements in

accordance with Enclosure "“J" to SECY 78-210 (Enclesure "D" to this paper).
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The dasis for this choice as stated in SECY 78-210 was that a "material
access authorization program coupled with the other elements of licensees
physical protection systems will provide high assurance of protection
against sabotage without physical searches of those persons holding access
authorizations except for cause. In addition, such an access authorization
program would provide enough assurance to eliminate in most instances, the
need for additional compartmentalization or two-man rule procedures at
existing operating nuclear power piants.”

The date for implementing pat-down searches was further extencded by
SECY 78-210A to February 23, 1979. This extension was included as part of
a more encompassing extension which granted similar time to implement the
long lead time items required in section 73.55 because licensees were
having difiiculty in receiving, installing and testing equipment, and
delays in constructicn caused by adverse weather conditions. The exten-
sion was noticed in the Federal Register on August 7, 1978 (43 FR 34768%),

Enclosure "C".
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Cacl. To

2-%-7 Tewns.
73.55

PURPOSE
T0 OBTAIN COFMISSION APPROVAL OF 3 MONTH DELAY FOR:

PAT-DOWN SEARCHES

Two-MAN RULE
COMPARTMENTALIZATION



BACKGROUMND

Fen. 24, 1977 - §73.55 EFFFCTIVE RULE PUBLISHED
(REQUIRED SEARCH PROCEDURES BY May 25, 1977)
SEPT. 29 1977 - 15 MONTH DELAY GRANTED
Basis:  MNEED TO REVIEW QUESTION OF PAT-DOWN SEARCHES
Aug, 7, 1978 - 6 montH DELAY - TO FeB. 23, 1979
Basis: A) EQPT. DELIVERY PROBLEMS
B) MNeep pecision on MAAP






STAFF RECOMMENDATION

GRANT 3 MONTH DELAY FOR:
- PAT-DOWN SEARCHES
- TWO-MAN RULE
- COMPARTMENTALIZATION

Basis:
1) ADEQUATE INTERIM PROTECTION IN PLACE
2) Neep pepPenps on MVAP DECISTON
3) CoMMISSION NEEDS ADDITIONAL TIME

4) FAILURE TO DELAY = PAT-DOWN SEARCHES AND TWO-MAN RULE ON
Fesruary 23, 1979



