September 9, 2019

Mr. Don Moul

Vice President, Nuclear Division and Chief
Nuclear Officer

Florida Power & Light Company

Mail Stop: NT3/JW

15430 Endeavor Drive

Jupiter, FL 33478

SUBJECT:  SAINT LUCIE NUCLEAR PLANT UNITS 1 & 2 - CYBER SECURITY
INSPECTION REPORT 05000335/2019401 AND 05000389/2019401

Dear Mr. Moul:

On August 1, 2019, the U.S. Nuclear Regulatory Commission (NRC) completed a cyber security
inspection at Plant St. Lucie, Units 1 and 2. Also on August 1, 2019, the NRC inspectors
discussed the results of this inspection with Mr. Dan DeBoer, Site Director and other members
of your staff.

One finding of very low safety significance (Green) is documented in this report. This finding
involved a violation of NRC requirements. The inspectors also documented two licensee-
identified violations which were determined to be of very low safety significance in this report.
The NRC is treating these violations as non-cited violations (NCVs) consistent with

Section 2.3.2.a of the Enforcement Policy.

If you contest the violation or significance or severity of the violation documented in this
inspection report, you should provide a response within 30 days of the date of this inspection
report, with the basis for your denial, to the U.S. Nuclear Regulatory Commission, ATTN:
Document Control Desk, Washington, DC 20555-0001; with copies to the Regional
Administrator, Region Il; the Director, Office of Enforcement; and the NRC Resident Inspector at
Saint Lucie.

If you disagree with a cross-cutting aspect assignment in this report, you should provide a
response within 30 days of the date of this inspection report, with the basis for your
disagreement, to the U.S. Nuclear Regulatory Commission, ATTN: Document Control Desk,
Washington, DC 20555-0001; with copies to the Regional Administrator, Region Il; and the NRC
Resident Inspector at Saint Lucie.

This letter will be made available for public inspection and copying at
http://www.nrc.gov/reading-rm/adams.html and the NRC Public Document Room in accordance
with Title 10 of the Code of Federal Regulations (10 CFR), Part 2.390, “Public Inspections,
Exemptions, Requests for Withholding.”
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However, the enclosed report contains Security-Related Information, so the enclosed report will
not be made publicly available in accordance with 10 CFR 2.390(d)(1). If you choose to provide
a response that contains Security-Related Information, please mark your entire response
“Security-Related Information—Withhold from public disclosure under 10 CFR 2.390” in
accordance with 10 CFR 2.390(d)(1) and follow the instructions for withholding in 10 CFR
2.390(b)(1). The NRC is waiving the affidavit requirements for your response in accordance
with 10 CFR 2.390(b)(1)(ii). This letter, its enclosure, and your response (if any) will be made
available for public inspection and copying at http://www.nrc.gov/reading-rm/adams.html
and at the NRC Public Document Room in accordance with 10 CFR 2.390, “Public Inspections,
Exemptions, Requests for Withholding.”

Sincerely,

IRA/

Scott M. Shaeffer, Chief
Engineering Branch 2
Division of Reactor Safety

Docket Nos. 05000335 and 05000389
License Nos. DPR-67 and NPF-16

Non-Public Enclosure:

tspection-Report-06000335/2019401
—and-05000389/2019404



SUBJECT:  ST. LUCIE NUCLEAR PLANT UNITS 1 & 2 - CYBER SECURITY INSPECTION
REPORT 05000335/2019401 AND 05000389/2019401 dated September 9, 2019

DISTRIBUTION:
W. Monk, RIl, DRS
R. Fanner

S. Shaeffer

*See previous page for concurrence

DOCUMENT NAME: S:\DRS New\Eng Branch 2\Cyber Inspection Reports\CYBER - ST. LUCIE\2019401\STL
Cyber Security IR 2019401 Public.docx
ADAMS ACCESSION NUMBER: ML19252A316

Non-Sensitive Publicly Available
SUNSI Review
ensitive on-Publicly Available
Sensiti Non-Publicly Availabl
OFFICE | RII/DRS RII/DRS RII/DRS NSIR/CSB NSIR/CSB
NAME [ S. Shaeffer W. Monk R. Fanner A. Konkal W. Johns
DATE 9/9 /2019 8/ 22 /2019 8/22 /2019 8/28 /2019 8/ 30/2019

OFFICIAL RECORD COPY



